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Security Controller CC Identifier:

Security Controller Commercial Names :

TOE Name :

TOE Name CC Identifier:

TOE Version :
TOE documentation :

Composition elements:

Composite TOE identifiers:

Composite TOE Version:

MultiApp V4.2 ID

MultiApp V4.2 ID 2021
IFX_CCI_000010h in design step G12
SLC52GDA804 (600 KB)

MultiApp V4.2 ID Platform

Plateforme Java Card MultiApp V4.2 ID 2021 en configuration ouverte sur le
composant IFX_CCI_000010h

4.2.1*

Guidance [ AGD ]

IFX_CCI_000010h

The Design Step is G12
With FW-Identifiers v80.102.06.0
with belonging user guidance documentation

Note: An in-house crypto library is used instead of manufacturer one.

(*) The TOE version format is 4.2.x where x define a minor version linked to fix versioning data. See section 1.3 for more details.
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1.3 TOE IDENTIFICATION

The TOE identification is provided by the Tag identity and CPLC data. This information is available by executing
the Get Data command with tag “9F7F” and tag “0103” as follows:

Using tag “9F7F”:

Name length Description Value
IC Fabricator 2 Chip fabricator 0x4090
IC Type : 2 Chip model number 0x3401
IFX_CCI_000010h

Operating system identifier | 2 OS developer 0x1981
Operating system release | 2 Date value number 0x1018
date 0XYZZZ where:

Y=year, 1 for 2021
ZZZ= Nth day of the year:

18th day of year 2021: Jan
18, 2021

Operating system release | 2 4.2 0x0402
level
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Using tag “0103”:

The TOE version is 4.2.1.

This version number is directly linked with the CPLC Data specific fields: Operating System Release Date,
Operating System Release level (here below):

Name length | Description Value
Gemalto Family Name 1 Java Card BOh
Gemalto OS name 1 MultiApp 85h
Gemalto Mask Number 1 G314 - MultiappV4.2.1 64h
Gemalto Product Name 1 MultiappVv4.2.1 65h
Flow id Version 1 01lh
Filter set 1 00h
Chip Manufacturer 2 Infineon 4090h
Chip Identifier : IFX_CCI_000010h | 2 Identifier 3401h
(Gemalto production reference
G314)
BPU 2 BPU configurations:

SLC52GDA600 3405h (600 KB)
PDM Technical Product Identifier 3
PDM Customer Item Identifier 3
Feature FLag — Crypto Config 2 295Dh
Feature Flag — Feature Config 1 FFh
Feature Flag — Following features | 1 01lh
Platform Certificates 1 40h

Bit 7 :CC Configuration

APPLI CERTIFICATES byte 1 1 COh
APPLI CERTIFICATES byte 2 1 00h

e Operating system release date: 0x1018
e Operating system release level: 0x0402

The TOE and the product differ, as further explained in Architecture of the Platform
The TOE is the JCS open platform MultiApp V4.2 ID.
The MultiApp V4.2 ID Platform also includes applets.
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1.3.1 TOE Physical Scope

The TOE Physical scope is represented in the following table:

Integrated Circuit

IC CC Identifier

IFX_CCl_000010h

Design step G12
IC Commercial names SLC52GDA804
FW-Ildentifiers v80.102.06.0

Java Card Operating System

Product name

MultiApp V4.2 ID

TOE Version

4.2.1
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1.4 SECURITY TARGET OVERVIEW

The Target of Evaluation (TOE) addressed by the current Security Target is a product comprising hardware
and software corresponding to a Java Card platform operating system in Open Configuration.

e The TOE is conformed of:

o

o

o

The underlying Integrated Circuit
The MultiApp V4.2 ID Platform (JavaCard platform)
The associated guidance documentation

The MultiApp V4.2 ID Platform also includes 7 applets (see section 2).

Evaluation is performed using a composite approach defined in [JIL_CPE].
The IC is evaluated in conformance with [PP-IC-0084] according to [ST-IC] and certified in [CR-IC].

The main objectives of this ST are:

To introduce TOE and the JCS Platform,
To define the scope of the TOE and its security features,

To describe the security environment of the TOE, including the assets to be protected and the
threats to be countered by the TOE and its environment during the product development,
production and usage.

To describe the security objectives of the TOE and its environment supporting in terms of
integrity and confidentiality of application data and programs and of protection of the TOE.

To specify the security requirements which includes the TOE security functional requirements,
the TOE assurance requirements and TOE security functions.

ST
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1.5 REFERENCES

1.5.1 External References

[CC] Common Criteria references
[CC-1] Common Criteria for Information Technology Security Evaluation
Part 1: Introduction and general model,
CCMB-2017-04-001, Version 3.1 Revision 5, April 2017.
[CC-2] Common Criteria for Information Technology Security Evaluation
Part 2: Security functional components,
CCMB-2017-04-002, Version 3.1 Revision 5, April 2017.
[CC-3] Common Criteria for Information Technology Security Evaluation
Part 3: Security assurance components,
CCMB-2017-04-003, Version 3.1 Revision 5, April 2017.
[CEM] Common Methodology for Information Technology Security Evaluation
Evaluation Methodology
CCMB-2017-04-004, version 3.1 rev 5, April 2017
[JIL_CPE] Joint Interpretation Library: Composite product evaluation for Smart Cards and similar
devices, Version 1.5.1 May 2018
[PP] Protection profiles
[PP-1C-0084] BSI-CC-PP-0084-2014, Security IC Platform Protection Profile with Augmentation

Packages, Version 1.0, 13 January 2014

[PP-JCS-Open]

Java Card System — Open Configuration Protection Profile
BSI-CC-PP-0099-2017, Version 3.0.5, December 2017

[RGS-B1]

Référentiel Général de sécurité version 2

Annexe B1 Mécanismes cryptographiques, régles et recommandations concernant le
choix et le dimensionnement des mécanismes cryptographigues; version 2.0.3 du 21
février 2014

[AIS31]

A proposal for:
Functionality classes for random number generators Version 2.0 Sept 2011

[PP_PACE]

Protection Profile, Machine Readable Travel Document using Standard Inspection
Procedure with PACE, version 1.01, 22 July 2014. Certified and maintained by the BSI
(Bundesamt fiur Sicherheit in der Informationstechnik) under the reference BSI-CC-PP-
0068-V2-2011-MA-01.

[PP_BAC]

"Protection Profile, Machine Readable Travel Document with “ICAO Application”, Basic
Access Control, version 1.10, 25 March 2009. Certified and maintained by the BSI
(Bundesamt fur Sicherheit in der Informationstechnik) under the reference BSI-PP-
0055-2009.

[IFX]

Infineon References

[IFX-IC]

[IFX-IC-CCI]

[IEX-IC-CCI]

Public Security Target

Common Criteria v3.1 — EAL6 augmented / EAL6+
IFX_CCI_00000Fh

IFX_CCI_000010h
IFX_CCI_000026h
IFX_CCI_000027h
IFX_CCI_000028h
IFX_CCI_000029h

IFX_CCI_00002Ah

IFX_CCI_00002Bh

IFX_CCI_00002Ch

G12

Resistance to attackers with HIGH attack potential
Revision: 0.8

2020-04-03

[CR-IC]

[CR-IC-CCI]

ST
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[CR-IC-CCI] Certification Report:
BSI-DSZ-CC-1079-V2-2020
Infineon Security Controller IFX_CCI_00000Fh,IFX_CCI_000010h, IFX_CCI_000026h,IFX_CCI_000027h,
IFX_CCI_000028h,IFX_CCI_000029h, IFX_CCI_00002Ah,IFX_CCI_00002Bh, IFX_CCI_00002Ch in the design step
G12 and including optional software libraries and dedicated firmware
from Infineon Technologies AG
Certification Report V1.0
CC-Zert-327 V5.3
16/06/2020

[NIST] NIST references

[FIPS180-4] Federal Information Processing Standards Publication 180-4 SECURE HASH
STANDARD (+Change Notice to include SHA-224), U.S. DEPARTMENT OF
COMMERCE/National Institute of Standards and Technology, August 2015

[FIPS197] Federal Information Processing Standards Publication 197 ADVANCED ENCRYPTION
STANDARD (AES), 2001 November 26

[SP800-67] NIST Special Publication 800-67 - Recommendation for the Triple Data Encryption
Algorithm (TDEA) Block Cipher, Revision 2 — Revised November 2017.

[1SO] ISO references

[1SO9796-2] ISO/IEC 9796-2:2010: Information technology — Security techniques — Digital Signature
Schemes giving message recovery — Part 2: Integer factorization based mechanisms,
Third edition 2010-12-15

[1SO9797-1] ISO/IEC 9797-1:2011: Information technology — Security techniqgues — Message
Authentication Codes (MACs) — Part 1: Mechanisms using a block cipher, Second edition
2011-03-01

[GP] Global Platform references

[GP23] GP2.3: GPC_Specification_v2.3.1 Global platform Card Specification March 2018

[GP23 Amend D]

Card Technology Secure Channel Protocol '03' Card Specification v2.2 — Amendment D
V1.1.1 July 2014

[GP23 Amend E]

Card Technology Security Upgrade for Card Content Management Card Specification
v2.3 — Amendment E v1.1 October 2016

[GP23 Com]

Global Platform — Card Common Implementation Configuration v2.0 November 2015

[Others]

Others specification references

[TRO3110-1]

Technical Guideline TR-03110-1 Advanced Security Mechanisms for Machine Readable
Travel Documents and elDAS Token —

Part 1 — eMRTDs with BAC/PACEV2 and EACv1

Version 2.20, 26/02/2015

[TRO3110-2]

Technical Guideline TR-03110 Advanced Security Mechanisms for Machine Readable
Travel Documents and elDAS Token — Part 2: Protocols for electronic IDentification,
Authentication and trust Services (elDAS)

Version 2.21, 21/12/2016

[TRSIGN]

Technical report : Signature creation and administration for eIDAS token:Part 1:
Functional Specification, Version 1.0, 2015/07/21 (ANSSI/BSI technical specifications)

[ICAO-TR-SAC]

ICAO TR — Supplemental Access Control for Machine Readable Travel Document,
Version 1.1, April 15, 2014.

[FIPS 140-2] FIPS 140-2 Security Requirements For Cryptographic Modules, Mau 25 2001.
[JCS] Javacard references
[JAVASPEC] The Java Language Specification. Third Edition, May 2005. Gosling, Joy, Steele and
Bracha. ISBN 0-321-24678-0.
[JVM] The Java Virtual Machine Specification. Lindholm, Yellin. ISBN 0-201-43294-3.
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[JCBV] Java Card Platform, version 2.2 Off-Card Verifier. June 2002. White paper. Published by
Sun Microsystems, Inc.

[JCRE222] Java Card 2.2.2 Runtime Environment (JCRE) Specification — 15 March 2006 - Published
by Sun Microsystems, Inc.

[JCVM222] Java Card 2.2.2 Virtual Machine (JCVM) Specification — 15 March 2006 - Published by
Sun Microsystems, Inc.

[JCAPI222] Java Card 2.2.2 Application Programming Interface - March 2006 - Published by Sun
Microsystems, Inc.

[JCRE305] Java Card 3 Platform Runtime Environment Specification, Classic Edition
Version 3.0.5, May 2015, Published by Oracle

[JCVM305] Java Card 3 Platform Virtual Machine Specification, Classic Edition
Version 3.0.5, May 2015, Published by Oracle

[JCAPI305] Java Card application programming interface (API), Version 3.0.5, Classic Edition
Version 3.0.5, May 2015, Published by Oracle

ST Ref: D1539135 Rev:1.2p Page : 14/ 156




THALES

1.5.2 Internal References [IR]

[ALC] Life Cycle
[ALC-DVS] MultiApp V4.2 ID: ALC DVS document - Javacard Platform, D1539143
Rev 1.1
[AGD] MulitiApp V4.2 Software — Guidance documentation
[AGD-PRE] MultiApp V4.2 ID: AGD_PRE document - Javacard Platform, D1539140
Rev 1.0
[AGD-OPE] MultiApp V4.2 ID: AGD_OPE document - Javacard Platform, D1541558
Rev 1.7
[AGD-Ref] MultiApp ID 4.2 Premium Operating System —Reference Manual, D1493575E
May 39 2021
[AGD-GDP] Global Dispatcher Personalization Applet User Guide, D1390286Q
May 34 2021
[Applet guidance] | Guidance for secure application development on Multiapp platforms, D1495101

Rev. 1.2, December 2019

Verification process of Gemalto non sensitive applet, D1495102
Rev. 1.1, October 2019

Verification process of Third Party non sensitive applet, D1495103
Rev. 1.1, October 2019

Rules for applications on Multiapp certified product, D1495100
Rev. 1.2, November 2019

1.6 ACRONYMS AND GLOSSARY

AES Advanced Encryption Standard
APDU Application Protocol Data Unit
API Application Programming Interface
CAD Card Acceptance Device

CcC Common Criteria

CPU Central Processing Unit

DES Data Encryption Standard

EAL Evaluation Assurance Level
ECC Elliptic Curve Cryptography
EEPROM | Electrically-Erasable Programmable Read-Only Memory
ES Embedded Software

GP Global Platform

IC Integrated Circuit

IT Information Technology

JCRE JavaCard Runtime Environment
JCS JavaCard System

JCVM JavaCard Virtual Machine

NVM Non-Volatile Memory

OoP Open Platform

PIN Personal Identification Number
PP Protection Profile
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RMI Remote Method Invocation

RNG Random Number Generator
ROM Read-Only Memory

RSA Rivest Shamir Adleman

SAR Security Assurance Requirement
SC Smart Card

SCP Secure Channel Protocol

SFP Security Function Policy

SFR Security Functional Requirement
SHA Secure Hash Algorithm

ST Security Target

TOE Target Of Evaluation

TSF TOE Security Functionality
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2 TOE OVERVIEW

2.1 TOE TypPE

The Java Card technology combines a subset of the Java programming language with a runtime environment
optimized for smart cards and similar small-memory embedded devices [JCVM305]. The Java Card platform
is a smart card platform enabled with Java Card technology (also called a “Java card”). This technology allows
for multiple applications to run on a single card and provides facilities for secure interoperability of applications.
Applications for the Java Card platform (“Java Card applications”) are called applets.

This TOE provides the security of an EAL5+ evaluated card with the flexibility of an open platform.

It allows for the loading of applets before or after the issuance of the card. These applets MAY or MAY NOT
be evaluated on this platform.

The applications using a NOT-certified applet will NOT BE certified.
The Issuer can forbid the loading of applets before or after the issuance of the card.

2.2 PRODUCT ARCHITECTURE

The TOE is part of the MultiApp V4.2 ID smart card Platform. This smartcard contains the software dedicated
to the operation of:

» The MultiApp V4.2 ID Platform, which supports the execution of the personalized applets and
provides the smartcard administration services. It is conformant to Java Card 3.0.5 and GP 2.3
standards [GP23].

» The identity applets are: IASv5.0, eTravelv3.0, IDEMIA MoC applet v3, GDP, Microsoft Plug &
Play (MSFT PnP), MPCOS and OATH.

» The MOC Library: IDEMIA Fingeprint MoC v3 in junction with the MOC Applet: IDEMIA MoC
applet v3 (developed by the company Idemia) provide biometry recognition with fingerprint to
other applications.

» Additionally, other applets — not determined at the moment of the present evaluation — may be
loaded on the smartcard before or after issuance.

» Acryptographic library developed by Thales DIS (the cryptographic library proposed by the chip
supplier is not used).

» Only one FULL configuration is designed for the product.

Therefore, the architecture of the MultiApp V4.2 ID Platform can be represented as follows:
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Figure 1: MultiApp V4.2 ID Platform architecture

Applets and the MultiApp V4.2 ID Java Card Platform, are located in flash code area.

All the data (related to the applets or to the Java Card platform) are located in flash data area. The separation
between these data is ensured by the Java Card firewall as specified in [JCRE305].
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2.3 TOE DESCRIPTION

2.3.1 Architecture

The MultiApp V4.2 ID Platform is an operating system that complies with two major industry standards:

Sun’s Java Card 3.0.5, which consists of the Java Card 3.0.5 Virtual Machine [JCVM305], the
Java Card 3.0.5 Runtime Environment [JCRE305] and the Java Card 3.0.5 Application
Programming Interface [JCAPI305].

The Global Platform Card Specification version 2.3 [GP23], (with Amendment D [GP23 Amend
D] and Amendment E).

GAP (PACE): the General Authentication Procedure, for compliance with latest version of
[TRO3110-1].

GDP: Global Dispatcher Perso application to centralize application personalization (at first for
eTravel).

(Plug-ins
Global [ Gemalto API ] { JavaCard API J
Platform
APl

Co[:
Card |FMI|C:I: ll Memory IlComuucat“ Secure In.v ﬁ%t

Figure 2: MultiApp V4.2 ID Java Card platform architecture

As described in figure 2, the MultiApp V4.2 ID Platform contains the following components:

= The Core layer

The Core layer remains unaffected as the basic smart card services (softmasks/filters, communication
protocols, memory management, secure messaging) remain the same.

It provides the basic card functionalities (memory management, 1/O management and cryptographic
primitives) with native interface with the underlying IC. The cryptographic features implemented in the
native layer encompass the following algorithms:

O O O O O O O

DES®™, 3DES™W
AES 128,192, 256
SHA1(®, SHA2, SHA3 (224, 256, 384, 512)
CRC16®
CRC32M
ECC and RSA (PKCS v2.2 and PSS) as below
HMAC
= SHA224, SHA256, SHA384, SHA512, SHA1

ST
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RNG according to AIS 31

For Global Platform Delegated Management, MultiApp V4.2 ID Platform supports:

For Token: AES (128,192,256 key sizes) and RSA (1024 and 2048 key sizes)
For Receipt: AES (128,192,256 key sizes) and DES (112 key size)

The Plug-ins layer

The Javacard Runtime Environment

It conforms to [JCRE305] and provides a secure framework for the execution of the Java Card
programs and data access management (firewall).

Among other features, multiple logical channels are supported, as well as extradition, DAP,
Delegated management, SCP01, SCP02 and SCPO03.

The Javacard Virtual Machine

It conforms to [JCVM305] and provides the secure interpretation of bytecodes.

The API

It includes the standard Java Card API [JCAPI305] and the Thales DIS proprietary API.

The Global Platform Issuer Security Domain

It conforms to [GP23] and provides card, key and applet management functions (contents
and life-cycle) and security control.

The GAP-PACE component

GAP is an extension of PACE, it provides additional commands terminal authenticate (TA)
and Chip Authenticate (CA). This provides mutual authentication, secure messaging channel,
authorization verified by application through specific API.

The GDP applet

GDP is an application with particular privileges used only for application personalization. It is
pre-instantiated in production facilities and comes with the product. The GDP package itself
may be deleted once personalization is complete, allowing reclaiming the space that was
allocated to host the GDP code. It dispatches personalization commands to applications it
personalizes through the MultiApp V4.2 ID Platform file system interface. The personalization
commands are not processed by the owning application, everything goes through GDP, which
also supports Extended Length for personalization.

ST
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The MultiApp V4.2 ID Platform provides the following services:
- Initialization of the Card Manager and management of the card life cycle
- Secure loading and installation of the applets under Security Domain control
- Deletion of applications under Security Domain control
- Extradition services to allow several applications to share a dedicated Security Domain
- Secure operation of the applications through the API
- Management and control of the communication between the card and the CAD
- Application life cycle management
- Bytecode interpretation
- PACE personalization / authentication / verification API
- Execution of standard JC APIs
- Card basic security services as follows:

o Checking environmental operating conditions using information provided by
the IC

o Checking life cycle consistency

o Ensuring the security of the PIN and cryptographic key objects
o Generating random numbers

o Handling secure data object and backup mechanisms

o Managing memory content

o Ensuring Java Card firewall mechanism
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2.4 TOE BOUNDARIES

The Target of Evaluation (TOE) is the JCS open platform MultiApp V4.2 ID. It is defined by:
The Java Platform 3.0.5 based on JLEP3 Operating System
The PACE module to provide PACE secure channel (without PACE CAM mechanism)

The underlying Integrated Circuit

GDP: Global Dispatcher Perso application

Applications stored in Flash mask in code area

The Applets loaded pre issuance or post issuance are outside the TOE, Other smart card product elements,

(such as holograms, magnetic stripes, security

The MAV4.2 Platform implements Javacard 3.0.5 runtime and provides API for applet. Facial recognition is

out of the scope of the CC certification.

in MultiApp V4.2 ID Platform, are outside the TOE.

printing) are outside the scope of this Security Target.

Additionally, the following features are out of the scope of the TOE:

- Biometric Template
- JC RMI

- Extended Memory
- Sensitive Array

- Sensitive Result

2.5 LIFE-CYCLE
2.5.1 Product Life-cycle

2.5.1.1 Actors

Actors Identification

Integrated Circuit (IC) Developer Infineon

Embedded Software Developer Thales DIS (See [ALC-DVS] for details)
MOC Applet and MOC Library Developer |ldemia

Integrated Circuit (IC) Manufacturer Infineon

Module Manufacturer

Thales DIS or Infineon

Form factor Manufacturer (optional)

Thales DIS or other

Card manufacturer (Initializer/Pre-
personalizer)

Thales DIS (See [ALC-DVS] for details)

Personalization Agent (Personalizer)

The agent who is acting on the behalf of the Issuer (e.qg.
issuing State or Organization) and personalize the TOE
and applicative data (e.g. MRTD for the holder) by
activities establishing the identity of the user (e.g. holder
with biographic data).

Card Holder The rightful holder of the card for whom the issuer
personalizes it.
Table 1: Identification of the actors
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2.5.1.2 Life cycle description

The MultiApp V4.2 ID Platform life-cycle is described in the figure hereunder based on the 7 phases described
in Security IC Platform Protection Profile.

Platform Life cycle Application Life
[ Phase 1a IDEMIA : IDEMIA MoC
Development of ; 5 3
1 mandsiory 2 . Fingerprint MoC : — applet v3
| Embedded B v3 : ] development
" Software ‘ development ¥ § |
L — GTO apphcaton pt 'l Phase 1d
! ESto in ES loaded in 5.b : Application
I Scope covered by IC certificate : Govelopment
load on IC I (10 1oad on
[ Phase 2 aom 18
I $ane D Phase 1c put in ES I
! X Embedded Sofware |, koaded in 5 b,
| Phase 3 configuration 3
| IC Manufacturing & Testing (to oad on IC) E
B :
| Phase da (optional) :
1 IC packaging i module by ;
| IC manufacturer 3
I (IC delvered without Embedded  Software) :
! =
Phase 4b (optonal) ;
I IC packaging in module by :
1 TOE Manufacturer :
! £ }
| Phase 5a Phase 5b 3
I IC embedding = form factor Embedded Software Loading 3
| & Pre-Personaksation & 3
L Testing (from 1¢) ;
I Phase 5b v :
1 Embedded Software Loading :
& Pre-Personaksation & Phase 5a :
K e vz o o Apee—— ————— R ———— S ——— |
TOE delivery
SR W W W ———— W ————— -
' TOE usage | Phase 7a
Phese ¢ l verification
Embedded Software | signature -
s I loading
) I (from 16)
Phase 7 I
Software loading mn
Operational Usage (from 1d,1e) I
o - R D A G M A (A < A g W g - S e

Figure 3: Manufacturing phases description
Note: The brown doted lines of this figure does not intend to mark the perimeter of the TOE. The perimeter is visible on Figure 1.
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The Life cycle is described on the figure hereunder:

I Phase | Description / comments Who Where
!_ MAV4 2 ID Thales DIS Singapore & Meudon -:
i Iatforh Platform development & tests (1.a) IR [RAb () Thales DIS i
i gevelopment P ’ SL Crypto te_am Development site |
i - secure environment - i
- 1
i MOC Applet and - Applet & Library Development Idemia Idemia site i
i MOC Library (1.d) R&D team i
1 1 development - Applet & Library tests - secure environment - 1
i i
. s Thales DIS Singapore Thales DIS
: eTravel - Appl!cat!on Development (1.d) GP R&D team Development site :
. development - Application tests 3 .
I - secure environment - 1
i - - - i
. - Platform configuration (1.c) Thales DIS Singapore -
E PSE team - Script development Thales DIS PSE team Thales DIS Gémenos :
! . Infineon development ;
i IFX_CCI_000010h Infineon ; i
- e ) site(s .
! 2 € eraElEpmen! development - Secure environment - ©) !
| ]
: Manufacturing of virgin Infineon development :
: IFX_CCI_000010h integrated Infineon site(s) :
i 3 IC manufacturing | circuits embedding the Infineon - Secure environment - i
I flash loader, and protected by a 1
- dedicated transport key. 1
: sC 4.a) Infineon Thales DIS Gémenos :
: . - Secure environment — Thales DIS Singapore
1 1
i 4 mar;(ufai(;turgg. IC 1. IC packaging & testing OR Thales DIS Pont- i
i packaging 4.b) Thales DIS Audemer i
i Embecflldlng, also” Production teams Thales DIS Curitiba i
’ called *assembly - Secure environment - .
i 1
i 5.a Embedding Put the module on a dedicated form Thales DIS Géménos i
! : (optional) factor (Card, inlay MFF2, other...) Thales DIS Singapore 1
: Thales DIS Tczew :
: Initialization / Loading of the Thales DIS software | Thales DIS Thales DIS Vantaa 3
i 5b Pre- (platform and applets on top based Production teams Thales DIS Curitiba 3
i personalization on script generated) - Secure environment - i
I : I
i 5c (Eifn:]%fﬂﬂlgg during | Put the module on a dedicated form i
i 5.2) 9 | factor (Card, inlay MFF2, other...) i
T T, Creation of files and loading of end- | SC Personalizer Thales | |
SC user data DIS or another accredited . .
6 A SC Personalizer site
Personalization company
- Secure environment -

End-usage for SC issuer SC Issuer Field

7 End-usage IR (LR (7.2 SC Issuer Field

End-usage for cardholder Cardholder Field

Figure 4: Life Cycle description

Remark1: Initialization & pre-personalization operation could be done on module or on other form factor. The
form factor does not affect the TOE security.

Remark?2: Alternative life cycle, wafer are shipped by Infineon to form factor manufacturer (no module

manufacturing required) and initialization /pre-personalization is done in Thales DIS site.

ST

Ref: D1539135

Rev:1.2p

Page : 24/ 156



THALES

Remark3: For initialization/pre-personalization IC flash loader could be used based on the IC manufacturer
recommendation.

Remark4: Embedding (module put on a dedicated form factor) will be done on an audited site.

Remark5: The MOC Library and MOC Applet developed by Idemia are transferred in a securely manner
(assuring confidentiality and integrity) to Thales DIS RD teams. Thales DIS RD performs the integration into
the corresponding OS layer.

2.5.2 TOE Life-cycle

The Java Card System (the TOE) life cycle is part of the product life cycle, i.e. the Java Card platform with
applications, which goes from product development to its usage by the final user.

The Java Card System (i.e. the TOE) life-cycle itself can be decomposed in four stages:
e Development
e Storage, pre-personalization and testing
e Personalization and testing

e Final usage

The JCS storage is not necessarily a single step in the life cycle since it can be stored in parts. The JCS
delivery occurs before storage and may take place more than once if the TOE is delivered in parts.

These four stages map to the product life cycle phases as shown in Figure 6.
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Figure 5: JCS (TOE) Life Cycle within Product Life Cycle

JCS Development is performed during Phase 1. This includes JCS conception, design, implementation, testing
and documentation. The JCS development shall fulfill requirements of the final product, including conformance
to Java Card Specifications, and recommendations of the SCP user guidance. The JCS development shall
occur in a controlled environment that avoids disclosure of source code, data and any critical documentation
and that guarantees the integrity of these elements. The present evaluation includes the JCS development
environment.

In Phase 3, the IC Manufacturer may store, initialize the JCS and potentially conduct tests on behalf of the
JCS developer. The IC Manufacturing environment shall protect the integrity and confidentiality of the JCS and
of any related material, for instance test suites. The present evaluation includes the whole IC Manufacturing
environment, in particular those locations where the JCS is accessible for installation or testing. As the Security
IC has already been certified against [PP-1C-0084] there is no need to perform the evaluation again.

In Phase 5, the SC Pre-Personalizer may store, pre-personalize the JCS and potentially conduct tests on
behalf of the JCS developer. The SC Pre-Personalization environment shall protect the integrity and
confidentiality of the JCS and of any related material, for instance test suites.

(Part of) JCS storage in Phase 5 implies a TOE delivery after Phase 5. Hence, the present evaluation includes
the SC Pre-Personalization environment. The TOE delivery point is placed at the end of Phase 5, since the
entire TOE is then built and embedded in the Security IC.
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The JCS is personalized in Phase 6, if necessary. The SC Personalization environment is not included in the
present evaluation. Appropriate security recommendations are provided to the SC Personalizer through the
[AGD] documentation.

The JCS final usage environment is that of the product where the JCS is embedded in. It covers a wide
spectrum of situations that cannot be covered by evaluations. The JCS and the product shall provide the full
set of security functionalities to avoid abuse of the product by untrusted entities.

Note: Potential applications loaded in pre-issuance will be verified using dedicated evaluated verification
process. Applications loaded in post-issuance will need to follow dedicated development rules.

2.5.3 GP Life-cycle

Personalization v
< OP_READY
\ 4
< INITIALIZED
v
< SECURED

CARD_LOCKED

\ 4

TERMINATED

Y

Usage

Figure 6: GP Life Cycle
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2.5.4 TOE Delivery

As a summary description of how the parts of the TOE are delivered to the final customer, the MultiApp V4.2
ID Platform is delivered mainly in form of a smart card or module. The form factor is packaged on Thales DIS’s
manufacturing facility and sent to final customer premises.

The product is sent to final customer by standard transportation respecting Thales DIS Transport Security
Policies.

The different guides accompanying the TOE and parts of the TOE are the ones specified in [AGD] section.
They are delivered in form of electronic documents (*.pdf) by Thales DIS’s Technical representative via a
secure file sharing platform download action.

Item type Item Reference/Version Form of delivery
Software and Hardware MultiApp V4.2 ID Platform 421 Smart card or module
MultiApp ID 4.2 Premium D1493575E Electronic document via
Document Operating System ’ secure file download
Reference Manual May 3" 2021
Guidance for secure D1495101, Rel 1.2 Electronic document via
Document application development on secure file download
Multiapp platforms December 2019
Verification process of D1495102, Rel 1.1 Electronic document via
Document Thales DIS non sensitive secure file download
app|et OCtOber 2019
Verification process of D1495103, Rel 1.1 Electronic document via
Document Third Party non sensitive secure file download
app|et October 2019
Document Rules for applications on D1495100, Rel.1.2 Electronic document via
Multiapp certified product November 2019 secure file download
Global Dispatcher D1390286Q, May 3 Electronic document via
Document Personalization Applet file d load
User Guide 2021 secure file downloa
MultiApp v4.2 ID: D1539140 Rev.1.0 i i
Document AGD_PRE document - Electronli_ldo(;:umelnt \é'a
Javacard Platform May 10th 2021 secure hie downloa
MultiApp v4.2 ID: D1541558, Rev. 1.7 i i
Document AGD_OPE document - Electrom?_ldodcumelnt \é'a
Javacard Platform May 11th 2021 secure hie downloa

2.6 TOE INTENDED USAGE

In a summarized description, the TOE intended functionalities are:

e Bytecode interpretation
e API calls
e Applet management
o PACE authentication
e Personalization commands management
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2.6.1.1 Personalization Phase
During the Personalization Phase the following Administrative Services are available:

e Applet Load

e Applet Install

e Applet Personalization

o Applet Delete

e Applet Extradite

¢ Applet Management Lock

All applet management operations require the authentication of the Issuer. By erasing the authentication keys
with random numbers, the Issuer can prevent all subsequent applet management operations. This operation
is not reversible.

In the Personalization phase, Applet Management Lock is optional.

2.6.1.2 Usage Phase

During the Usage Phase, if the Applet Management lock has not been put, the Administrative Services are
available as during the Personalization phase:

e Applet Load

e Applet Install

o Applet Personalization

o Applet Delete

e Applet Extradite

e Applet Management Lock

In addition, the following User services are available:

e Applet Selection
e Applet Interface

2.6.1.3 NON-TOE HARDWARE/SOFTWARE/FIRMWARE REQUIRED BY THE TOE

In order to manage distant secure channel according to [GP221], a remote system must be able to establish
a connection with TOE and therefore must possess shared secret with TOE.

Applets are supposed to be used with the platform to communicate to external world. Applet can create a
dedicated secure channel using platform services. In such case, a remote system must be able to establish a
connection with applet and therefore must possess shared secret with applet.

In order to manage local PACE secure channel, only local terminals possessing authorization information (a
shared secret stored or retrieved by terminal (as CAN or MRZ) or secret derived from shared secret) can get
access to the user data stored on the TOE and use security functionality.

Bytecode verification.

The bytecode verifier is a program that performs static checks on the bytecodes of the methods of a CAP file
prior to the execution of the file on the card. Bytecode verification is a key component of security: applet
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isolation, for instance, depends on the file satisfying the properties a verifier checks to hold. A method of a
CAP file that has been verified shall not contain, for instance, an instruction that allows forging a memory
address or an instruction that makes improper use of a return address as if it were an object reference. In other
words, bytecodes are verified to hold up to the intended use to which they are defined. Bytecode verification
could be performed totally or partially dynamically. No standard procedure in that concern has yet been
recognized. Furthermore, different approaches have been proposed for the implementation of bytecode
verifiers, most notably data flow analysis, model checking and lightweight bytecode verification, this latter being
an instance of what is known as proof carrying code. The actual set of checks performed by the verifier is
implementation-dependent, but it is required that it should at least enforce all the “must clauses” imposed in
[JCVM305] on the bytecodes and the correctness of the CAP files’ format.

Application note: Definition of local terminal is a refinement from the one in [PP_PACE] but without direct
reference to travel document allowing usage of PACE secure channel for several purposes including travel
document but not exclusively.
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3 CONFORMANCE CLAIMS

3.1 CC CONFORMANCE CLAIM

Common criteria Version:
This ST conforms to CC Version 3.1 revision 5 [CC-1] [CC-2] [CC-3].

Conformance to CC part 2 and 3:

- CC part 2 extended with the FCS_RNG, FMT_LIM.1, FMT_LIM.2 and FPT_EMS.1 components. All the other
security requirements have been drawn from the catalogue of requirements in Part 2 [CC-2].

- CC part 3 conformant.

The Common Methodology for Information Technology Security Evaluation, Evaluation Methodology; [CEM]
has to be taken into account.

3.2 PPcCLAIM

The MultiApp V4.2 JCS security target claims strict conformance to the Protection Profile “JavaCard System
— Open configuration”, ([PP-JCS-Open]) and within this Protection Profile with the Appendix 2 feature:
Biometric Templates (no conformance to other features of this appendix a part from the previous ones
mentioned).

The MultiApp V4.2 JCS security target is a composite security target, including the IC security target [IFX-IC].
However the security problem definition, the objectives, and the SFR of the IC are not described in this
document.

3.3 PACKAGE CLAIM

This ST is conforming to assurance package EAL5 augmented with ALC_DVS.2, AVA_VAN.5 as defined in
CC part 3 [CC-3].

3.4 CONFORMANCE STATEMENT

This ST has demonstrated conformance to [PP-JCS-Open]. The conformance is explained-in the rationale.

Items relative to PACE functionalities from [PP_PACE] have been added to perform composite evaluation but
no conformance to [PP_PACE] is required.
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4 SECURITY ASPECTS

This chapter describes the main security issues of the Java Card System and its environment addressed in
this ST, called “security aspects”, in a CC-independent way. In addition to this, they also give a semi-formal
framework to express the CC security environment and objectives of the TOE. They can be instantiated as
assumptions, threats, objectives (for the TOE and the environment) or organizational security policies. For
instance, we will define hereafter the following aspect:

#.OPERATE (1) The TOE must ensure continued correct operation of its security functions.

(2) The TOE must also return to a well-defined valid state before a service request in case of
failure during its operation.

TSFs must be continuously active in one way or another; this is called “OPERATE”.

4.1 CONFIDENTIALITY

#.CONFID-APPLI- Application data must be protected against unauthorized disclosure. This
DATA concerns logical attacks at runtime in order to gain read access to other
application’s data.

#.CONFID-JCS-CODE  Java Card System code must be protected against unauthorized disclosure.
Knowledge of the Java Card System code may allow bypassing the TSF. This
concerns logical attacks at runtime in order to gain a read access to executable
code, typically by executing an application that tries to read the memory area
where a piece of Java Card System code is stored.

#.CONFID-JCS-DATA Java Card System data must be protected against unauthorized disclosure. This
concerns logical attacks at runtime in order to gain a read access to Java Card
System data. Java Card System data includes the data managed by the Java
Card RE, the Java Card VM and the internal data of Java Card platform API
classes as well.

4.2 INTEGRITY

#.INTEG-APPLI-CODE  Application code must be protected against unauthorized modification. This
concerns logical attacks at runtime in order to gain write access to the memory
zone where executable code is stored. In post-issuance application loading, this
threat also concerns the modification of application code in transit to the card.

#INTEG-APPLI-DATA  Application data must be protected against unauthorized modification. This
concerns logical attacks at runtime in order to gain unauthorized write access to
application data. In post-issuance application loading, this threat also concerns
the modification of application data contained in a package in transit to the card.
For instance, a package contains the values to be used for initializing the static
fields of the package.

#.INTEG-JCS-CODE Java Card System code must be protected against unauthorized modification.
This concerns logical attacks at runtime in order to gain write access to
executable code.
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#INTEG-JCS-DATA

Java Card System data must be protected against unauthorized modification.
This concerns logical attacks at runtime in order to gain write access to Java Card
System data. Java Card System data includes the data managed by the Java
Card RE, the Java Card VM and the internal data of Java Card API classes as
well.

4.3 UNAUTHORIZED EXECUTIONS

#.EXE-APPLI-CODE

#.EXE-JCS-CODE

#.FIREWALL

#.NATIVE

Application (byte)code must be protected against unauthorized execution. This
concerns (1) invoking a method outside the scope of the accessibility rules provided
by the access modifiers of the Java programming language ([JAVASPEC]86.6); (2)
jumping inside a method fragment or interpreting the contents of a data memory
area as if it was executable code.; (3) unauthorized execution of a remote method
from the CAD (if the TOE provides JCRMI functionality).

Java Card System bytecode must be protected against unauthorized execution.
Java Card System bytecode includes any code of the Java Card RE or API. This
concerns (1) invoking a method outside the scope of the accessibility rules provided
by the access modifiers of the Java programming language ([JAVASPEC]86.6); (2)
jumping inside a method fragment or interpreting the contents of a data memory area
as if it was executable code. Note that execute access to native code of the Java
Card System and applications is the concern of #.NATIVE.

The Firewall shall ensure controlled sharing of class instances*, and isolation of their
data and code between packages (that is, controlled execution contexts) as well as
between packages and the JCRE context. An applet shall not read, write, compare
a piece of data belonging to an applet that is not in the same context, or execute one
of the methods of an applet in another context without its authorization.

Because the execution of native code is outside of the JCS TSF scope, it must be
secured so as to not provide ways to bypass the TSFs of the JCS. Loading of native
code, which is as well outside those TSFs, is submitted to the same requirements.
Should native software be privileged in this respect, exceptions to the policies must
include a rationale for the new security framework they introduce.

*This concern in particular the arrays, which are considered as instances of the Object class in the Java programming language
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4.4 BYTECODE VERIFICATION

#.VERIFICATION Bytecode must be verified prior to being executed. Bytecode verification includes (1)
how well-formed CAP file is and the verification of the typing constraints on the
bytecode, (2) binary compatibility with installed CAP files and the assurance that the
export files used to check the CAP file correspond to those that will be present on
the card when loading occurs.

441 CAP file Verification

Bytecode verification includes checking at least the following properties: (1) bytecode instructions represent a
legal set of instructions used on the Java Card platform; (2) adequacy of bytecode operands to bytecode
semantics; (3) absence of operand stack overflow/underflow; (4) control flow confinement to the current
method (that is, no control jumps to outside the method); (5) absence of illegal data conversion and reference
forging; (6) enforcement of the private/public access modifiers for class and class members; (7) validity of any
kind of reference used in the bytecodes (that is, any pointer to a bytecode, class, method, object, local variable,
etc actually points to the beginning of piece of data of the expected kind); (8) enforcement of rules for binary
compatibility (full details are given in [JCVM305], [JVM], [JCBV]). The actual set of checks performed by the
verifier is implementation-dependent, but shall at least enforce all the “must clauses” imposed in [JCVM305]
on the bytecodes and the correctness of the CAP files’ format.

As most of the actual Java Card VMs do not perform all the required checks at runtime, mainly because smart
cards lack memory and CPU resources, CAP file verification prior to execution is mandatory. On the other
hand, there is no requirement on the precise moment when the verification shall actually take place, as far as
it can be ensured that the verified file is not modified thereafter. Therefore, the bytecodes can be verified either
before the loading of the file on to the card or before the installation of the file in the card or before the execution,
depending on the card capabilities, in order to ensure that each bytecode is valid at execution time. This
Security Target assumes bytecode verification is performed off-card.

Another important aspect to be considered about bytecode verification and application downloading is, first,
the assurance that every package required by the loaded applet is indeed on the card, in a binary-compatible
version (binary compatibility is explained in [JCVM305] 84.4), second, that the export files used to check and
link the loaded applet have the corresponding correct counterpart on the card.

4.4.2 Integrity and Authentication

Verification off-card is useless if the application package is modified afterwards. The usage of cryptographic
certifications coupled with the verifier in a secure module is a simple means to prevent any attempt of
modification between package verification and package installation.

Once a verification authority has verified the package, it signs it and sends it to the card. Prior to the installation
of the package, the card verifies the signature of the package, which authenticates the fact that it has been
successfully verified. In addition to this, a secured communication channel is used to communicate it to the
card, ensuring that no modification has been performed on it.

Alternatively, the card itself may include a verifier and perform the checks prior to the effective installation of
the applet or provide means for the bytecodes to be verified dynamically. On-card bytecode verifier is out of
the scope of this Security Target.

4.4.3 Linking and Verification

Beyond functional issues, the installer ensures at least a property that matters for security: the loading order
shall guarantee that each newly loaded package references only packages that have been already loaded on
the card. The linker can ensure this property because the Java Card platform does not support dynamic
downloading of classes.
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4.5 CARD MANAGEMENT

#.CARD-MANAGEMENT

#.INSTALL

#.SID

#0OBJ-DELETION

(1) The card manager (CM) shall control the access to card management
functions such as the installation, update or deletion of applets. (2) The card
manager shall implement the card issuer’s policy on the card.

(1) The TOE must be able to return to a safe and consistent state when the
installation of a package or an applet fails or be cancelled (whatever the
reasons). (2) Installing an applet must have no effect on the code and data of
already installed applets. The installation procedure should not be used to
bypass the TSFs. In short, it is an atomic operation, free of harmful effects on
the state of the other applets. (3) The procedure of loading and installing a
package shall ensure its integrity and authenticity.

(1) Users and subjects of the TOE must be identified. (2) The identity of sensitive
users and subjects associated with administrative and privileged roles must be
particularly protected; this concerns the Java Card RE, the applets registered
on the card, and especially the default applet and the currently selected applet
(and all other active applets in Java Card System 2.2.x). A change of identity,
especially standing for an administrative role (like an applet impersonating the
Java Card RE), is a severe violation of the Security Functional Requirements
(SFR). Selection controls the access to any data exchange between the TOE
and the CAD and therefore, must be protected as well. The loading of a package
or any exchange of data through the APDU buffer (which can be accessed by
any applet) can lead to disclosure of keys, application code or data, and so on.

(1) Deallocation of objects should not introduce security holes in the form of
references pointing to memory zones that are not longer in use, or have been
reused for other purposes. Deletion of collection of objects should not be
maliciously used to circumvent the TSFs. (2) Erasure, if deemed successful,
shall ensure that the deleted class instance is no longer accessible.
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#DELETION

4.6 SERVICES

#.ALARM

#.OPERATE

#.RESOURCES

(1) Deletion of installed applets (or packages) should not introduce security
holes in the form of broken references to garbage collected code or data, nor
should they alter integrity or confidentiality of remaining applets. The deletion
procedure should not be maliciously used to bypass the TSFs. (2) Erasure, if
deemed successful, shall ensure that any data owned by the deleted applet is
no longer accessible (shared objects shall either prevent deletion or be made
inaccessible). A deleted applet cannot be selected or receive APDU
commands. Package deletion shall make the code of the package no longer
available for execution. (3) Power failure or other failures during the process
shall be taken into account in the implementation so as to preserve the SFRs.
This does not mandate, however, the process to be atomic. For instance, an
interrupted deletion may result in the loss of user data, as long as it does not
violate the SFRs.

The deletion procedure and its characteristics (whether deletion is either
physical or logical, what happens if the deleted application was the default
applet, the order to be observed on the deletion steps) are implementation-
dependent. The only commitment is that deletion shall not jeopardize the TOE
(or its assets) in case of failure (such as power shortage).

Deletion of a single applet instance and deletion of a whole package are
functionally different operations and may obey different security rules. For
instance, specific packages can be declared to be undeletable (for instance, the
Java Card API packages), or the dependency between installed packages may
forbid the deletion (like a package using super classes or super interfaces
declared in another package).

The TOE shall provide appropriate feedback upon detection of a potential
security violation. This particularly concerns the type errors detected by the
bytecode verifier, the security exceptions thrown by the Java Card VM, or any
other security-related event occurring during the execution of a TSF.

(1) The TOE must ensure continued correct operation of its security functions.
(2) In case of failure during its operation, the TOE must also return to a well-
defined valid state before the next service request.

The TOE controls the availability of resources for the applications in order to
prevent unauthorized denial of service or malfunction of the TSFs. This
concerns both execution (dynamic memory allocation) and installation (static
memory allocation) of applications and packages.

#.CIPHER

#KEY-MNGT

The TOE shall provide a means to the applications for ciphering sensitive data,
for instance, through a programming interface to low-level, highly secure
cryptographic services. In particular, those services must support cryptographic
algorithms consistent with cryptographic usage policies and standards.

The TOE shall provide a means to securely manage cryptographic keys. This
includes: (1) Keys shall be generated in accordance with specified
cryptographic key generation algorithms and specified cryptographic key sizes,
(2) Keys must be distributed in accordance with specified cryptographic key
distribution methods, (3) Keys must be initialized before being used, (4) Keys
shall be destroyed in accordance with specified cryptographic key destruction
methods.
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#.PIN-MNGT

#.SCP

# TRANSACTION

The TOE shall provide a means to securely manage PIN objects. This includes:
(1) Atomic update of PIN value and try counter, (2) No rollback on the PIN-
checking function, (3) Keeping the PIN value (once initialized) secret (for
instance, no clear-PIN-reading function), (4) Protection of PIN’s security
attributes (state, try counter, try limit, ...) in integrity.

The smart card platform must be secure with respect to the SFRs. Then: (1)
After a power loss, RF signal loss or sudden card removal prior to completion
of some communication protocol, the SCP will allow the TOE on the next power
up to either complete the interrupted operation or revert to a secure state. (2) It
does not allow the SFRs to be bypassed or altered and does not allow access
to other low-level functions than those made available by the packages of the
Java Card API. That includes the protection of its private data and code (against
disclosure or modification) from the Java Card System. (3) It provides secure
low-level cryptographic processing to the Java Card System. (4) It supports the
needs for any update to a single persistent object or class field to be atomic,
and possibly a low-level transaction mechanism. (5) It allows the Java Card
System to store data in “persistent technology memory” or in volatile memory,
depending on its needs (for instance, transient objects must not be stored in
non-volatile memory). The memory model is structured and allows for low—level
control accesses (segmentation fault detection). (6) It safely transmits low—level
exceptions to the TOE (arithmetic exceptions, checksum errors), when
applicable. Finally, it is required that (7) the IC is designed in accordance with
a well-defined set of policies and standards (for instance, those specified in
[PP0084b]), and will be tamper resistant to actually prevent an attacker from
extracting or altering security data (like cryptographic keys) by using commonly
employed techniques (physical probing and sophisticated analysis of the chip).
This especially matters to the management (storage and operation) of
cryptographic keys.

The TOE must provide a means to execute a set of operations atomically. This
mechanism must not jeopardise the execution of the user applications. The
transaction status at the beginning of an applet session must be closed (no
pending updates).
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5 SECURITY PROBLEM DEFINITION
5.1 ASSETS

The assets of the TOE are those defined in [PP-JCS-Open]. The assets of [PP-IC-0084] are studied in [IFX-
IC].

Assets are security-relevant elements to be directly protected by the TOE. Confidentiality of assets is always
intended with respect to un-trusted people or software, as various parties are involved during the first stages
of the smart card product life-cycle; details are given in threats hereafter.

Assets may overlap, in the sense that distinct assets may refer (partially or wholly) to the same piece of
information or data. For example, a piece of software may be either a piece of source code (one asset) or a
piece of compiled code (another asset), and may exist in various formats at different stages of its development
(digital supports, printed paper). This separation is motivated by the fact that a threat may concern one form
at one stage, but be meaningless for another form at another stage.

The assets to be protected by the TOE are listed below. They are grouped according to whether it is data
created by and for the user (User data) or data created by and for the TOE (TSF data). For each asset it is
specified the kind of dangers that weigh on it.

5.1.1 User data

D.APP_CODE
The code of the applets and libraries loaded on the card.
To be protected from unauthorized modification.

D.APP_C_DATA

Confidential sensitive data of the applications, like the data contained in an object, a static field of a
package, a local variable of the currently executed method, or a position of the operand stack.

To be protected from unauthorized disclosure.

D.APP_|_DATA

Integrity sensitive data of the applications, like the data contained in an object and the PIN security
attributes (PIN Try limit, PIN Try counter and State)..

To be protected from unauthorized modification.

D.APP_KEYs
Cryptographic keys owned by the applets.
To be protected from unauthorized disclosure and modification.
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D.PIN
Any end-user's PIN.
To be protected from unauthorized disclosure and modification.

5.1.2 TSF data

D.API_DATA
Private data of the API, like the contents of its private fields.
To be protected from unauthorized disclosure and modification.

D.CRYPTO
Cryptographic data used in runtime cryptographic computations, like a seed used to generate a key.
To be protected from unauthorized disclosure and modification.

D.JCS_CODE
The code of the Java Card System.
To be protected from unauthorized disclosure and modification.

D.JCS_DATA

The internal runtime data areas necessary for the execution of the Java Card VM, such as, for instance,
the frame stack, the program counter, the class of an object, the length allocated for an array, any pointer
used to chain data-structures.

To be protected from unauthorized disclosure or modification.

D.SEC_DATA

The runtime security data of the Java Card RE, like, for instance, the AIDs used to identify the installed
applets, the currently selected applet, the current context of execution and the owner of each object.

To be protected from unauthorized disclosure and modification.
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5.2 ITemMs FOR PACE MoDULE

Application note: Definition of asset associated to PACE module is a refinement from the one in [PP_PACE]
but without direct reference to travel document allowing usage of PACE secure channel for several purposes
including travel document but not exclusively.

5.2.1 Primary assets or user data

Object Asset Definition Generic security
No. property to be
maintained by the

current security policy

1 user data stored on | All data (being not authentication data) being | Confidentiality
the TOE (requiring | allowed to be read out solely by an | Integrity
PACE secure | authenticated terminal acting as Basic | Authenticity
channel) Inspection System with PACE (in the sense of

[I[CAO-TR-SAC]).
2 user data | All data (being not authentication data) being | Confidentiality

transferred between | transferred between the TOE and an | Integrity
the TOE and the | authenticated terminal acting as Basic Authenticity
terminal connected | Inspection System with PACE (in the sense of
(i.,e. an authority | [ICAO-TR-SAC]).

represented by | User data can be received and sent (exchange
Basic Inspection | ¢ {receive, send}).

System with PACE)

Table 2: Primary Assets

Note: Unavailability in a sense of non-disclosure of data allowing user traceability.
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5.2.2 Secondary assets and TSF data

The secondary assets also having to be protected by the TOE in order to achieve a sufficient protection of the
primary assets are listed in the following table. The secondary assets represent TSF and TSF-data in the
sense of the CC.

TOE functions and
data only for
authorised subjects

TSF-data stored
subjects only.

in the TOE to authorised

Object | Asset Definition Generic security
No. property to be
maintained by the
current security policy
4 Accessibility to the | Property of the TOE to restrict access to TSF and

Availability

TOE internal non-
secret
cryptographic
material

Permanently or temporarily stored non-secret
cryptographic (public) keys and other non-
secret material (Document Security Object
SOD containing digital signature) used by the
TOE in order to enforce its security
functionality.

B PACE Restricted-revealable authorization information | Confidentiality
establi_shment fora hymgn user being used for \_/erification of the Integrity
authorization data authorization attempts as authorized user (PACE

password). These data are stored in the TOE and
are not to be send to it.

® |71oE internal | Permanently or temporarily stored secret | Comfidentiality
secret cryptographic material used by the TOE in | Integrity
cryptographic order to enforce its security functionality.
keys

7 Integrity

Authenticity

Table 3: Secondary Assets

Note: PACE passwords are not to be sent to the TOE.
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5.2.3 Subjects and external entities

The ST considers the following external entities and subjects for PACE usage:

External | Subject | Role Definition
Entity | No.
No.

1 1 Application user (e.g. | This entity is commensurate with application user for

travel document holder). | whom the Issuer has personalised the PACE part of the
TOE and therefore may use PACE secure channel (e.g.
‘MRTD Holder’ in [PP-BAC])

2 Application user (e.g. | This entity is commensurate with application user with
travel document | usage of PACE secure channel to be authenticated (e.g.
presenter) ‘Traveller’ in [PP-BAC])

3 Terminal A terminal is any technical system communicating with
the TOE through the contactless/contact interface and
being recognised by the TOE as not being PACE
authenticated. This entity is commensurate with
‘Terminal’ in [PP-BAC].

4 PACE Terminal (e.g. | A local system communicating with the TOE and

Basic Inspection | implementing the terminal’s part of the PACE protocol.
System  with  PACE | This entity is commensurate with BIS-PACE in [PP-
(BIS-PACE) PACE].

5 Personalisation Agent This entity is commensurate with ‘Personalisation agent’
in [PP-BAC].

6 Manufacturer This entity is commensurate with ‘IC Manufacturer’ and
FF Manufacturer and Pre-personalizer roles as defined in
§2.5.1.2 Life cycle description.

7 Attacker This external entity is commensurate with ‘Attacker’ in
[PP-BAC].

Table 4: Subjects and External Entities
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5.3 THREATS FROM JAVA CARD SYSTEM PROTECTION PROFILE — OPEN CONFIGURATION

This section introduces the threats to the assets against which specific protection within the TOE or its
environment is required. The threats are classified in several groups.

5.3.1 Confidentiality

T.CONFID-APPLI-DATA

The attacker executes an application to disclose data belonging to another application. See #.CONFID-
APPLI-DATA for details.

Directly threatened asset(s): D.APP_C_DATA, D.PIN, and D.APP_KEYs.

T.CONFID-JCS-CODE

The attacker executes an application to disclose the Java Card System code. See #.CONFID-JCS-CODE
for detalils.

Directly threatened asset(s): D.JCS_CODE.

T.CONFID-JCS-DATA

The attacker executes an application to disclose data belonging to the Java Card System. See #.CONFID-
JCS-DATA for details.

Directly threatened asset(s): D.API_DATA, D.SEC_DATA, D.JCS_DATA, and D.CRYPTO.

5.3.2 Integrity

T.INTEG-APPLI-CODE

The attacker executes an application to alter (part of) its own code or another application's code. See
#.INTEG-APPLI-CODE for details.

Directly threatened asset(s): D.APP_CODE

T.INTEG-APPLI-CODE.LOAD

The attacker modifies (part of) its own or another application code when an application package is
transmitted to the card for installation. See #.INTEG-APPLI-CODE for details.

Directly threatened asset(s): D.APP_CODE.

T.INTEG-APPLI-DATA

The attacker executes an application to alter (part of) another application's data. See #.INTEG-APPLI-
DATA for details.

Directly threatened asset(s): D.APP_I_DATA, D.PIN, and D.APP_KEYs.

T.INTEG-APPLI-DATA.LOAD

The attacker modifies (part of) the initialization data contained in an application package when the
package is transmitted to the card for installation. See #.INTEG-APPLI-DATA for details.

Directly threatened asset(s): D.APP_|_DATA and D_APP_KEYs.

T.INTEG-JCS-CODE
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The attacker executes an application to alter (part of) the Java Card System code. See #.INTEG-JCS-
CODE for details.

Directly threatened asset(s): D.JCS_CODE.

T.INTEG-JCS-DATA

The attacker executes an application to alter (part of) Java Card System or API data. See #.INTEG-JCS-
DATA for details.

Directly threatened asset(s): D.API_DATA, D.SEC_DATA, D.JCS_DATA, and D.CRYPTO.

Other attacks are in general related to one of the above, and aimed at disclosing or modifying on-card
information. Nevertheless, they vary greatly on the employed means and threatened assets, and are thus
covered by quite different objectives in the sequel. That is why a more detailed list is given hereafter.

5.3.3 Identity usurpation

T.SID.1

An applet impersonates another application, or even the Java Card RE, in order to gain illegal access to
some resources of the card or with respect to the end user or the terminal. See #.SID for details.

Directly threatened asset(s): D.SEC_DATA (other assets may be jeopardized should this attack succeed,
for instance, if the identity of the JCRE is usurped), D.PIN and D.APP_KEYSs.

T.SID.2

The attacker modifies the TOE's attribution of a privileged role (e.g. default applet and currently selected
applet), which allows illegal impersonation of this role. See #.SID for further details.

Directly threatened asset(s): D.SEC_DATA (any other asset may be jeopardized should this attack
succeed, depending on whose identity was forged).

5.3.4 Unauthorized execution

T.EXE-CODE.1

An applet performs an unauthorized execution of a method. See #.EXE-JCS-CODE and #.EXE-APPLI-
CODE for details.

Directly threatened asset(s): D.APP_CODE.

T.EXE-CODE.2

An applet performs an execution of a method fragment or arbitrary data. See #.EXE-JCS-CODE and
#.EXE-APPLI-CODE for details.

Directly threatened asset(s): D.APP_CODE.

T.NATIVE

An applet executes a native method to bypass a TOE Security Function such as the firewall. See
#.NATIVE for details.

Directly threatened asset(s): D.JCS_DATA.

5.3.5 Denial of Service
T.RESOURCES
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An attacker prevents correct operation of the Java Card System through consumption of some resources
of the card: RAM or NVRAM. See #.RESOURCES for details.

Directly threatened asset(s): D.JCS_DATA.

5.3.6 Card management

T.DELETION

The attacker deletes an applet or a package already in use on the card, or uses the deletion functions to
pave the way for further attacks (putting the TOE in an insecure state). See #.DELETION for details.

Directly threatened asset(s): D.SEC_DATA and D.APP_CODE.

T.INSTALL

The attacker fraudulently installs post-issuance of an applet on the card. This concerns either the
installation of an unverified applet or an attempt to induce a malfunction in the TOE through the installation
process. See #.INSTALL for details.

Directly threatened asset(s): D.SEC_DATA (any other asset may be jeopardized should this attack
succeed, depending on the virulence of the installed application).

5.3.7 Services

T.OBJ-DELETION

The attacker keeps a reference to a garbage collected object in order to force the TOE to execute an
unavailable method, to make it to crash, or to gain access to a memory containing data that is now being
used by another application. See #.0BJ-DELETION for further details.

Directly threatened asset(s): D.APP_C_DATA, D.APP_|_DATA and D.APP_KEYs.

5.3.8 Miscellaneous

T.PHYSICAL

The attacker discloses or modifies the design of the TOE, its sensitive data or application code by physical
(opposed to logical) tampering means. This threat includes IC failure analysis, electrical probing,
unexpected tearing, and DPA. That also includes the modification of the runtime execution of Java Card
System or SCP software through alteration of the intended execution order of (set of) instructions through
physical tampering techniques.

This threatens all the identified assets.

This threat refers to the point (7) of the security aspect #.SCP, and all aspects related to confidentiality
and integrity of code and data.

5.4 THREATS ASSOCIATED TO PACE MODULE

Application note: Threats in this paragraph are refined form [PP_PACE] in a more generic form in order to be
applicable to any application requiring PACE protocol and not only MTRD.

T.Skimming Capturing Card-Terminal Communication

Adverse action: An attacker imitates a PACE terminal (e.g. inspection system) in order to get access to the
user data stored on or transferred between the TOE and the use (e.g. inspecting authority) connected via the
contactless/contact interface of the TOE.
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Threat agent: having high attack potential, cannot read and does not know the correct value of the shared
password (PACE password) in advance.

Asset: confidentiality of application data (e.g. logical travel document data).

Application Note 11: MRZ is printed and CAN is printed or stuck on the travel document.

Please note that neither CAN nor MRZ effectively represent secrets, but are restricted-revealable, cf.
OE.User_Obligations.

T.Eavesdropping Eavesdropping on the communication between the TOE and the PACE terminal

Adverse action: An attacker is listening to the communication between the TOE (e.qg. travel document) and the
PACE authenticated terminal (e.g. BIS-PACE) in order to gain the user data transferred between the TOE and
the terminal connected.

Threat agent: having high attack potential, cannot read and does not know the correct value of the shared
password (PACE password) in advance.

Asset: confidentiality of application data (e.qg. logical travel document data).
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T.Abuse-Func Abuse of Functionality

Adverse action: An attacker may use functions of the TOE which shall not be used in TOE operational phase
in order (i) to manipulate or to disclose the User Data stored in the TOE, (ii) to manipulate or to disclose the
TSF-data stored in the TOE or (iii) to manipulate (bypass, deactivate or modify) soft-coded security functionality
of the TOE. This threat addresses the misuse of the functions for the initialization and personalization in the
operational phase after delivery to the Application user*.

Threat agent: having high attack potential, being in possession of one or more legitimate application data
requiring PACE usage (e.g. travel document for MRTD).

Asset: integrity and authenticity of the application data requiring PACE usage (e.g. travel document for MRTD),
availability of the functionality for the application data requiring PACE usage (e.g. travel document for MRTD).

Application note: for MRTD, Application user* is travel document holder
T.Information_Leakage Information Leakage from travel document

Adverse action: An attacker may exploit information leaking from the TOE during its usage in order to disclose
confidential User Data or/and TSF-data stored on the TOE and associated applications (e.g. travel document)
or/and exchanged between the TOE and the terminal connected. The information leakage may be inherent in
the normal operation or caused by the attacker.

Threat agent: having high attack potential

Asset: confidentiality of User Data and TSF-data including associated applications data requiring PACE usage
(e.g. travel document for MRTD).

T.Phys-Tamper Physical Tampering

Adverse action: An attacker may perform physical probing of the TOE and associated applications (e.g. travel
document) in order (i) to disclose the TSF-data, or (ii) to disclose/reconstruct the TOE’s Embedded Software.
An attacker may physically modify the TOE and associated applications (e.g. travel document) in order to alter
() its security functionality (hardware and software part, as well), (ii) the User Data or the TSF-data stored on
the TOE and associated application data (e.g. travel document).

Threat agent:  high attack potential, being in possession of one or more legitimate TOE and associated
applications (e.g. travel documents).

Asset: integrity and authenticity of the TOE and associated application data (e.g. travel document), availability
of the functionality of the TOE and associated application data (e.g. travel document), confidentiality of User
Data and TSF-data of the TOE and associated application data (e.g. travel document)

T.Malfunction Malfunction due to Environmental Stress

Adverse action: An attacker may cause a malfunction of the TOE (hardware and software) and associated
applications by applying environmental stress in order to (i) deactivate or modify security features or
functionality of the TOE’ hardware or to (ii) circumvent, deactivate or modify security functions of the TOE’s
Embedded Software. This may be achieved e.g. by operating the TOE and associated applications (e.g. travel
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document) outside the normal operating conditions, exploiting errors in the TOE and associated applications
(e.g. travel document) Embedded Software or misusing administrative functions. To exploit these
vulnerabilities an attacker needs information about the functional operation.

Threat agent:  having high attack potential, being in possession of one or more legitimate TOE and
associated applications (e.g. travel documents), having information about the functional operation

Asset: integrity and authenticity of the TOE and associated applications (e.g. travel document), availability of
the functionality of the TOE and associated applications (e.g. travel document), confidentiality of User Data
and TSF-data of the TOE and associated applications (e.g. travel document).

Application note: A malfunction of the TOE may also be caused using a direct interaction with elements on the
chip surface. This is considered as being a manipulation (refer to the threat T.Phys-Tamper) assuming a
detailed knowledge about TOE’s internals.

T.Forgery Forgery of Data

Adverse action: An attacker fraudulently alters the User Data or/and TSF-data stored on TOE or associated
application (e.qg. the travel document) or/and exchanged between the TOE and the terminal connected in order
to outsmart the PACE authenticated terminal (e.g. BIS-PACE by means of changed Application user data*.The
attacker does it in such a way that the terminal connected perceives these modified data as authentic one.

Threat agent: having high attack potential
Asset: Integrity of the travel document

Application note: Application user data is travel document holder data for MRTD (e.g. biographic or biometric
data)
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5.5 ORGANIZATIONAL SECURITY PoOLICIES

5.5.1 OSP From Java Card System Protection Profile — Open Configuration

This section describes the organizational security policies to be enforced with respect to the TOE environment.

OSP.VERIFICATION

This policy shall ensure the consistency between the export files used in the verification and those used
for installing the verified file. The policy must also ensure that no modification of the file is performed in
between its verification and the signing by the verification authority. See #.VERIFICATION for details.

If the application development guidance provided by the platform developer contains recommendations
related to the isolation property of the platform, this policy shall also ensure that the verification authority
checks that these recommendations are applied in the application code.

5.5.2 TOE additional OSP
OSP.SpecificAPI

The TOE must contribute to ensure that application can optimize control on its sensitive operations using
a dedicated API provided by TOE. TOE will provide services for secure array management and to detect
loss of data integrity and inconsistent execution flow and react against tearing or fault induction.

OSP.RNG

This policy shall ensure the entropy of the random numbers provided by the TOE to applet using
[JCAPI305] is sufficient. Thus attacker is not able to predict or obtain information on generated numbers.

5.5.3 OSP associated to PACE Module

Note: OSP naming rules for this module (P.X) is coming from [PP_PACE] and remains unchanged for
compatibility reason.

P.Terminal Abilities and trustworthiness of terminals
The Basic Inspection Systems with PACE (BIS-PACE) shall operate their terminals as follows:

1.) The related terminals (basic inspection system, cf. above) shall be used by terminal operators and by
Applicative users as defined in [PKI].

2.) They shall implement the terminal parts of the PACE protocol [ICAO-TR-SAC], of the Passive
Authentication [PKI] and use them in this order. The PACE terminal shall use randomly and (almost)
uniformly selected nonces, if required by the protocols (for generating ephemeral keys for Diffie-
Hellmann).

3.) The related terminals need not to use any own credentials.

4.) The related terminals and their environment shall ensure confidentiality and integrity of respective data
handled by them (e.g. confidentiality of PACE passwords, etc.), where it is necessary for a secure
operation of the TOE.
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Application note: Applicative user is travel document holder in MTRD context.

P.Personalisation Personalisation of the applicative data by authorized issuing actor only

The issuer* guarantees the correctness of the user data to be included in TOE in Personalisation phase. In
particular, the issuer* guarantees user data are consistent with respect of the end user of the TOE.

Application note: For MRTD application, the issuer is here “issuing State or Organisation”, the user data
includes at least, “the biographical data, the printed portrait and the digitized portrait, the biometric reference
data and other data of the logical travel document” and the end user is “the travel document holder”. The
personalisation of the travel document for the holder is performed by an agent authorized by the issuing State
or Organisation only.

P.Manufact Manufacturing of the TOE with Initialization Data for application.

The Initialization Data are written by the IC Manufacturer to identify the IC uniquely. The FF Manufacturer
writes the Pre-personalisation Data which contains at least the Personalisation Agent Key.

P.Pre-Operational Pre-operational handling of the TOE and associated applications

1.) The Issuer issues the TOE and associated applications (e.g. travel document) and approves it using
the terminals complying with all applicable laws and regulations.

2.) The lIssuer guarantees correctness of the user data (amongst other of those, concerning the
application user (e.g.travel document holder) and of the TSF-data permanently stored in the TOE!.

3.) The Issuer uses only such TOE’s technical components (IC) which enable traceability of the TOE and
associated applications (e.g. travel documents) in their manufacturing and issuing life cycle phases,
i.e. before they are in the operational phase.

If the Issuer authorises a Personalisation Agent to personalise the TOE and associated applications (e.g. travel
documents) for application user (e.g. travel document holder), the Issuer has to ensure that the Personalisation
Agent acts in accordance with the Issuer’s policy.

5.6 ASSUMPTIONS

This section introduces the assumptions made on the environment of the TOE.

5.6.1 Assumptions from Java Card System Protection Profile — Open Configuration

A.APPLET

Applets loaded post-issuance do not contain native methods. The Java Card specification explicitly
"does not include support for native methods" ([JCVM305], §3.3) outside the API.

A.DELETION

Deletion of applets through the card manager is secure. Refer to #.DELETION for details on this
assumption.

A.VERIFICATION

! cf. Table 4 and Table 5 above
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All the bytecodes are verified at least once, before the loading, before the installation or before the
execution, depending on the card capabilities, in order to ensure that each bytecode is valid at execution
time.

5.6.2 Assumptions associated to PACE Module

A.Insp_Sys Inspection Systems for global interoperability

The Extended Inspection System (EIS) for global interoperability (i) implements at least the terminal part of
PACE [ICAO-TR-SAC]. If several protocols are supported by the EIS, PACE secure channel must be
established and applicative data (e.g. the logical travel document) must be transferred under PACE. Other
operations may be done when additional protocols are supported by the terminal.
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5.7 COMPATIBILITY BETWEEN SECURITY ENVIRONMENTS OF [ST-JCS] AND [IFX-IC]

5.7.1 Compatibility between threats of [ST-JCS] and [IFX-IC]

T.CONFID-JCS-CODE, T.CONFID-APPLI-DATA, and T.CONFID-JCS-DATA are included in T.Phys-Probing,
T.Leak-Inherent and T.Leak-Forced.

T.SID.2 is partly included in T.Phys-Manipulation and T.Malfunction.

T.PHYSICAL is included in T.Phys-Probing, T.Leak-Inherent, T.Phys-Manipulation, T.Malfunction and T.Leak-
Forced.

T.INTEG-APPLI-CODE T.INTEG-JCS-CODE T.INTEG-APPLI-DATA DATA T.INTEG-JCS-DATA T.INTEG-
APPLI-CODE.LOAD T.INTEG-APPLI-DATA.LOAD T.SID.1 T.EXE-CODE.1 T.EXE-CODE.2 T.NATIVE
T.RESOURCES T.INSTALL T.DELETION T.OBJ-DELETION are threats specific to the Java Card platform
and they do no conflict with the threats of [IFX-IC].

5.7.2 Compatibility between OSP of [ST-JCS] and [IFX-IC]

OSP.VERIFICATION is an OSP specific to the Java Card platform and it does no conflict with the OSP of [IFX-
IC].

OSP.SpecificAPI has been added to this [ST-JCS] in order to manage Specific APl and it does no conflict with
the OSP of [IFX-IC].

OSP.RND has been added to this [ST-JCS] in order to manage RNG and it does no conflict with the OSP of
[IFX-IC].

We can therefore conclude that the OSP for the environment of [ST-JCS] and [IFX-IC] are consistent.

5.7.3 Compatibility between assumptions of [ST-JCS] and [IFX-IC]

A.VERIFICATION and A.APPLET are assumptions specific to the Java Card platform and they do no conflict
with the assumptions of [IFX-IC].

We can therefore conclude that the assumptions for the environment of [ST-JCS] and [IFX-IC] are consistent.

5.8 COMPATIBILITY BETWEEN SECURITY ENVIRONMENTS OF PACE MODULE AND [IFX-IC]

5.8.1 Compatibility between threats of PACE module and [IFX-IC]
T.Forgery is relative to T.Phys-Manipulation of [IFX-IC].

T.Abuse-Func is included in T.Abuse-Func of [IFX-IC].

T.Information_Leakage is included in T.Leak-Inherent and T.Leak-Forced of [IFX-IC].
T.Phys-Tamper is included in T.Phys-Manipulation

T.Malfunction of [ST-JCS] is included in T.Malfunction of [IFX-IC].

Other threats of [ST-JCS] has no link with [ST_IC].
We can therefore conclude that the threats of [ST-JCS] and [IFX-IC] are consistent.
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5.8.2 Compatibility between OSP of PACE module and [IFX-IC]

P.Terminal is specific to applicative domain and it does not conflict with [ST_IC].
P.Manufacturer is relative to P.Process-TOE of [IFX-IC].

Note: Other OSP from [PP_PACE] (not copied here) are specific to the MRTD and they do no conflict with the
OSP of [IFX-IC].

We can therefore conclude that the OSP of PACE Module and [IFX-IC] are consistent.

5.8.3 Compatibility between Assumptions of PACE module and [IFX-IC]

Assumptions (not copied here) from [PP_PACE] (not copied here) are specific to the MRTD and they do no
conflict with the assumptions of [IFX-IC].

We can therefore conclude that the assumptions for the environment of PACE Module and [IFX-IC] are
consistent.
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6 SECURITY OBJECTIVES

6.1 SECURITY OBJECTIVES FOR THE TOE

6.1.1 Security objectives for the TOE from Java Card System Protection Profile —
Open Configuration

This section defines the security objectives to be achieved by the TOE.

6.1.1.1 ldentification

0.SID
The TOE shall uniquely identify every subject (applet, or package) before granting it access to any service.

6.1.1.2 Execution
O.FIREWALL

The TOE shall ensure controlled sharing of data containers owned by applets of different packages or the
JCRE and between applets and the TSFs. See #.FIREWALL for details.

O.GLOBAL_ARRAYS_CONFID

The TOE shall ensure that the APDU buffer that is shared by all applications is always cleared upon applet
selection.

The TOE shall ensure that the global byte array used for the invocation of the install method of the selected
applet is always cleared after the return from the install method.

O.GLOBAL_ARRAYS_INTEG

The TOE shall ensure that no application can store a reference to the APDU buffer, a global byte array created
by the user through makeGlobalArray method and the byte array used for invocation of the install method of
the selected applet.

O.NATIVE

The only means that the Java Card VM shall provide for an application to execute native code is the invocation
of a method of the Java Card API, or any additional API. See #.NATIVE for details.

O.OPERATE
The TOE must ensure continued correct operation of its security functions. See #.OPERATE for details.

O.REALLOCATION

The TOE shall ensure that the re-allocation of a memory block for the runtime areas of the Java Card VM does
not disclose any information that was previously stored in that block.

Application note:

To be made unavailable means to be physically erased with a default value. Except for local variables that do
not correspond to method parameters, the default values to be used are specified in [JCVM305].

O.RESOURCES

ST Ref: D1539135 Rev:1.2p Page : 54/ 156



THALES

The TOE shall control the availability of resources for the applications. See #.RESOURCES for detalils.

6.1.1.3 Services
O.ALARM

The TOE shall provide appropriate feedback information upon detection of a potential security violation. See
#.ALARM for details.

O.CIPHER

The TOE shall provide a means to cipher sensitive data for applications in a secure way. In particular, the TOE
must support cryptographic algorithms consistent with cryptographic usage policies and standards. See
#.CIPHER for details.

O.RNG

The TOE shall ensure the cryptographic quality of random number generation. For instance random numbers
shall not be predictable and shall have sufficient entropy.

The TOE shall ensure that no information about the produced random numbers is available to an attacker
since they might be used for instance to generate cryptographic keys.

O.KEY-MNGT

The TOE shall provide a means to securely manage cryptographic keys. This concerns the correct generation,
distribution, access and destruction of cryptographic keys. See #.KEY-MNGT.

Application note:

O.KEY-MNGT, O.PIN-MNGT, O.TRANSACTION and O.CIPHER are actually provided to applets in the form
of Java Card APIs. Vendor-specific libraries can also be present on the card and made available to applets;
those may be built on top of the Java Card API or independently. Depending on whether they contain native
code or not, these proprietary libraries will need to be evaluated together with the TOE or not (see #.NATIVE).
In any case, they are not included in the Java Card System for the purpose of the present document.

O.PIN-MNGT

The TOE shall provide a means to securely manage PIN objects (including the PIN try limit, PIN try counter
and states). If the PIN try limit is reached, no further PIN authentication must be allowed.

See #.PIN-MNGT for details.
Application note:

PIN objects may play key roles in the security architecture of client applications. The way they are stored and
managed in the memory of the smart card must be carefully considered, and this applies to the whole object
rather than the sole value of the PIN. For instance, the try limit and the try counter's value are as sensitive as
that of the PIN and the TOE must restrict their modification only to authorized applications such as the card
manager.
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O.TRANSACTION
The TOE must provide a means to execute a set of operations atomically. See #.TRANSACTION for details.

O.KEY-MNGT, O.PIN-MNGT, O.TRANSACTION, O.RNG and O.CIPHER are actually provided to applets in
the form of Java Card APIs. Vendor-specific libraries can also be present on the card and made available to
applets; those may be built on top of the Java Card API or independently. These proprietary libraries will be
evaluated together with the TOE.

6.1.1.4 Obiject deletion
O.OBJ-DELETION

The TOE shall ensure the object deletion shall not break references to objects. See #.0BJ-DELETION for
further details.

6.1.1.5 Applet management

O.DELETION

The TOE shall ensure that both applet and package deletion perform as expected. See #.DELETION for
details.

O.LOAD
The TOE shall ensure that the loading of a package into the card is safe.

Besides, for code loaded post-issuance, the TOE shall verify the integrity and authenticity evidences generated
during the verification of the application package by the verification authority. This verification by the TOE shall
occur during the loading or later during the install process.

Application Note:

Usurpation of identity resulting from a malicious installation of an applet on the card may also be the result of
perturbing the communication channel linking the CAD and the card. Even if the CAD is placed in a secure
environment, the attacker may try to capture, duplicate, permute or modify the packages sent to the card. He
may also try to send one of its own applications as if it came from the card issuer. Thus, this objective is
intended to ensure the integrity and authenticity of loaded CAP files.

O.INSTALL
The TOE shall ensure that the installation of an applet performs as expected. (See #.INSTALL for details).

Besides, for codes loaded post-issuance, the TOE shall verify the integrity and authenticity evidences
generated during the verification of the application package by the verification authority. If not performed during
the loading process, this verification by the TOE shall occur during the install process.

6.1.1.6 SCP

The Objectives described in this section are Objectives for the Environment in [PP-JCS-Open]. They become
Objectives for the TOE because the TOE in this ST includes the SCP.

O.SCP.RECOVERY

If there is a loss of power, or if the smart card is withdrawn from the CAD while an operation is in progress, the
SCP must allow the TOE to eventually complete the interrupted operation successfully, or recover to a
consistent and secure state.
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This security objective of the TOE refers to the security aspect #.SCP.1: The smart card platform must be
secure with respect to the SFRs. Then after a power loss or sudden card removal prior to completion of some
communication protocol, the SCP will allow the TOE on the next power up to either complete the interrupted
operation or revert to a secure state.

0O.SCP.SUPPORT
The SCP shall support the TSFs of the TOE.
This security objective of the TOE refers to the security aspect #.SCP.2-5:

(2) It does not allow the TSFs to be bypassed or altered and does not allow access to other low-level functions
than those made available by the packages of the API. That includes the protection of its private data and code
(against disclosure or modification) from the Java Card System.

(3) It provides secure low-level cryptographic processing to the Java Card System.

(4) It supports the needs for any update to a single persistent object or class field to be atomic, and possibly a
low-level transaction mechanism.

(5) It allows the Java Card System to store data in "persistent technology memory" or in volatile memory,
depending on its needs (for instance, transient objects must not be stored in non-volatile memory). The
memory model is structured and allows for low-level control accesses (segmentation fault detection).

0O.SCP.IC
The SCP shall provide all IC security features against physical attacks.
This security objective for of the TOE refers to the point (7) of the security aspect #.SCP:

It is required that the IC is designed in accordance with a well-defined set of policies and Standards (likely
specified in another protection profile), and will be tamper resistant to actually prevent an attacker from
extracting or altering security data (like cryptographic keys) by using commonly employed techniques (physical
probing and sophisticated analysis of the chip). This especially matters to the management (storage and
operation) of cryptographic keys.

6.1.1.7 CMGR

The Objectives described in this section are Objectives for the Environment in [PP-JCS-Open]. They become
Obijectives for the TOE because the TOE in this ST includes the Card Manager.

O.CARD-MANAGEMENT

The card manager shall control the access to card management functions such as the installation, update or
deletion of applets. It shall also implement the card issuer's policy on the card.

The card manager is an application with specific rights, which is responsible for the administration of the smart
card. This component will in practice be tightly connected with the TOE, which in turn shall very likely rely on
the card manager for the effective enforcing of some of its security functions. Typically the card manager shall
be in charge of the life cycle of the whole card, as well as that of the installed applications (applets). The card
manager should prevent that card content management (loading, installation, deletion) is carried out, for
instance, at invalid states of the card or by non-authorized actors. It shall also enforce security policies
established by the card issuer.

6.1.2 Security objectives for the TOE from PACE Module

This section describes the security objectives for the TOE addressing the aspects of identified threats to be
countered by the PACE Module of TOE and organisational security policies to be met by the PACE Module of
TOE.

Note: TOE objectives naming rules for this module (OT.X) is coming from [PP_PACE] and remains unchanged
for compatibility reason.
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OT.AC_Pers Access Control for Personalisation of TOE and Applicative data

The TOE must ensure that the TOE and Application data requiring PACE usage* and associated TSF data
can be written by authorized Personalisation Agents only in personalisation phase. The TOE and Application
data requiring PACE usage (e.g. logical travel document data in EF.DG1 to EF.DG16) and associated TSF
data may be written only during and cannot be changed after personalisation phase.

Application note: Application data requiring PACE usage* for MRTD is PACE data, and MTRD data as logical
travel document data in EF.DG1 to EF.DG16, the Document Security Object according to LDS [PKI]).

OT.Data_Integrity Integrity of Data

The TOE must ensure integrity of the User Data and the TSF-data stored on it by protecting these data against
unauthorised modification (physical manipulation and unauthorised modifying). The TOE must ensure integrity
of the User Data and the TSF-data during their exchange between the TOE and the terminal connected (and
represented by PACE authenticated BIS-PACE) after the PACE Authentication.

OT.Data_Authenticity Authenticity of Data

The TOE must ensure authenticity of the User Data and the TSF-data stored on it by enabling verification of
their authenticity at the terminal-side2.The TOE must ensure authenticity of the User Data and the TSF-data
during their exchange between the TOE and the terminal connected (and represented by PACE authenticated
BIS-PACE) after the PACE Authentication. It shall happen by enabling such a verification at the terminal-side
(at receiving by the terminal) and by an active verification by the TOE itself (at receiving by the TOE).

OT.Data_Confidentiality Confidentiality of Data

The TOE must ensure confidentiality of the User Data and the TSF data by granting read access only to the
PACE authenticated BIS-PACE connected. The TOE must ensure confidentiality of the User Data and the
TSF-data during their exchange between the TOE and the terminal connected (and represented by PACE
authenticated BIS-PACE) after the PACE Authentication.

OT.ldentification ldentification of the TOE

The TOE must provide means to store Initialisation and Pre-Personalisation Data in its non-volatile memory.
The Initialisation Data must provide a unique identification of the IC during the manufacturing and the card
issuing life cycle phases of the application data requiring PACE usage (e.g. travel document for MRTD). The
storage of the Pre-Personalisation data includes writing of the Personalisation Agent Key(s).

OT.Prot_Abuse_Func Protection against Abuse of Functionality

The TOE must prevent that functions of the TOE, which may not be used in TOE operational phase, can be
abused in order (i) to manipulate or to disclose the User Data stored in the TOE, (ii) to manipulate or to disclose
the TSF-data stored in the TOE, (iii) to manipulate (bypass, deactivate or modify) soft-coded security
functionality of the TOE.

OT.Prot_Inf_Leak Protection against Information Leakage

The TOE must provide protection against disclosure of confidential User Data or/and TSF-data stored and/or
processed by the TOE

e by measurement and analysis of the shape and amplitude of signals or the time between events found
by measuring signals on the electromagnetic field, power consumption, clock, or 1/O lines,

e by forcing a malfunction of the TOE and/or
e by a physical manipulation of the TOE.
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Application note: This objective pertains to measurements with subsequent complex signal processing due to
normal operation of the TOE or operations enforced by an attacker.

OT.Prot_Phys_Tamper Protection against Physical Tampering

The TOE must provide protection of confidentiality and integrity of the User Data, the TSF-data and the TOE’s
Embedded Software by means of

e measuring through galvanic contacts representing a direct physical probing on the chip’s surface
except on pads being bonded (using standard tools for measuring voltage and current) or

e measuring not using galvanic contacts, but other types of physical interaction between electrical
charges (using tools used in solid-state physics research and IC failure analysis),

e manipulation of the hardware and its security functionality, as well as
e controlled manipulation of memory contents (User Data, TSF-data)
e with a prior reverse-engineering to understand the design and its properties and functionality.

OT.Prot_Malfunction Protection against Malfunctions

The TOE must ensure its correct operation. The TOE must prevent its operation outside the normal operating
conditions where reliability and secure operation have not been proven or tested. This is to prevent functional
errors in the TOE. The environmental conditions may include external energy (esp. electromagnetic) fields,
voltage (on any contacts), clock frequency or temperature.

The following TOE security objectives address the aspects of identified threats to be countered involving TOE’s
environment.

Other security objectives for TOE from [PP_PACE] are specific to travel document and are not copied here.

6.1.3 Additional objectives

Objectives described in this section are additional objectives related to the TOE.

O.SpecificAPI

The TOE shall provide to application a specific APl means to optimize control on sensitive operations
performed by application.

TOE shall provide services for secure array management and to detect loss of data integrity and inconsistent
execution flow and react against tearing or fault induction.
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6.2 SECURITY OBJECTIVES FOR THE OPERATIONAL ENVIRONMENT

6.2.1 Security Objectives for the Operational Environment from Java Card System
Protection Profile — Open Configuration

This section introduces the security objectives to be achieved by the environment and extracted from [PP-
JCS-Open].

OE.APPLET
No applet loaded post-issuance shall contain native methods.

OE.VERIFICATION

All the bytecodes shall be verified at least once, before the loading, before the installation or before the
execution, depending on the card capabilities, in order to ensure that each bytecode is valid at execution time.
See #.VERIFICATION for detalils.

Additionally the applet shall follow all recommendations, if any, mandated in the platform guidance for
maintaining the isolation property of the platform.

Application Note:

Constraints to maintain the isolation property of the platform are provided by the platform developer in
application development guidance. The constraints apply to all application code loaded in the platform.

OE.CODE-EVIDENCE

For application code loaded pre-issuance, evaluated technical measures implemented by the TOE or audited
organizational measures must ensure that loaded application has not been changed since the code
verifications required in OE.VERIFICATION.

For application code loaded post-issuance and verified off-card according to the requirements of
OE.VERIFICATION, the verification authority shall provide digital evidence to the TOE that the application
code has not been modified after the code verification and that he is the actor who performed code verification.

For application code loaded post-issuance and partially or entirely verified on-card, technical measures must
ensure that the verification required in OE.VERIFICATION are performed. On-card bytecode verifier is out of
the scope of this Protection Profile.

Application Note:

For application code loaded post-issuance and verified off-card, the integrity and authenticity evidence can be
achieved by electronic signature of the application code, after code verification, by the actor who performed
verification.

6.2.2 Security Objectives for the Operational Environment from PACE Module

OE.Prot_Logical_Data Protection of TOE and applicative data

The inspection system of the applicative entity (e.g. receiving State or Organisation) ensures the confidentiality
and integrity of the data read from the TOE and applicative data (e.g. logical travel document). The inspection
system will prevent eavesdropping to their communication with the TOE before secure messaging is
successfully established.

OE.Personalisation Personalisation of TOE and application data requiring PACE usage
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The Issuer must ensure that the Personalisation Agents acting on his behalf (i) establish the correct identity of
the applicative user (e.g. travel document holder) and create the accurate applicative data* and write them in
TOE.

Note: in the specific case of MRTD, accurate applicative data are biographical data for the travel document),
(i) biometric reference data of the travel document holder, the initial TSF data, (the Document Security Object
defined in [PKI] (in the role of a DS).

OE.Terminal Terminal operating

The terminal operators must operate their terminals as follows:

1.) The related terminals (basic inspection systems, cf. above) are used by terminal operators and by
application users (e.g.travel document presenter for MRTD) as defined in [PKI].

2.) The related terminals implement the terminal parts of the PACE protocol [ICAO-TR-SAC]. The PACE
terminal uses randomly and (almost) uniformly selected nonces, if required by the protocols (for
generating ephemeral keys for Diffie-Hellmann).

3.) The related terminals need not to use any own credentials.

4.) The related terminals and their environment must ensure confidentiality and integrity of respective data
handled by them (e.g. confidentiality of the PACE passwords, integrity of PKI certificates, etc.), where
it is necessary for a secure operation of the TOE according to the current ST.

OE.User_Obligations User Obligations

The application user (e.g. travel document holder) may reveal, if necessary, his or her verification values of
the PACE password to an authorized person or device who definitely act according to respective regulations
and are trustworthy.

Other security objectives for Operational environment from [PP_PACE] are specific to travel document and
are not copied here.
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6.3 SECURITY OBJECTIVES RATIONALE

6.3.1 Security objectives rationale from Java Card System Protection Profile — Open
Configuration

O.GLOBAL_ARRAYS INTEG

0.0BJ DELETION
O.INSTALL
O.SpecificAPI

O.LOAD

O.GLOBAL_ARRAYS_CONFID
O.KEY_MNGT

O.REALLOCATION
O.SCP.RECOVERY
0.SCP.SUPPORT
OE.CODE_EVIDENCE

O.TRANSACTION
O.SCP.IC

O.CIPHER

O.RESOURCES
O.RNG

O.OPERATE
O.FIREWALL
O.ALARM
O.PIN_MNGT
O.DELETION
OE.APPLET

O.SID

< |0.NATIVE

T.CONFID-JCS-CODE

T.CONFID-APPLI-DATA

X
X
X
X
X
X
X
>
X
X
>
X
>

T.CONFID-JCS-DATA X X X X X X

T.INTEG-APPLI-CODE

>

T.INTEG-JCS-CODE X

T.INTEG-APPLI-DATA X X X X X X X X X X X X X

XXX XX XX 6E VERIFICATION

T.INTEG-JCS-DATA X X X X X X

T.INTEG-APPLI-CODE.LOAD X

XX XXX [ X

T.INTEG-APPLI-DATA.LOAD X

XXX XIX XX XX XI5 cARD MANAGEMENT

T.SID.1 X X X X X

T.SID.2 X X X X X X

T.EXE-CODE.1 X X

T.EXE-CODE.2 X

T.NATIVE X X X

T.RESOURCES X X X X X

T.INSTALL X X X

T.DELETION X X

T.OBJ-DELETION X

T.PHYSICAL X

OSP.VERIFICATION X X X

OSP.SpecificAPI X

OSP.RND X

A.APPLET X

A.DELETION X

A.VERIFICATION X X

Table 5: Threats, OSP, Assumptions vs Security Objectives

6.3.1.1 Threats

6.3.1.1.1 Confidentiality

T.CONFID-JCS-CODE This threat is countered by the list of properties described in the (#.VERIFICATION)
security aspect. Bytecode verification ensures that each of the instructions used on the Java Card platform is
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used for its intended purpose and in the intended scope of accessibility. As none of those instructions enables
reading a piece of code, no Java Card applet can therefore be executed to disclose a piece of code. Native
applications are also harmless because of the objective (O.NATIVE), so no application can be run to disclose
a piece of code.

The (#.VERIFICATION) security aspect is addressed in this ST by the objective for the environment
OE.VERIFICATION.

The objectives O.CARD_MANAGEMENT and OE.VERIFICATION contribute to cover this threat by controlling
the access to card management functions and by checking the bytecode, respectively.

T.CONFID-APPLI-DATA This threat is countered by the security objective for the operational environment
regarding bytecode verification (OE.VERIFICATION). It is also covered by the isolation commitments stated
in the (O.FIREWALL) objective. It relies in its turn on the correct identification of applets stated in (O.SID).
Moreover, as the firewall is dynamically enforced, it shall never stop operating, as stated in the (O.OPERATE)
objective.

As the firewall is a software tool automating critical controls, the objective O.ALARM asks for it to provide clear
warning and error messages, so that the appropriate counter-measure can be taken.

The objectives O.CARD_MANAGEMENT and OE.VERIFICATION contribute to cover this threat by controlling
the access to card management functions and by checking the bytecode, respectively.

The objectives O.SCP.RECOVERY and O.SCP.SUPPORT are intended to support the O.OPERATE and
O.ALARM objectives of the TOE, so they are indirectly related to the threats that these latter objectives
contribute to counter.

As applets may need to share some data or communicate with the CAD, cryptographic functions are required
to actually protect the exchanged information (O.CIPHER). Remark that even if the TOE shall provide access
to the appropriate TSFs, it is still the responsibility of the applets to use them. Keys, PIN's are particular cases
of an application's sensitive data (the Java Card System may possess keys as well) that ask for appropriate
management (O.KEY-MNGT, O.PIN-MNGT, O.TRANSACTION). If the PIN class of the Java Card APl is used,
the objective (O.FIREWALL) shall contribute in covering this threat by controlling the sharing of the global PIN
between the applets.

Other application data that is sent to the applet as clear text arrives to the APDU buffer, which is a resource
shared by all applications. The disclosure of such data is prevented by the (O.GLOBAL_ARRAYS_CONFID)
security objective.

Finally, any attempt to read a piece of information that was previously used by an application but has been
logically deleted is countered by the O.REALLOCATION objective. That objective states that any information
that was formerly stored in a memory block shall be cleared before the block is reused.

T.CONFID-JCS-DATA This threat is covered by bytecode verification (OE.VERIFICATION) and the isolation
commitments stated in the (O.FIREWALL) security objective. This latter objective also relies in its turn on the
correct identification of applets stated in (O.SID). Moreover, as the firewall is dynamically enforced, it shall
never stop operating, as stated in the (O.OPERATE) objective.

As the firewall is a software tool automating critical controls, the objective O.ALARM asks for it to provide clear
warning and error messages, so that the appropriate counter-measure can be taken.

The objectives O.CARD_MANAGEMENT and OE.VERIFICATION contribute to cover this threat by controlling
the access to card management functions and by checking the bytecode, respectively.

The objectives O.SCP.RECOVERY and O.SCP.SUPPORT are intended to support the O.OPERATE and
O.ALARM objectives of the TOE, so they are indirectly related to the threats that these latter objectives
contribute to counter.

6.3.1.1.2 Integrity

T.INTEG-APPLI-CODE This threat is countered by the list of properties described in the (#.VERIFICATION)
security aspect. Bytecode verification ensures that each of the instructions used on the Java Card platform is
used for its intended purpose and in the intended scope of accessibility. As hone of these instructions enables
modifying a piece of code, no Java Card applet can therefore be executed to modify a piece of code. Native
applications are also harmless because of the objective (O.NATIVE), so no application can be run to modify a
piece of code.
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The (#.VERIFICATION) security aspect is addressed in this configuration by the objective for the environment
OE.VERIFICATION.

The objectives O.CARD_MANAGEMENT and OE.VERIFICATION contribute to cover this threat by controlling
the access to card management functions and by checking the bytecode, respectively.

The objective OE.CODE-EVIDENCE contributes to cover this threat by ensuring that integrity and authenticity
evidences exist for the application code loaded into the platform.

T.INTEG-JCS-CODE This threat is countered by the list of properties described in the (#VERIFICATION)
security aspect. Bytecode verification ensures that each of the instructions used on the Java Card platform is
used for its intended purpose and in the intended scope of accessibility. As hone of these instructions enables
modifying a piece of code, no Java Card applet can therefore be executed to modify a piece of code. Native
applications are also harmless because of the objective (O.NATIVE), so no application can be run to disclose
or modify a piece of code.

The (#.VERIFICATION) security aspect is addressed in this configuration by the objective for the environment
OE.VERIFICATION.

The objectives O.CARD_MANAGEMENT and OE.VERIFICATION contribute to cover this threat by controlling
the access to card management functions and by checking the bytecode, respectively.

The objective OE.CODE-EVIDENCE contributes to cover this threat by ensuring that the application code
loaded into the platform has not been changed after code verification, which ensures code integrity and
authenticity.

T.INTEG-APPLI-DATA This threat is countered by bytecode verification (OE.VERIFICATION) and the
isolation commitments stated in the (O.FIREWALL) objective. This latter objective also relies in its turn on the
correct identification of applets stated in (O.SID). Moreover, as the firewall is dynamically enforced, it shall
never stop operating, as stated in the (O.OPERATE) objective.

As the firewall is a software tool automating critical controls, the objective O.ALARM asks for it to provide clear
warning and error messages, so that the appropriate counter-measure can be taken.

The objectives O.CARD_MANAGEMENT and OE.VERIFICATION contribute to cover this threat by controlling
the access to card management functions and by checking the bytecode, respectively.

The objective OE.CODE-EVIDENCE contributes to cover this threat by ensuring that the application code
loaded into the platform has not been changed after code verification, which ensures code integrity and
authenticity. The objectives O.SCP.RECOVERY and O.SCP.SUPPORT are intended to support the
O.OPERATE and O.ALARM objectives of the TOE, so they are indirectly related to the threats that these latter
objectives contribute to counter.

Concerning the confidentiality and integrity of application sensitive data, as applets may need to share some
data or communicate with the CAD, cryptographic functions are required to actually protect the exchanged
information (O.CIPHER). Remark that even if the TOE shall provide access to the appropriate TSFs, it is still
the responsibility of the applets to use them. Keys and PIN's are particular cases of an application's sensitive
data (the Java Card System may possess keys as well) that ask for appropriate management (O.KEY-MNGT,
O.PIN-MNGT, O.TRANSACTION). If the PIN class of the Java Card API is used, the objective (O.FIREWALL)
is also concerned.

Other application data that is sent to the applet as clear text arrives to the APDU buffer, which is a resource
shared by all applications. The integrity of the information stored in that buffer is ensured by the
(O.GLOBAL_ARRAYS_INTEG) objective.

Finally, any attempt to read a piece of information that was previously used by an application but has been
logically deleted is countered by the O.REALLOCATION objective. That objective states that any information
that was formerly stored in a memory block shall be cleared before the block is reused.

T.INTEG-JCS-DATA This threat is countered by bytecode verification (OE.VERIFICATION) and the isolation
commitments stated in the (O.FIREWALL) objective. This latter objective also relies in its turn on the correct
identification of applets stated in (O.SID). Moreover, as the firewall is dynamically enforced, it shall never stop
operating, as stated in the (O.OPERATE) objective.

As the firewall is a software tool automating critical controls, the objective O.ALARM asks for it to provide clear
warning and error messages, so that the appropriate counter-measure can be taken.
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The objectives O.CARD_MANAGEMENT and OE.VERIFICATION contribute to cover this threat by controlling
the access to card management functions and by checking the bytecode, respectively.

The objective OE.CODE-EVIDENCE contributes to cover this threat by ensuring that the application code
loaded into the platform has not been changed after code verification, which ensures code integrity and
authenticity.

The objectives O.SCP.RECOVERY and O.SCP.SUPPORT are intended to support the O.OPERATE and
O.ALARM objectives of the TOE, so they are indirectly related to the threats that these latter objectives
contribute to counter.

T.INTEG-APPLI-CODE.LOAD This threat is countered by the security objective O.LOAD which ensures that
the loading of packages is done securely and thus preserves the integrity of packages code.

The objective OE.CODE-EVIDENCE contributes to cover this threat by ensuring that the application code
loaded into the platform has not been changed after code verification, which ensures code integrity and
authenticity. By controlling the access to card management functions such as the installation, update or
deletion of applets the objective O.CARD_MANAGEMENT contributes to cover this threat.

T.INTEG-APPLI-DATA.LOAD This threat is countered by the security objective O.LOAD which ensures that
the loading of packages is done securely and thus preserves the integrity of applications data.

The objective OE.CODE-EVIDENCE contributes to cover this threat by ensuring that the application code
loaded into the platform has not been changed after code verification, which ensures code integrity and
authenticity By controlling the access to card management functions such as the installation, update or deletion
of applets the objective O.CARD_MANAGEMENT contributes to cover this threat.

6.3.1.1.3 Identity usurpation

T.SID.1 As impersonation is usually the result of successfully disclosing and modifying some assets, this threat
is mainly countered by the objectives concerning the isolation of application data (like PINs), ensured by the
(O.FIREWALL). Unigueness of subject-identity

(O.SID) also participates to face this threat. It should be noticed that the AIDs, which are used for applet
identification, are TSF data.

In this configuration, usurpation of identity resulting from a malicious installation of an applet on the card is
covered by the objective O.INSTALL.

The installation parameters of an applet (like its name) are loaded into a global array that is also shared by all
the applications. The disclosure of those parameters (which could be used to impersonate the applet) is
countered by the objective (O.GLOBAL_ARRAYS_CONFID) and (O.GLOBAL_ARRAYS_INTEG).

The objective O.CARD_MANAGEMENT contributes, by preventing usurpation of identity resulting from a
malicious installation of an applet on the card, to counter this threat.

T.SID.2 This is covered by integrity of TSF data, subject-identification (O.SID), the firewall (O.FIREWALL) and
its good working order (O.OPERATE).

The objective O.INSTALL contributes to counter this threat by ensuring that installing an applet has no effect
on the state of other applets and thus can't change the TOE's attribution of privileged roles.

The objectives O.SCP.RECOVERY and O.SCP.SUPPORT are intended to support the O.OPERATE objective
of the TOE, so they are indirectly related to the threats that this latter objective contributes to counter.

6.3.1.1.4 Unauthorized execution

T.EXE-CODE.1 Unauthorized execution of a method is prevented by the objective OE.VERIFICATION. This
threat particularly concerns the point (8) of the security aspect #VERIFICATION (access modifiers and scope
of accessibility for classes, fields and methods). The O.FIREWALL objective is also concerned, because it
prevents the execution of non-shareable methods of a class instance by any subject apart from the class
instance owner.
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T.EXE-CODE.2 Unauthorized execution of a method fragment or arbitrary data is prevented by the objective
OE.VERIFICATION. This threat particularly concerns those points of the security aspect related to control flow
confinement and the validity of the method references used in the bytecodes.

T.NATIVE This threat is countered by O.NATIVE which ensures that a Java Card applet can only access native
methods indirectly that is, through an APIl. OE.APPLET also covers this threat by ensuring that no native
applets shall be loaded in post-issuance. In addition to this, the bytecode verifier also prevents the program
counter of an applet to jump into a piece of native code by confining the control flow to the currently executed
method (OE.VERIFICATION).

6.3.1.1.5 Denial of service

T.RESOURCES This threat is directly countered by objectives on resource-management (O.RESOURCES)
for runtime purposes and good working order (O.OPERATE) in a general manner.

Consumption of resources during installation and other card management operations are covered, in case of
failure, by O.INSTALL.

It should be noticed that, for what relates to CPU usage, the Java Card platform is single-threaded and it is
possible for an ill-formed application (either native or not) to monopolize the CPU. However, a smart card can
be physically interrupted (card removal or hardware reset) and most CADs implement a timeout policy that
prevent them from being blocked should a card fails to answer. That point is out of scope of this Security
Target, though.

Finally, the objectives O.SCP.RECOVERY and O.SCP.SUPPORT are intended to support the O.OPERATE
and O.RESOURCES obijectives of the TOE, so they are indirectly related to the threats that these latter
objectives contribute to counter.

6.3.1.1.6 Card management

T.INSTALL This threat is covered by the security objective O.INSTALL which ensures that the installation of
an applet performs as expected and the security objectives O.LOAD which ensures that the loading of a
package into the card is safe.

The objective O.CARD_MANAGEMENT controls the access to card management functions and thus
contributes to cover this threat.

T.DELETION This threat is covered by the O.DELETION security objective which ensures that both applet and
package deletion perform as expected.

The objective O.CARD_MANAGEMENT controls the access to card management functions and thus
contributes to cover this threat.

6.3.1.1.7 Services

T.OBJ-DELETION This threat is covered by the O.OBJ-DELETION security objective which ensures that
object deletion shall not break references to objects.

6.3.1.1.8 Miscellaneous

T.PHYSICAL Covered by O.SCP.IC. Physical protections rely on the underlying platform and are therefore an
environmental issue.

6.3.1.2 Organizational Security Policies

OSP.VERIFICATION This policy is upheld by the security objective of the environment OE.VERIFICATION
which guarantees that all the bytecodes shall be verified at least once, before the loading, before the installation
or before the execution in order to ensure that each bytecode is valid at execution time.
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This policy is also upheld by the security objective of the environment OE.CODE-EVIDENCE which ensures
that evidences exist that the application code has been verified and not changed after verification, and by the
security objective for the TOE O.LOAD which shall ensure that the loading of a package into the card is safe. .

OSP.SpecificAPI This OSP is enforced by the TOE security objective O.SpecificAPI.

OSP.RND This OSP is enforced by the TOE security objective O.RNG.

6.3.1.3 Assumptions

A.APPLET This assumption is upheld by the security objective for the operational environment OE.APPLET
which ensures that no applet loaded post-issuance shall contain native methods.

A.DELETION

The assumption A.DELETION is upheld by the environmental objective OE.CARD-MANAGEMENT which
controls the access to card management functions such as deletion of applets.

A.VERIFICATION This assumption is upheld by the security objective on the operational environment
OE.VERIFICATION which guarantees that all the bytecodes shall be verified at least once, before the loading,
before the installation or before the execution in order to ensure that each bytecode is valid at execution time.

This assumption is also upheld by the security objective of the environment OE.CODE-EVIDENCE which
ensures that evidences exist that the application code has been verified and not changed after verification.

6.3.1.4 Compatibility between objectives of [ST-JCS] and [IFX-IC]

6.3.1.4.1 Compatibility between objectives for the TOE

0.SID, O.0OPERATE, 0O.RESOURCES, O.FIREWALL, O.NATIVE, O.REALLOCATION,
O.GLOBAL_ARRAYS_CONFID, O.GLOBAL_ARRAYS_INTEG, O.ALARM; O.TRANSACTION, O.PIN-
MNGT, O.KEY-MNGT, O.OBJ-DELETION, O.INSTALL, O.LOAD, O.DELETION, O.CARD-MANAGEMENT,
and O.SCP.RECOVERY are objectives specific to the Java Card platform and they do no conflict with the
objectives of [IFX-IC].

O.SpecificAPI is objective added to this platform it does no conflict with the objectives of [IFX-IC].
O.RNG added to this platform is included in the following objectives of [IFX-IC]: O.RND
O.CIPHER is included in the following objectives of [IFX-IC]: O.RND, O.TDES and O.AES
O.SCP.SUPPORT is partially included in the following objectives of [IFX-IC]: O.RND.

O.SCP.IC is included in the following objectives of [IFX-IC]: O.Phys-Manipulation, O.Phys-Probing,
O.Malfunction O.Leak-Inherent O.Leak-Forced O.Abuse-Func.

We can therefore conclude that the objectives for the TOE of [ST-JCS] and [IFX-IC] are consistent.

6.3.1.4.2 Compatibility between objectives for the environment

OE.VERIFICATION, OE.CODE-EVIDENCE and OE.Applet are objectives specific to the Java Card platform
and they do no conflict with the objectives of [IFX-IC].

We can therefore conclude that the objectives for the environment of [ST-JCS] and [IFX-IC] are consistent.
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6.3.2 Security objectives rationale for PACE Module

6.3.2.1 Threats
The following table provides an overview for security objectives coverage.
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Table 6: Threats vs Security Objectives for PACE Module

The threat T.Skimming addresses accessing the User Data (stored on the TOE or transferred between the
TOE and the terminal) using the TOE’s contactless/contact interface. This threat is countered by the security
objectives OT.Data_Integrity, OT.Data_Authenticity and OT.Data_Confidentiality through the PACE
authentication. The objective OE.User_Obligations ensures that a PACE session can only be established
either by the application user itself (e.g. travel document holder for MRTD) or by an authorised person or
device, and, hence, cannot be captured by an attacker.

The threat T.Eavesdropping addresses listening to the communication between the TOE and a rightful
terminal in order to gain the User Data transferred there. This threat is countered by the security objective
OT.Data_Confidentiality through a trusted channel based on the PACE authentication.

The threat T.Forgery addresses the fraudulent, complete or partial alteration of the User Data or/and TSF-
data stored on the TOE or/and exchanged between the TOE and the terminal. The security objective
OT.AC_Pers requires the TOE to limit the write access for the TOE and applicative data to the trustworthy
Personalisation Agent (cf. OE.Personalisation). The TOE will protect the integrity and authenticity of the
stored and exchanged User Data or/and TSF-data as aimed by the security objectives OT.Data_Integrity and
OT.Data_Authenticity, respectively. The objectives OT.Prot_Phys-Tamper and OT.Prot_Abuse-Func
contribute to protecting integrity of the User Data or/and TSF-data stored on the TOE. A terminal operator
operating his terminals according to OE.Terminal to contribute to secure exchange between the TOE and the

terminal.

3 Threats and assumptions included from the claimed PACE-PP [7] are marked in italic letters. They are listed for the
complete overview of threats and assumptions.
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The threat T.Abuse-Func addresses attacks of misusing TOE’s functionality to manipulate or to disclosure
the stored User- or TSF-data as well as to disable or to bypass the soft-coded security functionality. The
security objective OT.Prot_Abuse-Func ensures that the usage of functions having not to be used in the

operational phase is effectively prevented.

The threats T.Information_Leakage, T.Phys-Tamper and T.Malfunction are typical for integrated circuits
like smart cards under direct attack with high attack potential. The protection of the TOE against these threats
is obviously addressed by the directly related security objectives OT.Prot_Inf_Leak, OT.Prot_Phys-Tamper

and OT.Prot_Malfunction, respectively.

6.3.2.2 Organizational Security Policies and Assumptions
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Table 7: OSP and Assumptions vs Security Objectives for PACE Module

The OSP P.Personalisation addresses the (i) the enrolment of the logical travel document by the
Personalisation Agent as described in the security objective for the TOE environment OE.Personalisation,
and (i) the access control for the user data and TSF data as described by the security objective OT.AC_Pers.
Note the manufacturer equips the TOE with the Personalisation Agent Key(s) according to OT.ldentification
“Identification and Authentication of the TOE”.

The OSP P.Manufact requires a unique identification of the IC by means of the Initialization Data and the
writing of the Pre-personalisation Data as being fulfilled by OT.Identification.

The OSP P.Pre-Operational is enforced by the following security objectives: OT.ldentification is affine to the
OSP’s property ‘traceability before the operational phase’;OT.AC_Pers and OE.Personalisation together
enforce the OSP’s properties ‘correctness of the User- and the TSF-data stored’ and ‘authorisation of

Personalisation Agents’.

The OSP P.Terminal “Abilities and trustworthiness of terminals” is countered by the security objective
OE.Terminal enforces the terminals to perform the terminal part of the PACE protocol.

A.Insp_Sys is covered by OE.Prot_Logical_Data requiring the Inspection System to protect the TOE and
application data (e.g. the logical travel document data) during the transmission and the internal handling.

ST Ref: D1539135 Rev: 1.2p Page : 69/ 156



THALES

6.3.2.3 Compatibility between objectives of PACE Module and [ST-IC]

6.3.2.3.1 Compatibility between objectives for the TOE
OT_AC_Pers is specific to the current document and it does no conflict with the objectives of [ST-IC].

OT.Data_Confidentiality; OT.Data_Integrity and OT.Data_Authenticity are linked in O.Phys-Manipulation and
O.RNG used for cryptographic operations.

OT .ldentification is linked to O.ldentification.
OT.Prot_Abuse-Func is linked in O.Abuse-Func.
OT.Prot_Inf_Leak is linked in O.Leak-Inherent and O.Leak-Forced
OT.Prot_Phys-Tamper is linked in O.Phys-Manipulation.
OT.Prot_Malfunction is linked in O.Malfunction.

We can therefore conclude that the objectives for the TOE of PACE module and [ST-IC] are consistent.

6.3.2.3.2 Compatibility between objectives for the environment

OE.Personalization is partly included in OE.Process-Sec-IC and OE.Resp-Appl from [ST-IC].

OE.Prot_Logical_Data, OE.Terminal, OE.User_Obligations, are specific to [ST-JCS] and they do no conflict
with the objectives of [ST-IC].

We can therefore conclude that the objectives for the environment of PACE module and [ST-IC] are consistent.
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7 EXTENDED COMPONENTS DEFINITION
7.1 EXTENDED COMPONENTS DEFINITION FROM PP_JCS

7.1.1 Definition of the Family FCS_RNG

To define the IT security functional requirements of the TOE an additional family (FCS_RNG) of the Class
FCS (cryptographic support) is defined here. This family describes the functional requirements for random
number generation used for cryptographic purposes.

FCS _RNG Generation of random numbers
Family behaviour

This family defines quality requirements for the generation of random numbers which are intended
to be used for cryptographic purposes.

Component levelling:

FCS_RNG Generation of random numbers 1
FCS_RNG.1 Generation of random numbers requires that random numbers meet a defined quality
metric.
Management: FCS_RNG.1

There are no management activities foreseen.

Audit; FCS_RNG.1
There are no actions defined to be auditable.

FCS_RNG.1 Random number generation

Hierarchical to: No other components
Dependencies:  No dependencies

FCS_RNG.1.1 The TSF shall provide a [selection: physical, non-physical true, deterministic, hybrid physical,
hybrid deterministic] random number generator that implements: [assignment: list of security
capabilities].

FCS_RNG.1.2 The TSF shall provide random numbers that meet [assignment: a defined quality metric].

7.2 EXTENDED COMPONENTS DEFINITION FROM PACE MODULE

This security target uses components defined as extensions to CC part 2. Some of these components are
defined in protection profile [PP-1C-0084], others are defined in the protection profile [PP_PACE].

7.2.1 Definition of the Family FMT_LIM

The family FMT_LIM describes the functional requirements for the Test Features of the TOE. The new
functional requirements were defined in the class FMT because this class addresses the management of
functions of the TSF. The examples of the technical mechanism used in the TOE show that no other class is
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appropriate to address the specific issues of preventing the abuse of functions by limiting the capabilities of
the functions and by limiting their availability.

The family “Limited capabilities and availability (FMT_LIM)” is specified as follows.
FMT_LIM Limited capabilities and availability

Family behavior

This family defines requirements that limit the capabilities and availability of functions in a combined manner.
Note that FDP_ACF restricts the access to functions whereas the Limited capability of this family requires the
functions themselves to be designed in a specific manner.

Component leveling:

1
FMT_LIM Limited capabilities and availability
2
FMT_LIM.1 Limited capabilities requires that the TSF is built to provide only the capabilities

(perform action, gather information) necessary for its genuine purpose.

FMT_LIM.2 Limited availability requires that the TSF restrict the use of functions (refer to Limited
capabilities (FMT_LIM.1)). This can be achieved, for instance, by removing or by
disabling functions in a specific phase of the TOE'’s life-cycle.

Management: FMT_LIM.1, FMT_LIM.2
There are no management activities foreseen.

Audit: FMT_LIM.1, FMT_LIM.2
There are no actions defined to be auditable.

The TOE Functional Requirement “Limited capabilities (FMT_LIM.1)” is specified as follows.
FMT_LIM.1 Limited capabilities

Hierarchical to: No other components
Dependencies:  FMT_LIM.2 Limited availability.

FMT_LIM.1.1  The TSF shall be designed in a manner that limits their capabilities so that in conjunction
with “Limited availability (FMT_LIM.2)” the following policy is enforced [assignment: Limited
capability and availability policy].

The TOE Functional Requirement “Limited availability (FMT_LIM.2)” is specified as follows.
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FMT_LIM.2 Limited availability

Hierarchical to: No other components
Dependencies:  FMT_LIM.1 Limited capabilities.

FMT_LIM.2.1  The TSF shall be designed in a manner that limits their availability so that in conjunction
with “Limited capabilities (FMT_LIM.1)” the following policy is enforced [assignment: Limited
capability and availability policy].

Application note: The functional requirements FMT_LIM.1 and FMT_LIM.2 assume that there are two types
of mechanisms (limited capabilities and limited availability) which together shall provide protection in order to
enforce the policy. This also allows that

(i) the TSF is provided without restrictions in the product in its user environment but its capabilities are
so limited that the policy is enforced

or conversely

(i) the TSF is designed with test and support functionality that is removed from, or disabled in, the
product prior to the Operational Use Phase.

The combination of both requirements shall enforce the policy.

7.2.2 Definition of the Family FPT_EMS

The sensitive family FPT_EMS (TOE Emanation) of the Class FPT (Protection of the TSF) is defined here to
describe the IT security functional requirements of the TOE. The TOE shall prevent attacks against the TOE
and other secret data where the attack is based on external observable physical phenomena of the TOE.
Examples of such attacks are evaluation of TOE'’s electromagnetic radiation, simple power analysis (SPA),
differential power analysis (DPA), timing attacks, etc. This family describes the functional requirements for the
limitation of intelligible emanations which are not directly addressed by any other component of CC part 2 [CC-
2].

The family “TOE Emanation (FPT_EMS)” is specified as follows.

Family behaviour
This family defines requirements to mitigate intelligible emanations.

Component levelling:

FPT_EMSEC TOE emanation 1

FPT_EMS.1 TOE emanation has two constituents:

FPT_EMS.1.1 Limit of Emissions requires to not emit intelligible emissions enabling access to TSF data or
user data.

FPT_EMS.1.2 Interface Emanation requires to not emit interface emanation enabling access to TSF data or
user data.

Management: FPT_EMS.1
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There are no management activities foreseen.

Audit: FPT _EMS.1
There are no actions defined to be auditable.

FPT_EMS.1 TOE Emanation

Hierarchical to: No other components
Dependencies:  No dependencies.

FPT_EMS.1.1 The TOE shall not emit [assignment: types of emissions] in excess of [assignment: specified
limits] enabling access to [assignment: list of types of TSF data] and [assignment: list of
types of user data].

FPT_EMS.1.2 The TSF shall ensure [assignment: type of users] are unable to use the following interface
[assignment: type of connection] to gain access to [assignment: list of types of TSF data]
and [assignment: list of types of user data].
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8 SECURITY REQUIREMENTS

8.1 SECURITY FUNCTIONAL REQUIREMENTS

For this section, a presentation choice has been selected. Each SFR may present a table with different type
of algorithms treated. For each case, there is no distinction regarding the technical objectives fulfilled by each
row on the table (thus algorithm family). The technical objectives are the same disregarding this differentiation.

8.1.1 Security Functional
configuration

Requirements from PP Java Card System - Open

This section states the security functional requirements for the Java Card System — Open configuration.

Group

Description

Core with Logical
Channels (CoreG_LC)

The CoreG_LC contains the requirements concerning the runtime environment of the Java
Card System implementing logical channels. This includes the firewall policy and the
requirements related to the Java Card API. Logical channels are a Java Card specification
version 2.2 feature. This group is the union of requirements from the Core (CoreG) and the
Logical channels (LCG) groups defined in [PP/0305].

(cf Java Card Sysytem Protection Profile Collection [PP JCS]).

Installation (InstG)

The InstG contains the security requirements concerning the installation of post-issuance
applications. It does not address card management issues in the broad sense, but only those
security aspects of the installation procedure that are related to applet execution.

Applet deletion | The ADELG contains the security requirements for erasing installed applets from the card,
(ADELG) a feature introduced in Java Card specification version 2.2.

Object deletion | The ODELG contains the security requirements for the object deletion capability. This
(ODELG) provides a safe memory recovering mechanism. This is a Java Card specification version

2.2 feature.

Secure carrier (CarG)

The CarG group contains minimal requirements for secure downloading of applications on
the card. This group contains the security requirements for preventing, in those
configurations that do not support on-card static or dynamic bytecodes verification, the
installation of a package that has not been bytecode verified, or that has been modified after
bytecode verification.

Smart Card Platform

The SCPG group contains the security requirements for the smart card platform, that is,

(SCPG) operating system and chip that the Java Card System is implemented upon.
Card Manager | The CMGRG group contains the security requirements for the card manager.
(CMGRG)

Additional SFR (ASFR)

The ASFR group contains security requirements related to specific APl and to random
generation

The SFRs refer to all potentially applicable subjects, objects, information, operations and security attributes.

Subjects are active components of the TOE that (essentially) act on the behalf of users. The users of the TOE
include people or institutions (like the applet developer, the card issuer, the verification authority), hardware
(like the CAD where the card is inserted or the PCD) and software components (like the application packages
installed on the card). Some of the users may just be aliases for other users. For instance, the verification
authority in charge of the bytecode verification of the applications may be just an alias for the card issuer.

Subjects (prefixed with an "S") are described in the following table:

Subject Description
S.ADEL The applet deletion manager which also acts on behalf of the card issuer. It may be
an applet ((JCRE305], §11), but its role asks anyway for a specific treatment from the
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Subject Description
security viewpoint. This subject is unique and is involved in the ADEL security policy
defined in §8.1.1.3.

S.APPLET Any applet instance.

S.BCV The bytecode verifier (BCV), which acts on behalf of the verification authority who is
in charge of the bytecode verification of the packages. This subject is involved in the
PACKAGE LOADING security policy defined in §8.1.1.6.

S.CAD The CAD represents off-card entity that communicates with the S.INSTALLER.

S.INSTALLER The installer is the on-card entity which acts on behalf of the card issuer. This subject
is involved in the loading of packages and installation of applets.

S.JCRE The runtime environment un which Java programs in a smart card are executed.

S.JCVM The bytecode interpreter that enforces the firewall at runtime.

S.LOCAL Operand stack of a JCVM frame, or local variable of a JCVM frame containing an
object or an array of references.

S.MEMBER Any object's field, static field or array position.

S.PACKAGE A package is a hamespace within the Java programming language that may contain
classes and interfaces, and in the context of Java Card technology, it defines either a
user library, or one or several applets.

Objects (prefixed with an "O") are described in the following table:

Object Description

O.APPLET Any installed applet, its code and data.

O.CODE_PKG The code of a package, including all linking information. On the Java Card platform,
a package is the installation unit.

O.JAVAOBJECT Java class instance or array. It should be noticed that KEYS, PIN, arrays and applet
instances are specific objects in the Java programming language.

Information (prefixed with an "I") is described in the following table:

Information Description

I.APDU Any APDU sent to or from the card through the communication channel.

I.DATA JCVM Reference Data: objectref addresses of APDU buffer, JCRE-owned instances
of APDU class and byte array for install method

Security attributes linked to these subjects, objects and information are described in the following table with
their values (used in enforcing the SFRs):

Security attribute

Description/Value

Active Applets

The set of the active applets' AIDs. An active applet is an applet that is selected on
at least one of the logical channels.

Applet Selection Status

"Selected" or "Deselected"

Applet's version number

The version number of an applet (package) indicated in the export file

Class

Identifies the implementation class of the remote object.

Context

Package AID, or "Java Card RE"

Currently Active Context

Package AID, or "Java Card RE"

Dependent package AID

Allows the retrieval of the Package AID and Applet's version number ([JCVM305],
84.5.2).

Exportedinfo

Boolean (Indicates whether the remote object is exportable or not).
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Security attribute

Description/Value

Identifier

The Identifier of a remote object or method is a number that uniquely identifies a
remote object or method, respectively.

LC Selection Status

Multiselectable, Non-multiselectable or "None".

LifeTime CLEAR_ON_DESELECT or PERSISTENT (*).

Owner The Owner of an object is either the applet instance that created the object or the
package (library) where it has been defined (these latter objects can only be arrays
that initialize static fields of the package). The owner of a remote object is the applet
instance that created the object.

Package AID The AID of each package indicated in the export file

Registered applets

The set of AID of the applet instance registered on the card

ResidentPackages

The set of AIDs of the packages already loaded on the card

Selected Applet Context

Package AID, or "None"

Sharing

Standards, SIO, Java Card RE entry point, or global array

Static References

Static fields of a package may contain references to objects. The Static References
attribute records those references.

(*) Transient objects of type CLEAR_ON_RESET behave like persistent objects in that they can be accessed
only when the Currently Active Context is the object's context.

Operations (prefixed with "OP") are described in the following table. Each operation has a specific number of
parameters given between brackets, among which there is the "accessed object’, the first one, when
applicable. Parameters may be seen as security attributes that are under the control of the subject performing

the operation.

Operation Description
OP.ARRAY_ACCESS(0.JAVAOBJECT, field) Read/Write an array component.
OP.ARRAY_LENGTH (O.JAVAOBJECT, field) Get length of an array component.
OP.ARRAY_AASTORE(O.JAVAOBJECT, field) Store into reference array component
OP.CREATE(Sharing, LifeTime) (*) Creation of an object (new or makeTransient call).
OP.DELETE_APPLET(O.APPLET,...) Delete an installed applet and its objects, either
logically or physically.
OP.DELETE_PCKG(O.CODE_PKG,...) Delete a package, either logically or physically.
OP.DELETE_PCKG_APPLET(O.CODE_PKG,...) Delete a package and its installed applets, either
logically or physically.
OP.INSTANCE_FIELD(O.JAVAOBJECT, field) Read/Write a field of an instance of a class in the Java

programming language

OP.INVK_VIRTUAL(O.JAVAOBJECT, method, argl,...) | Invoke a virtual method (either on a class instance or

an array object)

OP.INVK_INTERFACE(O.JAVAOBJECT, method, | Invoke an interface method.
argl,...)
OP.JAVA(...) Any access in the sense of [JCRE305], 86.2.8. It stands

for one of the operations OP.ARRAY_ACCESS,
OP.INSTANCE_FIELD,

OP.INVK_VIRTUAL, OP.INVK_INTERFACE,
OP.THROW, OP.TYPE_ACCESS.

OP.PUT(S1,S2,1)

Transfer a piece of information | from S1 to S2.

OP.THROW/(O.JAVAOBJECT) Throwing of an object (athrow, see

[JCRE305],§6.2.8.7)
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Operation Description

OP.TYPE_ACCESS(0.JAVAOBJECT, class) Invoke checkcast or instanceof on an object in order to
access to classes (standard or shareable interfaces
objects).

(*) For this operation, there is no accessed object. This rule enforces that shareable transient objects are not
allowed. For instance, during the creation of an object, the JavaCardClass attribute's value is chosen by the

creator.
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8.1.1.1 CoreG LC Security Functional Reqguirements

This group is focused on the main security policy of the Java Card System, known as the firewall. This policy
essentially concerns the security of installed applets. The policy focuses on the execution of bytecodes.

8.1.1.1.1 Firewall Policy

| FDP_ACC.2/FIREWALL Complete access control

FDP_ACC.2.1/FIREWALL The TSF shall enforce the FIREWALL access control SFP on S.PACKAGE,
S.JCRE, S.JCVM, O.JAVAOBJECT and all operations among subjects and objects covered by the SFP.

Refinement:
The operations involved in the policy are:
e OP.CREATE
e OP.INVK_INTERFACE
e OP.INVK_VIRTUAL
e OP.JAVA
e OP.THROW
e OP.TYPE_ACCESS
e OP.ARRAY_LENGTH
e OP.ARRAY_AASTORE

FDP_ACC.2.2/FIREWALL The TSF shall ensure that all operations between any subject controlled by the
TSF and any object controlled by the TSF are covered by an access control SFP.

Application note:

It should be noticed that accessing array's components of a static array, and more generally fields and methods
of static objects, is an access to the corresponding O.JAVAOBJECT.

FDP_ACF.1/FIREWALL Security attribute based access control

FDP_ACF.1.1/FIREWALL The TSF shall enforce the FIREWALL access control SFP to objects based on
the following:

Subject/Object Attributes

S.PACKAGE LC Applet Selection Status
S.JCVM ActiveApplets, Currently Active Context
S.JCRE Selected Applet Context

O.JAVAOBJECT | Sharing, Context, LifeTime

FDP_ACF.1.2/[FIREWALL The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed:

¢ R.JAVA.1 ([JCRE305]86.2.8) An S.PACKAGE may freely perform any of OP.ARRAY_ACCESS,
OP.INSTANCE_FIELD, OP.INVK_VIRTUAL, OP.INVK_INTERFACE, OP.THROW  or
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OP.TYPE_ACCESS upon any O.JAVAOBJECT whose Sharing attribute has value "JCRE entry
point" or "global array".

R.JAVA.2 ([JCRE305]86.2.8) An S.PACKAGE may freely perform any of OP.ARRAY_ACCESS,
OP.INSTANCE_FIELD, OP.INVK_VIRTUAL, OP.INVK_INTERFACE or OP.THROW upon any
0O.JAVAOBJECT whose Sharing attribute has value "Standard" and whose Lifetime attribute
has value "PERSISTENT" only if 0.JAVAOBJECT's Context attribute has the same value as the
active context.

R.JAVA.3 ([JCRE305]86.2.8.10) An S.PACKAGE may perform OP.TYPE_ACCESS upon an
0O.JAVAOBJECT whose Sharing attribute has value "SIO" only if 0.JAVAOBJECT is being cast
into (checkcast) or is being verified as being an instance of (instanceof) an interface that
extends the Shareable interface.

R.JAVA.4 ([JCRE305], §6.2.8.6,) An S.PACKAGE may perform OP.INVK_INTERFACE upon an
0.JAVAOBJECT whose Sharing attribute has the value "SIO", and whose Context attribute has
the value "Package AID", only if the invoked interface method extends the Shareable interface
and one of the following applies:

(&) The value of the attribute Selection Status of the package whose AID is "Package AID" is
"Multiselectable»,

(b) The value of the attribute Selection Status of the package whose AID is "Package AID' is
"Non-multiselectable», and either "Package AID" is the value of the currently selected
applet or otherwise "Package AID" does not occur in the attribute ActiveApplets.

R.JAVA.5 An S.PACKAGE may perform an OP.CREATE only if the value of the Sharing
parameter(*) is "Standard".

R.JAVA.6 ([JCRE305], 8§6.2.8): S.PACKAGE may freely perform OP.ARRAY_ACCESS or
OP.ARRAY_LENGTH upon any

FDP_ACF.1.3/FIREWALL The TSF shall explicitly authorize access of subjects to objects based on the
following additional rules:

1)

2)

The subject S.JCRE can freely perform OP.JAVA(...) and OP.CREATE, with the exception given
in FDP_ACF.1.4/FIREWALL, provided it is the Currently Active Context.

The only means that the subject S.JCVM shall provide for an application to execute native code
is the invocation of a Java Card APl method (through OP.INVK_INTERFACE or
OP.INVK_VIRTUAL).
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FDP_ACF.1.4/FIREWALL The TSF shall explicitly deny access of subjects to objects based on the following
additional rules:

1) Any subject with OP.JAVA upon an O.JAVAOBJECT whose LifeTime attribute has value
"CLEAR_ON_DESELECT" if O.JAVAOBJECT's Context attribute is not the same as the
Selected Applet Context.

2) Any subject attempting to create an object by the means of OP.CREATE and a
"CLEAR_ON_DESELECT" LifeTime parameter if the active context is not the same as the
Selected Applet Context.

3) S.PACKAGE performing OP.ARRAY_AASTORE of the reference of an O.JAVAOBJECT whose
sharing attribute has value “global array” or “Temporary JCRE entry point”.

4) S.PACKAGE performing OP.PUTFIELD or OP.PUTSTATIC of the reference of an
O.JAVAOBJECT whose sharing attribute has value “global array” or “Temporary JCRE entry
point”

Application note:

The deletion of applets may render some O.JAVAOBJECT inaccessible, and the Java Card RE may be in
charge of this aspect. This can be done, for instance, by ensuring that references to objects belonging to a
deleted application are considered as a null reference. Such a mechanism is implementation-dependent.

In the case of an array type, fields are components of the array ([JVM], §2.14, §2.7.7), as well as the length;
the only methods of an array object are those inherited from the Object class.

The Sharing attribute defines four categories of objects:
« Standard ones, whose both fields and methods are under the firewall policy,

» Shareable interface Objects (SIO), which provide a secure mechanism for inter-applet
communication,

* JCRE entry points (Temporary or Permanent), who have freely accessible methods but protected
fields,

* Global arrays, having both unprotected fields (including components; refer to JavaCardClass
discussion above) and methods.

When a new object is created, it is associated with the Currently Active Context. But the object is owned by
the applet instance within the Currently Active Context when the object is instantiated ([JCRE305], 86.1.3). An
object is owned by an applet instance, by the JCRE or by the package library where it has been defined (these
latter objects can only be arrays that initialize static fields of packages).

([JCRE305], Glossary) Selected Applet Context. The Java Card RE keeps track of the currently selected Java
Card applet. Upon receiving a SELECT command with this applet's AID, the Java Card RE makes this applet
the Selected Applet Context. The Java Card RE sends all APDU commands to the Selected Applet Context.

While the expression "Selected Applet Context" refers to a specific installed applet, the relevant aspect to the
policy is the context (package AID) of the selected applet. In this policy, the "Selected Applet Context" is the
AID of the selected package.

([JCRE305], §6.1.2.1) At any point in time, there is only one active context within the Java Card VM (this is
called the Currently Active Context).

The invocation of static methods (or access to a static field) is not considered by this policy, as there are no
firewall rules. They have no effect on the active context as well and the "acting package" is not the one to
which the static method belongs to in this case.
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The Java Card platform, version 2.2.x introduces the possibility for an applet instance to be selected on
multiple logical channels at the same time, or accepting other applets belonging to the same package being
selected simultaneously. These applets are referred to as multiselectable applets. Applets that belong to a
same package are either all multiselectable or not ([JCVM305], §2.2.5). Therefore, the selection mode can
be regarded as an attribute of packages. No selection mode is defined for a library package.

An applet instance will be considered an active applet instance if it is currently selected in at least one logical
channel. An applet instance is the currently selected applet instance only if it is processing the current
command. There can only be one currently selected applet instance at a given time. ([JCRE305], §4).

FDP_IFC.1/JCVM Subset information flow control

FDP_IFC.1.1/JCVM The TSF shall enforce the JCVM information flow control SFP on S.JCVM, S.LOCAL,
S.MEMBER, |.DATA and OP.PUT (S1, S2, I).

Application note:

It should be noticed that references of temporary Java Card RE entry points, which cannot be stored in class
variables, instance variables or array components, are transferred from the internal memory of the Java Card
RE (TSF data) to some stack through specific APIs (Java Card RE owned exceptions) or Java Card RE invoked
methods (such as the process (APDU apdu)); these are causes of OP.PUT(S1,S2,1) operations as well.

FDP_IFF.1/JCVM Simple security attributes

FDP_IFF.1.1/JCVM The TSF shall enforce the JCVM information flow control SFP based on the following
types of subject and information security attributes:

Subject / Information | Description
S.JCVM Currently active context.

FDP_IFF.1.2/JCVM The TSF shall permit an information flow between a controlled subject and controlled
information via a controlled operation if the following rules hold:

e An operation OP.PUT (S1, SSMEMBER, I.DATA) is allowed if and only if the active context is
"Java Card RE";

e Other OP.PUT operations are allowed regardless of the Currently Active Context's value.

FDP_IFF.1.3/JCVM The TSF shall enforce no additional information flow control SFP rules.

FDP_IFF.1.4/JCVM The TSF shall explicitly authorize an information flow based on the following rules: no
additional information flow control SFP rules.

FDP_IFF.1.5/[JCVM The TSF shall explicitly deny an information flow based on the following rules: no
additional information flow control SFP rules.

Application Note:
The storage of temporary Java Card RE-owned objects references is runtime-enforced ([JCRES3], §6.2.8.1-3).

It should be noticed that this policy essentially applies to the execution of bytecode. Native methods, the Java
Card RE itself and possibly some API methods can be granted specific rights or limitations through the
FDP_IFF.1.3/JCVM to FDP_IFF.1.5/JCVM elements. The way the Java Card virtual machine manages the
transfer of values on the stack and local variables (returned values, uncaught exceptions) from and to internal
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registers is implementation-dependent. For instance, a returned reference, depending on the implementation
of the stack frame, may transit through an internal register prior to being pushed on the stack of the invoker.
The returned bytecode would cause more than one OP.PUT operation under this scheme.

FDP_RIP.1/OBJECTS Subset residual information protection

FDP_RIP.1.1/OBJECTS The TSF shall ensure that any previous information content of a resource is made
unavailable upon the allocation of the resource to the following objects: class instances and arrays.

Application Note:

The semantics of the Java programming language requires for any object field and array position to be
initialized with default values when the resource is allocated [JVM], §2.5.1.

FMT_MSA.1/JCRE Management of security attributes

FMT_MSA.1.1/JCRE The TSF shall enforce the FIREWALL access control SFP