-~
Jlsec Japan Information Technology Security Evaluation and Certification Scheme

Certification No.
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Certification date
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Name of TOE Scrambler Board GP-1010 V2.0 for the e-STUDIO 550/650/810
TOE category IT Product (Data protection function for the digital copier)
Supplier TOSHIBA TEC CORPORATION

Name: Toshihiko Minato

o Business Planning Dept.

Division: , ]
Contact Net-Ready MFP Business Div

Tel: +81-3-3438-6898

E-mail: Toshihiko_Minato@toshibatec.co.jp

Conformance claim

EAL2

PP conformance

None

Evaluation Facility

Japan Electronics and Information Technology Industries

Association, Information Technology security center (JEITA ITSC)

Description of TOE

The TOE includes a single piece of hardware which
encrypts/decrypts image data (hereinafter called “the Scrambler
Board”). The Scramble Board is used for mitigating risks that
image data, which remains in a digital copier after a copy is made
on a sheet of paper (hereinafter called “the User’'s Residual

Document Data”), may be disclosed.

The TOE also includes software which has two functions: one
function encrypts image data of paper document when the image
data is converted into an electronic form, and the other function
clears entire actual data area where the image data, written on a
HDD, exists.

The TOE is an optional function to Toshiba TEC Corporation’s
digital copier, “e-STUDIO 550/650/810".




