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I Introduction

This section identifies the Security Target (STardet of Evaluation (TOE), and the ST organizatidine
Target of Evaluation is the Sipera UC-Sec v4.0 8arfe, and will hereinafter be referred to as theETO
throughout this document. The TOE is a real-tinméfisd Communication's (UC) security appliance that
specializes in providing firewall, routing, and sez and private connection to access the UC cdreonk,
especially those that are exchanged in real-timeh sas Voice over Internet Protocol (VolP)
communications, video communication, Instant MesgalM) and others.

.1 Purpose

This ST is divided into nine sections, as follows:

* Introduction (Section 1) — Provides a brief summafythe ST contents and describes the
organization of other sections within this documetit also provides an overview of the TOE
security functions and describes the physical agitél scope for the TOE, as well as the ST and
TOE references.

* Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC), ST
Protection Profile, and Evaluation Assurance LefleAL) package claims. It also identifies
whether the ST contains extended security requinésne

e Security Problem (Section 3) — Describes the tkreatganizational security policies, and
assumptions that pertain to the TOE and its enwint.

e Security Objectives (Section 4) — Identifies thew#y objectives that are satisfied by the TOE
and its environment.

» Extended Components (Section 5) — Identifies nempmments (extended Security Functional
Requirements (SFRs) and extended Security Assur&smpiirements (SARs)) that are not
included in CC Part 2 or CC Part 3.

»  Security Requirements (Section 6) — Presents tiRs3id SARs met by the TOE.

 TOE Summary Specification (Section 7) — Descriltesdecurity functions provided by the TOE
that satisfy the security functional requirememtd abjectives.

» Rationale (Section 8) - Presents the rationaletfersecurity objectives, requirements, and SFR
dependencies as to their consistency, completeardsuitability.

e Acronyms (Section 9) — Defines the acronyms amuiteology used within this ST.

! Unified Communications refers to a category of ommications technologies that typically includes
voice, video, data, IM, presence, and collaborapimducts. These communications are typicallyeeid
in real time, although they may not be exchange@ahtime (such as voice mail).
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1.2 Security Target and TOE References

Table | - ST and TOE References

ST Title Sipera Systems UC-Sec v4.0 Software Security Target

ST Version Version 1.0

ST Author Corsec Security Inc.
ST Publication Date pINKV(/pL:
TOE Reference Sipera UC-Sec v4.0 Software build Q337

Keywords Sipera , UC-Sec, unified communications, Voice over Internet Protocol, VolP,
firewall, router.

1.3 Product Overview

The product is the UC-Sec v4.0 Software runningaaustomized Debian or MontaVista Linux Operating
System (OS) and purpose-built hardware. The UCs®égvare includes a centralized management and
network monitoring console, called the Elements dgmment System (EMS) that runs on a Debian Linux
OS either separately on general-purpose hardwaren the same purpose-built appliance as the UC-Sec
functionality. In the case where the EMS and tl@& $kc are running on the same hardware, the EMS can
run on either the Debian or the Monta Vista Linu®.0O

UC is an emerging class of products that providaroanication and directory services to users. Users
UC systems can update their locations in real-tiallewing a sought user to be easily found by sagki
users. When a seeking user finds the sought tieeiseeking user can quickly identify the sougtar'ss
preferred method of communication, facilitating commications between the two parties. Additionally,
UC products and services can be integrated intinbss processes, allowing increased productivity as
users with needed skill sets can be quickly idemttjflocated, and reached via multiple communicatio
mechanisms. UC systems include the communicatibasnels that users exercise to contact each other.

The nature of UC systems presents new problemsc#matot be adequately addressed by existing sgcurit
solutions. UC happens in real-time (such as withPy, and therefore UC security solutions must lble a
to perform in real-time. UC security solutions mpeotect data in many different formats, sincesgtere
data might be communicated through a UC systenmimnaber of formats (e.g. voice, video, IM, etcThe
UC-Sec appliance is designed to be deployed imtergrise De-Militarized Zone (DMZ) or core network
to mitigate threats to the UC network.

UC traffic, and in particular real-time traffic du@as VolP, must be handled specially in order f@ U
services to function properly. In a typical netlaieployment, all incoming network traffic is blaak by

a firewall, except for a small subset that is péedi to access hardened devices in a DMZ. In a UC
deployment, for example with VoIP, blocking incomitraffic causes all calls that originate from dags

of the local or Corporate Network to be blockeds aresult, external calls cannot be connectetd t
recipients. One workaround is to open a networi fmeach IP phone on the internal network to allow
calls through, but this also opens these systeratdok.

The way that UC firewalls handle these problemgoisbe application-aware. UC firewalls identify
incoming voice traffic and allow well-formed catiifiation messages to pass through. If the interna

2P — Internet Protocol
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device accepts the connection, then the UC firekedips the connection open until the call endsis Th
method allows UC firewalls to block potentially neébus traffic, while allowing legitimate trafficotpass
through unimpeded. Before, during, and after & lmadjins, all traffic is monitored to ensure legigicy
until the call ends. After the call ends, all ogets are dynamically closed to prevent maliciensties
from exploiting vulnerable devices. Attacks or imi@us behavior can also originate from inside th@
network in an enterprise. To protect against attdcks and unexpected anomalies, having an intd@a
security network node that is application-aware ead monitor, detect, prevent, and report all urte@n
activities is a requirement.

Since a large portion of UC data is exchanged ahtime (VolP, streaming video, etc.), a speciakslof

UC security nodes is needed to handle UC bandweétthirements. A UC security node can address these
bandwidth requirements by applying policies, t@ffand admission control on different types officaf

and hence throttlifgor guaranteeing bandwidth to specific classesadfit. These two techniques ensure
that an appropriate amount of bandwidth is avadldbt UC devices when needed.

By throttling unimportant or non-time-sensitive @atC routers allow time-sensitive UC traffic tocass
the remaining bandwidth as needed. As an altemat throttling, guaranteeing bandwidth to UC
applications ensures that a certain portion oflalsbé bandwidth is given to UC traffic when needed.

To support external users, UC-Sec can provide secomnections using Transport Layer Security (TLS)
for the signaling traffic, and Secure Real-time ni@ort Protocol (SRTP) for the media traffic. The
encryption provided via TLS/SRTP connections isessary to preserve the confidentiality of digitized
data streams that may contain classified informatitm a UC network, data may not be encrypted tend-
end for several reasons. For example, endpoiritég®wmay not support encryption mechanisms and call
servers may not be able to scale properly whilgstting encryption. In addition, decryption is vagd

in the UC network for application-level inspectiand processing, as well as discarding of messagés t
are not properly formatted or have characterigties are indicative of a potential attack. A netkvnode

is needed that can scale and support encryptiondaedyption in real-time and connect different IP
endpoints without introducing delay or performaimpact.

The UC-Sec provides a security feature called tgphiding that allows administrators to mask theial
network topology protected by the UC-Sec from uhatized or malicious users. The UC-Sec can be
configured to learn caller behaviors. The TOE weaonfigurations as it monitors caller patternd a
receives user input on callers. These configunatieepresent each caller’s profile, which the T@eént
applies special rules to, depending on the likadahat the caller is making legitimate calls orais
spammer. Configurations for learned behaviorsaaiten and rewritten via Trivial File Transfer Rogol.

3 Throttling refers to the process of deliberateaigviding reduced bandwidth to a specific classaffic or
user.
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Figure 1* - Remote User Tunneling
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The UC-Sec provides a Session Initiation Proto&WP] Trunking capability. SIP Trunking allows the
UC-Sec to protect the signaling traffic with TLSdathe media traffic with SRTP as it leaves the gmise
network. Since the UC-Sec is a TLS endpoint, iains the ability to inspect traffic for anomalous
behavior. The TLS protection prevents snoopingnadification of the media stream as it leaves the
protected network.

* From the figure:
*  FW - Firewall
* NAT —Network Address Translation,
* IPCS - Previous version of UC-Sec were referreasttPCS,
e PBX - Public Branch Exchange.
 RTP - Real-time Transport Protocol
»  SIP — Session Initiation Protocol
*  WiFi — Wireless Fidelity (wireless networking)
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Figure 2° — SIP Trunking
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UC real-time traffic is open to unique vulneralpdl#t, requiring a special class of security solutiorhe
UC-Sec fills this niche by providing access corgr@pplication-specific threat mitigation, and U&ffic
policy enforcement, thus protecting vulnerable dafareats typically faced by UC systems and caeudte
by the UC-Sec include:

» denial of service or distributed denial of senio®ds,
« fuzzind or sending malformed messages,

e spoofing or masquerading,

e eavesdropping,

« toll fraud’, and

« rogue media

® From the diagram:
* |SP — Internet Service Provider

® Fuzzing refers to a technique where invalid, ueexgd, or random data is provided to an application
invoke any kind of unexpected behavior (such asirstgcvulnerabilities) that is subsequently recatdsy
the attacker.

" Toll fraud refers to the fraudulent, illegal useaocompany’s telecommunications equipment by edthi
party from a remote location.
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The UC-Sec provides support for Network Address$iation (NAT) environments. UC connections
may be allocated different ports by NAT devicesinyia session. NAT traversal solves this problegm b
handling external calls in such a way that calésraot interrupted by shifting NAT port allocations.

1.4 TOE Overview

The TOE Overview summarizes the usage and majarisgdeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgirig the TOE type, describing the product, and
defining the specific evaluated configuration.

1.4.1 TOE Type

The TOE is the software, MontaVista Linux, or thebian Linux portion of the UC-Sec v4.0 Software.
The TOE includes the EMS software for centralizewhagement and the Debian Linux that EMS runs on
running on separate hardware. Sipera provide§@Ie as a UC security solution for small to entexpri
class deployments. The TOE specializes in rea-tii€ traffic monitoring and security, but is camabf
handling UC traffic that is not exchanged in réald. The parts that make up the TOE (the UC-Se@ v4
Software) include:

» the UC-Sec functionality,

« the EMS centralized management and monitoring dersftwaré,
» the customized Debian Linux OS for EMS,

* the customized Debian Linux OS for the UC-Sec, and

» the customized MontaVista Linux OS for the UC-Sec.

Each UC-Sec can be managed through a locally-hagéddbased EMS Graphical User Interface (GUI),
but for the CC-evaluated configuration, the UC-Seidsbe managed via a second web-based EMS GUI
on the EMS device. The GUI provides all of theldothat an administrator needs to define rules and
operate the TOE, but EMS provides centralized nooimi¢y services as well. Each UC-Sec device support
this centralized monitoring service by reportingportant events and system health information to the
EMS. The EMS allows administrators to set up andhpconfigurations to all UC-Sec devices on the
managed netwofR Configurations contain rule sets and the secweaipabilities enabled or disabled for
each device.

1.4.2 TOE Description

Since the TOE is intended to be a border or intesaaurity device (accessible on an exposed pordfon
the network), only certain protocols are allowed cdonnect (restricted by port) to the management

8 In this case, rogue media refers to the injectibm media stream onto the network without usirg th
proper setup and monitoring protocols.

° Note that in the CC-evaluated configuration of TH2E, the EMS software runs on a separate general-
purpose hardware platform with an instance of thetamized Debian Linux OS.

° The managed network is the network that containsf ghe UC-Sec appliances that are managed by the
EMS device.
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interfaces on the TOE. These include $SHTTPS? DNS®, Syslog, NTR*, SNMP*, and SSL-VPN.
The TOE blocks any other traffic that is addresfsedhe management interfaces. To prevent flooding
TOE limits the number of Transmission Control Pomio( TCP) packets that are allowed from a singlstho
within an administrator-specified time frame. TBMS acts as an NTP and Syslog server for UC-Sec
appliances, and an NTP and Syslog client whennglkd third-party servers. The UC-Sec can act as a
DNS, NTP, and Syslog client. The TOE supports SNRIP

The TOE provides Configurable Media Anchoring foP $ind Skinny Client Control Protocol (SC&P)
Configurable Media Anchoring allows the TOE to opglly provide a Media Release service for parties
with a direct network path to one another. MedieRse allows the data stream (e.g., voice, vieleo), to
flow directly among the participants, rather thaginly routed through the signaling path. This frees
bandwidth for other users and applications, sirata dan be moved out-of-bdAdvith no adverse effects.
SIP and SCCP signaling traffic must continue to theeinitially-established route for the duratiohtloe
communications.

The three major functionalities provided by the T@Erotect the network include monitoring, detewati

and protection. Monitoring enables the TOE to gatAnd examine signaling and media traffic from
various areas of the UC network, including all gruints, media gateways, call servers, and appdicati
servers. Users of the TOE can define thresholdsvient activity (such as the number of calls orgjing
from a single source) and the TOE can trigger atatonnotify users when thresholds are reached. The
TOE also reports monitored events to EMS to alloeeatralized view of the state of network security.
The aggregation of data at a single point of thivaek allows the TOE or administrators to identify
attacks that might not be detected otherwise.

There are several detection techniques that the U$8E to discover attacks against the UC netwQrke
technique is to learn caller behavior through taak observation of, for example, outgoing callegt
toward the call server. These algorithms allowrside define time-of-day and day-of-week criteroa f
anticipated behavior (e.g., it would be expecteat fiewer calls would occur on weekends when fewer
people are in the office), while accommodating vesels, holidays, and other user-specified specsdsa
The TOE notes abnormal behavior and can take ataimaction as a result or simply alert an
administrator.

1 SSH — Secure Shell

2 HTTPS — Secure Hypertext Transfer Protocol
13 DNS — Domain Name System

“NTP — Network Time Protocol

> SNMP — Simple Network Management Protocol

8 SIP and SCCP are signaling protocols that are tsegbtablish and manage sessions between user
endpoints in UC systems. These protocols provaigrol data for connections, such as VolIP calls)evh
the actual media stream is provided by anotheopoit typically Real-time Transport Protocol (RTP).

" Out-of-band data means that the data flows seglgrfaom the control or signaling data.
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The TOE also applies user black listing and whiéng by the user administrator via EMS, and black
listing of specific sources by the endpoint usarthie endpoint device.

As an application-layer device, the TOE can insgket sequence and contents of protocol messages to
detect anomalies and scanning attacks. Theserdsanllow the TOE to detect more advanced and
dangerous attacks, including zero-day vulneragditi After detecting each attack, rules on the T@&be
configured to allow the TOE to take appropriatgpoese actions as needed.

The TOE provides a UC-Device Configuration Proxy foanagement of remote UC devices on the
network. The TOE is able to download configuratiibes from configuration servers of supported desi
These configuration files are for the UC devicesraxting to the network that the UC-Sec protedike
UC-Sec then can rewrite some portions of the candition files based on policies defined through EMS
For example, the TOE can rewrite internal IP adslrego the equivalent externally facing IP addiesse
prevent reconnaissance. The UC-Sec then provigese tfiles to supported UC devices in their modifie
form.

The TOE provides intrusion and attack protectiorvises. Intrusion protection discovers anomalous
events and mitigates potential intrusion eventsfinside or outside of the enterprise network. HAtis
customized protocol-scrubbing rules, the TOE caeaend prevent malformed-packet-based Denial-Of-
Service (DOS) attacks. The protection functiogahtiows the TOE to block attacks while allowing
legitimate traffic to pass unobstructed. Users define rules to extend this protection to indivdatiend-
points, specific groups of end-points, or to all dEvices in the network. This allows a fine-grdine
control of security, and lets users apply traffleefing rules only to those entities that are \arhble to
each attack.

The TOE is capable of requiring two-factor autheation from callers. Two-factor authenticationuigs
the caller to enter a Personal Identification Nun{BaN), followed by an RSA SecurID token. The RN
authenticated by a RADIU% server and the SecurlD token is authenticated oyR8A authentication
server. TOE administrators can specify the dumattbat the caller stays logged-in after initial
authentication, and this value can be on the oofleninutes, hours, or days, after which the caftherst
authenticate again.

The TOE includes rules to limit the types of mettiat are allowed to be sent across the network: Fo
example, video or modem signals can be blockedis feature is useful if certain classes of tratie@
undesirable, because they represent either a sedsk or a misuse of enterprise resources. HBlation

of undesirable traffic can also simplify networldasecurity configurations across the network.

Using end-point validation techniques, the TOE pagvent spoofing attacks. These techniques rely on
fingerprinting technology, which uses hashes orckbems of data that can be used to positively ifient
the device and endpoint. By applying fingerprigttechnology to various message fields at the egiidin
layer, the TOE can differentiate between a usedisgriegitimate traffic and an attacker attemptiogend
traffic while masquerading as a valid user.

The TOE can discover attacker attempts to scarJtbenetwork at the application level. The intrusion

protection capabilities of the TOE allow the TOEidentify common scan signatures. When a scan is
discovered, the TOE reports the scan to an admatéstand blocks the attacker for an administrator-
specified time period.

The security functionality for the TOE can be summed into two functional entities: Signaling and
Media. The Signaling entity provides support fae Datagram Protocol, Transmission Control Prdtoco

18 RADIUS — Remote Access Dial-In User Service
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and TLS®, and enhanced SIP and SCCP validation and attamleption techniques. The Media entity
provides enforcement of policy for media stream®tqrol validation for RTP, support for timing and
bandwidth validation techniques, codec validation dncoded data streams, and detection of Dual Tone
Multi-Frequency (DTMF) digits. In the evaluatednfiguration, these entities are contained withgirgle
UC-Sec device.

The UC-Sec provides a media forking feature tHatxad media streams to be duplicated for recording
purposes. For example, calls to a help center inbigltecorded in this way for quality assuranceppses.
With media forking, the original call progressesasmal, while the UC-Sec creates a copy of ongy th
media stream (signaling information is not dupkehtand sends it to the alternate destination. The
recording device extracts the IP source and porh fthe media packet and correlates it with the same
information extracted or communicated with the Gadlver. No signaling forking is required by th€-U
Sec solution in order to perform the media forkfiagction.

The TOE provides a Signaling Mirroring servicegigiling Mirroring allows the TOE to forward copies
signaling data to an external recording devicgn&ling mirroring may be desirable for customer®wh
wish to keep records of each calls signaling streamuality assurance and debugging. With Sigrali
Mirroring, the original call progresses as normijle the TOE creates a copy of only the signalirgam
and sends it to the alternate destination.

The TOE supports a Reverse Turing Test that enkanser awareness of external calls and allows for
external call screening. When a user answers liome for an external call (originating outside loé t
organization), the user hears a prerecorded mesgttya TOE-generated random code. The lengthef t
digit code is configurable by the TOE and can hidogehe user administrator. The user can entectide

to connect the call, or can ignore the call andghamto disconnect the caller. If the call is cected, the
user is aware that the calling party is from owdsile organization and to be careful about disatpsi
sensitive or confidential information.

The UC-Sec supports High-Availability (HA) deploynis. HA functionality allows automatic takeover of
security services by a standby UC-Sec device iretlant that the active UC-Sec goes offline or enser
error state. In HA deployments, two UC-Sec deviaes deployed as a pair, with one device in active
mode and the other in standby mode. The activéiceeperates normally at all times, and additignall
synchronizes active UC session states with thedbtaappliance in real time. A health check is alsoe
between the active and standby UC-Sec appliancesednlar intervals. The standby appliance is
configured with the same rules and interfaces asatttive, including the same IP addresses foritraff
interfaces. Any configuration changes on the actiC-Sec are also done automatically on the standby
UC-Sec by the EMS node. During a failover, thexdbsy device takes over for the active without diogp
connections or packets of active sessions.

EMS has a replication feature that allows two EMSides to be set up as active and standby app$ance
Data is synchronized from the active EMS to thedityy EMS at regular intervals. If the active EMS8S,
then an administrator can configure the standby HWd &ke over as the active EMS. This provides a
manual failover to support business continuityll@-Sec administrators.

Figure 3 shows the details of the deployment caméition of the TOE:

!9 Note: The encryption functionality of the UC-Seashot been previously evaluated and has not lmeen (
will not be) evaluated in the context of a CommaiteCia evaluation.
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Figure 3 - Deployment Configuration of the TOE

1.4.3 Brief Description of the Components of the TOE

The TOE consists of the UC-Sec software running @ustomized MontaVista or Debian Linux OS, and
the EMS software running on a second customizedabehinux OS. The UC-Sec software is the same
regardless of the OS used, and provides the main rbi@ing, firewall, and secure connection

functionality’® for the TOE. The OS chosen is determined by @elare appliance that the TOE is

installed on. Each OS is optimized to suit a défeé hardware platform. The TOE can be deploy#teei

in a DMZ or in the Core network of an enterprise.

EMS is a centralized management console. Admaiists can connect to EMS to control and push
configurations to one or more UC-Sec devices withenmanaged network. EMS is also used to manage,

% Note: The encryption functionality of the UC-Seasinot been previously evaluated and has not togen (
will not be) evaluated in the context of a CommaiteCia evaluation.
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monitor, and collect information from each UC-Seaonthich it is connected. The EMS provides a GUI-
based environment to an Administrator to view, nmmiand manage the UC-Sec nodes in real-time.

Although not part of the TOE, the hardware and filane on which the TOE runs is provided by Sipera
based on the products that Sipera’s customers.orBach model is a 1 Unit (U) or 2U appliance with
hardware optimizations appropriate to provide senfor the intended number of users. Customers can
order customized hardware optimizations througle@iupon request.

1.4.4 TOE Environment

The evaluated deployment configuration of the T@guires the following environmental components in
order to function properly:

» the UC-Sec hardware appliance appropriate forrttemded deployment,

» the hardware device appropriate for the EMS deptym

e UC devices to use the UC network that the TOE ptste

« call servers on the UC network that the TOE pratect

e cables, connectors, and switching and routing @svibat allow all of the TOE and environmental
components to communicate with each other,

* an administrator workstation with a web browser.

The TOE is intended to be deployed in a physicsdigure cabinet room or data center with the apatapr
level of physical access control and physical prite (e.g., fire control, locks, alarms, etc.) eTROE is
intended to be managed by administrators operatinigr a consistent security policy.

The TOE is intended to provide security for UC degi on the network. Depending on the services
intended to be deployed on this network, certaiditahal devices may be needed (e.g., SIP-capable
routers, IP phones, etc.) Devices specific tosterice deployment for the UC network are considlere
environmental components.

The TOE is managed through a web GUI. Administsatmust access this interface from a trusted
workstation that supports a graphical web browsere web GUI is part of the TOE, but the workstatio
and web browser are part of the TOE environment.

1.5 TOE Description

This section primarily addresses the physical apgichl components of the TOE included in the
evaluation.
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1.5.1 Physical Scope

Figure 4 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbegr all
of the components of the TOE and the constitueitiseoTOE Environment.

The TOE is a software and OS security solution tingtlements UC routing, firewall, and secure
connection to access the UC core network for UCpeimd products, UC network solutions, and UC
application". The TOE runs on the UC-Sec line of purpose-budtdware platforms. The TOE is
installed on a hardware appliance as depicteddnrEi4 below. The essential logical componentgter
proper operation of the TOE in the evaluated caméijon are the UC-Sec, Debian Linux, MontaVista
Linux, and EMS software. The TOE must run on tippliance hardware provided by Sipera. The
appliance hardware, physical network cables andcdsyand servers running required network services
(such as DNS) are the only required physical coraptsfor the proper operation of the TOE.

%L Note: The encryption functionality of the UC-Seasinot been previously evaluated and has not togen (
will not be) evaluated in the context of a CommaiteCia evaluation.
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Legend:
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RSA, NTP, RADIUS,
Syslog, etc.)

Figure 4 - Physical TOE Boundary

The TOE can be deployed in the DMZ or in the Cagvork. When deployed in the DMZ, the TOE
provides its services to UC devices that lie owtste corporate network and must connect remately t
gain access to devices and services within. Wieptogted inside the Core network, the TOE provides i
services to UC devices operating within the corfgoreetwork only.

1.5.1.1 Guidance Documentation
The following guides are required reading and pathe TOE:

» Sipera Systems UC-Sec Release Notes Release #.0lupaber: 010-5524-400v1.00

» Sipera Systems UC-Sec Release Notes Release Adil@r(dum), Part Number: 010-5525-
400v1.04

» Sipera Systems UC-Sec Administration Guide ReldagePart Number: 010-5423-400v1.06

e Sipera Systems UC-Sec 1U Installation Guide ReldasePart Number: 101-5224-400v1.01

» Sipera Systems UC-Sec 1U Maintenance Guide Refe@s®@art Number: 101-5303-400v1.01

e Sipera Systems UC-Sec 2U Installation Guide ReldasePart Number: 102-5224-400v1.01
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» Sipera Systems UC-Sec 2U Maintenance Guide Refe@s@art Number: 102-5304-400v1.01
e Sipera Systems UC-Sec EMS Installation Guide Relda® Part Number: 100-5224-400v1.01
e Sipera Systems UC-Sec EMS Maintenance Guide Refe@sPart Number: 100-5302-400v1.01

1.5.2 Logical Scope

The security functional requirements implementedhsyTOE are usefully grouped under the following
Security Function Classes:

»  Security Audit,

» User Data Protection,

» |dentification and Authentication,
e Security Management.

1.5.2.1 Security Audit

The TOE provides the ability to generate audit résdor startup and shut down of the audit fungtion
administrator login and logout actions. Within le@aidit record, the TOE records a timestamp of vthen
event occurred, the type of event that occurred,identity of the subject responsible for the evght
applicable), and whether the event succeeded tedfai Administrators can review the audit records
through the Syslog Viewer page of the web GUI.

1.5.2.2 User Data Protection

The TOE enforces a Signaling Information Flow Coh8ecurity Functional Policy (SFP). The Signaling
Information Flow Control SFP controls traffic pags@rough the TOE between external entities (sich a
IP phones) based on the legitimacy of the traffie.,(no malformed packets) and the rules definedhe
TOE.

1.5.2.3 Identification and Authentication

The TOE requires all administrators to identifyrtfselves and authenticate their identities befocesging
the management GUI of the TOE. The TOE does nowige any management functionality to
unauthenticated administrators.

TOE users communicating via SIP must identify theles and authenticate their identities beforegusin
the TOE if SIP user authentication is enabledSIR authentication is not enabled, these usersusayhe
TOE’s data interfaces without performing any idfcdition or authentication steps. The TOE supports
two-factor authentication for users.

Administrator passwords must conform to a passwmsticy on the TOE. The policy specifies that
passwords must be at least eight characters lootyde upper- and lower-case letters, special chers
and numbers.

1.5.2.4 Security Management

The TOE provides a web GUI that administrators aa@ to manage the behavior of security functions,
security attributes, and TOE Security Function (T8&a. This GUI on the EMS management device can
be used to view statistics collected by UC-Seciappés across the network, and to push configuratio
any UC-Sec within the managed network. The GUIpsuis three roles: Admin, Manager, and
Supervisor. Each role has different permissiongedding on whether the UC-Sec appliance being
managed is configured for SIP or SCCP traffic.
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1.5.3 Product Physical/lLogical Features and Functionality not
included in the TOE

Features and functionality that are not part ofet@luated configuration of the TOE are:
« the command line interface into the UC-Sec or EM&ick$?,
 SNMP v1 and vZ2c,
»  Cryptoraphic algorithms used by remote user seitumeeling encryption or secure management.

2 This includes remote (SSH) and local (terminatjess.
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2 Conformance Claims

This section provides the identification for any ,&otection Profile (PP), and EAL package confarcea
claims. Rationale is provided for any extensiongawgmentations to the conformance claims. Ralgona
for CC and PP conformance claims can be found ati@e8.1.

Table 2 - CC and PP Conformance

Common (oY [T7FN Common Criteria for Information Technology Security Evaluation, Version 3.1,
(o) I [ [ 1 [T TRl W Revision 3, July 2009; CC Part 2 extended; CC Part 3 conformant; Parts 2 and 3

and Conformance Interpretations from the CEM? as of 2009/12/18 were reviewed, and no
interpretations apply to the claims made in this ST.

PP Identification None

Evaluation EAL3 Augmented with Flaw Remediation (ALC_FLR.2)

Assurance Level

%3 CEM — Common Evaluation Methodology
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3 Security Problem

This section describes the security aspects ofethéronment in which the TOE will be used and the
manner in which the TOE is expected to be employédprovides the statement of the TOE security
environment, which identifies and explains all:

* Known and presumed threats countered by eithef @i or by the security environment

» Organizational security policies with which the T@tast comply

» Assumptions about the secure usage of the TOR)dimgy physical, personnel and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to thé*l@ssets against which protection is required byTiB& or by
the security environment. The threat agents afiéeti into two categories:

» Attackers who are not TOE users: They have pubimkedge of how the TOE operates and are
assumed to possess a low skill level, limited resesito alter TOE configuration settings or
parameters and no physical access to the TOE.

e TOE users: They have extensive knowledge of howltBE operates and are assumed to possess
a high skill level, moderate resources to alter T@Hfiguration settings or parameters and
physical access to the TOE. (TOE users are, hawassumed not to be willfully hostile to the
TOE.)

The TOE is intended to protect UC communicationsegally throughout an enterprise network, as
opposed to specific communications channels. fesalt, threat agents are assumed to have a l@hdév
motivation. The IT assets requiring protection e user data saved on or transitioning throughTt®@E
and the hosts on the protected network. Removmindtion and mitigation of the threats are throuhé
objectives identified in Section 4 Security Objeet. The following threats are applicable:

Table 3 = Threats

Name Description

T.NOAUTH An unauthorized person may attempt to bypass the security of the
TOE so as to access and use security functions and/or non-security
functions provided by the TOE.

T.AUDACC Persons may not be accountable for the actions that they conduct
because the audit records are not adequately generated or regularly
reviewed, thus allowing an attacker to escape detection.

T.SPOOF An unauthorized person on an external network may attempt to by-
pass the information flow control policy by disguising authentication
data (e.g, spoofing the source address) and masquerading as a
legitimate user or entity on an internal network.

T.INTERCEPT An unauthorized person may attempt to intercept a media stream as
it is leaving the network protected by the TOE, thereby gaining access
to the UC data being exchanged between two parties.

T.MEDIAT An unauthorized person may send impermissible UC traffic through

24|T — Information Technology
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Name Description

the TOE, which results in the exploitation of resources on the
internal network.

T.FLOOD An unauthorized person may attempt to disable the TOE by sending a
flood of traffic intended to overwhelm the TOE's operating capacity.

T.SPAM An unauthorized person may repeatedly call an individual user,
resulting in the user disconnecting their UC device from the network.

T.ROGUE Errors in the UC network may generate anomalous traffic that uses
bandwidth that is needed for legitimate traffic.

3.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a ses@turity rules, procedures, or guidelines impdsedn
organization on the operational environment of itd¥E. There are no OSPs defined for this ST.

3.3 Assumptions

This section describes the security aspects ofintended environment for the evaluated TOE. The
operational environment must be managed in accoedaith assurance requirement documentation for
delivery, operation, and user guidance. The fatgwspecific conditions are required to ensure the
security of the TOE and are assumed to exist iaraironment where this TOE is employed.

Table 4 — Assumptions

Name Description

APHYSEC The TOE is physically secure.

A.NOEVIL Authorized administrators are non-hostile and follow all administrator
guidance; however, they are capable of error.

ASINGEN Real-time UC traffic cannot flow among the internal and external
networks unless it passes through the TOE.

A.REMACC The internal network is configured to allow authorized administrators
to access the TOE remotely from within the internal network via the
management interface.

A.TUSAGE The TOE shall not be inadvertently configured, used, and administered
in an insecure manner by either authorized or unauthorized persons.

ATIME The IT Environment will provide reliable time stamps to the TOE.

A.REMMAN The IT Environment will provide adequate protection for management
and other communications between physically separate TOE
components.
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4 Security Objectives

Security objectives are concise, abstract statesrafrthe intended solution to the problem defingdhe
security problem definition (see Section 3). Tke &f security objectives for a TOE form a highdev
solution to the security problem. This high-legellution is divided into two part-wise solutionghe
security objectives for the TOE, and the securlijectives for the TOE’s operational environmenthisT
section identifies the security objectives for TR®@E and its supporting environment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE ardodisws:
Table 5 - Security Objectives for the TOE

Name Description

O.SECFUN The TOE must enable an authorized administrator to use the TOE
security functions, and must ensure that only authorized
administrators are able to access such functionality.

O.AUDREC The TOE must provide a means to record a readable audit trail of
security-related events, with accurate dates and times, and a means to
review the audit trail.

O.ACCOUN The TOE must provide user accountability for UC traffic flows
through the TOE and for authorized administrator use of security
functions related to audit.

O.MEDIAT The TOE must mediate the flow of all UC traffic between clients and
servers located on internal and external networks governed by the
TOE.

O.IDAUTH The TOE must require that the claimed identity of all administrative

users be uniquely identified and authenticated before granting an
administrative user access to TOE functions or, for certain specified
services, to a connected network, when authentication is enabled for
those administrative users.

4.2 Security Objectives for the Operational
Environment

4.2.1 IT Security Objectives

The following IT security objectives are to be séid by the environment:

Table 6 - IT Security Objectives

Description

OE.SINGEN The TOE must be placed in the UC network in such a way that no
UC traffic can enter or leave the network without traversing the
TOE.
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Name Description

OE.TIME The IT Environment will provide reliable timestamps to the TOE.

OE.AUTH The IT Environment will provide a means by which the claimed
identities of end-users and end-devices can be authenticated.

OE.REMACC Authorized administrators may access the TOE remotely via the
management interface from the internal network.

OE.REMMAN The IT Environment will provide a means by which traffic between
physically separate components of the TOE is protected from
unauthorized disclosure and modification.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objecvare to be satisfied without imposing technical
requirements on the TOE. That is, they will noquiee the implementation of functions in the TOE
hardware and/or software. Thus, they will be §atislargely through application of procedural or
administrative measures.

Table 7 - Non-IT Security Objectives

Name Description

NOE.PHYSEC The TOE is physically secure.

NOE.NOEVIL Authorized administrators are non-hostile, appropriately trained, and
follow all administrator guidance; however, they are capable of error.

NOE.GUIDAN The TOE must be delivered, installed, administered, and operated in a
manner that maintains security.
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5 Extended Components

This section defines the extended SFRs and exteBddts met by the TOE. These requirements are
presented following the conventions identified acfon 6.1.1.

5.1 Extended TOE Security Functional

Components

This section specifies the extended SFRs for thE.TOhe extended SFRs are organized by class.eBabl
identifies all extended SFRs implemented by the TOE

Table 8 - Extended TOE Security Functional Requirements

Description

FIA_MAS.| Multiple authentication support

5.1.1 Class FIA: Ildentification and Authentication

Identification and Authentication functions involtlee requirements to establish and verify a claimsef
identity. The extended family and related compaseior FIA_MAS: Multiple user authentication
mechanisms in the environment was modeled afte€@déamily FIA_UAU: User authentication.

5.1.1.1  Multiple authentication support (FIA_MAS)

Family Behaviour

This family defines the types of user authenticgatmechanisms supported by the TSF and the TOE
Environment.

Component Leveling

FIA_MAS: Multiple authentication support 1

Figure 5 — FIA_MAS family decomposition

FIA_MAS.1 Multiple authentication support, prov&lehe capability for administrators to define
alternative methods for users or devices to auitegetto the TOE.
Management: FIA_MAS.1
The following actions could be considered for trenagement functions in FMT:
e The management of authentication mechanisms;
e The management of the rules for authentication.

Audit: FIA_MAS.1
The following actions should be auditable if FAU KBESecurity audit data generation is included in the
PP/ST:

 Minimal: The final decision on authentication.

FIA_MAS.1 Multiple authentication support
Hierarchical to: No other components
Dependencies: No dependencies
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This component will provide the capability for acdhisirators to define alternative methods for usmrs
devices to authenticate to the TOE.

FIA_MAS.1.1 The TSF shall ensure that the identibf each end-user or end-device is authenticated
according to the [assignment: list of multiple authtication mechanisms].

FIA_MAS.1.2 The TSF shall ensure that each end-useor end-device’s identity is authenticated
according to the [assignment: list of rules dedairig how the multiple authentication mechanisms
provide authentication].
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5.2 Extended TOE Security Assurance
Components

There are no extended SARs defined for this evialuat
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6 Security Requirements

This section defines the SFRs and SARs met by @E.TThese requirements are presented following the
conventions identified in Section 6.1.1.

6.1.1 Conventions

There are several font variations used within 8iis Selected presentation choices are discussedide
aid the Security Target reader.

The CC allows for assignment, refinement, selecsind iteration operations to be performed on sgcuri
functional requirements. All of these operations ased within this ST. These operations are padd
as described in Part 2 of the CC, and are shovioilas/s:

» Completed assignment statements are identifiedyUgadicized text within brackets)].

« Completed selection statements are identified usinderlined italicized text within brackets].

» Refinements are identified usitopld text. Any text removed is stricken (Example—FSFData
and should be considered as a refinement.

» Extended Functional and Assurance Requirement&dargified using a short name not already
defined in the CC Standard.

» lterations are identified by appending a letteparentheses following the component title. For
example, FAU_GEN.1(a) Audit Data Generation wouddthe first iteration and FAU_GEN.1(b)
Audit Data Generation would be the second iteration

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Tastion organizes the SFRs by CC class. Table 9
identifies all SFRs implemented by the TOE and daths the ST operations performed on each
requirement.

Table 9 - TOE Security Functional Requirements

Name Description S |AR|I ‘
FAU_GEN.I Audit Data Generation viv |
FAU_SAR.I Audit review v |V
FDP_IFC.I Subset information flow control v
FDP_IFF.1 Simple security attributes v
FIA_MAS.| Multiple authentication support v
FIA_SOS.1 Verification of secrets v
FIA_UAU.I Timing of authentication v |V
FIA_UAU.2 User authentication before any action 4
FIA_UID.I Timing of identification v v
FIA_UID.2 User identification before any action 4
FMT_MOF.1 Management of security functions behaviour v v
FMT_MSA3 Static attribute initialisation v v
FMT_MTD.I Management of TSF data v v v
FMT_SMF.1 Specification of management functions v
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Name Description S|AR]|I ‘
[
‘ FMT_SMR.| ‘ Security roles ‘ ‘ v ‘ 4 ‘ ‘
Note: S=Selection; A=Assignment; R=Refinement; I=Iteration
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6.2.1 Class FAU: Security Audit

FAU_GEN.1  Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redatiedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for theagt specified] level of audit; and
c) [administrator logins, logouts, and login expirations; configuration changes; VOIP activity;
and user logins and logouts, device authentications, when authentication is enabled, and
authentication failure] .
FAU_GEN.1.2
The TSF shall record within each audit record astehe following information:
a) Date and time of the event, type of event, subigentity (if applicable), and the outcome
(success or failure) of the event; and
b) For each audit event type, based on the auditabémtedefinitions of the functional
components included in the PP/Siig pther audit relevant information].
Dependencies:. FPT_STM.1 Reliabletime stamps

FAU SAR.1 Audit review

Hierarchical to: No other components.

FAU_SAR.1.1
The TSF shall provide alithorised administrators] with the capability to reada[l audit
information] from the audit records.

FAU_SAR.1.2
The TSF shall provide the audit records in a marsgtable for theadministrative users to
interpret the information.

Dependencies:. FAU_GEN.1 Audit data generation
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6.2.2 Class FDP: User Data Protection

FDP_IFC.1 Subset infor mation flow contr ol
Hierarchical to: No other components.
FDP_IFC.1.1
The TSF shall enforce th&fnaling Information Flow Control SFP] on
[
a) subjects: external IT entities that send and receive information through the TOE to one
another;
b) Information: traffic sent through the TOE from one subject to another; and
c) Operation: passinformation
].
Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFF.1 Simple security attributes
Hierarchical to: No other components.
FDP_IFF.1.1
The TSF shall enforce th& gnaling Information Flow Control SFP] based on the following types
of subject and information security attributes:
[
a) subject security attributes:
i. presumed source address
b) information security attributes:
i. presumed source address
ii. presumed destination address
iii. destination port
iv. transport layer protocol
V. application layer protocol
Vi. TOE interface on which traffic arrives and departs
].
FDP_IFF.1.2
The TSF shall permit an information flow betweecoatrolled subject and controlled information
via a controlled operation if the following rulesld:
[
a) Subjects on an internal network?® can cause information to flow through the TOE to
another connected network if:

i.  All the information security attribute values are unambiguously permitted by the
information flow security policy rules, where such rules may be composed from all
possible combinations of values of the information flow security attributes, created
by the authorized administrator;

ii. The presumed address of the source subject, in the information, trandates to an
internal network address;

iii.  And the presumed address of the destination subject, in the information, trandates
to an address on the other connected network.

% Internal network refers to the network controllgdthe TOE.
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b) Subjects on the external network can cause information to flow through the TOE to
another connected network if:

i.  All the information security attribute values are unambiguously permitted by the
information flow security policy rules, where such rules may be composed from all
possible combinations of the values of the information flow security attributes,
created by the authorized administrator;

ii. The presumed address of the source subject, in the information, trandates to an
external network address;

iii.  And the presumed address of the destination subject, in the information,, translates
to an address on the other connected network.

].

FDP_IFF.1.3
The TSF shall enforce thad additional rules].
FDP_IFF.1.4

The TSF shall explicitly authorise an informatidovi based on the following rules:

[the Reverse Turing Test function is enabled and the internal user enters the four-digit TOE-

generated code].

FDP_IFF.1.5

The TSF shall explicitly deny an information flowd®d on the following rules:

[

a) For application protocols supported by the TOE (e.g., SP, SCCP), the TOE shall deny any
access or service requests that do not conform to its associated published protocol
specification (e.g., RFC?). This shall be accomplished through protocol filtering proxies that
are designed for that purpose.

b) The Reverse Turing Test function is enabled and the internal user fails to enter the four-digit
TOE-generated code.

].

Dependencies:. FDP_IFC.1 Subset infor mation flow control
FMT_MSA.3 Static attributeinitialisation

% RFC — Request For Comments
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6.2.3 Class FIA: Identification and Authentication

FIA_MAS.1 M ultiple authentication support
Hierarchical to: No other components.
FIA_MAS.1.1
The TSF shall ensure that the identity of each eset-or end-device is authenticated according to
the [authentication mechanism enabled for the applicable protocol listed in Table 10 below].
FIA_MAS.1.2
The TSF shall ensure that each end-user’s or evidalg identity is authenticated according to
the Jruleslisted in Table 10 below].

Table 10 — Multiple authentication support

Authentication | Protocol
Mechanism

Single-factor SIP When user authentication is enabled for SIP users, allow no TSF-
authentication mediated actions until user authenticates with username and password
through the TOE Environment.
SCCP Authentication not available.
Two-factor SIP When two-factor user authentication is enabled for SIP users, allow no
authentication TSF-mediated actions until user authenticates with PIN or password,

and an authentication token through the TOE Environment.

SCCP When two-factor user authentication is enabled for SCCP users, allow
no TSF-mediated actions until user authenticates with PIN or password,
and an authentication token through the TOE Environment.

Dependencies. No dependencies

FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
FIA_SOS.1.1
The TSF shall provide a mechanism to verify thatests meetthe following password complexity
policy for administratorslogging in to the GUI: all passwords must at least eight characters long,
and include:
a) mixed upper- and lower-case characters,
b) at least one special character?’, and
c) atleast one number].
Dependencies. No dependencies

FIA_UAU.1 Timing of authentication

2" A special character can be any character thavtione of the alphanumeric (52 upper- and loweecas
letters and 10 numbers) characters available ¢araard keyboard.
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Hierarchical to: No other components.

FIA_UAU.1.1
The TSF shall allowr|o actions when authentication is enabled] on behalf of theSIP user to be
performed before th8l P user is authenticated.

FIA_UAU.1.2
The TSF shall require ea@iP user to be successfully authenticated before afigvainy other
TSF-mediated actions on behalf of &P userwhen authentication is enabled.

Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.2 User authentication before any action

Hierarchical to: FIA_UAU.1 Timing of authentication

FIA_UAU.2.1
The TSF shall require eagdministrative user to be successfully authenticated before ailgpw
any other TSF-mediated actions on behalf of ddainistrative user.

Dependencies. FIA_UID.1 Timing of identification

FIA_UID.1 Timing of identification

Hierarchical to: No other components.

FIA_UID.1.1
The TSF shall allowrfo actions when authentication is enabled] on behalf of theSIP user to be
performed before th8l P user is identified.

FIA_UID.1.2
The TSF shall require ea@iP user to be successfully identified before allowanmy other TSF-
mediated actions on behalf of tf&if userwhen authentication isenabled.

Dependencies. No dependencies

FIA_UID.2 User identification before any action

Hierarchical to: FIA_UID.1 Timing of identification

FIA_UID.2.1
The TSF shall require eaelministrative user to be successfully identified before allowany
other TSF-mediated actions on behalf of #whinistrative user.

Dependencies: No dependencies
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6.2.4 Class FMT: Security Management

The table below represents the access controbafatrthe UC-Sec administrator roles. It is refered in
the definition of FMT_MOF.1 and FMT_MTD.1.

Functions

Table Il = FMT Access Control Matrix

Admin

Manager

Supervisor

Administration |determine the |determine the |modify the modify the Function | Function
behaviour of, behaviour of, behaviour of |behaviour of not not
disable, enable, |disable, enable, |(cannot (cannot create |allowed |allowed
modify the modify the create new | new users)
behaviour of behaviour of users)

Backup/Restore |determine the |determine the |Function not |Function not Function | Function
behaviour of, behaviour of, allowed allowed not not
disable, enable, |disable, enable, allowed |allowed
modify the modify the
behaviour of behaviour of

Management of |determine the |determine the |determine determine the | Function | Function

Global behaviour of, behaviour of, the behaviour | behaviour of, not not

Parameters disable, enable, |disable, enable, |of, disable, disable, enable, |allowed |allowed
modify the modify the enable, modify the
behaviour of behaviour of modify the behaviour of

behaviour of

Management of |determine the |n/a determine n/a Function | n/a

Global Profiles | behaviour of, the behaviour not
disable, enable, of, disable, allowed
modify the enable,
behaviour of modify the

behaviour of

Management of |determine the |n/a determine n/a Function | n/a

SIP Cluster behaviour of, the behaviour not
disable, enable, of, disable, allowed
modify the enable,
behaviour of modify the

behaviour of
Management of |n/a determine the |n/a determine the |n/a Function
SCCP Cluster behaviour of, behaviour of, not
disable, enable, disable, enable, allowed
modify the modify the
behaviour of behaviour of

Management of |determine the |n/a determine n/a Function | n/a

Domain Policies |behaviour of, the behaviour not
disable, enable, of, disable, allowed
modify the enable,
behaviour of modify the

behaviour of
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Manager Supervisor
Functions
Management of |determine the |determine the |determine determine the | Function | Function
Device Specific |behaviour of, behaviour of, the behaviour | behaviour of, not not
Settings disable, enable, |disable, enable, |of, disable, disable, enable, |allowed |allowed
modify the modify the enable, modify the
behaviour of behaviour of modify the behaviour of

behaviour of

Troubleshooting | determine the | determine the |determine determine the | Function | Function
behaviour of, behaviour of, the behaviour | behaviour of, not not
disable, enable, |disable, enable, |of, disable, disable, enable, |allowed |allowed
modify the modify the enable, modify the
behaviour of behaviour of modify the behaviour of

behaviour of

TLS determine the |determine the |determine determine the |Function |Function

Management behaviour of, behaviour of, the behaviour | behaviour of, not not
disable, enable, |disable, enable, | of, disable, disable, enable, |allowed |allowed
modify the modify the enable, modify the
behaviour of behaviour of modify the behaviour of

behaviour of

Management of |determine the |n/a determine n/a Function |n/a

IM Logging behaviour of, the behaviour not
disable, enable, of, disable, allowed
modify the enable,
behaviour of modify the

behaviour of

View Incidence |Determine the |Determine the |Determine Determine the |Determi |Determi

and Statistical behaviour of behaviour of the behaviour | behaviour of ne the ne the
Logs of behaviou |behaviou
r of r of
TSF Data
Audit logs Query, enable, |Query, enable, |Query, Query, enable, |Query Query
disable disable enable, disable Incidence | Incidence
disable and and
Statistical | Statistical
logs logs
Signaling change_default, | change_default, | change_defaul | change default, |Function |Function
Information query, modify, |query, modify, |t, query, query, modify, |not not
Flow Control delete delete modify, delete allowed | allowed
SFP rules delete

FMT_MOF.1 Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.1.1
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The TSF shall restrict the ability tadiermine the behaviour of, disable, enable, modify the
behaviour of] the functions [isted in Table 11 above] to [the administrator roleslisted in Table 11
above].
Dependencies. FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.3 Static attributeinitialisation
Hierarchical to: No other components.
FMT_MSA.3.1
The TSF shall enforce theSfnaling Information Flow Control SFP] to provide festrictive]
default values for security attributes that areduseenforce the SFP.
FMT_MSA.3.2
The TSF shall allow theP Admin, SCCP Admin] to specify alternative initial values to override
the default values when an object or informatiocresated.
Dependenciess. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MTD.1 Management of TSF data

Hierarchical to: No other components.

FMT_MTD.1.1
The TSF shall restrict the ability teHange default, query, modify, delete as specified in Table
11 above] the [TSF data listed in Table 11 above] to [the administrator roles listed in Table 11
above].

Dependencies. FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles

FMT_SMF.1  Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1
The TSF shall be capable of performing the follggvmanagement functionsménagement of
security functions, management of security attributes, and management of TSF data].
Dependencies: No Dependencies

FMT_SMR.1  Security roles

Hierarchical to: No other components.

FMT_SMR.1.1
The TSF shall maintain the roleSIP Admin, SCCP Admin, SIP Manager, SCCP Manager, SIP
Supervisor, SCCP Supervisor].

FMT_SMR.1.2
The TSF shall be able to associadieninistrative users with roles.

Dependencies: FIA_UID.1 Timing of identification
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6.3 Security Assurance Requirements

This section defines the assurance requirementhéilT OE. Assurance requirements are taken fram th
CC Part 3 and are EAL3 augmented with ALC_FLR.2bl€ 12 - Assurance Requirements summarizes

the requirements.

Table 12 - Assurance Requirements

Assurance Requirements ‘

Class ASE: Security Target
evaluation

ASE_CCL.I Conformance claims

ASE_ECD.| Extended components definition

ASE_INT.I ST introduction

ASE_OB]J.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.| Security problem definition

ASE_TSS.1 TOE summary specification

Class ALC : Life Cycle Support

ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation
coverage

CM28

ALC_DEL.| Delivery Procedures

ALC_DVS.1 Identification of security measures

ALC_LCD.| Developer defined life-cycle model

ALC_FLR.2 Flaw reporting procedures

Class ADV: Development

ADV_ARC.I Security Architecture Description

summary

ADV_FSP.3 Functional Specification with complete

ADV_TDS.2 Architectural design

Class AGD: Guidance documents

AGD_OPE.| Operational user guidance

AGD_PRE.| Preparative procedures

Class ATE: Tests

ATE_COV.2 Analysis of coverage

ATE_DPT.I Testing: basic design

ATE_FUN.I Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment

AVA_VAN:.2 Vulnerability analysis

% CM — Configuration Management
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7 TOE Summary

Specification

This section presents information to detail how Tt@E meets the functional requirements described in
previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assacidéscriptions correspond to the security functions
Hence, each function is described by how it spealiff satisfies each of its related requirementis
serves to both describe the security functions eattbnalize that the security functions satisfy the
necessary requirements.

Table 13 - Mapping of TOE Security Functions to Security Functional Requirements

TOE Security Function SFR ID Description
Security Audit FAU_GEN.I Audit Data Generation
FAU_SAR.I Audit review
User Data Protection FDP_IFC.I Subset information flow control
FDP_IFF.1 Simple security attributes
Identification and Authentication FIA_MAS.| Multiple authentication support
FIA_SOS.| Verification of secrets
FIA_UAU.I Timing of authentication
FIA_UAU.2 User authentication before any
action
FIA_UID.I Timing of identification
FIA_UID.2 User identification before any
action
Security Management FMT_MOF.| Management of security functions
behaviour
FMT_MSA.3 Static attribute initialisation
FMT_MTD.I Management of TSF data
FMT_SMF.1 Specification  of  management
functions
FMT_SMR.I Security roles

7.1.1 Security Audit
FAU_GEN.1
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The TOE provides the ability to generate audit résdor startup and shut down of the UC-Sec node,
authentication success or failure, all configuratehanges by administrator actions, and user evbats
are captured within billing call detail records.

The TOE audit records contain the following infotia:
Table 14 - Audit Record Contents

Field Content

Timestamp Date and time that the event occurred.

Category Classifies events into relevant categories.

Device Identity of the entity responsible for generating the audit
message.

Incident/syslog |Specifies for each message whether the audited action
specific data completed successfully or not.

FAU_SAR.1
All audit records can be viewed via the Syslog \@ewage of the web GUI.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_SAR.1.

7.1.2 User Data Protection
FDP_IFC.1, FDP_IFF.1

The Signaling Information Flow Control SFP limitgetinformation that external entities can passuho
the TOE to one another. Decisions on whetherltwairaffic to pass through the TOE are based ugon
administrator-defined rule set and activated fesguisuch as application layer message inspectidn an
intrusion protection features. These features wodether to ensure that only valid traffic is pabs
through the TOE and that any potentially harmfaffic is blocked.

TOE Security Functional Requirements Satisfied: FDP_IFC.1, FDP_IFF.1.

7.1.3 ldentification and Authentication
FIA_UAU.1, FIA_UID.1, FIA MAS1

The TOE can require SIP users to identify themsebugd authenticate their identities through a RABIU
server before passing traffic through the TOE,tbigt feature can be disabled or enabled by admaist.
When enabled, users must authenticate based onfgwed time period (e.g. once per day, once per
week, etc.) If this feature is disabled, theruaktrs can send legitimate traffic through the TOE.

The TOE offers a two-factor authentication mechanisr SIP or SCCP users. When enabled, users must
authenticate their identities through a RADIUS serand an RSA authentication server via a two-facto
authentication mechanism that requires a passwordand an RSA SecurID token.

FIA_UAU.2, FIA_UID.2
Administrators accessing the GUI to manage the TSt identify themselves and authenticate their

identities before access any of the managementréEsatavailable via the GUI. The TOE supports local
authentication and RADIUS authentication.
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FIA_SOS.1

The TOE enforces a password policy for all locanadstrator accounts. This password policy is hard
coded and requires that administrator password®aorto the following rules:

* must be at least eight characters long,

* must contain mixed upper- and lower-case letters,
* must contain at least one special character, and

* must contain at least one number,

TOE Security Functional Requirements Satisfied: FIA_SOS.1, FIA_UAU.1, FIA UAU.2, FIA MAS.1,
FIA_UID.1, FIA_UID.2.

7.1.4 Security Management
FMT_MOF.1, FMT_MTD.1, FMT_SMF.1

The GUI provided by the TOE allows administratarantanage the behavior of the security functions and
TSF data as specified in Table 11 above. All mansnt occurs through the EMS GUI. The EMS GUI

allows remote centralized management and aggregafi@ll UC-Sec devices on the managed network.
Permissions are based upon hard-coded roles timabwily be assigned by an administrator with the
“Admin” role.

FMT_MSA.3

The Signaling Information Flow Control SFP providestrictive default values. Administrator-defined
firewall rules control user UC traffic and defatdta “Reject all” rule if no other rules apply.

FMT_SMR.1

The TOE maintains six roles on the GUI. Roles gpéabe type of protocol the UC network is based on
(SIP or SCCP) and the permissions available tathministrator. The roles are: Admin for SIP orC3C
Manager for SIP or SCCP, and Supervisor for SIBOGCP. Each device is configured to run in a SIP or
SCCP mode during the product installation. Thewrsfonly three roles are available for administsiat
any given moment for a single UC-Sec appliancéyoalgh different configuration options are available
depending on whether the UC-Sec is set to SIP @PSode.

TOE Security Functional Requirements Satisfied: FMT_MOF.1, FMT_MSA.3, FMT_MTD.1,
FMT_SMF.1, FMT_SMR.1.
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8

8.1 Conformance Claims Rationale

Rationale

This Security Target extends Part 2 and conforniZatt 3 of the Common Criteria Standard for
Information Technology Security Evaluations, vens&l revision 3.

8.2 Security Objectives Rationale

This section provides a rationale for the existeoteach threat, policy statement, and assumptiah t

compose the Security Target.

Sections 8.2.1, 8&hd 8.2.3 demonstrate the mappings between the

threats, polices, and assumptions to the secubjgctves is complete. The following discussionvpdes
detailed evidence of coverage for each threatcpodind assumption.

8.2.1 Security Objectives Rationale Relating to Threats
Table Table 15 displays the mapping of threatdjedives.

Table 15 — Threats:Objectives Mapping

Threats

T.NOAUTH

An unauthorized person may
attempt to bypass the security of
the TOE so as to access and use
security functions and/or non-

security functions provided by the
TOE.

Objectives

O.SECFUN

The TOE must enable an
authorized administrator to use
the TOE security functions, and
must ensure that only authorized
administrators are able to access
such functionality.

Rationale

O.SECFUN counters this threat
by requiring the TOE to provide
functionality that enables an
authorized administrator to use
the TOE security functions, and
ensure that only authorized
administrators are able to access
such functionality.

O.IDAUTH

The TOE must require that the
claimed identity of all
administrative users be uniquely
identified and authenticated
before granting an administrative
user access to TOE functions or,
for certain specified services, to a
connected network, when
authentication is enabled for those
administrative users.

O.IDAUTH counters this threat
by requiring that the claimed
identity of all users be uniquely
identified and authenticated users
and administrators before granting
access to TOE functions and data,
or to a connected network, when
authentication is enabled.

OE.AUTH
The IT Environment will provide a
means by which the claimed

identities of end-users and end-
devices can be authenticated.

OE.AUTH counters this threat by
requiring that the IT Environment
provide a means by which the
claimed identities of end-users and
end-devices can be authenticated.

T.AUDACC

Persons may not be accountable
for the actions that they conduct
because the audit records are not

O.AUDREC

The TOE must provide a means
to record a readable audit trail of
security-related  events,  with

O.AUDREC counters this threat
by requiring the TOE to provide a
readable audit trail of security-
related events, thereby allowing

adequately generated or regularly |accurate dates and times, and a|authorized administrators to
reviewed, thus allowing an attacker | means to review the audit trail. discover attacker actions.
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Threats

to escape detection.

Objectives

O.ACCOUN

The TOE must provide user
accountability for UC traffic flows
through the TOE and for
authorized administrator use of
security functions related to audit.

Rationale

O.ACCOUN counters this threat
by requiring the TOE to provide
user accountability for UC traffic
flows through the TOE and for
authorized administrator use of
security function.

T.SPOOF

An unauthorized person on an
external network may attempt to
by-pass the information flow
control  policy by  disguising
authentication data (e.g., spoofing
the source address) and
masquerading as a legitimate user
or entity on an internal network.

O.MEDIAT

The TOE must mediate the flow
of all UC traffic between clients
and servers located on internal

and external networks governed
by the TOE.

O.MEDIAT counters this threat
by requiring the TOE to enforce
the Signaling Information Flow
Control policy to mediate the
flow of all information between

clients and servers, thereby
preventing unauthorized users
from bypassing the Signaling

Information Flow Control policy.

T.INTERCEPT

An unauthorized person may
attempt to intercept a media
stream as it is leaving the network
protected by the TOE, thereby
gaining access to the UC data being
exchanged between two parties.

O.MEDIAT

The TOE must mediate the flow
of all UC traffic between clients
and servers located on internal

and external networks governed
by the TOE.

O.MEDIAT counters this threat
by providing the TOE with the
ability to adequately protect traffic
being sent through the TOE
between internal and external
users.

T.MEDIAT

An unauthorized person may send
impermissible UC traffic through
the TOE, which results in the
exploitation of resources on the
internal network.

O.MEDIAT

The TOE must mediate the flow
of all UC traffic between clients
and servers located on internal

and external networks governed
by the TOE.

O.MEDIAT counters this threat
by requiring the TOE to mediate
the flow of all UC traffic between
clients and servers, thereby
restricting UC traffic flowing
through the TOE to the internal
network.

T.INTERCEPT

An unauthorized person may
attempt to intercept a media
stream as it is leaving the network
protected by the TOE, thereby
gaining access to the UC data being
exchanged between two parties.

OE.SINGEN

The TOE must be placed in the
UC network in such a way that no
UC traffic can enter or leave the

network without traversing the
TOE.

OESINGEN counters this threat
by ensuring that all traffic entering
or leaving the network that the
TOE protects passes through the
TOE.

T.FLOOD

An unauthorized person may
attempt to disable the TOE by
sending a flood of traffic intended
to overwhelm the TOE's operating
capacity.

O.MEDIAT

The TOE must mediate the flow
of all UC traffic between clients
and servers located on internal

and external networks governed
by the TOE.

O.MEDIAT counters this threat
by requiring the TOE to have
control over UC data flows,
thereby allowing the TOE to
detect and stop flooding attacks.

T.SPAM

An unauthorized person may
repeatedly call an individual user,
resulting in the user disconnecting
their UC device from the network.

O.MEDIAT

The TOE must mediate the flow
of all UC traffic between clients
and servers located on internal

and external networks governed
by the TOE.

O.MEDIAT counters this threat
by allowing users to blacklist
numbers, thereby preventing
unwanted spam from reaching
their UC devices.

T.ROGUE

O.MEDIAT

O.MEDIAT counters this threat
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Threats

Errors in the UC network may
generate anomalous traffic that
uses bandwidth that is needed for
legitimate traffic.

Objectives

The TOE must mediate the flow |by

Rationale

allowing administrators to

of all UC traffic between clients| configure the TOE to detect and

and servers located on internal | remove
and external networks governed | freeing

by the TOE.

rogue media, thereby
up  bandwidth  for
legitimate traffic.

Every Threat is mapped to one or more Objectiveshim table above.

demonstrates that the defined security objectivesi@r all defined threats.

8.2.2 Security Objectives Rationale Relating to Policies

There are no Organizational Security Policies dfifior this Security Target.

Security Objectives relating to policies.

Therefore, there rame

8.2.3 Security Objectives Rationale Relating to Assumptions

Table 16 - Assumptions:Objectives Mapping

Assumptions

APHYSEC
The TOE is physically secure.

Objectives

NOE.PHYSEC
The TOE is physically secure.

Rationale

NOE.PHYSEC  upholds this
assumption by providing for the
physical protection of the TOE
hardware and software.

ANOEVIL NOE.NOEVIL NOE.NOEVIL upholds this
Authorized  administrators  are | Authorized administrators are |assumption by ensuring that all
non-hostile  and  follow  all | non-hostile, appropriately trained, | users assigned to manage the TOE
administrator guidance; however,|and follow all administrator|are non-hostile, appropriately
they are capable of error. guidance; however, they are|trained, and follow all
capable of error. administrator guidance.
ASINGEN OE.SINGEN OE.SINGEN upholds this
Real-time UC traffic cannot flow|The TOE must be placed in the|assumption by ensuring that
among the internal and external | UC network in such a way that no | information cannot flow among
networks unless it passes through |UC traffic can enter or leave the |the internal and  external

the TOE.

network without traversing the
TOE.

networks without first passing
through the TOE.

A.REMACC

The internal network is configured
to allow authorized administrators
to access the TOE remotely from
within the internal network via the
management interface.

OE.REMACC

Authorized administrators may
access the TOE remotely via the
management interface from the
internal network.

OE.REMACC upholds this
assumption by ensuring that
authorized administrators may

access the TOE remotely from
the internal networks.

A.TUSAGE

The TOE shall not be inadvertently
configured, used, and administered
in an insecure manner by either
authorized or unauthorized

NOE.GUIDAN

The TOE must be delivered,
installed, administered, and
operated in a manner that
maintains security.

NOE.GUIDAN  upholds this
assumption by ensuring that the
TOE must be delivered, installed,
administered, and operated in a
manner that maintains security.
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Assumptions Objectives Rationale
persons.
ATIME OE.TIME The OE.TIME objective supports
The IT Environment will provide|The IT Environment will provide|this assumption by requiring
reliable time stamps to the TOE. reliable timestamps to the TOE. |reliable time stamps to be
available for the TOE's use.
A.REMMAN OE.REMMAN OE.REMMAN upholds this
The IT Environment will provide | The IT Environment will provide a|assumption by ensuring that the
adequate protection for| means by which traffic between|IT Environment protects traffic
management and other | physically separate components of | being exchanged by physically
communications between [the TOE is protected from |separate TOE components from
physically separate TOE |unauthorized  disclosure  and | unauthorized disclosure or
components. modification. modification.

Every assumption is mapped to one or more Objextimethe table above.
demonstrates that the defined security objectipé®ld all defined assumptions.

This complete mapping

8.3 Rationale for Extended Security Functional

Requirements

FIA_MAS.1 was created to address the multiple autibation support that the TOE provides via the IT
Environment. The actual two-factor authenticatioechanisms are provided by third-party servers, and

therefore an extended component was required terdhis feature as implemented.

8.4 Rationale for Extended TOE Security
Assurance Requirements

There are no extended TOE security assurance ezqgeitts defined for this ST.

8.5 Security Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.5.1 Rationale for Security Functional Requirements of the TOE

Objectives

Table 17 - Objectives:SFRs Mapping

Objective

Requirements Addressing the

Objective

Rationale

O.SECFUN

The TOE must enable an
authorized administrator to use
the TOE security functions, and
must ensure that only authorized

FIA_UAU.2
User authentication before any
action

FIA_UAU.2 supports this
objective by requiring
administrators to authenticate

before allowing them to perform

any actions on the TOE.
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Objective

Requirements Addressing the

Rationale

administrators are able to access
such functionality.

Objective

FIA_UID.2 FIA_UID.2 supports this objective

User identification before any|by requiring administrators to

action identify themselves before
allowing them to perform any
actions on the TOE.

FMT_MOF.1 FMT_MOF.1 supports this

Management of security functions |objective by  providing the

behaviour

capability for administrators to
manage the behaviour of security
functions.

FMT_MTD.I
Management of TSF data

FMT_MTD.I supports this
objective by providing the
capability for administrators to
manage the TSF data.

FMT_SMF.1 FMT_SMF.1 supports this

Specification ~ of  management |objective by  specifying  the

functions management functions that
administrators are capable of
using.

FMT_SMR.I FMT_SMR.I supports this

Security roles

objective by defining roles for
administrators, which are used to
enforce the access control policy.

O.AUDREC

The TOE must provide a means to
record a readable audit trail of
security-related events, with
accurate dates and times, and a
means to review the audit trail.

FAU_GEN.I
Audit Data Generation

FAU_GEN.I supports this
objective by providing an audit
trail listing all authentication and
configuration actions on the TOE
and on the UC traffic passing
through the TOE.

FAU_SAR.I
Audit review

FAU_SAR.| supports this
objective by ensuring that
authorized administrators are able
to read and interpret all audit

infformation from the audit
records.
O.ACCOUN FAU_GEN.I FAU_GEN.I supports this

The TOE must provide user
accountability for UC traffic flows
through the TOE and for
authorized administrator use of
security functions related to audit.

Audit Data Generation

objective by providing an audit
trail listing all authentication and
configuration actions on the TOE
and on the UC traffic passing
through the TOE.

O.MEDIAT

The TOE must mediate the flow of
all UC traffic between clients and
servers located on internal and

external networks governed by the
TOE.

FDP_IFC.I
Subset information flow control

FDP_IFC.I supports this objective
by enforcing an information flow
control policy on traffic passing
through the TOE.

FDP_IFF.I
Simple security attributes

FDP_IFF.1 supports this objective
by defining the attributes that are
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Objective

Requirements Addressing the

Rationale

Objective

used to enforce the information
flow control policy.

FMT_MSA3
Static attribute initialisation

FMT_MSA3 supports this
objective by  defining  the
information flow control policy as
restrictive by default.

FMT_SMF.1 FMT_SMF.1 supports this
Specification ~ of  management |objective by  specifying  that
functions administrators are capable of
defining the information flow
control policy rules.
O.IDAUTH FIA_MAS.| FIA_MAS.| supports this objective

The TOE must require that the
claimed identity of all
administrative users be uniquely
identified and authenticated before
granting an administrative user
access to TOE functions or, for
certain speciﬁed services, to a
connected network, when
authentication is enabled for those
administrative users.

Multiple authentication support

by requiring that all SIP or SCCP
users be successfully
authenticated using two- factor
authentication before allowing any
other TSF-mediated actions on
behalf of that user when two-
factor authentication is enabled
for SIP or SCCP users.

FIA_SOS.I
Verification of secrets

FIA_SOS.I supports this objective
by enforcing a password policy to
be used by the TOE when
authenticating administrators
through the GUI.

FIA_UAU.I
Timing of authentication

FIA_UAU.I supports this
objective by requiring that all SIP
users be successfully
authenticated before allowing any
other TSF-mediated actions on
behalf of that user when
authentication is enabled for SIP
users.

FIA_UAU.2
User authentication before any
action

FIA_UAU.2 supports this
objective by requiring that all
administrators  be  successfully
authenticated before allowing any
other TSF-mediated actions on
behalf of that administrator.

FIA_UID.I
Timing of identification

FIA_UAU.I supports this
objective by requiring that all SIP
users be successfully identified
before allowing any other TSF-
mediated actions on behalf of that
user when authentication is
enabled for SIP users.

FIA_UID.2

FIA_UID.2 supports this objective
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Objective Requirements Addressing the | Rationale

Objective

User identification before any | by requiring that all administrators

action be successfully identified before
allowing any other TSF-mediated
actions on behalf of that
administrator.

8.5.2 Security Assurance Requirements Rationale

EAL3 was chosen to provide a moderate level of rasme that is consistent with good commercial
practices. As such, minimal additional tasks dexed upon the vendor assuming the vendor follows
reasonable software engineering practices and aide support to the evaluation for design andings
efforts. The chosen assurance level is appropwdtethe threats defined for the environment. Whie
System may monitor a hostile environment and ptategainst malicious entities, the TOE is expddte

be placed in a non-hostile position and embeddear iprotected by other products designed to address
threats that correspond with the intended enviroriméit EAL3, the System will have incurred a séarc
for obvious flaws to support its introduction irtee non-hostile environment.

The augmentation of ALC_FLR.2 was chosen to giveatgr assurance of the developer’s on-going flaw
remediation processes.

8.5.3 Dependency Rationale

This ST does satisfy all the requirement dependsnoif the Common Criteria. Table 18 lists each
requirement to which the TOE claims conformancénwidependency and indicates whether the dependent
requirement was included. As the table indicaa#siependencies have been met.

Table 18 - Functional Requirements Dependencies

SFR ID Dependencies Dependency Rationale
Met
FAU_GEN.| FPT_STM.I v FPT_STM.I is not

included because reliable
time stamps are provided
by the environment. An
environmental objective
states that the TOE will
receive reliable time

stamps.

FAU_SAR.I FAU_GEN.I v
FDP_IFC.I FDP_IFF.1 v
FDP_IFF.I FDP_IFC.I v

FMT_MSA3 v
FIA_MAS.| No dependencies
FIA_SOS.I No dependencies
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SFR ID Dependencies Dependency Rationale
Met
FIA_UAU.I FIA_UID.I v
FIA_UAU.2 FIA_UID.I 4 Although FIA_UID.I for
the administrative user is
not included, FIA_UID.2,
which is hierarchical to
FIA_UID.I, is included.
This satisfies this
dependency.
FIA_UID.I No dependencies
FIA_UID.2 No dependencies
FMT_MOF.1 FMT_SMR.I v
FMT_SMF.1 v
FMT_MSA.3 FMT_MSA.I FMT_MSA.I is  not
required as a dependency
for FMT_MSA.3 because
the security attributes
used by the Signaling
Information Flow
Control SFP are never
queried, modified, or
deleted by an
administrator.
FMT_SMR.I v
FMT_MTD.I FMT_SMR.I v
FMT_SMF.1 v
FMT_SMF.1 No dependencies
FMT_SMR.I FIA_UID.I 4 Although FIA_UID.I is

not included for
administrative users,
FIA_UID.2, which s
hierarchical to

FIA_UID.I, is included.
This satisfies this
dependency.
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9

Acronyms

This section describes the acronyms.

9.1 Acronyms

Acronym
CcC

CEM

CM

PP
RADIUS
RFC
RTP
SAR

Table 19 — Acronyms

Definition

Common Criteria

Common Evaluation Methodology

Configuration Management

De-Militarized Zone

Domain Name System

Denial-Of-Service

Evaluation Assurance Level

Elements Management System

Firewall

Graphical User Interface

High Availability

Secure Hypertext Transfer Protocol

Instant Messaging

Internet Protocol

Previous versions of the UC-Sec were referred to as
IPCS

Internet Service Provider

Information Technology

Network Address Translation

Network Time Protocol

Operating System

Organizational Security Policy

Public Branch Exchange

Personal Identification Number

Protection Profile

Remote Access Dial-In User Service

Request For Comments

Real-time Transport Protocol

Security Assurance Requirement

Sipera UC-Sec v4.0 Software

Page 49 of 51
© 2010 Sipera Systems

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 1.0 July 28,2010

Acronym Definition

SCCP Skinny Client Control Protocol

SFP Security Functional Policy

SFR Security Functional Requirement

SIP Session Initiation Protocol

SNMP Simple Network Management Protocol

SRTP Secure Real-time Transport Protocol

SSH Secure Shell

ST Security Target

Transmission Control Protocol

Transport Layer Security

Target of Evaluation

TOE Security Functionality
Unit

Unified Communications

Voice over Internet Protocol

Wireless Fidelity
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