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1 Security Target Introduction

This section provides the Target of Evaluation (J@fentification, ST conventions, ST conformancairols, and
the ST organization. The Target of Evaluationhis Netezza Performance Server version 3.0, RedBeild
6414], and will hereafter be referred to as the Ti@®ughout this document. The TOE is a data wausimg
product that provides support for a wide rangeusitiess intelligence applications.

1.1 Purpose

This ST contains the following sections to providepping of the Security Environment to the Security
Requirements that the TOE meets in order to renaingnish, or mitigate the defined threats:

e Security Target Introduction (Section 1) — Providesrief summary of the content of the ST and dessr
the organization of other sections of this document

e TOE Description (Section 2) — Provides an overvieivthe TOE security functions and describes the
physical and logical boundaries for the TOE.

e Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE tand i
environment.

» Security Objectives (Section 4) — Identifies thew#y objectives that are satisfied by the TOE dtsd
environment.

» Security Requirements (Section 5) — Presents tlerBg Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE arileby OE’s environment.

» TOE Summary Specification (Section 6) — Descriltesdecurity functions provided by the TOE to sstisf
the security requirements and objectives.

» Protection Profile Claims (Section 7) — Provides itientification of any ST Protection Profile clairas
well as a justification to support such claims.

» Rationale (Section 8) — Presents the rationaletlier security objectives, requirements, and the TOE
summary specifications as to their consistency,etaness, and suitability.

» Acronyms (Section 9) — Defines the acronyms anasarsed within this ST.

1.2 Security Target, TOE and CC Identification and Conformance

Table 1: ST, TOE, and CC ldentification and Conformance

ST Title Netezza Corporation Netezza Performance Server version 3.0, Release 6 [Build 6414]
Netezza Security Target

ST Version Version 1.1

Authors Corsec Security, Inc.
Jon Halperin and Matthew Appler

TOE Identification Netezza Performance Server version 3.0, Release 6 [Build 6414]

(ShInInleliNeICIER(®®IN Common Criteria for Information Technology Security Evaluation, Version 2.3, [August
Identification and 2005] (aligned with ISO/IEC 15408:2005); CC Part 2 conformant; CC Part 3 conformant;
Conformance PP claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of 9/4/2007
were reviewed, and no interpretations apply to the claims made in this ST.

PP Identification None

SVEITEWT I EQIIN EAL 3+ (augmented with ALC_FLR.2, Flaw Reporting Procedures)
Level

Keywords Database, DBMS, Database Management, Data Warehousing

Netezza Performance Server version 3.0, Release 6 [Build 6414] Page 5 of 51
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1.3 Conventions and Acronyms

1.3.1 Conventions

There are several font variations used within 8iIs Selected presentation choices are discusgedihaid the
Security Target reader.

The CC allows for several operations to be perfarme security requirements: assignment, refinenssigction,
and iteration. All of these operations are usetthiwithis ST. These operations are presenteckisdme manner in
which they appear in Parts 2 and 3 of the CC wighfollowing exceptions:

» Completed assignment statements are identifiedyUradicized text within brackets).

» Completed selection statements are identified uginderlined italicized text within brackets).

» Refinements are identified usimgld text. Any text removed is stricken (Example-FSFDatad should
be considered as a refinement.

» lIterations are identified by appending a letteparenthesis following the component title. Forragée,
FAU_GEN.1(a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.2 Acronyms

The acronyms used within this ST are describecenti®n 9 — “Acronyms.”

Netezza Performance Server version 3.0, Release 6 [Build 6414] Page 6 of 51
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2 TOE Description

This section provides a general overview of the T&8EnN aid to understanding the general capabibtiel security
requirements provided by the TOE. The TOE dedonpprovides a context for the TOE evaluation bgnitifying
the product type and describing the evaluated gardkion.

2.1 Product Type

The Netezza Performance Server (NPS) is a datahwaseng product that provides support for Business
Intelligence (Bl) applications. End users of thioguct include Chief Information Officers, line-bfisiness
managers, and Chief Executive Officers. The NP3esysllows these types of users to analyze dataldrby
processing massive amounts of data at a very higleds Analysis operations that may take days witter
products can take seconds with the NPS producitacttre.

The NPS is designed for databases ranging fronoappately 2 terabytes to 100 terabytes, dependmthe model
chosen. The NPS uses a proprietary architecturactoeve short query times when compared to trawitio
distributed data warehousing systems. By combiciatabase, server, and storage components in oigndédse
product is able to process large amounts of daterféghan a traditional data warehousing systens Jppeed allows
the product to perform efficient analytical seache

2.2 Product Description

The NPS is a database appliance that integratetababe, server, and storage into a single systtesture. The
architecture of the NPS database appliance is wesidor query speed. Specifically, the NPS archite is
designed to allow efficient, ad-hoc querying oflamounts of data. This design of the NPS fundégatig alters
the landscape for data warehousing and data asalgsgiications

In a typical deployment of the NPS, data wouldpleced into the NPS from a corporate data sourge & e-
commerce transactional database, a corporate cesstoformation database, or a corporate wide datieation
system). Typically, end users of this product wiotllen access this data through a custom Bl apiolica This Bl
application would provide the user with mechanigmgperform queries and analysis on sets of dathe Bl
application accesses the NPS appliance on beh#tieadser through standard ODBC or JDBC interfacesibmit
SQL queries to the NPS.

The Netezza Performance Server contains two pric@amponents:

* Host
* Snippet Processing Units (SPUs)

These product components are deployed as shofigume 1.

Figure 1. NPS System
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High-Performance Architecture: Asymmetric Massively Parallel Processing

Bi Applications Netezza Performance Server

=

Gigabit Massively Parallel
Ethernet Intelligent Storage

2.2.1 Host

The Host provides ODBC and JDBC connectivity, if#ees to system management applications, and
communicates with individual SPUs for processingregs and storing user data. Before the systeersotiny
services to end users, those users are authedtibgtéhe Host. After successful authenticatiorgoanection is
established via either ODBC or JDBC. After quedes received by the NPS, they are transformed &tamdard
SQL to a query plan. Next, the query plan is tfmmsed into an optimization plan to achieve thecast possible
results. After the plan has been created it isqzhes to an execution engine to manage processiting query and
any transactions that occur on the database. Rekegution of a query is handled by one or mor&l§Rvith some
intermediate and final processing on the host.

All administrative functions of the system are heddby the Host. Input may come from one of thddé&erent
administrative interfaces. These three interfamesthe NPS Web Admin (a web based administratiterface),
the nzAdmin (a Windows based GUI), and a Commame: Linterface (CLI). Additionally, all audit funotis and
audit records are managed and stored on the Haglits are created for a variety of functions ramggfrom user
access to the start up and shut down of the NRBreysAs auditable events occur they are writtenaia drives on
the Host.

2.2.2 Snippet Processing Units

Snippet Processing Units (SPUs) are the basicafirsitorage and provide query processing, data gto@nd data
mirroring functionality. SPUs are hardware modulest perform the primitive functions of a query arahtrol all
aspects of reading from and writing to a hard drivach SPU contains a single hard drive, a dedigatecessor,
and firmware necessary to process each set of data.

Netezza Performance Server version 3.0, Release 6 [Build 6414] Page 8 of 51
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When data is stored by the NPS, that data is bliged between all SPUs. Additionally, each SPUtaios a

dedicated processor. This allows query operatimn®ccur architecturally close to the storage devicBy

distributing data across all SPUs and providingas&ig processors for each storage device, the KitBezture

allows fast, efficient querying of user data. E&HU also supports the NPS data mirroring schefportion of

each disk acts as a primary disk, and a portios asta mirror for primary data on another disk. TWRS system
automatically copies data from a primary to mirpartions of each disk. Mirrors provide fault-toleca because
they provide a redundant and consistent copy afath stored on each SPU.

2.3 TOE Boundaries and Scope

This section will address what physical and log@ahponents of the TOE are included in evaluation.

2.3.1 Physical Boundary

Figure 2 illustrates the physical scope and thesichy boundary of the overall solution and demaist the
components of the TOE and the elements that catestite TOE Environment.

' TOE Boundary |
El Applications I Gigabit Ethveenal Seippet Frocessing Unk (594} I
Hetezfa Performance Server 1
> I
|
I
I /-anl End \
i > 1
S0l i
4 e Exgcidion
Engna Prososl I
I 'H 1;;::;1‘_-: I
1l Bicdd <+> I
|
| [ o :
| -
oBos
g 4 :
1 :
Massively Parallel
i Host Inieligent Storaae :
: |

Figure 2: Physical TOE Boundary

The TOE consists of six hardware models runningNRS v3.0 software. The six models are the 520603,
8150z, 8250z, 8450z, and 8650z.

The three primary physical components that comhieel OE are:

* Host: The Host is the central intelligence componenthef NPS architecture. It provides administrative
functionality and interfaces with external entities

Netezza Performance Server version 3.0, Release 6 [Build 6414] Page 9 of 51
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» Gigabit Ethernet Switch: The Host and each SPU communicate via an intetalark provided by this
switch.

e SPUs. Each SPU consists of a hard drive and a proce$his.is where low level processing of database
gueries occurs.

Other components within the TOE are:

* The operating system running on the Host: RedAdatinced Server 4.0
» Power supply

*  KVM switch

* Host disk manager

* Host disk(s)

2.3.2 Logical Boundary

The security functional requirements implementedthsy TOE are usefully grouped under the followirer&ity
Function Classes:

e Security Audit

» User Data Protection

» |dentification and Authentication
» Security Management

» Protection of the TSF

2.3.2.1 Security Audit

One of the primary functions performed by the T@HEhie auditing of critical system events. All awthta is stored
in one of the various logs residing on the Hostgd are kept which contain the records of regutearations and
errors. The system audits numerous functions rgnfjom hardware failure to the start up and shuwmof the

system. The TOE also records for each event the alad time an event occurred, the type of evam, the

outcome of the event.

2.3.2.2 User Data Protection

User data protection defines how users of the NieSakhowed to perform operations on objects. THESNs a
database and all user data stored by the systengasized within individual database tables. THtSNorovides a
rich set of rights management to mediate accefiidalata. These rights determine the types ofatjpms a user
can perform on objects within the database. Aallilly, users can be assigned membership to onmaoe

groups. Access rights can then be assigned tggrdlius providing a richer set of data rights nganaent.

2.3.2.3 Identification and Authentication

All identification and authentication is managed thg Host component of the NPS. All users of tHeSNare
assigned a username and password. This usernainpaseword is then provided during the ODBC or JDBC
protocol negotiation, or through one of the variouanagement access applications. Users must digtiten
themselves before they are granted access to tlie Tihere are three possible outcomes for any atitlagion
attempt: the user authentication attempt is comadtthe appropriate level of access is grantedusiers attempt is
incorrect, but they have not yet submitted enougloiirect attempts to trigger an account lock, @& tiser has
submitted a number of incorrect attempts greatan tthe number defined by the admin as acceptahtd,ttee
account is locked.
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2.3.2.4 Security Management

Security Management is provided on the NPS throtigh nzAdmin application. This application allows a
administrator with appropriate privileges to man#dgecreation and deletion of users and groupditisehally, this
application allows an administrator to assign pssamins to users and groups and to revoke permg$iom users
and groups.

2.3.2.5 Protection of the TSF

The TOE protects itself by providing a domain fier dwn execution that cannot be accessed by uettssthjects,
and by ensuring that the TSFs cannot be bypas#edOE execution domain is provided by a combinatain
physical protection of the TOE, a TSF that prevewisess by unauthorized users, and lack of vigitidi non-TOE
devices, users, or entities on the systems beingtored. Non-bypassability of the TSFs is providgdpreventing
unauthorized users access to the TOE and by emfiertteof the access control mechanisms.

2.3.3 Physical/Logical Features and Functionality Not Included in the Evaluated
Configuration of the TOE

There are no hardware components explicitly exaulem the evaluated configuration. The followifegtures
may not be used.

» Password caching is not permitted in the evaluetediguration.
» HPiLO (Hewlett Packard’s Integrated Lights-Out)ysee may not be used.

In the evaluated configuration, the following mbstimplemented:

* Only Authorized Administrators may be given Linug@ccounts.
* The "“WITH GRANT OPTION” may only be used when griagt privileges to Authorized Administrators.
It may not be used when granting privileges to t@gusers.
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3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed.

3.1 Threats

This section identifies the threats to the IT assgainst which protection is required by the T@bBythe security
environment.

Table 2: Applicable Threats

Threat Definition

T. ACCIDENTAL_ADMIN_ERROR An administrator may incorrectly install or configure the
TOE resulting in ineffective security mechanisms.

T.MASQUERADE A user or process may masquerade as another entity in
order to gain unauthorized access to data or TOE
resources

T.POOR_DESIGN Unintentional errors in requirements specification or

design of the TOE may occur, leading to flaws that may
be exploited by a casually mischievous user or program.

T.POOR_IMPLEMENTATION Unintentional errors in implementation of the TOE design
may occur, leading to flaws that may be exploited by a
casually mischievous user or program.

T.POOR_TEST Lack of or insufficient tests to demonstrate that all TOE
security functions operate correctly (including in a fielded
TOE) may result in incorrect TOE behavior being
discovered thereby causing potential security
vulnerabilities.

T.TSF_COMPROMISE A malicious user or process may cause configuration
data to be inappropriately accessed (viewed, modified, or
deleted).

T.UNAUTHORIZED_ACCESS A user may gain unauthorized access to user data for

which they are not authorized according to the TOE
security policy.

T.UNIDENTIFIED_ACTIONS Failure of the authorized administrator to identify and act
upon unauthorized actions may occur.

3.2 Organization Security Policies

An organizational security policy is a set of rylpgactices, and procedures imposed by an orgémized address
its security needs.

Table 3: Applicable Policies

Policy Definition

P.ACCOUNTABILITY The authorized users of the TOE shall be held
accountable for their actions within the TOE.

P.ROLES The TOE shall provide an authorized administrator role
for secure administration of the TOE. This role shall be
separate and distinct from other authorized users.
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3.3 Assumptions
This section contains assumptions regarding thenMironment which the TOE will reside.

Table 4: Assumptions

Assumption Definition

A.NO_EVIL Administrators are non-hostile, appropriately trained, and
follow all administrator guidance.

A.NO_GENERAL_PURPOSE There are no general-purpose computing capabilities
(e.g., compilers or user applications) available on DBMS
servers, other than those services necessary for the
operation, administration, and support of the DBMS.

A.PHYSICAL It is assumed that appropriate physical security is
provided within the domain for the value of the IT assets
protected by the TOE and the value of the stored,
processed, and transmitted information.
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4  Security Objectives

This section identifies the security objectivestltd TOE and its supporting environment. The segwlftjectives
identify the responsibilities of the TOE and itsyiganment in meeting the security needs.

4.1 TOE Security Objectives

The following security objectives are to be satidfby the TOE:

Table 5: Security Objectives

Object name Object Definition

O.ADMIN_GUIDANCE

The TOE will provide administrators with the necessary
information for secure management.

O.ADMIN_ROLE

The TOE will provide authorized administrator roles to
isolate administrative actions.

O.AUDIT_GENERATION

The TOE will provide the capability to detect and create
records of security relevant events associated with users.

O.AUDIT_REVIEW

The TOE will provide mechanisms to allow the authorized
administrator to view and sort the audit logs.

O.AUDIT_STORAGE

The TOE will provide mechanisms to provide secure
storage and management of the audit log.

O.CONFIGURATION_IDENTIFICATION

The configuration of the TOE is fully identified in a
manner that will allow implementation errors to be
identified, corrected with the TOE being redistributed
promptly.

O.DOCUMENTED_DESIGN

The design of the TOE is adequately and accurately
documented.

O.MANAGE The TOE will provide all the functions and facilities
necessary to support the authorized administrators in
their management of the security of the TOE, and restrict
these functions and facilities from unauthorized use.

O.MEDIATE The TOE must protect user data in accordance with its

security policy.

O.INTERNAL_TOE_DOMAINS

The TSF will maintain internal domains for separation of
data and queries belonging to concurrent users.

O.NO_BYPASS

The TOE shall ensure that the TOE security mechanisms
cannot be bypassed in order to gain access to the TOE
resources.

O.PARTIAL_FUNCTIONAL_TEST

The TOE will undergo some security functional testing
that demonstrates the TSF satisfies some of its security
functional requirements.

O.PARTIAL_SELF_PROTECTION

The TSF will maintain a domain for its own execution that
protects itself and its resources from external
interference, tampering, or unauthorized disclosure
through its own interfaces.

O.TOE_ACCESS

The TOE will provide mechanisms that control a user’s
logical access to the TOE.
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Object name Object Definition

O.VULNERABILITY_ANALYSIS The TOE will undergo some vulnerability analysis to
demonstrate the design and implementation of the TOE
does not contain any obvious flaws.

O.I_AND_A The TOE will contain identification and authentication
mechanisms for users to login to the TOE.

4.2 Environment Security Objectives
The following IT security objectives are to be sf¢id by the environment:

Table 6: Environmental Security Objectives

Environmental Name Objective Environmental Objective Definition

OE.NO_EVIL Sites using the TOE shall ensure that authorized
administrators are non-hostile, appropriately trained, and
follow all administrator guidance.

OE.CONFIG The TOE will be installed, configured, managed, and
maintained in accordance with its guidance
documentation and applicable security policies and
procedures.

OE. NO_GENERAL_ PURPOSE There will be no general-purpose computing capabilities
(e.g., compilers or user applications) available on DBMS
servers, other than those services necessary for the
operation, administration, and support of the DBMS.

OE.PHYSICAL Physical security will be provided within the domain for
the value of the IT assets protected by the TOE and the
value of the stored, processed, and transmitted
information.
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5 Security Requirements

This section defines the Security Functional Rezrugnts (SFRs) and Security Assurance Requirem8&RY)
met by the TOE. These requirements are presealieaving the conventions identified in Section 1.3.

5.1 TOE Security Functional Requirements
This section contains the functional componentsnfritne Common Criteria (CC) Part 2 with the opersio

completed. For the conventions used in perforn@i@operations please refer to Section 1.3.1. Apdeta list of
the SFRs met by the TOE is provided in Table 7.

Table 7: TOE Security Functional Requirements

Functional Components

FAU_GEN.1 Audit data generation

FAU_GEN.2 User identity association

FAU_SAR.1 Audit Review

FAU_STG.1 Protected audit trail storage
FDP_ACC.1 Subset access control

FDP_ACF.1 Security attribute based access control
FIA_AFL.1 Authentication failure handling
FIA_ATD.1 User attribute definition

FIA_UAU.1 Timing of authentication

FIA_UID.1 Timing of identification

FIA_USB.1 User-subject binding

FMT_MOF.1 Management of security functions behavior
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1 Management of TSF data

FMT_REV.1 Revocation

FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FPT_RVM.1 Non-bypassibility of the TSP
FPT_SEP.1 TSF domain separation

FPT_STM.1 Reliable time stamps
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5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation

Hierarchical to: No other components.

FAU_GEN.1.1

Refinement: The TSF shall be able to generate an audit reabitie following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for therinimum] level of auditlisted in Table 8; and
¢) [Start-up and shutdown of the DBMS].

FAU GEN.1.2

Refinement: The TSF shall record within each audit recortbast the following information:

a) Date and time of the event, type of event, subipentity (if applicable) and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the audial#nt definitions of the functional componentduded
in the PP/ST ipformation specified in Table 8: Auditable Events column three below].

Table 8: Auditable Events

Security Functional Requirements Auditable Event(s) Additional Audit Record Contents

FAU_GEN.1 None

FAU_GEN.2 None

FDP_ACC.1 None

FDP_ACF.1 Successful requests to perform an The identity of the subject performing
operation on an object covered by the | the operation.
SFP.

FIA_AFL.1 The reaching of the Threshold for the

unsuccessful authentication attempts
and the actions (e.g. disabling of a
terminal) taken and the subsequent, if
appropriate, restoration to the normal
state (e.g. re-enabling of a terminal).

FIA_ATD.1 None

FIA_UAU.1 Unsuccessful use of the
authentication mechanism

FIA_UID.1 Unsuccessful use of the user
identification mechanism, including
the user identity provided.

FIA_USB.1 Successful binding of user security
attributes to a subject (e.g. adding a
user to a group).

FMT_MOF.1 All modifications in the behaviour of
the functions in the TSF.
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Security Functional Requirements Auditable Event(s) Additional Audit Record Contents
FMT_MSA.1 All modifications of the values of
security attributes.
FMT_MSA.3 Modifications of the default setting of
permissive or restrictive rules.
FMT_MTD.1 All modifications to the values of the
TSF data.
FMT_REV.1 Unsuccessful revocation of security Identity of individual attempting to
attributes. revoke security attributes.
FMT_SMF.1 Use of the management functions. Identity of the administrator
performing these functions.
FMT_SMR.1 Modifications to the group of users Identity of authorized administrator
that are part of a role. modifying the role definition
FPT_SEP.1 None

Dependencies. FPT_STM.1 Reliable Time Stamps

FAU_GEN.2 User identity association
Hierarchical to: No other components.
FAU_GEN.2.1
The TSF shall be able to associate each auditablg aith the identity of the user that causedetent.
Dependencies:

FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

Application note: In some cases, an auditable event is not caused by a user, but is in response to an automated
function. In thiscase, no user is associated with the auditable event.

FAU SAR.1 Audit review
Hierarchical to: No other components.
FAU SAR.1.1

The TSF shall providealithorized administrators] with the capability to readg[l audit information] from
the audit records.

FAU_SAR.1.2
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies. FAU_GEN.1 Audit data generation
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU STG.1.1
The TSF shall protect the stored audit records fumauthorised deletion.
FAU_STG.1.2
The TSF shall be able tprjevent] unauthorised modifications to the audit recordthie audit trail.

Dependencies. FAU_GEN.1 Audit data generation
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5.1.2 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1

The TSF shall enforce théjscretionary Access Control policy] on [all subjects, all DBMS-controlled
objects, and all operations among them).

Dependencies. FDP_ACF.1 Security attribute based access control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1
The TSF shall enforce thBiscretionary Access Control policy] to objects based on the following:
e [theauthorized user identity associated with a subject, and
»  access operationsimplemented for DBMS-controlled objects].

FDP_ACF.12

Refinement: The TSF shall enforce the following rules to detiee if an operation among controlled
subjects andBM S-controlled objects is allowed:

[a) If the requested mode of accessis denied to that subject, deny access.
b) If the requested mode of accessis permitted to that subject, permit access.
c) Elsedeny access).

FDP_ACF.1.3

The TSF shall explicitly authorize access of sulsjéa objects based on the following additionaésulNo
additional rules].

FDP_ACF.1.4

The TSF shall explicitly deny access of subjectobfects based on thed additional explicit denial
rules].

Dependencies. FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributeinitialization
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5.1.3 Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
FIA_AFL.1.1

The TSF shall detect wherar administrator configurable positive integer within [1 to infinite]]
unsuccessful authentication attempts occur reladefthe unsuccessful authentication attempts since the
last successful authentication to the Netezza Performance Server].

FIA_AFL.1.2

When the defined number of unsuccessful authemditattempts has been met or surpassed, the THF sha
[lock the user account until it is re-enabled by the administrator].

Dependencies. FIA_UAU.1 Timing of authentication

FIA_ATD.1 User attribute definition

Hierarchical to: No other components.

FIA_ATD.1.1
The TSF shall maintain the following list of sed¢ymttributes belonging to individual users:
[Netezza Performance Server Group memberships; and
Netezza Performance Server privileges].

Dependencies. No dependencies

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1

The TSF shall allowyser identification and password entry] on behalf of the user to be performed before
the user is authenticated.

FIA_UAU.1.2

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification
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FIA_UID.1 Timing of identification
Hierarchical to: No other components.
FIA_UID.1.1

The TSF shall allowyser identification and password entry] on behalf of the user to be performed before
the user is identified.

FIA_UID.1.2

The TSF shall require each user to be successfidigtified before allowing any other TSF-mediated
actions on behalf of that user.

Dependencies: No dependencies

FIA_USB.1: User-subject binding
Hierarchical to: No other components
FIA_USB.1.1:

The TSF shall associate the following user secuatifiybutes with subjects acting on the behalthat user:
[Netezza Performance Server Group memberships, and Netezza Performance Server privileges)

FIA_USB.1.2:

The TSF shall enforce the following rules on thiiahassociation of user security attributes watibjects
acting on the behalf of usersione].

FIA_USB.1.3:

The TSF shall enforce the following rules governaiginges to the user security attributes associetad
subjects acting on the behalf of useosily the authorized administrator can change security attributes].

Dependencies: FIA_ATD.1 User Attribute Definition
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5.1.4 Class FMT: Security Management

FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tdifable and enable] the functions

[review of audit records, and
creation of database objects]
to [authorized administrators).

Dependencies. FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.
FMT MSA.1.1

The TSF shall enforce thBiscretionary Access Control policy] to restrict the ability to[jmanage] ] the
security attributesdf database users] to [authorized administrators].

Dependencies. [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.3 Static attribute initialization
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce th®iscretionary Access Control policy] to provide festrictive] default values for
security attributes that are used to enforce thHe. SF

FMT_MSA.3.2

The TSF shall allow theafithorized administrator] to specify alternative initial values to overrittee
default values when an object or information isated.

Dependenciess. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1

The TSF shall restrict the ability tanpdify] the [the groups and users that can interact with the TSF data]
to [authorized administrators).

Dependencies:
FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles

FMT_REV.1 Revocation
Hierarchical to: No other components.
FMT_REV.11

The TSF shall restrict the ability to revoke setyuaitributes associated with thes¢rs] within the TSC to
[authorized administratorg].

FMT_REV.12

The TSF shall enforce the rules

[Revocation rules will take effect at the beginning of the next attempt to access an object].
Dependenciess. FMT_SMR.1 Security roles

Application note: For example, if access permissions are changed on an object during a query that will not affect
that query. However, if another query is attempted on the same object, the new permissions will then be enforced.

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayvsecurity management functionsngnagement of
security functions, management of security attributes, management of TSF data]

Dependencies:. No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1

Refinement: The TSF shall maintain the role&dmin account, Public group, and Administrator defined groups].
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FMT SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.5 Class FPT: Protection of the TSF

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function nvithi
the TSC is allowed to proceed.

Dependencies. No dependencies

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1.1

The TSF shall maintain a security domain for itsno@xecution that protects it from interference and
tampering by untrusted subjects.

FPT_SEP.1.2
The TSF shall enforce separation between the sgdoimains of subjects in the TSC.

Dependencies. No Dependencies

FPT_STM.1 Reliable time stamps
FPT_STM.1.1
The TSF shall be able to provide reliable time gtaifor its own use.

Dependencies: No Dependencies
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5.2 Assurance Requirements

This ST contains all of the assurance requiremientaded in Evaluated Assurance Level (EAL) 3 augted with
the following additions:

* ALC_FLR.2: Flaw reporting procedures

Assurance requirements listed in Table 9, are reémteBasic Robustness. These requirements aen tlkm the
CC Part 3 and are summarized below.

Table 9: Assurance Requirements

Assurance Class Assurance Component

Configuration Management ACM_CAP.3 Authorization Controls
ACM.SCP.1 TOE CM Coverage
Delivery and Operation ADO_DEL.1 Delivery procedures
ADO_IGS.1 Installation, generation, and start-up
procedures
Development ADV_FSP.1 Informal functional specification
ADV_HLD.2 Security enforcing high-level design
ADV_RCR.1 Informal correspondence
demonstration
Guidance Documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance
Life Cycle Support ALC_FLR.2 Flaw reporting procedures
ALC _DVS.1 Identification of security measures
Tests ATE_COV.2 Analysis of coverage
ATE_DPT.1 Testing: high-level design
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing — sample
Vulnerability Assessment AVA_MSU.1 Examination of guidance
AVA_SOF.1 Strength of TOE security functional
evaluation
AVA_ VLAl Developer vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how Ti@E meets the functional and assurance requirentiscribed
in previous sections of this ST.

6.1 TOE Security Functions

Each of the security function descriptions is oiged by the security requirements correspondinthéosecurity
function. Hence, each function is described by lipspecifically satisfies each of its related regments. This
serves to both describe the security functions ratidnalize that the security functions are suiatdl satisfy the
necessary requirements.

Table 10: Mapping of TOE Security Functions to Security Functional Requirements

TOE Security SFR ID Description
Function
Security Audit FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_SAR.1 Audit review
FAU_STG.1 Protected audit trail storage
User Dgta FDP_ACC.1 Subset access control
Protection FDP_ACF.1 Security attribute based access
control
Identificgtio_n and |FIA_AFL.1 Authentication Failure Handling
Authentication FIA_ATD.1 User attribute definition
FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification
FIA_USB.1 User-subject binding
Security FMT_MOF.1 Management of security functions
Management behavior
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1 Management of TSF data
FMT_REV.1 Revocation
FMT_SMF.1 Specification of management
functions
FMT_SMR.1 Security roles
Protection of the FPT_RVM.1 Non-bypassability of the TSP
TSF FPT_SEP.1 TSF domain separation
FPT_STM.1 Reliable time stamps
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6.1.1 Security Audit

The TOE generates two types of audit data. Tls¢tfpe contains information about authenticatamgess control
and event handling and the second type recordsaasieity with the database. Audit logs are getextasolely on
the Host and stored in the file system of the Hp&rating system.

All major software components that run on the Hbave an associated log. Log files have the folhgwi
characteristics:

e Each log consists of a set of files stored in a ponent-specific directory. A separate directory
for log files is kept for each process that createdit logs. Some processes in NPS are run on a
“per session” basis. These subsystems store thdililog files on a per session basis with a
naming scheme that uniquely identifies which ses&deing logged.

» Each file contains one day of entries, for a deéfandlximum of seven days.

» Each file contains entries that, at a minimum, haveémestamp, an entry severity type, and a
message.

« If an event was related to a specific user or saesshat information is stored with the log.

All logs have specified rules on how long each fibg is to be retained by the system. The follogvisecurity
relevant audit logs are kept by the NPS system:

Security Relevant NPS Audit Logs

Backup and Restore Manager Logs all operations by the nzbackup and nzrestore commands

Bootserver Manager Logs startup and shutdown of the system and initialization events of all
SPUs on the system

Client Manager Logs all connection requests to the TOE

Database Operation System Logs all events related to SQL plans submitted to the system

Event Manager Logs all system level events between the Host and the SPUs

Host Statistics Generator Logs the starting and stopping of the statistics generator process

Postgres This is the main database log file. It records information about all
database level activities

Startup Server This log records the startup of all NPS processes and any errors
encountered

The logs may be read by an authorized user withroggpjate privileges on the Linux OS where the rdsoare
stored. The Linux OS also protects the logs frovauthorized access and modification.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_GEN.2, FAU_SAR.1, FAU_STG.1

6.1.2 User Data Protection

For the purpose of this evaluation user data isyddfas database records stored in all the SPUsnimstratively,
the TOE presents its implementation of Discretignaccess Control through the use of an Access @bMatrix
(ACM). For all objects in the database, this ACas the following access privileges to be assigrabort, alter,
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delete, drop, gen stats, list insert, select,cate update. These objects may be individuabdats, or individual
tables within a given database.

The NPS system supports the concept of a groupgroAp is categorized as a collection of acceddsithat have
been assigned by an administrator. Individualsisan then be given membership in one or more grolysers
who are members of a group inherit all access sitfeit have been assigned to that group. There isnit as to
the number of groups that can be created or thebaumf groups that an individual user can be a neznaib.

However, all users are at minimum a member of tbegnamed “Public”.

The TOE also maintains permissions in the AcceggrGbMatrix that apply globally. These allow pdssions to
be granted to users or groups that do not relagpéaific tables or databases. The privileges ¢hatbe granted
with this mechanism are: backup, create table teresternal table, create group, create matergligzeup, create
sequence, create table, create user, create véedware, restore, reclaim, system.

On any operation in the database, the defaultra@ito deny access unless access has been dxgreinted by an
authorized administrator. Whenever a subject r@guegperform an operation on an object, the ACMhscked to
see if the appropriate privilege has been grantade privilege has been granted to either théviddal or a group
of which the individual is a member, then the sobjs allowed to perform the operation on the objécthe
privilege has not been granted than the requgstitiorm the operation will be denied.

All user data stored by the TOE exists as a datadgect. This can take several forms, e.g., alixse, Table, or
data contained within one of those objects. Aliems to this data is mediated by the TOE and sulyjeaccess
permissions as described above. No direct acoasginory or disk storage is provided to end usefst.

TOE Security Functional Requirements Satisfied: FDP_ACC.1, FDP_ACF.1

6.1.3 Identification and Authentication

There are two identification and authentication hasisms used by the TOE. A user may be required to
authenticate to the Linux Operating System (O)riter to perform certain administrative functiorls. order to
perform queries on the TOE database data, thenusgrauthenticate to the SMP Host Application.

6.1.3.1 Linux Identification and Authentication

System administration is performed using a commnadf Linux and NzCLI commands. In order to penfioall
administrative functions, an authorized administrahust be able to identify and authenticate toltimeix OS as
well as the NzCLI.

6.1.3.2 SMP Host Application Identification and Authentication

The TOE performs identification and authenticatawer each interface to the TOE. No system serviegsept
user login) are available to a user prior to idergttion and authentication. A user can requestises through the
nzAdmin or nzCLI interface, directly or via applizmns enable with the Netezza ODBC or JDBC APl.eOwach
of these interfaces the user is required to proddesername and password prior to gaining accesystem
services.

Once the user submits the credentials, there dyetwo possible results, acceptance of a correcbsesername
and password or a rejection. It is possible ligr TOE to lock access to a user’s account if thebar of incorrect
authentication attempts meets a predefined nungtdrysthe Administrator.

! These objects may also be table-like objects:(eigws)
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A user’s identity is bound to one or more groufis binding is used to determine which privilegleis user has
been granted. Users may also be granted privilegigdually. All decisions on granting accessotgjects within

the TOE are handled by the mechanisms as desdribgder Data Protection. The TOE makes a claifsOf-

basic; this claim is in reference to the securigchanisms provided by FIA_ UAU.1.

TOE Security Functional Requirements Satisfied: FIA_AFL.1, FIA_ATD.1, FIA_UAU.1, FIA UID.1
FIA_USB.1

6.1.4 Security Management

This section discusses the TOE's role definitiod asle management functionalities. Strictly spagkithere are
only two “roles” enforced by the TOE. These are tAdmin account” and other “Administrator defingdbups”.
The Admin account is a special account that posdesights and privileges available to the systerithe
Administrator defined groups role is defined asrgwaher user account available on the TOE.

All access rights within the TOE are granted bagseah the User Data Protection mechanisms providedigh the
Access Control Matrix (ACM). The privileges thatrcbe assigned through this ACM mechanism are itbestcm
more detail in section 6.1.2.

The Admin, or another user granted appropriateilpges, can perform all administrative activitiescassary to
manage the TOE. By using an ACM instead of preaefiroles, it is easier to maintain the concepteabt
privilege. Each user is only given the exact rigiesy need at that time and if an Administratordset assign
rights to a large number of users, they can stélte a group, and assign the rights to the grdbus allows
administrators to customize groups to their speciéeds.

TOE Security Functional Requirements Satisfied: [FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_MTD.1,
FMT_REV.1, FMT_SMF.1, FMT_SMR.1].

6.1.5 Protection of the TSF

The TOE provides several mechanisms for protedtingecurity functions. The system has redundanniease of
a hardware failure, and to protect data storedhen3PU’s. Protection of the TOE from physical targgeis
ensured by its environment. It is the respons$ybdf the administrator to assure that the physicainections made
to the TOE remain intact and unmodified. The TOEeIf contained; the hardware and firmware pravide the
NPS system provide all the services necessaryptement the TOE. There are no other externalfextes into the
TOE other than the Ethernet interfaces. No germrgbose operating system, programming interfacesxternal
disk storage is provided.

The TOE provides reliable timestamp information itsrown use. The time is set through the use NEetwork
Time Protocol (NTP) client, or manually to the Lin@S. From there, other subsystems are ablerievetthe time
for inclusion in audit records.

The TOE maintains a security domain for its owncexi®n that protects it from interference and tarmag by
untrusted subjects. Software files on the TOE ot modified without violating the physical satumwf the
TOE. The underlying assumption regarding the dpmeraf the TOE is that it is maintained in a plogdly secure
environment.

Non-bypassability of the TOE is provided by a comalbion of the basic configuration and enforcemehnthe
security policy rules. The assumed secure basifigiration maintaining physical and logical isadat supports
the protection of Security Functions. The funcsidhat enforce the TOE Security Policy (TSP) wilays be
invoked, before any function within the TSF Scop€ontrol is allowed to proceed.

TOE Security Functional Requirements Satisfied: [FPT_RVM.1, FPT_SEP.1, FPT_STM.1,].
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6.2 TOE Security Assurance Measures

EAL3+ was chosen to provide a basic level of indejemtly assured security. This section of the Bgcliarget
maps the assurance requirements of the TOE for BAIB+ level of assurance to the assurance measisessfor
the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate
documentation to the TOE assurance requirements.

1 Note to Evaluator: The final versions of these documents have not yet been produced. The version numbers will be |

1 completed when the evaluation is close to completion and the documents have been finalized. I

Table 11: Assurance Measures Mapping to TOE Security Assurance Requirements (SARS)

Assurance Assurance Measure

Component

ACM_CAP.3 |Netezza Performance Server version 3.0, Release 6
[Build 6414] - Configuration Management v0.1

ACM.SCP.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] - Configuration Management vO0.1

ADO_DEL.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] - Secure Delivery v0.1

ADO_IGS.1 |Netezza Performance Server 2.5
Standard System Configuration
Guide v1.0

Netezza Performance Server 3.0
Getting Started Tips v1.0

ADV_FSP.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] - TOE Architecture: Functional Specification
v0.1

ADV_HLD.2 |Netezza Performance Server version 3.0, Release 6
[Build 6414] - TOE Architecture: High Level Design v0.1

ADV_RCR.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] Representation Correspondence v0.1

AGD_ADM.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] Administrator's Guide v 1.0

AGD_USR.1 |Not Applicable

ALC_DVS.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] —ALC-DVS.1 v0.1

ALC_FLR.2 Netezza Performance Server version 3.0, Release 6
[Build 6414]- ALC_FLR.2 v0.1.doc

ATE_COV.2 |Netezza Performance Server version 3.0, Release 6
[Build 6414] — Functional Tests and Coverage v0.1

ATE_DPT.1 Netezza Performance Server version 3.0, Release 6
[Build 6414] — Functional Tests and Coverage v0.1

ATE_FUN.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] — Functional Tests and Coverage v0.1

ATE_IND.2 Provided by the CC Evaluation Lab.

AVA_MSU.1 |Netezza Performance Server version 3.0, Release 6

[Build 6414] - Vulnerability Assessment v0.1
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Assurance Assurance Measure
Component

AVA _SOF.1 |Netezza Performance Server version 3.0, Release 6
[Build 6414] - Vulnerability Assessment v0.1

AVA_VLA.1 Netezza Performance Server version 3.0, Release 6
[Build 6414] - Vulnerability Assessment v0.1

6.2.1 ACM_CAP.3: Configuration Management Document ACM_SCP.1: Scope

The Configuration Management document provides scrifion of the various tools used to control the
configuration items and how they are used inteyratliNetezza. This document provides a completdiguration
item list and a unique referencing scheme for eaxtiiguration item. Additionally, the configurationanagement
system is described including procedures that seel by developers to control and track changesatfeatade to
the TOE. The documentation further details the T€dEfiguration items that are controlled by the figuration
management system.

6.2.2 ADO_DEL.1: Delivery and Operation Document

The Delivery and Operation document provides a rifggan of the secure delivery procedures impleradnby
Netezza to protect against TOE modification dugingduct delivery. The Installation Documentatiaopded by
Netezza details the procedures for installing tli@ETand placing the TOE in a secure state offerirg same
protection properties as the master copy of the TORe Installation Documentation provides guidattcthe TOE
User(s) on configuring the TOE and how they affeet TSF.

6.2.3 ADO_IGS.1: Installation Guidance, AGD_ADM.1: Administrator Guidance,
AGD USR.1: User Guidance

The installation guidance document provides theegadares necessary for the secure installation,rgéoe, and
start-up of the TOE for administrators and userhefTOE.

The administrator guidance documentation providetilbd procedures for the administration of theET@nd
description of the security functions provided bg TOE.

The User Guidance documentation provided direcersu®n how to operate the TOE in a secure manner.
Additionally, User Guidance explains the user-usigecurity functions and how they need to be ésedc

6.2.4 ADV_FSP.1: Informal Functional Specification, ADV_HLD.2: High Level
Design, ADV_RCR.1: Representation Correspondence

The Netezza design documentation consists of senedaded design documents that address the componéthe
TOE at different levels of abstraction. The follogy design documents address the Development Asseira
Requirements:

» The Functional Specification provides a descriptifrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,emors message for each external TSF interface.

 The High-Level Design provides a top level desigmecification that refines the TSF functional
specification into the major constituent parts &gbems) of the TSF. The high-level design iderttithe
basic structure of the TSF, the major elementistiag of all interfaces, and the purpose and nitibfouse
for each interface.

e« The Representation Correspondence demonstratescahespondence between each of the TSF
representations provided. This mapping is perfarteeshow the functions traced from the ST desoript
to the High-Level Design.
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6.2.5 ALC_DVS.1: Development Security, ALC_FLR.2: Flaw Remediation

The Life Cycle Support documentation describeshaiphysical, procedural, personnel, and otherriggaueasures
that are necessary to protect the confidentialitg @ntegrity of the TOE design and implementation itis

development environment. It provides evidence thase security measures are followed during tiveldpment
and maintenance of the TOE. Flaw remediation poes addressed to TOE developers are provided@made
the established procedures for accepting and aapog all reports of security flaws and requestsctorections of
those flaws. Flaw remediation guidance addressetiGE users is provided. The description also a&iostthe
procedures used to track all reported securityslaweach release of the TOE. The establisheayiéde model to
be used in the development and maintenance of@ei$ documented and explanation on why the madeséd is
also documented. The selected implementation-dkgreroptions of the development tools are described

6.2.6 ATE_COV.2: Test Coverage Analysis, ATE_FUN.1l: Functional Testing,
ATE_DPT.1: Depth of Coverage Analysis

There are a number of components that make upebedbcumentation. The Coverage Analysis demdastthat

testing is performed against the functional speatfon. The Coverage Analysis demonstrates thenexd which

the TOE security functions were tested as wellhaslével of detail to which the TOE was tested.t Rlans and
Test Procedures, which detail the overall effoftshe testing effort and break down the specifepsttaken by a
tester, are also provided in order to meet therasse requirement Functional Testing.

6.2.7 AVA_VLA.1l: Vulnerability Analysis, AVA_SOF.1: Strength of Function
Analysis

A Vulnerability Assessment is provided to demortstraays in which an entity could violate the TS anovide a
list of identified vulnerabilities. Additionallythis document provides evidence of how the TOEemstant to
obvious attacks.

The Strength of TOE Security Function Analysis dasimtes the strength of the probabilistic or peational
mechanisms employed to provide security functiorithizv the TOE and how they exceed the minimum SOF
requirements.
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance klai

7.1 Protection Profile Reference

There are no protection profile claims for thisig#ty target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the secur@yuirements are suitable to meet the securitgatives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existesfceach assumption, threat, and policy statenferttdompose the
Security Target. Table 12 demonstrates the mapipétgyeen the assumptions, threats, and policdseteedcurity
objectives is complete. The following discussiaovides detailed evidence of coverage for eachnagsan,
threat, and policy.

Table 12: Relationship of Security Threats to Objectives

Objectives

O.AUDIT REVIEW
O.AUDIT STORAG
O.CONFIGURATIO
O.DOCUMENTED

O.MANAGE
O.MEDIATE

O.NO BYPASS

O.AUDIT_GENERA
O.INTERNAL TOE
O.PARTIAL SELF
O.TOE_ACCESS
O.VULNERABILITY
O.PARTIAL_FUNC
O._ AND_A

Threats, Policies
T. ACCIDENTAL_ADMIN_ERROR
T.MASQUERADE
T.POOR_DESIGN
T.POOR_IMPLEMENTATION
T.POOR_TEST
T.TSF_COMPROMISE
T.UNAUTHORIZED_ACCESS
T.UNIDENTIFIED_ACTIONS
P.ACCOUNTABILITY
P.ROLES

N O.ADMIN GUIDAN
O.ADMIN_ROLE

Threats and Policies

T.ACCIDENTAL_ADMIN_ERROR

An administrator may incorrectly install or confirguthe TOE resulting in ineffective security
mechanisms.

O.ADMIN_GUIDANCE helps to mitigate this threat byisuring the TOE administrators have
guidance that instructs them how to administeri@& in a secure manner. Having this guidance
helps to reduce the mistakes that an administraight make that could cause the TOE to be
configured in a way that is insecure.

T.MASQUERADE

A user or process may masquerade as another gntitger to gain unauthorized access to data or
TOE resources.

O.TOE_ACCESS mitigates this threat by controllifg tlogical access to the TOE and its
resources. By constraining how and when authoniseds can access the TOE, and by mandating
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the type and strength of the authentication meaarhis objective helps mitigate the possibility
of a user attempting to login and masquerade asu#tmorized user. In addition, this objective
provides the administrator the means to controlrthmber of failed login attempts a user can
generate before an account is locked out, furtleeluging the possibility of a user gaining
unauthorized access to the TOE. O.I_AND_A helpsrnitigate this threat by providing for
mechanisms to identify and authenticate users.

T.POOR_DESIGN

Unintentional errors in requirements specificatmmdesign of the TOE may occur, leading to
flaws that may be exploited by a casually mischiesvaser or program.

O.CONFIGURATION_IDENTIFICATION plays a role in cotering this threat by requiring the
developer to provide control of the changes made toe TOE's design.
O.DOCUMENTED_DESIGN ensures that the design of T@E is documented, permitting
detailed review by evaluators and validators. OMEBRABILITY_ANALYSIS ensures the
design of the TOE is analyzed for design flawsAWUDIT_STORAGE ensures that the audit logs
are securely stored and managed, and O.NO_BYPAS@@nthat poor design does not result in
a design flaw that allows the TSP to be bypassed.

T.POOR_IMPLEMENTATION

Unintentional errors in implementation of the TO&sm@n may occur, leading to flaws that may be
exploited by a casually mischievous user or program

O.CONFIGURATION_IDENTIFICATION plays a role in cotering this treat by requiring the
developer to provide control of the changes madéh¢oTOE'’s design. Although the previous
three objectives help minimize the introduction afrors into the implementation.
O.PARTIAL_FUNCTIONAL_TEST increases the likelihodldat any errors that do exist in the
implementation (with respect to the functional sfieation, high-level, and low-level design) will
be discovered through testing. O.VULNERABILITY_ANAISIS helps reduce errors in the
implementation that may not be discovered duringcfional testing. Ambiguous design
documentation and the fact that exhaustive tegifnilne external interfaces is not required may
leave bugs in  the implementation undiscovered in nctional testing.
O.VULNERABILITY_ANALYSIS helps reduce errors in thinplementation that may not be
discovered during functional testing. Ambiguous igiesdocumentation and the fact that
exhaustive testing of the external interfaces israquired may leave bugs in the implementation
undiscovered in functional testing. O.PARTIAL_SEIFROTECTION helps reduce the
availability of vulnerabilities from untrusted user O.NO_BYPASS ensures that poor
implementation does not result in a configuratioat tallows the TSP to be bypassed.

T.POOR_TEST

Lack of or insufficient tests to demonstrate thktT®DE security functions operate correctly
(including in a fielded TOE) may result in incorteEOE behavior being discovered thereby
causing potential security vulnerabilities.

O.DOCUMENTED_DESIGN helps to ensure that the TO#&xumented design satisfies the
security functional requirements. In order to eastime TOE's design is correctly realized in its
implementation, the appropriate level of functiotegting of the TOE'’s security mechanisms must
be performed during the evaluation of the TOE. ARPIAL_FUNCTIONAL_TEST increases
the likelihood that any errors that do exist in thglementation (with respect to the functional
specification, high level, and low-level design) llwibe discovered through testing.
O.VULNERABILITY_ANALYSIS addresses this concern bgquiring a vulnerability analysis be
performed in conjunction with testing that goesdray functional testing. This objective provides
a measure of confidence that the TOE does not icoséeurity flaws that may not be identified
through functional testing. While these testingidtiés are a necessary activity for successful
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completion of an evaluation, this testing activitpes not address the concern that the TOE
continues to operate correctly and enforce itsrégqoolicies once it has been fielded. Some level
of testing must be available to end users to entheelT OE’s security mechanisms continue to
operator correctly once the TOE is fielded. O.PAMRT SELF_PROTECTION helps reduce the
availability of vulnerabilities from untrusted user

T.TSF_COMPROMISE

A malicious user or process may cause configurateta to be inappropriately accessed (viewed,
modified, or deleted).

O.PARTIAL_SELF_PROTECTION ensures the TOE is capaifl protecting itself from attack.
O.MANAGE is necessary because an access contriypis| specified to control access to TSF
data. This objective is used to dictate who is ableiew and modify TSF data, as well as the
behavior of TSF functions. O.INTERNAL_TOE_DOMAINSh&ures the TOE will establish
separate domains for data belonging to users.

T.UNAUTHORIZED_ACCESS

A user may gain unauthorized access to user datatfich they are not authorized according to
the TOE security policy.

O.MEDIATE ensures that all accesses to user daaainject to mediation, unless said data has
been specifically identifies as public data. TheEln@quires successful authentication to the TOE
prior to gaining access to any controlled-accesgerd. By implementing strong authentication to
gain access to these services, an attacker’'s apyiyrtto successfully conduct a man-in-the-
middle and/or password guessing attack is greatliyiced. Lastly, the TSF will ensure that all
configured enforcement functions (authenticatiatess control rules, etc.) must be invoked prior
to allowing a user to gain access to TOE or TOEiated services. The TOE restricts the ability
to modify the security attributes associated withesss control rules, access to authenticated and
unauthenticated services, etc to the administratbis feature ensures that no other user can
modify the information flow policy to bypass theténded TOE security policy. O._ AND_A
ensures that only authorized users may accessQbe T

T.UNIDENTIFIED_ACTIONS
Failure of the authorized administrator to identifyd act upon unauthorized actions may occur.

The threat of an authorized administrator failingkhow about malicious audit events produces
the objectives of the authorized administrator hguhe facilities and knowing how to use them
(O.ADMIN_GUIDANCE). The threat of an authorized adistrator failing to know about
malicious audit events produces the objectives h&f &uthorized administrator having the
capability to wuse the mechanisms (O.MANAGE) to eewi audit records.
O.AUDIT_GENERATION ensures that the authorized adstiators have a means of identifying
unusual activity.

P.ACCOUNTABILITY
The authorized users of the TOE shall be held atadle for their actions within the TOE.

O.AUDIT_GENERATION addresses this policy by providithe authorized administrator with
the capability of configuring the audit mechanism record the actions of a specific user.
O.AUDIT_REVIEW provides authorized administratorghwthe ability to review the audit trail.
Additionally, the administrator’'s ID is recorded ehany security relevant change is made to the
TOE (e.g., access rule modification, start-stophef audit mechanism, establishment of a trusted
channel, etc.). The audit mechanism is requireiddtude the current date and time in each audit
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record. All audit records that include the userWil| also include the date and time that the event
occurred. O.TOE_ACCESS supports this policy by g the TOE to identify and authenticate
all authorized users prior to allowing any TOE ascer any TOE mediated access on behalf of
those users.

P.ROLES

The TOE shall provide an authorized administratde for secure administration of the TOE. This
role shall be separate and distinct from othera@ighd users.

The TOE has the objective of providing an authariadministrator role for secure administration.
The TOE may provide other roles as well, but ohly tole of authorized administrator is required
(O.ADMIN_ROLE).

Table 13: Relationship of Environmental Objectives to Assumptions

OE. NO_GENERAL_ PURPOSE

OE.PHYSICAL

Assumptions

N OE.NO_EVIL
Ml OE.CONFIG

ANO_EVIL

A.NO_GENERAL_PURPOSE

Assumptions

A.PHYSICAL

Objectives

A.NO_EVIL
Administrators are non-hostile, appropriately teinand follow all administrator guidance.

OE.NO_EVIL specifies that sites using the TOE sleaisure that authorized administrators are
non-hostile, appropriately trained, and follow atiministrator guidance. OE.CONFIG ensures
that the TOE will be installed, configured, managadd maintained in accordance with its
guidance documentation and applicable securitycigsliand procedures.

A.NO_GENERAL_PURPOSE

There are no general-purpose computing capabilifeeg., compilers or user applications)
available on DBMS servers, other than those sesuigeessary for the operation, administration,
and support of the DBMS.

OE.NO_GENERAL_PURPOSE states that the DBMS servastmimot include any general-
purpose commuting or storage capabilities. Thisl wibtect the TSF data from malicious
processes.
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A.PHYSICAL

It is assumed that appropriate physical securigrévided within the domain for the value of the
IT assets protected by the TOE and the value oftitred, processed, and transmitted information.

OE.PHYSICAL states that the TOE, the TSF data, pratected user data is assumed to be
protected from physical attack (e.g., theft, mawdifion, destruction, or eavesdropping). Physical
attack could include unauthorized intruders inte HOE environment, but it does not include
physical destructive actions that might be takerabyindividual that is authorized to access the
TOE environment.
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8.2 Security Functional Requirements Rationale
The following discussion provides detailed evideateoverage for each security objective.

Table 14: Relationship of Security Requirements to Objectives

Objectives

O.ADMIN_ROLE

O.AUDIT_STORAGE
O.VULNERABILITY_ANALYSIS

Requirements

O.ADMIN_GUIDANCE
O.AUDIT_REVIEW
O.CONFIGURATION_IDENTIFICATION
0.DOCUMENTED_DESIGN
O.MANAGE

O.MEDIATE
O.INTERNAL_TOE_DOMAINS
O.PARTIAL_SELF_PROTECTION
O.TOE_ACCESS
O.PARTIAL_FUNCTIONAL_TEST
O.NO_BYPASS

O._AND_A

FAU_GEN.1

NN  O.AUDIT_GENERATION

FAU_GEN.2

FAU_SAR.1
FAU_STG.1
FDP_ACC.1
FDP_ACF.1
FIA_AFL.1

FIA_ATD.1

FIA_UAU.1

FIA_UID.1

FIA_USB.1
FMT_MOF.1
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1

FMT_REV.1

FMT_SMF.1

FMT_SMR.1

FPT_RVM.1
FPT_SEP.1
FPT_STM.1
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Objectives

O.ADMIN_ROLE

O.VULNERABILITY_ANALYSIS

Requirements

O.ADMIN_GUIDANCE
O.AUDIT_GENERATION
O.AUDIT_REVIEW
O.AUDIT_STORAGE
O.CONFIGURATION_IDENTIFICATION
0.DOCUMENTED_DESIGN
O.MANAGE

O.MEDIATE
O.INTERNAL_TOE_DOMAINS
O.PARTIAL_SELF_PROTECTION
O.TOE_ACCESS
0.NO_BYPASS

O._AND_A

ATE_COV.2

ATE_FUN.1

ATE_IND.2

ANIRNIIRNE O.PARTIAL_FUNCTIONAL_TEST

ADO_IGS.1

AGD_ADM.1
AGD_USR.1
AVA_MSU.1
ADO_DEL.1
ALC_FLR.2

ADV_FSP.1

ADV_HLD.1

ADV_RCR.1

AVA_SOF.1

AVA_VLA.1
ACM_CAP.3

O.ADMIN_GUIDANCE
The TOE will provide administrators with the ne@ysnformation for secure management.

ADO_DEL.1 ensures that the administrator is prodidecumentation that instructs them how to
ensure the delivery of the TOE, in whole or in pattas not been tampered with or corrupted
during delivery. This requirement ensures the adtmator has the ability to begin their TOE
installation with a clean (e.g., malicious code hasbeen inserted once it has left the developer’s
control) version of the TOE, which is necessarydecure management of the TOE. ADO_IGS.1
ensures the administrator has the information macgsto install the TOE in the evaluated
configuration. Often times a vendor’s product cargasoftware that is not part of the TOE and
has not been evaluated. The Installation, Generatiod Startup (IGS) documentation ensures
that once the administrator has followed the itei@h and configuration guidance the result is a
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TOE in a secure configuration. AGD_ADM.1 mandates developer provide the administrator
with guidance on how to operate the TOE in a secoamner. This includes describing the
interfaces the administrator uses in managing & Tsecurity parameters that are configurable
by the administrator, how to configure the TOE'derwset and the implications of any
dependencies of individual rules. The documentadign provides a description of how to setup
and review the auditing features of the TOE. AGIBRJ is intended for non-administrative
users, but could be used to provide guidance amriggthat is common to both administrators and
non-administrators (e.g., password management ljugd¢. AVA_MSU.1 ensures that the
guidance documentation is complete and consistemd, notes all requirements for external
security measures.

O.ADMIN_ROLE
The TOE will provide authorized administrator rotessolate administrative actions.

The TOE will establish, at least, an authorized iatbtrator role. The ST writer may choose to
specify more roles. The authorized administratdl bé given privileges to perform certain tasks
that other users will not be able to perform. Thaseleges include, but are not limited to, access
to audit information and security functions. (FMTMRB.1)

O.AUDIT_GENERATION

The TOE will provide the capability to detect andkate records of security relevant events
associated with users.

FAU_GEN.1 defines the set of events that the TO&stnbe capable of recording. This
requirement ensures that the administrator haaltiigy to audit any security relevant events that
takes place in the TOE. This requirement also @sfithe information that must be contained in
the audit record for each auditable event. FAU_ GEdhsures that the audit records associate a
user identity with the auditable event. In the cadeauthorized users, the association is
accomplished with the userid. FPT_STM.1 ensuras ftbliable timestamps are available to be
included in the audit records.

O.AUDIT_REVIEW

The TOE will provide mechanisms to allow the auihed administrator to view and sort the audit
logs.

FAU_SAR.1 addresses the capability to allow autteztiadministrators to review the audit logs.
The records must be presented in a manner suf@mbieterpretation.

O.AUDIT_STORAGE
The TOE will provide mechanisms to provide sectioeagie and management of the audit log.

FAU_STG.1 requires that only an authorized admiaist may delete the audit records, ensuring
that malicious users may not compromise the datadtwithin the audit records.

O.CONFIGURATION_IDENTIFICATION

The configuration of the TOE is fully identified amanner that will allow implementation errors
to be identified, corrected with the TOE being sétdbbuted promptly.

ACM_CAP.3 addresses this objective by requiring thare be a unique reference for the TOE,
and that the TOE is labeled with that referenceldd requires that there be a CM system in place,
and that the configuration items that comprise TR¥E are uniquely identified. This provides a
clear identification of the composition of the TOBLC FLR.2 addresses this objective by
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requiring that there be a mechanism in place fentiflying flaws subsequent to fielding, and for
distributing those flaws to entities operating slystem.

O.DOCUMENTED_DESIGN

O.MANAGE

O.MEDIATE

The design of the TOE is adequately and accurdmtymented.

ADV_FSP.1 requires that the interfaces to the TH@Edocumented and specified.ADV_HLD.1
requires the high level design of the TOE be doauetw and specified and that said design be
shown to correspond to the interfaces. ADV_RCRuires that there be a correspondence
between adjacent layers of the design decomposition

The TOE will provide all the functions and fadé# necessary to support the authorized
administrators in their management of the secuwityhe TOE, and restrict these functions and
facilities from unauthorized use.

FMT_MOF.1 requires that the ability to use part@ulTOE capabilities be restricted to the
administrator. FMT_MSA.1 requires that the abitibyperform operations on security attributes be
restricted to particular roles. FMT_MSA.3 requithat default values used for security attributes
are restrictive, and that the administrator hasahiity to override those values. FMT_MTD.1
requires that the ability to manipulate TOE contisntestricted to administrators. FMT_REV.1
restricts the ability to revoke attributes to thdménistrator. FMT_SMF.1 identifies the
management functions that are available to theoaiztbd administrator. FMT_SMR.1 defines the
specific security roles to be supported.

The TOE must protect user data in accordance tgitbeicurity policy.

FDP_ACC.1 defines the Access Control policy thdt e enforced on a list of subjects acting on
the behalf of users attempting to gain accessligt af named objects. All the operation between
subject and object covered are defined by the TQBl&cy. FDP_ACF.1 defines the security
attribute used to provide access control to objeased on the TOE'’s access control policy.

O.INTERNAL_TOE_DOMAINS

The TSF will maintain internal domains for sepmnmatof data and queries belonging to
concurrent users.

FPT_SEP.1 requires the TOE to maintain a sepdatain for its own execution separate from
other processes.

O.PARTIAL_SELF_PROTECTION

The TSF will maintain a domain for its own exeoutithat protects itself and its resources from
external interference, tampering, or unauthorizedldsure through its own interfaces.

O.TOE_ACCESS

The TOE will provide mechanisms that control a isskgical access to the TOE.

FIA_ATD.1 defines the attributes of users. Thisludes the privileges and group memberships
associated with that user. These, combined wihofject privileges are used to autogenerate a
list of effective privileges which provide a meckan for performing access checks and retrieving
lists of accessible objects. This is used by tl@ETio enforce user access to the TOE data.
AVA_SOF.1 requirement is applied to the passworathaaism used by the local administrator
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(The single use authentication mechanism suppheshb IT environment (i.e., authentication
server) has this same assurance requirement legadhst it to ensure a consistent level of
assurance.) For this TOE, the strength of funcsipecified is basic. This requirement ensures the
developer has performed an analysis of the passwmchanism to ensure the probability of
guessing a local administrator's password woulduirega high-attack potential, as defined in
Annex B of the CEM. This analysis takes into acedbe password spaces, as well as any feature
of the password mechanism that plays a role intiligithe number of failed authentication
attempts within a given time period.

O.VULNERABILITY_ANALYSIS

The TOE will undergo some vulnerability analysisdtemonstrate the design and implementation
of the TOE does not contain any obvious flaws.

The AVA_VLA.1 component provides the necessarelesf confidence that vulnerabilities do
not exist in the TOE that could cause the secymitlicies to be violated. AVA_VLA.1 requires
the developer to perform a systematic search faerpial vulnerabilities in all the TOE
deliverables. For those vulnerabilities that ar¢ elominated, a rationale must be provided that
describes why these vulnerabilities cannot be étquloby a threat agent with a low attack
potential, which is in keeping with the desiredusasce level of this TOE. As with the functional
testing, a key element is this component is thahdapendent assessment of the completeness of
the developer's analysis is made, and more imptiytaan independent vulnerability analysis
coupled with testing of the TOE is performed. Th@mponent provides the confidence that
security flaws do not exist in the TOE that coulel éxploited by a threat agent or moderate (or
lower) attack potential to violate the TOE's setyupiolicies.

O.PARTIAL_FUNCTIONAL_TEST

O.NO_BYPASS

O._AND_A

The TOE will undergo some security functional tegtthat demonstrates the TSF satisfies some
of its security functional requirements.

ATE_COV.2 requires that there be a corresponderteden the tests in the test documentation
and the TSF as described in the functional spetiin. ATE_FUN.1 requires that the developer
provide test documentation for the TOE, includiegtplans, test procedure descriptions, expected
test results, and actual test results. These teeiglntify the functions tested, the test perfadme
and test scenarios. These require that the dexelop those tests, and show that the expected
results were achieved. ATE_IND.2 requires thatethaluators test a subset of the TSF to confirm
correct operation, on an equivalent set of resautoethose used by the developer for testing.
These sets should include a subset of the devetapdests.

The TOE shall ensure that security mechanisms ¢émnbypassed in order to gain access to the
TOE resources.

FPT_RVM.1 ensures the TOE cannot be bypassed ir @dodgain unauthorized access of TOE
resources.

The TOE contains identification and authenticatisechanisms for users to login to the TOE.

FIA_AFL.1 ensures a user cannot keep entering aalichpassword in attempts to login; this will
prevent a brute force attack to crack a user'swpass FIA_UAU.1 requires that all users must
authenticate before they are given access to th&.TR)A _UID.1 requires that users must
uniquely identify themselves before they are gigeness to the TOE. FIA_USB.1 binds the user
identity with group memberships and privileges ¢ébedmine access to data.
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8.2.1 Rationale for the IT Environment

OE.NO_EVIL
Sites using the TOE shall ensure that authorizedirddtrators are non-hostile, appropriately
trained, and follow all administrator guidance.
This objective does not contain any IT securitquieements because it is a non-IT related
objective. Thus, the CC does not mandate it mamyorequirements.

OE.CONFIG

The TOE will be installed, configured, managed, amntained in accordance with its guidance
documentation and applicable security policies piutedures.

This objective does not contain any IT securitquieements because it is a non-IT related
objective. Thus, the CC does not mandate it mamyorequirements.

OE. NO_GENERAL_ PURPOSE

There will be no general-purpose computing capidsli(e.g., compilers or user applications)
available on DMBS servers, other than those sesuigzessary for the operation, administration,
and support of the DBMS.

This objective does not contain any IT securitquieements because it is a non-IT related
objective. Thus, the CC does not mandate it mamyorequirements.

OE.PHYSICAL

Physical security will be provided within the domdor the value of the IT assets protected by the
TOE and the value of the stored, processed, andritted information.

This objective does not contain any IT securitquieements because it is a non-IT related
objective. Thus, the CC does not mandate it mamyorequirements.

8.3 Dependency Rationale

This ST does satisfy all the requirement depen@snaf the Common Criteria. Table 15 lists eacluiregnent to
which the TOE claims conformance with a dependeawcg indicates whether the dependent requirement was
included. As the table indicates, all dependencia® been met.

Table 15: Functional Requirements Dependencies

Requirement Dependency Dependency Met Rationale
FAU_GEN.1 FPT_STM.1 1 Satisfied by the IT environment
with FPT_STM.1.
FAU_GEN.2 FAU_GEN.1 1 Satisfied.
FIA_UID.1
FAU_SAR.1 FAU_GEN.1 1 Satisfied.
FAU_STG.1 FAU_GEN.1 1 Satisfied.
FIA_AFL.1 FIA_UAU.1 1 Satisfied.
FIA_UAU.1 FIA_UID.1 1 Satisfied.
FIA_USB.1 FIA_ATD.1 1 Satisfied.
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Requirement Dependency Dependency Met Rationale
FDP_ACC.1 FDP_ACF.1 [v] Satisfied.
FDP_ACF.1 FDP_ACC.1 V] Satisfied.
FMT_MSA.3

FMT_MOF.1 FMT_SMF.1 [V] Satisfied.
FMT_SMR.1

FMT_MSA.1 [FDP_ACC.1 or FDP_IFC.1] |[v] Dependency satisfied by
FMT_SMF.1 FDP_ACC.1.
FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 [V] Satisfied.
FMT_SMR.1

FMT_MTD.1 FMT_SMF.1 V] Satisfied.
FMT_SMR.1

FMT_REV.1 FMT_SMR.1 [v] Satisfied.

FMT_SMR.1 FIA_UID.1 [v] Satisfied.

8.4 TOE Summary Specification Rationale

8.4.1 TOE Summary Specification Rationale for the Security Functional
Requirements

Each subsection in the TOE Summary Specificatiecii§n 6) describes a security function of the TOEach
description is organized by set of requirement$ wationale that indicates how these requirememrgtsatisfied by
aspects of the corresponding security function.e $at of security functions work together to sgtiahl of the
security functions and assurance requirementsth&umore, all of the security functions are necgssaorder for
the TSF to provide the required security functiggal This section, in conjunction with the TOE Sunary
Specification section, provides evidence that teeusty functions are suitable to fulfill the TOEecarity
requirements.

Table 16 identifies the relationship between ségugquirements and security functions, showing gilasecurity
requirements are addressed and all security furctise necessary (i.e., they correspond to at eastsecurity
requirement).

The only security mechanism that is realized byr@babilistic or permutational implementation is thassword
mechanism. For an analysis of the Strength of famcrefer to Strength of Function (SOF) Ratiorsdetion.

Table 16: Mapping of Security Functional Requirements to TOE Security Functions

TOE Security Function SFR Rationale
Security Audit FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_SAR.1 Audit review
FAU_STG.1 Protected audit trail storage
User Data Protection [JgslzyXeleN} Subset access control
FDP_ACF.1 Security attribute based access control
Identification and FIA_AFL.1 Authentication failure handling
Authentication FIA_ATD.1 User attribute definition
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TOE Security Function SFR Rationale
FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification
FIA_USB.1 User-subject binding

ST gAY ERER s FMT_MOF.1 Management of security functions behavior
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1 Management of TSF data
FMT_REV.1 Revocation
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

SN AGIENESIEN FPT_RVM.1 Non-bypassability of the TSP
FPT_SEP.1 TSF domain separation
FPT_STM.1 Reliable time stamps

8.4.2 TOE Summary Specification Rationale for the Security Assurance
Requirements

EAL3+ was chosen to provide a basic level of indejeatly assured security in the absence of readiadility of
the complete development record from the vendohe hosen assurance level is consistent with tistulaed
threat environment.

8.4.2.1 Configuration Management

The Configuration Management documentation proviglegescription of tools used to control the configion
items and how they are used at the Netezza. Tbengentation provides a complete configuration itesnand a
unique reference for each item. Additionally, tbenfiguration management system is described imojud
procedures that are used by developers to comibtrack changes that are made to the TOE. Thendewtation
further details the TOE configuration items that eontrolled by the configuration management system

Corresponding CC Assurance Components:

» Configuration Items

8.4.2.2 Delivery and Operation

The Delivery and Operation documentation providdsscription of the secure delivery procedures émanted by
Netezza to protect against TOE modification dugngduct delivery. The Installation Documentatiooyded by
Netezza details the procedures for installing ti@ETand placing the TOE in a secure state offerirgg same
protection properties as the master copy of the TAme Installation Documentation provides guidatwehe
administrator on the TOE configuration parametai low they affect the TSF.

Corresponding CC Assurance Components:

» Delivery Procedures
« Installation, Generation and Start-Up Procedures
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8.4.2.3 Development

The Netezza design documentation consists of senataded design documents that address the compooéthe
TOE at different levels of abstraction. The follogr design documents address the Development Asseira
Requirements:

e The Functional Specification provides a descriptidrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,emors message for each external TSF interface.

» The High-Level Design provides a top level desigrecification that refines the TSF functional
specification into the major constituent parts bems) of the TSF. The high-level design idergithe
basic structure of the TSF, the major elementistiad of all interfaces, and the purpose and netthfouse
for each interface.

» The Correspondence Analysis demonstrates the pamdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.

Corresponding CC Assurance Components:

» Informal Functional Specification
» Descriptive High-Level Design
» Informal Representation Correspondence

8.4.2.4 Guidance Documentation

The Netezza Guidance documentation provides adiratos and user guidance on how to securely opedtete
TOE. The administrator Guidance provides desanmysti of the security functions provided by the TOE.
Additionally, it provides detailed accurate inforiioa on how to administer the TOE in a secure maand how to
effectively use the TSF privileges and protectivactions. The User Guidance provided directs usarhow to
operate the TOE in a secure manner. Addition&lser Guidance explains the user-visible securitictions and
how they are to be used and explains the usersimomaintaining the TOE’s Security. Netezza pdegi single
versions of documents which address the administr&uidance and User Guidance; there are not depara
guidance documents specifically for non-adminisiraisers of the TOE.

Corresponding CC Assurance Components:

» Administrator Guidance
» User Guidance

8.4.25 Tests

There are a number of components that make upebedbcumentation. The Coverage Analysis demdastthe

testing performed against the functional speciiicat The Coverage Analysis demonstrates the extewhich the

TOE security functions were tested as well as d¢vellof detail to which the TOE was tested. Neterest Plans
and Test Procedures, which detail the overall &ffof the testing effort and break down the spedifeps taken by
a tester, are also provided.

Corresponding CC Assurance Components:

» Analysis of Coverage
» Testing: high level design
» Functional Testing
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8.4.2.6 Vulnerability and TOE Strength of Function Analyses

A Vulnerability Assessment is provided to demortstraays in which an entity could violate the TSHE anovide a
list of identified vulnerabilities. Additionallythe document provides evidence of how the TOE séstant to
obvious attacks. The Strength of TOE Security FiancAnalysis demonstrates the strength of the alodistic or
permutational mechanisms employed to provide sgcduinctions within the TOE and how they exceed the
minimum SOF requirements.

Corresponding CC Assurance Components:

» Strength of TOE Security Function analysis
* Vulnerability Analysis

8.5 Strength of Function

Strength of function rating of SOF-basic was clainfier this TOE to meet the EAL3+ assurance requénas) this
SOF is sufficient to resist the threats identifie®ection 3. Section 4 provides evidence that destnates that TOE
threats are countered by the TOE security objesti8ection 8 demonstrates that the security obgsfor the TOE
and the TOE environment are satisfied by the sgcueguirements. The evaluated TOE is intendedp@rate in
commercial and DoD low robustness environmentsgssiag unclassified information.

The overall TOE SOF claim is SOF-basic becauseS@iE is sufficient to resist the threats identifie®ection 3.1.
Section 8.1 provides evidence that demonstratdsTi& threats are countered by the TOE securitgdailves.
Section 8.2 demonstrates that the security obgstfer the TOE and the TOE environment are satidbig the
security requirements.

The relevant security function and security furnmdib requirement which has probabilistic or permatsl
functions is FIA_UAU.1.
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9 Acronyms

Table 17: Acronyms

Acronym Definition

ACID Atomicity, Consistency, Isolation, And Durability

ACM Access Control Matrix

ccC Common Criteria

CLlI Command Line Interface

CM Configuration management

EAL Evaluation Assurance Level

GB Gigabyte

GUI Graphical user interface

ISO International Organization for Standardization

IT Information technology

JDBC Java Database Connectivity

ODBC Open Database Connectivity

oS Operating system

SAR Security Assurance Requirement

SFP Security Function Policy

SFR Security Functional Requirement

SOF Strength of function

SPU Snippet Processing Unit

SQL Structured Query Language

ST Security Target

TOE Target of Evaluation

TBA To be announced

TBD To be determined

TSF Target of Evaluation (TOE) security function

TSP Target of Evaluation (TOE) security policy
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