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1 Security Target Introduction

This section identifies the Security Target (STardget of Evaluation (TOE), and the ST organizatidhe Target of
Evaluation is the PGP Universal Server with Gatewag Key Management v2.9 Running on Fedora Cosn@,
will hereafter be referred to as the TOE or UniaéiServer throughout this document. The TOE ioftware
application that serves as an email proxy and gtiony gateway. The TOE provides secure messagitiglittle or
no user interaction. The TOE automatically creadésl maintains a security architecture by monitprin
authenticated users and their email traffic. Usars also send protected messages to addressesahwit part of
the security architecture.

1.1 Purpose

This ST provides mapping of the Security Environtterthe Security Requirements that the TOE meetsder to
remove, diminish or mitigate the defined threatthim following sections:

» Security Target Introduction (Section 1) — Providebrief summary of the ST contents and describes t
organization of other sections within this documentt also provides an overview of the TOE segurit
functions and describes the physical and logicapsedor the TOE.

e Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC), ST Protectio
Profile, and Evaluation Assurance Level (EAL) pagkalaims.

» Security Problem DefinitiofSection 3) — Describes the threats, policies,asslimptions that pertain to the
TOE and its environment.

» Security Objectives (Section 4) — Identifies thew#y objectives that are satisfied by the TOE dtsd
environment.

» Extended Components Definition (Section 5) — Idedinew components (extended Security Functional
Requirements (SFRs) and extended Security Assufdageirements (SARs)) that are not included in CC
Part 2 or CC Part 3.

e Security Requirements (Section 6) — Presents tler®g Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE aritldoy OE’s environment.

e TOE Summary Specification (Section 7) — Descrilvessecurity functions provided by the TOE thatsati
the security functional requirements and objectives

« Rationale (Section 8) - Presents the rationale tfoe security objectives, requirements, and SFR
dependencies as to their consistency, completeaedsuitability.

» Acronyms and Terminology (Section 9) — Definesdhsonyms and terminology used within this ST.
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1.2 Security Target and TOE References

Table 1 — Security Target (ST) and Target Of Evalua tion (TOE) References

ST Title PGP Corporation ® Universal Server with Gateway and Key Management v2.9 Running
on Fedora Core 6 Security Target

ST Version Version 0.6

ST Author Corsec Security, Inc.
Greg Milliken and Amy Nicewick

ST Publication Date October 20, 2008

TOE Reference PGP Universal Server with Gateway and Key Management v2.9 Running on Fedora
Core 6

Keywords PGP, Email Gateway, Universal Server, Public Key Encryption, Email Encryption,
Transparent Encryption

1.3 TOE Overview

The PGP Universal Server with Gateway and Key Manamnt v2.9 Running on Fedora Core 6 is a propyietar
software application designed to act as an emaiypr The purpose of the application is to provésheryption and
signing services for email messages entering airlgathe local network. Universal Server transpéyeencrypts

or decrypts messages using a user’'s public key.a ifser does not have a PGP key pair, UniversaleSer
automatically generates one for the user. UniveBsaver manages a list of public keys for interasérs and
allows both internal and external users to accdiss af public keys for internal users.

The TOE can be placed onto the network in one af different base configurations: Gateway Placenaemt
Internal Placement. In Gateway Placement, the $idEbetween the mail server and the external m&twamail
messages are sent and received over Simple MaikfaProtocol (SMTP), and are secured before #ineysent to
the Internet (on the way to their destination) dedrypted and verified when received from the maér

In Internal Placement, the TOE sits between ensglsiand their email server. With an Internal &@ent of the
TOE, messages are secured based on applicableepolitien they are sent to the mail server using BMT
Messages are decrypted and verified when theyeatrieved from the mail server using Post Officet&col or
Internet Message Access Protocol.

Figure 1 shows the details of the Gateway Placerhepibyment configuration of the TOE:

PGP Universal Server with Gateway and Key Management v2.9 Running on Fedora Page 7 of 66
Core 6

© 2008 PGP Corporation



Security Target, Version 0.6 October 20, 2008

Figure 1 — Gateway Placement Deployment Configurati  on of the TOE

1) PGP Universal Server Gateway Placement
2) De-Militarized Zone

3) External email user

4) Logical flow of data

5) Internal network

6) Email users

7) Email server

Figure 2 shows the details of the Internal Placaérmdeployment configuration of the TOE:

Figure 2 — Internal Placement Deploymenet Configur  ation of the TOE
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1) PGP Universal Server
2) Email server

3) De-Militarized Zone
4) External email user

5) Logical flow of data

6) Internal network

7) Email users

In addition to the two base configurations, there several advanced placement configurations. [Rksmof
advances configurations include clustered, loadrzad, and large corporation configurations. Fatetailed
description of these configurations, please refeh€PGP Universal Server Administrator’'s Guide

Universal Server can provide the following secusigyvices:

» apply public key cryptographic operations on ertaifffic originating from the internal or externadtwork
» control the flow of email messages into and outsiténe internal network
* manage the entire key lifecycle for internal usectuding key generation and key destruction

Control is achieved by enforcing a configurableiggolEmail Security Functional Policy (SFP)) on émeaffic
flowing to and from the email users. The policyyntee based on message contents, attachments, ugesup
permissions, and a variety of other factors listesection 6. In addition, Universal Server pr@gdnanagement of
public and private keys for email users and acttessnail users’ public keys.

1.3.1 Universal Server Concepts

This section presents the key concepts necessanderstanding the way the Universal Server funstio

1.3.1.1 Security Architecture

Universal Server automatically creates and maistaisecurity architecture for the users whose edaailain it is

securing. Since Universal Server automaticallymaéns the security architecture, the security iggcture is a

Self-Managing Security Architecture (SMSA). SMSéfars to all the ways Universal Server helps keata d
secure.

1.3.1.2 Learn Mode

When the Universal Server is first installed anchéd on, it operates in Learn Mode. While in Leltode, the
Universal Server does not encrypt or sign any ngessabut proxies traffic and decrypts and verifiemoming
email.

Learn Mode allows the Universal Server to build 8dSA. When an administrator disables Learn Mdue t
Universal Server knows the environment and canrbsgguring email messages.

Administrators can examine the effects of policdsemail traffic while the product is operatingliearn Mode.
Any adverse effects resulting from misapplied gebcdo not affect email traffic. Administratorsaexine policy
effects by viewing the System Log, which recordsatmine Universal Server would be doing if Learn Modere
disabled.

1.3.1.3 Administrative Interface and Multiple Admin istrators

Universal Server is controlled via a web-based Adstiative Interface. The initial setup of the T@Bperformed
through the setup assistant portion of the Admiaiste Interface, which loads automatically thestfitime an
administrator logs in. After the initial configdi@n is complete, the server automatically restans administrators
can log in via the Administrative Interface and figuare all settings for the Universal Server.
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There are six levels of administrator access, esith a pre-defined set of permissions. Roles rafrgen
SuperUser, which can modify all configuration segi and perform all administrative tasks, to Realg-o
Administrator, which can only view settings and stem Log. Multiple administrators can be loggedo the
Universal Server simultaneously. Race conditiarshendled either by allowing the last administratosubmit a
setting to “win”, or by giving the administrators arror if the setting is sensitive to simultanemadifications.

1.3.1.4 Email Policy

The main function of the Universal Server is thdligbto process email messages based on a seblafigs.
Administrators configure Universal Server with apgiate policies through the Administrative Inteda The
policies can apply to inbound and outbound messagedministrators configure policy through multipfmlicy
chains that are comprised of sets of rules. Thesiin the chains govern the behavior of the UrsigkServer while
processing a given policy chain. Each policy chatiocesses different kinds of email. Chaining iplétpolicy
chains together allows for granular control of drtraiffic flowing through the Universal Server.

Policy chains consist of rules, which are setsarfditions and actions. Universal Server applidssrto messages
in sequential order. If a message meets the dondifor a rule, the rule takes effect. If the sse does not meet
any conditions, the Universal Server goes on tnthé rule in the chain.

For mail policies to be applied to messages frotrial users to other internal users, the UniveBsaver must be
configured with the Internal Placement Deploymeanfiyuration.

Dictionaries are lists of terms to be matched iticgadefinitions. The dictionaries work with madblicy to allow
administrators to define content lists that cagger rules. Universal Server dictionaries contdiliresses that
should be excluded from processing, key words (eanfidential”, “iloveyou”), and user names fortémnal users
whose messages require special handling.

A rule in a policy chain can have a condition tbhécks certain parts of the message against awmtati. If the
relevant part of the message contains a term th&thes a term in the dictionary, the rule is triggeand the action
is carried out. Dictionaries can be maintainedaiitt being used in any rules.

1.3.1.5 Clustering

A cluster is when two or more Universal Serversaréhe same network and configured to synchrowitle each
other. In a cluster, one server is always desggh&trimary, while the other servers are Second&gcondary
servers synchronize their users, keys, managedidey@nd policies with the Primary server.

When a Secondary server becomes unavailable aodndiscts from the Primary server, the Secondamesstops
receiving synchronized data. A Secondary sensmehronizes with the Primary server if the Secopdarver is
disconnected for more than 24 hours. If the Seapnderver is disconnected for less than 24 hdtes) the
synchronization data is queued up and sent to ¢oerlary server without need for a lengthy resyowization.
When the Primary server fails, no other server ragsuthe Primary role. The Secondary servers grabda of
carrying out the functions of the Universal Serwihout a Primary server for the duration that Brenary server is
disconnected. Synchronization data is protecteld Wiansport Layer Security (TLS).

Clustering allows lower overhead (since the loadtlma system is spread between the different servethe
cluster). Clustering also allows redundancy, bseaifione server fails (including the Primary seyvéhe other
servers continue processing messages.

1.3.1.6 Organization Key and Certificate and Igniti  on Key and Secret

The Organization Key is a key pair Universal Servses to sign all user keys that the Universal @emanages.
Universal Server also uses the Organization Keymnwdrerypting backups. The Organization Key is gateel by
the Setup Assistant during the initial configuratiof the Universal Server. The Organization Kegengs itself
with the same settings the day before it is duextore.
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The Organization Certificate is an X.509 certifecdhat can either be self-signed or requested fmo@ertificate
Authority (CA). The Universal Server uses the Qiigation Certificate to generate X.509 certificatesinternal
users and to provide Secure Multipurpose Internail Extensions functionality. If users already daan X.509
certificate associated with their keys, the usersak receive a new certificate until the old daxdite expires.

The TOE can be configured to require one or monititn Key to boot. The Ignition Keys are ordind?&P key
pairs. The Ignition keys can be either hardwarm software (requiring a USB key and a passphraseaj,can be
software-only (requiring only a passphrase to boot)

The Ignition Secret and Ignition Key go hand in ¢hdn preventing catastrophic data loss in the etkat an
intruder gains physical access to the Universa¥&erThe Ignition Secret itself is a randomly geted Advanced
Encryption Standard (AES) key. This AES key isdute encrypt sensitive information on the box, sashusers'
private keys, Web Messenger message texts, etc.

The Universal Server needs to protect this AES ké&niversal Server needs to record the AES key owato-
volatile memory because Universal Server needsitave reboots and the like. The private partshef Ignition
Keys are encrypted to secrets that only the adimingss know (either passphrases or physical tokaterial). The
Ignition Keys are then used to create encryptedesopf the Ignition Secret, and those encryptedesopre then
stored on disk.

In order to "unlock" the Universal Server and betjie bootstrap process, (i.e. to get at the IgmitRecret's
unencrypted key material), an administrator needgrovide the passphrase or token that encryptsoaeyof the
Ignition Keys. The Ignition Key's private key tseh used to decrypt the Ignition Secret, and tihditg Secret is
used to decrypt the sensitive material that irgggrting on the Universal Server.

The following diagram shows these relationshipgbizally:

" lgnition Key 1 PublicKey )

Admin 1's Passphraze

Ignition Key 1 Private Key

Encrypts to

passphrase P ~
or token bobi@foo. com's Public Key
= £y
Admin 1
bobdfon.com's Frivate Key
Encrypts
i i
Ignition: Key 1 Encrvpls Ignition
Saciel Encrypls

lgnition Secret
GB.5F 3E TR O1 98

Figure 3 — Ignition Secret

The Ignition Key's passphrase that an administiatomws is not necessarily the same as that admatosts login
passphrase. The two passphrases can be the satomlly different, depending on the administratord the
company's policy.
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1.3.1.7 Additional Features

The Universal Server supports integration of Ligkitylt Directory Access Protocol (LDAP) directoriekDAP

traffic is secured with TLS when configured. Wilkirectory Synchronization, administrators can defunser
policies for specific internal user groups. Adretritors can specify users from the directory tbuitle or exclude,
and users to which user policies will be appli®dhen Universal Server imports users from an LDARalory, the
server imports the user’'s names, email addressebs,any existing X.509 certificates. Unsupportedwaak
certificates are not imported, nor are certificatéth email addresses from an external domain.

File Blocking allows the Universal Server to blakachments that match filenames an administrgtecies. File
Blocking must be implemented through policies thaécify the “bounce” or “drop” actions to be apgli® the
unwanted messages. The File Blocking feature ddmmaised to block files based on their contentl; their file
name or file type.

Verified Directory is a public-facing web servicéen@reby users can connect to the Universal Senaisabmit or

remove public keys, or search for other users’ipltdys. To help ensure the validity of keys sutbedito Verified

Directory, the Universal Server sends verificationails to the users who submit keys. If the kepewesponds to
the verification message with permission to addkdge then Universal Server allows the key to bdealdto the
directory. Similarly, when a user removes a pukky, Universal Server sends a verification ermaithat user
making sure they intended to remove their key.

When a key listed in the Verified Directory expirddniversal Server sends a renewal email to the udm
submitted the key. If the user does not responthéorenewal email, the key is removed, therebyoreng the
clutter of invalid and unused keys.

Universal Server provides the Web Messenger seffeicexternal recipients who do not possess thesitige or
means to decrypt encrypted messages. Externa usegive a message from Universal Server witimlath the
Web Messenger. The external user logs into Welbskteger using an account set up with the exterrealsuemail
address for confirmation. The original message gethe user is stored on Web Messenger in a pedeformat
and the user must log in to view the message. Pi\eb Messenger, the external user can reply tamtiggnal
sender, any internal user whose credentials aredsto the Universal Server, or any of the exterddresses
carbon copied on the original message.

1.3.2 TOE Environment

The TOE is intended to be deployed on a supporaedware platform in a physically secured cabirmdym, or data
center with the appropriate level of physical ascgantrol and physical protection (e.qg. fire cohthocks, alarms,
etc.). The TOE is intended to be managed by adin&tors operating under a consistent securitycpoli

The TOE provides security for email entering owlag the Internal Network, and is meant to contpobtect, and
monitor email messages traveling through the T®&: the TOE to operate correctly, all controlledaéirmessages
must traverse the TOE, and the TOE must be corhéata mail server within the logical flow of emdita. The
TOE environment is required to provide for this foguration.

Occasionally, when receiving a message from arreateiser, the TOE does not have the user’s plblc In this
case the TOE can be configured to look for the'sid@y in an external keyserver, such as the ondoyuPGP. The
external keyserver is an optional component pralide the environment. Traffic exchanged with keyses is
protected by TLS.

The TOE can be configured to import users from BAR directory in a process called Directory Synctization.

For Directory Synchronization to work, the TOE mhbstable to connect to an LDAP server. The LDAReseis
an optional component provided by the environment.

1.4 TOE Description

This section primarily addresses the physical agithl components of the TOE included in the eviidna
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1.4.1 Physical Scope

Figure 4 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbgr all of the
components of the TOE and the constituents of tBe Environment. The TOE is a software-only TOE.

The TOE is an application email proxy server buddigth the Fedora Core 6 operating system. The TOE
installed on a supported hardware platform as degim the figure below. The essential physicahponents for
the proper operation of the TOE in the evaluatatfigaration are

» General purpose hardware used to store and runQie
» Mail server
» Mail clients

0
-J

U
=]
2
)
-~
o
0

Internal User —~
AN

Internal Network

Firewall

Email Sefver External User

Management Console

PGP Universal Server

Legend:

|
L J

Operating System

TOE Boundary

Universal Server Software pr—
Server
Software and
Hardware
Figure 4 — Physical TOE Boundary
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1.4.1.1 TOE Environment Hardware Platform

The TOE is an application email proxy server buddiéth its own operating system. PGP supports inqithe
TOE on the following hardware platforms:

» Dell PowerEdge 740

» Dell PowerEdge 860

e Dell PowerEdge 1950

» Dell PowerEdge 2950

* IBM System x346

* IBM System x3650

* IBM BladeCenter HS20 Type 7981
» Sunfire 4100

» HP Proliant BL25P

* NEC Express5800 120Ri-2

* VMWare ESX + VMtools 3.0.1

» HP Proliant DL 385 G2 w/ P400 RAID
» HP Proliant DL385 w/ P600 RAID
» HP Proliant DL385 w/ P800 RAID

The TOE testing platform is the Dell PowerEdge 86th Dual Core Xeon 3060 processor, 1 GB RANDVD?*
ROM?®, and 80GB SATAhard disk drive.

1.4.1.2 Guidance Documentation
The following guides are required reading and pathe TOE:

* PGP Universal Server Administrator's Guide

* PGP Universal Serveversion 2.9 Release Notes

» PGP Universal Server 2.9 Upgrade Guide

* PGP Universal Server 2.9 Common Criteria Suppleadent

1.4.1.3 Third-party Software
The following third-party software products areluded in the TOE boundary:

* PostGRE 8.1.9 database
e Apache Tomcat Web Server 5.5.23

1.4.2 Logical Scope

The logical boundary includes the security and rgangnt engines of the Universal Server that additess
security functional requirements imposed on the TOHe security functional requirements implemeriigdthe
TOE are grouped under the following Security FuorciClasses:

! RAM — Random Access Memory
2 DVD - Digital Versatile Disc
¥ ROM — Read-Only Memory

* SATA — Serial Advanced Technology Attachment
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e Security Audit

e Cryptographic Support

* User Data Protection

« Identification and Authentication

e Security Management

* Protection of the TOE Security Function (TSF)
 TOE Access

1.4.2.1 Security Audit

The Universal Server keeps track of auditable essmbugh the System Log. The System Log recdtdauditable
events in a human-readable format. Administratans sort audit logs by type and order them by datb time.
The Universal Server allows administrators to desig a Syslog server for storing backup copieb@ftdit logs.

1.4.2.2 Cryptographic Support

The Cryptographic Support function provides endoyptand decryption of all data transmitted betwéesn TOE
and the client accessing one of the web interfacBse TOE uses X.509 certificates for a number wfppses,
including authenticating the identity of a useheTTOE can be configured to generate private keysrhail users.
Backup files holding sensitive data (such as peivleys) are encrypted using an administrator-candig
encryption algorithm. Cryptographic operations peeformed by a Federal Information Processing d&tech(FIPS)
140-2 validated cryptographic module, certificat®4#9.

1.4.2.3 User Data Protection

User data protection defines how users of the TOExternal Information Technology (IT) entities aowed to
perform operations on objects.

The TOE provides authorized administrators with #lfsdity to define security policies using the Adnsirative
Interface. The Administrative Interface provides the creation of rules that define certain aditiee Universal
Server is to take based on a set of conditionse ddnditions and actions affect either the floweatail traffic
through the TOE (Email SFP) or the way users icterdgth the TOE (Web Access SFP).

1.4.2.4 Identification and Authentication

The TOE provides the ability for administratorsnh@nage the security functions of the TOE and ensgks to
access TOE functionality. The identification amthentication security function ensures that actessanagement
and Web Messenger functionality is restricted tthatized TOE users and access is protected by ritrg ef
credentials. Administrators are assigned a roléetermine what aspects of the TOE they are allowedanage.
The TOE enforces a minimum quality for acceptalalssphrases.

1.4.2.5 Security Management

The Security Management function provides admiaietis with the ability to properly manage and cgufe the
TOE to store and access its IT assets. Admin@satan use the Administrative Interface to creakes that grant
and govern administrative access and rules thatadhe flow of email traffic.

1.4.2.6 Protection of the TSF

The TOE provides reliable timestamp informationifsrown use. The TOE software retrieves the ttamap from
the hardware clock, which is set during installatiof the appliance. The order of the audit recatds be
determined by the value of the timestamps.

Administrators must set the time manually througé tonfiguration settings. Administrators are assti to be
trusted and competent, and may change the systenathenever necessary.
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1.4.2.7 TOE Access

The TOE terminates a user session after a peridite#n minutes of inactivity. Each time an actie completed
by the administrator or user, the inactivity-timewalue is updated. If the time since the lasivégttime exceeds
the inactivity timeout value, the user is logged. ou

1.4.3 Modes of Operation

The TOE has two modes of operation: Learn Mode ldndnmal Mode. When the TOE is first installed and
configured it is running in Learn Mode. Learn Modedescribed in section 1.3.1.2. Normal Modedgvated
when Learn Mode is disabled. Normal Mode allowes TI®OE to perform the full range of its functions.

1.4.3.1 Key Modes

There are four Key Modes of Operation: Server Kide (SKM), Client Key Mode (CKM), Guarded Key Mode
(GKM) and Server-Client Key Mode (SCKM).

In SKM, the key pair, both private and public kegse generated by the server entirely. No passptisaset on this
key when it is held by the server. The client (PB&sktop) may request a copy of the key for cryptographic
operations after validating itself to the server.

In CKM, the key pair is generated by the clienirehf. The client sends a copy of the public keyydo the server.

In GKM, the key pair is generated by the clientirehy. The client prompts the user for a passphifas the key.
The client sends the public key and passphraseqient private key to the server. The server cda'tany
cryptographic operations with the passphrase predaarivate key, as it does not have the user’spgrasase.

In SCKM, the key pair is generated on the cliem das separate encryption and signing key pdiitse client
prompts the user for a passphrase for the key. clitaet then sends the public key amgprotectedorivate key for
the encryption key, and the public key grassphrase-protectegrivate key of the signing key to the server. The
server is able to perform decryption and encryptiparations on behalf of the user, but is unabkgn messages.

1.4.4 Excluded Functionality
Features and functionality that are not part ofet@luated configuration of the TOE are:

» Key Reconstruction Blocks

®> PGP Desktop is a separate product developed by FR&HP Desktop and its functionality are not ineldidn this
evaluation.
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2 Conformance Claims

This section provides the identification for any ,0@otection Profile, and EAL package conformantzénts.
Rationale is provided for any extensions or augatéonis to the conformance claims. Rationale for &l
Protection Profile (PP) conformance claims candumdl in Section 8.1.

Table 2 — Common Criteria (CC) and Protection Profi  le (PP) Conformance

Common Criteria CC
Identification and
Conformance

Common Criteria for Information Technology Security Evaluation, Version 3.1, Revision
2, September 2007; CC Part 2 conformant; CC Part 3 conformant; Parts 2 and 3
Interpretations from the Interpreted CEM as of 11/19/2007 were reviewed, and no
interpretations apply to the claims made in this ST.

PP Identification
None

Evaluation Assurance
Level

EAL 2 conformant
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3 Security Problem Definition

This section describes the security aspects oétlvéonment in which the TOE is used and the mammahich the
TOE is expected to be employed. It provides tagestent of the TOE security environment, which fdies and
explains all:

» Known and presumed threats countered by the TOE
» Organizational security policies with which the T@tast comply
» Assumptions about the secure usage of the TORidimg physical, personnel and connectivity aspects

3.1 Threats to Security

This section identifies the threats to the IT assgfainst which protection is required by the T@bythe security
environment. The threat agents are divided into ¢ategories:

» Attackers who are not TOE users: They have publmkedge of how the TOE operates and are assumed
to possess a low skill level, limited resourceslter TOE configuration settings/parameters angmgsical
access to the TOE.

» TOE users: They have extensive knowledge of howTfB& operates and are assumed to possess a high
skill level, moderate resources to alter TOE camfigion settings/parameters and physical accesketo
TOE. (TOE users are, however, assumed not to Iifellyi hostile to the TOE.)

Both are assumed to have a low level of motivatidhe IT assets requiring protection are the uaéa daved on or
transitioning through the TOE. Removal, diminutiand mitigation of the threats are through the cibjes
identified in Section 4 — Security Objectives.

The following threats are applicable:

Table 3 — Threats

Name Description

T.MASQUERADE An attacker may masquerade as another entity in order to gain unauthorized
access to data or TOE resources.

T.UNAUTH A user may gain access to security data on the TOE, even though the user is not
authorized in accordance with the TOE security policy.

T.OPENRELAY An attacker who is not a TOE user may send multiple SMTP messages to the
TOE, whose email addresses fall outside the set of addresses for which the TOE
applies policies. The intent of this attack is to utilize the resources of the TOE to
deliver bulk email on behalf of the originator.

T.AUDFUL An attacker may cause audit records to be lost or prevent future records from
being recorded by taking actions to exhaust audit storage capacity.

T.USRDATA An attacker who is not a TOE user could access individual email messages
stored on the TOE, by viewing, sorting, or deleting the emails stored on the TOE.
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Name Description

T.REMCONN An attacker who is not a TOE user may exploit network protocol(s) based
vulnerabilities and compromise TOE services and data assets by establishing a
remote connection to the TOE.

T.NACCESS An attacker may be able to view data that is transmitted between the TOE and a
remote authorized external IT entity.

T.NMODIFY An attacker may modify data that is transmitted between the TOE and a remote
authorized external entity.

T.NO_AUDIT An attacker may perform security-relevant operations on the TOE without being
held accountable for it.

T.IA An attacker may attempt to compromise the TOE by attempting actions that the
attacker is not authorized to perform on the TOE.

3.2 Organizational Security Policies

There are no Organizational Security Policies agfifor this Security Target.

3.3 Assumptions

This section describes the security aspects oirttemded environment for the evaluated TOE. Theragonal
environment must be managed in accordance withrassel requirement documentation for delivery, ofp@maand
user guidance. The following specific conditiome eequired to ensure the security of the TOE ardaasumed to
exist in an environment where this TOE is employed.

Table 4 — Assumptions

Name Description

A.INSTALL The TOE is installed and configured on the appropriate hardware according to
the appropriate installation guides.

A.MANAGE There are one or more competent administrators assigned to manage the TOE
and the security of the information it contains.

A.NOEVIL The users who manage the TOE are non-hostile, appropriately trained, and
follow all guidance.

A.FIREWALL All ports needed for proper operation of the TOE will be opened at the firewall.
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Name Description

A.DNS DNS information received by the TOE is reliable.

A.DIRECT The TOE and the hardware it runs on are physically available to authorized
administrators only.

A.SINGEN Email messages cannot pass between the internal and external networks without
passing through the TOE.
A.NETCON The TOE environment provides the network connectivity required to allow the

TOE to provide secure email proxy functions.

A.PROTCT The TOE shall be protected from disruptions of TOE data and functions.
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4 Security Objectives

Security objectives are concise, abstract statesnanthe intended solution to the problem defingdhe security
problem definition (see Section 3). The set ofuség objectives for a TOE form a high-level sobrito the
security problem. This high-level solution is digd into two part-wise solutions: the securityemhives for the
TOE, and the security objectives for the TOE’s afienal environment. This section identifies thexigity
objectives for the TOE and its supporting environmeA mapping of the objectives to the threatsP®Sand
assumptions included in the security problem dedinican be found in section 8.2. This mappin® gisovides
rationale for how the threats, OSPs, and assungp#omeffectively and fully addressed by the sécabjectives.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE ardodisws:

Table 5 — Security Objectives for the TOE

Name Description

O.ADMIN The TOE must include a set of functions that allow efficient management of its
functions and data, ensuring that TOE users with the appropriate privileges and
only those TOE users, may exercise such control.

O.AUTHENTICATE The TOE must require users to authenticate before gaining access to the TOE
interfaces which require authentication®.

O.MAILRVW The TOE shall review all incoming and outgoing SMTP messages to determine
that the defined policies are enforced and the appropriate actions are performed
on every message.

O.MESACC The TOE shall enforce an access control policy on TOE users who wish to
access SMTP emails stored within the TOE.

O.PKI_CRYPTO The TOE must be able to protect the integrity and confidentiality of data
transmitted to a peer authorized external IT entity via encryption and provide
authentication for such data. Upon receipt of data from a peer authorized
external IT entity, the TOE must be able to decrypt the data and verify that the
received data accurately represents the data that was originally transmitted.

O.TIMESTAMP The TOE must provide reliable timestamps for its own use.

O.LOG The TOE must record events of security relevance at the “not specified level” of
audit. The TOE must record the resulting actions of the security functional
policies and provide the authorized administrators with the ability to review the
audit trail.

® For a list of interfaces which do not require @miication, please see FIA_UAU.1.
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4.2 Security Objectives for the Operational Environ ~ ment

4.2.1 Information Technology (IT) Security Objectiv  es
The following IT security objectives are to be si¢id by the environment:

Table 6 — IT Security Objectives

Name Description

OE.FIREWALL The Firewall must have all ports needed for proper operations of the TOE
opened.
OE.TRAFFIC The TOE environment must be implemented such that the TOE is appropriately

located within the network to perform its intended function.

OE.TRUSTED_INFO Information within the TOE will be protected from unauthorized disclosure and
modification, and will never be compromised when sent between the TOE and
trusted external entities.

OE.PROTECT The TOE environment must protect itself and the TOE from external interference
or tampering.

OE.AUDIT_STORAGE The IT Environment will provide a means for secure storage of the TOE audit log
files.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectivare to be satisfied without imposing technicgureements
on the TOE. That is, they do not require the impmatation of functions in the TOE software. Thingy are
satisfied largely through the application of prosed or administrative measures.

Table 7 — Non-IT Security Objectives

Name Description

OE.MANAGE Sites deploying the TOE will provide competent, non-hostile TOE administrators
who are appropriately trained and follow all administrator guidance. TOE
administrators will ensure the system is used securely, including management of
the audit trail.

OE.PHYSICAL The physical environment must be suitable for supporting a computing device in a
secure setting.
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Name Description

OE.AUDIT Authorized managers of the audit facilities must ensure that the audit facilities are
used and managed effectively. In particular, audit logs should be inspected on a
regular basis, appropriate and timely action should be taken on the detection of
breaches of security, or events that are likely to lead to a breach in the future.
Also, the audit logs should be archived in a timely manner to ensure that the
machine does not run out of audit log data storage space.

OE.REVIEW The configuration of the TOE will be inspected on a regular basis to ensure that
the configuration continues to meet the organization’s security policies in the face
of:

e Changes to the TOE configuration

« Changes in the security objectives of the organization

e Changes in the threats presented by the hostile network

* Changes (additions and deletions) in the services available between the
hostile network and the corporate network

OE.SINGEN Information cannot flow among the internal and external networks unless it
passes through the TOE.
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5 Extended Components Definition
This section defines the extended Security Funatid®equirements (SFRs) and extended Security Assera

Requirements (SARs) met by the TOE. These reqeinsnare presented following the conventions ifiedtiin
Section 6.1.

5.1 Extended TOE Security Functional Components

There are no extended SFRs defined for this Sgchaitget.
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5.2 Extended TOE Security Assurance Components

There are no extended SARs defined for this Sectidtget.
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6 Security Requirements

This section defines the SFRs and SARs met by tB&.T These requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8iIs Selected presentation choices are discusgedihaid the
Security Target reader.

The CC allows for assignment, refinement, selecind iteration operations to be performed on sgcfunctional
requirements. All of these operations are usetimihis ST. These operations are performed asritbesl in Parts
2 and 3 of the CC, and are shown as follows:

» Completed assignment statements are identifiedyyalicized text within brackels

» Completed selection statements are identified Usinderlined italicized text within brackéts

» Refinements are identified usimgld text. Any text removed is stricken (ExampleSH-Bata and should
be considered as a refinement.

» Extended Functional and Assurance Requirementslentified using “EXT_" at the beginning of the sho
name.

Iterations are identified by appending a letter parentheses following the component title. Forngxe,
FAU_GEN.1(a) Audit Data Generation would be thestfiteration and FAU_GEN.1(b) Audit Data Generation
would be the second iteration.

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Beigtion organizes the SFRs by CC class. Table®ifés all
SFRs implemented by the TOE and indicates the %Fabipns performed on each requirement.

Table 8 — TOE Security Functional Requirements

Name Description S A R | 1
FAU_GEN.1 Audit data generation v v
FAU_SAR.1 Audit review v
FCS_CKM.1 Cryptographic Key Generation v v
FCS_CKM.3 Cryptographic Key Access v
FCS_CKM.4 Cryptographic Key Destruction v
FCS_COP.1 Cryptographic Operation v v
FDP_ACC.1 Subset access control v
FDP_ACF.1 Security attribute based access control v v
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Description
FDP_IFC.1 Subset information flow control v
FDP_IFF.1 Simple security attributes v
FIA_AFL.1 Authentication failure handling v v
FIA_SOS.1 TSF generation of secrets v
FIA_UAU.1 Timing of authentication v
FIA _UID.1 Timing of identification v
FMT_MOF.1 Management of security functions behaviour v v
FMT_MSA.1(a) |Management of security attributes v v
FMT_MSA.1(b) |Management of security attributes v v

FMT_MSA.2 Secure security attributes

FMT_MSA.3(a) | Static attribute initialization v v v
FMT_MSA.3(b) | Static attribute initialization v v v
FMT_REV.1 Revocation v v

FMT_SMF.1 Specification of management functions v

FMT_SMR.1 Security roles v

FPT_STM.1 Reliable time stamps

FTA SSL.3 TSF-initiated termination v

Note: S=Selection; A=Assignment; R=Refinement;drdtion
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6.2.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1

The TSF shall be able to generate an audit redatttedollowing auditable events:

. Start-up and shutdown of the audit functions;
. All auditable events, for thept specifietllevel of audit; and
. [No other auditable eveijts

FAU_GEN.1.2

The TSF shall record within each audit record ast¢he following information:

. Date and time of the event, type of event, subghnttity (if applicable), and the outcome (success
or failure) of the event; and

. For each audit event type, based on the auditataet @efinitions of the functional components
included in the PP/STNp other informatiop

Dependencies. FPT_STM.1 Reliabletime stamps

FAU_SAR.1 Audit review
Hierarchical to: No other components.
FAU SAR.1.1

The TSF shall provideadministrator$ with the capability to reada]l audit information from the System
Log] from the audit records.

FAU_SAR.1.2
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation
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6.2.2 Class FCS: Cryptographic Support

FCS CKM.1 Cryptographic key generation
Hierarchical to: No other components.
FCS CKM.1.1

The TSF shall generate cryptographic keys in a@uwre with a specified cryptographic key generation
algorithm key generation type see table below] and specified cryptographic key sizesyptographic key
sizes -see table below] that meet the following:ligt of standards -see table below].

Table 9 — Cryptographic Key Generation Standards

Key Generation Method Cryptographic Key Size Standards

X9.31 Up to 4096 bits X9.31 (cert #238)

Dependencies. [FCS _CKM.2 Cryptographic key distribution, or
FCS _COP.1 Cryptographic operation]
FCS _CKM .4 Cryptographic key destruction

FCS CKM.3 Cryptographic key access
Hierarchical to: No other components.
FCS CKM.3.1

The TSF shall perforncfyptographic key back{pn accordance with a specified cryptographic kegess
method fymmetric encryption of backup filthat meets the following:Triple-DES (FIPS 46-3 cert
#471), AES-256 (FIPS 197 cert #4b3)

Dependencies. [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or

FCS CKM.1 Cryptographic key generation]
FCS CKM .4 Cryptographic key destruction

FCS CKM.4 Cryptographic key destruction

Hierarchical to: No other components.

" DES - Digital Encryption Standard
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FCS CKM 4.1

The TSF shall destroy cryptographic keys in accocdawith a specified cryptographic key destruction

method geroization that meets the followingHIPS 140-2 zeroization requiremehts

Dependencies:

[FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS CKM.1 Cryptographic key generation]

FCS COP.1 Cryptographic operation

Hierarchical to: No other components.

FCS COP.1.1

The TSF shall perfornligt of cryptographic operations see table below] in accordance with a specified
cryptographic algorithm dryptographic algorithm— see table below] and cryptographic key sizes

[cryptographic key sizessee table below] that meet the following:list of standards- see table below].

Table 10 — Cryptographic Operations

Cryptographic Operations

Symmetric encryption and
decryption

Crypt ographic Algorithm

Triple-DES (3-Key) Triple
Data Encryption Algorithm
(TDEA) Electronic
Codebook (ECB), TDEA
Cipher  Block  Chaining
(CBC), TDEA Cipher
Feedback (CFB)

Key Sizes (bits)

168

Standards (Certificate #)

FIPS 46-3 (cert #471)

AES (128, 192, 256) ECB,
CBC, and CFB128

128, 192, 256

FIPS-197 (cert #453)

Asymmetric encryption and
decryption

RSA (up to 4096 bits)

1024, 1536, 2048, 3072,
4096

FIPS 186-2 for Sign/Verify
(cert# 172)

DSA®

N/A

FIPS 186-2 (cert #183)

Message Digest

SHA®-1

N/A

FIPS 180-2 (cert #516)

8 DSA — Digital Signature Algorithm

® SHA — Secure Hashing Algorithm
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Cryptographic Operations Crypt ographic Algorithm Key Sizes (bits) Standards (Certificate #)
SHA-256 N/A FIPS 180-2 (cert #516)
SHA-384 N/A FIPS 180-2 (cert #516)
SHA-512 N/A FIPS 180-2 (cert #516)
MD5" N/A RFC 1321

Message Authentication HMAC™ 256, 384, 512 FIPS-198 (cert #216)

Random Number | ANSI*? X9.31 DRNG*® N/A X9.31 (cert #238)

Generation

Dependencies. [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS CKM.1 Cryptographic key generation]
FCS CKM .4 Cryptographic key destruction

1 MD - Message Digest
" HMAC - Hashed Message Authentication Code
12 ANSI — American National Standards Institute

13 DRNG - Deterministic Random Number Generator
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6.2.3 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.11
The TSF shall enforce the&Vfeb Access SEBn
[
Subjects: Users attempting to establish an interasession with the TOE

Objects: User interface menu items, policies, Widssenger inboxes, Web Messenger messages, user
PKI* keys, X.509 certificates, services, product fesgur

Operations: All interactions between the subjecid objects identified above
].
Dependencies. FDP_ACF.1 Security attribute based access control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1
The TSF shall enforce th&Veb Access SHRo objects based on the following:
[
Subject attributes:
1. Userrole
2. UserID
3. User's permissions
and Object attributes:
1. Permissions assigned to objects

2. Absence of permissions assigned to objects

14 PKI — Public Key Infrastructure
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FDP_ACF.1.2

The TSF shall enforce the following rules to deteenif an operation among controlled subjects and
controlled objects is allowed:

[
1. If the subject is the Universal Server administratieen access is granted.
2. If a subject requests access to an object whiclmnbassigned permissions, then access is granted.

3. If a subject who is not a Universal Server admiaistr requests access to an object which has
assigned permissions, the permissions of the suéajecexamined to determine if the subject has
permission to access the object. If a match iadpaccess is granted.

4. If none of the above rules apply, access is denied.
].
FDP_ACF.1.3

The TSF shaII epr|C|tIy aIIow access of subjemtsobjects based ono add|t|onal ruIesthe—feMewmg

FDP_ACF.1.4

The TSF shall epr|C|tIy deny access of subjectsb;ects based omo addmonal secur|ty attributes the

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributeinitialization

FDP_IFC.1 Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1
The TSF shall enforce th&iail SFR on
[
Subjects: External IT entities trying to send coltéd email traffic through the TOE
Object: Controlled email traffic sent through fh@E to other subjects
Operations: Any operation the TOE can perforncomtrolled email traffic passing through the TOE
1
Dependencies:. FDP_IFF.1 Simple security attributes

FDP_IFF.1 Simplesecurity attributes
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Hierarchical to: No other components.
FDP_IFF.1.1

The TSF shall enforce th&ifnail SFR based on the following types of subject and infation security
attributes:

[
Subject attributes:
1. Username
2. Display name
3. Status
4. Email address
5. PGP keys
6. Whole Disk Recovery Tokens
7. Date and time of last use
Information attributes:
1. Recipient address
2. Recipient domain
3. Recipient user group
4. Message is to mailing list
5. Recipient key mode
6. External user recipient delivery preference
7. Sender address
8. Sender domain
9. Sender user group
10. Sender key mode
11. Message header
12. Message subject
13. Message body
14. Message size
15. Encryption of any part or all of the message

16. Signing of any part of the message
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17. Message attachment name
18. Message attachment type
19. Message is from mailing list
20. Mailing list user count
21. Application
22. Service type
23. Successful authentication of connected user
24. Internet Protocol (IP) address of local connector
25. Port of local connector
]
FDP_IFF.1.2

The TSF shall permit an information flow betweenamtrolled subject and controlled information via a
controlled operation if the following rules hol&E\aluate the configured policy rules and allow cotied
email traffic to flow if the result of the evaluati is “allow”, otherwise controlled email traffiddw is not
permitted.

FDP_IFF.1.3
The TSF shall enforcao additional information flow control SFP rules the [assignmentadditional
information-flow-control- SFP-rulés

FDP_IFF.1.4

The TSF shall explicitly allow an information flolhased om

NDNCIER

o additional rules the—following—rules:

Azd

FDP_IFF.1.5

The TSF shall explicitly deny an information flovaged onno additional rules the—following—rules:

Dependencies:. FDP_IFC.1 Subset infor mation flow control
FMT_MSA.3 Static attributeinitialization__

6.2.4 Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
FIA_AFL.1.1

The TSF shall detect wherat[ least ong unsuccessful authentication attempt occurs reldae
[administrator login.
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FIA_AFL.1.2

When the defined number of unsuccessful autherditattempts has been [met, surpassed], the TSF sha
[generate an alert for all administrators the TOE dsnfigured to notify, and report unsuccessful
authentication attempts in the daily status einail

Dependencies: FIA_UAU.1 Timing of authentication

FIA SOS.1 Verification of secrets

Hierarchical to: No other components.

FIA_SOS.1.1
The TSF shall provide a mechanism to verify thatets meet
[
An administrator-defined quality metric of:

1. One upper-case letter, one lower-case letter, geeial character, and one number
for user passphrases.

2. A minimum pre-defined strength metric of 25%, 56%%, 75%, 80%, 85%, 90%,
or 100% for PKI key passphrases.

.

Dependencies. No dependencies

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1

The TSF shall allowdccess to the Verified Directory interfdoen behalf of the user to be performed
before the user is authenticated.

FIA_UAU.1.2

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies. FIA_UID.1 Timing of identification

FIA_UID.1 Timing of identification
Hierarchical to: No other components.

FIA_UID.1.1
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The TSF shall allowdccess to the Verified Directory interfdoen behalf of the user to be performed
before the user is identified.

FIA_UID.1.2

The TSF shall require each user to be successfidigtified before allowing any other TSF-mediated
actions on behalf of that user.

Dependencies. No dependencies
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6.2.5 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.1.1
The TSF shall restrict the ability t@drform the actions listed under PermissionsTable 11 belothe

functions [isted under Permissions in Table 11 beldw [the roles specified under Role in Table 11
below].

Table 11 — Management of Security Functions Behavio  ur

Role Permissions

Read-Only Administrator View all settings and logs

WDRTlS-onIy Administrator View all settings and logs, access and read Whole Disk
Recovery Tokens

Service Control Only View all settings and logs, start and stop software and
hardware services but not configure them

Basic Administrator View all settings and logs, control and configure services,
access and read Whole Disk Recovery Tokens, configure
system settings, install updates, restore backups,
manage messaging policies, manage users and their
public keys, and vet users

Full Administrator View all settings and logs, control and configure services,
access and read Whole Disk Recovery Tokens, configure
system settings, install updates, restore backups,
manage messaging policies, manage users and their
public keys, vet users, configure clustering, export user
private keys, and manage organization, trusted, ignition,
and Additional Decryption Keys (ADKSs)

SuperUser View all settings and logs, control and configure services,
access and read Whole Disk Recovery Tokens, configure
system settings, install updates, restore backups,
manage messaging policies, manage users and their
public keys, vet users, configure clustering, export user
private keys, and manage organization, trusted, ignition,
and ADKs, access the PGP Universal Server via SSH,
and create and manage other administrators

> WDRT — Whole Disk Recovery Token
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Dependencies. FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1(a) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(a)

The TSF shall enforce th&\feb Access SFP and Email $k® restrict the ability torhanagé the security
attributes fttributes relating to reportingpolicies, users, mail, organization, services, aysdterh to
[authorized administratots

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1(b) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.11(b)

The TSF shall enforce théMeb Access SHRo restrict the ability to rhanagé the security attributes
[allowed ciphers for PGP Kels

Dependencies. [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_M SA.2 Secure security attributes
Hierarchical to: No other components.
FMT MSA.2.1
The TSF shall ensure that only secure values aepted for @ll security attributels
Dependencies. [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3(a) Static attribute initialization
Hierarchical to: No other components.

FMT_MSA.3.1(a)
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The TSF shall enforce th&\feb Access SHRo provide festrictivd default values for security attributes
that are used to enforce the SFP.

FMT_MSA.3.2(a)

The TSF shall allow thealthorized administratofsto specify alternative initial values to overridee
default values when an object or information isated.

Dependenciess. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3(b) Static attributeinitialization
Hierarchical to: No other components.
FMT_MSA.3.1(b)

The TSF shall enforce th&inail SFR to provide permissivgdefault values for security attributes that are
used to enforce the SFP.

FMT_MSA.3.2(b)

The TSF shall allow thealthorized administratofsto specify alternative initial values to overridee
default values when an object or information isated.

Dependencies. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_REV.1 Revocation
Hierarchical to: No other components.
FMT_REV.1.1

The TSF shall restrict the ability to revokall security attributel associated with theupers:
associated public kelyander the control of the TSF taythorized administratots

FMT_REV.1.2
The TSF shall enforce the rulé&/g¢b Access SFP rules

Dependenciess. FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follaywnanagement functions:
[
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1. Management of security functions behavior
2. Management of security attributes
].

Dependencies. No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1

The TSF shall maintain the roleRdad-Only Administrator, WDRT-only Administratognsce Control
Only, Basic Administrator, Full Administrator, Supser].

FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies. FIA_UID.1 Timing of identification

6.2.6 Class FPT: Protection of the TOE Security Fun  ction

FPT_STM.1 Reliabletimestamps
Hierarchical to: No other components.
FPT_STM.1.1
The TSF shall be able to provide reliable time gtam

Dependencies. No dependencies

6.2.7 Class FTA: TOE Access

FTA _SSL.3 TSF-initiated termination
Hierarchical to: No other components.
FTA_SSL.3.1
The TSF shall terminate an interactive sessiom affiifteen-minutes of inactivity

Dependencies. No dependencies
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6.3 Security Assurance Requirements

This section defines the assurance requirementhdéof OE. Assurance requirements are taken frenCi@ Part 3
and are EAL 2 conformant. Table 12 — AssuranceuRenpents summarizes the requirements.

Table 12 — Assurance Requirements

Assurance Requirements

Class ALC : Life Cycle Support ALC_CMC.2 Use of a CM™® system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery Procedures

Class ADV: Development ADV_ARC.1 Security Architecture Description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

Class AGD: Guidance documents AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

Class ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis

6.4 TOE Security Assurance Measures

EAL 2 was chosen to provide a basic level of indelemtly assured security. This section of the Bgcliarget
maps the developer assurance requirements of tBefdiCa CC EAL 2 level of assurance to the asswaneasures
used for the development and maintenance of the ByDie developer. The following table providemapping of
the appropriate documentation to the developer’s BSsurance requirements.

16 CM — Configuration Management
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Table 13 — Assurance Measures Mapping to TOE Securi  ty Assurance Requirements (SARS)

Assurance Assurance Measure

Component

ALC_CMC.2 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Configuration Management

ALC_CMS.2 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Configuration Management

ALC_DEL.1 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 — Secure
Delivery

ADV_ARC.1 PGP Universal Server with Gateway and Key

Management v2.9 Running on Fedora Core 6 —
Development: Security Architecture, Functional
Specification, and TOE Design

ADV_FSP.2 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Development: Security Architecture, Functional
Specification, and TOE Design

ADV_TDS.1 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Development: Security Architecture, Functional
Specification, and TOE Design

AGD_OPE.1 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6
Administrator's Guide

PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Guidance: Operational User Guidance Supplement

AGD_PRE.1 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6
Administrator's Guide

PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Guidance: Preparative Procedures Supplement

ATE_COV.1 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Functional Tests and Coverage
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Assurance Assurance Measure

Component

ATE_FUN.1 PGP Universal Server with Gateway and Key
Management v2.9 Running on Fedora Core 6 —
Functional Tests and Coverage

6.4.1 ALC_CMC.2: Use of a CM system, ALC_CMS.2: P arts of the TOE CM
coverage

The Configuration Management document provides scrifgion of the various tools used to control the
configuration items and how they are used inteynatl PGP. This document provides a complete cardiipn
item list and a unique referencing scheme for eagtiiguration item. The documentation further detthe TOE
configuration items that are controlled by the égunfation management system.

6.4.2 ALC_DEL.1: Delivery Procedures

The Delivery document provides a description of skeure delivery procedures implemented by PGPrdteqt
against TOE modification during product deliverytie customer.

6.4.3 ADV_ARC.1: Security Architecture Description , ADV_FSP.2: Security-
enforcing Functional Specification, ADV_TDS.1: Bas ic design

The PGP design documentation consists of sevdetbdedesign requirements that address the compooébhe
TOE at different levels of abstraction. The follogy sections of the design document address theslbpment
Assurance Requirements:

e The Security Architecture Description provides adtion of the architecture-oriented featureslafain
separation, TSF self-protection, and non-bypassabil the security functionality.

e The Security-enforcing Functional Specification FFSprovides a description of the security functions
provided by the TOE and a description of the exteimerfaces to the TSF. The Functional Spedifica
covers the purpose, method of use, parameters anagnpter descriptions for each external TSF interfa
In addition, the FSP describes all the direct emessages that may result from security enforciferes.
The FSP also provides a mapping from the FSP t&HRs.

» The Basic Design provides a design specificatia téfines the TSF functional specification inte thajor
constituent parts (subsystems) of the TSF for atively simple TOE. The basic design identifies Hasic
structure of the TSF, the major elements, a listihgll interfaces, and a mapping from the TSFriaes of
the FSP to the lowest level of decomposition atédlén the TOE design.

6.4.4 AGD_OPE.1: Operational User Guidance, AGD_PRE .1: Preparative
Procedures

The Operational User Guidance provides informatabout the proper usage of the TOE in its evaluated
configuration. This guidance is intended to bedubg all types of users: end-users, persons redgenfor
maintaining and administering the TOE in a corretanner for maximum security, and by others (e.g.,
programmers) using the TOE's external interfac@gerational User Guidance describes the securnitgtifunality
provided by the TSF, provides instructions and glings (including warnings), helps users to undetthe TSF,
and includes the security-critical information, ahd security-critical actions required, for it€see use.
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The Preparative Procedures are used to ensur¢hthaiOE has been received and installed in a senarmer as
intended by the developer. The requirements feparation call for a secure transition from thevideed TOE to
its initial operational environment.

6.4.5 ATE_COV.1: Evidence of Coverage, ATE_FUN.1: F unctional Testing

There are a number of components that make updgbedbcumentation. The Coverage Analysis demdastthat
testing is performed against the functional speatfon. The Coverage Analysis demonstrates thatS#ls in the
FSP have been tested.

Test Plans and Test Procedures, which detail tieeativefforts of the testing effort and break dothe specific
steps taken by a tester, are also provided in dodereet the assurance requirement Functionalrigesti
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7 TOE Summary Specification

This section presents information to detail how Ti@E meets the functional and assurance requirentiscribed
in previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assalcdgscriptions correspond to the security functioHence, each
function is described by how it specifically sagsfeach of its related requirements. This setwdsoth describe
the security functions and rationalize that theusigg functions satisfy the necessary requirements.

Table 14 — Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security Function SFR ID Description

Security Audit FAU_GEN.1 Audit data generation
FAU_SAR.1 Audit review

Cryptographic Support FCS_CKM.1 Cryptographic Key Generation
FCS_CKM.3 Cryptographic Key Access
FCS_CKM.4 Cryptographic Key Destruction
FCS_COP.1 Cryptographic Operation

User Data Protection FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control
FDP_IFC.1 Subset information flow control
FDP_IFF.1 Simple security attributes

Identification and Authentication FIA_AFL.1 Authentication failure handling
FIA_SOS.1 Verification of secrets
FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification

Security Management FMT_MOF.1 Management of security functions

behaviour

FMT_MSA.1(a) Management of security attributes
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TOE Security Function SFR ID Description

FMT_MSA.1(b) Management of security attributes
FMT_MSA.2 Secure security attributes
FMT_MSA.3(a) Static attribute initialization
FMT_MSA.3(b) Static attribute initialization
FMT_REV.1 Revocation
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

Protection of the TSF FPT_STM.1 Reliable time stamps

TOE Access FTA_SSL.3 TSF-initiated termination

7.1.1 Security Audit

The Universal Server Audit function generates auditords for all system events related to the vValg
categories:

e Administration

e Backup

» Client

» Cluster

» Ignition Key
* Mall

» Postfix

* Update

» Verified Directory
* Web Messenger

These records are stored in the System Log. Heentds can be sorted by the following information:

» Description of the event
+ Date and time of the event

An authorized administrator can review the evettges in the System Log through the Administrativierface.

An administrator can configure the TOE to send lmga remote Syslog server for later analysis. yQogs from
the administration, updates, clustering, backupsbWessenger, Verified Directory, Postfix, maildssome logs
of generic services are sent to the remote Sy®oges Other logs can be exported manually toxaftie. Logs
that the TOE exports automatically are exportetheg arrive in the System Log.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_SAR.1
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7.1.2 Cryptographic Support

The Cryptographic Support function provides endoyptand decryption of emails transmitted through WOE
where:

 The TOE knows the recipient’s private key (for dgdion) or can find the recipient's public key (for
encryption)
» Mail policy allows encryption or decryption operats to be performed on the message

The Cryptographic Support function provides diggajnature and verification of emails transmittadotigh the
TOE where:

» The TOE can find the sender’'s private key (for w@digsigning) or knows the sender’'s public key (for
verification)
» Mail policy allows signing or verification operatis to be performed on the message

Key generation is handled by a DRNG according #0XB.31 standard for generating cryptographic keys.

PGP keys have a preferred symmetric encryptionrigfgo associated with them. The preferred algariten be
Triple-DES or AES. The symmetric algorithm usasatvn randomly generated symmetric key to enctyptRGP
private key. Data encrypted “with” the PGP puldey is actually encrypted using the symmetric athar and a
randomly generated symmetric key. The symmetric lk&ed to encrypt the data can only be decryptéld thie
private key of the recipient. The asymmetric aifpon used to encrypt the symmetric key is RSA dfndd in
FIPS 186-2 for Sign/Verify (cert # 172). The prsg®f encrypting the symmetric key and sendingstiremetric
key (along with the encrypted data) to a recipisrtknown as key exchange. The TOE performs kepanxge via
email. All data (anything that is encrypted and asymmetric key) is encrypted with the symmetigorithm.

The Cryptographic Support function provides endoyptand decryption of all data transmitted betwéen TOE
and the management workstation. Management dataoiected by the Secure Hypertext Transfer Prdtoco
protocol. Usernames and passphrases are encwypikedbeing transmitted over the network.

The TOE can be configured to require an Ignitiory Ke boot. The Ignition Key is an ordinary PGP kegjir

Universal Server uses to protect itself on starthen Universal Server is set to use a softwanéitgn Key, the
administrator must enter the Ignition Secret pass#({the passphrase used to encrypt the IgnitionsKeivate

key) in order for the Universal Server to boot.thié Universal Server is set to use a hardwardidgnkKey, then an
administrator must connect an Athena ASEKey UnadeBerial Bus (USB) token to the Universal Servardivare
and enter the Ignition Secret passphrase for theelsal Server to boot. The USB token must hoRGP key pair,
placed there by PGP Desktop.

When the TOE backs up data, the backup file isggtetl during remote transfer by the Secure Coptopob
Backups are encrypted with the administrator-canfid preferred encryption algorithm, using a ranigem
generated symmetric key that is encrypted with Gfganization Key. The actual Organization Key pai@an
ordinary PGP key pair that has been configuredeta$ed as the Organization Key, and has no inhspatial
properties (the way the TOE uses the Organizati@y Khakes the Organization Key unique). User and
administrator usernames are stored in clear tekhirgstrator passphrases are stored using a SHaAsh bf the
passphrase. Web Messenger passphrases are storgdted to the Ignition Secret (associated with lidnition
Key) using AES-256. If no Ignition Secret is defthon the server, Web Messenger user passphrasstoerd as
clear text.

The TOE uses X.509 certificates for various appilices, including presenting authentication creddstio web
clients of users connecting to the web interfaeesl signing X.509 certificates generated for usexs509 is a
cryptographic standard for PKI that specifies sgaddformats for public key certificates. For theg@nization
Certificate the TOE can use self-signed certifisate CA certificates.

Certificate Revocation Lists (CRLs) enable checks®yver and client certificates against lists piedi and
maintained by Cas that show certificates are ngdowalid. The TOE administrator can import CRianf trusted
Cas and then use the CRLs to determine if the TO&ficates are still valid.
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The TOE's claimed cryptographic support is provitigca FIPS 140-2-validated cryptographic moduléhen TOE.
The FIPS 140-2 certification for the TOE has bessuéd by the National Institute of Standards anthii@ogy,
certificate #1049.

TOE Security Functional Requirements Satisfied: FCS_CKM.1, FCS_CKM.3, FCS_CKM.4, FCS_COP.1.

7.1.3 User Data Protection

The Universal Server allows authorized administsatto enforce a rigid policy for users and admraisirs
accessing the TOE. SuperUser administrators aatecadministrative accounts for other administsatath one

of six pre-defined privilege levels. During accbucreation, the SuperUser administrator sets thes ne
administrator’s default passphrase, account name,eaail address. The SuperUser administratoratsm flag
whether or not the new administrator receives & daiatus email. After the new administrator lagsthe new
administrator can change his passphrase.

There is no way for an administrator to changeolis role, or grant himself additional privilegeBrivilege levels
are pre-defined and only another SuperUser admamist can change them. SuperUser administratonsota
change their own permission level.

Using the Administrative Interface, administrateviéh appropriate permissions can craft policiesmanage the
email traffic. There are a large number of opti@wilable to manage email traffic, which provideoegh
flexibility to implement a wide variety of email ficies. Policy rules can be chained together tftoree more
complex rule sets on varying types of traffic. HEnplicies can also be crafted to discard emailnfrcertain
sources or email with specified attachment file aarand file types.

TOE Security Functional Requirements Satisfied: FDP_ACC.1, FDP_ACF.1, FDP_IFC.1, FDP_IFF.1.

7.1.4 I|dentification and Authentication

Universal Server users and administrators are ifikshby their usernames and authenticated viaglaases while
connecting to the TOE through one of the web iam$. Authentication is tied to the session, eithe
administrative session or the Web Messenger session

The SuperUser administrator sets the default paaspHor each new administrator. Non-SuperUseliragirators

can change their own passphrases at any time Kleyt ¢annot change passphrases for other admibistyat
Administrators can set a user policy so that userating accounts through the Web Messenger imtenfaust use
strong passphrases (containing at least one upyserdetter, one lower-case letter, one number,caedspecial
character) and can enforce passphrase length fr@@nabaracters. These passphrase settings caapoto Web

Messenger user passphrases.

Administrators or users can connect to three wedrfacces. The Management Interface allows adnmai@sts to
connect through a standard web browser to set dpcanfigure the TOE. The Web Messenger Interfdloava

external users to connect and retrieve messagestfie TOE in a protected environment when the T@&not

send them encrypted to the external user. Thefig@rDirectory Interface requires no authenticattonaccess,
however, if a user uploads or deletes a key froenMarified Directory service then a verification &iiiis sent to
that user before either of these operations isvelibto be performed.

If an administrator connected via the Managemetetriace or a user connected via the Web Messengaifdce is
idle for a period exceeding fifteen minutes, thesgan is terminated. The user or administratortriagin again
before continuing to operate or configure the TOE.

If an administrator exceeds a pre-defined numbemsticcessful login attempts between 1 and 9997 @te can be
configured to generate an alert. The alert isldisul for all administrators configured to receilve alert message.
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Email users are identified by their email address®s$ authenticated via their associated key padiis.associate a
key pair with a user either an administrator magpart that key pair into the TOE manually, or th@H must
generate the key pair for the user. The TOE cénamtess a user’s private key if it is uploade®KM or SCKM.
Keys uploaded in CKM or GKM do not provide a usapievate key for Universal Server. Users may ugldzeir
public keys to the TOE through the Verified Diragtservice. If a user does not have a PKI key paithe TOE,
but the user uploads a public key, the TOE is tibkuthenticate the user’s signature via the ugeitsic key.

TOE Security Functional Requirements Satisfied: FIA_AFL.1, FIA_SOS.1, FIA_UAU.1, FIA_UID.1.

7.1.5 Security Management

Universal Server is managed by administrators, ah® assigned one of six roles. Each role gransstaof
permissions to review and modify the configuratidnhe security attributes of the TOE. Adminisbrapermissions
are tied to the credentials used to authenticatassigned role. All administrators are allowedréwiew such
attributes as audit settings, network settings, @olities. Basic administrators and above can mledify the TOE
configuration and define Email SFP Rules. Only $heperUser role can create new administrators aodifyn
settings of current administrators (except eachimidimator can change his own passphrase and exddiless).
Only authorized administrators can manage the aitbeiphers for PGP keys.

During the initial setup of the TOE, a Setup Asmistguides the administrator through the initiahfaguration of
the TOE, including creation of a SuperUser admiatst account. Once the Setup Assistant finisties,Setup
Assistant role and function are no longer used.e Betup Console role allows for the specificatidrthe IP
address, subnet mask, server type (Primary, Seogrideyserver, or restored), current date and fimh@rmation,
hostname, default gateway, Domain Name Service (Rd&ers, license information, default administratccount
information, placement setup, mail server IP addreBAP server IP address, ignition key setup, @nglanization
Key backup. Additional configurations must takeqd through the Administrative Interface.

The attributes integral to the Web Access SFP estictive by default. Only the default administraaccount is
configured for use after the initial setup. Thdadét administrator account has SuperUser privéeged can
configure accounts for other administrators atterinitial setup.

The attributes integral to the Email SFP are pesivésby default. After installation and until LeaMode is
deactivated, the Universal Server takes no actia@ntrypt outgoing email traffic.

TOE Security Functional Requirements Satisfied: FMT_MOF.1, FMT_MSA.1(a), FMT_MSA.1(b),
FMT_MSA.2, FMT_MSA.3(a), FMT_MSA.3(b), FMT_REV.1MF_SMF.1, FMT_SMR.1.

7.1.6 Protection of the TSF

The TOE provides reliable timestamp informationitsrown use. The TOE software retrieves the tiarap from
the hardware clock, which is set during installatiof the appliance. The order of the audit recatds be
determined by the value of the timestamps.

Administrators can set the time manually througé tlonfiguration settings. Administrators are assdirto be
trusted and competent, and may change the systenathenever necessary.

TOE Security Functional Requirements Satisfied: FPT_STM.1.
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7.1.7 TOE Access

The TOE terminates an email user or administregagsion after fifteen minutes or more of inactivifgach time a
login is completed, the inactivity-timeout valueupdated. If the time since the last activity timxceeds fifteen
minutes, the user or administrator is logged out.

TOE Security Functional Requirements Satisfied: FTA_SSL.3.
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8 Rationale

8.1 Conformance Claims Rationale

This Security Target conforms to Parts 2 and 3hef Common Criteria Standard for Information Tecbgyl
Security Evaluations, version 3.1. There are riereded SFRs contained within this ST.

There are no protection profile claims for this @&y Target.

8.2 Security Objectives Rationale

This section provides a rationale for the existesiceach threat, policy statement, and assumpkiahdompose the
Security Target. Sections 8.2.1, 8.2.2, and 8deBonstrate the mappings between the threats,eppland
assumptions to the security objectives is compldtke following tables provide detailed evidencecoferage for
each threat, policy, and assumption.

8.2.1 Security Objectives Rationale Relating to Thr  eats

Table 15 — Threats:Objectives Mapping
Threats Objectives Rationale

T.MASQUERADE O.AUTHENTICATE O.AUTHENTICATE counters this threat
by ensuring that the TOE is able to

A user or process may masquerade | The TOE must require users to identify and authenticate users prior to

as anothgr entity in order to gain authentlcgte before gaining access to allowing access to TOE administrative
unauthorized access to data or TOE |the TOE interfaces which require .
- functions and data.
resources. authentication.
T.UNAUTH O.LOG O.LOG counters this threat by ensuring

that unauthorized attempts to access

A user may gain access to security | The TOE must record events of the TOE are recorded.

data on the TOE, even though the |security relevance at the “not specified

user is not authorized in level” of audit. The TOE must record
accordance with the TOE security | the resulting actions of the security
policy. functional policies and provide the

authorized administrators with the
ability to review the audit trail.

O.ADMIN O.ADMIN counters this threat by
. ensuring that access to TOE security
The TOE must include a set of data is limited to those users with

functions that allpw efflc!ent access to the management functions of
management of its functions and data, the TOE

ensuring that TOE users with the
appropriate privileges and only those
TOE users, may exercise such control.
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Threats Objectives Rationale
O.AUTHENTICATE O.AUTHENTICATE counters this threat
. by ensuring that users are identified

ThehTO_E muzt ;equwe_u;ers to and authenticated prior to gaining
authenticate before gaining access to | 5;cess 1o TOE security data.
the TOE interfaces which require
authentication.

T.OPENRELAY O.MAILRVW O.MAILRVW counters this threat by

An attacker who is not a TOE user
may send multiple SMTP messages
to the TOE, whose email addresses
fall outside the set of addresses for
which the TOE applies policies.

The intent of this attack is to utilize
the resources of the TOE to deliver
bulk email on behalf of the
originator.

The TOE shall review all incoming and
outgoing SMTP messages to determine
that the defined policies are enforced
and the appropriate actions are
performed on every message.

ensuring that incoming emails are
checked against a policy that
determines the flow of email traffic.

T.AUDFUL

An attacker may cause audit
records to be lost or prevent future
records from being recorded by
taking actions to exhaust audit
storage capacity.

OE.AUDIT_STORAGE

The IT Environment will provide a
means for secure storage of the TOE
audit log files.

OE.AUDIT_STORAGE counters this
threat by ensuring that the system log
events are not modified or lost as a
result of the actions of an attacker.

T.USRDATA

An attacker who is not a TOE user
could access individual email
messages stored on the TOE, by
viewing, sorting, or deleting the
emails stored on the TOE.

O.AUTHENTICATE

The TOE must require users to
authenticate before gaining access to
the TOE interfaces which require
authentication.

O.AUTHENTICATE counters this threat
by ensuring that external entities
attempting to access data stored on the
TOE be authenticated before that
access is allowed.

O.MESACC

The TOE shall enforce an access
control policy on TOE users who wish
to access stored SMTP emails stored
within the TOE.

O.MESACC counters this threat by
ensuring that access to stored emails is
controlled by an access control policy.

T.REMCONN

An attacker who is not a TOE user
may exploit network protocol(s)
based vulnerabilities and
compromise TOE services and data
assets by establishing a remote
connection to the TOE.

O.AUTHENTICATE

The TOE must require users to
authenticate before gaining access to
the TOE interfaces which require
authentication.

O.AUTHENTICATE counters this threat
by ensuring that all TOE users must
authenticate before being granted
access to the TOE.

O.ADMIN

The TOE must include a set of
functions that allow efficient
management of its functions and data,
ensuring that TOE users with the
appropriate privileges and only those
TOE users, may exercise such control.

O.ADMIN counters this threat by
ensuring that only TOE users with
appropriate privileges are allowed to
access the management functions of
the TOE.
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Threats

T.NACCESS

An unauthorized person or external
IT entity may be able to view data
that is transmitted between the TOE
and a remote authorized external IT
entity.

Objectives

O.PKI_CRYPTO

The TOE must be able to protect the
integrity and confidentiality of data
transmitted to a peer authorized
external IT entity via encryption and
provide authentication for such data.
Upon receipt of data from a peer
authorized external IT entity, the TOE
must be able to decrypt the data and
verify that the received data accurately
represents the data that was originally
transmitted.

Rationale

O.PKI_CRYPTO counters this threat by
ensuring that traffic passing through the
TOE is protected by a suite of PKI
cryptographic functions ensuring the
traffic’s integrity and confidentiality.

O.MAILRVW

The TOE shall review all incoming and
outgoing SMTP messages to determine
that the defined policies are enforced
and the appropriate actions are
performed on every message.

O.MAILRVW counters this threat by
ensuring that email traffic passing
through the TOE is passed through a
set of policies dictating the level of
protection needed for each message.

T.NMODIFY

An unauthorized person or external
IT entity may modify data that is
transmitted between the TOE and a
remote authorized external entity.

O.PKI_CRYPTO

The TOE must be able to protect the
integrity and confidentiality of data
transmitted to a peer authorized
external IT entity via encryption and
provide authentication for such data.
Upon receipt of data from a peer
authorized external IT entity, the TOE
must be able to decrypt the data and
verify that the received data accurately
represents the data that was originally
transmitted.

O.PKI_CRYPTO counters this threat by
ensuring that traffic passing through the
TOE is protected by a suite of PKI
cryptographic functions ensuring the
traffic’s integrity and confidentiality.

O.MAILRVW

The TOE shall review all incoming and
outgoing SMTP messages to determine
that the defined policies are enforced
and the appropriate actions are
performed on every message.

O.MAILRVW counters this threat by
ensuring that email traffic passing
through the TOE is passed through a
set of policies dictating the level of
protection needed for each message.

T.NO_AUDIT

A threat agent may perform
security-relevant operations on the
TOE without being held

O.TIMESTAMP

The TOE must provide reliable
timestamps for its own use.

O.TIMESTAMP counters this threat by
ensuring that accurate timestamps are
provided for all audit records, allowing
the order of events to be preserved.
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Threats

accountable for it.

Objectives

O.LOG

The TOE must record events of
security relevance at the “not specified
level” of audit. The TOE must record
the resulting actions of the security
functional policies and provide the
authorized administrators with the
ability to review the audit trail.

Rationale

O.LOG counters this threat by ensuring
that an audit trail of management
events on the TOE is generated.

OE.AUDIT_STORAGE

The IT Environment will provide a
means for secure storage of the TOE
audit log files.

OE.AUDIT_STORAGE counters this
threat by ensuring that an audit trail of
management events on the TOE is
preserved and protected.

T.IA

A threat agent may attempt to
compromise the TOE by attempting
actions that it is not authorized to
perform on the TOE.

O.AUTHENTICATE

The TOE must require users to
authenticate before gaining access to
the TOE interfaces which require
authentication.

O.AUTHENTICATE counters this threat
by ensuring that all administrators and
email users authenticate before being
allowed to access functionality on the
TOE which requires authentication.

O.ADMIN

The TOE must include a set of
functions that allow efficient
management of its functions and data,
ensuring that TOE users with the
appropriate privileges and only those
TOE users, may exercise such control.

O.ADMIN counters this threat by
ensuring that any actions performed on
the TOE are permitted only if requested
by administrators with the appropriate
privileges.

Every Threat is mapped to one or more Objectivdlértable above. This complete mapping demoestiiiat the
defined security objectives counter all defineck#ts.

8.2.2 Security Objectives Rationale Relating to Pol

icies

There are no Organizational Security Policies aefifor this Security Target.

8.2.3 Security Objectives Rationale Relating to Ass

umptions

Table 16 — Assumptions:Objectives Mapping

Assumptions
A.INSTALL

The TOE is installed and
configured on the appropriate,
dedicated hardware according to
the appropriate installation guides.

Objectives
OE.MANAGE

Sites deploying the TOE will provide
competent, non-hostile TOE
administrators who are appropriately
trained and follow all administrator
guidance. TOE administrators will
ensure the system is used securely,
including management of the audit
trail.

\ Rationale

OE.MANAGE upholds this
assumption by ensuring that the TOE
hardware and operating system
support the TOE functions.
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Assumptions
A.MANAGE

There are one or more competent
administrators assigned to
manage the TOE and the security
of the information it contains.

Objectives
OE.MANAGE

Sites deploying the TOE will provide
competent, non-hostile TOE
administrators who are appropriately
trained and follow all administrator
guidance. TOE administrators will
ensure the system is used securely,
including management of the audit
trail.

Rationale

OE.MANAGE upholds this
assumption by ensuring that those
responsible for the TOE will provide
competent individuals to perform
management of the security of the
environment, and restrict these
functions and facilities from
unauthorized use.

OE.AUDIT

Authorized managers of the audit
facilities must ensure that the audit
facilities are used and managed
effectively. In particular, audit logs
should be inspected on a regular
basis, appropriate and timely action
should be taken on the detection of
breaches of security, or events that are
likely to lead to a breach in the future.
Also, the audit logs should be archived
in a timely manner to ensure that the
machine does not run out of audit log
data storage space.

OE.AUDIT upholds this assumption
by ensuring that administrators
assigned to manage the TOE will
review the audit logs on a regular
basis and take the appropriate actions
when breaches of security are
detected.

OE.REVIEW

The configuration of the TOE will be
inspected on a regular basis to ensure
that the configuration continues to
meet the organization’s security
policies in the face of:

e« Changes to the TOE
configuration

e Changes in the security
objectives

e Changes in the threats
presented by the hostile
network

e Changes (additions and
deletions) in the services

available between the hostile
network and the corporate
network

OE.REVIEW upholds this assumption
by ensuring that administrators
assigned to manage the TOE will
review the configuration on a regular
basis to ensure that it accurately
reflects the intended configuration.

A.NOEVIL

The users who manage the TOE
are non-hostile, appropriately
trained, and follow all guidance.

OE.MANAGE

Sites deploying the TOE will provide
competent, non-hostile TOE
administrators who are appropriately
trained and follow all administrator
guidance. TOE administrators will
ensure the system is used securely,
including management of the audit
trail.

OE.MANAGE upholds this
assumption by ensuring that all users
assigned to manage the TOE are
non-hostile and follow all
administrator guidance.

A.FIREWALL

All ports needed for proper

OE.FIREWALL

The Firewall must have all ports

OE.FIREWALL upholds the
assumption by ensuring that all ports
necessary for the operation of the
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Assumptions
operations of the TOE will be
opened at the firewall.

Objectives
needed for proper operations of the
TOE opened.

Rationale
TOE are opened.

A.DNS

DNS information received by the
TOE is reliable.

OE.TRUSTED_INFO

Information within the TOE will be
protected from unauthorized disclosure
and modification, and will never be
compromised when sent between the
TOE and trusted external entities.

OE.TRUSTED_INFO upholds this
assumption by ensuring that DNS
requests sent from the TOE cannot
be disclosed or modified, and that
DNS replies cannot be compromised.

A.DIRECT

The TOE hardware is physically
available to authorized
administrators only.

OE.PROTECT

The TOE environment must protect
itself and the TOE from external
interference or tampering.

OE.PROTECT upholds this
assumption by ensuring that the TOE
environment provides protection from
external interference or tampering.

OE.PHYSICAL

The physical environment must be
suitable for supporting a computing
device in a secure setting.

OE.PHYSICAL upholds this
assumption by ensuring that the TOE
environment provides suitable
security precautions to make the TOE
only available to authorized
administrators.

A.SINGEN

Email messages cannot pass
between the internal and external
networks without passing through
the TOE.

OE.SINGEN

Information cannot flow among the
internal and external networks unless it
passes through the TOE.

OE.SINGEN upholds this assumption
by ensuring that the TOE environment
directs emails through the TOE before
allowing them to enter or leave the
internal network.

A.NETCON

The TOE environment provides
the network connectivity required
to allow the TOE to provide secure
email proxy functions.

OE.TRAFFIC

The TOE environment must be
implemented such that the TOE is
appropriately located within the
network to perform its intended
function.

OE.TRAFFIC upholds this
assumption by ensuring that the TOE
environment provides the TOE with
the appropriate network configuration
to perform secure email proxy
functions.

A.PROTCT

The TOE shall be protected from
disruptions of TOE data and
functions.

OE.PROTECT

The TOE environment must protect
itself and the TOE from external
interference or tampering.

OE.PROTECT upholds this
assumption by ensuring that the TOE
environment provides protection from
external interference that may cause
disruptions to TOE data and
functions.

Every assumption is mapped to one or more Objeziivahe table above. This complete mapping detraes
that the defined security objectives uphold alimkd assumptions.
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8.3 Rationale for Extended Security Functional Requ  irements

There are no extended SFRs defined for this Sgclaitget.

8.4 Rationale for Extended TOE Security Assurance R equirements

There are no extended SARs defined for this Sectidtget.

8.5 Security Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.5.1 Rationale for Security Functional Requirement s of the TOE Objectives

Table 17 — Objectives: Security Funtional Requirme  nts (SFRs) Mapping

Objective Requirements Addressing the Rationale

Objective

O.ADMIN FAU_SAR.1 This requirement supports O.ADMIN by
requiring the TOE to make the recorded

The TOE must include a set of audit records available for review.

functions that allow efficient
management of its functions and

data, ensuring that TOE users with | F|A_S0S.1 This requirement supports O.ADMIN by
the appropriate privileges and only requiring the TOE to enforce a
those TOE users, may exercise minimum strength for user
such control. passphrases.
FIA_UID.1 This requirement supports O.ADMIN by

ensuring the TOE users are identified
before any other TSF-mediated actions
that require authentication taken on the
users’ behalf are performed.

FIA_UAU.1 This requirement supports O.ADMIN by
ensuring that the TOE users are
authenticated before any other TSF-
mediated actions that require
authentication taken on the users’
behalf are performed.

FMT_MOF.1 This requirement supports O.ADMIN by
specifying which functions of the TOE
can be managed, and defining who can
manage those functions.

FMT_MSA.1(a) This requirement supports O.ADMIN by
allowing all TOE administrators to
manage the TOE security attributes.
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Objective

Requirements Addressing the
Obijective

FMT_MSA.3(a)

Rationale

This requirement supports O.ADMIN.
The Web Access SFP is restrictive by
default.

FMT_REV.1

This requirement supports O.ADMIN by
specifying how administrators may
revoke email users’ public keys.

FMT_SMF.1

This requirement supports O.ADMIN by
specifying that the TOE supports the
management functions of the TOE.

FMT_SMR.1

This requirement supports O.ADMIN by
supporting six roles: Read-Only
Administrator, WDRT-only
Administrator, Service Control Only,
Basic Administrator, Full Administrator,
SuperUser

O.AUTHENTICATE

The TOE must require users to
authenticate before gaining access
to the TOE interfaces which require
authentication.

FIA_AFL.1

This requirement supports
O.AUTHENTICATE by notifying
administrators when a pre-configured
number of failed login attempts is
reached on an administrator account.

FIA_UAU.1

This requirement supports
O.AUTHENTICATE by requiring all
TOE users to authenticate before any
other TSF-mediated actions that
require authentication taken on the
users’ behalf are performed.

FIA_UID.1

This requirement supports
O.ATHENTICATE by ensuring the TOE
users are identified before any other
TSF-mediated actions that require
authentication taken on the users’
behalf are performed.

FTA SSL.3

This requirement supports
O.AUTHENTICATE by ensuring TOE
users are logged off after fifteen
minutes of inactivity, ensuring that
unauthenticated users do not gain
access to the TOE through an
unattended session.
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Objective

O.MAILRVW

The TOE shall review all incoming
and outgoing SMTP messages to
determine that the defined policies
are enforced and the appropriate
actions are performed on every
message.

Requirements Addressing the
Obijective

FDP_IFC.1

Rationale

This requirement supports O.MAILRVW
by including an administrator-
configurable policy that enables the
administrator to construct rules
representing the site’s information flow
policy. The function then enforces
those rules and takes the action
specified.

FDP_IFF.1

This requirement supports O.MAILRVW
by supporting a wide range of attributes
that can be used in the Email SFP to
control the flow of email messages
between the Internal and External
Networks.

FMT_MSA.1(a)

This requirement supports O.MAILRVW
by allowing all TOE administrators to
manage the TOE security attributes.

FMT_MSA.3(a)

This requirement supports
O.MAILRVW. The Web Access SFP is
restrictive by default.

FMT_MSA.3(b)

This requirement supports
O.MAILRVW. The Email SFP is
permissive by default.

O.MESACC

The TOE shall enforce an access
control policy on TOE users who
wish to access stored SMTP emails
stored within the TOE.

FDP_ACC.1

This requirement supports O.MESACC
by including a configurable policy that
enables administrators to construct
rules that control the access of TOE
users to the user interfaces that require
authentication. The function then
enforces those rules and takes the
action specified.

FDP_ACF.1

This requirement supports O.MESACC
by supporting several attributes that
can be used in the Web Access SFP to
control access to the user interfaces.

FMT_MSA.3(a)

This requirement supports O.MESACC.
The Web Access SFP is restrictive by
default.

O.PKI_CRYPTO

The TOE must be able to protect
the integrity and confidentiality of
data transmitted to a peer
authorized external IT entity via

FCS_CKM.1

This requirement supports
O.PKI_CRYPTO by providing
cryptographic key generation, which
can be used to ensure cryptographic
functionality on the TOE.
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Objective

encryption and provide
authentication for such data. Upon
receipt of data from a peer
authorized external IT entity, the
TOE must be able to decrypt the
data and verify that the received
data accurately represents the data
that was originally transmitted.

Requirements Addressing the
Obijective

FCS_CKM.3

Rationale

This requirement supports
O.PKI_CRYPTO by providing a method
to encrypt backup data from the TOE.

FCS_CKM.4

This requirement supports
O.PKI_CRYPTO by providing a method
for destroying cryptographic keys,
thereby ensuring that the keys are not
accessed by an unauthorized person or
IT entity.

FCS_COP.1

This requirement supports
O.PKI_CRYPTO by providing
algorithms for cryptographic operation,
which can be used to encrypt and
decrypt data passing through or being
stored on the TOE.

FMT_MSA.1(b)

This requirement supports
O.PKI_CRYPTO by ensuring that
administrators can manage the secure
values for security attributes.

FMT_MSA.2

This requirement supports
O.PKI_CRYPTO by ensuring that only
secure values are accepted for security
attributes.

FMT_MSA.3(b)

This requirement supports
O.PKI_CRYPTO. The Email SFP is
permissive by default, but allows
authorized administrators to set policies
that allow the Email SFP to protect data
transmitted by the TOE.

O.TIMESTAMP FPT_STM.1 This requirement supports

. . O.TIMESTAMP by ensuring that the
'I_'he TOE must prowde reliable TOE provides a timestamp for the
timestamps for its own use. TOE's use
0.LOG FAU_GEN.1 This requirement supports O.LOG by

requiring the TOE to produce audit

The T?E TUSt recortdtr(]avgntst of records for the system security events
security ré eva"nce atthe no and for actions caused by enforcement
specified level” of audit. The TOE of the Email SEP
must record the resulting actions of '
the security functional policies and
provide the authorized FAU_SAR.1 This requirement supports O.LOG by
administrators with the ability to requiring the TOE to make the recorded
review the audit trail. audit records available for review.
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8.5.2 Security Assurance Requirements Rationale

EAL 2 was chosen to provide a low to moderate lesfelassurance that is consistent with good comrmakrci
practices. As such, minimal additional tasks deegd upon the vendor assuming the vendor folleesanable
software engineering practices and can provide @upp the evaluation for design and testing efforThe chosen
assurance level is appropriate with the threatsééffor the environment. While the System may noora hostile
environment, it is expected to be in a non-hoswtdsition and embedded in or protected by other ywmtsddesigned
to address threats that correspond with the intedeironment. At EAL 2, the System will have inad a search
for obvious flaws to support its introduction irttee non-hostile environment.

8.5.3 Dependency Rationale

This ST does satisfy all the requirement depen@snaf the Common Criteria. Table 18 lists eacluiregnent to
which the TOE claims conformance with a dependeawcg indicates whether the dependent requirement was
included. As the table indicates, all dependencsa® been met.

Table 18 — Functional Requirements Dependencies

Dependencies Depende ncy Rationale
Met
FAU_GEN.1 FPT_STM.1 v
FAU_SAR.1 FAU_GEN.1 v
FCS_CKM.1 FCS_COP.1 v
FCS_CKM.4 v
FMT_MSA.2 v
FCS_CKM.3 FCS_CKM.1 v
FCS_CKM.4 v
FMT_MSA.2 v
FCS_CKM.4 FCS_CKM.1 v
FMT_MSA.2 v
FCS_COP.1 FCS_CKM.1 v
FCS_CKM.4 v
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Dependencies Depende ncy
Met
FMT_MSA.2 v
FDP_ACC.1 FDP_ACF.1 v
FDP_ACF.1 FDP_ACC.1 v
FMT_MSA.3(a) v
FDP_IFC.1 FDP_IFF.1 v
FDP_IFF.1 FDP_IFC.1 v
FMT_MSA.3(b) v
FIA_AFL.1 FIA_UAU.1 v
FIA_SOS.1 No dependencies
FIA_UAU.1 FIA_UID.1 v
FIA_UID.1 No dependencies
FMT_MOF.1 FMT_SMF.1 v
FMT_SMR.1 v
FMT_MSA.1(a) FDP_ACC.1 v
FMT_SMR.1 v
FMT_SMF.1 v
FMT_MSA.1(b) FDP_ACC.1 v
FMT_SMR.1 v
FMT_SMF.1 v
FMT_MSA.2 FDP_ACC.1 v
FDP_IFC.1 v
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Dependencies Depende ncy
Met
FMT_MSA.1(b) v
FMT_SMR.1 v
FMT_MSA.3(a) FMT_MSA.1(a) v
FMT_SMR.1 v
FMT_MSA.3(b) FMT_MSA.1(a) v
FMT_SMR.1 v
FMT_REV.1 FMT_SMR.1 v
FMT_SMF.1 No dependencies
FMT_SMR.1 FIA_UID.1 v
FPT_STM.1 No dependencies
FTA_SSL.3 No dependencies
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9 Acronyms and Terminology

9.1 Acronyms

Table 19 — Acronyms

Acronym Definition
ADK Additional Decryption Key
AES Advanced Encryption Standard
ANSI American National Standards Institute
API Application Programming Interface
Certificate Authority
Cipher Block Chaining

Common Criteria
Cipher Feedback
Client Key Mode

Configuration Management

Certificate Revocation List

Digital Encryption Standard

Deterministic Random Number Generator

Digital Signature Algorithm

Digital Versatile Disc

Evaluation Assurance Level

Electronic Codebook

Federal Information Processing Standard

Gigabyte
Guarded Key Mode

Hashed Message Authentication Code

Internet Protocol

Information Technology

Lightweight Directory Access Protocol

Public Key Infrastructure

Protection Profile

Random Access Memory

Read-Only Memory

Rivest, Shamir, Adleman

Security Assurance Requirement

Serial Advanced Technology Attachment

Server-Client Key Mode
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Acronym Definition

SFP Security Functional Policy

SFR Security Functional Requirement

SHA Secure Hashing Algorithm

SKM Server Key Mode

SMSA Self-Managing Security Architecture

SMTP Simple Mail Transfer Protocol

ST Security Target

Triple Data Encryption Algorithm

Transport Layer Security

Target of Evaluation

TOE Security Function

Universal Serial Bus

Whole Disk Recover Token

9.2 Terminology
Table 20 — Terminology

Term Definition

Administrator .
Any user who manages the TOE and its

security configuration from within the internal
network.

Email user . .
Any non-administrative user of the TOE.

External User . .
Any non-administrative user who uses the

TOE from outside the Internal Network.

Internal User

Any non-administrative user who uses the
TOE from inside the Internal Network.

Any administrative or non-administrative user
of the TOE.
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