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1. Introduction

1.1. ST Identification

Title: Nokia Firewall/\VVPN Appliances with Check Point VPN-1
NGX R65 Security Target

ST Version: 1.0

ST Date: March 4, 2009

Author: Nir Naaman

TOE Software ldentification: Nokia IPSO 4.2 Build 051¢c05 with Check Point VPN-1
Power/lUTM NGX R65 HFA 30

TOE Hardware ldentification:

The TOE consists of the Nokia IPSO 4.2 operating system running Check Point
VPN-1 Power/UTM security policy enforcement software, on any of the hardware
platforms listed in Section 2.3.2 - TOE Hardware Platforms.

Management software included in the TOE is always installed on a separate plat-
form running the Check Point SecurePlatform NGX R65 operating system, se-
lected from the list given in Appendix A. The platform selected for this purpose is
not used in the identification of the TOE.

TOE software also includes a Management GUI product (SmartConsole) that is
installed on a standard PC (outside the TOE) running a Microsoft Windows oper-
ating system. The evaluated version is: SmartConsole NGX R65 with HFA 01.

TOE Support Program ldentification:
e Nokia service contract!
e Check Point Enterprise Software Subscription?

CC Version: Common Criteria for Information Technology Security Evaluation,
Version 2.2 Revision 256, January 2004, CCIMB-2004-01-001

Evaluation Assurance Level (EAL):
EAL 4, augmented with ALC_FLR.3 (systematic flaw remediation).

Keywords:  Information flow control, firewall, proxy server, traffic filter, VPN, TLS,
IPSec, IDS/IPS, intrusion detection, Medium Robustness Environments

! A valid Nokia service contract is required for receiving software upgrades, as part of Nokia’s flaw remediation
procedures.

2 A Check Point Enterprise Software Subscription is required for receiving software upgrades, as part of Check
Point’s flaw remediation procedures. Note that Enterprise Software Subscription is a prerequisite to purchasing all
Check Point Enterprise Support Programs.

©2009 Nokia Inc. All Rights Reserved. 9
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1.2.

ST Overview

Nokia Firewall/\VPN Appliances are network perimeter security devices that provide
controlled connectivity between two or more network environments. They mediate
information flows between clients and servers located on internal and external networks
governed by the firewall.

Nokia Firewall/\VVPN Appliances combine the security-hardened operating system, IPSO,
with the market-leading Check Point VPN-1 Power/UTM firmware suite on a purpose-
built FIPS 140-2 Level 2 compliant hardware platform.

IPSO appliances ensure high availability through features such as clustering, hard disk
mirroring, redundant and hot swap components, and solid state storage. As network
devices, Nokia Firewall/\VPN Appliances support a comprehensive suite of IP-routing
functions and protocols, including RIPv1/RIPv2, IGRP, OSPF and BGP4 for unicast
traffic and DVMRP for multicast traffic®.

The Check Point VPN-1 Power/UTM software provides a broad set of information flow
controls, including traffic filtering, application-level proxies and intrusion detection and
prevention capabilities. IPSec and SSL VPN functionality encrypts and authenticates
network traffic to and from selected peers, in order to protect the traffic from disclosure
or modification over untrusted networks.

Management can be performed either locally or remotely using management interfaces
that are included in the Target of Evaluation (TOE).

Nokia Firewall/VVPN Appliances meet and exceed” the functional requirements of two
U.S. DoD Medium Robustness Protection Profiles, for proxy and traffic filtering
firewalls, respectively. These PPs require the product to provide appropriate security to
process unclassified or sensitive but unclassified information in the Mission-Critical
Categories. Mission-Critical Categories refer to DoD systems that handle information
vital to the operational readiness or mission effectiveness of deployed and contingency
forces in terms of both content and timeliness.

In addition, the product meets the requirements of the NSA System Protection Profile for
an Intrusion Detection System (IDSSPP). The IDSSPP provides for a level of protection
which is appropriate for IT environments that require detection of malicious and
inadvertent attempts to gain inappropriate access to IT resources.

The evaluation assurance level claimed in this Security Target was augmented in
relationship to the assurance requirements specified in the claimed PPs in order to
provide additional assurance that the TOE is resistant to attacks performed by attackers
possessing a moderate (greater than low) attack potential.

® Note: IP routing protocols are not enabled in the evaluated configuration.

* Because the AVA_VLA.3 evaluation revalidation had not completed at the time of the publication of this Security
Target, this Security Target does not claim conformance to the two medium robustness protection profiles identified

here.

©2009 Nokia Inc. All Rights Reserved. 10
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1.3. Conformance Claims

1.3.1. CC Conformance
The TOE is conformant with the following CC specifications:

e Common Criteria for Information Technology Security Evaluation Part 2:
Security functional requirements, Version 2.2, January 2004, CCIMB-2004-01-
002, extended (Part 2 Extended)

e Common Criteria for Information Technology Security Evaluation Part 3:
Security assurance requirements, Version 2.2 Revision 256, January 2004,
CCIMB-2004-01-003, conformant (Part 3 Conformant)

1.3.2. Assurance Package Conformance

The TOE is conformant with the following CC specifications:
e Evaluation Assurance Level (EAL) 4 augmented with ALC_FLR.3.

1.3.3. PP Conformance
The TOE is Protection Profile Conformant with the following Protection Profiles:
e Intrusion Detection System System Protection Profile, Version 1.6, April 4, 2006

The TOE meets all of the security requirements of the following Protection Profiles,
except for AVA_VLA.3°:

e U.S. Department of Defense Application-Level Firewall Protection Profile for
Medium Robustness Environments, Version 1.0, June 2000

e U.S. Department of Defense Traffic-Filter Firewall Protection Profile for Medium
Robustness Environments, Version 1.4, May 1, 2000

> Because the AVA_VLA.3 evaluation had not completed at the time of the publication of this Security Target, this
Security Target does not claim conformance to the two medium robustness protection profiles identified here.

©2009 Nokia Inc. All Rights Reserved. 11
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1.4.

Document Organization
Section 1 provides the introductory material for the security target.
Section 2 is the TOE description.

Section 3 describes the expected environment for the TOE. This section also defines the
set of threats that are to be addressed by either the technical countermeasures
implemented in the TOE or through environmental controls.

Section 4 defines the security objectives for both the TOE and the TOE environment.

Section 5 gives the functional and assurance requirements derived from the Common
Criteria, Parts 2 and 3, respectively that must be satisfied by the TOE.

Section 6 describes the security functions and assurance measures provided by the TOE
that address the security requirements. In addition, it identifies the method used
to determine compliance with cryptographic standards®.

Section 7 is the Protection Profile claims statement. The PP claims statement describes
any tailoring or additions made on top of the claimed PPs.

Section 8 provides a rationale that traces through the levels of abstraction given in the ST
(environment, requirements, objectives, and TSS) in order to demonstrate that
the ST is a complete and cohesive set of requirements, providing an effective
set of IT security countermeasures within the security environment, and that
the TOE summary specification addresses the stated requirements. The ration-
ale also demonstrates that the PP conformance claim is valid.

® |dentification of Standards compliance determination per guidance given in [1-0427].

©2009 Nokia Inc. All Rights Reserved. 12
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1.5. References

The following external documents are referenced in this Security Target.

Identifier Document

[802.1Q] Virtual Bridged Local Area Networks, IEEE Std 802.1Q, 2003 Edition, May 2003

[APP-PP] U.S. Department of Defense Application-level Firewall Protection Profile for
Medium Robustness Environments, Version 1, June 28, 2000

[CAPP] Controlled Access Protection Profile, Version 1.d, October 8, 1999

[CC] Common Criteria for Information Technology Security Evaluation Parts 1-3,
Version 2.2 Revision 256, January 2004, CCIMB-2004-01-001, 002 and 003

[CEM] Common Methodology for Information Technology Security Evaluation,
Evaluation Methodology, Version 2.2 Revision 256, January 2004, CCIMB-2004-
01-004

[FIPS46-3] NIST FIPS PUB 46-3 — Specifications for the Data Encryption Standard (DES),
October 25, 1999

[FIPS140] NIST FIPS PUB 140-2, Security Requirements for Cryptographic Modules,
December 3, 2002

[FIPS197] NIST FIPS PUB 197 — Specification for the Advanced Encryption Standard
(AES), November 26, 2001

[FIPS198] NIST FIPS PUB 198 — Keyed-Hash Message Authentication Code (HMAC),
March 6, 2002

[FIPSPOL] VPN-1 FIPS 140-2 Non-Proprietary Security Policy, Version 1.0, October 2006

[1-0388] NIAP Interpretation 1-0388: What Is The Difference Between "Sort" and "Order"?

[1-0410] NIAP Interpretation 1-0410: Auditing Of Subject Identity For Unsuccessful
Logins

[1-0422] NIAP Interpretation 1-0422: Clarification of "Audit Records"

[1-0427] NIAP Interpretation 1-0427: Identification of Standards

[IDSSPP] Intrusion Detection System System Protection Profile, Version 1.6, April 4, 2006

[LDAP] RFC 1777 - Lightweight Directory Access Protocol, March 1995

[PD-0018] NIAP Precedent Decision PD-0018: Usage of the Term "Loopback Network™ in
the Application Level Firewall PP

[PD-0026] NIAP Precedent Decision PD-0026: Typographical error in the ALFWPP-MED
with respect to FDP_IFF.1(1) and FDP_IFF.1(2)

[PD-0055] NIAP Precedent Decision PD-0055: Effect of Addition of Environmental
Assumptions on PP Compliance

[PD-0071] NIAP Precedent Decision PD-0071: Identification of Operations on Security
Functional Requirements

[PD-0086] NIAP Precedent Decision PD-0086: What SOF Claim is appropriate when there

are no probabilistic or permutational mechanisms
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[PD-0087] NIAP Precedent Decision PD-0087: STs Adding Requirements to Protection
Profiles

[PD-0097] Compliance with IDS System PP Export Requirements

[PD-0105] NIAP Precedent Decision PD-0105: Acceptability of IKE Authentication as
"Single Use" In Firewall PPs

[PD-0113] NIAP Precedent Decision PD-0113: Use of Third-Party Security Mechanisms in
TOE Evaluations

[PD-0115] NIAP Precedent Decision PD-0115: Third Party Authentication is permitted by
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1.6. Conventions

The notation, formatting, and conventions used in this Security Target (ST) are consistent
with version 2.2 of the Common Criteria for Information Technology Security
Evaluation. Font style and clarifying information conventions were developed to aid the
reader.

1.6.1. Security Environment Considerations and Objectives

The naming convention for security environment considerations and for objectives is as
follows:

- Assumptions are denoted by the prefix “A.”, e.g. “A.PHYSEC”.

- Organizational Security Policy statements are denoted by the prefix “P.”, e.g.
“P.CRYPTO”.

- Threats are denoted by the prefix “T.”, e.g. “T.NOAUTH”.
- Objectives for the IT TOE are denoted by the prefix “O.”, e.g. “O.IDAUTH”.
- Objectives for the IT environment are denoted by the prefix “OE.”, e.g. “OE.VPN”.

- Objectives for the non-IT environment are denoted by the prefix “NOE.”, e.g.
“NOE.PHYSEC”.

1.6.2. Security Functional Requirements

The CC permits four functional and assurance requirement component operations:
assignment, iteration, refinement, and selection. These operations are defined in the
Common Criteria, Part 1, paragraph 4.4.1 as:

- Iteration: allows a component to be used more than once with varying operations;
- Assignment: allows the specification of parameters;

- Selection: allows the specification of one or more items from a list; and

- Refinement: allows the addition of details.

1.6.2.1. Iteration

Where necessary to cover different aspects of the same requirement (e.g. identification of
more than one type of user), repetitive use of the same component to cover each aspect is
permitted. Iteration is used together with assignment, selection, and refinement in order
to specify the different iterations. In this document, iterations are identified with a
number inside parentheses ("(#)"). These follow the short family name and allow
components to be used more than once with varying operations.

Security functional requirements for the IT environment are identified by an iteration
identifier of the form "(Env)".
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1.6.2.2. Assignment

Some components have elements that contain parameters that enable the ST author to
specify a set of values for incorporation into the ST to meet a security objective. These
elements clearly identify each parameter and constraint on values that may be assigned to
that parameter. Any aspect of an element whose acceptable values can be unambiguously
described or enumerated can be represented by a parameter. The parameter may be an
attribute or rule that narrows the requirement to a specific value or range of values. For
instance, based on a security objective, an element within a component may state that a
given operation should be performed a number of times. In this case, the assignment
would provide the number, or range of numbers, to be used in the parameter.

1.6.2.3. Selection

This is the operation of picking one or more items from a list in order to narrow the scope
of an element within a component.

1.6.2.4. Refinement

For all components, the ST author is permitted to limit the set of acceptable implementa-
tions by specifying additional detail in order to meet a security objective. Refinement of
an element within a component consists of adding these technical details. In order for a
change to a component to be considered a valid refinement, the change must satisfy all
the following conditions:

- A TOE meeting the refined requirement would also meet the original requirement, as
interpreted in the context of the ST;

- In cases where a refined requirement is iterated, it is permissible that each iteration
address only a subset of the scope of the requirement; however, the sum of the
iterations must together meet the entire scope of the original requirement;

- The refined requirement does not extend the scope of the original requirement; and

- The refined requirement does not alter the list of dependences of the original
requirement.
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1.6.3. Other Notations

1.6.3.1. Extended Requirements

Extended requirements are additional functional requirements defined in this ST that are
not contained in Part 2 and/or additional assurance requirements not contained in Part 3.
These requirements are used when security functionality is provided by the TOE that
cannot be described by Part 2 or Part 3 requirements. A rationale for the usage of such
extended requirements is given in section 8.2.4. Extended requirements receive names
similar to existing Part 2 and Part 3 components, with an additional suffix of (EXP)
which is appended to the component’s short name.

1.6.3.2. Application Notes

Application Notes are used to clarify the author's intent for a given requirement. These
are italicized (except where taken directly from a claimed PP) and will appear following

the component needing clarification.

1.6.3.3. Footnotes
Footnotes’ are used to provide further clarification for a statement, without breaking the
flow of the text.

1.6.3.4. References

References to other documents are given using a short name in square brackets, e.g.
"[PD-0105]". The identification of the referenced document is provided in Section 1.5.

" This is an example of a footnote.
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1.6.4. Highlighting Conventions

The conventions for SFRs described above in sections 1.6.2 and 1.6.3 are expressed in
chapter 5 by using combinations of bolded, italicized, and underlined text as specified in
Table 1-1 below.

These conventions are applied in respect to requirements derived from the firewall PPs,
which are the primary PPs for this ST. Assignments, selections, and refinements that
were already performed in the firewall PPs or IDS System PP are not identified via a
highlighting convention in this ST. This is consistent with the guidance given in [PD-
0071]. Where a requirement appears in both the firewall PPs and the IDS System PP, the
operations performed on the requirement component in relation to the IDS System PP are
not identified using a highlighting convention, to avoid confusion with the firewall PPs;
these operations are listed in column 5 of Table 5-1.

Table 1-1- SFR Highlighting Conventions

Convention | Purpose Operation
Boldface Boldface text denotes completed component assignments.
Example:
5.1.2.5 Cryptographic operation (FCS_COP.1(3))
FCS_COP.1.1(3) The TSF shall perform encryption and (completed)
decryption of VPN traffic in accordance with a Assignment

specified cryptographic algorithm: ...

Underline Underlined text denotes completed component selections
(out of a set of selection options provided in the original
CC requirement).

Example:
5.1.6.1 Abstract machine testing (FPT_AMT.1) (completed)
FPT_AMT.1.1 The TSF shall run a suite of tests during initial start- Selection

up to demonstrate the correct operation of the secu-
rity assumptions provided by the abstract machine
that underlies the TSF.

Boldface Underlined boldface text highlights component
Underline | refinements. This includes refinement of an operation that
was completed in the PP.

Example:
5.1.5.11. Static attribute initialization (FMT_MSA.3)

FMT_MSA.3.1 The TSF shall enforce the UNAUTHENTICATED
SFP, TRAFFIC FILTER SFP and AUTHENTI- Refinement
CATED SFP to provide restrictive default values for
information flow security attributes that are used to
enforce the SFP.
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Convention | Purpose Operation
Parentheses | Parentheses and an iteration number inform the reader
(iteration #) | that the requirement component will be used multiple

times.
Examples:
5.1.5.6. Management of security attributes (FMT_MSA.1(1)) |teration 1
FMT_MSA.1.1(1) The TSF shall enforce the UNAUTHENTI- (FMT_MSA.1)
CATED SFP and TRAFFIC FILTER SFP to restrict h
5.1.5.7 Management of security attributes (FMT_MSA.1(2)) |teration 2
FMT_MSA.1.1(2) The TSF shall enforce the AUTHENTICATED (FMT_MSA.1)

SFR for the IT
environment

(FIA_UAU.5)

Italics

Italics are used for application notes.

Example:

Application Note: All users, whether authenticated or not, will always
be identified at least by a source network identifier.

Application
Note

Extended
Requirement
(EXP)

The suffix “(EXP)” denotes an extended requirement that
was not taken from Part 2 or Part 3 of the CC, but was
explicitly defined specifically to provide security
functionality that is relevant to this ST.
Examples:
5.1.8.3. Analyzer react (IDS_RCT(EXP).1)
IDS_RCT(EXP).1.1 The System shall send an alarm...

Extended
Requirement
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1.7. Terminology

In the Common Criteria, many terms are defined in Section 2.3 of Part 1. The following
sections are a refined subset of those definitions, listed here to aid the user of this ST. The
glossary is augmented with terms that are specific to the Nokia Firewall/\VPN Appliances

product.

1.7.1. Glossary
Access

Access Control
Accountability

Administrator

Assurance

Interaction between an entity and an object that results in the flow
or modification of data.

Security service that controls the use of resources® and the
disclosure and modification of data.’

Property that allows activities in an IT system to be traced to the
entity responsible for the activity.

A user who has been specifically granted the authority to manage
some portion or all of the TOE and whose actions may affect the
TSP. Administrators may possess special privileges that provide

capabilities to override portions of the TSP.

A measure of confidence that the security features of an IT system
are sufficient to enforce its security policy.

Asymmetric Cryptographic System

Asymmetric Key

Attack

Authentication
Authentication data
Authorisation

A system involving two related transformations; one determined
by a public key (the public transformation),and another determined
by a private key (the private transformation) with the property that
it is computationally infeasible to determine the private transfor-
mation (or the private key) from knowledge of the public transfor-
mation (and the public key).

The corresponding public/private key pair needed to determine the
behaviour of the public/private transformations that comprise an
asymmetric cryptographic system.

An intentional act attempting to violate the security policy of an IT
system.

Security measure that verifies a claimed identity.
Information used to verify a claimed identity.

Permission, granted by an entity authorised to do so, to perform
functions and access data.

8 Hardware and software.

® Stored or communicated.
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Authorised user An authenticated user who may, in accordance with the TSP,
perform an operation.

Availability Timely™, reliable access to IT resources.
Compromise Violation of a security policy.
Confidentiality A security policy pertaining to disclosure of data.

Cryptographic key (key)

A parameter used in conjunction with a cryptographic algorithm
that determines:

o the transformation of plaintext data into cipher text data,

e the transformation of cipher text data into plaintext data,

e adigital signature computed from data,

e the verification of a digital signature computed from data, or
e adigital authentication code computed from data.

Entity A subject, object, user, or another IT device, which interacts with
TOE objects, data, or resources.

External IT entity  Any trusted Information Technology (IT) product or system,
outside of the TOE, which may, in accordance with the TSP, per-
form an operation.

Identity A representation (e.g., a string) uniquely identifying an authorised
user, which can either be the full or abbreviated name of that user
or a pseudonym.

INSPECT A patented Check Point virtual machine for stateful inspection.

Integrity A security policy pertaining to the corruption of data and TSF
mechanisms.

IPSec VPN A Virtual Private Network implementation based on the IKE/IPSec
protocols.

Named Object An object that exhibits all of the following characteristics:

e The object may be used to transfer information between sub-
jects of differing user identities within the TSF.

e Subjects in the TOE must be able to request a specific in-
stance of the object.

e The name used to refer to a specific instance of the object
must exist in a context that potentially allows subjects with

19 According to a defined metric.
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different user identities to request the same instance of the ob-
ject.

Non-Repudiation A security policy pertaining to providing one or more of the
following:

e To the sender of data, proof of delivery to the intended recipi-
ent,

e To the recipient of data, proof of the identity of the user who
sent the data.

Object An entity that contains or receives information and upon which
subjects perform operations.

Operational Environment

The total environment in which a TOE operates. It includes the
physical facility and any physical, procedural, administrative and
personnel controls.

OPSEC API An application programming interface published by the OPSEC
alliance program.

Peer TOEs Mutually authenticated TOEs that interact to enforce a common
security policy.

Secure Internal Communications
Protection for management traffic using the TLS protocol.

Security attributes TSF data associated with subjects, objects, and users that is used
for the enforcement of the TSP.

Stateful Inspection A Check Point technology for performing security analysis of
network traffic at the network layer, and performing information
flow control based on any part of the data being mediated, as well
as on state information.

SmartCenter A Check Point management server product.
SmartDashboard  The management GUI for SmartCenter Server

SmartDefense A unified security framework for various components that identify
and prevent attacks.

SmartDefense Update

The capability to load IDS/IPS attack signature updates.
SmartView Tracker A counterpart to SmartDashboard, for reviewing audit trails.
SmartView Monitor A counterpart to SmartDashboard, for viewing TOE status.

SSL VPN A Virtual Private Network implementation based on the TLS
protocol.
Subject An entity within the TSC that causes operations to be performed.
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Symmetric key A single, secret key used for both encryption and decryption in
symmetric cryptographic algorithms.

Threat Capabilities, intentions and attack methods of adversaries, or any
circumstance or event, with the potential to violate the TOE secu-
rity policy.

Threat Agent Any human user or Information Technology (IT) product or

system, which may attempt to violate the TSP and perform an un-
authorised operation with the TOE.

User Any entity (human user or external IT entity) outside the TOE that
interacts with the TOE.

Vulnerability A weakness that can be exploited to violate the TOE security
policy.
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1.7.2. Abbreviations
Abbreviation
AES
API
CA
CcC
CCIMB
CLI
CM
CRL
CRL DP
CVP
DES
DH
DNS
DoD
ESP
EAL
FIPS
FIPS PUB
FTP
FW
GUI
HFA
HMAC
HTTP
ICA
IDS
IDSSPP
IKE
IP
IPS

Description

Advanced Encryption Standard
Application Programming Interface
Certificate Authority

Common Criteria

Common Criteria International Management Board
Command Line Interface

Configuration Management

Certificate Revocation List

Certificate Revocation List Distribution Point
Content Vectoring Protocol

Data Encryption Standard

Diffie-Hellman

Domain Name Server

Department of Defense

Encrypted Security Payload

Evaluation Assurance Level

Federal Information Processing Standards
FIPS Publications

File Transfer Protocol

FireWall

Graphical User Interface

Hot Fix Accumulator

Hashed Message Authentication Code
Hypertext Transfer Protocol

Internal Certificate Authority

Intrusion Detection System

Intrusion Detection System System Protection Profile
Internet Key Exchange

Internet Protocol

Intrusion Prevention System
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Abbreviation Description
IPSec Internet Protocol Security
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MD5 Message Digest 5
MIB Management Information Base
NAT Network Address Translation
NIC Network Interface Card
OCSP Online Certificate Status Protocol
OPSEC Open Platform for Security
oS Operating System
OSP Organizational Security Policy
PC Personal Computer
PKI Public Key Infrastructure
POP3 Post Office Protocol 3
PP Protection Profile
PRF Pseudo Random Function
QoS Quality of Service
RFC Request for Comment
RSA Rivest, Shamir and Adleman
SA Security Association
SFR Security Functional Requirement
SFP Security Function Policy
SHA-1 Secure Hash Algorithm 1
SIC Secure Internal Communications
SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
SPI Security Parameter Index
SSH Secure Shell
SSL Secure Sockets Layer
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Abbreviation Description
ST Security Target
TCP Transmission Control Protocol
TLS Transport Layer Security
TOE Target of Evaluation
TSC TSF Scope of Control
TSF TOE Security Functions
TSP TOE Security Policy
TSS TOE Summary Specification
UDP User Datagram Protocol
VLAN Virtual LAN
VM Virtual Machine
VPN Virtual Private Network
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2. TOE Description

2.1. Overview

Nokia Firewall/\VVPN Appliances provide a broad range of services, features and
capabilities. This ST makes a set of claims regarding the product's security functionality,
in the context of an evaluated configuration. The claimed security functionality is a
subset of the product's full functionality. The evaluated configuration is a subset of the
possible configurations of the product, established according to the evaluated configura-
tion guidance.

This part of the ST describes the physical and logical scope and boundaries of the Target
of Evaluation (TOE). This description effectively partitions product functionality into
three classes:

e Claimed security functionality that is evaluated in the context of this ST;

e Other functionality that is in the TOE but is not evaluated in the context of this ST
except for the determination that it cannot compromise any claimed security func-
tionality;

e Excluded functionality that is not available in the TOE's evaluated configura-
tion™.
The TOE Description consists of the following subsections:

e Product Types — describes the product types of the TOE in order to give the
reader a general understanding of the intended usage of the product in its evalu-
ated configuration.

e Physical Scope and Boundaries of the TOE - describes hardware and software
components that constitute the TOE and their relationship with the product.

e Logical Scope and Boundaries of the TOE — describes the IT features offered
by the TOE and the product features excluded from the evaluated configuration.

e TOE Security Functionality — summarizes the security features of the TOE that
are claimed in this ST.

1 Note that a given product may be evaluated against more than one ST. Each ST establishes its own claimed
security functionality and evaluated configuration. Functionality or product components that have been excluded
from this ST may be evaluated against other security claims or evaluated in the context of different evaluated
configurations.
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2.2.

Product Types

Nokia Firewall/NVPN Appliances are perimeter security devices. The product provides
controlled connectivity between two or more network environments. It mediates
information flows between clients and servers located on internal and external networks
governed by the firewall.

A perimeter security device is installed in its operational environment in a configuration
where IP packets (datagrams) flowing between controlled networks are routed so that
they pass through the perimeter security device. This allows it to inspect, allow or deny
and optionally modify these information flows.

Nokia Firewall/NVPN Appliances can be installed and configured to be used as the product
types listed in Table 2-1 below. For each product type, column 2 specifies whether the
given product type is related in this ST to claimed security functionality, corresponds to
other functionality available in the TOE, or supported by the product but excluded from
the TOE. Excluded product types are configurations of the product that are outside the
TOE evaluated configuration. Column 3 of Table 2-1 specifies add-on products, licenses
or configurations that provide the additional functionality.

Table 2-1 — Nokia Firewall/VVPN Appliances Product Types

Product Type Scope | Dependencies

Firewall

IPSec VPN gateway

Remote access / SSL'? VPN gateway

Intrusion detection and/or prevention

Certificate management (PKI) v

NAT gateway v

Malicious code protection x IPSO UTM Base Package
Authorization server x UserAuthority add-on
Security management product x OSE, Eventia add-ons
Cooperative enforcement (NAC) x Policy Server, Integrity Server add-ons
Load balancer x ConnectControl add-on
QoS enforcement x FloodGate add-on

Key: M Claimed security functionality ~ v'In TOE x Excluded from TOE

12351v3.1 is equivalent to TLSv1.0. This ST uses ‘SSL VPN’ to denote the corresponding VPN functionality, and
TLS when referring to the SSL VPN protocol used in the evaluated configuration.
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2.3. Physical Scope and Boundaries of the TOE

2.3.1. Definition
The Target of Evaluation (TOE) includes the following components:

o Nokia Firewall/VPN Appliances including software, IPSO OS, and hardware; and

e TOE guidance; and

e SmartCenter (Management) server software, OS and hardware; and

e Management GUI software; and

e SSL Network Extender and SecureClient Mobile (SSL VPN) client software.
Figure 2-1- Physical Scope and Boundaries of the TOE
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The TOE does not include the following components (that are not part of the product):
¢ Management GUI hardware and operating system; or
o External authentication server implementing single-use authentication, if any; or
o External Certificate Authority (CA), if any; or
o External certificate validation server (HTTP or LDAP CRL DP, OCSP), if any; or
e IPSec VPN client, SSL VPN client hardware and operating system, if any; or
e External VPN gateways (VPN gateways not managed by the TOE).
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2.3.2.

TOE Hardware Platforms

The Nokia Firewall/VVPN Appliances are rack mounted devices that are differentiated
through their internal CPU processors and performance levels. These modules are
designed to efficiently support real-world, mixed traffic solutions.

The following Nokia models are included in the evaluated configuration:

Table 2-2 - TOE Hardware Platforms

Model | Chassis Dimensions | CPU Memory Disk
1IP150 1RU Celeron M | 1Gb DDR2 HDD
IP260 ) Celeron 512Mb SDR | HDD
1U half-width
IP290 Celeron M | 2Gb DDR2 | HDD
IP390 1RU in tray Celeron M | 2Gb DDR2 HD[?’
hybrid
IP560 Xeon 4Gb DDR2
1RU in tra HDD
IP690 Y |Dualcore | o ppRr
Xeon
IP1220 Xeon 4Gb DDR | HDD,
IP1260 Xeon 4Gb DDR | hybrid
IP1280 2U Quadcore | g bR | HDD
Xeon
1P2450 2 Quad 8Gb DDR HDD
core Xeon

All models provide an Intel-based CPU as well as memory, disk, local console and

network interface facilities that are tested by Nokia as providing sufficient service and

reliability for the normal operation of the software. A hardware clock/timer with on-
board battery backup supports the operating system in maintaining reliable timekeeping.

NICs used by these platforms in the evaluated configuration (both onboard and add-on)

are all based on Intel 825xx family chipsets, using the if_wx or if_fxp device drivers.
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2.3.3. TOE Software

Check Point VPN-1 Power/UTM is a software product produced by Check Point and
installed on a Nokia platform. The product is installed on a hardware platform in
combination with the Nokia IPSO 4.2 operating system (OS), in accordance with TOE
guidance, in a FIPS 140-2 compliant mode.

The IPSO OS supports the TOE by providing storage for audit trail and IDS System data,
an IP stack for in-TOE routing, NIC drivers and an execution environment for daemons
and security servers. A large part of the product's security functionality is provided

“beneath” the OS, i.e. as kernel-level code that processes incoming packets.

The software, OS and hardware platform are all collectively identified in this ST as
‘Nokia Firewall/VVPN Appliances’. Nokia Firewall/\VPN Appliances are delivered to the
customer with all software pre-installed, and a backup copy of the installed software is

provided on a CD for backup and reference purposes.

In addition, the CD package contains the management software (see sections 2.3.5 and
2.3.6 below) and administrator guidance.

2.3.4. TOE Guidance
The following guidance documentation is considered part of the TOE:

Source Title Date Version /
Part #
Nokia CC Evaluated Configuration Installation October 2008 N450000xxx
Guide Rev 004
Nokia CLI Reference Guide for Nokia IPSO 4.2 May 2007 N450000360
Rev 003
Nokia Nokia VPN Appliance FIPS 140-2 November 2007 | 1.0
Cryptographic Module Security Policy
Check Point | CC Evaluated Configuration Administration August 2008 702796
Guide
Check Point | CC Evaluated Configuration User Guide August 2008 702797
Check Point | SmartCenter™ January 2007 701676
Check Point | Virtual Private Networks February 2007 | 701675
Check Point | Firewall and SmartDefense February 2007 | 701682
Check Point | SmartView Monitor™ February 2007 | 701678
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2.3.5.

2.3.6.

SmartCenter Server

The Check Point VPN-1 Power/UTM media includes the SmartCenter Server
management server software. The SmartCenter Server software is installed on a host
together with the Check Point SecurePlatform operating system, also provided on the
media. The hardware for the SmartCenter Server is selected out of the list of platforms
given in Appendix A - SmartCenter Server H/W Platforms. The SmartCenter Server
software, operating system, and hardware are considered to be part of the TOE.

A SmartCenter Server manages one or more Nokia Firewall/\VVPN Appliances. It is used
to perform management operations, to monitor the TOE's correct operation and to
provide administrators with search and sort capabilities on the audit trail and IDS System
data.

As described in the TOE evaluated configuration guidance, the SmartCenter Server must
be installed on a protected subnet that is directly connected to a TOE appliance. The
appliance protects the SmartCenter Server from any direct network access by untrusted
entities.

Management GUI

The TOE includes three management GUI applications that are included on the Check
Point VPN-1 Power/UTM media: SmartDashboard, SmartView Tracker and SmartView
Monitor. These applications are installed on standard PC administrator workstations
running Microsoft Windows (workstation and Windows operating system are not part of
the TOE), and are used as the management interface for the TOE. The management GUI
applications interact with the SmartCenter server.

The product supports the following Microsoft Windows operating systems (or later
versions thereof):

e Windows 2000 Professional or Server or Advanced Server with Service Pack 3
(SP3) with Q326886 Hotfix

e Windows XP Professional SP2
e Windows Vista (Ultimate, Enterprise, Business, Home Premium, or Home Basic)
e Windows Server 2003 (Standard, Enterprise, or Datacenter Edition) SP1

The evaluated configuration includes both local and remote administration:

e Local administration: a management GUI is directly connected to the SmartCen-
ter Server Local Area Network (LAN) (as in Figure 2-1 above); or

¢ Remote administration: a management GUI is installed on a protected subnet that
is directly connected to a remote TOE appliance, and an IPSec VPN tunnel with
Triple DES encryption is set up between the two TOE appliances protecting the
management GUI and SmartCenter Server, respectively.
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Figure 2-2 - Local administration of the TOE
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In both configurations, TOE evaluated configuration guidance requires the administrator
workstation to be deployed on a protected subnet that is directly connected to a TOE
appliance. The appliance protects the workstation from any network access by untrusted
entities. The workstation operating system and hardware do not contribute any security
functionality, and are considered to be outside the boundaries of the TOE.
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2.3.7. VPN Clients

The TOE includes SSL Network Extender and SecureClient Mobile client-side software
components that can be downloaded by users from a TOE appliance or manually installed
in order to be able to establish SSL VPN tunnels with the TOE.

2.3.7.1. SSL Network Extender Client

The SSL Network Extender client is packaged as an ActiveX control or signed Java
applet, and is installed by the user in a standard Web browser, running on standard
workstation operating systems. Once installed, this lightweight client component directs
remote access SSL VPN traffic between the workstation and the TOE. The client relies
on operating system and cryptographic services from the underlying user workstation
platform to interoperate with the TOE’s SSL VPN gateway.

Figure 2-4 - SSL Network Extender running in standard Web browser
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Users can download and install the SSL Network Extender client software directly from a
Nokia Firewall/\VVPN Appliances appliance, and use it to establish the SSL VPN tunnels
with the appliance. The SSL Network Extender client software packages for Microsoft
Windows operating systems are part of the TOE.

The TOE also allows the user to download SSL Network Extender software packages for
Linux and Mac OS X operating systems that are packaged as trusted Java applets or as a
CLI. Although these variants are supported by the TOE, they are not considered to be
part of the TOE, i.e. they are not being evaluated in the context of this Security Target.

The user workstation’s operating system, hardware, and Web browser supporting the SSL
Network Extender are considered to be outside the boundaries of the TOE.
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2.3.7.2. SecureClient Mobile

SecureClient Mobile is a Check Point SSL VPN resident client that provides SSL VPN
functionality on mobile platforms such as cell phones and PDAS running Windows
Pocket PC and Windows Mobile operating systems. Users can download the client
software package from a TOE appliance and install it on their mobile devices in order to
establish SSL VPN tunnels to the TOE.

The mobile device’s operating system and hardware are considered to be outside the
boundaries of the TOE.

Figure 2-5 - SecureClient Mobile running on a PDA
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2.3.7.3. Remote Access IPSec VPN Clients

Check Point provides a range of end point security products that provide remote access
IPSec VPN capabilities compatible with the TOE, including Check Point SecureClient,
Check Point Integrity SecureClient, and Check Point Endpoint Security.

These products can be supported in the evaluated configuration but are considered to be
outside the boundaries of the TOE.
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2.4. Logical Scope and Boundaries of the TOE

2.4.1. TOE Logical Interactions with its Operational Environment
The TOE supports the following logical interactions with its environment:
e Information flow control — users of the TOE send information through the TOE

The TOE may perform the following interactions with its IT environment as part
of its information flow control processing:

o0 Authentication queries — the TOE queries an external authentication
server in the process of authenticating a user that is requesting an in-
formation flow through the firewall

o0 Revocation queries — the TOE queries an external directory for revoca-
tion information in the process of authenticating a user or remote IT en-
tity using a certificate-based authentication mechanism

o Content verification — the TOE passes a requested information flow that
is allowed by the TOE security policy to a server in the IT environment
that may perform additional content verification of the information, be-
fore the information flow is allowed to its destination

o Alerts —the TOE sends alerts to external IT entities in reaction to admin-
istrator-defined events

e VPN - establishment of secure channels with peer IT entities:

o Site to Site VPN negotiation — the TOE establishes an IPSec VPN secure
channel with remote peer IT entities acting as VPN gateways

0 Remote Access VPN negotiation — the TOE establishes an IPSec VPN or
SSL VPN secure channel with remote peer IT entities representing a hu-
man user

0 SSL VPN client software delivery — the TOE allows users to download
SSL VPN client software (SSL Network Extender) from the TOE

e Connectivity queries — the TOE receives and responds to connectivity queries
from external IT entities

e Management — authorized administrators manage the TOE and review audit trail
and IDS System data via the SmartCenter Server and management GUI

The TOE may perform the following interactions with its IT environment in the
context of TOE management:

o IDS signature updates — the TOE can import an IDS signatures file
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2.4.2. Information Flow Control

2.4.2.1. Information Flow Mediation

The TOE's primary functionality is to mediate information flows between controlled
networks. In practice, information flows are processed by the TOE in the form of IPv4
packets received on any of its NICs. A TOE interface on which traffic arrives and departs
may be a physical NIC, or it may be a VLAN, where incoming packets are tagged using
the layer 2 IEEE 802.1Q standard (see [802.1Q]) to denote the virtual TOE interface.

Nokia Firewall/\VPN Appliances support IPv6; however, this support is not enabled by
default, and is not enabled in the evaluated configuration.

IP packets are processed by the Check Point VPN-1 Power/UTM software, which
associates them with application-level connections, using the IP packet header fields:
source and destination IP address and port, as well as IP protocol. Fragmented packets are
reassembled before they are processed.

The TOE mediates the information flows according to an administrator-defined policy.
Some of the traffic may be either silently dropped or rejected (with notification to the
presumed source).

Traffic may be routed through proxies (Security Servers) that process application-level
traffic and originate the corresponding information flow on behalf of the communicating
end points, preventing a direct connection through the TOE. The TOE provides proxies
for the services: FTP, Telnet, HTTP and SMTP.

2.4.2.2. User Authentication

The TOE can be configured by an authorized administrator to require user authentication
before allowing a given information flow. The product supports a number of authentica-
tion methods, including certificate-based authentication (requiring a remote access VPN
connection for a given information flow), IKE shared-secret authentication, multiple-use
passwords stored on the Nokia Firewall/VVPN Appliances, as well as authentication using
an external server in the IT environment — using LDAP, RADIUS, SecurlD, or TACACS
protocols.

In the evaluated configuration, administrator guidance instructs the administrator to
require a single-use authentication mechanism (implemented using remote access VPN,
RADIUS or SecurlID) for Telnet and FTP (if these services are allowed), as a condition
for [APP-PP] compliance. If an external SecurlD authentication server is used, it must be
installed on a protected subnet that cannot be accessed by untrusted users.

Administrators are authenticated using certificates that are issued by the Internal
Certificate Authority (see below).
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2.4.2.3. SmartDefense (Application Intelligence)

In addition to the IDS/IPS functionality claimed in this ST, the TOE includes an
extensive set of application-level protocol compliance verification and known attack
signature detection capabilities, collectively titled 'SmartDefense' or ‘Application
Intelligence'. These capabilities are managed using the SmartCenter Server and
management GUIs, and are integrated into the product's kernel-level code.

SmartDefense code is TOE functionality that is available in the evaluated configuration
but is not claimed as security functionality in this ST. The claimed IDS/IPS functionality
is based on rules that are executed by the INSPECT engine (see section 2.5.2 below).

Note that ‘SmartDefense Updates’ (see section 2.4.5.2 below) are distributed as
INSPECT code and are therefore considered claimed security functionality.

2.4.2.4. Information Flow Modification

Authorized information flows may be modified by the TOE, as configured by an
authorized administrator. One example of this is Network Address Translation (NAT),
where source and/or destination addresses and/or UDP or TCP ports are modified
according to administrator-defined policies, supporting configurations where communi-
cating end points do not interact with the actual IP address of their peers. Another
example is TCP Initial Sequence Number (ISN) scrambling, which can prevent session
hijacking attacks.

Information flow modification is TOE functionality that is not claimed as security
functionality in this ST.

2.4.2.5. CVP and UFP

For proxied information flows, the TOE may be configured by an authorized administra-
tor to send the information to a server in the IT environment using a Check Point
proprietary Content Vectoring Protocol (CVP) or URL Filtering Protocol (UFP). This is
typically used for integration with anti-virus or URL filtering products, respectively. The
CVP or UFP server only receives traffic that has already been approved for forwarding
by the proxy; thus it cannot cause an inappropriate information flow that would violate
the TOE security policy. CVP and UFP are TOE functionality that is not claimed as
security functionality in this ST.

2.4.2.6. Alerts

The authorized administrator can configure the TOE to generate alerts for selected
events. Alerts can be displayed in a pop-up window on the Management GUI, or can be
sent to an external IT entity as an SNMP trap or email.
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2.4.3. VPN
2.4.3.1. VPN Establishment

Nokia Firewall/\VVPN Appliances can be configured by an authorized administrator to
establish an IPSec or SSL VPN tunnel with a remote peer IT entity. The peer may be an
IPSec VPN gateway such as the TOE or a third-party IPSec gateway product (site to site
VPN), or it may be an IPSec or SSL VPN implementation running on a single-user client
workstation (remote access VPN). The TOE identifies and authenticates the peer entity
(or user) as part of the process of establishing the VPN tunnel, using the IKE protocol for
IPSec VPNSs, and the TLS protocol for SSL VPNs. The VPN tunnel provides protection
from disclosure and undetected modification for the information flow between the peers.

2.4.3.2. VPN Communities

Management of VPN rules is performed by associating VPN peers with a VPN
community defined by the administrator. VPN communities are defined collections of
gateways, each with a defined VPN domain. Traffic between hosts that are in VPN
domains of gateways belonging to a given community is tunneled over the VPN.

When traffic is encapsulated or decapsulated on any given tunnel, the two VPN peers that
establish the tunnel uniquely identify a VPN community. The community defines the
encryption methods used for all VPN tunnels established between gateways associated
with the community.

A predefined Remote Access community defines encryption methods for all remote
access IPSec VPN tunnels. SSL VPN encryption methods are predefined.

2.4.3.3. Use of Internal/External Certificate Authority

SmartCenter Server contains an internal certificate authority component (ICA) that is
used for managing certificates used in intra-TOE communications. ICA certificates are
used for securing management traffic between a SmartCenter Server and managed Nokia
Firewall/VVPN Appliances. The ICA publishes CRLs internally to TOE components. The
ICA also generates administrator certificates.

An external certificate authority in the IT environment must be used to manage VPN
certificates for the TOE and its VPN peers. The TOE performs certificate revocation
checks using the protocols LDAP or HTTP and also supports the OCSP protocol for
performing online revocation checks.

ICA can also be used to generate certificates for external users; however, the evaluated
configuration does not allow external access to the SmartCenter Server, so that certificate
management for external users in the evaluated configuration must be performed in an
offline manner.
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2.4.3.4. IPSec DoS Protection

The TOE provides protection against denial of service (DoS) attacks that involve a large
number of IKE tunnel establishment requests from unauthorized peers. When the number
of concurrent requests exceeds an administrator-defined threshold, TOE IPSec VPN

gateways can require the initiating peer to perform additional processing that can foil
DosS attacks on the IKE protocol.

IKE DosS protection is TOE functionality that is not claimed as security functionality in
this ST.

2.4.3.5. SSL Network Extender Client Download

The TOE contains a Web component that allows users to download SSL Network
Extender client software components from a TOE appliance over HTTPS. Once these
components are installed by the user on the user’s workstation, the SSL Network
Extender client directs applicable SSL VPN traffic between the workstation and the TOE.

2.4.4. Connectivity queries

The TOE responds to unauthenticated connectivity queries over ICMP, ARP, and the

proprietary Check Point RDP*® protocol. Other authenticated protocols are used for
maintaining IPSec VPN tunnels.

Connectivity queries are TOE functionality that is not claimed as security functionality in
this ST.

2.4.5. Management

2.4.5.1. Management Interfaces

The TOE supports both local and remote management through the SmartCenter Server.

Management interfaces include the Management GUIs (SmartDashboard, SmartView
Tracker and SmartView Monitor).

These interfaces allow an authorized administrator to manage the TOE rule base and
general configuration, monitor its status, review audit trail and IDS System data, and
manage certificates for TOE appliances as well as external users.

2.4.5.2. IDS Signature Updates (SmartDefense Updates)

At the request of an authorized administrator, the TOE can import attack signatures for
the TOE's IDS/IPS analysis capability. This capability is named 'SmartDefense Update'.
The signatures file is downloaded (outside of the TOE) over a secure channel from the
Check Point Web site, and imported into the TOE as a file by the administrator.

13 Check Point RDP is a proprietary unauthenticated UDP-based protocol (on port 259) used for VPN gateway
discovery. It is not conformant with RDP as specified in RFC 908/1151.
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Note that a related capability named 'SmartUpdate’, which provides a software update
capability, is not supported in the TOE evaluated configuration.

Figure 2-6 — SmartDefense Update
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2.4.6. Time Synchronization

Nokia Firewall/\VPN Appliances contain a reliable hardware clock that provides secure
timestamps for audit records and for secure channel establishment.

Each of the appliances in the TOE keeps its own time. The administrator can review audit
records in the order in which they were received by the SmartCenter Server, with an
indication of the originating component and the local time stamp. In addition, log files
from each appliance are periodically forwarded to the SmartCenter Server, and can be
reviewed individually.
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2.4.7. Functionality Excluded from the TOE Evaluated Configuration

Nokia Firewall/\VVPN Appliances can provide a broad range of services (product types),
features and capabilities. Some of these require additional products or licenses to be
installed on the Nokia Firewall/VVPN Appliances and/or on the SmartCenter Server.

Table 2-1 above summarized services that are not part of the evaluated configuration,
giving for each service the dependency on an add-on product, license, or configuration.

This section describes additional features and capabilities that are excluded from the
evaluated configuration:

e Load Sharing (Nokia IPSO Clustering) and High Availability (VRRP) —
Nokia Firewall/\VPN Appliances support state synchronization between mul-
tiple appliances for automatic failover and load balancing between cluster
members. This functionality was not included in the evaluated configuration.

e SmartUpdate — SmartUpdate provides a method for software updates as well as
license management, allowing the system administrator to track, manage and
maintain:

0 Remote upgrades of existing Check Point products

o New installations of Check Point products on existing Nokia Fire-
wall/\VPN Appliances

0 The attachment of product licenses to Nokia Firewall/VVPN Appliances

SmartUpdate is implemented via a Remote Installation daemon that is dis-
abled in the TOE evaluated configuration.

e OPSEC client APIs —the SmartCenter Server provides a set of APIs (and
corresponding network protocols) for Check Point OPSEC partners that sup-
port integration of third-party management products. The OPSEC client APIs
are not available in the TOE evaluated configuration.

e SNMP- Nokia Firewall/VVPN Appliances provide SNMP support for remote
management by third-party monitoring systems. This includes an SNMP
agent for SNMP v1, v2c, and v3 (USM) protocol versions, as well as a variety
of MIBs allowing intuitive and standards-based support for monitoring device
utilization, High Availability, interoperation of devices and Check Point
VPN-1 utilization as well as traffic load monitoring. SNMP support is dis-
abled in the TOE evaluated configuration.

e Nokia Network Voyager — a comprehensive and secure “Application Operating
Environment” for software management on Nokia Firewall/\VPN Appliances.
This includes Nokia IPSO version inventory management, configuration dis-
play and backup, and real-time and historical of system statistics. This inter-
face is not available in the TOE evaluated configuration.

e CLIsand SSH - Nokia Firewall/\VVPN Appliances include CLI interfaces that are
used for initial installation and configuration of the appliance, the OS and the
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software. A CLI is also provided on the SmartCenter Server. The CLI can be
accessed from a directly connected console or remotely using the SSH proto-
col.

In the evaluated configuration, these CLIs should not be used after this instal-
lation stage. All management of the TOE should be performed via the Smart-
Center Server and Management GUIs. If the appliance must be reconfigured
(e.g. a NIC is added to the appliance), it should be reinstalled to ensure that it
remains in a secure configuration.

e Extended Remote Access VPN Modes - Nokia Firewall/\VPN Appliances
support extended VPN modes that solve connectivity issues with remote ac-
cess clients. The following remote access VPN modes are outside the TOE
evaluated configuration:

o Hybrid mode - IKE Phase | supports either certificate-based or shared se-
cret-based authentication. Nokia Firewall/\VPN Appliances support a hy-
brid mode for remote access clients where the gateway authenticates using
a certificate, and the client authenticates using a single-use or reusable
password. Hybrid mode is outside the TOE evaluated configuration.

0 Microsoft IPSec/L2TP clients — support for Microsoft IPSec/L2TP cli-
ents is outside the TOE evaluated configuration.

e LDAP User Management — Nokia Firewall/\VPN Appliances support the LDAP
protocol for managing users on an external LDAP directory server. LDAP
User Management requires an additional SmartDirectory license to be in-
stalled. User authentication and authorization information is retrieved from
the directory over a secure channel. This configuration is not being evaluated
and is outside the TOE evaluated configuration.

e Routing Protocols — the Nokia IPSO 4.2 operating system provides robust
support for a wide range of dynamic routing protocols. The evaluated con-
figuration requires static routes to be used, and does not include dynamic
routing protocols.

e Transparent Mode - Nokia Firewall/\VPN Appliances allow the administrator to
configure pairs of network interfaces in Transparent Mode, such that layer 2
traffic picked up on one interface is transparently forwarded to the paired in-
terface if it is allowed to flow by the Security Policy. Transparent Mode is not
being evaluated and is outside the evaluated configuration.

e DShield Storm Center - Nokia Firewall/VVPN Appliances can be configured to
submit rejected traffic logs to a SANS-operated center that collects malicious
activity reports from a large number of contributing organizations on the
Internet, and correlates these reports to produce block lists for address ranges
from which such activity has been identified. The appliances can also be con-
figured to download and apply these block lists. Evaluated configuration
guidance instructs administrators not to enable this functionality, and DShield
traffic is blocked by the evaluated configuration rule base.
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e Content Inspection — in addition to providing support for external content
inspection servers using the CVP and UFP interfaces, Nokia Firewall/VPN
Appliances support an optional IPSO UTM Base Package installation that al-
lows the administrator to enable anti-virus, URL filtering, and anti-spam
components on the appliance itself. Evaluated configuration guidance in-
structs administrators not to install or enable this add-on functionality.
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2.5.

2.5.1.

TOE Security Functionality

Summary of TOE Security Functionality

Nokia Firewall/\VPN Appliances mediate information flows between clients and servers
located on internal and external networks governed by the firewall. Proxy servers on the
firewall, for the services FTP and Telnet, require authentication by client users before
requests for such services can be authorized.

User authentication may be achieved by a remote access client authenticating using IKE
or TLS, against public key or shared-secret credentials held by the user. Alternatively,
proxy servers are configured by the authorized administrator to require the user to enter a
single-use password and forward it to a RADIUS or SecurlID server for validation. Thus,
only valid requests are relayed by the proxy server to the actual server on either an
internal or external network.

Proxies are also provided for the services SMTP and HTTP that can optionally, as
determined by the authorized administrator, require the client user to authenticate.

The product additionally imposes traffic-filtering controls on mediated information flows
between clients and servers according to the site’s security policy rules. By default, these
security policy rules deny all inbound and outbound information flows through the TOE.
Only an authorized administrator has the authority to change the security policy rules.

Once an authorized administrator describes the network topology in terms of networks
and IP addresses, anti-spoofing controls prevent information flows that contain invalid
source addresses, i.e. source addresses that should not be received by the TOE interface
on which the information flow has arrived.

An IDS/IPS capability is integrated with the product’s traffic-filtering functionality,
matching traffic with predefined attack signatures, and providing recording, analysis, and
reaction capabilities.

IPSec VPN and SSL VPN capabilities are provided to encrypt network traffic to and from
selected peers, in order to protect traffic from disclosure or modification over untrusted
networks. External IT entities establishing VPN tunnels with the TOE can be VPN
gateways such as the TOE (site to site VPN), or may be single-user client workstations
(remote access VPN). The VPN identifies and authenticates the peer entity as part of the
process of establishing the VPN tunnel, via the IKE or TLS protocols, respectively.

Administrators authenticate to the TOE using a certificate-based authentication
mechanism before they can use the Management GUIs to access the SmartCenter Server.
Authorized administrators can perform both local and remote management of the TOE.
An IPSec VPN tunnel using FIPS 140-2 compliant Triple DES encryption is used to
protect remote management sessions.

Administrator sessions are protected via a trusted path between the Management GUI and
the SmartCenter Server. Internal TOE communications between the SmartCenter Server
and Nokia Firewall/VVPN Appliances is also protected from disclosure and undetected
modification.
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2.5.2.

Audit trail data is stamped with a dependable date and time when recorded. Auditable
events include modifications to the group of users associated with the authorized
administrator role, all use of the identification and authentication mechanisms (including
any attempted reuse of authentication data), all information flow control decisions made
by the TOE according to the security policy rules, and the use of all security functions. If
the audit trail becomes filled, then the only auditable events that may be performed are
those performed by the authorized administrator. The TOE includes tools to perform
searching and sorting on the collected audit trail data according to attributes of the data

recorded and ranges of some of those attributes.

Nokia Firewall/\VVPN Appliances protect themselves and the SmartCenter Server and
Management GUIs against network-level attacks by unauthorized users, with a medium
robustness. Domain separation is provided between TOE interfaces. Self tests are run
during initial start-up and periodically during normal operation to ensure correct
operation. A hardware clock provides reliable timestamps. Management communication
between Nokia Firewall/VVPN Appliances and the SmartCenter Server is protected against

disclosure and modification.

Firewall Functionality and Stateful Inspection

The purpose of a firewall is to provide controlled and audited access to services, both
from inside and outside an organization’s network, by allowing or denying the flow of
data through the firewall. Although there are a number of firewall architectures and
technologies, firewalls basically fall into two major categories: traffic-filter and

application-level firewalls.

Traffic filters are capable of screening network traffic at the network and transport
protocol levels. Application-level firewalls perform a similar task, but at the application
level, using proxies that process application-level traffic and originate the corresponding
information flow on behalf of the communicating end points, preventing a direct
connection through the firewall. While Application-level firewalls arguably provide a
higher level of security functionality, they pay a penalty in performance and flexibility.

Figure 2-7- Traffic filtering (left) vs. Application-level Proxies
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Nokia Firewall/\VVPN Appliances provides both traffic-filtering capabilities and
application-level proxies. In addition, the product provides a capability for Stateful
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Inspection. With Stateful Inspection, packets are intercepted at the network layer (as in a
traffic filter), but the firewall can inspect any information in the packet, at all layers of the
network stack. Stateful Inspection then incorporates communication-and application-
derived state and context information which is stored and updated dynamically. This
provides cumulative data against which subsequent communication attempts can be
evaluated.

For example, a rule configured by an authorized administrator to allow DNS UDP traffic
to flow to a naming server implies that the reply packet should be let through. When the
DNS request is allowed through the firewall, the firewall expects to see the reply packet
within a given timeout period, and sets up a connection state accordingly. When the reply
packet flows back through the firewall, the firewall allows it to go through and deletes the
connection state.

Check Point's Stateful Inspection architecture utilizes a patented INSPECT Engine which
enforces the security policy on the firewall. The INSPECT Engine looks at all
communication layers and extracts only the relevant data, enabling highly efficient
operation, support for a large number of protocols and applications, and easy extensibility
to new applications and services.

The INSPECT engine is implemented in Nokia Firewall/\VVPN Appliances as a kernel-
level virtual machine. Security policy is compiled on the SmartCenter Server into virtual
machine inspection code that is downloaded to the appliance. The inspection code
operates on incoming packets before they even reach the operating system IP stack.

Figure 2-8 - Stateful Inspection
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2.5.3. Security Rule Base

The TOE's firewall and VPN capabilities are controlled by defining an ordered set of
rules in the Security Rule Base. The Rule Base specifies what communication will be
allowed to pass and what will be blocked. It specifies the source and destination of the
communication, what services can be used, at what times, whether to log the connection
and the logging level.

Figure 2-9- Example Rule
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2.5.4. Traffic filtering and Intrusion Detection/Prevention

The TOE’s traffic filtering and IDS/IPS capabilities are based on the INSPECT engine.
Traffic filtering matches traffic headers with administrator-defined rules, which allow,
drop, or reject (notifying the traffic source) incoming packets.

IDS/IPS functionality involves matching packets that have been allowed by the TOE's
firewall and VPN policies against predefined attack signatures that may match any packet
content, and may take into account state information. When a packet matches a signature,
the TOE may record the packet, drop or reject it.

IDS signatures may be defined manually by the administrator, or downloaded from a
Check Point subscription service (see section 2.4.5.2 above). Signature updates are
installed as INSPECT code fragments, and are packaged with corresponding GUI updates
to integrate seamlessly with previously installed defenses.

2.5.5. Security Servers

Proxies are implemented as security server processes. The TOE provides security servers
for the protocols FTP, telnet, HTTP and SMTP. When an incoming packet matches a rule
for one of these protocols, the virtual machine transfers the packet to be processed by an
appropriate security server. Security servers verify conformance with the appropriate
protocol. Multiple security servers may be spawned for a given protocol.

Figure 2-10- Security Servers
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