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1 Security Target Introduction

This chapter presents the Security Target (ST) tifileation information and an
overview. An ST contains the Information Technolddl) security requirements of an
identified Target of Evaluation (TOE) and specifies functional and assurance security
measures offered by the TOE.

1.1 ST Reference

This section provides information needed to idgraifid control this ST and its Target of
Evaluation. This ST targets Evaluation AssuranceelL8 (EAL3).

1.1.1 ST Identification

ST Title: Q1 Labs, Inc. QRadar Release 7.0.0 Sgclarget
ST Version: 1.2

ST Publication Date: July 15, 2010

ST Author: Booz Allen Hamilton

1.1.2 Document Organization

Chapter lof this ST provides identifying information fordliTOE. It includes an ST
Introduction, ST Reference, ST ldentification, TBEference, TOE Overview, and TOE

Type.

Chapter 2 describes the TOE Description, which includes phgsical and logical
boundaries, and describes the components and/bcatpms that are excluded from the
evaluated configuration.

Chapter 3describes the conformance claims made by this ST.

Chapter 4describes the Security Problem Definition as liatess to threats, Operational
Security Policies, and Assumptions met by the TOE.

Chapter 5 identifies the Security Objectives of the TOE aafl the Operational
Environment.

Chapter 6describes the Extended Security Functional Reongéngs (SFRs) and Security
Assurance Requirements (SARS).

Chapter 7describes the Security Functional Requirements.
Chapter 8describes the Security Assurance Requirements.

Chapter 9is the TOE Summary Specification (TSS), a desorpbf the functions
provided by the TOE to satisfy the SFRs and SARs.

Chapter 10is the Security Problem Definition Rationa#ed provides a rationale or
pointers to a rationale, for security objectivessuanptions, threats, requirements,
dependencies, and PP claims for the chosen EAL, dawations from CC Part 2
concerning SFR dependencies, and a mapping oftshit@assumptions, objectives, and
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SFRs. It also identifies the items used to satiséySecurity Assurance Requirements for
the evaluation.

1.1.3 Terminology

This section defines the terminology used througtitis ST. The tables below are to be
used by the reader as a quick reference guideiforinology definitions.

Terminology Definition
Administrator A user that has all of the Admin extended priviegenabled for theif
account via roles.
Alert A message sent or event generated in responsetmi¢gored condition. Fof

example, an alert informs a user if a policy hagrbéreached or the
network is under attack.

Analyzer See Intrusion Detection System Analyzer.
Analyzer Data IDS data collected by the Analyzer functions
Analyzer Functions The active part of the Analyzer responsible for f@ening intrusion

analysis of information that may be representati¥&ulnerabilities in and
misuse of IT resources, as well as reporting othmions.

Asset Information or resources (servers and hosts) topbstected by the
countermeasures of a TOE.
Asset Profile Displays the services running on each asset gathieoen vulnerability

2]

assessment solutions and or network activity (fldata. The profile data i
used for correlation purposes to reduce false ipesit

Attack An attempt to bypass security controls on an ITt&ys The attack ma
alter, release, or deny data. Whether an attadkswilceed depends on the
vulnerability of the IT System and the effectivemesf existing
countermeasures.

<

Audit The independent examination of log events and iieSv to ensure
compliance with established controls, policy, ampkrational procedures,
and to recommend indicated changes in control&ypalr procedures.

Audit Data In an IT System, a chronological log of system wvese usage. This
includes user login, file access, other variousviiets, and whether an
actual or attempted security violations occurrecggitimate and
unauthorized. All audit data is captured in awients. The term audit
event is synonymous with audit record.

=

Audit Record See Audit data.

Authentication To establish the validity of a claimed user or ghje

Authorized Administrator| A subset of authorized users that manage an ID$ coent.

Authorized User A user that is allowed to perform IDS functions audess data

Availability Assuring information and communications service$ e ready for use
when expected.

Behavior Indicates the normal manner in which the systemaiwork functions of
operates.

Category Contains the name, magnitude, local target cowments, and last event of|a
specific offense.

Checkpoint LEA Product that extracts IT data logs from Checkpfiatvalls.

Classless Inter-Domai| CIDR is an addressing scheme for the Internet, lvhilocates and specifigs

Routing Internet addresses used in inter-domain routinghWIIDR, a single IR
address can be used to designate many unique Bssed.

Client The host that originates communication.

Compromise An intrusion into an IT System where unauthorizestidsure, modificatior

or destruction of sensitive information may haveuced.
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Confidentiality

Assuring information will be kept secret, with assdimited to appropriat
persons.

1%

Console

See QRadar Console.

Content Capture

QFlow Collectors capture a configurable amount aylpad and store th
data in the flow logs. A user can view this datingsthe View Flows
function.

Credibility

The credibility of this offense, as determined hg tredibility rating from
source devices. For example, credibility is incesaghen multiple source
report the same event.

n

Custom Rules Engine

Determines the custom rules to apply to an eventldtermining if an
offense has occurred.

Deployment Editor

The deployment editor allows administrators to nggndhe individual
subsystems of a QRadar deployment. Once the Fwent, and Systen
Views are configured, administrators can accesscantigure the
individual subsystems of each managed host.

Note: The Deployment Editor requires Java Runtimei®nment.

—

Device Support Module

Allows you to integrate the TOE with external descin a network.
Through the user interface users configure Log &murto use thg
appropriate DSMs to enable the collection and pgrsif events which ar

processed through the QIDmap for the intended dagce and Normalized.

Using the event mapping tool, an administrator oap a normalized o
raw event to another event description and catetjaghey so wish. Even
mapping also allows the user to map unknown logcgw®events to bg
displayed, categorized and correlated appropriately

197

End User Someone who belongs to a non-administrative roke privileges assigne
to this role are defined by the administrator.
Event Record from a device that describes an action aetaork or host. Thg¢

events in the evaluated configuration include tiWing: SOAP, Syslog
(TCP), Syslog (UDP), JDBC/ODBC, SNMP, NSM, Lea, ®@isSDEE, and
Log file protocol.

Event Collector

Component of the Event Processor. Collects sgcuvents and log
messages from various types of security devices metwork. The Even
Collector gathers events or logs from local, rematel device sources. Th
Event Collector then normalizes the logs and evems sends th
information to the Event Processor.

Event Processor

Processes events/log messages collected from imtERollector. The
events are bundled once again to conserve netwsalieu Once receive
the Event Processor correlates the logs in reaé tfor association tg

offenses. The Event processor also provides bliggd storage of event

and log data.

Extended Privilege

A privilege that requires another privilege to laeeg before it can be given.

External IT Product

In the evaluated configuration, the External IT duct is the Internet tha
the TOE connects to in order to receive patch and@/8 definition updates
on event and vulnerability mappings through theoawdate service
provided by Q1 Labs.

Flow

Communication session between two devices. Descrimaw traffic is
communicated, what was communicated (if contenturapption has bee
selected), and includes such details as when, Wwbe, much, protocols
priorities, options, etc.

Flow data refers to: Specific properties of a flowluding: IP addresses
ports, protocol, bytes, packets, flags, directamg application ID.

e

D

]

D

Py
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Flow logs refer to: Record of flows that enables #ystem to understar
the context of a particular transmission over tegvork.

Flow data is a type of IDS data.

Flow Sources

Source of flows that the QFlow Collector receivlsing the deploymen
editor, one can add internal and external flow sesirfrom the System g
Flow Views in the deployment editor.

=

n

Flow Type View Allows one to view network activity according t@ types. This depend
on the ratio of incoming activity to outgoing adtyv

IDS Data Synonymous with System data.

Integrity Assuring information will not be accidentally or le#ously altered or|

destroyed.

Internet Protocol

IP is the method or protocol by which data is deomm one computer t(
another on the Internet. Each computer (knownlassg) on the Internet hg
at least one IP address that uniquely identifidgoitn all other systems o
the Internet. An IP address includes a network esiland a host addres
An IP address can also be divided by using classkddressing o
subnetting.

1%

Interval The default time period in the system. Affects thmlate intervals of th
graphs and how much time each flow log file corgain
Intrusion Any set of actions that attempt to compromise thegrity, confidentiality,

or availability of a resource.

Intrusion Detection

Pertaining to techniques which attempt to detetctigion into an IT Systen
by observation of actions, security logs, or addia. Detection of break-in
or attempts either manually or via software expgggtems that operate ¢
logs or other information available on the network.

[s

Intrusion Detection A combination of Sensors, Scanners, and AnalyZeas monitor an IT|

System System for activity that may inappropriately affébe IT System's asse
and react appropriately.

Intrusion Detection The component of an IDS that accepts IDS data fsemsors, Scanners a

System Analyzer

other IT System resources, and then applies analyfrocesses an
information to derive conclusions about intrusi@past, present, or future)

=
Q'Q_

Intrusion Detection
System Component

A Sensor, Scanner, or Analyzer.

Intrusion Detection
System Scanner

The component of an IDS that collects static camfigion information tha
might be indicative of the potential for a futurgrusion or the occurreng
of a past intrusion of an IT System.

D

bS.
Br

Intrusion Detection The component of an IDS that collects real-time névethat may be

System Sensor indicative of vulnerabilities in or misuse of ITs@urces.

JFlow A proprietary accounting technology used by Jur@peédetworks that
allows users to collect IP traffic flow statistic:Flow enables users
export data to a UDP ort on a J-Flow collector.

Layer 7 A layer of the OSI model that supports applicatéod end-user processe
This layer provides application services for fitartsfers, e-mail, and othg
network software services.

Logic Unit Sentry component that includes specific algoritlussd to test objects.

Log source An external IT product that forwards formulated dotp the TOE for
processing.

Magistrate Component of the Console. The Magistrate providews, reports, alertg
and analysis of network traffic and security event§he Magistrate
processes the event against the defined custombueate an offense.

Magnitude Specifies the relative importance of the offensd @a weighted valug

D

calculated from the Relevance, Severity, and CiktgibThe magnitude bar
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in the Offenses interface and Dashboard providésual representation g
all correlated variables of the offense, attackarget, or network. The
magnitude of an offense is determined by sevesas that performed on a
offense every time it has been scheduled for rédatian, usually becaus
events have been added or the minimum time fordsdimg has occurred.

(L=

Managed host

A managed host is a system in a deployment thatQRadar software
installed.

NetFlow

A proprietary accounting technology developed bgcGi Systems® Ind.

that monitors traffic flows through a switch or tey interprets the client
server, protocol, and port used, counts the nurabbytes and packets, ar
sends that data to a NetFlow collector. A user camfigure QRadar td
accept Network Data Exports (NDE's) and thus becaméNetFlow
collector. The TOE understands NDE'’s for versios,17, and 9.

Network

Two or more machines interconnected for commurooati

Offense

Includes multiple events from one host. An offeissan incident that ha
been processed through QRadar using multiple inpatsvidual events
and events combined with analyzed behavior andevabilities.

Packet

A block of data sent over the network transmittithg identities of the
sending and receiving stations, error-control infation, and message.

Packeteer

Packeteer is a™3party data source that collects, aggregates, omess
network performance data. Once an external flowcis configured fo
Packeteer, one can send flow information from akl@er device tg
QRadar.

Payload

Within an event, this specifies the payload of #neent that the log
describes.

Permission

See privilege.

Privilege

Privileges are bundled into roles and applied tcerbls Users can b

assigned these to access different parts and éunsctdf the TOE. The

following are the main privileges associated witRa@ar: Admin, Offenses
Log Activity, Assets, Resolution, Network Activitgnd Reports.

e

Protocol

A set of rules and formats that determines the conication behavior o
layer entities in the performance of the layer fioxs. It may still requirg
an authorization exchange with a policy module xtemal policy serve
prior to admission.

QFlow Collector

Collects ISD data from devices and various liveemorded data feeds, su
as network taps, span/mirror ports, NetFlow, anchR flow logs.

QRadar Console

Web interface for QRadar. QRadar is accessed fretaralard web browsd
(Internet Explorer 7.0 or Mozilla Firefox 3.6). Whaccessing the system

prompt appears for a user name and password, wiisth be configured in

advance by the QRadar administrator.

QRadar Identifier

QID is a mapping of a single event of an extermalick to a Q1 Labs
unique identifier.

U

Relevance Relevance determines the impact on a network efvent, category, or
offense. For example, if a certain port is opea,rievance is high.

Remote  Trusted [T In the evaluated configuration, a remote trustedpfbduct is a TOH

Product component that is installed on a separate machliel OE components arg
installed on separate machines in the evaluatefigcmation.

Reports A function that creates executive or operationalvele charting
representations of network and security activity.

Resolver A Resolver executes assigned Resolver Actions.

Resolver Action

A Resolver Action blocks host(s) affecting a netkwoA Resolver Action
can have several Resolvers assigned as primagserve Resolvers.

Resolver Type

Specifies the type of Resolver. QRadar pushegesaiver actions to th

D
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following devices: TCP Reset, ARP Redirect, Cigeisco PIX, NetScree
Firewall, Juniper router, and Checkpoint FirewadisBlver.

h

Role

A set of privileges specified by an AdministratBioles are applied to user,

v

Rule

Collection of conditions and consequent actionsisAr can configure rule
that allow QRadar to capture and respond to speeiient and or flow
sequences. The rules allow a user to detect spesffecialized events arn
forward notifications to either the Offense intedaor log file, e-mail g
user, or resolve the event or offense, if the Regmi option is active.

Scanner

See Intrusion Detection System Scanner.

Scanner Data

IDS data collected by the Scanner functions.

Scanner Functions

The active part of the Scanner responsible forectiig configuration

information that may be representative of vulnditids in and misuse of IT

resources (i.e., Scanner data).

f

Security A condition that results from the establishment amdintenance o
protective measures that ensures a state of itiityafrom hostile acts of
influences.

Security Information| SIM is a general IT system concept that involvelistributed environmen

Management (SIM)

of machines that generate output. Within SIM, maekican be configure
to send outputs to a centralized system for aggimggurposes. SIM s
used in the TOE to refer to the ability for Managtabts to send data to th
Console for correlation and aggregation.

t
d

e

Security Policy

The set of laws, rules, and practices that regutete@ an organization

manages, protects, and distributes sensitive irdtam.

Sensor

See Intrusion Detection System Sensor.

Sensor Data

IDS data collected by the Sensor functions.

Sensor Functions

The active part of the Sensor responsible for cbifig information that may
be representative of vulnerabilities in and misagelT resources (i.e.
Sensor data).

Severity

The severity of an offense. Severity indicatesaheunt of threat than g
attacker poses in relation to how prepared theetagyfor the attack. Thi
value is directly mapped to the event category toatelates to the offens
For example, a Denial of Service (DoS) attack igagk has a severity d
10, which indicates a severe occurrence.

=S

SFlow

A multi-vendor and end-user standard for samplieghhology that
provides continuous monitoring of application leveffic flows on all
interfaces simultaneously. sFlow combines interfaoeinters and flow
samples into sFlow datagrams that are sent adnessetwork to an sFloy
collector. QRadar supports sFlow versions 2, 4,5and

Simple Network
Management Protocol

SNMP is a network management protocol used to rooi# routers, othe
network devices, and the networks to which thegchit

[

Subnet

A network subdivided into networks or subnets. Wisebnetting is used
the host portion of the IP address is divided a&ubnet number and a hg

number. Hosts and routers identify the bits usedte network and subne

number through the use of a subnet mask.

st

Superflows

Multiple flows with the same properties are combiriato one flow to
increase processing by reducing storage.

System Administrator

System Administrators can only configure IDS datallection

standards/protocols and basic QRadar functionalityowever, Systerg

Administrators cannot edit user accounts, with élxeeption of changin
their own password.

System Data

Network traffic and host profile information thatc¢ollected by the TOE.

System Log

This log is used to capture alerts sent by theesysivhen an intrusion i
detected.
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TOE Security Functions

TSF is a set consisting of all hardware, software] firmware of the TOE
that must be relied upon for the correct enforcdaroéthe TSP.

TOE Security Policy

A set of rules that regulate how assets are manapgemtected, and
distributed within a TOE.

Transmission
Protocol

Contro

—

TCP is a reliable stream service that operatekeatransport-layer Interne
protocol, which ensures successful end-to-end eglivof data packet
without error.

1°

Transmission
Protocol Flags

Contro

A type of marker that can be added to a packetleda ¢he system o
abnormal activity. Only a few specific combinatioofsflags are valid and
typical, in normal traffic. Abnormal combination$ ftags often indicate an
attack or an abnormal network condition.

Transmission
Protocol Resets

Contro

D

For TCP-based applications, QRadar can issue a rES&t to either the
client or server in a conversation. This stopsdbmmunications betwee
the client and the server.

User Any user of the TOE with one of the following ralé@giministrator, Systen
Administrator, or End User.

User Data User data refers to data captured during the faligyprocesses by all users
of the TOE: identification and authentication andnagement functions.

Violation Includes a violation of corporate policy.

Table 1-1: Customer Specific Terminology

Term

Definition

Authorized user A user who may, in accordance ti¢hTSP, perform an operation. This isjan
end user or an administrator.

External IT entity Any IT product or system, untieds or trusted, outside of the TOE that
interacts with the TOE.

IT Product A package of IT software, firmware andfardware, providing functionality
designed for use or incorporation within a multijiii of systems.

Protection Profile An implementation-independeritafesecurity requirements for a category|of
TOEs that meet specific consumer needs.

Role A predefined set of rules establishing thevedld interactions between an end
user and the TOE.

Security Target A set of security requirements apdcifications to be used as the basis|for
evaluation of an identified TOE.

Target of Evaluation The TOE is an IT product osteyn and its associated administrator and user

guidance documentation that is the subject of ahuetion.

Threat

The means through which the ability or inteha threat agent to adverse

affect an automated system, facility, or operatian be manifest. A potential

violation of security.

ly

TOE Security Functions

(TSF)

D

A set consisting of all hardware, software, anthfirare of the TOE that mus
be relied upon for the correct enforcement of tB&T

5t

TSF Data

Data created by and for the TOE, whichhiradfect the operation of the TOE

TOE Security Functions

(TSF) Scope of Control

D

TSC is the set of interactions that can occur withwithin a TOE and ar¢
subject to the rules of the TSP.

User

Any entity (human user or external IT entibytside the TOE that interac
with the TOE.

1.1.4 Acronyms

Table 1-2: CC Specific Terminology

The acronyms used throughout this ST are defineBaisle 1-3: Acronym Definitions.
This table is to be used by the reader as a gefekance guide for acronym definitions.
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Acronym Definition
ARP Address Resolution Protocol
ASN Autonomous System Number
CC Common Criteria
CCEVS Common Criteria Evaluation and Validation
Scheme
CCIMB Common Criteria Interpretations Management
Board
CIDR Classless Inter-Domain Routing
DSM Device Support Module
EAL Evaluation Assurance Level
IDS Intrusion Detection System
IP Internet Protocol
IPS Intrusion Prevention System
IT Information Technology
LAN Local Area Network
NIAP National Information Assurance Partnership
oSl Open System Interconnection
P2P Peer to Peer
PP Protection Profile
QID QRadar Identifier
SIM Security Information Management
SNMP Simple Network Management Protocol
SOAP Simple Object Access Protocol
ST Security Target
TCP Transmission Control Protocol
TNC Trusted Network Computing
TOE Target of Evaluation
TSC TOE Scope of Control
TSF TOE Security Function
VolP Voice over Internet Protocol

Table 1-3: Acronym Definitions
1.1.5 References

[1] Common Criteria for Information Technology Secuiityaluation, CCMB-2009-
07-004, Version 3.1 Revision 3, July 2009.

[2] U.S. Government Protection Profile Intrusion DetatiSystem System For Basic
Robustness Environments Version 1.7

[3] QRadar Administration Guide Release 7.0.0
[4] QRadar Users Guide Release 7.0.0
1.1.6 CC Concepts

The following are CC concepts as used in this dasum A Subject is any user of the
TOE (account, user, administrative user). An Objeet, resource or entity) can be a
dataset, volume, command issued by a user, et@pfamation is any action on a resource
(e.g. read, write, create, fetch, update, contool,alter). A Security Attribute is
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information such as username, groups, profileslitias, passwords, etc. that is kept in
the security file for the user. An External Entigyanything outside of the TOE that
interacts with the TOE.

1.1.7 Protection Profile

This ST claims conformance to the U.S. Governmerdteetion Profile Intrusion
Detection System System For Basic Robustness Hmweats Version 1.7 (herein
referred to as the IDS System PP). The Protectiafil® is conformant to Common
Criteria for Information Technology Security Evatiea Part 3 Version 3.1 Revision 3.
The IDS System PP states the following:

This PP makes a distinction between the Systemrais The term System is used
when the PP is referring to the ID monitoring, ayss, and reaction mechanisms as
specified by the IDS security function requiremetltass. When the term TOE is
used, the PP is referring to the complete IT pradhat implements all TOE Security
Function Requirements necessary to ensure accolityand protection for the ID
monitoring, analysis, and reaction capabilities.

Using the definition of “system” in the IDS SysteRP, the “authorized System
administrator” in the PP has the ability to modihe IDS components of the TOE.
“System Administrators” in this ST have the abilitymodify the IDS components of the
TOE and therefore maps to the term “authorized eédysadministrator” in the IDS
System PP. Likewise, the “authorized administfatothe IDS PP requires access to the
IDS (system) data. “Administrator” in this ST hascess to the IDS (system) data and
therefore maps to the term “authorized administtatothe IDS System PP.

1.2 TOE Reference
1.2.1 TOE Identification
Q1 Labs QRadar Release 7.0.0

1.3 TOE Overview

Q1 Labs QRadar Release 7.0.0, (herein referredst@QRadar AKA the TOE), is a
distributed software only network security managenmatform that provides situational
awareness and compliance support through the catntoin of flow-based network
knowledge, security event correlation, log managensnd asset-based vulnerability
assessment. QRadar collects and processes datdimgclogs from security devices,
network devices, applications and databases, nktaotivity data (i.e. flows) from
network taps, mirror ports or%party flow sources such as NetFlow, and vulneitgbil
assessment data. The product produces securitytsetgnreal-time event and flow
matching and by comparing the collected data ttoheal flow-based behavior patterns.
The security events are then correlated by theymtotb produce weighted alerts (i.e.
Offenses) which can be viewed in the QRadar Condskr Interface as well as sent to
users or other solutions via email, syslog, or SNKPp.

The TOE:
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* Provides a customizable interface through whichrsusan view summaries and
detailed information about offenses, log and eativity and network activity
(flows) occurring on a given network

* Analyzes overall network security, vulnerabilityats, and network traffic
behavior

» Automatically discovers servers and hosts operatim@ given network in order
to build an asset profile. User identity, vulneligbdata and passively learned
services information are correlated back to thetga®ofile.

» Allows users to create, distribute, and managertefor any data

Monitored
Network

LEGEND 3" Party
Flow Sources O

TOE Component '\'\/_/-/

Environment

Event [ ]
Collector | Tererssi— Managed Host -
Flows
Managed Host - Events :
1 O/S
O/S
OpenSSH OpenSSH
v |
i 4
Event 0
Procéssor: QRa dar QFlow
Y
HTTPS > Console Apache
Magistrate Toolid: T 0 E
O/S

HTTPS
- Browser
Figure 1 — TOE Boundary

As illustrated in Figure 1, the TOE contains thmeain subsystems — the QRadar
Console, Managed Host - Events, and Managed H&dbws. The QRadar Console
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subsystem has the Event Processor and QFlow Gmiléghctionality built in. The
Managed Hosts are external to the Console, antparate on any subset of Console
functionality. This is purely for scalability purpes. The evaluated configuration has 4
Managed Hosts: two with Flow functionality that leats flows and two with Event
functionality that processes both events and flowQRadar deployment is not locked to
the evaluated configuration; any number of Managtmbkts can be configured to
communicate with a QRadar appliance, and thereseweral permutations of Managed
Host functionality. All subsystems are installed®@perating Systems in the environment
(see Section 2.4). Users access the TOE via thel@Raonsole (AKA Console). The
Magistrate module within the QRadar Console prowickal time views, reports, alerts,
and in-depth investigation of flows for network ffig events and log activity and
security/policy/compliance Offenses. The QRadarngdte deploys configuration
changes to the Managed Hosts via a secure pathEvdrg Collector inside the Managed
Host — Events boxes look for the following types @fents on the network and
downloads them from the network:

+ SOAP

* Syslog (TCP)

» Syslog (UDP)

« JDBC/ODBC

* SNMP v1, v2, v3

e Juniper NSM

» Checkpoint Lea

» Cisco SDEE

* Logfile protocol (FTP, SCP)
*  WindowsDHCPProtocol

* WindowsEventLog

* WindowsEventLogCustom
* WindowsExchangeProtocol
* WindowslISProtocol

* WindowsTailProtocol

» Sourcefire Defense Center

The Event Collector module within a QRadar applkamehich is considered the scanner
component of the TOE, contains the Device Suppatde (DSM) which receives or
retrieves log and event data and performs the nq@pand normalization of logs so that
the data can be correlated across all types ofcdsyiand can be easily searched. The
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Event Processor module, the analyzer of the TOEgives the data from the Event
Collector. The Event Processor contains QRadar'seation engine. Correlation and
cross-referencing of additional data sources ssdmsaet profile data is performed within
the Event Processor to determine offenses commatjethst the monitored network and
assets.

The sensor component of the TOE, QFlow, collecta ilam devices and various live
and recorded feeds, such as network taps, spaofnpiarts, as well as™party flow
sources (JFlow, NetFlow, Packeteer etc). QFlow th@ups related individual packets
into a detailed flow record to provided detailedwuak activity visibility. QFlow
contains an advanced application detection engieneraging both state based
classifications to detect applications such as \arig P2P, as well as a layer 7 signature
based detection module. All flows are accumulaied forwarded to the Event Collector
for additional processing. The flows are processexdilarly to events in the Event
Processor.

The Console subsystem has internal instances oEweat and Flow processes. These
processes provide similar functionality to the exé¢ Managed Hosts. The Console
functionality is primarily to aggregate data takesm one or more Managed Hosts. The
Managed Hosts primarily exist for increased proogsgpower and throughput. The

QFlow processes send data to Managed Host EveledBok and the Event Processors
send data to the Console Event Processor for aggnagourposes.

There are three types of users within the TOE whach determined by roles -
Administrators, System Administrators, and End Ysé&ach user must be associated
with a role, which is created before a user acceantbe created. Roles determine the
privileges that users have in regards to infornmatltey have access to, functions they
can perform, and what log sources the role hassadoe All users must authenticate to
the TOE via username and password before theyllareea to perform any functions on
the TOE.

End Users in this case are not a specific role réigrr to any role defined in the System
that assigns any set of privileges and extendedilgges except for Admin.
Administrators specifically have complete accesthio TOE, which involves having all
of the Admin privileges assigned to the role. Sys#&dministrators can only configure
system data collection standards/protocols andcb@8ladar functionality. However,
System Administrators cannot edit user accountth thie exception of changing their
own password.

Administrators of the TOE have the ability to permiomanagement functions through the
QRadar Console User Interface. This interface gAeministrators with the necessary
privileges the ability to manage users, networkirsgs, and TOE settings. End users, on
the other hand, have the ability to change thesswards and query reports presented
through the QRadar Console User Interface’s Dagibdab. The Dashboard is a
customizable view that appears immediately uporr asghentication. It allows the
privileged subjects to monitor the overall netwdrghavior, security and vulnerability
posture, top targeted assets, top attackers, amst wond most recent security Offences
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from one window tab. End users, similar to adntraters, can have privileges assigned
to them, allowing them to potentially perform maeagent functions on the TOE.

For more information on management functions onl@&, see Section 9.1.3.
1.4 TOE Type

The TOE type for Q1 Labs, Inc. QRadar Release 7s0ab Intrusion Detection System.
CCEVS defines IDS as the following: “Devices getigrdeployed on networks or user
hosts to monitor traffic and look for evidence afauthorized intrusions or network
attacks.” According to the IDS PP, “An Intrusiortection System (IDS) monitors an IT
System for activity that may inappropriately affdoe IT System's assets. An IT System
may range from a computer system to a computerarkivAn IDS System (System)
consists of Sensors, Scanners and Analyzers (D&, components). Sensors and
Scanners collect information regarding IT Systerivig and vulnerabilities, and they
forward the collected information to Analyzers. Arzeers perform intrusion analysis and
reporting of the collected information.”
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2 TOE Description

This ST claims conformance to the U.S. Governmerdteetion Profile Intrusion
Detection System System for Basic Robustness Emwiemts Version 1.7 (herein
referred to as the IDS System PP). The IDS Sy&tEnspecifies the minimum security
requirements for a TOE that is a System. A Systenone or more Sensors and/or
Scanners, and one or more Analyzers. A System orsréin IT System for activity that
may inappropriately affect the IT System's assp&forms analysis on the data it
collects, and reacts appropriately. The informattmtiected may be obtained from a
variety of sources located on an IT System. Sityildhe response functions may affect
one or more targets on the IT System.

The IDS System PP makes a distinction between yse® and TOE. The term System
is used when the PP is referring to the ID momiigrianalysis, and reaction mechanisms
as specified by the IDS security function requirataeclass. When the term TOE is used,
the PP is referring to the complete IT product thgilements all TOE Security Function
Requirements necessary to ensure accountabilitypastéction for the ID monitoring,
analysis, and reaction capabilities.

2.1 Evaluated Subsystems of the TOE

The following table describes the TOE subsystenikerevaluated configuration:

Component Definition

The QRadar Console provides the interface |for
QRadar and is accessed from a standard |web
browser via https. QRadar supports the followjng
web browsers:

* Internet Explorer 7.0 and higher
» Mozilla Firefox 3.6 and higher

The QRadar Console provides global visibility into
real time views, reports, offenses, and in-depth
investigation of flows and events.

The Magistrate module of the QRadar Condole
QRadar Console provides views, reports, alerts, and analysis| of
network traffic and security events. The Magistrate

processes the event against the defined custom rule
to create an offense. If no custom rules exist,|the
Magistrate uses the default rules to process|the
event. An offense is an event that has bpen
processed through QRadar using multiple inputs,
individual events, and events combined with

analyzed behavior and vulnerabilities. Magistrpte

prioritizes the offenses and assigns a magnijude
value based on several factors, including number of
events, severity, relevance, and credibility. Once
processed, Magistrate also produces a list for ¢ach
attacker, which provides administrators with a [ist
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of attackers for each event.

The QRadar Console contains the following two
processes internally, and their functionality remsai
the same. The following subsystems act the same
when they are external to the console, and proyide
additional processing power and throughput| to

augment the scope of the QRadar deployment.

Managed Host - Events

This Managed Host collects security events from
various types of security devices in the netwark.
This Managed Host includes the Event Collegtor
which gathers events from local, remote, and deyice
sources. The Event Collector also bundles | all
virtually identical events to conserve system usage
The Event Processor correlates security events| and
logs. Logs that match correlation rules are
forwarded to the QRadar Console for additiopal
analysis and possible correlation to an offense.

This Managed Host also collects, analyzes and
stores data from the Flow Managed Host(s). The
Event Processor performs correlation and analysis
on the system data (flow data) in order to classify
the network activity based on additional
characteristics besides applications, such | as
geography, threatening traffic or other user
definable classifications. Additionally, it serves
remove duplicate flows and create aggregate flows.

Managed Host - Flows

This Managed Host collects data from devices and
various live and recorded feeds, such as network
taps, span/mirror ports (i.e. packet data) as a|l

3 party flow sources such as JFlow, NetFlgw,
Packeteer flow records etc. This Managed Host
contains the QFlow process. The QFlow prodess
groups related individual packets into a flow.|A
flow starts when the QFlow process detects the firs
packet with a unique source IP address, destination
IP address, source port, and destination port ds|we
as other specific protocol options, which
determine the start of a communication. Each
additional packet is evaluated and counts of bytes
and packets are added to the statistical counters i
the flow record. In addition, QFlow performs layer
7 application analysis on packet data to assoaiate
application id to the flow. This allows QRadar |to
provide more granular policy monitoring through
being able to monitor unsecure or out of poljcy
applications running in an organization. At the end
of an interval, a status record of the flow is sen
the Event Collector and statistical counters fa@ [th
flow are reset. A flow ends when no activity foet
flow is seen within the configured period of ti
Flow reporting generates records of all the aativ
expired flows during a specified period of ti
QRadar defines these flows as a communic
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session between two pairs of unique [IP
address/ports that use the same protocoll or
application.

Table 2-1: Evaluated Components of the TOE

2.2 Components and Applications in the Operational Envionment

The following table lists components and applicadion the environment that the TOE

relies upon in order to function properly:

Component Definition
QRadar is accessed from a standard web browser.
QRadar supports the following web browsers:
Browser

* Internet Explorer 7.0 or higher

e Mozilla Firefox 3.6 or higher

Monitored Network

QRadar currently only supports IPv4 networks.
QRadar cannot build out network objects based on
IPv6 addressing. However, QRadar can still
monitor, report, and correlate IPv6 data.

Internet

The TOE connects to various third-party company
or product websites in order to pull down necessary
IDS definition updates. Q1 Labs publishes regular
patch updates to their customer's QRadar systems
through the auto-update service. (Note: pdtch
updates are disabled in the evaluated
configuration.) Q1 Labs also has the ability todsén
updates of the event and vulnerability mappings.

Table 2-2: Evaluated Components of the OperationgEnvironment

2.3 Excluded from the TOE

The following optional products, components, an@jpplications can be integrated with
QRadar but are not included in the evaluated cardigon. They provide no added
security related functionality. They are separatd@d three categories: not installed,
installed but requires a separate license, andliedtbut not part of the TSF.

2.3.1 Not Installed

These modules are not installed with QRadar andhemfore not included in the TOE

boundary.

* Juniper NSM Console: The Juniper Networks NSM console passively collects
asset information from the network through deployldiper IDP sensors.
QRadar connects to the Profiler database storeth@mNSM server to retrieve
these records. The QRadar server must have acoethe tProfiler database.
QRadar supports NSM versions 2007.1r2 to 2007 2nik is an extension of the
product that only Juniper uses and is thereforduded from the evaluated

configuration.
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* Napatech Interface: The Naptatech Interface option appears as agumaible
packet-based flow source in the QRadar interfaddsfinstalled on your QRadar
system. The Napatech Network Adapter provides a t-gemeration
programmable and intelligent network adapter fouryoetwork. The use of
Napatech cards is only necessary when the rateaffictis as high as what is
supported by this card.

2.3.2 Installed but Requires a Separate License

There are no modules that are installed with QRaddrrequire a separate license.
2.3.3 Installed But Not Part of the TSF

The following functionality is installed with QRaddbut is not part of the TSF:

« Command Line Interface (CLI) — The CLI is used by the root user to directly
access the database within the Event Processah&i®@)Radar Console. This
interface is excluded because the root user isimdtided in the evaluated
configuration. The information in the databasevimwved as reports by remote
users logging in to the QRadar Console User Interfa

* RADIUS, TACACS, LDAP, AD — These third-party authentication mechanisms
are scoped out of the TOE because the TOE contam$unctionality within the
primary TSF. Adding these additional functionalti® the evaluation provides
no added benefit or functionality.

2.4  Physical Boundary

The Target of Evaluation (TOE) is a distributedifware-only TOE. QRadar is available
installed in all-in-one ‘Appliance’ products or mée installed by the end-user on a
suitable hardware platform. The TOE requires dadtchardware.

QRadar supports the following hardware and OS quiiau$:

» Hardware platform: QRadar requires an Intel PGféta for each of the QRadar
subsystems. The same basic configuration is usededoh subsystem in the
QRadar system. To maximize throughput, a dedics¢eder for each subsystem
is recommended.

* OS platform: QRadar runs on CentOS release 5.4lfgroduct subsystems in
the evaluated configuration. The product is alsppsuted and tested to run on
Red Hat Enterprise Linux Server 5.3 (Tikanga). TIRE is not tied to any given
release of any operating system, but the OS us#tisvaluated configuration is
CentOS release 5.4.

QRadar requires the following software packagesdoinstalled to utilize the TOE
functionality:

* Web browser: Internet Explorer 7.0 or higher or MazireFox 3.6 or higher are
the supported web browsers.
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» Java Runtime Environment (JRE) v6.16 or higher

The following table lists the minimum hardware reegments for each subsystem of the
TOE. The table shows that multiple hardware boxesr@quired for QRadar to be fully
functional.

Console

Managed Host - Events

Managed Host - Flows

2x 2.80 GHz Intel Xeon
Processor or equivalent

2x 2.80 GHz Intel Xeon
Processor or equivalent

2x 2.80 GHz Intel Xeon
Processor or equivalent

8 GB RAM
200 MB installation
600 GB data storage (RAIQ

8 GB RAM
50 MB installation
140 GB data storage (RAIQ

6 GB RAM
50 MB installation
140 GB data storage

recommended) recommended)
4x 10/100/1000 network 4x 10/100/1000 networl 4x 10/100/1000 networ
interfaces interfaces interfaces

Table 2-3: Minimum Hardware Requirements for the TOE

Note that these requirements reflect the capatlitthe TOE to process events from up
to 1,000 distinct network sources and process flaitls a combined throughput of up to
1 Ghps.

2.5 Logical Boundary

The logical boundary of the TOE is described intiémens of the security functionalities
that the TOE provides to the systems that utilizis fproduct for information flow
control.

The logical boundary of the TOE is broken down isi® security classes: Security
Audit, Identification and Authentication, SecurityManagement, Encrypted
Communications, Protection of the TSF, and Intnuddetection System. Listed below
are the security functions with a listing of thgahilities associated with them.

2.5.1 Security Audit

The TOE creates syslog audit events for actionentawithin QRadar, which are
populated with reliable timestamps provided by Ti@E, event types, identity, outcome,
and additional information for each type of audieé’t. The identity of the user changing
the TOE is also reflected in the events. The TO&na a role with System Administrator
privileges to read audit information from the evesith sorting options. All other users
are not authorized to view the audit informatiorsets without these privileges are
denied access to the audit events. Audit informatemn also be displayed as reports.

The TOE is able to modify inclusion parametersdodit events, effectively narrowing or
broadening the scope of what is recorded. AuthdrameUnauthorized users are not able
to delete audit events, and all modifications atected by the TOE. When audit storage
is filled to capacity, the most recent events aes@ved while the oldest are deleted. An
alarm is sent to the configured user in the caghisfevent.

More information about the auditing process cafobi@d in Section 9.1.1.
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2.5.2 Identification & Authentication

The TOE identifies and authenticates users via the@rnames and passwords. The TOE
requires all users to authenticate through a browsé\pache Tomcat on the QRadar
Console before performing any administrative fumtsi on the TOE. No actions on the
TOE can be performed by a user until he or shelestified and authenticated to the
TOE. Once authenticated, all users are assignexdea which is one of the security
attributes maintained by the TOE. The role detee®iwhat actions the user is
authorized to perform on the TOE. The TOE locksusérs for a configurable period of
time after a configurable number of failed accesienapts. Similarly, the product
provides methods of updating patch and signatwenteand vulnerability mappings)
information coming from the Q1 servers. In the ea#td configuration, the TOE will not
download and apply patch updates without an Adrratisr action.

2.5.3 Encrypted Communications

Remote users establish a session with the TOE aswegb-based HTTPS session. This
secured path is used for user authentication, neaneagt and operations of the TOE by
authorized users. The TOE generates cryptogrdq@yis to support the use of OpenSSH
during communication with remote users and betwé@g subsystems.

2.5.4 Protection of the TSF

Administrators of the TOE ensure that all connewibetween physically separate parts
of the TOE (i.e. trusted remote product) are setuseng OpenSSH. All data transmitted
between TOE subsystems is protected from unautbridisclosure and modification

during transmission. This includes all system d#tat is passed between TOE
subsystems once a scanning session is completetharthta is made. The TOE uses
secure hashing to verify the integrity of transedttdata, including detection of any
unauthorized modifications of the data.

2.5.5 Security Management

All management functions and user operations amdommeed through the QRadar
Console User Interface. The TOE has three rolemiAdtrators, System Administrators,
and End Users. Administrators have all privilegekich include the managing of user
accounts and configuring system data collection ndgeds/protocols. System
Administrators only have the privileges to configursystem data collection
standards/protocols, basic QRadar functionalityd @aa change their own account
passwords. Only Administrators and System Admiaists roles can create, modify,
and delete rules that modify the behavior of th& Dnctionality of the TOE.

End User roles do not have Admin privileges. Enersihave the ability to modify their

own account passwords and query pre-defined repoEed users may be assigned
additional privileges that enable them to performrenoperations on the TOE, including
Reports, Offense Manager with Customized Rule, i3#eManager, and other privileges
as defined by an administrator. For more detaitdarimation on specific privileges users
and administrators possess, refer to Section 9.1.3.
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2.5.6 Intrusion Detection System

The TOE is an Intrusion Detection System which exB various sets of information
from the targeted resources, including but nottlahito start-up, shutdown, and network
traffic. The collected traffic is distributed intfgroups by the TOE for analysis and
reporting purposes. Users are able to view this débased on their role. For more
information on this data, see Tables 7-3 and 7Hde TOE analyzes this data to establish
whether a correlation exists with behavior and &velBach analytical result records the
date/time of the result, the type of result, theniity of the data source, and the overall
analysis of the results. All system data is stopgdthe TOE and is protected from
unauthorized deletion and modification. Once tloragfe capacity is reached, the TOE
ensures that the most recent data is maintaindte TOE overwrites the oldest stored
data and sends an alarm to the configured user Wiemccurs. After the analysis has
occurred and the TOE determines that an intrusasbeen detected, the system sends an
alarm to the configured user.

2.6 TOE Self Protection

Users are only able to access the Console thrdwgblser Interface which requires them
to first be identified and authenticated to the T@H of the other interactions with any
of the other systems must be mediated by the CenSahilarly, databases are replicated
between components so a database could not be ethamga managed host unless a
root-level system account did so. Flat files on@f are stored in root context, so a root-
level system account would be required. The roobaet on the system is only used for
setup and troubleshooting and should not be ugegefteral TOE operations.

The following information addresses the issue aindm separation between the TOE
and the Operational Environment. The TOE is a saf@wproduct that is running upon a
hardware platform. The operational environmenthis tase would be comprised of the
operating system on which the TOE is installed, tredJRE and web browser that are
used on the remote client to access the TOE. Theatpg system provides kernel-level
operations and control and file-system level priddec Local users of the QRadar
appliance must also be considered users of theatipeal environment's OS (CentOS),
because the TOE does not share any authenticatemertials with the operational
environment. In the evaluated configuration locaéng are not scoped into the TOE,
because the only user interface within the TOMlésremote user via the web browser to
Console (Web GUI). This means that the TOE hostela server that users can connect
to over the local network within the evaluated egumfation. The TOE relies on the web
browser and the JRE to provide users access {0@ies Console interface, and provide
a trusted path between the remote user and the TRiE.requires the web browser, the
JRE, and the TOE’s web server to establish an prexniysession that will protect the data
that traverses the path from modification and dsate, before any other data is
transferred over this path.

No external connections to data stores exist, meathiat the only way to interact with
said data stores is through the TOE. They arembsed to the network. Each major data
store has its own process component that mediadesommunications between the data

Booz Allen Hamilton CCTL - Q1 Labs, Inc. Page 25



store and what component is trying to access erdJare unable to interact directly with
collected IDS data to obfuscate network activity.

In terms of non-bypassability, the TOE maintainstrict data flow for authentication,
authorization, and viewing TOE data. In the evadatonfiguration, the only user
interface to the TOE is from the user’'s web browsethe Console. A web server is in
charge of validating authentication requests, amdictions are available to TOE users
until they have authenticated. During authenticatibe web browser will generate a
unique value that will identify that session. Thigque value is stored by the TOE’s web
server locally to associate future requests witt #ession and is also placed within a
cookie that is stored within the web browser. Tdllsws the TOE to maintain multiple
user sessions simultaneously. Once a user is dighteal, the actions they are allowed to
do, based on their role, are available to be peréol. Each request made by a user via the
web browser is sent with the session cookie whiehTOE utilizes to associate with the
user’s session and thus their role. This infornmaigothen used to determine if the action
is authorized to be performed. If authorized, tl@ETwill take action on the request. If
the user is not authorized, the TOE will reject ibguest and inform the user they are not
authorized.

In addition, actions that a user isn’t allowed &rfprm are not even displayed to the
user’s web browser by the TOE. However, if a usienapts to URL hack a Console page
to get access to functions they are not allowezlbinsole also contains the functionality
to determine that said function is outside of tbepe of their role and therefore will not
be authorized. The only way to access TOE datautiirdhe TOE itself is through this
Console. The evaluated configuration has scopetheuCLl component, which connects
directly to the System data storage. This CLI congmb requires that a user is a root
admin on the QRadar box, which has been determioelde an unsecure and non-
standard configuration based upon the securityctibgs defined within the ST and PP.
In terms of flow data potentially bypassing the TQ@iknctionality, all event logs
formulated by third-party devices are sent diretdlyhe TOE, and the TOE processes the
data received accordingly.

Users derive the ability to interact with the TOBrough their assigned role.
Administrators have the ability to create user aot® and roles. Roles are defined as a
bundle of privileges and log sources. Thereforsigasng a user to a role is in essence
assigning the user a list of permissions and logrcgs. Each of the primary
functionalities in the TOE has a role associateith wj with extended privileges allowing
further granular control. The interface operates eoab system; tabs will become
available to users according to their privilege8rael by their role. A user cannot even
attempt to perform an action that they aren’t peiyed to perform, as the tabs and by
extension the options themselves are not visible.

Trusted channels are used between every TOE companéd through the connections to
the Internet. Trusted paths are established byrf@®E whenever a user connects to the
TOE remotely via a web browser. No trusted chamelsed between the TOE and the
Monitored Network. OpenSSH is used for internal T@Enmunications. The various

TOE components are able to validate the identityaah other to preserve the integrity of
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TOE communications. HTTPS (OpenSSL) is used foered communications to the
Internet and the web browser connection. AES and B&cryption are used with 256
and 1024-bit key sizes, respectively.
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3 Conformance Claims
3.1 CC Version

This ST is compliant withCommon Criteria for Information Technology Security
Evaluation CCMB-2009-07-004, Version 3.1 Revision 3, Julp20

3.2 CC Part 2 Conformance Claims

The ST and Target of Evaluation (TOE) are Part @@wnant to the US Government
Protection Profile Intrusion Detection System Systefor Basic Robustness
Environments v.1.7. Additionally, the ST and TOt# ®art 2 conformant for EAL3 for
added SFRs outside the IDS System PP. This inglwde applicable NIAP and
International interpretations through 28 Octobed20

3.3 CC Part 3 Conformance Claims

The ST and TOE are Part 3 conformant to the US (Bovent Protection Profile
Intrusion Detection System System for Basic RobesgnEnvironments v.1.7, with all
hierarchical SARs consistent with EAL3. This irds all applicable NIAP and
International interpretations through 28 Octobed20

3.4 PP Claims

This ST claims demonstrable conformance to US Guwent Protection Profile
Intrusion Detection System System for Basic RolesgnEnvironments v.1.7. The
Protection Profile is conformant to Common Critefia@ Information Technology
Security Evaluation Part 3 Version 3.1 Revision 3.

3.5 Package Claims

In addition to the US Government Protection Profiiieusion Detection System System
for Basic Robustness Environments v.1.7 being nyethizs TOE, hierarchical SARs
consistent with EAL3 have been claimed. Therefohés TOE claims an assurance
package for EAL3.

3.6 Package Name Conformant or Package Name Augmented
This ST and TOE is conformant to EAL3 package ctaaugmented with ALC_FLR.2.
3.7 Conformance Claim Rationale

The ST and TOE are conformant to the US Governnreatection Profile Intrusion

Detection System System for Basic Robustness Emwiemts v.1.7. All SFRs stated in
this ST are either conformant to CC Part 2 or b8 Bystem PP. All SFRs in the IDS
System PP have been claimed in this ST. Accortbnipe IDS System PP, “Intrusion
Detection System System Protection Profile-confarnpaoducts support the ability that
monitor (both real-time and statically) an IT Systéor activity that may inappropriately
affect the IT System's assets and react approlyriditerusion Detection System System
Protection Profile-conformant products also prouide ability to protect themselves and
their associated data from unauthorized accessodification and ensure accountability
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for authorized actions. The Intrusion Detectiorst®gn System Protection Profile was
constructed to provide a target and metric for deeelopment of Systems. This ST
identifies security functions and assurances tbatesent the lowest common set of
requirements that should be addressed by a udefilSystem.” The product under
evaluation is being evaluated at a level of EAL3jich is higher than the “lowest

common set of requirements that should be addrdgsadiseful IDS System.” Since the
IDS System PP has previously been evaluated asd @E exceeds a minimum standard
of demonstrable conformance to the IDS PP, this BO&urately claims conformance to
the IDS System PP.
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4  Security Problem Definition
4.1 Threats

The following are threats identified for the TOEdathe IT System the TOE monitors.
The TOE itself has threats and the TOE is alsoarsiple for addressing threats to the
environment in which it resides. The assumed levelxpertise of the attacker for all the
threats is unsophisticated.

4.1.1TOE Threats

T.COMINT An unauthorized user may attempt to compromiseritegrity of
the data collected and produced by the TOE by lsmpasa
security mechanism.

T.COMDIS An unauthorized user may attempt to discloseddia collected
and produced by the TOE by bypassing a securityharesm.

T.LOSSOF An unauthorized user may attempt to remove oitrolgsdata
collected and produced by the TOE.

T.NOHALT An unauthorized user may attempt to compromisedméinuity of
the System’s collection and analysis functions alig execution
of the TOE.

T.PRIVIL An unauthorized user may gain access to the TOE expdbit
system privileges to gain access to TOE securibctfans and
data.

T.IMPCON An unauthorized wuser may inappropriately changee t
configuration of the TOE causing potential intrusoto go
undetected.

T.INFLUX An unauthorized user may cause malfunction of Ti@E by
creating an influx of data that the TOE cannot hand

T.FACCNT Unauthorized attempts to access TOE data or $gdumctions
may go undetected.

T.EAVESDROPPING A malicious user could eavesdrop on network traftic
gain unauthorized access to TOE data.

4.1.2IT System Threats

The following identifies threats to the IT Systemat may be indicative of vulnerabilities
in or misuse of IT resources.
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T.SCNCFG Improper security configuration settings may exist the IT
System the TOE monitors.

T.SCNMLC Users could execute malicious code on an IT Sysiteinthe TOE
monitors which causes modification of the IT Systprotected
data or undermines the IT System security functions

T.SCNVUL Vulnerabilities may exist in the IT System the T@initors.

T.FALACT The TOE may fail to react to identified or suspdotalnerabilities
or inappropriate activity.

T.FALREC The TOE may fail to recognize vulnerabilities omlppropriate
activity based on system data received from eatdnstaurce.

T.FALASC The TOE may fail to identify vulnerabilities onappropriate
activity based on association of system data recefkom all data
sources.

T.MISUSE Unauthorized accesses and activity indicative cfuse may occur

on an IT System the TOE monitors.

T.INADVE Inadvertent activity and access may occur onTarsystem the
TOE monitors.

T.MISACT Malicious activity, such as introductions of Trojdrorses and
viruses, may occur on an IT System the TOE monitors

4.2  Organizational Security Policies

An organizational security policy is a set of rylpgactices, and procedures imposed by
an organization to address its security needs. 3é&asion identifies the organizational
security policies applicable to the IDS System PP.

P.DETECT Static configuration information that might be icgive of the
potential for a future intrusion or the occurrelée past intrusion
of an IT System or events that are indicative dapropriate
activity that may have resulted from misuse, agcessnalicious
activity of IT System assets, must be collected.

P.ANALYZ Analytical processes and information to derivaatosions about
intrusions (past, present, or future) must be agpio IDS data and
appropriate response actions taken.

P.MANAGE The TOE shall only be managed by authorized users.
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P.ACCESS All data collected and produced by the TOE sbaly be used for
authorized purposes.

P.ACCACT Users of the TOE shall be accountable for thefioas within the
IDS.

P.INTGTY Data collected and produced by the TOE shall do¢epted from
modification.

P. PROTCT The TOE shall be protected from unauthorized aesesand

disruptions of TOE data and functions.

4.3  Assumptions

This section contains assumptions regarding tharggenvironment and the intended
usage of the TOE.

4.3.1 Intended Usage Assumptions

A.ACCESS The TOE has access to all the IT System datadts to perform
its functions.

A.DYNMIC The TOE will be managed in a manner that allowstoi
appropriately address changes in the IT Systerii @& monitors.

A.ASCOPE The TOE is appropriately scalable to the IT Systhe TOE
monitors.

4.3.2 Personnel Assumptions

A.MANAGE There will be one or more competent individualsigresd to
manage the TOE and the security of the informaticontains.

A.NOEVIL The authorized administrators are not carelessfuliyl negligent,
or hostile, and will follow and abide by the insitions provided
by the TOE documentation.

A.NOTRST The TOE can only be accessed by authorized users.

4.3.3 Physical Assumptions

A.PROTCT The TOE hardware and software critical to seguniolicy
enforcement will be protected from unauthorized gitsl
modification.
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A.LOCATE The processing resources of the TOE will be kdatvithin
controlled access facilities, which will prevent authorized
physical access.
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5 Security Objectives

This section identifies the security objectiveshed TOE and its supporting environment.
The security objectives identify the responsitabtiof the TOE and its environment in
meeting the security needs.

5.1 IT Security Objectives

The following are the TOE security objectives:

O.PROTCT The TOE must protect itself from unauthorized fficdtions and
access to its functions and data.

O.IDSCAN The Scanner must collect and store static cordigan information
that might be indicative of the potential for aufg intrusion or the
occurrence of a past intrusion of an IT System.

O.IDSENS The Sensor must collect and store informatioruabt events that
are indicative of inappropriate activity that magvk resulted from
misuse, access, or malicious activity of IT Sysissets and the
IDS.

O.IDANLZ The Analyzer must accept data from IDS Sensot®8rScanners
and then apply analytical processes and informatmrderive
conclusions about intrusions (past, present, aréjt

O.RESPON The TOE must respond appropriately to analytoalclusions.

O.EADMIN The TOE must include a set of functions that alleffective
management of its functions and data.

O.ACCESS The TOE must allow authorized users to accesg appropriate
TOE functions and data.

O.IDAUTH The TOE must be able to identify and authenticesters prior to
allowing access to TOE functions and data.

O.OFLOWS The TOE must appropriately handle potential aaait System
data storage overflows.

O.AUDITS The TOE must record audit records for data accessgsise of the
System functions.

O.INTEGR The TOE must ensure the integrity of all audit &ydtem data.
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O.EXPORT When any IDS component makes its data availabnother IDS
component, the TOE will ensure the confidentiatifthe System
data.

O.EAVESDROPPING The TOE will encrypt TSF data that traverses thigvaek
to prevent malicious users from gaining unautharize
access to TOE data.

5.2  Security Objectives for the operational environmentbf the TOE
The TOE’s operating environment must satisfy tHewang objectives.

OE.AUDIT_PROTECTION The IT Environment will provide the capability to
protect audit information.

OE.AUDIT_SORT The IT Environment will provide the capability to
sort the audit information.

OE.TIME The IT Environment will provide reliable
timestamps to the TOE.

OE.INSTAL Those responsible for the TOE must ensure that the
TOE is delivered, installed, managed, and operated
in a manner which is consistent with IT security.

OE.PHYCAL Those responsible for the TOE must ensure that
those parts of the TOE critical to security polang
protected from any physical attack.

OE.CREDEN Those responsible for the TOE must ensure that all
access credentials are protected by the users in a
manner which is consistent with IT security.

OE.PERSON Personnel working as authorized administrators
shall be carefully selected and trained for proper
operation of the System.

OE.INTROP The TOE is interoperable with the IT System it
monitors.
OE.KEYDESTRUCT The Operational Environment of the TOE is in

charge of destroying cryptographic keys when they
are no longer necessary.
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6 Extended Security Functional and Assurance Requireents
6.1 Extended Security Functional Requirements for the DE

There are no extended Security Functional Requinénéor this ST outside of the
requirements that the Protection Profile includes.

6.2 Extended Security Assurance Requirements
There are no extended Security Assurance Requitsnrethis ST.
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7  Security Functional Requirements
7.1  Security Functional Requirements for the TOE from tie IDS System PP

This section defines the functional requirementsthe TOE, as defined in the IDS
System PP. Functional requirements in the IDS &y&€ were drawn from Part 2 of the
CC. These requirements are relevant to supportiegsecure operation of the TOE.
Functional requirements pertaining to the Systerlection, analysis, and reaction
mechanisms were invented and are identified bghiogt name IDS.

The functional security requirements for the IDSst8yn PP consist of the following
components, summarized in the following table.

Security Function Security Functional Components

FAU_GEN.1 Audit data generation
FAU_SAR.1 Audit review
FAU_SAR.2 Restricted audit review

Sec(uFrg{J,)Audlt FAU_SAR.3 Selectable audit review
FAU_SEL.1 Selective audit
FAU_STG.2 Guarantees of audit data availability
FAU_STG.4 Prevention of Data Loss
FIA_UAU.1 Timing of authentication
Identification and Authentication FIA_ATD.1 User attribute definition
(FIA) FIA_UID.1 Timing of identification

FIA_AFL.1 Authentication failure handling

FMT_MOF.1 Management of security functions
behavior

FMT_MTD.1 Management of TSF data

Security Management

(FMT) _
FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps
FPT_ITA.1 Inter-TSF availability within a defined

Protection of the TSF availability metric

(FPT) FPT_ITC.1 Inter-TSF confidentiality —during
transmission
FPT_ITL1 Inter-TSF detection of modification
IDS_SDC.1 System Data Collection
IDS_ANL.1 Analyzer analysis

Intrusion Detection System IDS_RCT.1 Analyzer react
(IDS) IDS_RDR.1 Restricted Data Review

IDS_STG.1 Guarantee of System Data Availability
IDS_STG.2 Prevention of System data loss
Table 7-1: Security Functional Requirements for theTOE from the IDS PP

Booz Allen Hamilton CCTL - Q1 Labs, Inc. Page 37



7.1.1 Class FAU: Security Audit

7.1.1.1

Application Note:

FAU_GEN.1 Audit data generation
FAU_GEN.1.1

The TSF shall be able to generate watt aecord of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the badevel of audit; and

c) Access to the System and access to the TOE and

System data.

The auditable events for theibdsvel of auditing are

included in Table 7-2 Auditable Events below.

Component Event Additional Details
FAU GEN.1 Start-up and shutdown of audit functions None
FAU_ GEN.1 Access to System None
FAU_GEN.1 Access to the TOE and System data ®bjec IDS,
Requested access
FAU_SAR.1 Reading of information from the auditoeds None
FAU_SAR.2 Unsuccessful attempts to read infornmafiom the| None
audit records
FAU_SEL.1 All modifications to the selection ofdiuevents thal None
occur while the audit collection functions dre
operating
FIA_ UAU. 1 All use of the authentication mechanism User identity,
location
FIA _UID.1 All use of the user identification mectism User identity
location
FMT_MOF.1 All modifications in the behavior of thienctions of| None
the TSF
FMT _MTD.1 All modifications to the values of TSktd None
FMT_SMR.1 Modifications to the group of users that part of 4 User identity
role
FMT_MTD.1 All modifications to the values of TSFtdaby userqd User identity
and administrators
FMT_SMF.1 All use of Security and IDS managementcfions User identity
FTP_TRP.1 Initiation of Trusted Path and all mamaguet of the| User identity

TOE and its data

Table 7-2: Auditable Events

Application Note:

Application Note:

The IDS_SDC and IDS_ANL requeata in the IDS
System PP address the recording of results from IDS
scanning, sensing, and analyzing tasks (i.e., Bydtda)

The term audit record is synonyswwith audit log.
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FAU_GEN.1.2 The TSF shall record within each awddord at least the
following information:

a) Date and time of the event, type of event, sibje
identity, and the outcome (success or failure)hef évent;
and

b) For each audit event type, based on the auditable
event definitions of the functional components incided

in the PP/ST, the additional information specified in the
Details column of the table above.

7.1.1.2 FAU_SAR.1 Audit review

FAU_SAR.1.1 The TSF shall provideugers with the System
Administrator privilege] with the capability to reada]l
audit information] from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit recomsa manner
suitable for the user to interpret the information.

Application Note: The term audit record is synonyswwith audit event.

7.1.1.3 FAU_SAR.2 Restricted audit review

FAU_SAR.2.1 The TSF shall prohibit all users reatess to the audit
records, except those users that have been grarphidit
read-access.

Application Note: The term audit record is synonyswwith audit event

7.1.1.4 FAU_SAR.3 Selectable Audit Review

FAU_SAR.3.1 The TSF shall provide the ability torfpem sorting of
audit data based on date and time, subject idemyipe of
event, and success or failure of related event.

7.1.1.5 FAU_SEL.1 Selective audit

FAU_SEL.1.1 The TSF shall be able to select theo$eevents to be
audited from the set of all auditable events basedhe
following attributes:

a) event type;
b) [Noneg]
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7.1.1.6 FAU_STG.2 Guarantees of audit data availability

FAU STG.2.1 The TSF shall protect the stored auditords from
unauthorized deletion.

FAU STG.2.2 The TSF shall be able_to detacdifications to the audit
records.
FAU_STG.2.3 The TSF shall ensure thiite[last 30 days of the] audit

records will be maintained when the following cdrafis
occur: jaudit storage exhaustion]

Application Note: The term audit record is synonyswwith audit event.

7.1.1.7 FAU_STG.4 Prevention of audit data loss

FAU STG.4.1 The TSF shalbyerwrite the oldest stored audit record$
and send an alarrhthe audit trail is full.

Application Note: The act of sending an alarm ipresented by sending an
email to the configured user.

Application Note: The term audit record is synonyswwith audit event.

7.1.2 Class FIA: Identification and Authentication

7.1.2.1 FIA_UAU.1 Timing of authentication

FIA_UAU.1.1 The TSF shall allownp actions] on behalf of the user to be
performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to hecessfully
authenticated before allowing any other TSF-mediate
actions on behalf of that user.

7.1.2.2 FIA_AFL.1 Authentication failure handling

FIA_AFL.1.1 The TSF shall detect wharsettable, non-zero numbeiof
unsuccessful authentication attempts occur related
external IT products attempting to authenticate.

FIA_AFL.1.2 When the defined number of unsuccessifuthentication
attempts has been met or surpassed, the TSFpha#nt
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Application Note:

Application Note:

the offending external IT product from successfully
authenticating until an authorised administrator takes

some action to make authentication possible for the
external IT product in question.

The settable, non zero numbexuthentication attempts is
1. The values involved in the authentication falsystem
are able to be configured by an Administrator.

The TOE uses SSH (OpenSSH) deive IDS definition
updates from Q1 Labs.

7.1.2.3 FIA_ATD.1 User attribute definition

FIA_ATD.1.1

Application Note:

Application Note:

The TSF shall maintain the followingstl of security
attributes belonging to individual users:

a) User identity;
b) Authentication data;

c) Authorizations;and

d) [Assigned role, CIDR address ranges, log sources,
and log source groups).

A User can be an AdministratorSgstem Administrator,
or an End User. A User is considered a System
Administrator if he has the System and Views Aditnator
extended privileges, an Administrator if he has thé
Admin extended privileges, and an End User if he ma
Admin privileges.

At a minimum, there must beisigffit user information for
identification and authentication purposes. That
information includes maintaining any authorisaticmsiser
may possess.

7.1.2.4 FIA_UID.1 Timing of identification

FIA_UID.1.1

FIA_UID.1.2

The TSF shall allownp actions] on behalf of the user to be
performed before the user is identified.

The TSF shall require each user to $eccessfully
identified before allowing any other TSF-mediatetians
on behalf of that user.
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7.1.3 Class FMT: Security Management
7.1.3.1 FMT_MOF.1 Management of security functions behavior

FMT_MOF.1.1 The TSF shall restrict the abilityrtmdify the behavioof
the functions ofSystem data collection, analysis and
reaction to authorized System administrators

Application Note: End Users can be given accesaddify analytic rules, but
they must be given this privilege by an Administrat
Once the End user has this privilege, he or shéhén
considered an authorized system administrator.

7.1.3.2 FMT_MTD.1 Management of TSF data

FMT_MTD.1.1 The TSF shall restrict the abilityqaeryand add System
and audit data, and shall restrict the ability to cquery
and modify all other TOE data to [roles with assigned
privileges as defined in Tables 7-6, 7-7, and 7-8].

Application Note: Users are separated into admmaistr and non-
administrator roles. Within each role, there amvpeges
assigned that determine which operations can be
performed on which sets of TOE data.

7.1.3.3 FMT_SMR.1 Security roles

FMT_SMR.1.1 The TSF shall maintain thellowing roles: authorized
administrator, authorized System Administrators, ard
[End User].

FMT_SMR.1.2 The TSF shall be able to associatesusigh roles.

Application Note: The End User role can have onemare of the following
privileges: Offenses, Log Activity, Assets, Regmiut
Network Activity, Reports, and IP Right Click Menu
Extensions. These privileges are assigned by an
Administrator with the Administrator Manager extedd
privilege.

Application Note: The Administrator role can haveeoor more of the
following extended privileges: Administrator Manage
Remote Networks and Services Configuration, ante®ys
Administrator.

Booz Allen Hamilton CCTL - Q1 Labs, Inc. Page 42



Application Note: Authorized  Administrator is  sygomus  with
Administrator. Authorized System Administrator is
synonymous with System Administrator.

7.1.4 Class FPT Protection of the TOE Security Functions
7.1.4.1 FPT_ITA.1 Inter-TSF availability within a defined availability metric

FPT ITA.1.1 The TSF shall ensure the availabitityaudit and System
data provided to a remote trusted IT product within
[immediately upon completion of a scanning session]
given the following conditions [

* Reporting and audit data files are in use by Scanner
during an active scanning session.

e Availability to another trusted IT product is
predicated upon the correct file locking
functionality.

e Audit and scanner reporting data is in syslog
format].

Application Note: “Immediately” in this case ing$ that the data is
available without any user actions needed.

7.1.4.2 FPT_ITC.1 Inter-TSF confidentiality during transmis sion

FPT_ITC.1.1 The TSF shall protect all TSF datandmaitted from the
TSF to a remote trusted IT product from unautharize
disclosure during transmission.

Application Note: The TOE uses the SSH protocol pgrotect the
confidentiality of all TSF data that is transmitteétween
the TSF and any remote trusted IT products (.,eETO
subsystems).

7.1.4.3 FPT_ITI.1 Inter-TSF detection of modification

FPT_ITI.1.1 The TSF shall provide the capabilitydtetect modification
of all TSF data during transmission between the & a
remote trusted IT product within the following metr
[immediately upon modifications detected by HMAC-
MD5 secure hashing].

Application Note: “Immediately” in this case in$ that the data is
available without any user actions needed.
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FPT_ITI.1.2 The TSF shall provide the capabildyverify the integrity
of all TSF data transmitted between the TSF anenzote
trusted IT product and performdrop the packet and
request the packet to be retransmitted] if modifications are
detected.

7.1.4.4 FPT_STM.1 Reliable time stamps

FPT_STM.1.1 The TSF shall be able to provide bédidime stamps for
its own use.

Application Note: FPT_STM.1 is included in the IBgstem PP; however,
this contradicts OE.TIME: "The IT Environment will
provide reliable timestamps to the TOE.", whichalso
part of the IDS System PP. This ST will treat FPTM3
as an IT Environment SFR.

7.1.5 Class IDS: Intrusion Detection System Component Regrements

A family of IDS requirements was created to speaify address the data collected and
analyzed by an IDS. The audit family of the CC (BAtAs used as a model for creating
these requirements. The purpose of this familyegluirements is to address the unique
nature of system data and provide for requiremeaisut collecting, reviewing and
managing the data. These requirements have no depers since the stated
requirements embody all the necessary securitytifurs

7.15.1 IDS_SDC.1 System Data Collection (EXT)

IDS_SDC.1.1 The System shall be able to collect the following
information from the targeted IT System resource(s)

a) [Start-up and shutdown, identification and
authentication events, data accesses, service
requests, network traffic, security configuration
changes, data introduction, detected malicious code
access control configuration, service configuration
authentication configuration., accountability policy
configuration, detected known vulnerabilitied; and

b) [The additional System data as listed in Table 7-3
below]. (EXT)

Event Details
Protocol, application, content, source port,
Network traffic destination port, source address, destination addre
TCP flags
Host profiles Open Ports, Services, IP Addresses

Table 7-3: System data
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Application Note: Information from the targeted ISystem Resource is
distributed into the following groups:

* Recon - Events relating to scanning and other
techniques used to identify network resources, for
example, network or host port scans.

 DOS - Events relating to Denial of Service (DoS) or
Distributed Denial of Service (DDoS) attacks agains
services or hosts, for example, brute force netviks
attacks.

* Authentication - Events relating to authentication
controls, group, or privilege change, for examphey
in or log out.

* Access - Events resulting from an attempt to access
network resources, for example, firewall accept or
deny.

* Exploit - Events relating to application exploitsich
buffer overflow attempts, for example, buffer deerf
or web application exploits.

* Malware - Events relating to viruses, trojans, baldor
attacks, or other forms of hostile software. Thigym
include a virus, trojan, malicious software, or g@ye.

e Suspicious Activity - The nature of the threat is
unknown but behavior is suspicious including protoc
anomalies that potentially indicate evasive techem
for example, packet fragmentation or known IDS
evasion techniques.

* System - Events related to system changes, software
installation, or status messages.

* Policy - Events regarding corporate policy violat®
or misuse.

* CRE (Custom Rule) - Events generated from an affens
or event rule. For more information on creating tmm
rules, see the QRadar Administration Guide.

* Potential Exploit - Events relating to potential
application exploits and buffer overflow attempts.
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* SIM Audit - Events relating to user interactionwihe
Console and QRadar Administration Console.

* VIS Host Discover - Events relating to the hosttgo
or vulnerabilities that the VIS module discovers.

» Application — Events relating to application actyi

IDS_SDC.1.2 At a minimum, the System shall collect and recordhe
following information:

a) Date and time of the event, type of event, subject
identity, and the outcome (success or failure) ohe
event; and

b) The additional information specified in the Details
column of Table 7-4 below. (EXT)

Component Event Details
IDS_SDC.1 | Start-up and shutdown | none
IDS_SDC.1 | Identification an@l User identity, location, source address, destinatip
authentication events address
IDS_SDC.1 | Data accesses Object IDS, requested access, source addres
destination address
IDS_SDC.1 | Service Requests Specific service, source address, destination addi®
IDS_SDC.1 | Network Traffic Protocol, source address, destination address
IDS_SDC.1 | Security configurationSource address, destination address
changes
IDS_SDC.1 | Data introduction Object IDS, location of object, source address
destination address
IDS_SDC.1 | Start-up and shutdown johone

audit functions

IDS_SDC.1

Detected malicious codd

Location, identification of code

IDS_SDC.1

Access contrg
configuration

ILocation, access settings

IDS_SDC.1 | Service configuration Service identification (name or port), interface,
protocols
IDS_SDC.1 | Authentication Account names for cracked passwords, account polic

configuration

parameters

<

IDS_SDC.1

Accountability
configuration

policy

Accountability policy configuration parameters

IDS_SDC.1

Detected know

hldentification of the known vulnerability

vulnerabilities

Application Note:
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In the case where a Sensor Ikecting host-based events,

for the identification and authentication evente thource
address could be a subject IDS on a local machirgthe
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destination is defined by default. For the dataesscand
data introduction events, the source address cdugd
filename and the destination address may be tdogation
for the file.

7.1.5.2 IDS_ANL.1 Analyzer analysis (EXT)

IDS_ANL.1.1

Application Note:

Application Note:

Application Note:

IDS_ANL.1.2

Application Note:

The System shall perform the following analysis
function(s) on all IDS data received:

a) [statistical, signature, integrity]; and

b) [no other analytical functions]. (EXT)

Statistical analysis involvesemdifying deviations from
normal patterns of behavior. For example, it mayoive
mean frequencies and measures of variability tontifle
abnormal usage. Signature analysis involves the afse
patterns corresponding to known attacks or misusfea
System. For example, patterns of System settingjsiser
activity can be compared against a database of know
attacks. Integrity analysis involves comparing 8yst
settings or user activity at some point in timehwihiose of
another point in time to detect differences.

In the evaluated configurationghlavioral and event
correlation map to statistical, signature, and gty
analysis.

The term IDS data is synonymaitls system data.

The System shall record within each aalytical result at

least the following information:

a) Date and time of the result, type of result,
identification of data source; and

b) [analysisresults]. (EXT)

The following information is sgarif it is available:
e Source or Destination IP
» Category
» Destination Asset Name
» Destination IP
* Destination Port
* Log Source
* Log Source Group
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e Source Asset Name

e Source IP

« Event Name

» Associated With Offense
* Credibility

» Destination MAC

» Destination Network

+ Direction
e Duration
e End Time

* Event Count

» EventIs Unparsed

* High Level Category
* |Pv6 Destination

* IPv6 Source

* |Is CRE Event

* Log Source Time

* Log Source Type

* Magnitude
 Matched Custom Rule
» Payload

* Post NAT Destination IP

* Post NAT Destination Port
* Post NAT Source IP

* Post NAT Source Port

* Pre NAT Destination IP

* Pre NAT Destination Port
 Pre NAT Source IP
 Pre NAT Source Port

* Protocol
* Relevance
* Severity

e Source MAC

e Source Network

e Source Port

e Source or Destination Network
e Source or Destination Port

e Start Time

e Username

* Any user-defined field
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Application Note: The analytical conclusions draly the analyser should
both describe the conclusion and identify the imfation
used to reach the conclusion.

7.1.5.3 IDS_RCT.1 Analyzer react (EXT)

IDS_RCT.1.1 The System shall send an alarm tgone or more of the
following: QRadar Console User I nterface, to the QRadar
system log, a notification via email, or to a remote
machine via SNMP trap] and take[no other action] when
an intrusion is detected (EXT)

Application Note: The term “remote machine” reféosany IP address that is
specified in the rule for SNMP notifications.

Application Note: The email notification can be figared to specify which
email address(es) are sent the notification.

7.1.5.4 IDS_RDR.1 Restricted Data Review (EXT)

IDS_RDR.1.1 The System shall providgeach user] with the capability
to read [all system data defined by their role and allowed
devices by group or range] from the System data. (EXT)

Application Note: The specific System data a isable to read is defined by
their role and allowed devices by group, rangeyqet

IDS_RDR.1.2 The System shall provide the System d@atn a manner
suitable for the user to interpret the information. (EXT)

IDS_RDR.1.3 The System shall prohibit all users @ access to the
System data, except those users that have been gieoh
explicit read-access(EXT)

7.1.5.5 IDS_STG.1 Guarantee of System Data Availability (EX)

IDS_STG.1.1 The System shall protect the stored Sgm data from
unauthorized deletion. (EXT)

IDS_STG.1.2 The System shall protect the storedy§Siem data from
modification. (EXT)

Application Note: Authorized deletion of data isotnconsidered a
modification of System data in this context. This
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requirement applies to the actual content of thet&y
data, which is protected from any modifications.

IDS_STG.1.3 The System shall ensure thgthe most recent] System
data will be maintained when the following conditims
occur: [System data storage exhaustign(EXT)

Application Note: When the TOE's internal databdséects the disk partition
is running out of space (< 15% disk free), it wikkgin
compressing data (loss-lessly). It will stop consgieg
when >= 18% disk partition is free. If 18% of théskl
partition cannot be freed, old records (eventsoiv) will
be deleted starting with the oldest records until8% of
the disk partition is freed. When the TOE itselfedts that
it has >95% disk partition usage (system data gSjera
exhaustion) the system will shut down. The TOE will
recover automatically if compression and deletioh o
records results in >= 18% of the disk partition bgifreed.

7.1.5.6 IDS_STG.2 Prevention of System data loss (EXT)

IDS_STG.2.1 The System shall[overwrite the oldest stored System
data] and send an alarm if the storage capacity has been
reached. (EXT)

Application Note: The act of sending an alarm igresented in IDS_RCT.1.

7.2 Additional Security Functional Requirements for the TOE

The following table provides a summary of additio8acurity Functional Requirements
implemented by the TOE that go above and beyonsetippovided by the IDS System
PP. These SFRs are pulled from CC Part 2.

Security Function Security Functional Components

Cryptographic Support FCS_CKM.1 Cryptographic key generation
(FCS) FCS_COP.1 Cryptographic operation
Idenuﬁcanon(gf) Authentication FIA_AFL.1(1) Authentication Failure handling

FMT_MTD.1(1) Management of TSF data

FMT_MTD.1(2) Management of TSF data

Security Management FMT_MTD.1(3) Management of TSF data

(FMT) FMT_MTD.1(4) Management of TSF data

FMT_SMF.1 Specification of management functions
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Security Function Security Functional Components

Trusted Path/Channel
(FTP)
Table 7-5: Additional Security Functional Requirements for the TOE

FTP_TRP.1 Trusted Path

7.2.1 Cryptographic Support (FCS)

The cryptography used in this product has not bEEIS certified nor has it been
analyzed or tested to conform to cryptographic daats during this evaluation. All
cryptography has only been asserted as testecebyetidor.

7.2.1.1 FCS_CKM.1 Cryptographic Key Generation
Hierarchical to: No other components.

FCS_CKM.1.1 The TSF shall generate cryptograpleigskin accordance with a
specified cryptographic key generation algorithiRSA] and
specified cryptographic key sizeslOp4-bits] that meet the
following: [RFC 4432].

Dependencies: [FCS_CKM.2 Cryptographic key distitm or FCS COP.1
Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

Application Note: This SFR supports key manageéefoei®penSSH and OpenSSL.

7.2.1.2 FCS_COP.1 Cryptographic Operation
Hierarchical to: No other components.

FCS _COP.1.1 The TSF shall perforendryption and decryption] in accordance
with a specified cryptographic algorithrAES in CBC mode] and
cryptographic key size$6 -bits] that meet the following:RFC
3602].

Dependencies: [FDP_ITC.1 Import of user data evitlsecurity attributes, or
FDP_ITC.2 Import of user data with security &ffites, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

Application Note: This SFR supports encryption aletryption for OpenSSH and
OpenSSL.
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7.2.2 Class FIA:

Identification and Authentication

7.2.2.1 FIA_AFL.1 (1) Authentication Failure Handling

Hierarchical to:

FIA_AFL.1.1 (1)

FIA_AFL.1.2 (1)

Dependencies:

Application Note:

No other components.

The TSF shall detect when an adstiator configurable positive
integer within p] unsuccessful authentication attempts occur
related to {iser authentication].

When the defined number of unsust@sauthentication attempts
has beenmet], the TSF shalllpckout the host from where the
login attempt was made for 30 minutes).

FIA_UAU.1 Timing of authentication

The number of unsuccessfuhats (default 5), the time period in
which the attempts occur (default 10 minutes) dred amount of
time the host from where the login attempt was msudiecked out
(default 30 minutes) are all configurable by thevwlstrator.

7.2.3 Class FMT: Security Management
7.2.3.1 FMT_MTD.1 (1) Management of TSF data

Hierarchical to: No other components.

FMT_MTD.1.1 (1) The TSF shall restrict the ability [Perform operations

listed in Table 7-6 below] the [TSF data listed in Table 7-6
below] to [Administrators and System Administratorsg|.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
Operations TSF data assignment Role
selection
and assignment
Query, | User Data: Administrator
Modify, Delete e TSF data required to manage

Identification and Authentication for
Users as defined by FIA_ATD.0
except for the password component
of their authentication data.
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System Data:
Configure collection of data fromAdministrator

IDS_SDC.1.
Reporting interface to all Syste
data

Rules applied to system data frgm

which alerts (IDS_RCT.1) ar

generated, including emall

notification and logging.

Threshold level and email notige

location for System data stora
required for IDS_STG.1.1.
Define the data to be collected

the QFlow Collectors, as specified

in IDS_SDC.1

Administrator and  System

i

je

Dy

Query User Data:

Audit event data

Administrator

System Data:

All System data
Alerts generated by the TSF

Administrator and  System
Administrator

Table 7-6: Operations Performed by Administrators and System Administrators

7.2.3.2 FMT_MTD.1 (2) Management of TSF data

Hierarchical to:

FMT_MTD.1.1 (2)

Dependencies:

No other components.

The TSF shall restrict the ability [Perform

operations listed in Table 7-7 below] the [TSF data
listed in Table 7-7 below for the data related to the
CIDR ranges, devices, and device groups specified
by the Administrator for each user] to [the
Privilege Assignment listed in Table 7-7 below].

FMT_SMR.1 Security ro
FMT_SMF.1 Specification

les
of Management Functions

Operations Selection and

Assignment

TSF Data Assignment

Privilege Assignment

Query

Pre-defined Dashboard Report Users

View

Audit Event data

Users with System Administratg
privilege

-

Query, Modify, Delete, Create | Reporting interface to Systel Users with Reports privileges

data

Query, Modify, Delete, Create | Configuration for rules applied t{ Users with Offense Manager with
the system data from which Aler] Customized Rule privileges
(IDS_RCT.1) are generate
includes email notification an

logging.

Query, Modify, Delete, Create | Configuration for the rul

ey Users with Offense ManagTr

applied to the system data (flo| privileges
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data) from  which  alerts
(IDS_RCT.1) are generate
includes email notification an

logging.

Query System data (Flow data)

Query, Create, Modify, Delete | Rules applied to system data frd Users with Offense Rules ¢
which alerts (IDS_RCT.1) ar|{ Event Rules privileges
generated

-

Table 7-7: Operations Performed by Privileged Users

7.2.3.3 FMT_MTD.1 (3) Management of TSF data

Hierarchical to: No other components.

FMT_MTD.1.1(3) The TSF shall restrict the ability fquery] the [System
data for a report or an alert] to [users] with [Report
sharing privileges (for reports) and Offense Manager
sharing privileges (for alerts)].

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Application Note: The devices that a user can parfmanagement functions
against are determined by the following attributes that
user: CIDR address ranges, devices, device groups.

7.2.3.4 FMT_MTD.1 (4) Management of TSF data

Hierarchical to: No other components.

FMT_MTD.1.1(4) The TSF shall restrict the abilitto [perform the
operations listed in column one of Table 7-8] the [TSF
data listed in column two of Table 7-8] to [the assigned
roleslisted in column three of Table 7-8].

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
Operations TSF Data Assigned Role
Create, Modify, Delete All passwords Administrateith Administrator
Management extended privileges
Modify Own password System Administrator, End User
Create, Delete Users Administrator
Create, Delete Administrators Administrator
Assign, Modify Allowed Devices by Range ¢ Administrator
Group
Create, Modify, Delete Groups of Devices Administrator

Table 7-8: Operations Performed by Assigned Roles
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Application Note: User passwords must originalbe created by the
Administrator, with the User being able to chande t
password at a later time.

7.2.3.5 FMT_SMF.1 Specification of Management Functions

Hierarchical to: No other components.

FMT_SMF.1.1 The TSF shall be capable of performihg following
management functions:
a) [All operationsdefined in Tables 7-6, 7-7, and 7-8].

Dependencies: No dependencies.

7.2.4 Trusted Path/Channel (FTP)

7.2.4.1 FTP_TRP.1 Trusted Path
Hierarchical to: No other components

FTP_TRP.1.1 The TSF shall provide a communicatiath fppetween itself and
[remote] users that is logically distinct from other commization
paths and provides assured identification of itd @oints and
protection of the communicated data fronmofdification,
disclosure, [none]]

FTP_TRP.1.2 The TSF shall permmig¢ijnote user$ to initiate communication via
the trusted path.

FTP_TRP.1.3 The TSF shall require the use of theteéd path forifitial user
authentication, [management of the TOE and its data]].

Dependencies: No dependencies.

7.3  Operations Defined

The requirements in this document are divided agsurance requirements and two sets
of functional requirements. The first set of funo@l requirements, which were drawn
from the Common Criteria, is designed to addressctive System requirements for self-
protection. The second set of requirements, whielevinvented and categorized by the
short name, IDS, is designed to address the regamts for the System’s primary
function, which is IDS collection of data and respes to conclusions based upon that
data.
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The CC permits four functional component operatieassignment, refinement,
selection, and iteration—to be performed on fumalorequirements. This ST will
highlight the four operations in the following maemn

» Assignment: allows the specification of an ideetifiparameter. Indicated with

bold text and italics if further operations are necessary by the SecUrarget
author,

* Refinement: allows the addition of details. Indezhtvith bold text and italics if
further operations are necessary by the Securitgefauthor;

» Selection: allows the specification of one or melements from a list. Indicated
with underlined textand

» lIteration: allows a component to be used more trae with varying operations.
Not used in this PP.

In addition, this ST has extended requirementsstated in the IDS System PP v1.7.
These new requirements are indicated in bold tectcantain the text (EXT) in the title.
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8 Security Assurance Requirements

This section identifies the Security Assurance Reguent components met by the TOE.
These assurance components meet the requirementE£Ab3 augmented with
ALC_FLR.2.

8.1  Security Architecture
8.1.1 Security Architecture Description (ADV_ARC.1)

ADV_ARC.1.1D: The developer shall design and implement the TOEhsat the
security features of the TSF cannot be bypassed.

ADV_ARC.1.2D: The developer shall design and impdairthe TSF so that it is able
to protect itself from tampering by un-trusted aetentities.

ADV_ARC.1.3D: The developer shall provide a segustchitecture description of
the TSF.

ADV_ARC.1.1C: The security architecture descriptisimall be at a level of detalil
commensurate with the description of the SFR-eirigrc
abstractions described in the TOE design document.

ADV_ARC.1.2C: The security architecture descriptishall describe the security
domains maintained by the TSF consistently withSk&s.

ADV_ARC.1.3C: The security architecture descriptimall describe how the TSF
initialization process is secure.

ADV_ARC.1.4C: The security architecture descriptishall demonstrate that the
TSF protects itself from tampering.

ADV_ARC.1.5C: The security architecture descriptishall demonstrate that the
TSF prevents bypass of the SFR-enforcing functignal

ADV_ARC.1.1E: The evaluator shall confirm that théormation provided meets all
requirements for content and presentation of ewden

8.1.2 Functional Specification with Complete Summary (ADV_FSP.3)
ADV_FSP.3.1D The developer shall provide a funwicspecification.

ADV_FSP.3.2D The developer shall provide a tracifigm the functional
specification to the SFRs.

ADV_FSP.3.1C The functional specification shalingetely represent the TSF.
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ADV_FSP.3.2C

ADV_FSP.3.3C

ADV_FSP.3.4C

ADV_FSP.3.5C

ADV_FSP.3.6C

ADV_FSP.3.7C

ADV_FSP.3.1E

ADV_FSP.3.2E

The functional specification shalécibe the purpose and method
of use for all TSFI.

The functional specification shallentify and describe all
parameters associated with each TSFI.

For each SFR-enforcing TSFI, the fional specification shall
describe the SFR-enforcing actions associated tiveT SFI.

For each SFR-enforcing TSFI, the fional specification shall
describe direct error messages resulting from #gcanforcing
effects and exceptions associated with invocatidhe TSFI.

The functional specification shalhgnarize the SFR-supporting
and SFR-non-interfering actions associated witln d&&F1.

The tracing shall demonstrate that3kRs trace to TSFIs in the
functional specification.

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of ewden

The evaluator shall determine thatftimctional specification is an
accurate and complete instantiation of the SFRs.

8.1.3 Architectural Design (ADV_TDS.2)

ADV_TDS.2.1D

ADV_TDS.2.2D

ADV_TDS.2.1C

ADV_TDS.2.2C

ADV_TDS.2.3C

ADV_TDS.2.4C

ADV_TDS.2.5C

ADV_TDS.2.6C

The developer shall provide the desafjthe TOE.

The developer shall provide a mappingm the TSFI of the
functional specification to the lowest level of dewosition
available in the TOE design.

The design shall describe the stmgctof the TOE in terms of
subsystems.

The design shall identify all subgyas of the TSF.

The design shall describe the behradieeach SFR non interfering
subsystem of the TSF in detail sufficient to deteerthat it is SFR
non-interfering.

The design shall describe the SFRy@irig behavior of the SFR
enforcing subsystems.

The design shall summarize the SFHReting and SFR-non
interfering behavior of the SFR-enforcing subsystem

The design shall summarize the bejragi the SFR-supporting
subsystems.
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ADV_TDS.2.7C

ADV_TDS.2.8C

ADV_TDS.2.1E

ADV_TDS.2.2E

The design shall provide a descriptd the interactions among all
subsystems of the TSF.

The mapping shall demonstrate thibahavior described in the
TOE design is mapped to the TSFls that invoke it.

The evaluator shall confirm that thiormation provided meets all
requirements for content and presentation of ewden

The evaluator shall determine tha tiesign is an accurate and
complete instantiation of all security functionafuirements.

8.2  Guidance Documents
8.2.1 Operational user guidance (AGD_OPE.1)

AGD_OPE.1.1D

AGD_OPE.1.1C

AGD_OPE.1.2C

AGD_OPE.1.3C

AGD_OPE.1.4C

AGD_OPE.1.5C

AGD_OPE.1.6C

AGD_OPE.1.7C

The developer shall provide operafiaser guidance.

The operational user guidance slealtiibe, for each user role, the
user-accessible functions and privileges that shbel controlled
in a secure processing environment, including gmete
warnings.

The operational user guidance shedtrbe, for each user role,
how to use the available interfaces provided by Ti@E in a
secure manner.

The operational user guidance slealtiibe, for each user role, the
available functions and interfaces, in particuldl security
parameters under the control of the user, indigasiecure values
as appropriate.

The operational user guidance shaill,each user role, clearly
present each type of security-relevant event kadatd the user-
accessible functions that need to be performedljdivtg changing
the security characteristics of entities undercibvetrol of the TSF.

The operational user guidance stalitify all possible modes of
operation of the TOE (including operation followirigilure or
operational error), their consequences and imjpdicat for
maintaining secure operation.

The operational user guidance sfoaleach user role, describe the
security measures to be followed in order to fuliile security
objectives for the operational environment as dbedrin the ST.

The operational user guidance sleatiéar and reasonable.
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AGD_OPE.1.1E

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of ewden

8.2.2 Preparative Procedures (AGD_PRE.1)

AGD_PRE.1.1D

AGD_PRE.1.1C

AGD_PRE.1.2C

AGD_PRE.1.1E

AGD_PRE.1.2E

The developer shall provide the TQ@Eluding its preparative
procedures.

The preparative procedures shallrdesall the steps necessary
for secure acceptance of the delivered TOE in aeswe with the
developer's delivery procedures.

The preparative procedures shallrdesall the steps necessary
for secure installation of the TOE and for the sequreparation of
the operational environment in accordance with #ezurity
objectives for the operational environment as deedrin the ST.

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of ewden

The evaluator shall apply the predpargorocedures to confirm
that the TOE can be prepared securely for operation

8.3  Lifecycle Support
8.3.1 Authorization Controls (ALC_CMC.3)

ALC_CMC.3.1D
ALC_CMC.3.2D
ALC_CMC.3.3D
ALC_CMC.3.1C
ALC_CMC.3.2C

ALC_CMC.3.3C
ALC_CMC.3.4C

ALC_CMC.3.5C
ALC_CMC.3.6C

The developer shall provide the TQtd a reference for the TOE.
The developer shall provide the CMdimentation.

The developer shall use a CM system.

The TOE shall be labeled with its ureqeference.

The CM documentation shall descrifee tnethod used to uniquely
identify the configuration items.

The CM system shall uniquely identdly configuration items.

The CM system shall provide measwwash that only authorized
changes are made to the configuration items.

The CM documentation shall includéM plan.

The CM plan shall describe how the Gistem is used for the
development of the TOE.
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ALC_CMC.3.7C The evidence shall demonstrate thlacenfiguration items are
being maintained under the CM system.

ALC_CMC.3.8C The evidence shall demonstrate tlet €M system is being
operated in accordance with the CM plan.

ALC _CMC.3.1E The evaluator shall confirm that thiormation provided meets all
requirements for content and presentation of ewden

8.3.2 CM Scope (ALC_CMS.3)
ALC_CMS.3.1D The developer shall provide a confégion list for the TOE.

ALC _CMS.3.1C The configuration list shall incluttee following: the TOE itself;
the evaluation evidence required by the SARs; plaets that
comprise the TOE; and the implementation repretienta

ALC_CMS.3.2C The configuration list shall uniquelgentify the configuration
items.

ALC_CMS.3.3C For each TSF relevant configuratitemi, the configuration list
shall indicate the developer of the item. Evaluaititon elements:

ALC_CMS.3.1E The evaluator shall confirm that thiermation provided meets all
requirements for content and presentation of eviden

8.3.3 Delivery Procedures (ALC_DEL.1)

ALC_DEL.1.1D The developer shall document proceduor delivery of the TOE
or parts of it to the consumer.

ALC _DEL.1.2D The developer shall use the deliverycedures.

ALC DEL.1.1C The delivery documentation shall dése all procedures that are
necessary to maintain security when distributingsiems of the
TOE to the consumer.

ALC DEL.1.1E The evaluator shall confirm that theormation provided meets all
requirements for content and presentation of eviden

8.3.4 Identification of Security Measures (ALC_DVS.1)
ALC DVS.1.1D The developer shall produce developinsecurity documentation.

ALC_DVS.1.1C The development security documentatshall describe all the
physical, procedural, personnel, and other secuni@asures that
are necessary to protect the confidentiality arteégmty of the
TOE design and implementation in its developmertrenment.

ALC DVS.1.1E The evaluator shall confirm that thiormation provided meets all
requirements for content and presentation of ewden
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ALC_DVS.1.2E

The evaluator shall confirm that tecurity measures are being
applied.

8.3.5 Life-cycle Definition (ALC_LCD.1)

ALC_LCD.1.1D

ALC_LCD.1.2D
ALC_LCD.1.1C

ALC_LCD.1.2C

ALC_LCD.1.1E

The developer shall establish a tfele model to be used in the
development and maintenance of the TOE.

The developer shall provide life-ogaefinition documentation.

The life-cycle definition documentati shall describe the model
used to develop and maintain the TOE.

The life-cycle model shall provider fthe necessary control over
the development and maintenance of the TOE. Evaluattion
elements:

The evaluator shall confirm that theormation provided meets all
requirements for content and presentation of ewden

8.3.6 Flaw reporting procedures (ALC_FLR.2)

ALC_FLR.2.1D

ALC_FLR.2.2D

ALC_FLR.2.3D

ALC_FLR.2.1C

ALC_FLR.2.2C

ALC_FLR.2.3C

ALC_FLR.2.4C

The developer shall document flaw eelmation procedures
addressed to TOE developers.

The developer shall establish a pdoce for accepting and acting
upon all reports of security flaws and requestsdarections to
those flaws.

The developer shall provide flaw rehation guidance addressed
to TOE users.

The flaw remediation procedures doentation shall describe the
procedures used to track all reported securitydlaweach release
of the TOE.

The flaw remediation procedures shedjuire that a description of
the nature and effect of each security flaw be iolexy, as well as
the status of finding a correction to that flaw.

The flaw remediation procedures sha&guire that corrective
actions be identified for each of the security aw

The flaw remediation procedures doentation shall describe the
methods used to provide flaw information, correwtioand
guidance on corrective actions to TOE users.
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ALC_FLR.2.5C

ALC_FLR.2.6C

ALC_FLR.2.7C

ALC_FLR.2.8C

ALC_FLR.2.1E

The flaw remediation procedures skalicribe a means by which
the developer receives from TOE users reports awggiiges of
suspected security flaws in the TOE.

The procedures for processing reposecurity flaws shall ensure
that any reported flaws are remediated and the datien
procedures issued to TOE users.

The procedures for processing replosecurity flaws shall provide
safeguards that any corrections to these secuatysfdo not
introduce any new flaws.

The flaw remediation guidance shabctibe a means by which
TOE users report to the developer any suspectadigetiaws in
the TOE.

The evaluator shall confirm that thioermation provided meets all
requirements for content and presentation of eviden

8.4  Security Target Evaluation

8.4.1 Conformance Claims (ASE_CCL.1)

ASE_CCL.1.1D
ASE_CCL.1.2D
ASE_CCL.1.1C

ASE_CCL.1.2C

ASE_CCL.1.3C

ASE_CCL.1.4C

ASE_CCL.1.5C

ASE_CCL.1.6C

The developer shall provide a confamoe claim.
The developer shall provide a confamoe claim rationale.

The conformance claim shall conta@®@Caconformance claim that
identifies the version of the CC to which the S8 ame TOE claim
conformance.

The CC conformance claim shall desctite conformance of the
ST to CC Part 2 as either CC Part 2 conformant ©r Rart 2
extended.

The CC conformance claim shall descthe conformance of the
ST to CC Part 3 as either CC Part 3 conformant ©r Rart 3
extended.

The CC conformance claim shall be ist&st with the extended
components definition.

The conformance claim shall ident&l PPs and security
requirement packages to which the ST claims cordoga.

The conformance claim shall descaibg conformance of the ST
to a package as either package-conformant or paekagmented.
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ASE_CCL.1.7C The conformance claim rationale sbalihonstrate that the TOE
type is consistent with the TOE type in the PPs ¥drich
conformance is being claimed.

ASE_CCL.1.8C The conformance claim rationale shddimonstrate that the
statement of the security problem definition is sietent with the
statement of the security problem definition in s for which
conformance is being claimed.

8.4.2 Extended Components Definition (ASE_ECD.1)
ASE_ECD.1.1D The developer shall provide a statgrmaEsecurity requirements.
ASE_ECD.1.2D The developer shall provide an ex@¢drcbmponents definition.

ASE_ECD.1.1C The statement of security requiresehtll identify all extended
security requirements.

ASE_ECD.1.2C The extended components definitionll stheafine an extended
component for each extended security requirement.

ASE_ECD.1.3C The extended components definitioall sescribe how each
extended component is related to the existing C@poments,
families, and classes.

ASE_ECD.1.4C The extended components definitioall siise the existing CC
components, families, classes, and methodology awdel for
presentation.

ASE_ECD.1.5C The extended components shall congfstmeasurable and
objective elements such that conformance or nomcorEnce to
these elements can be demonstrated.

ASE_ECD.1.1E The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of ewden

ASE_ECD.1.2E The evaluator shall confirm that x¢éeeded component can be
clearly expressed using existing components.

8.4.3 ST Introduction (ASE_INT.1)

ASE_INT.1.1D The developer shall provide an STaduction.

ASE_INT.1.1C The ST introduction shall contain &1 reference, a TOE
reference, a TOE overview and a TOE description.

ASE_INT.1.2C The ST reference shall uniquely idgrihe ST.

ASE_INT.1.3C The TOE reference shall identify T@E.

ASE_INT.1.4C The TOE overview shall summarize tisage and major security

features of the TOE.
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ASE_INT.1.5C
ASE_INT.1.6C

ASE_INT.1.7C
ASE_INT.1.8C
ASE_INT.1.1E

ASE_INT.1.2E

The TOE overview shall identify th®E type.

The TOE overview shall identify any nAdOE
hardware/software/firmware required by the TOE.

The TOE description shall descrike physical scope of the TOE.
The TOE description shall describelthgical scope of the TOE.

The evaluator shall confirm that thirmation provided meets all
requirements for content and presentation of eviden

The evaluator shall confirm that th®E reference, the TOE
overview, and the TOE description are consistetit @ach other.

8.4.4 Security Objectives (ASE_OBJ.2)

ASE_OBJ.2.1D
ASE_OBJ.2.2D
ASE_OBJ.2.1C

ASE_OBJ.2.2C

ASE_0BJ.2.3C

ASE_0BJ.2.4C

ASE_OBJ.2.5C

ASE_0OBJ.2.6C

ASE_OBJ.2.1E

The developer shall provide a stateémiesecurity objectives.
The developer shall provide secwuiijgctives rationale.

The statement of security objectisieall describe the security
objectives for the TOE and the security objectivies the
operational environment.

The security objectives rationaldl stece each security objective
for the TOE back to threats countered by that sigcobjective
and OSPs enforced by that security objective.

The security objectives rationaldl stece each security objective
for the operational environment back to threatsntered by that
security objective, OSPs enforced by that secuwfijective, and
assumptions upheld by that security objective.

The security objectives rationalelstexhonstrate that the security
objectives counter all threats.

The security objectives rationaldl slemonstrate that the security
objectives enforce all OSPs.

The security objectives rationaldl sleanonstrate that the security
objectives for the operational environment uphdldssumptions.

The evaluator shall confirm thatitfiermation provided meets all
requirements for content and presentation of eviden

8.4.5 Security Requirements (ASE_REQ.2)

ASE_REQ.2.1D

ASE_REQ.2.2D

The developer shall provide a statémkesecurity requirements.

The developer shall provide a secuejuirement’s rationale.
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ASE_REQ.2.1C

ASE_REQ.2.2C

ASE_REQ.2.3C

ASE_REQ.2.4C

ASE_REQ.2.5C

ASE_REQ.2.6C

ASE_REQ.2.7C

ASE_REQ.2.8C

ASE_REQ.2.9C

ASE_REQ.2.1E

The statement of security requiremeinall describe the SFRs and
the SARs.

All subjects, objects, operationscusgy attributes, external
entities and other terms that are used in the SifRsthe SARs
shall be defined.

The statement of security requiremehall identify all operations
on the security requirements.

All operations shall be performedecity.

Each dependency of the security reopgints shall either be
satisfied, or the security requirements rationdiallsjustify the
dependency not being satisfied.

The security requirements rationhhkdl drace each SFR back to
the security objectives for the TOE.

The security requirements rationalall stemonstrate that the
SFRs meet all security objectives for the TOE.

The security requirements rationakdl stkxplain why the SARs
were chosen.

The statement of security requiremesitall be
consistent.

internally

The evaluator shall confirm thatitfiermation provided meets all
requirements for content and presentation of ewden

8.4.6 Security Problem Definition (ASE_SPD.1)

ASE_SPD.1.1D
ASE_SPD.1.1C
ASE_SPD.1.2C

ASE_SPD.1.3C
ASE_SPD.1.4C

ASE_SPD.1.1E

The developer shall provide a secpritblem definition.
The security problem definition sdakcribe the threats.

All threats shall be described im&gepf a threat agent, an asset,
and an adverse action.

The security problem definition skhakcribe the OSPs.

The security problem definition shaiscribe the assumptions
about the operational environment of the TOE.

The evaluator shall confirm thatitifiermation provided meets all
requirements for content and presentation of ewden

8.4.7 TOE Summary Specification (ASE_TSS.1)

ASE_TSS.1.1D

The developer shall provide a TOEmsarg specification.
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ASE_TSS.1.1C The TOE summary specification shalcdee how the TOE
meets each SFR.

ASE_TSS.1.1E The evaluator shall confirm thatitifiermation provided meets all
requirements for content and presentation of ewden

ASE_TSS.1.2E The evaluator shall confirm thatTd& summary specification is
consistent with the TOE overview and the TOE desiom.

8.5 Tests
8.5.1 Analysis of Coverage (ATE_COV.2)
ATE_COV.2.1D The developer shall provide an analg$ the test coverage.

ATE_COV.2.1C The analysis of the test coverage Il sltemonstrate the
correspondence between the tests in the test dotato: and the
TSFls in the functional specification.

ATE_COV.2.2C The analysis of the test coveragdl sleanonstrate that all TSFIs
in the functional specification have been tested.

ATE_COV.2.1E The evaluator shall confirm that thi®rmation provided meets all
requirements for content and presentation of ewden

8.5.2 Basic Design (ATE_DPT.1)
ATE_DPT.1.1D The developer shall provide the asiglpf the depth of testing.

ATE_DPT.1.1C The analysis of the depth of testisigall demonstrate the
correspondence between the tests in the test dotato: and the
TSF subsystems in the TOE design.

ATE_DPT.1.2C The analysis of the depth of tesshgll demonstrate that all TSF
subsystems in the TOE design have been tested.

ATE_DPT.1.1E The evaluator shall confirm that iffermation provided meets all
requirements for content and presentation of ewden

8.5.3 Functional Tests (ATE_FUN.1)
ATE_FUN.1.1D The developer shall test the TSF @mcliment the results.
ATE_FUN.1.2D The developer shall provide test doentation

ATE_FUN.1.1C The test documentation shall conefstest plans, expected test
results and actual test results.

ATE_FUN.1.2C The test plans shall identify thetiges be performed and describe
the scenarios for performing each test. These sosnahall
include any ordering dependencies on the resulighaf tests.
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ATE_FUN.1.3C

ATE_FUN.1.4C

ATE_FUN.1.1E

The expected test results shall sttmanticipated outputs from a
successful execution of the tests.

The actual test results shall be istexst with the expected test
results.

The evaluator shall confirm that theormation provided meets all
requirements for content and presentation of ewden

8.5.4 Independent Testing (ATE_IND.2)

ATE_IND.2.1D
ATE_IND.2.1C
ATE_IND.2.2C

ATE_IND.2.1E

ATE_IND.2.2E

ATE_IND.2.3E

The developer shall provide the TQIE testing.
The TOE shall be suitable for testing

The developer shall provide an eqgl@mtset of resources to those
that were used in the developer's functional tgstirthe TSF.

The evaluator shall confirm that theormation provided meets all
requirements for content and presentation of eviden

The evaluator shall execute a sampfetests in the test
documentation to verify the developer test results.

The evaluator shall test a subseéhefTSF to confirm that the TSF
operates as specified.

8.6  Vulnerability Assessment
8.6.1 Vulnerability Analysis (AVA_VAN.2)

AVA_VAN.2.1D
AVA_VAN.2.1C
AVA_VAN.2.1E

AVA_VAN.2.2E

AVA_VAN.2.3E

AVA_VAN.2.4E

The developer shall provide the TOd festing.
The TOE shall be suitable for testing

The evaluator shall confirm that thidormation provided meets all
requirements for content and presentation of eviden

The evaluator shall perform a seaafhpublic domain sources to
identify potential vulnerabilities in the TOE.

The evaluator shall perform an indagent vulnerability analysis
of the TOE using the guidance documentation, foneti

specification, TOE design and security architecmscription to
identify potential vulnerabilities in the TOE.

The evaluator shall conduct penetratitesting, based on the
identified potential vulnerabilities, to determitieat the TOE is
resistant to attacks performed by an attacker jgessg Basic
attack potential.
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9 TOE Summary Specification
9.1 TOE Security Functions

The following sections identify the security furmts of the TOE. They include Security
Audit, Identification and Authentication, Securityanagement, Protection of the TSF,
Intrusion Detection System, and Encrypted Commuiuica.

9.1.1 Security Audit

The TOE creates audit events, or syslogs for dlbas taken within QRadar. These
events are stored in the TOE'’s internal databasecan be viewed by users with the
System Administrator privilege. The syslog auditards are sent via loopback between
components within the TOE’s QRadar Console. Althotlgs information never leaves
the machine on which the QRadar Console is instalthere is a reliance on the
operational environment's OS and machine to ast#ist TOE in protecting the
confidentiality and integrity of the transmittedskyg audit messages.

Additionally, the TOE also writes audit recordsApache event log files located on the

local Operating System. These audit records algaine the operational environment’s

OS to protect this data. The local audit data cabeoaccessed via the TOE once it is
written to the Apache event log files and requisal access to the OS to read these
files.

The following sections describe the audit eventsnare detail.

9.1.1.1 Audited Events and Storage

The TOE logs all QRadar actions, with the followipgrameters: Date and time, Host
name, User and IP address, Thread ID, Categoryc&egory, Action, and Payload. The
TOE provides reliable timestamps to be used inTIO&’'s audit events. The complete
list of audited events can be found in the tabllewe The audit events created from
these events are stored to the TOE’s internal datab

Category Action Test Case
ID
User Authentication Log in to QRadar gr-3721,
qr-3722,
gr-3742

Log out of QRadar

Administrator Authentication Log in to the QRadadrAinistration Console qr-3722,

gr-3724
Log out of the QRadar Administration Consdgle
System Management Shutdown a system gr-3927
Restart a system qr-3926

Session Authentication Create a new administrat@ssion
Terminate an administration session
Deny an invalid authentication session
Expire a session authentication
Create an authentication session
Terminate an authentication session
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Rules Add a rule qr-3968
Delete a rule gr-3971
Edit a rule gr-3970
User Accounts Add an account qr-275(
Edit an account qr-3797
Delete an account qr-3796
User Roles Add a role qr-2750
Edit a role gr-3791
Delete a role qr-3796
Log Sources Add a log source qr-3785%
Edit a log source qr3789
Delete a log source qr-3788
Disable a log source qr-3848
Enable a log source
Add a log source to a group qr-2845
Delete a log source from a group qr-2844
Edit the DSM parsing order qr-3873
Log Source Extension Add a log source extension 3957
Edit the log source extension qr-3964
Delete a log source extension gr-3965
Copy a log source extension qr-396(
Upload a log source extension successfully qr-3957
Upload an invalid log source extension qr-396[L
Download a log source extension qr-3958
Report a log source extension qr-3962
Modify a log source’s association to a dev|ce qr-3967
or device type
Flow Sources Add a flow source qr-3972
Edit a flow source qr-3974
Delete a flow source qr-3975
Disable a flow source qr-3973
Enable a flow source
Offenses Hide an offense qr-3922
Close an offense qr-3923
Close all offenses qr-3924
Syslog Forwarding Add a syslog forwarding gr-3978
Delete a syslog forwarding qr-3980
Edit a syslog forwarding qr-3979
Reports Add a template qr-3928
Delete a template gr-3955
Edit a template qr-3950
Execute a template qr-3929
Delete a report gr-3956
Download (view) a report qr-2954
Groups Add a log source group qr-2841
Delete a log source group qr-2842
Edit a log source group qr-3790
VIS Discover a new host qr-3977
Discover a new operating system
Discover a new port
Discover a new vulnerability
Scanner Add a scanner qr-3916
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Delete a scanner qr-3921
Edit a scanner qr-3917
Scanner Schedule Add a schedule gr-3918
Edit a schedule gr-3919
Delete a schedule qr-3920
SIM Clean a SIM model qr-3976
Asset Delete all assets qr-3887
Database Properties Add a custom event property 3888
Edit a custom event property qr-3907
Delete a custom property qr-3908
Database Property Extensions Add a custom evepepgoexpression gr-3888
Edit a custom event property expression qr-3907
Delete a custom event property expression qr-3908
Installation Install a .rpm package, such as a Dfpillate qr-2813

Table 9-1: Logged Actions

All of the audited events listed in Table 9-1 aotians that users take upon the TOE.
These events are recorded as audit data and aeel $toa location separate from where
IDS event logs are stored.

Audit logs are in a plain text format and are coagged in an archive once the audit log
file size exceeds 200 MB. The default/current alwiyf file name is “audit.log.” The
archive naming scheme names audit log files asit#gl#.9z,” where # is a number
that starts at 1 and is incremented for each dadiffile that is archived. Compressed
files are kept for 50 weeks before being deletedhelivan audit is compressed a new
“audit.log” file is created, which is also archivedce it exceeds 200 MB in size. When a
log is compressed, audit.log.n.gz becomes audiidggz. For instance, audit.log.1.gz
becomes audit.log.2.gz. Audit.log becomes auditllgg and a new audit.log file is
created. The audit log storage is located on aragppartition from the IDS storage. This
partition is passively monitored by default but che configured to be actively
monitored. Passive monitoring means that if theitoar is full QRadar will continue to
function. Audit logs will not be generated but duslrents will continue to be generated.
There is a total of 2 TB available for storage. afiflthe audit log trail becomes full,
manual intervention is required and the TOE seirds d warning and then an alarm to
the configured user via email. If actively monitdyrerather than passively, QRadar
processes are shutdown to prevent corruption wiemaximum threshold is reached or
exceeded.

9.1.1.2 Audit Review

Only users with the System Administrator privileaye able to view audit events from the
QRadar Console User Interface. All other userslareed access to the audit events. No
users on the TOE are authorized to delete audiitev8ince the user and IP address that
edits any aspect of QRadar or its audit eventsemrded for each modification,
modifications are also easily detected. Once thdit &torage becomes full, the TOE
ensures that the most recent events are maintaiAedit event retention is determined
by the retention period set for the internal ewatabase, which is defaulted to 30 days,
but is configurable by the administrator. Only w@sevith root access to the TOE
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appliance can locally access the logs; howeves, ighinot supported in the evaluated
configuration.

The set of audited events cannot be selected; twegythat is audited is audited all the
time. Auditable event data is generated and storethe QRadar Console, where it can
be viewed in a report format. The QRadar Consote lma accessed through Internet
Explorer 7.0 or higher or Mozilla Firefox 3.6 orghier browsers. When viewing audit
events, the System Administrator is able to sod tlata based on the following
parameters: ascending or descending for dateisued $ubject identity (in this case user
and IP address), type of event (in this case cayegiod sub-category), and success or
failure verdict. Additionally, the audit events da@a displayed based on an inputted event
type, as well as the following normalized evenid$e

Source or Destination IP Category Destination Absehe
Destination IP Destination Port Log Source

Log Source Group Source Asset Name Source IP

Event Name Associated With Offense Credibility

Custom Rule Custom Rule Partial Matched DestinadiiéyC
Destination Network Destination Network Group Duplie

Direction Duration End Time

End Date Event Count Event Processor
Event Is Unparsed Geographic Country GeographiddReg
High Level Category IPv6 Destination IPv6 Source

Is CRE Event Identity Username Identity IP

Identity MAC Identity Hosthame Identity Net Bios ha
Identity Group Name Identity Extended Field Hasntity

Log Source Time Log Source Date Log Source Type
Magnitude Payload Post NAT Destination IP
Post NAT Destination Port Post NAT Source IP Po&TNsource Port
Pre NAT Destination IP Pre NAT Destination Port R&T Source IP
Pre NAT Source Port Protocol Relevance

Remote Network Remote Network Group Remote Service
Remote Service Group Severity Source MAC
Source Network Source Network Group Source Port
Source or Destination Network Source or DestinaHort Start Time

Start Date Username Any user-defined field

Table 9-2: Normalized Event Fields

Audit logs are displayed in the following formatdate time> <host ip> <user>@<IP
address> (thread ID) [<category>] [<sub-categoryp<action>] <payload>. The
maximum audit log size is 1024 characters.

9.1.2 Identification and Authentication

The TOE uses OpenSSH to authenticate to and s#ésuwremmunication with Q1 Labs
for patch and/or IDS definition updates used byTkeE=. The Q1 Labs server to QRadar
connection involves the authorization of a manifidst that resides on the Q1 Labs
server. The QRadar appliance verifies the integritthis manifest file, and will disallow
any update information from a server that fails ttiheck. All patch update information
must be manually applied by an Administrator witthie evaluated configuration..
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The TOE requires that all users of the TOE be ifledtand authenticated before access
is granted to the TOE and its resources. Authamndicanust first be configured by an
administrator, and no actions are allowed on th& Pp@or to a user being identified and
authenticated. When five unsuccessful authenticattempts have been reached within
a 10 minute timeframe, the host from where thengitewas made is locked out for 30
minutes. The number of unsuccessful attempts (ttedd, the time period in which the
attempts occur (default 10 minutes) and the amofitine the user is locked out (default
30 minutes) are all configurable by the Adminisirat

All users enter a valid username and password guatibn via a web browser in order to
access the TOE via the QRadar Consdlee TOE ensures that certain security attributes
are maintained for all users — which aid in thecpss of proper identification and
privilege assignment. Security attributes maintdife@ end users include the following:
username, authentication data, CIDR address randg&ces, device groups, and
assigned privileges. The TOE also maintains thdéowahg security attributes for
administrators: username, authentication data, assigned role. TOE users are not
related to users of the underlying operating systérie TOE installation. In addition,
TOE users are not related to users of any othesy§fem or enterprise structure within
the evaluated configuration.

Once the TOE verifies a user's authentication dtta, user is authorized to perform
functions on the TOE based on his or her assignedigges. These privileges are
granted by an administrator with the Administrattanager extended privilege. Refer to
tables 7-6, 7-7, and 7-8 for TOE operations thaqtiire special privileges.

When the TOE is freshly installed, it contains &d# account of the role Administrator.
This default account can be modified from its aradiconfiguration, making it exactly
the same as any other user account on the TOE. ddfeult Administrator account
contains the privileges to configure additionalesoland users, and therefore has the
capability to set up TOE users as per the requinésreet by this document.

9.1.3 Security Management

The TOE maintains three roles — Administrators t&wsAdministrators, and End Users.
An administrator role must first be created by piienary Administrator before any user
account can be created. Once user accounts ated;reach account must be associated
with a role. Permissions, or privileges, are assigto the following roles maintained by
the TOE: Administrators, System Administrators, dadd Users. These privileges
determine what a user can do on the TOE basedsworhiner role. An end user is
someone who belongs to a non-administrative rdlee privileges assigned to this role
are defined by the Administrator. An End User with privileges can perform the
following functions on the TOE: query a pre-detineashboard (see Section 9.1.3.3),
guery IDS event data, and modify his or her owrspasd. An Administrator role has
all of the Admin extended privileges enabled fos hor her account. System
Administrators can only configure System data @tiden standards/protocols and basic
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QRadar functionality. However, System Administratcannot edit Administrator user
accounts, and can change their own password. Seke ™3 and 9-4 for more

information on roles and privileges.

Manage Role Permissions

Role Mame
Selectthe permissions to he associated with this role.

] Admin [] offenses
O Administratar Manager ] customized Rule Creation
] System Administrator ] Assign Offenses to Users
[] Remote Metworks and Services Canfiguration

[ Log Activity [ Assets
] customized Rule Creation ] remove vulnerakilities
] user Defined Event Properties [ server Discovery
il Manage Time Series [ wiew va Data

[ Perform va Scans

[1 Resolution [ ] Network Activity
[ view Flow Content
] Manaoge Time Series
[ customized Rule Creation
L] User Defined Flow Properties

] reports ] 1P Right Click Menu Extensions

[ maintain Templates
[ mistribute Reparts wia Email

[ Cancel ] [ Pt ]

Figure 2 — QRadar Role Permissions Dialog

Roles are custom named templates that include ampar of system privileges, shown
in Figure 2. For example, a user can be assigriedgActivity Supervisor” role, where
the Log Activity privilege is checked. Thereforeyanumber of user roles can be granted

access to audit events.

Table 9-3 below details the extended privileges @ina linked to each of the privileges:
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Privilege Extended Privilege Description
Within the administrator role, users can be gramtéditional access to the
following:

» Administrator Manager - Allows users the ability ¢oeate and
edit other administrative user accounts. If thisath box is
selected, the System Administrator check box israatically
selected.

Admin o

e System Administrator - Allows users access to abaa of
QRadar except Remote Networks and Remote Seryices
Configuration.. Users with this access are not abledit other
Administrator user accounts.

 Remote Networks and Services Configuration - Allavggers the
ability to create, edit, or delete Remote Netwaaksl/or Remote
Service..

Within the Offenses interface functionality, useas be granted additional
access to the following:
Offenses » Customized Rule Creation - Allows users to creattam rules.

» Assign Offenses to Users - Allows users to assiffanees to
other users.

Within the Log Activity role, users can be gransadtlitional access to the
following:

» Customized Rule Creation - Allows users to createsrusing the

Log Activity Events interface.

» User Defined Event Properties - Allows users thiéitplto create
user-defined event properties.

* Manage Time Series

Within the Asset Management functionality, usersn che granted
additional access to the following:

* Remote Vulnerabilities

e Server Discovery - Allows users the ability to diger servers.

Assets

* View VA Data - Allows users access to vulnerabilitygsessment
data.

 Perform VA Scans - Allows users to perform vulndigb
assessment scans.
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¢

Grants users’ access to Network Activity functigtyal Within the
Network Activity functionality, additional accessart be granted to th
following:
*+ View Flow Content - Grants users’ access to dateessed
. through the View Flow function.
Network Activity
* Manage Time Series
» Customized Rule Creation - Allows users to createsrusing the
Network Activity interface.
» User Defined Flow Properties
Select the check box to grant this user accessefmi®ng functionality.
Within the Reporting functionality, users can barged additional acces
to the following:
Reports * Maintain Templates - Allows users to maintain rejoor
templates.
» Distribute Reports via Email - Allows users to distite reports
through e-mail.
IP Right Click -
Menu Extensions No extended privileges.

Table 9-3: Privileges with Associated Extended Prileges

The following table shows the privileges associat@ti each role.

User

Privileges

Authorized System Administrator

e Configure System data collectig
standards/protocols

» Configure basic QRadar functionality

* Change own password

» Edit non-administrator user accounts

Note: System Administrator extended privilege g
all end user privileges.

ves

Authorized Administrator

Admin privilege, any subsé the admin extende
privileges:  Administrator Manager, Syste
Administrator, Views Administrator

End User

Any subset of the following privileges: Offense
Log Activity, Assets, Resolution, Network Activity
and Reports privileges and all related exten

privileges

Table 9-4: Defined User types and required/allowegrivileges
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Other privileges that are available for assignntentisers are Offenses, Offenses with
Customized Rule Creation, Reports, Log Activity,gLActivity with Customized Rule
Creation, Network Activity, Network Activity with Gstomized Rule Creation, and other
custom privileges defined by an administrator.

Administrators also have the ability to occupy mgranular roles such as: Administrator
Manager, Remote Networks and Services Configurato System Administrator. In
essence, there can be any number of Administraiatts varying capabilities (i.e.
according to the privileges that have been assigogtiem). Administrators who have
the necessary privileges assigned have the alditperform management functions.
Among the management functions that can be periamne:

* Manage users

* Manage network settings

* Manage QRadar settings

* Manage authorized services

* Manage deployment views

* Manage flow sources

» Configure sentries

» Configure views

» Configure syslog forwarding

* Managing vulnerability scanners
» Configure the Resolution module
* Manage log sources

» Perform IDS definition updates by utilizing Q1 upelaervers

Note: QRadar also allows authorized users thetphbiti perform patch updates by
utilizing the Q1 update servers. These patch ugdate completely separate from
signature updates. In the evaluated configuratdinpatch update information must be
manually applied by an Administrator.

Listed below are the abilities specific users carfggm along with the necessary
privileges:

Operations Selection and TSF Data Assignment Privilege Assignment
Assignment
Query Pre-defined Dashboard Report Users
View Audit Events Users with Sys_tem Administratar
privileges
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Query, Modify, Delete, Create Reporting m(;z:;ace to System Users with Reports privileges
Configuration for rules applied to
the System data from which Users with Log Activity,
Query, Modify, Delete, Create Alerts (IDS_RCT.1) are Offenses or Network Activity
generated, includes email with Customized Rule Creation
notification and logging. privileges
Query System data (Flow data)
Query Events Users Wl_th_ Log Activity
privileges

Table 9-5: User Privilege Assignments

Users with no privileges assigned only have thditabio change their password.
Administrators granted the Administrator Managenyantilege can create, modify, and
delete any and all passwords.

Administrators are also able to manage System datgained in the specified CIDR

ranges for each user. CIDR, or Classless Inter-DofRauting, is an addressing scheme
for the internet that allocates internet addressesl in inter-domain routing. By using

CIDR, a single IP address can be used to designatey unique IP addresses. CIDR
address ranges, devices, and device groups aretasidermine which devices a user
can perform management functions against.

9.1.3.1 Rules

Rules match events or offenses by performing @&seaf tests. If all the conditions of a
test are true, the rule generates a response. thenigog Activity, Offenses or Network
Activity interfaces, administrators can configuoées or building blocks. Building blocks
are rules without a response. Possible responsesie include:

* Create an offense

* Generate a response to an external system (sysByMP trap)
* Send an e-malil

* Generate system notifications using the Dashboard

The tests in each rule can also reference othédibgiblocks and rules. Rules do not

need to be created in any specific order sincesylséeem checks for dependencies each
time a new rule is added, edited, or deleted.rlila that is referenced by another rule is
deleted or disabled, a warning appears and actiontitaken. Each rule may contain the
following components:

* Functions - With functions, administrators can begding blocks and other rules
to create a multi-event or multi-offense functigkdministrators can also OR
rules together, using them when the Administraémssan event match any of the
following rules function.

* Building blocks - A building block is a rule withba response and is used as a
common variable in multiple rules or to build coemplrules or logic that
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administrators want to use in other rules. A grotifests can be saved as building
blocks for use with other functions. Building blecallow administrators to re-use
specific rule tests in other rules. For exampleyiding block that includes the IP
addresses of all mail servers in the network carsdneed and then use that
building block to exclude those hosts from anothde. The building block
defaults are provided as guidelines, which sho@ddviewed and edited based
on the needs of the network.

Tests - Property of an event or an offense, su@hsamirce IP address, severity of
event, or rate analysis. A user with non-admiatste access can create rules for
areas of the network that they have access. Usest have the appropriate
permission access to manage rules.

The following rule types can be configured:

Event Rule - An event rule performs tests on evasatthey are processed in real-
time by the Event Processor. Administrators camteran event rule to detect a
single event (within certain properties) or eveatjiences. For example, if an
administrator wants to monitor the network for ilaogin attempts, access
multiple hosts, or a reconnaissance event follolyedn exploit, the administrator
can create an event rule. It is common for eveldsrto create offenses as a
response.

Flow Rule - A flow rule performs tests on flowstasy are processed in real-time
by the QFlow Collector. Administrators can creatiosv rule to detect a single
flow (within certain properties) or flow sequencéss common for flow rules to
create offenses as a response.

Events and Flow Rule - A common rule performs tests$ields that are common
to both event and flow records. For example, aniadtnator can create a
common rule to detect events and flows that hawpexific source IP. It is
common for common rules to create offenses asppnss.

Offense Rule - An offense rule processes offenagswhen changes are made to
the offense, such as, when new events are addé#aeosystem scheduled the
offense for reassessment.

9.1.3.2 QRadar Console User Interface

The QRadar Console User Interface serves as thmapyi interface where both

administrators and users can modify, query, dekate, create information (so long as
they have the requisite privileges assigned to jhémaddition, this interface allows

System Administrators to configure the System daatiéection, analysis, and reaction.
The QRadar Console User Interface provides rea-tiraws, reports, alerts, and in-depth
investigation of flows for network traffic and seity threats. The QRadar Console is
accessed through a web browser, i.e. Internet Esplb0 or higher and Mozilla Firefox

3.6 or higher.
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The QRadar Console utilizes pre-analyzed data ey its internal engine to populate
the user interface. The QRadar Console User Imterézreen includes the Dashboard
view, the Offences view, the Log Activity view, tiAessets view, the Network Activity
view, the Reports view, and the Admin view.

The Dashboard is a customizable view that appearsediately upon user

authentication. It allows the user to monitor therall network behavior, security

and vulnerability posture, top targeted assets,atitgockers, and worst and most
recent security Offences from one window.

The Offences interface provides a prioritized b$toffenses based on all log,
flow, and vulnerability data analyzed. From the feDes interface,
administrators can investigate an offense to detexrthe root cause of an issue.
This tab also displays the alerts when they ardewio the QRadar Console.

The Log Activity interface allows users to view avéogs being sent to QRadar
in real-time or through searches. This interfac@sed for performing in-depth
investigations on IDS event data and for identiyii@lse positive and tuning
QRadar.

The Assets interface is used by QRadar to autoaligtidiscover assets (servers
and hosts) operating on the network. This is basedbassive System data
(specifically flow data and vulnerability data), wwh allows QRadar to build an
asset profile. Asset profiles display the servio@sning on each asset. This
profile data is used for correlation purposes tp neduce false positives.

The Network Activity interface allows users to mtniand investigate System
data (specifically flow data) in real-time, or pmrh advanced searches. A flow
IS a communication session between two hosts. MgWow information allows
a user to determine how the traffic is communicatetat is communicated, and
includes such details as when, who, how much, patso ASN values, Ifindex
values, or priorities.

The Reports interface allows users to create,ibig, and manage reports for
any data within QRadar. This view allows userscteate customized reports
where information can be combined into a singlerepThe pre-installed report
templates that are included with QRadar can alsasbkd.

The Admin interface can only be accessed by adtmatiss. The Admin
interface is used by administrators to do the foiha:

o System Configuration Allows administrators to configure system wide
QRadar settings including, users, thresholds, systettings, network
hierarchy, authentication, sentries, backup andvery, Console settings,
or automatic IDS definition updates.

o Data Sources Allows administrators to configure log sourcegsleg
forwarding, flow sources, and scanners.
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o0 Remote Networks and Services ConfiguratioAdllows administrators to
create remote networks and remote services foriruskee custom rules
engine and in flow and event searches. Remote mletaond service
groups enable the administrator to represent trafftivity on the network
for a specific profile.

0 Deployment editor- Allows administrators to manage the individual
subsystems of the QRadar deployment. The Deplolyiditor is used to
create the deployment, assign connections, andgtwafeach subsystem.
The Deployment Editor provides the following vieafsa deployment:

= System View - Allows administrators to assign seftsv
components, such as a QFlow Collector, to systemsng&ged
hosts) in a deployment. The System View includésnanaged
hosts in a deployment.

= Event View — Allows administrators to create a view the SIM
components including QFlow Collectors, Event Preoes Event
Collectors, and Magistrate components.

The Dashboard is the default view when logging @®adar. The Dashboard provides a
workspace environment that supports multiple daahdsoon which users can display
views of network security, activity, or data thaR&¥ar collects according to the user’'s
responsibility. The Dashboard interface providefaudé dashboards focused on security,
network activity, application activity, and compi@e. Users can create custom
dashboards that are relevant to their responasilit
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Figure 3 — Dashboard View

As illustrated in Figure 3, the Dashboard providssrs with a graphical representation of
offense metrics as well as log and network actiinfprmation. The table below details
each Dashboard item as well as the Privileges sacg#o view those items:
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Dashboard Item Required Privilege
Offenses Offenses *  Most Severe Offenses Offenses
* Most Recent Offenses
* My Offenses
* New Offenses Over Time

Attackers and «  Top Attackers Offenses
Targets + Top Local Targets
Categories Top Category Types

Events Event Searches Events

* List of searches if
available for viewing
on the Dashboard
Events Over Time Events

Events by Severity

Top Log Sources

Resolution Recently Deployed Actions Resolution

Reports | Most Recent Reports Reports

Enterprise Security State Administrator

Enterprise Vulnerability State

System Summary Administrator and
System
Administrator

System Notifications Configured user

Table 9-6: Dashboard Options and Necessary Privileg
9.1.3.3 Managing Users

Administrators have the ability to manage users #edr accounts. Multiple accounts
with administrative privileges can be created for sgstem. Only the primary

administrative account can create accounts that hdwministrative privileges. Any type

of user account can be added or removed for anyithal that requires access to the
TOE. Each user must first be associated with a, neleich aids in determining the

privileges that user can operate under. Administsatlso have the ability to restrict or
allow access to specific areas of the network.

As shown in Table 7-8users with the administrative privilege (includitite default
administrative role), can view existing user roleate a role, edit a role, and delete a
role through the QRadar Console User Interface.

Administrators can specify which network objectsythvant to assign users. This affects
the events that appear in the Log Activity inteefat Dashboard. The options include:
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* Network only — A user must have access to either gburce network or the
destination network of the event to have the ewspgear in the Log Activity
interface.

» Devices only — A user must have access to eitreedévice or device group that
created the event to have the event appear indbgeALtivity interface.

* Networks and Devices — A user must have accessotio the source or the
destination network and the device or device giroupave an event appear in the
Log Activity interface.

* All — All events appear in the Events interfacenyAuser with Log Activity role
permissions is able to view all events allowedh®yrole, a non-administrator role
is configured so that audit events cannot be vieledon-admin users.

9.1.3.4 System Management

The TOE uses a network hierarchy to understand arktwaffic and provide the ability
to view network activity for an entire deploymeWhen developing a network hierarchy,
the most effective method for viewing network aityivshould be considered. It is
important to note that when configuring the TOE,a@& currently only supports IPv4
networks. QRadar cannot build out network objeetseldl on IPv6 addressing. However,
QRadar can still monitor, report, and correlate6lRlata. A network can be based on
many different variables, including geographicabasiness units.

Multiple Classless Inter-Domain Routings (CIDRs)smbnets can be combined into a
single network/group to conserve disk space.

The TOE maintains a list of acceptable CIDR valt@snetwork objects. This list is
shown below:

Table 4-2 Accepted CIDR Values

CIDR HNumber of

Length Mask Hetworks Hosts

M 128.0.0.0 128 A 2,147 483 392
2 192.0.0.0 B4 A 1,073,741,698
3 224.0.00 32 A 536,870 848
4 240.0.0.0 16 A 265 435424
3 245.0.0.0 8 A 134 217712
16 252.0.00 44 67,108,856

7 254.0.00 2A 33,554 428

8 255.0.00 1A 16,777,214

9 255.128.00 128 B 8,388,352
i} 25519200 64 B 4 194 176

M1 255.224.00 32B 2,097,088

M2 255.240.0.0 16 B 1,048 544

M3 25524800 BB 524 272

14 255.252.00 4B 262,136

M5 255.254.0.0 2B 131,068

M6 25525500 1B 65,534
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Table 4-2 Accepted CIDR Values (continued)

CIDR Humber of

Length Mask Metworks Hosts
M7 2552551280 128 C 32,512
18 255.255.192.0 64 C 16,256
19 2552552240 32C 8,128
120 2552552400 16 C 4 DE4
121 2552552480 8C 2,032
122 255.255.2520 4C 1,016
123 2552552540 2C 508
124 2552552550 1C 254
125 255.255.255.128 2 subnets 124
126 255.255.255.192 4 subnets G2

127 255255255224 § subnets 30

128 255255255240 16 subnets 14

129 255.255.255.248 32 subnets G

130 255.255.255.252 64 subnets 2

31 255255255254 none none
132 255255255255 11256 C 1

Figure 4 — Accepted CIDR Values

9.1.4 Encrypted Communications

Remote users establish a session with the TOE asimgh-based GUI that is secured via
OpenSSL 0.9.8e. The SSL protocols used in the ateduconfiguration are SSLv3 and
TLSv1l. This secured path is used for initial usethantication, as well as, TOE
management and operations by Administrators, Sygtdministrators, and End Users.
This path ensures that all transferred TOE datarigdected from modification and
disclosure. The TOE uses 256-bit keys for encrypéiod decryption using the algorithm
of AES in CBC mode in support of OpenSSL 0.9.8e dommunication with remote
users and for OpenSSH 4.3p2 between TOE subsystBmes.SSH protocol used is
protocol 2. This configuration is captured in RF&D3. Additionally, the TOE generates
1024-bit RSA keys for key management in supportOpenSSH and OpenSSL as
supported by RFC 4432. All keys are destroyed lyowerwrite method when new keys
are generated, and this is taken care of by th@dmoand/or Operating System.

9.1.5 Protection of the TSF

OpenSSH 0.9.8b is used by the TOE to protect ttegiitty and confidentiality of all TSF
data during transmission between TOE subsystenstei®ydata are made available from
one TOE subsystem to another (i.e. a trusted rerflotproduct) immediately upon
completion of a scanning session, given the foltmwi reporting data files are in use
during an active scanning session, scanner regodata is in a flat file format, and
availability to another TOE subsystem is predicatggbn the correct file locking
functionality.
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The only method for users or administrators to s€agher subsystems associated with
the TOE is through the QRadar Console; this aceethod cannot be circumvented. The
TOE has the ability to detect any modificationst thaauthorized users have made or
attempt to make to data in transmission via sebashing that uses HMAC-MDS5. If the
hash sent from one TOE subsystem does not matchaste computed by the receiving
TOE subsystem, the TOE will drop the packet andestithe packet to be retransmitted.
When this occurs, a custom rule will detect the imumication failure or an
Administrator documents the data for the purposauaiiting or compliance.

9.1.6 Intrusion Detection System

The TOE is an Intrusion Detection System which ésigned to detect any unwanted
attempts at accessing, manipulating, and disablasgociated networks. More

specifically, QRadar collects a multitude of inf@tion for targeted IT System resources,
such as:

e Start-up and Shutdown

» Identification and authentication events
» Data accesses

* Service requests

* Network Traffic

» Security Configuration Changes

» Data Introduction

» Detected malicious code

» Access control configuration

» Service Configuration

» Authentication Configuration

» Accountability policy configuration

» Detected known vulnerabilities

» System data (See Table 7-3 for further details)

At a minimum, the TOE records the following infortiaa for each event: date and time
of the event, event type, subject identity, and shecess or failure of the event. The
information that is collected from targeted IT $ystResources is distributed to groups —
which are defined by an Administrator. For moreomiation on the information that is
collected, please refer to Table 7-4.
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9.1.6.1 Data Collection and Processing

The Event Processor is responsible for the collacéind consolidation of System data
passed from the QFlow Collector. This subsystem ties ability to log valid
communications from the attacking or infected rg)stThis data is stored in the flow
logs. The Event Processor is responsible for tmeoval of all duplicate flows and
creates an aggregation of flows.

The Event Processor processes events collectedtifreavent Collector. Once received,
the Event Processor correlates the informatione TOE performs tests on the events to
determine factors such as vulnerability data, @abee of the targets, importance, or
credibility of the events. The results of the tegipear as annotations in the Offenses and
Events interfaces. Also, custom rules are appbealdditional events for specific incident
recognition. Once complete, the Event Processoestine event in its database and, in
some circumstances, performs real-time flow ansalysi determine the appropriate
routing of the event. For example, once the E¥Rntessor receives an event, the TOE
determines how to apply tests to the event. Oneetgbts are completed, the event is
passed through the TOE’s internal engine to deteerttie custom rules that apply to the
event. The event is then passed through the TOEEsnal database for storage and other
internal modules to determine if real-time flow Bsé should be performed and if the
event should automatically generate a new offendgeocome part of an existing offense.
If this is the case, the event is sent to the Megjis inside the QRadar Console.

9.1.6.2 Analysis

In addition to collecting System data, the TOEapable of analyzing this data. This is
performed by the following TOE subsystems whichtaonanalyzer modules: Managed
Host — Events and Managed Host — Flows. The ddkacted is analyzed to determine if
there are any correlations with overall behaviod avents. Behavioral and event
correlations map directly statistical, signatuneg/ar integrity data. Statistical analysis
involves identifying deviations from normal patteraf behavior. For example, it may
involve mean frequencies and measures of varigbibt identify abnormal usage.
Signature analysis involves the use of patternsesponding to known attacks or misuses
of a System. For example, patterns of System gesttimd user activity can be compared
against a database of known attacks. Integrity yarsalinvolves comparing System
settings or user activity at some point in timehviltose of another point in time to detect
differences. Within each of the analyzed resultte, TOE records the date and time of the
result, the type of result rendered the identifaratnformation of the data source, and the
overarching analysis results. This System datalisated by the QFlow Collector where
it is then processed by the Event Processor. Thasysis begins with the normalization
of the flow, the removal of duplications, and figyaby bundling the flows — further
optimizing the analysis. This data is then taggeded on packet header data, threat
configuration information, and policy configuratiorformation.

Signatures (event and vulnerability mappings) witthe TOE can be updated by an
Administrator or System Administrator by utilizinghe TOE signature update
functionality. This functionality allows a connemti to the Q1 servers to download
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updated signature information from the official ves. This updated signature
information is then applied to the signatures zgii within the system.

If an intrusion or any other security, policy, aynepliance violation has been detected
after the analyzer has compiled and analyzed tlsteBydata, the System does one or
more of the following: sends an alarm to either @Radar Console User Interface
(individuals must have the Offense privilege), tee tQRadar system log, send a
notification via email, or to a remote machine 8iIMP trap. QRadar will continue to
monitor the Offense and update any information ghainges relative to the incident (e.g.
the attacker begins attacking other targets). 4Jsan be notified by emalil if the Offense
changes, if they so choose. In addition, an e-matiffication is sent every 1% increase
beginning at 90% disk utilization for the intermi@tabase.

All users have the ability to read the TOE's casecSystem data. The specific data a
user is able to read is defined by his or her evld allowed devices by type, group or
CIDR range. The users without the necessary aadtmns (i.e. role) are not allowed
access to read the System data. QRadar providdsllinging methods to view collected
network traffic.

* Managing Remote Networks - Remote network groupsplay user traffic
originating from named remote networks. Users wlavehbeen assigned the
administrator role can create remote network grpaggregate flow and event
search results on remote network groups and crabge that test for activity on
remote network groups.

* Managing Remote Services - Remote services growgasize traffic originating
from user-defined network ranges or, if desired @1 Labs automatic update
server. Once remote service groups are creater wb® have been assigned the
administrator role can aggregate flow and eventcbeeesults and create rules
that test for activity on remote service groups.

* The other method is known as the Reports privildde user can design and
generate detailed operational reports and execstivemaries with the Reports
function. Once the user creates a report, the asmewview the results in multiple
formats. The chart type determines how the gemgragport presents data and
network objects. The following chart types are klde for each report:

0 Asset Vulnerabilities
o Connections

o Event/Logs
0

Flows

o

Top Destination IPs

o

Top Offenses

o Top Source IPs
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9.1.6.3 Protecting System Data

The TOE is responsible for ensuring that Systena datprotected from unauthorized
deletion or modification by users not possessiegréguisite privileges. It is important to
note, however, that authorized deletion of dataoisconsidered a modification of System
data in this context.

QRadar stores the System data in 2 separate desabas

» Postgres SQL database on each subsystem. Thisadatab used to store
configuration information. Postrgres is open soparel is in /store/postgres.

* Internal TOE database. This database is used® Ity System data for auditing
and reporting.

The System data is stored in an internal file-batsdbase on the TOE'’s internal engine
server to a location specified by a System Admiaist. The default location is
[store/ariel/flows and is configurable. The pos&lgsis and raw event data is stored on
the TOE’s internal engine server in an internalppeiary TOE database. QRadar
protects the stored System data from unauthorizedifroation and deletion through the
TSF interfaces. The TOE is engineered so that #e¥ gannot delete or modify the
System data. All users are authorized to readstséeem data from the System data store.

The TOE ensures that when the storage capacitgasing exhaustion that the most
recent System data is maintained. The followinggholds are defined:

» Start compressing events and flows at 15% free slisice, stop compressing at
18%

» Start deleting events and flows at 17% free disicepand stop deleting at 19%.
This goes from oldest data to newest.

When the disk space utilization of the databaseesexceeds the warning and maximum
thresholds an email notification is sent for botler@s. A notice is also sent at each 1%
increment in disk space until the disk space watiion has 19% free space. If 95% or
higher disk utilization occurs on an actively monéd partition QRadar will shutdown to
avoid file corruption. QRadar will resume normaleogtion if by compression and
deletion of files 19% or more disk space if freefihe administrator is responsible to
configure the threshold so that there is suffickame to delete older data before storage
capacity is exhausted. The Postgres database u€d®adar process that serves as a
reduction tool application. It enables the settofgan expiry date so that older audit
database records are removed when the data’s ety edtate is exceeded. The
administrator is responsible to configure and adjus expiry data so that older data does
not saturate the internal engine server’s storagadaity.
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9.2 TOE Summary Specification Rationale

This section identifies the security functions pded by the TOE mapped to the security
functional requirement components contained in®Tis This mapping is provided in the
following table.

Security Function Security Functional Components

FAU_GEN.1 Audit data generation
FAU_SAR.1 Audit review
FAU_SAR.2 Restricted audit review

Sec(uFrK{J,)Audlt FAU_SAR.3 Selectable audit review
FAU_SEL.1 Selective audit
FAU_STG.2 Guarantees of audit data availability
FAU_STG.4 Prevention of Data Loss
Cryptographic Support FCS_CKM.1 Cryptographic key generation
(FCS) FCS_COP.1 Cryptographic operation

FIA_UAU.1 Timing of authentication
FIA_ATD.1 User attribute definition
FIA_UID.1 Timing of identification
FIA_AFL.1 Authentication failure handling
FIA_AFL.1(1) Authentication failure handling

FMT_MOF.1 Management of security functions
behavior

FMT_MTD.1 Management of TSF data
FMT_MTD.1(1) Management of TSF data
. FMT_MTD.1(2) Management of TSF data
Security Management
(FMT) FMT_MTD.1(3) Management of TSF data
FMT_MTD.1(4) Management of TSF data

FMT_SMF.1 Specification of management
functions

FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps

FPT _ITA.1 Inter-TSF availability within a
Protection of the TSF defined availability metric

(FPT) FPT_ITC.1 Inter-TSF confidentiality during
transmission

FPT_ITL1 Inter-TSF detection of modification
IDS_SDC.1 System Data Collection
Intrusion Detection System IDS_ANL.1 Analyzer analysis
(IDS) IDS_RCT.1 Analyzer react
IDS_RDR.1 Restricted Data Review

Identification and Authentication
(FIA)
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Security Function Security Functional Components

IDS_STG.1 Guarantee of System Data
Availability

IDS_STG.2 Prevention of System data loss

Trusted Path/Channel
(FTP)
Table 9-7: Security Functional Components for the DE

FTP_TRP.1 Trusted Path

9.2.1 Security Audit

The audit functions of the TOE enforce the FAU_GEN-AU_SAR.1, FAU SAR.2,
FAU_SEL.1, FAU_STG.2, and FAU_STG.4 requirements.

Section 9.1.1 details how the TOE collects secuaiigl system audit information. Only
System Administrators are able to view and edibremformation about system activity
across networks.

The generation of audit data (FAU_GEN.1.1) is pded in Section 2.5.1 of the
Introduction, as well as in the section 9.1.1 & W5S. In addition to the generation of
audit data, Section 9.1.1 discusses the specigntevthat are audited as well as what
information is recorded from each record. FAU_ GERIis further fulfilled in Section
9.1.1 with the mapping of information audited imat®n to the event that is occurring.
Section 2.5.1 covers the same information, albdettagh-level.

FAU_SAR.1, FAU_SAR.2, and FAU_SAR.3 are coveredthe TSS (Section 9.1.1).
This section discusses the privileges users andnétrators need to have in order to
view the audit data. FAU_SAR.3 is also discusse&ection 9.1.1 where it states that
only users with the proper privileges have theigbib sort the audit data. This section
demonstrates the use of privileges to apply regins on auditing.

FAU_STG.2 is covered in Section 9.1.1 with the dsston of ensuring that the audit

data is not able to be modified or deleted by umanized users. The TSF, as stated in
Section 9.1.1 also ensures that the most recent lg$ are maintained when audit

storage has been exhausted. Finally, FAU_STG.4cbvusred in Section 9.1.1 with the

discussion of alarms being sent in the event thataudit trail has reached capacity as
well as overwriting the oldest stored audit logs.

Together, the Logical Boundary and TOE Summary Bpation sections of the ST
satisfy the above listed requirements.

9.2.2 Encrypted Communications
FCS_CKM.1, FCS_COP.1, and FTP_TRP.1 support Enedybmmunications.
Section 2.5.3 states that remote users establsgtare session with the TOE using a

browser based GUI. Cryptographic keys are generfie@ommunication with these
remote users and between TOE subsystems.
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Section 9.1.4 states remote users establish aesgmth via OpenSSH v0.9.8b for
authentication and TOE management. All encrypaad decryption performed by the
TOE uses AES in CBC mode with 256-bit keys. Alykeanagement performed by the
TOE uses RSA with 1024-bit keys.

Together, the Logical Boundary and TOE Summary HBpation sections of the ST
satisfy the above listed requirements.

9.2.3 Identification and Authentication

The Identification and Authentication function dfet TOE enforces the FIA_UAU.1,
FIA_ATD.1, FIA_AFL.1, FIA_AFL.1 (1), and FIA_UID.Zequirements.

QRadar uses authentication data and the conceptivfeges to determine a user’s
system access rights and operations capable af performed.

In the Introduction Section 2.5.2 discusses thechasgerview of the identification and
authentication requirements and is covered in &irttetail in the subsequent sections of
the TSS, which are discussed below.

Section 9.1.2 discusses the primary attributesi$ers of the TOE. These attributes serve
to assign the proper abilities to users. InfornmaBach as user name, authentication data,
and CIDR address ranges, devices, device grougsassigned privileges are used in this
determination of hownuchaccess a user has on the system. This informatipports
the FIA_ATD.1 requirement.

Contained in the same section, is a discussionsansunot being able to perform any
actions on the TOE unless they are both identified authenticated. This information
supports the FIA_UAU.1 and FIA_UID.1 requirements.

Together, the Logical Boundary and TOE Summary Bpation sections of the ST
satisfy the above listed requirements.

9.2.4 Security Management

The security management function of the TOE entotbe FMT_MOF.1, FMT_MTD.1
(1), FMT_MTD.1 (2), FMT_MTD.1 (3), FMT_MTD.1 (4), MT_SMF.1, and
FMT_SMR.1 requirements.

Security Management is required in order to marthgeusers, the privileges associated
with these users, and other data associated vati@E. This is supporting identification
and authentication, security audit, and intrusietedtion system requirements.

Section 2.5.3 of the INT provides a general ovewigf the Security Management
requirements as shown above and is further expaungen in the TSS. The INT, TSS,
and SFRs can all be mapped and interpreted thrihwegle sections.
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The security management requirements as outlingddbY OE are covered by the TSS in
Section 9.1.3. The main paragraph of this sectdmntifies the division of roles into
Users and Administrators. Before any user accoantbe created, the role must first be
created. Administrators and Users of the TOE haeeability to occupy privileges that
have been assigned to them by the primary admanistof the TOE. The discussion of
roles clearly supports the FMT_SMR.1 requirement.

In the following sections of the TSS (Section 9)1.8 lengthy discussion on what
specific privileges users and administrators cacupg when given specific privileges
and roles. Tables 7-6, 7-7, and 7-8 clearly detméhese abilities that are capable of
being performed and who can occupy those roles Stpports the FMT_MTD.1 (1-4)
requirements. Furthermore, Section 9.1.3 also stdéit@t only authorized System
Administrators have the ability to modify systemadand the processes that surround it
being collected.

Finally, the FMT_SMF.1 is covered by the discussmi®Bection 9.1.3 that speaks to the
TSF being able to perform specific management fanstrelated to auditing, and IDS
management.

Together, the Logical Boundary and TOE Summary Bpation sections of the ST
satisfy the above listed requirements.

9.2.5 Protection of the TSF

The Protection of the TSF function of the TOE eoésrthe FPT_STM.1, FPT_ITA.1,
FPT _ITC.1, and FPT_ITI.1 requirements.

A brief discussion is had regarding the maintainirigeliable date and timestamps for
the TOE’s processes. The TSS in Section 9.1.4 gosfurther detail of the same topic
of maintaining reliable timestamps. This is done tbat all TOE subsystems time
information is consistent and there are no deviati@nd so that system data and audit
data records can include the date/time of events.

Section 2.5.4 states TOE administrators ensure alatonnections between separate
parts of the TOE and between the TOE and trusted tharties are secured using
OpenSSH. By providing this level of protection eeén the TOE and its associated
subsystems, a vendor-asserted encrypted solutroaiigained.

Section 9.1.5 states that system data is madeabiaito a trusted remote IT product
immediately after the TOE’s scanning session has lmompleted. All data transmitted

from one TOE subsystem to another is protected fumauthorized disclosure during

transmission. The TOE uses secure hashing to datgctmodifications unauthorized

users have made or attempt to make to protected Hatny modifications have been

detected as having occurred, the packet is drogped the data is requested to be
retransmitted.

Together, the Logical Boundary and TOE Summary Bpation sections of the ST
satisfy the above listed requirements.
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9.2.6 Intrusion Detection System

The Intrusion Detection System function of the T@Aforces the IDS_SDC.1,
IDS_ANL.1, IDS_RCT.1, IDS_RDR.1, IDS_STG.1, and II¥' G.2 requirements.

As the primary functionality of an IDS product, $eeSFRs serve to further enforce the
behavior QRadar performs. The TOE is responsibi¢hi® collection of, analysis on, and

reaction to system data. It uses the data to dramclasions about whether or not

offenses and intrusions have occurred.

Section 2.5.5 of the ST discusses the basic oweraiethe Intrusion Detection System
requirements. These requirements are covered ab greater length in the proceeding
sections of the TSS.

Section 9.1.5 states that information is colledtech targeted IT system resources which
have been defined by the administrator. This staterdirectly supports the IDS_SDC.1
requirement.

The TSS goes on to speak about what data is amklgzewell as how it is analyzed by
the TOE. The data collected is analyzed to detegrifithere are any correlations with
overall behavior and events. Behavioral and eventetations map directly statistical,
signature, and/or integrity data. This is directypplicable to the IDS_ANL.1.1
requirement. Further discussion on the analysigisfdata speaks about the data being
tagged based on packet header data, threat caafigurinformation, and policy
configuration information. This statement directhelates to the IDS_ANL.1.2
requirement.

After analysis has been done, Section 9.1.5 spadadst how intrusions that are detected
are reacted to. If an intrusion has been detet¢hsd System send alarms to either the
QRadar Console (individuals must have the Offemséigge), the QRadar system log, or

email. This pertains to the IDS_RCT.1.1 requirement

IDS_RDR.1 is covered through the discussion of adstrators being provided the
ability to read system data and that it should tesgnted in an easily understandable
format (i.e. reports). Only users who have reacksscshould be able to perform this
operation.

Finally, Section 9.1.5 speaks about the guarantegysiem data being available. The
TOE ensures that system data is protected agamaithorized modification and/or
deletion. This enforces the IDS_STG.1.1 and IDS_S3T&requirements. The system
also ensures that the most recent system datadsbheumaintained in the event system
data storage becomes exhausted. In the eventttrage capacity for system data has
been reached, the system sends an alarm to théiegp@adividual(s) notifying them of
this event.

Together, the Logical Boundary and TOE Summary Hpation sections of the ST
satisfy the above listed requirements.
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10 Security Problem Definition Rationale

10.1 Security Objectives Rationale

The following table provides a mapping with ratinao identify the security
environment objectives that address the statedrgssans.

Assumption

Objective

Rationale

A.ACCESS The TOE has acce
to all the IT System data it nee
to perform its functions.

SOE.INTROP The TOE
fdsnteroperable with the IT System
monitors.

ig

D

led

The OE.INTROP objectivg
itensures the TOE has the neeq
access.

A.DYNMIC The TOE will be
managed in a manner that allo
it to appropriately addreg
changes in the IT System the T(
monitors.

OE.INTROP The TOE
winteroperable with the IT System
smonitors.

ig

D

The OE.INTROP objectivg
itensures the TOE has the proper
access to the IT System.

DEOE.PERSON Personnel workir
as authorized administrators sh
be carefully selected and train
for proper operation of the Syster

e
e

AL ASCOPE The TOE
appropriately scalable to the
System the TOE monitors.

S
[

OE.INTROP The TOE ig
Tinteroperable with the IT System
monitors.

2ananaged appropriately.
Ee
IT System it monitors.

A.PROTCT The TOE hardwar
and software critical to securit
policy enforcement will be
protected from unauthorize
physical modification.

eOE. PHYCAL Those responsibl

yfor the TOE must ensure that tho
parts of the TOE critical to securit

dpolicy are protected from an
physical attack.

grhe OE.PERSON objectiv
akknsures that the TOE will b
n.
The OE.INTROP objectiv
itensures the TOE has t
necessary interactions with t
eThe OE.PHYCAL provides for
sthe physical protection of th
yTOE hardware and software.
y

A.LOCATE The processing
resources of the TOE will b
located within controlled acces
facilities, which will prevent
unauthorized physical access.

) OE. PHYCAL Those responsibl

efor the TOE must ensure that tho
garts of the TOE critical to securit
policy are protected from an
physical attack.

eThe OE.PHYCAL provides for
sthe physical protection of th
yTOE.

y

A.MANAGE There will be one of
more  competent individual
assigned to manage the TOE 4
the security of the information
contains.

OE.PERSON Personnel workir
sas authorized administrators sh
nbe carefully selected and train
tfor proper operation of the Systen

grhe OE.PERSON objectiv
akknsures all authorize
ccidministrators are qualified ar
ntrained to manage the TOE.

oo ®

A.NOEVIL The  authorized
administrators are not careles
willfully negligent, or hostile, and
will follow and abide by the
instructions provided by the TO
documentation.

OE.INSTAL Those responsible fg
sdhe TOE must ensure that the TC

is delivered, installed, manage

and operated in a manner which
Econsistent with IT security.

rThe OE.INSTAL objective
DEnsures that the TOE

dproperly installed and operate
is

OE. PHYCAL Those responsibl
for the TOE must ensure that tho
parts of the TOE critical to securit
policy are protected from an
physical attack.

eThe OE.PHYCAL objective
sprovides for physical protectio
yof the TOE by authorize
yadministrators.

=3

OE.CREDEN Those responsib

access credentials are protected
the users in a manner which

for the TOE must ensure that alsupports this assumption K

elfhe OE.CREDEN objectivg

D

brgquiring protection of al

iswthentication data.

consistent with IT security.
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A.NOTRST The TOE can only beOE. PHYCAL Those responsibl
for the TOE must ensure that thogsprovides for physical protectio
yof the TOE to protect again
yunauthorized access.

accessed by authorized users.

parts of the TOE critical to securit
policy are protected from an
physical attack.

eThe OE.PHYCAL objective

D

OE.CREDEN Those responsib
access credentials are protected
the users in a manner which
consistent with IT security.

efhe OE.CREDEN objectivg
for the TOE must ensure that alsupports this assumption K
bgquiring  protection
iuthentication data.

of al

D

Table 10-1: Assumption to Objective Mapping

10.2 Operational Security

Policy Rationale

The following table provides a mapping with ratitn#o identify the security objectives
that address the stated Operational Security Rsli@SP).

OSP Objective Rationale
P.DETECT Static configuration O.IDSCAN The Scanner mustThe O.IDSCAN  objective
information  that might be collect and store staticaddresses this policy by
indicative of the potential for aconfiguration information that requiring collection of Scanner

future intrusion or the occurreng
of a past intrusion of an IT Syste
or events that are indicative

inappropriate activity that ma

emight be indicative of the potentialdata (IDS_SDC.1).

have resulted from misuse, acce|
or malicious activity of IT Systen
assets must be collected.

inappropriate activity that ma
have resulted from misuse, acce
or malicious activity of IT Systen
assets and the IDS.

SS,
n

ydata (IDS_SDC.1).

nfor a future intrusion or the

pfoccurrence of a past intrusion of an

yIT System.

S§).IDSENS The Sensor musiThe O.IDSENS objective
n collect and store information aboutaddresses this  policy hy
all events that are indicative ofrequiring collection of Sensar

with an audit record must b

reliable.

eto the TOE (FPT_STM.1).

O.AUDITS The TOE must recordThe O.AUDITS objective

audit records for data accesses aratldresses this policy by

use of the System functions. requiring collection of audi
data (FAU_GEN.1
FAU_SEL.1, FAU_STG.4
ADV_ARC.1, and
FPT_STM.1).

OE.TIME The IT Environment The OE.TIME objective

will provide reliable time stamp tp addresses this policy by

the TOE. Time stamps associatedroviding reliable time stampis

P.ANALYZ Analytical processes O.IDANLZ The Analyzer must The O.IDANLZ objective
and information to derive accept data from IDS Sensors |orequires analytical processes pe
conclusions about intrusions (pasiDS Scanners and then apphapplied to data collected from
present, or future) must be applieénalytical processes andSensors and Scanners
to IDS data and appropriatenformation to derive conclusions(IDS_ANL.1).
response actions taken. about intrusions (past, present, |or

future).
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P.MANAGE The TOE shall only

be managed by authorized users.

O.PROTCT The TOE must prote
itself from unauthorized
modifications and access to
functions and data.

ctThe O.PROTCT objective
addresses this policy by
tgproviding TOE self-protection
(FAU_STG.2, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, ADV_ARC.1,
and IDS_STG.1).

O.EADMIN The TOE must
include a set of functions that
allow effective management of its
functions and data.

The O.EADMIN objective
ensures there is a set
functions for administrators t

use (FAU_SAR.1
FAU SAR.2,  FAU_SEL.1
ADV_ARC.1, and
IDS_RCT.1).

of

O.ACCESS The TOE must allow
authorized users to access only
appropriate TOE functions and
data.

The O.ACCESS objective
builds upon the O.IDAUTH
objective by only permitting
authorized users to access TG
functions (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_UID.1, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),

FMT_MTD.1 (4),
FMT_SMF.1, IDS_RDR.1, ang
IDS_STG.1).

E

O.IDAUTH The TOE must be abl
to identify and authenticate users
prior to allowing access to TOE
functions and data.

> The O.IDAUTH objective
provides for authentication of
users prior to any TOE functio
accesses (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4), FMT_SMF.1,
FMT_SMR.1, ADV_ARC.1,
IDS_RDR.1, IDS_STG.1).

OE.INSTAL Those responsible fo
the TOE must ensure that the TO
is delivered, installed, managed,
and operated in a manner which i
consistent with IT security.

rThe OE.INSTAL objective
Esupports the OE.PERSO
objective by ensuring
sadministrator follow all
provided documentation an
maintain the security policy.

OE.CREDEN Those responsib

for the TOE must ensure that alfequires

access credentials are protected
the users in a manner which

efThe OE.CREDEN objective
administrators
mrotect all authentication data.
is

@]

consistent with IT security.
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OE.PERSON Personnel workin
as authorized administrators sh
be carefully selected and train
for proper operation of the Systen

akknsures compete
ccidministrators will manage th
n.TOE.

grhe OE.PERSON objectiv’te
t

P.ACCESS All data collected arf
produced by the TOE shall on
be used for authorized purposes

dO.PROTCT The TOE must prote
yitself

from unauthorized
modifications and access to
functions and data.

ctThe O.PROTCT objective
addresses this policy by

tgproviding TOE self-protection
(FAU_STG.2, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, ADV_ARC.1,
and IDS_STG.1).

O.ACCESS The TOE must allow
authorized users to access only
appropriate TOE functions and
data.

The O.ACCESS objective
builds upon the O.IDAUTH
objective by only permitting
authorized users to access TG
functions (FAU_STG.2,
FMT_MOF.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, FMT_MTD.1,
ADV_ARC.1, and
IDS_STG.1).

E

O.IDAUTH The TOE must be abl
to identify and authenticate users
prior to allowing access to TOE
functions and data.

>The O.IDAUTH objective
provides for authentication g

FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4), FMT_SMF.1,
FMT_SMR.1, ADV_ARC.1,
IDS_RDR.1, IDS_STG.1).

users prior to any TOE functig
accesses (FAU_SAR.2
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,

S5 —

OE.AUDIT_PROTECTION The
IT Environment will provide the
capability to protect audi
information.

The
OE.AUDIT_PROTECTION

t objective addresses this poli
by providing audit information
protection (FAU_STG.2).

by

P.ACCACT Users of the TOI
shall be accountable for the
actions within the IDS.

E O.IDAUTH The TOE must be abl
irto identify and authenticate users

prior to allowing access to TOE
functions and data.

> The O.IDAUTH objective
supports this objective by
ensuring each user is uniquely
identified and authenticated
(FAU_SAR.2, FAU_STG.2,
FIA_UAU.1, FIA_ATD.1,
FIA_UID.1, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),

FMT_MTD.1 (3),
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FMT_MTD.1 (4),
FMT_SMF.1, FMT_SMR.1,
ADV_ARC.1, IDS_RDR.1, ang
IDS_STG.1).
O.AUDITS The TOE must recordThe O.AUDITS objective
audit records for data accesses anhplements this policy by
use of the System functions. requiring auditing of all data
accesses and use of TOQE
functions (FAU_SAR.2
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4), FMT_SMF.1,
FMT_SMR.1, ADV_ARC.1,
IDS_RDR.1, IDS_STG.1).
OE.TIME The IT Environment The OE.TIME objective

will provide reliable timestamps tpaddresses this policy by

the TOE. providing reliable time stamps
to the TOE (FPT_STM.1).

OE.AUDIT_SORT The IT| The OE.AUDIT_SORT|

Environment will provide the objective addresses this policy
capability to sort the auditby providing audit sorting
information. capabilities (FAU_SAR.3).

P.INTGTY Data collected andO.INTEGR The TOE must ensureThe O.INTEGR objective
produced by the TOE shall hethe integrity of all audit and ensures the protection of data
protected from modification. System data. from modification
(FAU_STG.2, FMT_MTD.1,
FMT_MTD.1 (1),
FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4), FPT_ITC.1,
FPT_ITI.1, ADV_ARC.1, and
IDS_STG.1).

P.PROTCT The TOE shall beO.OFLOWS The TOE mugtThe O.OFLOWS objective
protected from unauthorizedappropriately handle potentialcounters  this  policy by
accesses and disruptions of TOBudit and System data storagesquiring the TOE handl

11°)

data and functions. overflows disruptions (FAU_STG.2
FAU_STG.4, IDS_STG.1, and
IDS_STG.2).

OE. PHYCAL Those responsibleThe OE.PHYCAL objective
for the TOE must ensure that thosprotects the TOE  from
parts of the TOE critical to securityunauthorized physical
policy are protected from anymodifications.
physical attack.

Table 10-2: OSP to Objective Mapping

The following table provides a mapping with ratitn#o identify the security objectives
that address the stated threats.
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Threat

Objective

Rationale

T.COMINT An unauthorized use
may attempt to compromise th
integrity of the data collected an
produced by the TOE b

rO.IDAUTH The TOE must be abl
go identify and authenticate userprovides for authentication of
dorior to allowing access to TO
y functions and data.
bypassing a security mechanism.

eThe O.IDAUTH objective

Fusers prior to any TOE data
access (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1 (1),
FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1(4), FMT_SMR.1,
ADV_ARC.1, IDS_RDR.1,
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.ACCESS The TOE must allo
authorized users to access o
appropriate  TOE functions andobjective by only permitting
authorized users to access TQ

data.

WThe O.ACCESS objective
nlpuilds upon the O.IDAUTH

data (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_UID.1, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),

IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

FMT_SMF.1, IDS_RDR.1, ang

O.INTEGR The TOE must ensu

the integrity of all
System data.

audit and ensures no TOE data will be

eThe O.INTEGR objective

modified (FAU_STG.2,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
ADV_ARC.1, IDS_STG.1,
FPT ITC.1, and FPT_ITI.1).

O.PROTCT The TOE must prote
unauthorized

itself from
modifications and access to
functions and data.

ctThe O.PROTCT objective
addresses this threat by
tgproviding TOE self-protection
(FAU_STG.2, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, ADV_ARC.1,
and IDS_STD.1).

T.COMDIS An unauthorized use
may attempt to disclose the d3

TOE by bypassing a securi

mechanism.

rO.IDAUTH The TOE must be abl
téo identify and authenticate use
collected and produced by theprior to allowing access to TO
yfunctions and data.

eThe O.IDAUTH objective
rprovides for authentication of
Fusers prior to any TOE data
access (FAU_SAR.2,

FAU_STG.2, FIA_UAU.1,
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Threat

Objective

Rationale

FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1 (1),

FMT_MTD.1 (2),

FMT_MTD.1 (3),
FMT_MTD.1(4), FMT_SMR.1,
ADV_ARC.1, IDS_RDR.1,
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.ACCESS The TOE must allo
authorized users to access o
appropriate  TOE functions an
data.

WThe O.ACCESS objective

nlpuilds upon the O.IDAUTH

dobjective by only permitting
authorized users to access TG
data (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_UID.1, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, IDS_RDR.1, ang
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.PROTCT The TOE must prote
itself from unauthorized
modifications and access to
functions and data.

cfThe O.PROTCT objective
addresses this threat by
tgproviding TOE self-protection
(FAU_STG.2, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, ADV_ARC.1,
and IDS_STD.1).

O.EXPORT When any IDS
component makes its data availa
to another IDS components, t
TOE will ensure the confidentialit
of the System data.

5 The O.EXPORT objective
blensures that confidentiality of
n& OE data will be maintained
y (FPT_ITA.1, FPT_ITC.1, and
FPT_ITI.1).

T.LOSSOF An unauthorized us
may attempt to remove or destr
data collected and produced
the TOE.

pI0.IDAUTH The TOE must be abl
pyo identify and authenticate use
bprior to allowing access to TO
functions and data.

eThe O.IDAUTH objective
rprovides for authentication of
Eusers prior to any TOE data
access (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1 (1),
FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1(4), FMT_SMR.1,
ADV_ARC.1, IDS_RDR.1,
IDS_STG.1, FIA_AFL.1,

FIA_AFL.1(1)).
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Threat

Objective

Rationale

O.ACCESS The TOE must allo
authorized users to access o

appropriate  TOE functions an

data.

WThe O.ACCESS objective

nlpuilds upon the O.IDAUTH

dobjective by only permitting
authorized users to access TG
data (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_UID.1, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, IDS_RDR.1, ang
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.INTEGR The TOE must ensu
the integrity of all
System data.

audit and ensures no TOE data will be

eThe O.INTEGR objective

deleted (FAU_STG.2,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
ADV_ARC.1, IDS_STG.1,
FPT_ITC.1, FPT_ITIL1).

O.PROTCT The TOE must prote
itself from
modifications and access to
functions and data.

unauthorized

cfThe O.PROTCT objective
addresses this threat by
tgproviding TOE self-protection
(FAU_STG.2, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, ADV_ARC.1,
and IDS_STD.1).

T.NOHALT An unauthorized use
may attempt to compromise th
continuity of the System’s
collection and analysis function
by halting execution of the TOE.

r O.IDAUTH The TOE must be abl
go identify and authenticate use
5 prior to allowing access to TO
sfunctions and data.

eThe O.IDAUTH objective
rprovides for authentication of
Eusers prior to any TOE functio
accesses (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1 (1),

FMT_MTD.1 (2),

FMT_MTD.1 (3),
FMT_MTD.1(4), FMT_SMR.1,
ADV_ARC.1, IDS_RDR.1,
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.ACCESS The TOE must allo
authorized users to access o
appropriate  TOE functions an
data.

WThe O.ACCESS objective
nlpuilds upon the O.IDAUTH
dobjective by only permitting
authorized users to access TG
functions (FAU_SAR.2,

=

E

E

FAU STG.2, FIA_UAU.1,
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Threat

Objective

Rationale

FIA_UID.1, FMT_MOF 1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, IDS_RDR.1, anc
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.IDSCAN The Scanner mu

stThe O.IDSCAN, O.IDSENS,

collect and store information abo
all events that are indicative
inappropriate activity that ma

assets and the IDS.

collect and store staticand O.IDANLZ objectives
configuration information that address this threat by requirin
might be indicative of the potentialthe TOE to collect and analyze
for a future intrusion or the System data, which includes
occurrence of a past intrusion of amattempts to halt the TOE

IT System. (IDS_SDC.1, IDS_ANL.1.
O.IDSENS The Sensor mustThe O.IDSCAN, O.IDSENS,

have resulted from misuse, acce
or malicious activity of IT Systen

uand O.IDANLZ objectives
bfaddress this threat by requirin
ythe TOE to collect and analyze
s§ystem data, which includes
n attempts to halt the TOE
(IDS_SDC.1, IDS_ANL.1.

accept data from IDS Sensors
IDS Scanners and then apq
analytical processes arn
information to derive conclusion
about intrusions (past, present,
future).

O.IDANLZ The Analyzer must

The O.IDSCAN, O.IDSENS,
oand O.IDANLZ objectives
lyaddress this threat by requirin
dhe TOE to collect and analyze
sSystem data, which includes
oattempts to halt the TOE

(IDS_SDC.1, IDS_ANL.1.

T.PRIVIL An unauthorized use

r O.IDAUTH The TOE must be abl

may gain access to the TOE antb identify and authenticate use

exploit system privileges to gai

access to TOE security functio
and data.

nprior to allowing access to TO
ngunctions and data.

eThe O.IDAUTH objective
rprovides for authentication of
Eusers prior to any TOE functio
accesses (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1 (1),

FMT_MTD.1 (2),

FMT_MTD.1 (3),
FMT_MTD.1(4), FMT_SMR.1,
ADV_ARC.1, IDS_RDR.1,
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.ACCESS The TOE must allo
authorized users to access o
appropriate  TOE functions an
data.

WThe O.ACCESS objective

nlpuilds upon the O.IDAUTH

dobjective by only permitting
authorized users to access TG
functions (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_UID.1, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),

FMT_MTD.1 (3),
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Threat

Objective

Rationale

FMT_MTD.1 (4),
FMT_SMF.1, IDS_RDR.1, anc
IDS_STG.1, FIA_AFL.1,
FIA_AFL.1(1)).

O.PROTCT The TOE must prote
itself from unauthorized
modifications and access to
functions and data.

ctThe O.PROTCT objective
addresses this threat by

tgproviding TOE self-protection
(FAU_STG.2, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, ADV_ARC.1,
and IDS_STD.1).

T.IMPCON An unauthorized use
may inappropriately change th
configuration of the TOE causin
potential intrusions to g
undetected.

rOE.INSTAL Those responsible fg
eghe TOE must ensure that the TC
gis delivered, installed, manage
b and operated in a manner which

consistent with IT security.

rThe OE.INSTAL objective
DStates the authorized
dadministrators will configure
ithe TOE properly.

O.EADMIN The TOE must

include a set of functions thatensuresthe TOE has all the

allow effective management of i
functions and data.

The O.EADMIN objective

snecessary administrator
functions to manage the
product (FAU_SAR.1,
FAU_SAR.3, FAU_SEL.1,
FMT_SMF.1, ADV_ARC.1,
and IDS_RDR.1).

O.IDAUTH The TOE must be abl
to identify and authenticate use
prior to allowing access to TO
functions and data.

eThe O.IDAUTH objective
rprovides for authentication of
Eusers prior to any TOE functio
accesses (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_ATD.1, FIA_UID.1,
FMT_MOF.1, FMT_MTD.1,
FMT_MTD.1 (1),
FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMR.1, ADV_ARC.1,
IDS_RDR.1, and IDS_STG.1),

O.ACCESS The TOE must allo
authorized users to access o
appropriate  TOE functions an
data.

WThe O.ACCESS objective

nlpuilds upon the O.IDAUTH

dobjective by only permitting
authorized users to access TQ
functions (FAU_SAR.2,
FAU_STG.2, FIA_UAU.1,
FIA_UID.1, FMT_MOF.1,
FMT_MTD.1, FMT_MTD.1
(1), FMT_MTD.1 (2),
FMT_MTD.1 (3),
FMT_MTD.1 (4),
FMT_SMF.1, IDS_RDR.1, ang

IDS_STG.1).
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Threat Objective Rationale
T.INFLUX An unauthorized usef O.OFLOWS The TOE mustThe O.OFLOWS objective
may cause malfunction of theappropriately handle potentialcounters this threat by requiring
TOE by creating an influx of dataaudit and System data storagthe TOE handle data storage
that the TOE cannot handle. overflows overflows (FAU_STG.2
FAU_STG.4, IDS_STG.1, and
IDS_STG.2).
T.FACCNT Unauthorized O.AUDITS The TOE must recordThe O.AUDITS  objective
attempts to access TOE data |audit records for data accesses ambunters this threat by requiring
security  functions may gouse of the System functions. the TOE to audit attempts for
undetected. data accesses and use of TPE
functions (FAU_GEN.1
FAU_SEL.1, FAU_STG.4
FMT_SMF.1, ADV_ARC.1,
and FPT_STM.1).
T.SCNCFG Improper securityO.IDSCAN The Scanner mustThe O.IDSCAN objective
configuration settings may exist incollect and store static counters this threat by requiring
the IT System the TOE monitors| configuration information thata TOE, which contains g
might be indicative of the potentialScanner, collect and store static
for a future intrusion or the configuration information th
occurrence of a past intrusion of amight be indicative of
IT System. configuration setting change.

The ST will state whether thi
threat must be addressed by a
Scanner (IDS_SDC.1).

T.SCNMLC Users could executeO.IDSCAN The Scanner
malicious code on an IT Systentollect and store stati
that the TOE monitors whichconfiguration information thal

mu

5tThe  O.IDSCAN  objectiv
c counters this threat by requiring
ta TOE, which contains

causes modification of the ITmight be indicative of the potenti
System  protected data pffor a future intrusion or
undermines the IT  Systel

theé configuration information th
moccurrence of a past intrusion of amight

IScanner, collect and store static

be indicative of

security functions. IT System. malicious code. The ST will
state whether this threat must
be addressed by a Scanner
(IDS_SDC.1).

T.SCNVUL Vulnerabilities may| O.IDSCAN The Scanner mustThe O.IDSCAN objective

Ecollect and store
configuration  information
might be indicative of the potenti
for a future intrusion or the
occurrence of a past intrusion of
IT System.

exist in the IT System the TO
monitors.

static counters this threat by requirin
thata TOE, which contains

]

IScanner, collect and store static
2 configuration information th

amight be indicative  of
vulnerability. The ST will state

whether this threat must b

addressed by a Scanner
(IDS_SDC.1).
T.FALACT The TOE may fail to O.RESPON The TOE mus$tThe O.RESPON objective
react to identified or suspectedespond appropriately to analyticaensures the TOE reacts [to
vulnerabilities or inappropriate conclusions. analytical conclusions abouit
activity. suspected vulnerabilities  or
inappropriate activity
(IDS_RCT.1).
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Threat

Objective

Rationale

T.FALREC The TOE may fail tq
recognize  vulnerabilites ¢
inappropriate activity based Qg
IDS data received from each dg
source.

O.IDANLZ The Analyzer must
raccept data from IDS Sensors
niDS Scanners and
itanalytical
information to derive conclusion

processes

about intrusions (past, present,
future).

then apg
ar

The O.IDANLZ objective
IWTOE will recognize
dvulnerabilities or inappropriat
sactivity from a data sourc

ofiDS_ANL.1).

oprovides the function that th

11°

T.FALASC The TOE may fail tg
identify vulnerabilities or|
inappropriate activity based Qg
association of IDS data receive
from all data sources.

niDS Scanners and
2chnalytical
information to derive conclusion

O.IDANLZ The Analyzer must

accept data from IDS Sensors
processes

about intrusions (past, present,
future).

then apg
ar

The O. IDANLZ objective
oprovides the function that th
ITOE will recognize
dvulnerabilities or inappropriat
sactivity from multiple data
asources (IDS_ANL.1).

11%

T.MISUSE Unauthorized access
and activity indicative of misus
may occur on an IT System th
TOE monitors.

e©.AUDITS The TOE must recor
eaudit records for data accesses afeAU_SEL.1,
ause of the System functions.

HThe O.AUDITS (FAU_GEN.1

FAU_STG.4
FMT_SMF.1, ADV_ARC.1,
and FPT_STM.1) an
O.IDSENS (IDS_SDC.1

objectives address this threat
requiring a TOE, that contains
Sensor, collect audit and Sens
data.

by
a
or

O.IDSENS The Sensor mu
collect and store information abo
all events that are indicative

inappropriate activity that ma

have resulted from misuse, acce
or malicious activity of IT Systen

assets and the IDS.

sfThe O.AUDITS (FAU_GEN.1
uFAU_SEL.1, FAU_STG.4
fFMT_SMF.1, ADV_ARC.1,
yand FPT_STM.1) an
s§).IDSENS (IDs_sDC.1
n objectives address this threat
requiring a TOE, that contains
Sensor, collect audit and Seng
data.

T.INADVE Inadvertent activity
and access may occur on an
System the TOE monitors.

O.AUDITS The TOE must recor

lI'audit records for data accesses artAU_SEL.1,

use of the System functions.

dThe O.AUDITS (FAU_GEN.1

FAU_STG.4
FMT_SMF.1, ADV_ARC.1,
and FPT_STM.1) an
O.IDSENS (IDS_sDC.1

objectives address this threat
requiring a TOE, that contains
Sensor, collect audit and Sens
data.

O.IDSENS The Sensor mu
collect and store information abo
all events that are indicative

inappropriate activity that ma
have resulted from misuse, acce
or malicious activity of IT Systen
assets and the IDS.

stThe O.AUDITS (FAU_GEN.1

uFAU_SEL.1, FAU_STG.4
bfFMT_SMF.1, ADV_ARC.1,
yand FPT_STM.1) an
s§).IDSENS (IDS_sDC.1

n objectives address this threat
requiring a TOE, that contains
Sensor, collect audit and Seng
data.

by
a
or

by
a
or

by
a
or
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Threat

Objective

Rationale

T.MISACT Malicious activity,
such as introductions of Trojg
horses and viruses, may occur
an IT System the TOE monitors.

O.AUDITS The TOE must recor

naudit records for data accesses afeAU_SEL.1,

onse of the System functions.

HThe O.AUDITS (FAU_GEN.1

FAU_STG.4
FMT_SMF.1, ADV_ARC.1,
and FPT_STM.1) and
O.IDSENS (IDS_SDC.1

objectives address this threat
requiring a TOE, that contains
Sensor, collect audit and Sens
data.

by
a
or

O.IDSENS The Sensor mu
collect and store information abo
all events that are indicative
inappropriate activity that ma
have resulted from misuse, acce
or malicious activity of IT Systen
assets and the IDS.

stThe O.AUDITS (FAU_GEN.1

UFAU_SEL.1, FAU_STG.4
fFMT_SMF.1, ADV_ARC.1,
yand FPT_STM.1) and
s8).IDSENS (IDS_SDC.1

n objectives address this threat
requiring a TOE, that contains
Sensor, collect audit and Sens
data.

by
a
or

T.EAVESDROPPING A
malicious user could eavesdrop
network traffic to gain
unauthorized access to TOE dat

omvill

amalicious
unauthorized access to TOE data.

O.EAVESDROPPING The TOE
encrypt TSF data tha
traverses the network to preve
users from gainin

- O.EAVESDROPPING

t (FCS_CKM.1,

nECS COP.1

gFPT_TRP.1, FPT_ITI
FPT_ITC.1) mitigates
T.EAVESDROPPING by
ensuring that al
communication to/from the

TOE is not sent unless it
encrypted.

%)

OE.KEYDESTRUCT The
Operational Environment of th
TOE is in charge of destroyin
cryptographic keys when they al
no longer necessary.

OE.KEYDESTRUCT mitigates
eT.EAVESDROPPING and
gsatisfies the FCS_CKM.1 an
r&eCS_COP.1 dependencies
FCS_CKM.4 by asserting th
all cryptographic keys will b
destroyed by the underlying QS
when they are no longer

o

—

needed.

Table 10-3: Threat to Objective Mapping

10.3 Security Functional Requirements Rationale

The following table provides a mapping with ratitn#o identify the security functional
requirement components that address the stateds€Qity objectives.

Objective

Security Functional Component

Rationale

O.PROTCT The TOE musg
protect itself from
unauthorized modification
and access to its functior

tFAU_STG.2  Guarantees
Audit Data Availability

q

audit data from deletion as well

Security Functions Behaviour

s FMT_MOF.1 Management of

guarantee the availability of the au
data in the event of storage exhausti

and data

FMT_MTD.1 Management o
TSF Data

f failure or attack [FAU_STG.2]. Th

FMT_MTD.1(1) Management o

—h

The TOE is required to protect th

System is required to protect tf

e
1S
it
pn,

11%)

ne
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Objective

Security Functional Component

Rationale

TSF Data

FMT_MTD.1(2) Management 0
TSF Data

System data from any modificati
f and unauthorized deletion, as well
guarantee the availability of the data

as
n

FMT_MTD.1(3) Management of the event of storage exhaustion, failyre
TSF Data or attack [IDS_STG.1]. The TOE is
FMT_MTD.1(4) Management of required to provide the ability tp
TSF Data restrict managing the behavior pf
FMT_SMF.1 Specification o functions of the TOE to authorized
management functions users of the TOE [FMT_MOF.1].
ADV ARC.1 Architecturall Only authorized administrators of the
Desi&n System may query and add System
IDS STG.1 _ Guarantee  ¢fand audit data, and authorized
System Data Availability administrators of the TOE may query
and modify all other TOE data
[FMT_MTD.1, FMT_MTD.1 (1),
FMT_MTD.1 (2), FMT_MTD.1 (3),
FMT_MTD.1 (4)]. The TOE mus
perform security management and IDS
management for auditing, attributgs,

reports, alerts, and
[FMT_SMF.1]. The TOE must ensu
that all functions are invoked ar
succeed before each function m
proceed [ADV_ARC.1]. The TS}
must be protected from interferen
that would prevent it from performin
its functions [ADV_ARC.1].

system data

e
d

ay

ce
g

O.IDSCAN The Scanner[DS_SDC.1 ~ System  Data . .
must collect and store stat CCoIIection A System containing a Scanner |[is

. ; . . required to collect and store static
configuration information ) . ) . [

. s configuration information of an |I1
that might be indicative of the , .

. . . System. The type of configuratign
potential for a future intrusion inf : lected be defined
or the occurrence of a past information collected must be defing
. ; in the ST [IDS_SDC.1].
intrusion of an IT System
O.EXPORT When any ID$ FPT_ITAL — Inter-TSF the TOE must make the collected data
component makes its dat@vailability within a defined 5yailanle to other IT products
available to another ID$2vailability metric [FPT_ITA.1]. The TOE must protegt
components, the TOE will FPT_ITC.1 Inter-TSH 3| data from modification and ensute
ensure the confidentiality gf confidentiality during| jts integrity when the data is
the System data transmission _| transmitted to another IT produgt

FPT_ITL1 Inter-TSF detectlow[FpT ITC.1, FPT_ITL.1]. The TOE

of modification uses the SSH protocol to protect both
the confidentiality and integrity of all
TSF data that is transmitted between
the TSF and any remote trusted |IT
products. These protections are
discussed in RFC 4253 "The Secure
Shell (SSH) Transport Layer
Protocol."  Section 6.3 states that

"...the packet length, padding leng
payload, and padding fields of ea

hl
ch

packet MUST be encrypted with th

e
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Objective

Security Functional Component

Rationale

given algorithm." The payload in th
case refers to TSF data and {
encryption means that there will be
unauthorized disclosure in accordar
with FPT_ITC.1 Inter-TSH
confidentiality during
Section 6.4 states that "Data integr
is protected by including with eag
packet a MAC that is computed from
shared secret, packet seque
number, and the contents of t
packet." This means that a messi
authentication code is included wi
each packet that is calculated based
the packet contents (i.e. payload
TSF data). Therefore, if TSF data
modified in transit, the MAC will ng
longer match the packet contents 3
the modification will be detected i
accordance with FPT_ITL1 Inter-TS
detection of modification. Th
requirements for FPT_ITC.1 ha
therefore been satisfied by the TOE.

O.IDSENS The Sensor muJ

collect and store informatio

about all events that ai
indicative of inappropriat¢
activity that may have

resulted from misuse, acces
or malicious activity of IT
System assets and the IDS

IDS_SDC.1 System Dat

N Collection
e

Y

S,

A

A System containing a Sensor
required to collect events indicative
inappropriate activity that may ha
resulted from misuse, access,

malicious activity of IT System asse
of an IT System. These events must|
defined in the ST [IDS_SDC.1].

O.IDANLZ The Analyzer

IDS_ANL.1 Analyzer Analysis

transmission.

(7]

he

No

ce

is
of
e
or
ts
be

must accept data from IDS

tSheer:]sors g;;@s chﬂgf;tsicgrd The Analyzer is required to perform
processes and information o intrusior_1 analysis and  genergte
derive  conclusions about conclusions [IDS_ANL.1].

intrusions (past, present, or

future)

O.RESPON The TOE mugt/PS_RCT.1 AnalyzerReact | the TOE is required to respond
respond appropriately tp accordingly in the event an intrusion|is

analytical conclusions

detected [IDS_RCT.1].

O.EADMIN The TOE must

include a set of functions thatFAU_SAR.3 Selectable Aud

allow effective manageme
of its functions and data

FAU_ SAR.1 Audit Review

tReview

t

FAU_ SEL.1 Selective Audit

FMT_SMF.1 Specification o
management functions

ADV_ARC.1 Architectural

Design

The TOE must provide the ability t
review and manage the audit trail
the System [FAU_SAR.1
FAU_SEL.1]. The
provide the ability for authorize
administrators to view all System d3

collected and produced [IDS_RDR.1].

System mus

ta

Booz Allen Hamilton CCTL

- Q1 Labs, Inc.

Page 108



Objective

Security Functional Component

Rationale

IDS RDR.1 Restricted Dat
Review

aThe TOE must perform securit
management and IDS management|for
auditing, attributes, reports, alerts, and
system data [FMT_SMF.1]. The TOE
must ensure that all functions are
invoked and succeed before egch
function may proceed [ADV_ARC.1].
The TSF must be protected from
interference that would prevent it fro
performing its function
[ADV_ARC.1].

Yy

O.ACCESS The TOE musg

FAU SAR.2 Restricted Audi

tReview

[ The TOE is required to restrict the

allow authorized users t
access only appropriate TQ
functions and data

Ofwith

review of audit data to those grantgd
explicit read-acces
[FAU_SAR.2]. The System is required

to restrict the review of System data|to
those granted with explicit read-access

EFAU_STG.Z Guarantees
Audit Data Availability
FIA_UAU.1 Timing of
Authentication
FIA_UID.1 Timing of
Identification

[IDS_RDR.1]. The TOE is required
protect the audit data from deletion [as

FMT_MOF.1 Management
Security Functions Behaviour

(0

fwell as guarantee the availability
the audit data in the event of storage

FMT_MTD.1 Management o
TSF Data

f exhaustion, failure

FMT_MTD.1(1) Management o
TSF Data

modification and unauthorize

FMT_MTD.1(2) Management 0
TSF Data

f deletion [IDS_STG.1]. User
authorized to access the TOE

FMT_MTD.1(3) Management o
TSF Data

authentication process [FIA_UID.

FMT_MTD.1(4) Management 0
TSF Data

f FIA_UAU.1]. The TOE is required t
provide the ability to restrict managi

FMT_SMF.1 Specification o
management functions

IDS RDR.1 Restricted Dat
Review
IDS_STG.1 Guarantee q

System Data Availability

reports, alerts, and system d

FIA_AFL.1 Authentication
Failure Handling

[FMT_SMF.1]. Only authorized
administrators of the System may

FIA_AFL.1(1)
Failure Handling

Authentication

query and add System and audit data,
and authorized administrators of the
TOE may query and modify all othe

TOE data [FMT_MTD.1,
FMT_MTD.1 (1), FMT_MTD.1 (2),
FMT_MTD.1 (3), FMT_MTD.1 (4),]
The TOE does not support external
products accessing the applian
[FIA_AFL.1]. Users are allowed t
attempt to authenticate to the TOE
times before being locked out for 3
minutes [FIA_AFL.1(2)].
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Objective Security Functional Componen{ Rationale
O.IDAUTH The TOE must FAU_SAR.2 Restricted Audif the TOE is required to restrict the
be able to identify and Review review of audit data to those granted
authenticate users prior JFAU_STG.2  Guarantees  Ofyjth explicit read-access
allowing access to TOE Audit Data Availability [FAU_SAR.2]. The System is required
functions and data FIA_UAU.1 Timing of | to restrict the review of System datalto
Authentication _ those granted with explicit read-access
FIA_ATD.1 User Attribute| [DS_RDR.1]. The TOE is required to
Definition protect the stored audit logs from
FIA_UID.1 Timing of | unauthorized deletion [FAU_STG.2].
Identification The System is required to protect the
FMT_MOF.1 Management of System data from any modificatign
Security Functions Behaviour | and unauthorized deletion, as well |as
FMT_MTD.1 Management of guarantee the availability of the datalin
TSF Data the event of storage exhaustion, faillre
FMT_MTD.1(1) Management of or attack [IDS_STG.1]. Security
TSF Data attributes of subjects use to enforce the
FMT_MTD.1(2) Management of authentication policy of the TOE mugst
TSF Data be defined [FIA_ATD.1]. Users
FMT_MTD.1(3) Management of authorized to access the TOE are
TSF Data defined using an identification and
FMT_MTD.1(4) Management of authentication process [FIA_UID.1,
TSF Data FIA_UAU.1]. The TOE is required to
FMT_SMR.1 Security Roles provide the ability to restrict managing
ADV ARC.1 Architectural| the behavior of functions of the TOE
Desian to authorized users of the TQE
IDS_RDR.1 Restricted Data[FMT_MOF.1]. ~ Only  authorizeg
Review administrators of the System may
IDS_STG.1  Guarantee  gfduery and add System and audit data,
System Data Availability and authorized administrators of the
FIA AFL1 Authentication|] TOE may query and modify all other
Failure Handling TOE data [FMT_MTD.1,
FIA_AFL.1(1) Authentication "MT_MTD.1 (1), FMT_MTD.1 (2),
Failure Handling FMT_MTD.1 (3), FMT_MTD.1 (4),]._
The TOE must be able to recognige
the different administrative and user
roles that exist for the TOE
[FMT_SMR.1]. The TOE must ensute
that all functions are invoked and
succeed before each function may
proceed [ADV_ARC.1]. The TSk
must be protected from interference
that would prevent it from performing
its functions [ADV_ARC.1]. QRadar
does not support external IT produ¢ts
accessing the appliance. [FIA_AFL.1].
Users are allowed to attempt to
authenticate to the TOE 5 times before
being locked out for 30 minutes
[FIA_AFL.1(1)].
O.OFLOWS The TOE must Eg;—i\;ra(ﬁéiﬁ;aramee of Auditthe TOE is required to protect the
i 18l
appropriately handle potenti 'FAU_STG 4 Prevention of Dataaudn data from deletion as well as
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Objective

Security Functional Component

Rationale

audit and System data stora|

geoss

overflows

IDS_STG.1 Guarantee
System Data Availability

q

IDS_STG.2  Prevention
System Data Loss

g

guarantee the availability of the au
fdata in the event of storage exhausti
failure or attack [FAU_STG.2]. Th
f TOE must prevent the loss of au
data in the event its audit trail is fu
[FAU_STG.4]. The System is require
to protect the System data from a
modification and unauthorizetF
deletion, as well as guarantee
availability of the data in the event
storage exhaustion, failure or atta
[IDS_STG.1]. The System mu
prevent the loss of audit data in t
event its audit trail is ful
[IDS_STG.2].

O.AUDITS The TOE mus

FAU_GEN.1 Audit Data

_Generation

record audit records for da

“FAU_SEL.1 Selective Audit

accesses and use of t
System functions

'FAU_STG.4 Prevention of aud
data loss

FMT_SMF.1 Specification o
management functions

ADV_ARC.1 Architectural
Design
FPT_STM.1 Reliable Time
Stamps

Security-relevant events must
defined and auditable for the TQO
[FAU_GEN.1]. The TOE mus
tprovide the capability to select whid
security-relevant events to au(
[FAU.SEL.1]. The TOE must preve

its audit trail is full [FAU_STG.4],
The TOE must perform security

invoked and succeed before egch
function may proceed [ADV_ARC.1].
The TSF must be protected from
interference that would prevent it fro
performing its function
[ADV_ARC.1]. Time stamp
associated with an audit log must
reliable [FPT_STM.1].

O.INTEGR The TOE mus

‘ FAU_STG.2 Guarantee of Aud
, Data Availability

ensure the integrity of a
audit and System data

"FMT_MTD.1 Management o
TSF Data

FMT_MTD.1(1) Management o
TSF Data

FMT_MTD.1(2) Management 0
TSF Data

—

The TOE is required to protect the
f audit data from deletion as well as
guarantee the availability of the audlit
f data in the event of storage exhaustipn,
failure or attack [FAU_STG.2]. Th

s System is required to protect the
System data from any modificatign

FMT_MTD.1(3) Management o
TSF Data

and unauthorized deletion
f
[IDS_STG.1]. Only authorize

FMT_MTD.1(4) Management o
TSF Data

fadministrators of the System m
query or add audit and System d

y
ata

ADV ARC.1 Architectural [FMT_MTD.1]. The System must
Design protect the collected data from
EPT MC1 Inter-TSE modification and ensure its integrity

when the data is transmitted to another

confidentiality during
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Objective

Security Functional Component

Rationale

transmission

FPT _ITL1 Inter-TSF detectio
of modification

IDS_STG.1 Guarantee
System Data Availability

q

IT product [FPT_ITC.1, FPT_ITI1
nThe TOE must

ensure that
functions to protect the data are n
fbypassed [ADV_ARC.1]. The TS
must be protected from interferen
that would prevent it from performin
its functions [ADV_ARC.1]. The
TOE uses the SSH protocol to protg
both the confidentiality and integrit
of all TSF data that is transmitte
between the TSF and any remc
trusted IT products. These protectig
are discussed in RFC 4253 '"T
Secure Shell (SSH) Transport Lay
Protocol."  Section 6.3 states th
"...the packet length, padding leng
payload, and padding fields of ea
packet MUST be encrypted with th
given algorithm." The payload in th
case refers to TSF data and {
encryption means that there will be
unauthorized disclosure in accordar
with FPT_ITC.1 Inter-TSH
confidentiality during
Section 6.4 states that "Data integr|
is protected by including with eag
packet a MAC that is computed from

q

all

E
ce

ch

transmission.

1.

ot

er
at
h

e
S
he

NO

ce

ty
h
a

shared secret, packet sequence
number, and the contents of the
packet." This means that a message

authentication code is included wi
each packet that is calculated based

the packet contents (i.e. payload |or
TSF data). Therefore, if TSF datalis
modified in transit, the MAC will no
longer match the packet contents and
the modification will be detected in
accordance with FPT_ITI.1 Inter-TSF
detection of modification. The
requirements for FPT_ITC.1 haye
therefore been satisfied by the TOE.
OE TIME The T gtPaTnTpSSTM.l Reliable  Time
Environment will provide The IT Environment will provide
reliable time stamp to the reliable time stamp to the TOE. Time
TOE. Time stamps associatéd stamps associated with an audit log
with an audit record must be must be reliable [FPT_STM.1].
reliable
OE.AUDIT_SORT The IT EAU.—SAR'S Selectable AUdtThe IT environment must provide the
! X : eview o . -
Environment will provide the ability to review and manage the audit
capability to sort audi trail of the System to include sortirg
information the audit data [FAU_SAR.3,].
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Objective Security Functional Component

Rationale

OE.AUDIT_PROTECTION FAU_STG.2 Guarantee of Aud

The IT Environment will Data Availability
provide the capability tdg
protect audit information

The TOE is required to protect the

audit data from deletion as well
guarantee the availability of the au
data in the event of storage exhausti
failure or attack [FAU_STG.2].

1S
it
pn,

O.EAVESDROPPING FCS_CKM.1 .
Cryptographic operation
The TOE will encrypt TSH

FCS_CKM.1 states the TSF sh

;1

generate 1024 bit keys using RSA for

key management.

data that traverses therCcs cOP.1
network to prevent maIiciousCrypfographic operation

FCS_COP.1 states that the TSF u

256 bit keys using AES in CBC mode

ses

users from gaining for encryption and decryption between
unauthorized access to TQE components.
data FTP_TRP.1

Trusted Path

FTP_TRP.1 states the TOE sh

provide a communication path

between the TSF and remote users
is logically distinct from othe
communication paths and provid
assured identification of its end poin
and protection of the communicat
data from modification or disclosur
The TSF shall allow remote users
initiate communication via the truste

all

hat

oS
ts
2d

D

to
d

path, and it shall require the use of the

trusted path for initial use
authentication and management of
TOE.

r
he

FPT_ITC.1 Inter-TSF
confidentiality during
transmission

FPT_ITL1 Inter-TSF detection
of modification

FPT_ITC.1 states that the TOE sh
protect all TSF data transferred
remote trusted IT products.

FPT-ITI.1 states that the TOE sh
have the capability to dete
modification using HMAC-MD5
hashing and be able to take action
modifications are detected. The T(
uses the SSH protocol to protect b
the confidentiality and integrity of al
TSF data that is transmitted betwe
the TSF and any remote trusted
products. These protections 3

all
to

all
Ct

if
DE
nth
|
en
IT
re

discussed in RFC 4253 "The Seclrre

Shell (SSH) Transport Laye
Protocol."  Section 6.3 states th
"...the packet length, padding leng
payload, and padding fields of ea
packet MUST be encrypted with th
given algorithm." The payload in th

r
at
h,
ch
e
S

case refers to TSF data and the

encryption means that there will be
unauthorized disclosure in accordar
with FPT ITC.1 Inter-TSH

No
ce

confidentiality during transmission.

Booz Allen Hamilton CCTL - Q1 Labs, Inc.

Page 113



Objective Security Functional Componen{ Rationale

Section 6.4 states that "Data integrjty
is protected by including with eagh
packet a MAC that is computed from a
shared secret, packet sequence
number, and the contents of the
packet." This means that a message
authentication code is included with
each packet that is calculated based on
the packet contents (i.e. payload |or
TSF data). Therefore, if TSF datalis
modified in transit, the MAC will no
longer match the packet contents and
the modification will be detected in
accordance with FPT_ITI.1 Inter-TSF
detection of modification. The
requirements for FPT_ITC.1 haye
therefore been satisfied by the TOE.

Table 10-4: Security Functional Requirements Ratioale

10.4 EALS3 Justification

The threats that were chosen for this ST are cmmgisvith attacker of low attack
potential, as specified in the IDS System PP. [O& System PP is explicitly defined as
one for the United States government. EAL3 SARgehaeen included in this ST in
order to provide additional assurance for consuneenside the US which may not
acknowledge the SARs presented in the PP as suffitd ensure basic robustness. The
SARs for an EAL3 differ from EALZ2 in the areas awlopment, life-cycle support, and
Testing. With EAL3 comes an added focus on suppprand non-interfering actions,
error messages, interactions between subsysterntiseof SF, evidence to support the
usage of a CM plan by a CM system, developers d¢f figblevant configuration items,
testing of all TSFIs specified in the FSP, covertgsing, and the addition of depth
testing.

T.EAVESDROPPING was added as an additional threav@ and beyond the threats in
the IDS System PP due to the environment posingylaeh threat than basic, which is
what the IDS System PP specifies. O.EAVESDROPPING also added to mitigate
T.EAVESDROPPING, with the added cryptographic amdsted path requirements
mapped to it in order to address the higher thgeatential of a malicious user
eavesdropping on network traffic to gain unauthextiaccess to TOE data.

10.5 Requirement Dependency Rationale

The IDS System PP does satisfy all the requirentependencies of the Common
Criteria. The table below lists each requiremeairfithe IDS System PP as well as added
SFRs with a dependency and indicates whether thendient requirement was included.
As the table indicates, all dependencies have bexn
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Functional Component Dependency Included
FAU GEN.1 FPT_STM.1 YES
FAU SAR.1 FAU GEN.1 YES
FAU SAR.2 FAU SAR.1 YES
FAU SAR.3 FAU SAR.1 YES

FAU GEN.1 YES
FAU_SEL.1 FMT_MTD.1 YES
FAU STG.2 FAU GEN.1 YES
FAU STG.4 FAU STG.2 YES
FIA_UAU.1 FIA_UID.1 YES
FMT_MOF.1 FMT_SMR.1 YES
FMT_MTD.1 FMT_SMR.1 YES
FMT_SMR.1 FIA_UID.1 YES
FCS_COP.1 YES
NO, OE
FCS_CKM.1 handles this
FCS_CKM4 (OE.KEYDES
TRUCT)
FCS_CKM.1 YES
NO, OE
FCS_COP.1 handles this
FCS_CKM4 (OE.KEYDES
TRUCT)

Table 10-5: Requirement Dependencies

10.6 Strength of Function Rationale

The TOE minimum strength of function is SOF-baSike evaluated TOE is intended to
operate in commercial and DoD low robustness enwuients processing unclassified
information. This security function is in turn castent with the security objectives

described in section 5.

10.7 Assurance Measures

The SARs for this evaluation have been chosen Isecthey are consistent with the
package claim of EAL3. Augmentations to this claimolude ALC_FLR.2. ALC_FLR.2
provides assurance that the TOE is updated in kdeéhed manner that is consistent
with the development security procedures outlimedlLC_DVS.1.

The following table identifies the SARs for this ST

Component

Document(s)

Rationale

ADV_ARC.1

Security Architecture Design
7.0.0v0.4

TOE Design Specification Docume
for Q1 Labs, Inc. QRadar Releal

TOE.

nfThis document describes the
seecurity architecture of th

e

ADV_FSP.3

Functional Specification with

complete summary 7.0.0v0.4

Functional Specification Docume
for Q1 Labs, Inc. QRadar Releal

séunctional specification of the
TOE with complete summary.

ntThis document describes the

D
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Component

Document(s)

Rationale

ADV_TDS.2

Architectural Design

TOE Design Specification Docume
for Q1 Labs, Inc.
7.0.0v0.4

QRadar Releal

nfThis document describes the
sarchitectural design of the TOE.

AGD_OPE.1

Operational User Guidance

QRadar Administration Guid
r7.0.0

QRadar Users Guide r7.0.0

Evaluated Configuration for Q
Labs QRadar 7.0.0

S

1

This document describes the
operational user guidance for
the TOE.

AGD_PRE.1

Preparative Procedures

QRadar Administration Guid
r7.0.0

QRadar Users Guide r7.0.0

Evaluated Configuration for Q
Labs QRadar 7.0.0

a)

1

This document describes the
preparative procedures that need
to be done prior to installing th
TOE.

D

ALC_CMC.3

Authorizations Controls

Q1 Labs Life Cycle
20101022.doc
Roles in the Produat

Development Life Cycle.doc

This document describes the
authorization controls for the
TOE.

ALC_CMS.3
CM Scope

6.3.1.143036.toelist.txt

6.3.1.143036-
documentation.toelist.txt

7.0.0.165643.toelist.txt

7.0.0.165643-
documentation.toelist.txt

These documents describe the
CM scope of the TOE.

ALC_DEL.1

Delivery Procedures

QRadar Delivery-20101020.doc

This  document  describgs
product delivery for the TOE
and a description of all
procedures used to ensure
objectives are not compromised
in the delivery process.

ALC_DVS.1

Identification
Measures

of

Security

Employee Agreement.doc
Employee Req Offer.xls
Marketing and
Requirements
Process.doc

Q1 Acceptable Use Policy.doc
Q1 Audit Vulnerability Scarn
Policy.doc
Q1 Corporate Security Polic
Statement.doc
Q1 Datacenter
Form.doc

Q1 Datacenter
Installation Form.doc
Q1 Datacenter
Removal Form.doc
Q1 Datacenter Policy.doc

Q1 Internal Lab Security

Produg

Authorizatio
Equipmer

Equipmer

Document

t

nt

nt

This document provides an
identification of security
measures for the TOE.
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Component Document(s) Rationale
Policy.doc
Q1 Labs Inc Information
Security Policy Statement.doc
Q1 Labs Inc  Password
Policy.doc
Q1 Labs, Inc[1]. Employment
Application.doc
Q1 Laptop Desktop Security
Policy.doc
Q1 Laptop Security Policy.doc
Q1 Security Awareness.doc
Q1 Virtual Private Network.doc
Q1 Wireless Communication
Policy.doc
Q1 Physical_Access.doc
* Q1 _Termination_Policy.doc
ALC_FLR.2 « Q1 Labs Life Cycle| This document describes the
Flaw reporting procedures 20101022.doc processes taken for flaw
« Ql Mtce Asls Process'emediation for the TOE.
20101022.vsd
ALC_LCD.1 - Q1 Labs Life  Cycle| This document provides the life
Life-Cycle Definition 20101022.doc cycle definition of the TOE.
e Q1 Mtce As-Is Process
20101022.vsd

ASE_CCL.1
Conformance Claims

Q1 Labs QRadar Release 7.0.0
Security Target v1.2

This document describes the ¢C
conformance claims made by
the TOE.

ASE_ECD.1 Q1 Labs QRadar Release 7.0.0 | This document provides p
Extended ComponentsSecurity Target v1.2 definition for all extendeg
Definition components in the TOE.
ASE_INT.1 Q1 Labs QRadar Release 7.0.0 | This document describes the

Security Target Introduction

Security Target v1.2

Introduction of the Security
Target.

ASE_OBJ.2
Security Objectives

Q1 Labs QRadar Release 7.0.0
Security Target v1.2

This document describes all of
the security objectives for the
TOE.

ASE_REQ.2
Security Requirements

Q1 Labs QRadar Release 7.0.0
Security Target v1.2

This document describes all pf
the security requirements for the
TOE.

ASE_SPD.1
Security Problem Definition

Q1 Labs QRadar Release 7.0.0
Security Target v1.2

security problem definition o

This document describes the
the Security Target.

ASE_TSS.1
TOE Summary Specificatiorn

Q1 Labs QRadar Release 7.0.0
Security Target v1.2

This document describes the
TSS section of the Security
Target.

ATE_COV.2
Analysis of Coverage

e High Level
Aggregated.pdf

Category

This document provides an
analysis of coverage for the
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Component Document(s)

Rationale

20100825.doc
* QRadar Test Plan 20100826.d
e Test Result Matrix 20100825.x|

» QRadar Test Case Attachment§OE.

DC
]

ATE_DPT.1 e High Level Category
Basic Design Aggregated.pdf

20100825.doc
 QRadar Test Plan 20100826.d
¢ Test Result Matrix 20100825.xl

e QRadar Test Case Attachments

basic design of the TOE.

DC
S

ATE_FUN.1 e High Level Category
Functional Tests Aggregated.pdf

20100825.doc
* QRadar Test Plan 20100826.d
¢ Test Result Matrix 20100825.xl

* QRadar Test Case Attachments

functional tests for the TOE.

DC
S

This document describes the

This document describes the

ATE_IND.2 * Booz_Allen_Q1_QRadar_INDT|
Independent Testing estProcedures.xlIsx

« Booz_Allen_Q1 QRadar_INDT|
estReport.doc

independent testing for th
TOE.

This document describes the

e

AVA_VAN.2 Booz_Allen_Q1_QRADAR 7.0 VA
Vulnerability Analysis N_3_20100820.doc

vulnerability analysis of the

This document describes the

D

TOE.

Table 10-6: Assurance Requirements E

vidence
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