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1. Security Target Introduction

This section identifies the Security Target (ST) and Target of Evaluation (TOE) identification, ST conventions, ST
conformance claims, and the ST organization. The TOE is Hewlett Packard Enterprise MSR 1000, 2000, 3000, and
4000 Series Routers with Comware V7.1.059, Release 0305 provided by Hewlett Packard Enterprise. Each of the
Series Router products is a stand-alone Gigabit Ethernet router appliance designed to implement a wide range of
network layers 2 and 3 switching, service and routing operations.

The focus of the evaluation is on the TOE functionality supporting the claims in the Protection Profile for Network
Devices (NDPP). The only capabilities covered by the evaluation are those specified in the aforementioned
Protection Profile, all other capabilities are not covered in the evaluation. The security functionality specified in
[NDPP], includes protection of communications with remote administrators and trusted IT entities, identification
and authentication of administrators, auditing of security-relevant events, ability to verify the source and integrity of
updates to the TOE, and specifies NIST-validated cryptographic mechanisms.

The Security Target contains the following additional sections:
e TOE Description (Section 2)
e  Security Problem Definition (Section 3)
e  Security Objectives (Section 4)
e IT Security Requirements (Section 5)
e TOE Summary Specification (Section 6)
e  Protection Profile Claims (Section 7)

e Rationale (Section 8).

1.1 Security Target, TOE and CC Identification

ST Title — Hewlett Packard Enterprise MSR Routers 1k-4k Security Target
ST Version — Version 1.0

ST Date —February 16, 2016

TOE Identification — Hewlett Packard Enterprise MSR 1000, 2000, 3000, and 4000 Series Routers with Comware
V7.1.059, Release 0305 with a High Encryption License'.

On November 1, 2015, Hewlett-Packard became two separate companies: Hewlett Packard Enterprise and HP Inc.
The network products are part of the new Hewlett Packard Enterprise. The former HP network switches and routers
are undergoing product rebranding. The rebranding is not complete in the documentation and on the websites. The
TOE maybe referred to with the suffix “HP”, “HP FlexFabric”, “HPE” or “HPE FlexFabric”. For the purpose of this
evaluation, these name variations are used interchangeably and refer to the same product.

Product Series Specific Devices

HP MSR1000 HP MSR1002-4 AC Router ((JG875A)
HP MSR1003-8S AC Router (JHO60A)

HP MSR2000 HP MSR2003 AC Router (JG411A)
HP MSR2004-24 AC Router (JG734A)
HP MSR2004-48 Router (JG735A)

L HPE ships the MSR router series with a High Encryption License. The FIPS mode cannot be enabled if a High
Encryption license has not been installed.
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Product Series

Specific Devices

HP MSR3000

HP MSR3012 AC Router (JG409A)
HP MSR3012 DC Router (JG410A)
HP MSR3024 AC Router ((JG406A)
HP MSR3024 DC Router (JG407A)
HP MSR3024 PoE Router (JG408A)
HP MSR3044 Router (JG405A)

HP MSR3064 Router (JG404A)

HP MSR4000

HP MSR 4060 Router Chassis with HP
MSR4000 MPU-100 Main Processing Unit
(JG403A)

HP MSR 4080 Router Chassis with HP

MSR4000 MPU-100 Main Processing Unit
(JG402A)

Note: Each MSR4000 product series must
also have one of the following Service
Processing Units’:

e HP MSR4000 SPU-100
Processing Unit (JG413A);

e HP MSR4000 SPU-200 Service
Processing Unit (JG414A); or

e HP MSR4000 SPU-300 Service
Processing Unit (JG670A).

Service

Table 1 TOE Series and Devices

TOE Developer — Hewlett Packard Enterprise

Evaluation Sponsor — Hewlett Packard Enterprise

Version 1.0, 2/16/2016

CC Identification — Common Criteria for Information Technology Security Evaluation, Version 3.1, Revision 3,

July 2009

1.2 Conformance Claims

This TOE is conformant to the following CC specifications:

e This ST is conformant to:

e  Protection Profile for Network Devices, Version 1.1, 8 June 2012 (NDPP) as amended by Errata
#3 dated 3 November 2013, and including the following optional SFRs: FCS IPSEC EXT.1;
FCS _SSH _EXT.1; and FIA PSK _EXT.1. The following NIAP Technical Decisions apply to this
PP and have been accounted for in the ST development and the conduct of the evaluation:

= TDO0004: FCS TLS EXT Man-in-the-Middle Test - This Technical Decision removes
the FCS_TLS EXT man-in-the-middle tests for the NDPP (FCS_TLS EXT.I.1, Test 2),
pending development of new TLS requirements and assurance activities and
identification of suitable test tools.

= TDO0005: FPT ITT Test 3 Resolution - This Technical Decision removes the need to
perform Test 3 associated with FPT ITT.1 in NDPP, consistent with the test
requirements for FTP_ITC.1 and FTP_TRP.1.

2 See MSR4000 Series Routers in section 2.1.4 for a description of the Service Processing Units.
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= TDO0011: FCS SSH EXT.1.4 Clarification - The SFR requires that the SSH transport
implementation use specific encryption algorithms. The TD clarifies that the
restrictions must be implemented by the TOE and cannot be reliant upon configuration
of the SSH client.

= TDO0012: FCS SSH EXT.1.4 - Algorithms not identified in FCS_SSH EXT.1.4 must
not be allowed; other cipher suites (such as 3DES-CBC) must be disabled in evaluated
configurations. The Assurance Activities associated with this requirement must verify
that connection attempts with algorithms not listed in FCS_SSH EXT.1.4 are denied.
The NDPP was updated via errata to reflect this decision.

= TDO0017: NDPP Audit Shutdown - This Technical Decision allows for the use of a
startup audit record to indicate audit shutdown in the event of an uncontrolled shutdown.

= TDO0026: FPT TUD EXT.l - This Technical Decision allows for the administrator
following TOE guidance to reject an illegitimate update detected by the TOE, in addition
to the TOE rejecting the update automatically (during testing).

= TDO0032: FCS SSH EXT.1.2 — The SFR was rewritten to conditionally require
password-based authentication.

e  Common Criteria for Information Technology Security Evaluation Part 2: Security functional components,
Version 3.1, Revision 3°, July 2009.

e Part 2 Extended

e  Common Criteria for Information Technology Security Evaluation Part 3: Security assurance components,
Version 3.1 Revision 3*, July 2009.

e Part 3 Conformant

1.3 Conventions

The following conventions have been applied in this document:

e  Security Functional Requirements — Part 2 of the CC defines the approved set of operations that may be
applied to functional requirements: iteration, assignment, selection, and refinement.

o Iteration: allows a component to be used more than once with varying operations. In the ST,
iteration is indicated by a number in parentheses placed at the end of the component. For example
FDP_ACC.1 (1) and FDP_ACC.1 (2) indicate that the ST includes two iterations of the
FDP_ACC.1 requirement, (1) and (2).

o Assignment: allows the specification of an identified parameter. Assignments are indicated using
bold and are surrounded by brackets (for example, [assignment]). Note that an assignment within
a selection would be identified in italics and with embedded bold brackets (for example,
[[selected-assignment])).

o Selection: allows the specification of one or more elements from a list. Selections are indicated
using bold italics and are surrounded by brackets (for example, [selection]).

o Refinement: allows the addition of details. Refinements are indicated using bold, for additions,
and strike-through, for deletions (for example, “... all objects ...” or “... seme big things ...”).
Note that ‘cases’ that are not applicable in a given SFR have simply been removed without any
explicit identification.

¥ NDPP claims conformance to CC Part 2 Revision 3. CC Part 2 Revision 3 and Revision 4 are the same for the
requirements included in this ST,
* NDPP claims conformance to CC Part 3 Revision 3. CC Part 3 Revision 3 and Revision 4 are the same for the
requirements included in this ST,
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e The NDPP uses an additional convention — the ‘case’ — which defines parts of an SFR that apply only when
corresponding selections are made or some other identified conditions exist. Only the applicable cases are
identified in this ST and they are identified using bold text.

e Other sections of the ST — Other sections of the ST use bolding to highlight text of special interest, such as
captions.

1.3.1 Terminology

FlexBranch A solution provided by HP that integrates network connectivity and
applications.

FlexNetwork A network architecture developed by Hewlett-Packard to provide
networking services and a consistent network architecture for the data
center, campus and branch offices. It was developed to support
technologies such as virtualization and cloud computing.

1.3.2 Acronyms

AAA Authentication, Authorization and Accounting
ACL Access Control List

AES Advanced Encryption Standard

AUT Authentication

CBC Cipher-Block Chaining

cC Common Criteria for Information Technology Security Evaluation
CEM Common Evaluation Methodology for Information Technology Security
CM Configuration Management

CLI Command Line Interface

CPU Central Processing Unit

DH Diffie-Hellman

EVI Ethernet Virtualization Interconnection
FDP User Data Protection CC Class

FIA Identification and Authentication CC Class
FIPS Federal Information Processing Standard
FMT Security Management CC Class

FSP Functional Specification

GR Graceful Restart

HMAC Hashed Message Authentication Code

IP Internet Protocol

IPC Inter-process communication

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

IPsec Internet Protocol Security

ISSU In Service Software Upgrades

IT Information Technology

LACP Link Aggregation Control Protocol

LAN Local Area Network

MDC Multitenant device context

MOF Management of Functions

MPLS Multiprotocol Label Switching

MTD Management of TSF Data

Mpps Millions of packets per second

NDPP Protection Profile for Network Devices
OAA Open Application Architecture

OSP Organization Security Policy

OSPF Open Shortest Path First

POS Prime order subgroup
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PP Protection Profile

PCI Peripheral Component Interconnect (personal computer bus)
QoS Quality of Service

RADIUS Remote Authentication Dial In User Service

RPC Remote procedure call

RSA Rivest, Shamir and Adleman (algorithm for public-key cryptography)
SA Security Association

SAR Security Assurance Requirement

SFP Security Function Policy

SFR Security Functional Requirement

SHA Secure Hash Algorithm

SIC Smart Interface Card

SM Security Management

SMR Security Management Roles

SOF Strength of Function

SSH Secure Shell

ST Security Target

TACACS+ Terminal Access Controller Access Control System Plus
TCP Transmission Control Protocol

TOE Target of Evaluation

TRILL Transparent Interconnection of Lots of Links

TSC TSF Scope of Control

TSF TOE Security Functions

TSP TOE Security Policy

UAU User Authentication

UDP User Data Protection

USB Universal Serial Bus

VLAN Virtual Local Area Network

VPN Virtual Private Network

WAN Wide Area Network

2. TOE Description

The Target of Evaluation (TOE) is the Hewlett Packard Enterprise MSR 1000, 2000, 3000, and 4000 Series Routers
with Comware V7.1.059, Release 0305. The MSR 1000 Series router in the evaluated configuration comprises the
following specific devices:

e HP MSR1002-4 AC router (JG875A),
e HP MSR1003-8S AC Router (JHO60A).
The MSR 2000 Series router in the evaluated configuration comprises the following specific devices:
e HP MSR 2003 AC Router (JG411A),
e HP MSR 2004-24 AC Router (JG734A),
e HP MSR 2004-48 Router (JG735A).
The MSR 3000 Series in the evaluated configuration comprises the following specific devices:
e HP MSR3012 AC Router (JG409A),
e HP MSR3012 DC Router (JG410A),
e HP MSR3024 AC Router ((JG406A),
e HP MSR3024 DC Router (JG407A),
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e HP MSR3024 PoE Router (JG408A),
e HP MSR3044 Router (JG405A), and
e HP MSR3064 Router (JG404A).
The MSR 4000 Series in the evaluated configuration comprises the following specific devices:
e HP MSR 4060 Router Chassis with HP MSR4000 MPU-100 Main Processing Unit (JG403A); and the
e HP MSR 4080 Router Chassis with HP MSR4000 MPU-100 Main Processing Unit (JG402A).

Note: Each MSR4000 product series must also have one of the following Service Processing Units: HP MSR4000
SPU-100 Service Processing Unit (JG413A); HP MSR4000 SPU-200 Service Processing Unit (JG414A); or HP
MSR4000 SPU-300 Service Processing Unit (JG670A).

Each series of routers comprising the TOE consists of a set of distinct devices (as identified in Section 1.1), which
vary primarily according to power delivery, performance, and port density.

The MSR 1000, 2000, 3000, and 4000 routers have a fixed number of ports and each support plug-in modules,
which provide additional functionality (for example, various numbers and types of network connection ports). All of
the available plug-in modules are included and can optionally be used in the evaluated configuration (see below) as
they do not affect any of the claimed security functionality.

2.1 TOE Overview

The various routers comprising the TOE are all Gigabit Ethernet router appliances that consist of hardware and
software components. While the physical form factor of each of the four series of MSR routers is substantially
different, the underlying hardware shares a similar architecture. The software uses a common code base of a
modular nature with only the modules applicable for the specific hardware installed.

The following product descriptions identify the evaluated hardware and software included in the TOE. The scope of
the evaluation is the security functions specified in the NDPP. The additional product features that have been
described are not within the scope of evaluation but are provided to identify the product type and intended use.
Please see the details in the text below.

2.1.1 MSR1000 Series Routers

The Hewlett Packard Enterprise MSR1000 series routers are a multiservice routers designed for small sized branch
offices or departmental end points. HP MSR1000 series routers feature interface and module options for Local Area
Network (LAN) and Wide Area Network (WAN) communications, along with security and convergence capabilities
through embedded and integrated encryption and voice processing. The evaluation covered Internet Protocol
Security (IPsec) capabilities specified in the NDPP.

The HP MSR1002-4 AC router provides three Smart Interface Card (SIC) interface module slots and up to eight
Gigabit Ethernet LAN ports which can be re-configured as WAN Routing ports. The router provides High-density
Ethernet access with WAN Fast Ethernet/Gigabit Ethernet, LAN 4- and 9-port Fast Ethernet; and mobility access
with 2 SIC (or 1 DSCI slot) module slots. The router also provides 1 RJ-45 autosensing 10/100/1000 WAN port, 1
SFP fixed Gigabit Ethernet SFP port, 4 RJ-45 autosensing 10/100/1000 LAN ports, and 1 Serial port.

The MSR1003-8S AC router provides 3 SIC or 1 SIC and 1 DSIC module slots, 2 RJ-45 autosensing 10/100/1000
WAN ports, and 8 RJ-45 autosensing 10/100/1000 LAN ports, supporting up to 500Kpps forwarding and 170Mbps
of IPsec encryption throughput.

The routers support IPv6 with full Layer 2 and Layer 3 features. The router uses USB memory disk to download
and upload configuration and operating system image files; and supports an external USB 3G/4G modem for a
3G/4G WAN uplink. The models included in the TOE are the HP MSR1002-4 AC router (JG875A); and the HP
MSR1003-8S AC Router (JHO60A).

The following module(s) are supported by this series and can optionally be used since they do not affect any of the
claimed security functions but rather serve to extend available network connectivity:

e HP A-MSR 4-port 10/100Base-T Switch SIC Module JD573B
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HP A-MSR 9-port 10/100Base-T Switch DSIC Module JD574B
HP A-MSR 1-port 10/100Base-T SIC Module JD545B

HP A-MSR 1-port 100Base-X SIC Module JF280A

HP A-MSR 2-port FXO SIC Module JD558A

HP A-MSR 1-port FXO SIC Module JD559A

HP A-MSR 2-port FXS SIC Module JD560A

HP A-MSR 1-port FXS SIC Module JD561A

HP A-MSR 4-port FXS/1-port FXO DSIC Mod JD189A

HP A-MSR 2-port ISDN-S/T Voice SIC Module JF821A

HP A-MSR 2-port FXS/1-port FXO SIC Module JD632A

HP A-MSR 1-port E1/Fractional E1 (750hm) SIC Module JD634B
HP A-MSR 1-port T1/Fractional T1 SIC Module JD538A

HP A-MSR 2-port E1/Fractional E1 (750hm) SIC Module JF842A
HP A-MSR 1-port Enhanced Sync/Async Serial SIC Module JD557A
HP A-MSR 1-port ISDN-S/T SIC Module JD571A

HP A-MSR 8-port Async Serial SIC Module JF281A

HP 802.11b/g/n Wireless AP SIC Module JF819A

HP MSR 802.11b/g/n Wless AP SIC Mod (NA) JG211A

HP A-MSR 16-port Async Serial SIC Module JG186A

HP A-MSR HSPA/WCDMA SIC Module JG187A

HP A-MSR 1-port ADSL over POTS SIC Mod JD537A

HP MSR 1-p ADSL over ISDN BRI U SIC Mod JG056B

HP A-MSR 1-p 8-wire G.SHDSL DSIC Module JG191A

HP MSR 1p E1/CE1/PRI SIC Mod JG604

HP MSR 4G LTE SIC Mod for Verizon JG742A

HP MSR 4G LTE SIC Mod for ATT JG743A

HP MSR 4G LTE SIC Mod for Global JG744A

HP A-MSR 4-port 10/100Base-T PoE Switch SIC Module JD620A
HP A-MSR 9-port 10/100Base-T PoE Switch DSIC Module JD621A
HP MSR 2p Enh Sync/Async Srl SIC Mod JG736A

HP MSR 4p Enh Sync/Async Srl SIC Mod JG737A

HP MSR 1p GbE Combo SIC Mod JG738A

HP MSR 4p Gig-T Switch SIC Mod JG739A

HP MSR 4p Gig-T PoE Switch SIC Mod JG740A

2.1.2 MSR2000 Series Routers

The HP MSR2000 series router is a component of the Hewlett Packard Enterprise FlexBranch solution, which is a
part of the comprehensive Hewlett Packard Enterprise FlexNetwork architecture. These router appliances feature a
modular design that delivers application services for small- to medium-sized branch offices. This provides the
benefit of reduced complexity, and simplified configuration, deployment, and management. HP MSR2000 series
routers feature an interface and module options for reliable, scalable LAN and WAN communications, along with
security and convergence capabilities through embedded and integrated encryption and voice processing. The
evaluation covered IPsec capabilities specified in the NDPP. The HP MSR2000 supports up to 400 Mb/s of IPsec
VPN encrypted throughput.

The routers provides 3-4 interface module slots and 15 high-density Fast Ethernet ports, WAN Gigabit Ethernet and
LAN 4-port and 9-port Fast Ethernet; and mobility access with 3G SIC module and 3G/4G USB modems; as well
as provides IPv6 support with full Layer 2 and Layer 3 features. The routers use USB memory disk to download
and upload configuration and operating system image files; and supports an external USB 3G/4G modem for a
3G/4G WAN uplink. The series includes:

e HP MSR2003 AC Router JG411A
e HP MSR2004-24 AC Router JG734A
e HP MSR2004-48 Router JG735A

10
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The following modules, extending the physically available ports, are supported by this series and can optionally be
used since they do not affect any of the claimed security functions but rather serve to extend available network
connectivity:

HP A-MSR 4-port 10/100Base-T Switch SIC Module JD573B
HP A-MSR 9-port 10/100Base-T Switch DSIC Module JD574B
HP A-MSR 1-port 10/100Base-T SIC Module JD545B

HP A-MSR 1-port 100Base-X SIC Module JF280A

HP A-MSR 2-port FXO SIC Module JD558A

HP A-MSR 1-port FXO SIC Module JD559A

HP A-MSR 2-port FXS SIC Module JD560A

HP A-MSR 1-port FXS SIC Module JD561A

HP A-MSR 4-port FXS/1-port FXO DSIC Mod JG189A

HP A-MSR 1-port E1 Voice SIC Module JF821A

HP A-MSR 2-port FXS/1-port FXO SIC Module JD632A

HP A-MSR 1-port E1/Fractional E1 (750hm) SIC Module JD634B
HP A-MSR 1-port T1/Fractional T1 SIC Module JD538A

HP A-MSR 2-port E1/Fractional E1 (750hm) SIC Module JF842A
HP A-MSR 1-port Enhanced Sync/Async Serial SIC Module JD557A
HP A-MSR 1-port ISDN-S/T SIC Module JD571A

HP A-MSR 8-port Async Serial SIC Module JF281A

HP A-MSR 16-port Async Serial SIC Module JG186A

HP A-MSR HSPA/WCDMA SIC Module JG187A

HP A-MSR 1-port ADSL over POTS SIC Mod JD537A

HP MSR 1-p ADSL over ISDN BRI U SIC Mod JG056B

HP A-MSR 1-p 8-wire G.SHDSL DSIC Module JG191A

HP MSR 1p E1/CE1/PRI SIC Mod JG604A

HP MSR 4G LTE SIC Mod for Verizon JG742A

HP MSR 4G LTE SIC Mod for ATT JG743A

HP MSR 4G LTE SIC Mod for Global JG744A

HP MSR 2p Enh Sync/Async Srl SIC Mod JG736A

HP MSR 4p Enh Sync/Async Srl SIC Mod JG737A

HP MSR 1p GbE Combo SIC Mod JG738A

HP MSR 4p Gig-T Switch SIC Mod JG739A

HP MSR 4p Gig-T PoE Switch SIC Mod JG740A

2.1.3 MSR3000 Series Routers

The HP MSR3000 series routers are components of the HP FlexBranch solution, which is a part of the
comprehensive HP FlexNetwork architecture. These router appliances feature a modular design that delivers
application services for medium to large-sized branch offices. This provides the benefit of reduced complexity, and
simplified configuration, deployment, and management. The MSR3000 routers use the latest multicore central
processing units (CPUs), offer Gigabit switching, provide an enhanced Peripheral Component Interconnect (PCI)
bus, and provides a full-featured, resilient routing platform, including IPv6 and Multiprotocol Label Switching
(MPLS), with up to 5 million packets per second (Mpps) forwarding capacity and 3.3 Gb/s of IPsec VPN encrypted
throughput. The evaluation covered IPsec capabilities specified in the NDPP. The MSR3000 router series provide up
to three on-board Gigabit Ethernet ports. They support Layer 2 switching, select Layer 3 services, and static Layer 3

routing, as well as provide dual IP stack to transition from IPv4 to IPv6. The series include:

HP MSR 3012 AC Router JG409A
HP MSR 3012 DC Router JG410A
HP MSR 3024 AC Router JG406A
HP MSR 3024 DC Router JG407A
HP MSR 3024 PoE Router JG408A
HP MSR 3044 Router JG405A
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e HP MSR 3064 Router JG404A

The following modules, extending the physically available ports, are supported by this series and can optionally be
used since they do not affect any of the claimed security functions but rather serve to extend available network
connectivity:
e HP A-MSR 4-port 10/100Base-T Switch SIC Module JD573B
HP A-MSR 9-port 10/100Base-T Switch DSIC Module JD574B
HP A-MSR 1-port 10/100Base-T SIC Module JD545B
HP A-MSR 1-port 100Base-X SIC Module JF280A
HP A-MSR 2-port FXO SIC Module JD558A
HP A-MSR 1-port FXO SIC Module JD559A
HP A-MSR 2-port FXS SIC Module JD560A
HP A-MSR 1-port FXS SIC Module JD561A
HP A-MSR 4-port FXS/1-port FXO DSIC Mod JG189A
HP A-MSR 1-port E1 Voice SIC Module JD575A
HP A-MSR 1-port T1 Voice SIC Module JD576A
HP A-MSR 2-port ISDN-S/T Voice SIC Module JF821A
HP A-MSR 2-port FXS/1-port FXO SIC Module JD632A
HP A-MSR 1-port E1/Fractional E1 (750hm) SIC Module JD634B
HP A-MSR 1-port T1/Fractional T1 SIC Module JD538A
HP A-MSR 2-port E1/Fractional E1 (750hm) SIC Module JF842A
HP A-MSR 1-port Enhanced Sync/Async Serial SIC Module JD557A
HP A-MSR 1-port ISDN-S/T SIC Module JD571A
HP A-MSR 8-port Async Serial SIC Module JF281A
HP A-MSR 16-port Async Serial SIC Module JG186A
HP A-MSR HSPA/WCDMA SIC Module JG187A
HP A-MSR 1-port ADSL over POTS SIC Mod JD537A
HP MSR 1-p ADSL over ISDN BRI U SIC Mod JG056B
HP A-MSR 1-p 8-wire G.SHDSL DSIC Module JG191A
HP MSR 1p E1/CE1/PRI SIC Mod JG604A
HP MSR 4G LTE SIC Mod for Verizon JG742A
HP MSR 4G LTE SIC Mod for Global JG743A
HP MSR 4G LTE SIC Mod for Global JG744A
HP A-MSR 4-port 10/100Base-T PoE Switch SIC Module JD620A
HP A-MSR 9-port 10/100Base-T PoE Switch DSIC Module JD621A
HP MSR 2p Enh Sync/Async Srl SIC Mod JG736A
HP MSR 4p Enh Sync/Async Srl SIC Mod JG737A
HP MSR 1p GbE Combo SIC Mod JG738A
HP MSR 4p Gig-T Switch SIC Mod JG739A
HP MSR 4p Gig-T PoE Switch SIC Mod JG740A

2.1.4 MSRA4000 Series Routers

The HP MSR 4000 series routers are components of the HP FlexBranch solution, which is a part of the
comprehensive HP FlexNetwork architecture. These router appliances feature a modular design that delivers
application services for extra-large branch offices, headquarters, and campuses. This provides the benefit of reduced
complexity, and simplified configuration, deployment, and management. The MSR 4000 series leverages separated
data and control planes, dual main processing units (MPUs), and support for up to four power supplies, which
provides outstanding performance and reliability.

The MSR4000 routers provide a full-featured, resilient routing platform with the latest multicore CPUs, offer 10
Gigabit switching, provide an enhanced PCI bus, and ship with the latest version of HP Comware software to help
ensure high performance with concurrent services. The MSR4000 series provides a full-featured, resilient routing
platform, including IPv6 and MPLS, with up to 20 Mpps forwarding capacity and 8 Gb/s of IPsec VPN encrypted
throughput. The evaluation included IPsec capabilities as specified in the NDPP . The series include:
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e HP MSR 4060 Router Chassis with HP MSR4000 MPU-100 Main Processing Unit (JG403A)
e HP MSR 4080 Router Chassis with HP MSR4000 MPU-100 Main Processing Unit (JG402A)

Note: Each model series must also have one of the following Service Processing Units: HP MSR4000 SPU-100
Service Processing Unit (JG413A); HP MSR4000 SPU-200 Service Processing Unit (JG414A); or HP MSR4000
SPU-300 Service Processing Unit (JG670A).

Most of the available modules, including the fabric modules, serve to extend the number of physical ports available
and the throughput performance to the base appliance. However, the Main Processing Unit and the Service
Processing Units serve to add additional processing power to the base appliance. A service processing unit performs
data forwarding, encryption or decryption, and analyzing or filtering of data packets. A main processing unit
performs route calculation, forward table maintenance, and configures and monitors the SPU. MPUs and SPUs
execu