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| Introduction

This section identifies the Security Target (STarget of Evaluation (TOE), and the ST organizatidine
Target of Evaluation (TOE) is the Verdasys Digfalardian™ v6.0.1, and will hereafter be referredto
the TOE throughout this document. The TOE is @awsok-only Enterprise Information Protection (EIP)
solution which is deployed in an agent/server gpifation. The agent software enforces host-baseesa
control, as well as file and removable media ertioyp while the server software provides management
forensic reports, and distribution of agent pobcie

.1 Purpose

This ST is divided into nine sections, as follows:

* Introduction (Section 1) — Provides a brief summafythe ST contents and describes the
organization of other sections within this documetit also provides an overview of the TOE
security functions and describes the physical agitl scope for the TOE, as well as the ST and
TOE references.

» Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC),
Protection Profile, and Evaluation Assurance LefeAL) package claims. It also identifies
whether the ST contains extended security requinéne

e Security Problem (Section 3) — Describes the tlkreatganizational security policies, and
assumptions that pertain to the TOE and its enwient.

»  Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the TOE
and its environment.

 Extended Components (Section 5) — Identifies nempmnents (extended Security Functional
Requirements (SFRs) and extended Security Assur&smpiirements (SARs)) that are not
included in CC Part 2 or CC Part 3.

*  Security Requirements (Section 6) — Presents tiRs @lRd SARs met by the TOE.

« TOE Summary Specification (Section 7) — Descrilhes gecurity functions provided by the TOE
that satisfy the security functional requirememtd abjectives.

» Rationale (Section 8) - Presents the rationalettfersecurity objectives, requirements, and SFR
dependencies as to their consistency, completeaedssuitability.

* Acronyms (Section 9) — Defines the acronyms anaiteslogy used within this ST.

1.2 Security Target and TOE References

Table 1 below shows the ST and TOE references:
Table | - ST and TOE References

ST Title \ Verdasys® Digital Guardian™ v6.0.1 Security Target
ST Version Version |.4

ST Author Corsec Security, Inc.
ST Publication Date \ 10/2/2012

TOE Reference Verdasys Digital Guardian Server v6.0.1.0042
Verdasys Digital Guardian Agent v6.0.1.0107

PO RISV Verdasys Secure Cryptographic Module (VSEC), Level I, Certificate No. 1607
(Consolidated Certificate No. 0009)

! FIPS — Federal Information Processing Standard
Verdasys Digital Guardian™ v6.0.1 Page 5 of 91
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1.3 Product Overview

Verdasys® Digital Guardian™ v6.0.1 is a comprehan&nterprise Information Protection (EIP) solution

for workstations and servers running Microsoft Wing or Linux operating systems (OS). EIP enables
secure data exchange while providing measures doptiance and risk mitigation. Digital Guardian

offers an enterprise-wide, policy-driven, and degatric approach to information security, enabling
organizations to address the risks and challengeaght on by an ever-evolving collaborative and
mobilized business environment. It focuses on reirig security at the data level, using pervasive
measures to monitor and react to all types of mfdion flow to and from the computer systems it is
intended to protect.

Through its unique architecture, Digital GuardidG) reduces the risk of data loss or misuse by its
realtime enforcement of corporate security policiastomated encryption of files and emails, and
automatic discovery and classification of sensitie¢a. Digital Guardian protects information estr in
use, and in motion, mitigating both internal andeexal risks. Its sophisticated tracking and répgr
capabilities provide visibility into how informatiois used and where it is located. This activiyadcan
then be correlated into actionable intelligence. cdn also provide powerful forensic support during
investigations into fraud, theft, and maliciousiaty.

Using Digital Guardian’s EIP platform, IT securityanagers can:

« Discover and classify sensitive data by context @mtent to gain visibility into how it is used by
employees, contractors, partners, and outsourcers.

« Utilize actionable decision support to assess ifleassociated with the sharing of sensitive data,
enabling managers to make informed business desisind create effective data security policies.

¢ Implement automated policy-driven information potien, making users accountable for their
actions and resulting in voluntary compliance areased risk-aware behavior.

« Alert, block, and record high-risk behavior, ultirely preventing costly and damaging data loss
incidents.

Figure 1 demonstrates the modules, agent typeposignl platforms, and base components of the Digita
Guardian framework.

/

Adaptive
Encryption Mobile Device
(Mail, File, Protection

Application
Logging and

Adaptive

MODULES Content

Dynamic Masking Full Disk) Inspection

MULTI-FUNCTION Trust Verification
AGENTS Desktop Agents Ngeits Server Agents

Windows Citrix MS Exchange 3270 Documentum
BROAD PLATFORM
SUEEORS Linux Solaris Lotus Notes Blackberry MS Office
CENTRAL
MANAGEMENT Digital Guardian Server and Management Console
SERVER
\ ~— -
Figure | - Digital Guardian Integrated Framework
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The Digital Guardian integrated framework offers:

» Comprehensive information protection coverage wiiscfully functional on or off the corporate
network.

» Enterprise-wide visibility into sensitive data Itica and usage with actionable decision support.

» Centralized policy definition and enforcement tleaterages identity, activity, data classification,
context, and content analysis.

* Risk-appropriate responses to user activities,utiog policy-driven warnings, blocking, and
alerting, as well as automated encryption of filggails, and full disks.

At the core of the Digital Guardian architectureaismall, invisible, tamper-resistant agent thanssalled
on desktops, laptops, and servers, where it is bleontinually monitor, collect information on, can
mediate all operations performed on protected ¢bjeg end-users. Using a low-level kernel-modeedri
the agent is able to inspect all data flows intd ant of the protected system. To protect itsedfrf
malicious users, the agent software offers resiliefeatures such as tamper-resistance and invigibil
cloaking, thus making it impossible to be deteatedampered with by end-users of the protectedegyst
It also provides fault-tolerance by continuing tdagce policy even when disconnected from the @it
network, which ensures persistent enforcement &tipe on mobile devices which are typically in an
offline state and difficult to protect, such asttggs and smart phones.

All data flows are inspected in real-time, and canegl against a set of access control rules comtaine
within a policy applied to the user or machine. tHé activity matches a particular pattern, a tigle
triggered, which results in an action. Rule endonent actions include: blocking the operationpgotng

the user, allowing the operation, alerting, or gpting the data.

The Digital Guardian Agent (DG Agent) software &pable of two types of rule enforcement: contextua
and content-based. Contextual enforcement foouséle circumstantial aspects of data flow, sucthas
source and destination of data under inspection,dita’s attributes, application(s) involved in tega
flow, and the type of operation being performedontent-based enforcement enables the agent tocinspe
data payloads in real-time to identify strings ehsitive information such as credit card numbeosjas
security numbers (SSNs), or any other data thelaissified as personally identifiable informatidIj.

As a result of its inspection, classification, atforcement capabilities, the Digital Guardian folah is
able to protect against misuse, compromise, or tdsdata via mass installation of its multi-funetio
security agent on all workstations and servers sactbe enterprise. This allows Digital Guardian to
monitor and prevent "hard to detect" high-risk wsgiions such as:

« Writing sensitive data to external media or devigesh as USBmemory sticks, CD/DVbdiscs,

etc.)

» Cut/copy/paste operations between applications

»  Screen captures, print screen, and printing

» Emailing of content or attachments via either lamalveb-based email applications

» Transferring data across the network to other syste

» Accessing and interacting with custom or legacyliapfions

The Digital Guardian Agent oversees transactionthat"point of use", or host, making it capable of
protecting data simultaneously across applicatidesjces, and channels of communication. The 8ligit
Guardian Agent offers the following optional, lismd add-on modules, which extend its protection
capabilities:

» Adaptive File Encryption (AFE) — Encrypts files in response to rules and events

* Removable Media Encryption (RME)— Encrypts files moved to removable media

» Adaptive Mail Encryption (AME) — Encrypts file attachments sent by email

2 USB — Universal Serial Bus
® CD/DVD — Compact Disc / Digital Versatile Disc
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» Adaptive Content Inspection (ACI) — Examines the contents of files and buffers dairtg
strings sensitive information

» Adaptive Data Inspection (ADI) — Examines the contents of files for keywords, eahpatterns,
and document similarities

» Advanced Persistent Threat (APT)- Detects complex malware behavior patterns aralilzdbs
a threat severity and risk score for software basechemory traits

» Application Compliance (ACM) — Records and redacts field-level activity in Womg, Web,
and 3270 terminal applications

Documentum Extension (DTM)— Monitors and governs user activity performed miteEMC

Documentum

» SharePoint Extension (SPT)- Monitors and governs user activity performed imitmicrosoft
SharePoint

» User Classification (UC) —Encompasses three classification modules: Mes<affee, and
Document

* Investigation Module (IM) — Records keystrokes, screen captures, and file i&pfor use in
investigation of suspicious activity

The Digital Guardian Agent is also capable of perfiog discovery of data at rest, such as filesestan a
local hard drive. Files are catalogued accordintheéir sensitivity attributes, which include fégtensions,
locations, or contents. The agent contains asfilnner, which analyzes drive contents, and basedset
of classification rules, flags the files as semsifbased on their context, or content. Using tR& Anodule,
the agent is capable of scanning local hard diskispeerforming automatic encryption of files clagsifas
sensitive, or that match a set of conditions spegtiby a rule. Files are encrypted using a sitdevgession
key, and can only be decrypted by other machinesing the agent software.

To protect sensitive data written to removable maefilom unauthorized loss or disclosure, the RME
module provides encryption features for USB andcapdrives. Files can be protected using pubfid a
private encryption; public encryption allows anyhet agent-mediated computer to decrypt the filesedt
on the removable media; private encryption allolmes dser to enter a shared secret to be disclodgdan
the party with which the media is to be shared.ti@ally, a small application can be included oe th
removable media, which contains the drivers necgdsadecrypt the encrypted files on a non-protecte
machine.

All activity occurring on the agent computer is leoted and reported back to the Digital Guardian
Management Server (DG Server), where IT securitpagars can review agent activity through the web-
based Digital Guardian Management Console (DGMQChe reporting features offered by the Digital
Guardian Management Console provide actionablaglimsinto the security posture of the organization.
Using this information, managers can identify tieky behavior occurring within the environment and
construct rules governing allowable activity, ottty that constitutes a violation of an organipatl
security policy. Activity resulting in a rule viation will generate alerts, which can be reviewgdibers

of the DGMC or subscribed to as email notificatiogeving incident responders real-time indicatidn o
high-risk activity. Violation alerts, coupled withe forensic data gathered by Digital Guardian Age
can then be used to aid in an investigation of He¢aches or other security-related incidents.

Digital Guardian can also be used in conjunctiothvthe Verdasys Fidelis Appliance/Digital Guardian
Network Agents and eDiscovery Agents. The Fid&fipliance/Network Agent is a Linux-based network
device/software agent used to complement Digitar@ian by providing increased visibility into netko
traffic and events. The e-Discovery Agents areigieed DG Agents which run on a Linux-based serve
and scan network repositories to identify and oatatensitive information. The Digital Guardian
Management Serveecognizes Fidelis Appliance/Network Agents andseDvery as specialized agents,
from which it receives event and alert data, whioh catalogued and stored with other DG eventscand
be used to alert security response personnel Wsgital Guardian’s notification capabilities.
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The DG Agent can also be installed on Citrix andnmiieal Servers and Blackberry Enterprise Servers,
ensuring complete access control of interactiver agplications, both remote and mobile, as well as
encrypting/monitoring email attachments and uséviac

1.4 TOE Overview

The TOE Overview summarizes the usage and majarisgdeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgitig the TOE type, describing the product, and
defining the specific evaluated configuration.

|1.4.1 Brief Description of the Components of the TOE

The following components comprise the software-GrQE:
« DG Agent
DG Agent software (Windows Workstation)
o DG Agent software (Windows Server)
o DG Master
o DG Scanner
o DG Application Programming Interface (API)
o0 AFE add-on module
o RME add-on module
o}
S
o]
o]

(@)

Verdasys Secure Cryptographic Module (VSEC)
erver

DG Management Server software

DG Management Console

+ DG

Note: Throughout this document, the term “DG Adeafers collectively to the client-side componeafs
the TOE, and may also be referred to as “TOE aggatticularly within the Security Problem Descidpt
(SPD), Security Objectives, and Rationale. Theeyeside components, collectively referred to a$3“D
Server”, may also be referred to as “TOE servethaenSPD, Security Objectives, and Rationale.

Figure 2 illustrates the components which makehepltOE and their environmental counterparts:
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Figure 2 - TOE Environment

The following, previously undefined acronyms appeahe figure above:
» LDAP - Lightweight Directory Access Protocol
« RSAENH - Microsoft Windows Enhanced Cryptographiowder (Windows XP SP3/Server
2003 SP2/R2)
*  SMTP - Simple Mail Transfer Protocol
* SP - Service Pack
e SQL - Structured Query Language

The TOE consists of a software-based, client/searehitecture, with a centralizédG Management
Serverand DG Agentdistributed throughout the workstations and servetkin an enterprise. ThBG
Agentcomprises a user-mode applicati@G Agentis a term used to collectively refer to all cliesite
components; however, it more specifically refershi® user-mode application used for retrieving gies
from and sending logs to tHeG Server,as well as prompting end-users with warning oorimfational
messages when rules are trigger&iz Agentdepends on four other components to enforce acoegsol
policies:

» the API library which is injected into running pessesG API);

» the set of eight kernel-mode driveB3G Master)
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» the file scanner used for classification/discovéiDG Scanner);
» and the cryptographic module used for file and remhte media encryptionYSEQ.

The DG API runs silently and is injected into running procesaed user mode applications. TDE&
Masterdrivers are inserted into system stacks (netwaiht,pclipboard, etc.), allowing them to monitot al
activity, detect violations and execute actions mvilaerule is triggered.DG Scannemerforms periodic
scans on local storage volumes to identify ands@iasensitive data based on contextual attributess
used in conjunction with the AFE to encrypt fileatshing set criteria.

The DG Agentleverages its own instance of the FIPS 140-2 atdid VSEC module. Its primary use of
cryptography is in the following two components: RMnd AFE. Based on contextual rules contained
within a security policy, RME and AFE encrypt andcdypt files selectively and automatically, and if
configured by policy, without end-user knowledgeaotion.

The DG Serverconsists of a set of application logic and welvises used for managing and transmitting
policies to theDG Agentsas well as receiving agent “bundles”, or collecsiaf forensic activity occurring
on theDG Agenthost systems It also provides a web-based control center apftin, known as thBG
Management Console (DGMG¥hich consists of a user interface that TOE adstristors interact with to
perform management tasks, such as creating anghassirules and policies, deploying and configuring
agents, managing DGMC users and roles, managing,aad running activity reports.

1.4.2 TOE Environment

The TOE depends on and integrates with several opergs in the Operational Environment. The Digital
Guardian database server is a separate serveredagaiter running Microsoft SQL Server, which e
Serveruses to store all TSF configuration, including pel$, rules, DGMC accounts, events containing
real-time and historical forensic information, aadegistry of installedG Agents The DG database
server is divided into two databases: Collectiamsl Reporting. Collections stores the daily event
information and TSF configuration, while Reportistgres historical data for DG reports.

The TOE integrates with an external LDAP servepriovide user account attributes used in autheiicat
as well as identification of end-users on protectmunputers. The LDAP server also provides
synchronization of computer objects used to maragat installations. A separate SMTP server alsstm
be installed to provide support for email notifioas.

The underlying components necessary for suppottiey DG Server include: Microsoft IIS, .NET
Framework, and the Windows Server 2008 R2 OS, witdchtains the Microsoft Server 2008 R2
Cryptographic Primitives Library (BCRYPTPRIMITIVES)IIS is the web server software used to serve
the DGMC to end users via a remote web browseET.bbntains the support libraries necessary tatan
DG Server application. BCRYPTPRIMITIVES providesymtographic functionality for securing
management traffic between remote administratodst@ DGMC, as well as the communication between
DG Server and DG Agents.

On DG Agent systems, the TOE Environment consis#iadows XP SP3, Windows 7, Windows Server
2003 SP2/R2, and Windows Server 2008 R2. Cryppdgcaunctionality is implemented the RSAENH or
BCRYPTPRIMITIVES modules, depending on the platform

Figure 3 shows the details of the deployment caméition of the TOE:
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Figure 3 - Deployment Configuration of the TOE

Table 2 specifies the minimum system requiremeartthie proper operation of the TOE.

Table 2 - TOE Environment Minimum Requirements

Component Hardware Requirements Software Requirements
DG Server Varies depending on the number of | ¢  Microsoft Windows Server 2008 R2 SPI

monitored nodes; the following
specifications are for a single DG | «
Server servicing up to 2500 DG |.
Agents: R
e 2xIntel Xeon 3.0 GHz* CPU* |,
s 4 GB®of RAM’

running in single-user mode
beryptprimitives.dll
Microsoft IIS 7.5

Microsoft .NET 4.0
Microsoft ASP.NET enabled

* GHz — Gigahertz
® CPU - Central Processing Unit
® GB - Gigabyte
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Component Hardware Requirements Software Requirements

e 73 GBRAID |® storage e Valid TLS’ certificate in .pfx format
*  Gigabit network adapter *  FIPS mode enabled'®
DG Agent e Pentium 4 CPU * Operating Systems
« 512MB'" of RAM *  Windows XP SP3 (32 and 64-bit)
¢ 200MB+ on fixed disk *  Windows Server 2003 SP2/R2 (32 and
64-bit)

*  Windows 7 SPI (32 and 64-bit)

*  Windows Server 2008 R2 SPI (64-bit)
e RSAENH.dII or beryptprimitives.dll
¢  FIPS mode enabled
DG o 1024x768 monitor resolution | ¢ Internet Explorer 7.0 or higher
Management
Console
DG Database Varies depending on configuration; | ¢  Microsoft Windows Server 2008 R2 SP|

the following specifications are for | «  Mijcrosoft SQL Server 2008 Standard R2
a single database server supporting SPI

a 2500 agent DG Server:

* 2 x Intel Xeon 3.0 GHz CPU
* 4GB of RAM

e 73 GBRAID | storage

¢ Gigabit network adapter

LDAP Server Varies depending on configuration | ¢  Microsoft Windows Server 2008 Active
Directory
SMTP Server Varies depending on configuration | e SMTP mail server for Alerts and Email

Notifications

1.5 TOE Description

This section primarily addresses the physical amgichl components of the TOE included in the
evaluation.

1.5.1 Physical Scope

The TOE is a set of software-based client and sepplications which run on the Windows OS insthlle
on server- and workstation-class hardware compliarthe minimum requirements as listed in Table 2.
The client components of the TOBG Agentsiare installed on all enterprise desktops, laptapd,servers
intended to be protected by the TOE, and the saseemponent PG Servey is installed on centralized
servers located in a data center with network atioiity to all DG Agentsas depicted in Figure 3 above.
In this scenario, somBG Agentcomputers are directly connected to the enterpreteork, and others
through a Virtual Private Network (VPN) or in arflofe state. ThédG Management Console accessed
through a separate management workstation usitandardized web browser.

" RAM — Random Access Memory

8 RAID 1 — Redudant Array of Independent Disks Leléllirroring

°® TLS — Transport Layer Security

9 0On Microsoft Windows XP and later versions, theisg “System cryptography: Use FIPS compliant
algorithms for encryption, hashing, and signing”stioe enabled to support FIPS mode of operation.

' MB — Megabyte
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The TOE boundary includes the Digital Guardian majilon server software, the core DG Windows
Agent, and the AFE and RME modules, but shoulduslelthe remaining add-on modules, Linux agents,
Networking Agent (Fidelis Appliance), eDiscoveryé&d, IIS, .NET Framework, BCRYPTPRIMITIVES,
RSAENH, underlying OS, database servers, and haedvidual hypervisors.

In the CC-evaluated configuration, the TOE is ilhlsthon a minimum of five computers. The following
list encompasses the physical or virtual componeatessary for supporting the TOE:

* Windows 2008 R2 based Digital Guardian Server cdasipu

* Windows XP SP3 or Server 2003 SP2/R2 (32-bit) b&xgilal Guardian Agent computer

*  Windows XP SP3 or Server 2003 SP2/R2 (64-bit) b&xgidal Guardian Agent computer

* Windows 7 (32-bit) based Digital Guardian Agent guuter

*  Windows 7, or 2008 R2 (64-bit) based Digital GuardAgent computer

The following physical/virtual components do notntain any functionality included within the TOE
boundary; however, they are either necessary fbefiiorcement of the TSF, or integrate with theE @
provide additional functionality to support TSFakldd services:
» Microsoft SQL Server based Digital Guardian Datab&erver computer (required for storing the
DG Database and audit logs)
e SMTP server computer (required for sending aletifination emails)
» LDAP server computer (required for synchronizingerusttribute data for identification and
authentication, and computer object information d@ployment and DG Agent management
functions)

Figure 4 depicts the physical TOE boundary anduishetl components, as well as components excluded
from the boundary. Also shown are the cryptograjiitiundaries for the VSEC module, and affyparty
cryptographic providers implemented by the TOE.
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Figure 4 - Physical TOE Boundary

1.5.1.1 TOE Software

The server component is a web-based applicatiomeserritten in C#NET designed to run on the
Microsoft .NET framework on customer-owned hardwarening Windows Sever 2008 R2 and IIS 7.5.
The application server functions as both a manageswsole and a communications hub to the deployed
agent software. The server component is expeotde tinstalled on a system compliant to the minimum
software and hardware requirements as listed iteTab

The application server relies on Microsoft SQL ®erto store its various databases. The SQL Server
software and databases are installed on sepanatedr@ from the application server. Configuratodrihe

SQL Server and .NET application server is normabdnducted by Verdasys Professional Services
personnel.

The core of the Digital Guardian Windows agent ised of flexible kernel-level processes that hide
themselves from the rest of the OS and “own” eveng in the system. This allows the agent to nanit
and control practically everything that happenghe system. Digital Guardian includes eight difer
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system drivers that allow the product to injecelitsnto and control every system stack (netwonkntp
clipboard, etc.).

The agent is written in C/C++, and is modular isige. Its core components incluB& Agent which
communicates with the applications server and mesmamlicies in the local agent databad€§ API,
which is injected into running process&; Scannerwhich performs discovery on behalf of the agent
modules,DG Master,which runs in the kernel space, and the VSEC Rf®8ule. VSEC is a software
module that provides cryptographic functionality Rigital Guardian’s RME and AFE modules, and other
Verdasys add-on components. Within the Digital @iz architecture, it resides only on th& Agent
computers.

The agent software is identical, at the source dedel, for each instance of the DG Agent buildtba
following supported OS platforms and architectures:

*  Windows XP SP3 and Server 2003 SP2/R2 (32-hit)
* Windows XP SP3 and Server 2003 SP2/R2 (64-bit)
*  Windows 7 (32-bit)

*  Windows 7 and Server 2008 R2 (64-bit)

1.5.1.2 Guidance Documentation

The following guides are required reading and pathe TOE:
» Digital Guardian Rule Implementation Guide
» Digital Guardian Server Minimum Requirements
« Digital Guardian Unattended Deployment Guide
» Digital Guardian Utilities
* Installing and Upgrading Digital Guardian
» Installing and Using Digital Guardian Archive ana&&ore for SQL Server
* Quick Reference Verdasys Digital Guardian
* Release Notes: Digital Guardian
» Using Digital Guardian
* What's New: Digital Guardian

1.5.2 Logical Scope

The logical boundary of the TOE will be broken doimto the following security functions, which are
further described in sections 6 and 7 of this She logical scope also provides the descriptiothef
security features of the TOE. The security fun@iorequirements implemented by the TOE are as
follows:

* Robust Security Management

» Enterprise Information Protection

»  Cryptographic Protection

* Violation Analysis, Alerting, and Reporting

* Fault Tolerance

1.5.2.1 Robust Security Management

The DG Server implements the Management Accessr@oB8ecurity Function Policy (SFP), which
ensures that DGMC Users are appropriately idedtifuthenticated, and authorized for managing the
TOE. It also defines the security attributes usedetermine the actions allowable for DGMC Usarg]

the authorized roles which are permitted to deBeeurity attributes. In addition, it restrictsriftite
values to restrictive or permissive defaults, whappropriate. Security attributes used to enfdhee
Management Access Control SFP include: uset?|passwords, roles, role privilege levels, poliaies,
rule properties, and alert subscriptions.

121D - Identification
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The DG Server enforces identification and authetitia for users of the DGMC. Subjects are requiced
enter a valid username, password, and domain poobeing presented with DGMC user interface
elements. No anonymous access is provided. &uerélements displayed to the user are based on the
user’s authorized roles/privilege levels, which diseussed in section 7.1.1.

The DG Server provides several management functmraithorized DGMC Users and Administrators,
including user/role management, DG Agent configaratrule and policy management, alert management,
and reporting. The Management Access Control SFEnforced to ensure that only users with the
authorized roles can perform administrative fundio All activity performed through the DGMC is
recorded by the DG Server, such as policy charagent configuration changes, etc. Audit records ar
viewable by the System Adminstrator.

The DGMC is accessible using a web browser ingtallethe management workstation over HTTPS. The
DGMC implements robust session security for uséth@®@ DGMC by displaying an access banner prior to
authentication, and automatically terminating sessiafter a configurable time period.

The DG Agent has two options for providing tampeotection: Stealth mode and Tamper Resistance
mode. Stealth mode effectively makes all DG prsessand configuration files and registry entries
invisible, while Tamper Resistance mode protects @d&esses, registry entries, files, and servica® f
moadification or termination by unauthorized perseinincluding system administrators. The Managemen
Access Control SFP ensures that the end-usersreverned from observing or disabling the DG-related
processes and configuration. DG Agents can onlydisabled or uninstalled by Administrators who
possess a shared secret that is established dbae@gOE installation process.

1.5.2.2 Enterprise Information Protection

The DG Agents enforce the Enterprise Informatiomt&ution SFP for users of the TSF-mediated
workstations and servers using a set of rules fisetkwithin a policy associated with the machimeuser

on which the DG Agent is installed. The TOE isafap of monitoring and controlling virtually all OS
actions involving data, including, but not limitad: mediating or filtering copy/paste operations,
preventing legacy or unapproved applications framming, burning to CD/DVD, sending sensitive email
attachments, deleting or copying files, uploadiiigsfto network locations, and printing. For exaeypl
within the file system, the DG Agent can monitoddsiock file read, write, open, move, copy, rename,
delete, recycle, and restore operations. It cam mlonitor and control network downloads, perfooresn
captures, control USB device attachment, and medietess to remote drives.

DG Agents enforce several types of rules, including
»  Application Management Rules
» Control Rules
» Classification Rules
» Filter Rules
e Trusted Process Rules
» Data Vault Rules
e Component Rules

DG rules are consolidated into policies which apeli@d to users or computers, and are categorized a
follows:

» Control Policies

» Classification Policies

» Filter Policies

* Trusted Process Policies

The rules and policies listed above are describepieater detail in section 7.1.2.
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DG Agents communicate regularly with the DG Seneretrieve up-to-date policies, ensuring that the
most current policies are immediately and contirslplenforced on monitored systems in the TOE
environment. In addition, the DG Agent uploadségt bundles containing events and alerts to th@ D
Server, where they can be processed and analyzedOi#y administrators, or sent as email alert
notifications.

To protect transmitted bundle data from disclostine, VSEC module generates symmetric AEX%6
session keys, which are used to encrypt bundleBe sSymmetric keys are wrapped using asymmetric
RSA!-2048 keys, which are generated and imported fieTOE environment. The DG Agent also signs
bundle data to ensure its authenticity.

Typically, the DG Agent examines files in motioninruse, however, it does not process files thatuser

is not interacting with. For features like AFEetBG Scanner is used to actively scan the contdritse
local hard drive to encrypt files based on Clasatfon and Control Rules. Classification rules @sed to
identify sensitive data based on contextual obg¢iributes, such as file extensions, file locatjgm®cess
names, etc., which are maintained in the local agatabase and are used to trigger encryption farot
actions specified within the Control rules. The [3Ganner can be configured to run at an interval to
ensure timely protection of newly created sensitiata.

1.5.2.3 Cryptographic Protection

The FIPS 140-2 validated VSEC module provides sytrim&ey generation, symmetric encryption and
decryption, key transport, digital signatures, ¢ogpaphic hashing, and hash based message auttiemtic
(HMAC) functions using approved ciphers and keyesjzin accordance with approved government
standards. Symmetric keys are generated usingamoed deterministic random bit generator (DRBG)
and are zeroized from memory buffers according [BBSFrequirements. Asymmetric keys are imported
from an existing public key infrastructure (PKlavan API call. The VSEC module is utilized to pdzv
cryptographic operations requested by the AFE aMERnodules, and to protect bundle data from
disclosure while transmitted to the DG Server.

The full list of ciphers/key lengths implementedthg VSEC module is described in section 7.1.3.
The VSEC module is identical, at the source codel}dor the following supported OS platforms:

 Windows XP SP3, 32-bit and 64-bit

e Windows 7, 32-bit and 64-bit

e Windows Server 2003 SP2/R2, 32-bit and 64-bit
e Windows Server 2008 R2, 64-bit

Validation compliance for the VSEC module is maim¢al for the above vendor-affirmed platforms per th
cryptographic porting requirements found in thgplementation Guidance for FIPS PUB 140-2 and the
Cryptographic Module Validation ProgranG.5, “Maintaining Validation Compliance of Softwao
Firmware Cryptographic Modules”.

1.5.2.4 Violation Analysis, Alerting, and Reporting

The DG Agent generates events for all types obastthat the TOE is capable of monitoring, sucfkilas
operations (move, delete, burn to DVD, etc.) origpgion operations (copy/paste, launch executadilz).
These events are assembled into collections, kramMpundles, and sent to the DG Server to be redorde
into the Collection database. Rules which govhenttehavior of users and applications have theoui

13 AES — Advanced Encryption Standard
4 RSA — Rivest, Shamir, Adleman
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generating an alert when a particular event thidsisomet or if a rule is violated. When theseeymf
rules are triggered, an alert notification is seatSMTP to a DGMC User who has subscribed to dfet.

Each notification provides the recipient with infuation on the alert, error condition, or failurehieh
contains the necessary details to aid in an inyatin of the root issue. Each Control Rule has an
associated severity level, which determines thle aissociated with a violation of the rule. Useas c
choose to subscribe to alert notifications basetherassigned severity levels.

Using the Reporting feature, authorized DGMC Usersreports detailing events based on severalfcto
including users, time period, or severity levellers generated by a triggered rule are analyzeahbilert
Manager and resolved to remove them from the fislerts. Alert investigators assign resolutiodle® to
indicate that the alert was analyzed and processed.

1.5.2.5 Fault Tolerance

In the event of a communications outage, the DGnAgentinues to enforce the most recently downldade
policies, and, upon re-establishment of commurdcativill immediately download and apply any poliie
created or updated during the outage. While thagauis in effect, the DG Agent preserves forensic
activity bundles and attempts to retransmit thea dattil the DG Server is once again accessiblethén
event that the DG Server is unable to write to dlagabase, the DG Server generates an error in the
Windows event log.

1.5.3 Product Physical/Logical Features and Functionality not
included in the TOE

The Product Features/Functionality that are nat @fathe TOE are:

 RME Private Encryption

DG Agent Modules

o Adaptive Mail Encryption

Adaptive Content Inspection
Adaptive Data Inspection
Advanced Persistent Threat
Application Compliance
Documentum Extension
SharePoint Extension
User Classification
Investigation Module
» Blackberry Enterprise Server Agent
» Citrix/Terminal Server Agent
» DG Agent for Linux
» eDiscovery Agent
» Exchange ActiveSync
» Fidelis Appliance/DG Network Agent
* Manual/Corporate Uninstall Key

O O0OO0OO0OO0OO0O0

o

1.5.4 FIPS 140-2 Considerations for the TOE Environment

To protect the the information transmitted betweeparate parts of the TOE, The DG Server and Agent
implement functionality which relies on cryptograpproviders in the TOE Environment.

On the DG Server, the DGMC web application is sedursing HTTPS. In addition, the DG Agent and
Server communicate using a web service which i® ascured with HTTPS. In the evaluated
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configuration, TLS support is implemented throudte tunderlying IS web server. Cryptographic
functionality for the DG Server is provided by tR&PS 140-2 validated Microsoft Windows 2008 R2
Cryptographic Primitives Library (BCRYPTPRIMITIVESYor the use in the following operations:

asymmetric/symmetric key generation, encryptionfgation, hashing, digital signature generation and
verification, and keyed hash message authenticatiuring installation, a PKCS#12 certificate conitag

a private and public key pair must be imported freomexisting PKI.

The DG Agent implements cryptographic functionatiysupport TLS, which is provided by various FIPS
140-2 validated modules depending on the platfotire BCRYPTPRIMITIVES module on Windows 7

and Server 2008 R2, or the Microsoft Windows Enkdn€ryptographic Provider (RSAENH) on

Windows XP SP3 and Server 2003 SP2/R2. These modate used in the following operations:
asymmetric key generation and exchange, encryplgenyption, and message authentication for TLS.

In the evaluated deployment configuration, the Esoft Windows 2008 R2 OS underlying the DG Server,
as well as the Windows XP SP3, 7, Server 2003 SR2AR] Server 2008 R2 OS underlying the DG Agent
operate in single-user mode with the FIPS mode (BRalicy option set to enabled.

For more information on the Microsoft cryptograppioviders in the TOE Environment, please refer to
the following:
»  Microsoft Windows Server 2008 R2 Cryptographic Rires Library (bcryptprimitives.dll) FIPS
140-2 Security Polic{Certificate #1336).
* Microsoft Windows 7 Cryptographic Primitives Libyafbcryptprimitives.dll) FIPS 140-2 Security
Policy (Certificate #1329)
» Microsoft Windows Server 2003 Enhanced CryptograpRiovider (RSAENH) FIPS 140-2
Security PolicyCertificate #1012)
* Microsoft Windows XP Enhanced Cryptographic ProviRSAENH) FIPS 140-2 Security Policy
(Certificate #989
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2 Conformance Claims

This section and Table 3 provide the identificatfonany CC, Protection Profile (PP), and EAL pagpka
conformance claims. Rationale is provided for @xyensions or augmentations to the conformance
claims. Rationale for CC and PP conformance claiamsbe found in Section 8.1.

Table 3 - CC and PP Conformance

Common (o3 1v 9N Common Criteria for Information Technology Security Evaluation, Version 3.1,
(o[ @) I [ (1,141 il [o14l Revision 3, July 2009; CC Part 2 extended; CC Part 3 conformant; PP claim
and Conformance (none); Parts 2 and 3 Interpretations of the Common Evaluation Methodology
(CEM) as of 2011/08/04 were reviewed, and no interpretations apply to the
claims made in this ST.

PP Identification | None

Evaluation EAL2+ Augmented with Flaw Remediation (ALC_FLR.2)

Assurance Level
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3 Security Problem

This section describes the security aspects ofethéronment in which the TOE will be used and the
manner in which the TOE is expected to be employétdprovides the statement of the TOE security
environment, which identifies and explains all:

* Known and presumed threats countered by eithef@te or by the security environment

* Organizational security policies with which the T@tst comply

e Assumptions about the secure usage of the TOH)dimgy physical, personnel and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to thé®l@ssets against which protection is required byT®& or by
the security environment. The threat agents asidelil into three categories:

» Attackers who are not TOE users: They have publmatedge of how the TOE operates and are
assumed to possess a low skill level, limited resesito alter TOE configuration settings or
parameters and no physical access to the TOE.

* TOE users: They have extensive knowledge of howl'tbE operates and are assumed to possess
a high skill level, moderate resources to alter T@imfiguration settings or parameters and
physical access to the TOE. (TOE users are, haywagsumed not to be willfully hostile to the
TOE.)

» End-users of TOE-protected resources: They hdtle to no knowledge of the TOE, however
may possess the privileges necessary to accesadifly sensitive data within an organization,
and may either knowingly or unknowingly disclosectsuinformation. End-users who pose a
threat are assumed to be either malicious, or nalicious but careless or otherwise ignorant to
the organization’s security policy. Note that ergkrs are assumed to have non-administrative
privieleges, and cannot perform activities suclinatalling software applications, setting system
time, etc.

Attackers and TOE users are assumed to have ael@l ¢f motivation, while end-users may have a high
level of motivation, but a low skill level. The ldssets requiring protection are the 1&hd user data
saved on or transitioning through the TOE and th&thon the protected network. Removal, diminution
and mitigation of the threats are through the dbjes identified in Section 4 Security ObjectivéRable 4
below lists the applicable threats.

Table 4 - Threats

Name Description

T.ADMIN_ERROR An administrator may unintentionally install or configure the TOE
incorrectly, resulting in ineffective security enforcement mechanisms.

T.DISABLE A malicious or careless user may suspend or terminate the TOE
agent's operation, rendering its ability to mediate access control upon
the TOE environment or protected data useless.

T.EAVES A malicious user could eavesdrop on network traffic to gain
unauthorized access to the TOE server.

T.FALSIFY A malicious user can falsify the identity of a TOE agent, providing the
administrator with false assurance that the TOE is enforcing a policy.

15T - Information Technology
% TSF — TOE Security Functionality
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Name Description

T.FORGE A malicious user may create a false policy and send it to the TOE
agent for consumption, adversely affecting its access control policy
enforcement behavior.

T.UNATTEND A TOE server administrator may leave an authenticated session
unattended, resulting in the possibility of a malicious or unauthorized
user to mask their actions as the logged in user, resulting in a
misconfiguration or alteration of the TSF behavior.

T.MASQUERADE A user or process may masquerade as another entity in order to gain
unauthorized access to data or TOE resources.

T.NODETECT An administrative user or end-user’s actions may go undetected or be
incorrectly recorded, resulting in a failure to identify a potential
security breach.

T.NOROUTE A malicious user may disrupt the internal communications between
TOE server and TOE agent, adversely affecting access control
behavior.

T.TAMPERING A user or process may be able to bypass the TOE agent’s security

mechanisms by tampering with the TOE server, TOE agent, or TOE
environment.

T.UNAUTH A user may bypass the TOE server's identification, authentication, or
authorization mechanisms in order to illicitly utilize the TOE's
management functions.

T.UNAUTH2 A malicious or careless user may access an object in the TOE
environment that causes disclosure of sensitive or proprietary data, or
adversely affects the behavior of a system.

T.WEAKPOL A policy administrator may be incapable of using the TOE server to
define policies in sufficient detail to facilitate robust access control,
causing the TOE agent's access control mechanism to behave in a
manner that allows illegitimate activity or prohibits legitimate activity.

T.UNOBSERV A malicious or careless end-user may instigate a high-risk security
event or policy, which may go unnoticed by the TOE operators
responsible for enforcing the organizational security policy.

T.WEAKCIPHERS A TOE administrator may improperly configure the TOE to use weak
ciphers and key sizes, thus compromising the TOE's ability to protect
user data.

3.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a ses@curity rules, procedures, or guidelines impdsedn
organization on the operational environment of itd. Table 5 below lists the OSPs that are predume
be imposed upon the TOE or its operational enviramry any organization implementing the TOE in the
CC evaluated configuration.

Table 5 - Organizational Security Policies

Name Description
‘ P.MANAGE ‘The TOE server and TOE agent may only be managed by authorized‘
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Name Description

users.

P.INTEGRITY Data collected and produced by the TOE server and TOE agents must
be protected from modification.

P.BANNER The TOE server shall display an initial banner describing restrictions of
use, legal agreements, or any other appropriate information to which
users consent by accessing the system.

P.UPDATEPOL The organization will exercise due diligence to ensure that the TOE is
updated with relevant policy data.

3.3 Assumptions

This section describes the security aspects ofintended environment for the evaluated TOE. The
operational environment must be managed in accoedanth assurance requirement documentation for
delivery, operation, and user guidance. Tablets the specific conditions that are required tsues the
security of the TOE and are assumed to exist iaraironment where this TOE is employed.

Table 6 - Assumptions

Name Description

A.AUTHENTICATE Subjects acting as end-users of the TOE agent are authenticated by a
secure mechanism in the TOE environment that works in conjunction
with the repository responsible for maintaining user identity and
attribute data.

A.ENDUSERS End-users of the TOE are assumed to posess a low-skill level with
little to no knowledge of the TOE, and are not afforded local
administrator rights on TOE agent-mediated machines.

A.INSTALL The TOE is installed on the appropriate, dedicated hardware and
operating system necessary to support the error-free operation of the
TSF.

A.LOCATE The TOE server is located within a controlled access facility.

A.MANAGE There are one or more competent individuals assigned to manage the

TOE and the security of the information it contains.

ANETCON The TOE environment provides the network connectivity required to
allow distributed TOE components to communicate.

A.NOEVIL The users who manage the TOE are non-hostile, appropriately
trained, and follow all guidance.

A.PROTECT The TOE software will be protected from unauthorized modification.

A.SECURECOMM Because the TOE's distributed components (server and agent) may

not be located within the same controlled access facility or connected
to the same protected physical network, it is assumed that the IT
environment will provide a secure line of communication between the
TOE server and agent and between the TOE server and remote
administrators.

A.TIMESTAMP The IT environment provides the TOE server and TOE agent with the
necessary reliable timestamps.
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Name Description

A.USERID Identity and attribute data for TOE agent users is provided by a
secure organizational repository in the TOE environment.
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4 Security Objectives

Security objectives are concise, abstract statesrafthe intended solution to the problem defingdhe
security problem definition (see Section 3). Tleé af security objectives for a TOE form a highdev
solution to the security problem. This high-legelution is divided into two part-wise solutionghe
security objectives for the TOE, and the securltjectives for the TOE’s operational environmentisT
section identifies the security objectives for TReE and its supporting environment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE astelil in Table 7 below.
Table 7 - Security Objectives for the TOE

Name Description

O.ADMIN The TOE server and TOE agent must include a set of functions that
allow efficient management of their functions and data, ensuring that
TOE users with the appropriate privileges and/or secrets, and only
those TOE users, may exercise such control.

O.AUDIT The TOE agent will provide measures for generating security relevant
events upon detecting access attempts to TSF-mediated resources in
the TOE Environment, and the TOE server provides a mechanism
through which the events can be reviewed by authorized
administrators. The TOE server must also record events for
operations performed through its management interfaces, as well as
any relevant details, including outcome.

O.AUTH The TOE server will provide a mechanism to examine user identity
and credential data supplied by a user and compare it with the
information stored in its database to determine the extent to which
the claimed identity should be able to perform TSF management

functions.

O.BANNER The TOE server will display an advisory warning regarding use of the
TOE.

O.DATAPROT The TOE agent will protect sensitive user data from unauthorized

access, modification, loss, or disclosure by enforcing an access control
policy produced by the TOE server, and by performing classification
and encryption of data according to a set of sensitivity criteria. The
TOE server must ensure that only authorized administrators possess
the ability to configure policies to be enforced by the TOE agent.

O.DISTRIB The TOE server will provide the ability to manage the behavior of
TOE agents using secure channels.

O.EAVES The TOE agent will leverage a FIPS 140-2 validated cryptographic
module to secure the communication channels to and from itself.

O.INACTIVE The TOE server must implement a robust mechanism for terminating
user sessions after a period of inactivity.

O.MAINTAIN The TOE agent will be capable of maintaining policy enforcement even
if disconnected from the TOE server.

O.MONITOR The TOE server and TOE agents will monitor the behavior of

themselves for anomalous activity.
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Name Description

O.NOTIFY The TOE server must possess the capability of detecting policy
violations and alerting the appropriate personnel when such
anomalous activity occurs.

O.POLICY The TOE server will provide capabilities for managing policies that the
TOE agents will enforce, based on a set of rules containing subject and
object attributes.

O.PROTECT The TOE server must ensure the integrity of audit and system data by
protecting itself from unauthorized modifications and access to its
functions and data.

O.RESILIENT The TOE agent must prevent users in the Operational Environment
from performing actions that would disable or otherwise modify its
behavior.

O.STRONGCRYPTO The TOE agent must implement a FIPS 140-2 validated cryptographic

module leveraging secure approved algorithms to protect sensitive
data and CSPs from modification or disclosure.

O.REVIEW The TOE server must provide a mechanism to identify access control
policy violations and to provide tools necessary to view and respond
to violations by authorized TOE operators.

4.2 Security Objectives for the Operational
Environment

This section describes the environmental objectives

4.2.1 IT Security Objectives

Table 8 below lists the IT security objectives thed to be satisfied by the environment.

Table 8 - IT Security Objectives

Name Description

OE.ADMIN There will be one or more administrators of the TOE environment
that will be responsible for providing subject identity to attribute
mappings within the TOE.

OE.CRYPTO The TOE environment must be able to provide FIPS 140-2 validated
cryptography to protect communications between the TOE server
and TOE agent over insecure networks.

OE.ENDUSERS The TOE environment shall restrict end-users of the TSF-mediated
workstations to limited or non-administrative privileges.

OE.NETWORK The TOE environment must consist of a dedicated, secure network,
to which distributed TOE components will be attached, along with
other services necessary to support the TSF, such as a central
repository for supplying user and computer identity information.

OE.PLATFORM The TOE hardware and OS must support all required TOE functions.
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Name Description

OE.PROTECT The TOE environment must protect itself and the TOE from external
interference or tampering. To ensure this, operating systems on
which the TOE software is installed must be appropriately secured
following best practices guidance, and that all high-level security risks
have been mitigated. This might include installing anti-virus software
on the operating systems which support the TOE, as well as
placement of firewalls and intrusion detection sensors in the
appropriate network locations.

OE.TIME The TOE environment must provide reliable timestamps to the TOE.

OE.USERID The TOE environment must be able to identify the user requesting
access to TSF-mediated resources and convey validation of this to the
TOE.

4.2.2 Non-IT Security Objectives

Table 9 below lists the non-IT environment secudbjectives that are to be satisfied without impgsi
technical requirements on the TOE. That is, thdlynet require the implementation of functionstime

TOE hardware and/or software. Thus, they will bs§ied largely through application of proceduoal

administrative measures.

Table 9 - Non-IT Security Objectives

Name Description

NOE.MANAGE Sites deploying the TOE will provide competent, non-hostile TOE
administrators who are appropriately trained and follow all
administrator guidance. TOE administrators will ensure the system is
used securely.

NOE.PHYSICAL The physical TOE server environment must be suitable for supporting
a computing device in a secure setting and must provide adequate
physical security to prevent unauthorized access or tampering.
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5 Extended Components

This section defines the extended SFRs and exteBdé&ts met by the TOE. These requirements are
presented following the conventions identified ecfon 6.1.

5.1 Extended TOE Security Functional
Components

This section specifies the extended SFRs for thE. TOhe extended SFRs are organized by class.eTabl
10 identifies all extended SFRs implemented bylto&

Table 10 - Extended TOE Security Functional Requirements

Name Description

ESM_ACD_EXT.I Access Control Policy Definition
ESM_ACT_EXT.I Access Control Policy Transmission
ESM_DSC_EXT.I Object Discovery
ESM_OAD_EXT.I Object Attribute Definition
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5.1.1 Class ESM: Enterprise Security Management

Enterprise security management (ESM) functionaluireqnents pertain to behaviors that support the
centralized management of authentication, authiwizaaccountability, and compliance activitiesan
organization. This class specifies functional atiés that support class FDP and FIA by requirimg TSF

to provide data that is used for data protectioth authentication activities. The CC family FDP_ACC
Subset Access Control was used as a model forxtenaded family ESM_ACD_EXT: Access Control
Policy Definition. The family FDP_IFF: InformatioFlow Control Functions was used as a model fer th
extended family ESM_ACT_EXT: Access Control Politsansmission. The family FAU_ARP: Audit
Automatic Response was used as a model for thexdedefamily ESM_DSC_EXT: Object Inventory.
The CC families FIA_ATD: User Attribute Definitioand FIA_USB: User Subject Binding were used as
models for the extended family ESM_OAD_EXT: Objatfribute Definition.

ESM_ACD_EXT: Access control policy definition — 1
ESM_ACT_EXT: Access control policy transmission 1
ESM_DSC_EXT: Object inventory 1
ESM_OAD_EXT: Object attribute definition 1

Figure 5 - ESM: Enterprise Security Management Class Extended Family Decomposition

5.1.1.1  Access control policy definition (ESM_ACD_EXT)

Family Behavior

The requirements of this family ensure that the T@lFhave the ability to authoritatively define @ass
control policies for use in an ESM deployment. TH#®M_ACD_EXT family defines requirements for
defining access control policies. The ESM_ACD_EXfequirements have been added because CC Part 2
lacks a requirement for the ability of the TSF tefide policies which govern the behavior of other
distributed TOE components.

Component Leveling

ESM_ACD_EXT: Access control policy definition 1
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Figure 6 - ESM_ACD_EXT: Access Control Policy Definition family decomposition

ESM_ACD_EXT.1, access control policy definitionguires the TSF to be able to define access control
policies for consumption by internal access cordagents.

Management: ESM_ACD_EXT.1
The following actions could be considered for thenagement functions in FMT:
» Creation and modification of policies.

Audit: ESM_ACD_EXT.1
The following actions should be auditable if ESM_BEXT.1 Access control policy definition is
included in the PP/ST:

e Minimal: Creation and modification of policies.

ESM_ACD_EXT.1 Access control policy definition
Hierarchical to: No other components
ESM_ACD_EXT.1.1
The TSF shall provide the ability to define acocemstrol policies for consumption by one or more
Access Control agents.
ESM_ACD_EXT.1.2
Access control policies defined by the TSF mustdggable of containing the following:
a) Subjects: ssignment: list of subjects that can be used to make an access control decision
and the source from which they are derived]; and
b) Objects: pssignment: list of objects that can be used to make an access control decision
and the source from which they are derived]; and
c) Operations: gssignment: list of operations that can be used to make an access control
decision and the source from which they are derived]; and
d) Attributes: fassignment: list of attributes that can be used to make an access control
decision and the source from which they are derived].
ESM_ACD_EXT.1.3
The TSF shall associate unique identifying infoiipratvith eachpolicy.
Dependencies: No dependencies

5.1.1.2  Access control policy transmission (ESM_ACT_EXT)

Family Behavior

The requirements of this family ensure that the WaFhave the ability to transfer defined accesstcol
policies to other TOE components. The ESM_ACT_E4imily defines requirements for transmitting
policy data to authorized entities. The ESM_ACT_EXfequirements have been added because CC Part 2
lacks a requirement for the ability of the TSF istribute access control policy data to distribuiedE
components.

Component Leveling

ESM_ACT_EXT: Access control policy transmission — 1

Figure 7 - ESM_ACT_EXT: Access Control Policy Transmission family decomposition

ESM_ACT_EXT.1, access control policy transmissi@guires the TOE to transmit access control policy
data defined by ESM_ACD_EXT.1 to compatible anchatized TOE agents under conditions defined by
the ST author.

Management: ESM_ACT_EXT.1
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The following actions could be considered for thenagement functions in FMT:
» Specification of the access control policy datagdransmitted.
» Specification of the circumstances under which daita is transmitted.
» Specification of the destinations to which thisadigttransmitted.

Audit: ESM_ACT_EXT.1
The following actions should be auditable if ESM_BACEXT.1 Access control policy transmission is
included in the PP/ST:

* Minimal: Transmission of access control policy dmtauthorized access control agents.

ESM_ACT_EXT.1 Access control policy transmission

Hierarchical to: No other components

ESM_ACT_EXT.1.1
The TSF shall transmit policies to compatible antharized Access Control agents under the
following circumstances: _[selection: choose onenore of: immediately following creation of a
new or updated policy, at a periodic interval,le tequest of a compatible Secure Configuration
Management productagsignment: other circumstanges

Dependencies: ESM_ACD.1 Access control policy defiion

5.1.1.3 Object inventory (ESM_DSC_EXT)

Family Behavior

The requirements of this family ensure that the T@H have the ability to identify Operational
Environment objects and take some action basedhisnidentification. The ESM_DSC_EXT family
defines requirements for taking an inventory ofegkg in the Operational Environment that exhibitaia
characteristics and acting upon those objects imeseananner. This pertains to enterprise security
management because the ability of the TSF to parfiis action supports the primary function of an
enterprise security management TOE (in this casgess control). The ESM_DSC_EXT.1 requirements
have been added because CC Part 2 lacks a reqoiréan¢he ability of the TSF to examine and acbmp
an observation made of the Operational Environment.

Component Leveling

ESM_DSC_EXT: Object inventory T 1

Figure 8 - ESM_DSC_EXT: Object Inventory family decomposition

ESM_DSC.1_EXT, object discovery, requires the T&Bdarch the Operational Environment for data that
meets some criteria and take action based upomwisg of such data. The primary purpose of this
requirement is for use in mandatory access coli@C) or similar environments so that the TSF can
identify data that is not in a location allowed itg/associated attributes and subsequently take $orm

of corrective action based on this.

Management: ESM_DSC_EXT.1
The following actions could be considered for thenagement functions in FMT:

» Specification of detection criteria.
»  Specification of actions taken upon discovery geobwhich meet detection criteria.

Audit: ESM_DSC_EXT.1
The following actions should be auditable if ESM M%&EXT.1 Object discovery is included in the PP/ST:

* Minimal: Discovery of objects which meet detectmiteria.
* Minimal: Action taken against discovered object
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ESM_DSC_EXT.1 Object discovery

Hierarchical to: No other components

ESM_DSC EXT.1.1
The TSF shall be able to discover objects in theer@ponal Environment which meet the
following conditions: [selectionunencrypted data which policy requires to be gutery, data
which resides in a domain that is inconsistent wiike data’s defined sensitivity attributes,
[assgnment: other condition which indicates that data which resides in the Operational
Environment should be catalogued by the TSF1].

ESM_DSC_EXT.1.2
The TSF shall take the following actions upon disryg of an object as defined by
ESM_DSC.1.1: [selection: encrypt the object, mowe dbject to a location consistent with its
sensitivity attributes, delete the objeesdgnment: other action]].

Dependencies: No dependencies

5.1.1.4 Object attribute definition (ESM_OAD_EXT)

Family Behavior

The requirements of this family ensure that the WaFhave the ability to authoritatively definetabutes

for Operational Environment attributes that canssgiuently be used for access control policy dédimit
and enforcement. The ESM_OAD_EXT family defineguieements for specification of object attributes.
This allows other ESM products to enforce their asecurity functions by utilizing attribute data itefd

by the TSF. The ESM_OAD.1 requirements have bede@tlecause CC Part 2 lacks a requirement for the
ability of the TSF to define attributes that arescxsated with objects that reside in the Operationa
Environment.

Component Leveling

ESM_OAD_EXT: Object attribute definition — 1

Figure 9 - ESM_OAD_EXT: Object Attribute Definition family decomposition

ESM_OAD_EXT.1, object attribute definition, requiréhe TSF to be able to define some set of object
attributes. These attributes are expected to bsesulently associated with objects in the Operationa
Environment for use in handling access control.ngia@s of object attributes include security lalfels
use in mandatory access control (MAC) environmants protection levels that can be associated wéth w
pages that reside within an organization’s intranet

Management: ESM_OAD_EXT.1

The following actions could be considered for thenagement functions in FMT:
» Definition of object attributes
» Association of attributes with objects

Audit: ESM_OAD_EXT.1
The following actions should be auditable if ESM_AXT.1 Object attribute definition is included in
the PP/ST:

* Minimal: Definition of object attributes.

* Minimal: Association of attributes with objects

ESM_OAD_EXT.1 Object discovery

Hierarchical to: No other components

ESM_OAD_EXT.1.1
The TSF shall maintain the following list of sedyrattributes belonging to individual objects:
[assignmenttist of security attributes].
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ESM_OAD_EXT.1.2
The TSF shall be able to associate security ategowith individual objects.
Dependencies: No dependencies
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5.2 Extended TOE Security Assurance

Components
There are no extended SARs implemented by the TOE.
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6 Security Requirements

This section defines the SFRs and SARs met by @E. TThese requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8is Selected presentation choices are discussedide
aid the Security Target reader.

The CC allows for assignment, refinement, selecéind iteration operations to be performed on sgcuri
functional requirements. All of these operations ased within this ST. These operations are paed
as described in Part 2 of the CC, and are shoviollass:

» Completed assignment statements are identifiedyysaticized text within bracke}s

» Completed selection statements are identified uginderlined text within brackdts

» Refinements are identified usibgld text. Any text removed is stricken (Example:-F+SFPata
and should be considered as a refinement.

» Extended Functional and Assurance Requirementglangified appending “_EXT” at the end of
the short name.

» Iterations are identified by appending a numbgsdrentheses following the component title. For
example, FAU_GEN.1(1) Audit Data Generation wouddthe first iteration and FAU_GEN.1(2)
Audit Data Generation would be the second iteration

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Hastion organizes the SFRs by CC class. Table 11
identifies all SFRs implemented by the TOE and daths the ST operations performed on each
requirement.

Table 11 - TOE Security Functional Requirements

Name Description S|AR|T
ESM_ACD_EXT.I Access control policy definition ]
ESM_ACT_EXT.| Access control policy transmission v v
ESM_DSC_EXT.| Object discovery v | v
ESM_OAD_EXT.I Object attribute definition v’
FAU_ARP.| Security alarms v’
FAU_GEN.I(1) Audit data generation (TOE server) v v v v
FAU_GEN.I(2) Audit data generation (TOE agent) v v v’
FAU_SAA.I Potential violation analysis v’
FAU_SAR.I(1) Audit review (TOE server data) v’ v’
FAU_SAR.1(2) Audit review (TOE agent data) v’ v’
FCS_CKM.I Cryptographic key generation

FCS_CKM.4 Cryptographic key destruction v’
FCS_COP.1 Cryptographic operation v v
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Name Description S|AR|I
FDP_ACC.I(1) Subset access control (TOE server) v v
FDP_ACC.1(2) Subset access control (TOE agent) v’ v
FDP_ACF.1(1) Security attribute based access control (TOE server) v’ v’
FDP_ACF.1(2) Security attribute based access control (TOE agent) v’ v’
FDP_ITC.1 Import of user data without security attributes v v
FIA_UAU.2 User authentication before any action

FIA_UID.2 User identification before any action

FMT_MOF.I Management of security functions behaviour viviv
FMT_MSA.I Management of security attributes viviv
FMT_MSA.3 Static attribute initialisation v IV v
FMT_SMF.I Specification of management functions v’
FMT_SMR. | Security roles v’
FPT_FLS. 1 Failure with preservation of secure state v’
FRU_FLT.I Degraded fault tolerance v
FTA_SSL.3 TSF-initiated termination v’
FTA_TAB.| Default TOE access banners

FPT_ITT.I Basic internal TSF data transfer protection v’

Note: S=Selection; A=Assignment; R=Refinement; drdtion
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6.2.1 Class ESM: Enterprise Security Management

ESM_ACD_EXT.1 Access control policy definition
Hierarchical to: No other components.
ESM_ACD_EXT.1.1
The TSF shall provide the ability to define acoesstrol policies for consumption by one or more
Access Control agents.
ESM_ACD_EXT.1.2
Access control policies defined by the TSF mustdggable of containing the following:
a) Subjects: ¢nd users of the TSF-mediated workstations ancesgrand
b) Objects: files and applications on the TSF-mediated worlstatand servetsand
c) Operations: ¢xecute, submit, transmit, view, move, copy, paste tqg; and
d) Attributes: pbject criteria as listed in ESM_OAD_EXT.1.1 whidlatch the specified
rule properties contained within a defined contoolcontext classification rule
ESM_ACD_EXT.1.3
The TSF shall associate unique identifying infolioratvith each policy.

Dependencies: No dependencies
ESM_ACT_EXT.1 Access control policy transmission
Hierarchical to: No other components

ESM_ACT_EXT.1.1
The TSF shall transmit policies to compatible antharized Access Control agents under the
following circumstances: _[immediately following eation of a new or updated policy, at a
periodic interval, immediately upon re-establishment of communicatiith the DG Servér

Dependencies: ESM_ACD.1 Access control policy defiion
ESM_DSC_EXT.1 Object discovery
Hierarchical to: No other components.

ESM_DSC EXT.1.1
The TSF shall be able to discover objects in theer@ponal Environment which meet the
following conditions: [unencrypted data which pgliequires to be encrypted, data which resides
in a domain that is inconsistent with the data’rdel sensitivity attributesdpta which meets the
sensitivity criteria for classificatidh

ESM_DSC_EXT.1.2
The TSF shall take the following actions upon disry of an object as defined by
ESM_DSC.1.1: [encrypt the object]dssify the objedt

Dependencies: No dependencies

ESM_OAD_EXT.1 Object attribute definition
Hierarchical to: No other components.
ESM_OAD_EXT.1.1
The TSF shall maintain the following list of set¢ymttributes belonging to individual objects:
[
a) Agent metadata
b) Bus type
c) Drive type
d) Document metadata
e) File classification
f)  File name
g) File extension
h) File modified time
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File ownership

File path

File size

File metadata

Network domain
Network protocol
Network port

Network address
Network transmission direction
Network URL

Network metadata
Process file path
Process file name
Process version
Process MD5 hash
Process window title
Process company name
Process metadata

aa) USB device metadata

.
ESM_OAD_EXT.1.2

The TSF shall be able to associate security ategwith individual objects.

Dependencies:

No dependencies
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6.2.2 Class FAU: Security Audit

FAU_ARP.1 Security alarms
Hierarchical to: No other components
FAU_ARP.1.1

The TSF shall take

The following actions:
a) Log an alert to the Alerts repository
b) Send an email notification to the users subscribeithe alert

]

upon detection of a potential security violation.

Dependencies: FAU_SAA.1 Potential violation analys
FAU_GEN.1(1) Audit data generation (TOE server)
Hierarchical to: No other components.

FAU_GEN.1(1).1
The TSF shall be able to generate an audit reddttedollowing auditable events:
a) Start-up and shutdown ef-the-auditfunctiammse TOE server components, with the
aid of the TOE Environment;
b) All auditable events for the [not specifiddvel of audit; and

¢ [
1. User management events
2. Role management events
3. Agent configuration changes
4. System configuration changes
5. Rule management events
6. Policy management events
7. Report management and views
8. Alert management and views
9. Notification subscription events
10. Logon failures
11. Bundle failures
12. Operational alerts
13. ETLY status

]
Application Note: The TOE server is comprised déw Windows services that, with the help of

the OS, are capable of generating a startup/shutd@went, which can be
viewed in the Windows Event Viewer. Another eimepgs DGMC Logon
failures, which are also captured in the Windoweii\_og.

It should be noted that the DGMC is instantiatechad|S web application, and
therefore does not possess any startup/shutdownitirmyid capabilities.

Regardless, the auditing function is implicit, miegnthat it cannot be
terminated separately without terminating the TCGdever’s operation. All of
the described auditable events are invoked thrahghDGMC; even if the web
application fails to start or stops suddenly, thedi@able events would be
prevented from occurring, since they are actionsfquened by invoking the

Y ETL — Extract, Transform, Load
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application. Thus, there would be no possibilifyastions being performed
without generating an audit trail.

FAU_GEN.1(1).2
The TSF shall record within each event record adtléhe following information:
a) Date and time of the event, type of event, sulighattity, and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the audital@eatedefinitions of the functional
components included in the PP/S@yént detailp

Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1(2) Audit data generation (TOE agent)
Hierarchical to: No other components.

FAU_GEN.1(2).1
The TSF shall be able to generate an audit redattedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the [not specifiddvel of audit; and
c) [The auditable events specified in Tablg¢ 12

Table 12 - Auditable Events (TOE agent)

Operation Auditable Event Additional Information
Application  Data | Cut User
Exchange Paste Computer
Insert File Application
Insert New Object
Print Process
Print Screen
Screen Capture
Application Application Start User
Management Computer
Application
File Operations Archive User
Copy Computer
Create Source Path
Decrypt Destination Path
Delete Source File
Edit Destination File
Encrypt Source Drive Type
Move Destination Drive Type
Open Application
Read
Recycle
Rename
Restore
Save As
Write
Logon Activity User Logoff User
User Logon Computer
Authentication mechanism
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Operation Auditable Event Additional Information

Mail Attach File Subject

Send Mail From
Recipient
Recipient Type

Network Network Transfer User
Operations Network Transfer - Download | Computer
Network Transfer - Upload | IP'® Address
Protocol
Direction
Local Port
Remote Port
Application

Optical Media CD Burn User
Computer
Application

Print Spool Print User
Computer
Application

FAU_GEN.1(2).2
The TSF shall record within each event record adtléhe following information:
a) Date and time of the event, type of event, sulighattity, and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the audital@etedefinitions of the functional
components included in the PP/Sthd audit relevant information specified in Tab#.1

Dependencies: FPT_STM.1 Reliable time stamps
FAU_SAA.1 Potential violation analysis
Hierarchical to: No other components
FAU_SAA.11

The TSF shall be able to apply a set of rules imitodng the audited events based on these rules
which indicate a potential violation of the enfarent of the SFRs.
FAU_SAA.12
The TSF shall enforce the following rules for monihg audited events:
a) Accumulation or combination ofa]l events which result in the triggering of a defi
control rulg known to indicate a potential security violation;
b) [generation of an alert if an event occurs whiclygers a control rule designated with
an ‘alert’ response actidn

Dependencies: FAU_GEN.1(2) Audit data generationTOE agent)
FAU_SAR.1(1) Audit review (TOE server data)
Hierarchical to: No other components

FAU_SAR.1(1).1
The TSF shall provideThe System Administrator and other Custom Roléseateby the System
Administratot with the capability to readije auditable events defined in FAU_GEN.1({lfrdm
the audit records.

FAU_SAR.1(1).2

181p — Internet Protocol
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The TSF shall provide the audit records in a masngable for the user to interpret the

information.
Dependencies: FAU_GEN.1(1) Audit data generatioriTQE server)
FAU_SAR.1(2) Audit review (TOE agent data)
Hierarchical to: No other components

FAU_SAR.1(2).1
The TSF shall providdlie authorized roles in Table [I®ith the capability to readtie
information specified in Table 1&om the event records.

Table 13 - Audit Review (TOE agent data)

Data Authorized roles

Real-time event data (Local | Local Report Viewer

Reports) System Administrator

Other Custom Roles specified by the
System Administrator

Historical event data (Enterprise | Enterprise Report Viewer

Reports, Trend Reports, | System Administrator

Dashboard Reports, Data-At-Rest | Other Custom Roles specified by the
Reports, Operational Alerts, ETL |System Administrator

Status)

Alert data Alert Manager

System Administrator

Other Custom Roles specified by the
System Administrator

FAU_SAR.1(2).2
The TSF shall provide the audit records in a maso#able for the user to interpret the
information.

Dependencies: FAU_GEN.1(2) Audit data generatioriTQE agent)
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6.2.3 Class FCS: Cryptographic Support

FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.
FCS CKM.1.1

The TSF shall generatesymmetric cryptographic keys in accordance with a specified
deterministic random bit eryptographickeygeneration algorithmHash-DRBG and specified
cryptographic key sized £8, 192, 25pthat meets the followingNIST Special Publication 800-90].
Dependencies: [FCS_CKM.2 Cryptographic key distribdion, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.
FCS CKM.4.1

The TSF shall destroy cryptographic keys in acomcdawith a specified cryptographic key
destruction methodzgroization that meets the followingHPS 140-2.
Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_COP.1 Cryptographic operation
Hierarchical to: No other components.
FCS COP.1.1

The TSF shall performttie operations listed in Table Jl4n accordance with a specified
cryptographic algorithmtfie ciphers listed in Table 14nd cryptographic key sizethg key sizes
listed in Table 1}ithat meets the followingsfandards listed in Table 14
Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

Application Note: The VSEC module has been awa@M®'P validation certificate #1607. Refer
to the following for more information:
» Consolidated Certificate:
0 http://csre.nist.gov/groups/STM/cmvp/documents/140-
1/140crt/FIPS140ConsolidatedCertList0009.pdf
»  Security Policy:
0 http://csre.nist.gov/groups/STM/cmvp/documents/140-
1/140sp/140sp1607.pdf
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Table 14 - Cryptographic Services

Operation Algorithm Key Standards
Sizes
Encryption/Decryption | AES-CBC" 128 FIPS PUB* 197
192 NIST Special Publication 800-57
256 NIST Special Publication 800-
AES-CTR 256 38A
AES-ECB?
Key Wrapping RSA 2048 NIST Special Publication 800-
3072 56B
4096
Signature Generation |rDSA 2048 FIPS PUB 186-3
3072
4096
Signature Verification |rDSA 1024 FIPS PUB 186-3
1536
2048
3072
4096
Cryptographic Hashing | SHA-1 160 FIPS PUB 180-3
SHA-224 224
SHA-256 256
SHA-384 384
SHA-512 512
Keyed-Hash Message |HMAC?-SHA-1 | 160 FIPS PUB 198-1
Authentication HMAC-SHA-224 | 224 FIPS PUB 180-3
HMAC-SHA-256 | 256
HMAC-SHA-384 | 384
HMAC-SHA-512 | 512

19 CBC - Cipher Block Chaining

20 pyYB - Publication
2L ECB - Electronic Codebook

2 HMAC - Hash-based Message Authentication Code
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6.2.4 Class FDP: User Data Protection

FDP_ACC.1(2)
Hierarchical to:

Subset access control (TOE server)
No other components.

FDP_ACC.1(1).1
The TSF shall enforce theMpnagement Access Control §F6h [the subjects, objects, and
operations listed in Table 15

Table 15 - Management Access Control SFP

Subject Object Operation
DGMC User | DGMC Users View
DGMC Roles Create
DGMC Rules Modify
DGMC Policies Delete
DGMC Reports
DGMC Notifications
DGMC Configuration Data
DGMC Events View
DGMC User Interface Elements ViewlInteract

Dependencies: FDP_ACF.1(1) Security attribute baseaccess control (TOE server)

FDP_ACC.1(2)

Hierarchical to:

FDP_ACC.1(2).1
The TSF shall enforce th&ipterprise Information Protection SFBn [the subjects, objects, and
operations listed in Table 16

Subset access control (TOE agent)
No other components.

Table 16 - Enterprise Information Protection SFP

Subject Object Operation

DG Agent User | Application Execute

Application Data Cut

Paste

Insert File

Insert New Object
Print Process

Print Screen
Screen Capture

Email Attach File
Send Mail

File Archive
Copy
Create
Decrypt
Delete
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Subject Object Operation

Edit
Encrypt
Move
Open
Read
Recycle
Rename
Restore
Save As
Write

Optical Media CD Burn

Print Spool Print

Network Data Transfer
Upload
Download

Application Note: The intent of the Enterprise mmf@tion Protection SFP is to ensure that data
defined as proprietary or sensitive according sdbntext should not be able to
leave a computer through some set of common meBos.example, the TSF
should prevent data from being exported to a diffierlogical drive unless
explicitly allowed.

Application Note: The TOE provides a capabilityedfamining the Operational Environment for
unencrypted or misplaced sensitive data and coimgcthe discrepancy. This
capability is represented by the ESM_DSC_EXT.1 SFR.

Dependencies: FDP_ACF.1(2) Security attribute basleaccess control (TOE agent)
FDP_ACF.1(1) Security attribute based access comtr (TOE server)
Hierarchical to: No other components.

FDP_ACF.1(1).1
The TSF shall enforce thtMpnagement Access Control §RP objects based on the following:
[DGMC user ID, DGMC user password, DGMC role memhigrsDGMC role privilege levels
FDP_ACF.1(1).2
The TSF shall enforce the following rules to deteerif an operation among controlled subjects
and controlled objects is allowed:
[
1. If the subject has the System Administrator robegeas is granted
2. If a subject who does not have the System Adndtostrole requests access to an object
that requires permissions, the permissions of thgest's assigned role are examined to
determine if the subject has permission to acdes®bject. If a match is found, access is
granted
3. If none of the above rules apply, access is denied
]
FDP_ACF.1(1).3
The TSF shall explicitly authorise access of suljéo objects based on the following additional
rules: o additional rulek
FDP_ACF.1(1).4
The TSF shall explicitly deny access of subjectshijects based on thed additional rulek
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Dependencies: FDP_ACC.1(1) Subset access controOl server)
FMT_MSA.3 Static attribute initialization

FDP_ACF.1(2) Security attribute based access comtr (TOE agent)
Hierarchical to: No other components.
FDP_ACF.1(2).1
The TSF shall enforce theEifiterprise Information Protection SFRo objects based on the
following: [the object attributes defined in ESM_OAD_EXT.1
FDP_ACF.1(2).2
The TSF shall enforce the following rules to deteerif an operation among controlled subjects
and controlled objects is allowed:
[
Control rules contained within a policy applied gosubject, encompassing the following
notions:
a) Attributes of environmental data may be marked withattribute such as sensitive or
proprietary based on contextual criteria, not otwese allowed to be disclosed; and
b) Objects which are classified as sensitive basedanextual criteria will be forbidden
from leaving the system unless the intended destimés an explicitly trusted location;
and
c) Mechanisms of leaving the system will constitutenmimum, transfer to other logical
devices, network locations, printing, emailing, amagying to clipboard.
d) Upon triggering a control rule, the following cogtirable actions may be carried out:
i Block the operation
ii. Continue the operation and generate an alert
iii. Encrypt the file associated with the user action
iv. Prompt the user and perform the following actions:
a. Block — Terminates the user’s action
b. Decide — Allows the user to decide whether or aatantinue
c. Warn — Allows the user to continue, but issues ming to the user
d. Justify — Allows the user to continue, but the useequired to enter a
response as justification for the action
v.  Vault the operation and apply an additional setués

.

Application Note: Contextual criteria include apgdtion executable names and versions, file
extensions, source and destination locations, fileended for email attachment,
files intended for printing, source and destinatagplications, etc.

Application Note: Sensitivity attributes may inauthe types of objects which are controlled by
the SFP, such as “Human Resources”, “Financial’, t8ource Code” data.
These are based on file extensions, e.g. .c afibbsh(for source code files), or
a combination of file extension and source locatiew. .xIs files residing on a
network share designated as a repository for finarstatements.
FDP_ACF.1(2).3
The TSF shall explicitly authorise access of suljéc objects based on the following additional
rules: ff the operation being performed is explicitlydtged as trusted by a filter rule, the
operation will be allowep
FDP_ACF.1(2).4
The TSF shall explicitly deny access of subjectshijects based on thed additional rulek
Dependencies: FDP_ACC.1(2) Subset access controDE agent)
FMT_MSA.3 Static attribute initialization
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FDP_ITC.1 Import of user data without security attributes
Hierarchical to: No other components.
FDP_ITC.1.1

The TSF shall enforce theMpnagement Access Control JFRvhen importing —user
dataasymmetric keys for use in the VSEC moduleontrolled under the SFP, from outside of the
TOE.

FDP_ITC.1.2
The TSF shall ignore any security attributes asdedi with the user data when imported from
outside the TOE.

FDP_ITC.1.3
The TSF shall enforce the following rules when imipg user data controlled under the SFP from
outside the TOE:the ability to import private keys shall be resteid to users with the System
Administrator role, or to personnel performing thestallation and initial configuration of the

TOH.
Dependencies: [FDP_ACC.1(1) Subset access contrdOE server), or
FDP_IFC.1 Subset information flow control]
FMT_MSA.3 Static attribute initialisation
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6.2.5 Class FIA: Identification and Authentication

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_UAU.2.1

The TSF shall require each user to be successfullyenticated before allowing any other TSF-
mediated actions on behalf of that user.

Application Note: The intent of this SFR is to reguauthentication for users of the DGMC. The
TSF does not perform authentication of users onkstations and servers the
TOE is intended to protect; rather, it is expectddt users in the TOE
Environment will be authenticated by a mechanisoviged by the OS of the
TSF-mediated system, using local or centrally stouser accounts, such as
those provided by an LDAP repository.

Dependencies: FIA_UID.1 Timing of identification
FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identificatio n
FIA_UID.2.1

The TSF shall require each user to be successfidiytified before allowing any other TSF-
mediated actions on behalf of that user.

Application Note: The intent of this SFR is to riegudentification for users of the DGMC. While
the TOE does retrieve identity information for sesf the TSF-mediated
systems, it is not under the scope of the TOE'sluéifles to maintain a
repository containing user identity attributes faubjects in the TOE
Environment; rather, identity information is proed by the OS of the TSF-
mediated system, using local or centrally storectoamts, such as those
provided by an LDAP repository. The TOE uses thentity information
provided to it to associate events with the usefopming the action that caused
the event.

Dependencies: No dependencies
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6.2.6 Class FMT: Security Management

FMT_MOF.1
Hierarchical to:
FMT _ MOF.1.1

Management of security functions behawur
No other components.

The TSF shall restrict the ability tddke the actions listed inTable 17 the functions $ecurity

functions listed in Table 17o [the roles listed in Table 17

Table 17 - Management of Security Functions Behavior

Security Function
Management of Users and Roles

Actions
Determine the behavior of
Maodify the behavior of
Enable
Disable

Authorized Roles
System Administrator
Other Custom Roles specified by the
System Administrator

Management of Alerts

Determine the behavior of
Modify the behavior of
Enable

System Administrator
Alert Manager
Other Custom Roles specified by the

Disable System Administrator
Management of Classification Rules and | Determine the behavior of System Administrator

Policies

Maodify the behavior of
Enable
Disable

Classification Policy Manager
Other Custom Roles specified by the
System Administrator

Management of Control Rules and Policies

Determine the behavior of
Maodify the behavior of

System Administrator
Control Policy Manager

Enable Other Custom Roles specified by the
Disable System Administrator
Management of Filter Rules and Policies Determine the behavior of System Administrator

Maodify the behavior of

Enable
Disable

Filter Policy Manager
Other Custom Roles specified by the
System Administrator

Management of Trusted Process Rules and
Policies

Determine the behavior of
Modify the behavior of
Enable

Disable

System Administrator

Trusted Process Policy Manager
Other Custom Roles specified by the
System Administrator

Management of Local Reports

Determine the behavior of
Modify the behavior of

System Administrator

Local Report Viewer

Other Custom Roles specified by the
System Administrator

Management of Enterprise Reports

Determine the behavior of
Modify the behavior of

System Administrator

Enterprise Report Viewer

Other Custom Roles specified by the
System Administrator

Management of Events

Determine the behavior of
Maodify the behavior of
Enable

Disable

System Administrator
Other Custom Roles specified by the
System Administrator

Management of System Configuration

Determine the behavior of
Maodify the behavior of

Enable
Disable

System Administrator
Other Custom Roles specified by the
System Administrator

Management of DG Agent Operation

Determine the behavior of

System Administrator
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Security Function

Authorized Roles
Other Custom Roles specified by the
System Administrator

Actions
Modify the behavior of
Enable
Disable

Management
Configuration

of Email

Determine the behavior of
Maodify the behavior of
Enable

Disable

Notification System Administrator
Other Custom Roles specified by the

System Administrator

Application Note:

Application Note:

Application Note:

Dependencies:

FMT_MSA.1
Hierarchical to:
FMT _MSA.11

The intent of this SFR is to emsthat users under the scope of TSF control
cannot interfere with the operation of the TOE empting to modify the
behavior of it through its management interfaces.

The TOE is capable of cloaking DG Agent processes and configuration to
avoid inspection from an unprivileged user, as wall providing tamper
protection to resist being terminated or modifigdtbe users under the scope of
TSF control.

Management users (DGMC Users) aadrs in the Operational Environment
are considered to be in separate domains; therefbre necessary to possess
administrative rights on the workstations and sesven which the DG Agents
are installed, along with the proper tools for pmrhing maintenance or
troubleshooting of the DG Agent software. In ortterterminate or uninstall
DG Agent processes, a shared secret must be used.

FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

Management of security attributes
No other components.

The TSF shall enforce thévianagement Access Control F® restrict the ability to the
operations defined in Tablel8] the security attributesfe security attributes defined in Table
18] to [the authorized roles defined in Tablg.18

Table 18 - Security Attributes

Operation

No other operations

Security Attribute Authorized roles

DGMC User ID

System Administrator

Other Custom Roles specified by the

System Administrator

Change default
Modify
No other operations

DGMC User Password

System Administrator

Other Custom Roles specified by the

System Administrator

Change default
Query
Modify
Delete

No other operations

DGMC Role
Membership

System Administrator

Other Custom Roles specified by the

System Administrator

Change default

DGMC Role Privilege

System Administrator
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No other operations

Security Attribute Authorized roles

Levels

Other Custom Roles specified by the
System Administrator

Change default
Query

No other operations

Policy Rules

System Administrator

Classification Policy Manager

Modify (Classification Policies)
Delete Control Policy Manager (Control Policies)

Filter Policy Manager (Filter Policies)
Trusted  Process  Policy = Manager
(Trusted Process Policies)

Other Custom Roles specified by the
System Administrator

Change default

No other operations

Rule Properties

System Administrator

Query Classification Policy Manager
Modify (Classification Rules)
Delete Control Policy Manager (Control Rules)

Filter Policy Manager (Filter Rules)

Trusted  Process  Policy = Manager
(Trusted Process Rules)

Other Custom Roles specified by the
System Administrator

Change default Notification Alerts Manager

Query Subscriptions System Administrator

Modify Other Custom Roles specified by the
Delete System Administrator

No other operations

User of Origin (Private Notifications)

Dependencies: [FDP_ACC.1(1) Subset access contfdOE server) or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles

FMT_MSA.3 Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce thifanagement Access Control §RP provide fhe properties defined
in Table 19 default values for security attributes that asedito enforce the SFP.

Table 19 - Security Attribute Value Properties

Security Attribute Property

DGMC User ID N/A
DGMC User Password N/A
DGMC Role Membership Restrictive
DGMC Role Privilege Levels Restrictive
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Security Attribute Property

Policy Rules Permissive
Rule Properties Permissive
Notification Subscriptions Permissive

FMT_MSA3.2
The TSF shall allow therdles specified in Table 180 specify alternative initial values to
override the default values when an object or mfation is created.
Dependencies: FMT_MSA.1 Management of security atiibutes
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayvnanagement functions:
[

a) management of users and roles

b) alert management

¢) management of classification rules and policies

d) management of control rules and policies

e) management of filter rules and policies

f) management of trusted process rules and policies

g) management of enterprise reports

h) management of local reports

i) event management

j) management of notification configuration

k) management of system configuration

I) management of agent configuration

1.

Dependencies: No dependencies
FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1

The TSF shall maintain the roles
[
a) System Administrator
b) Alert Manager
c) Classification Policy Manager
d) Control Policy Manager
e) Enterprise Report Viewer
f)  Filter Policy Manager
g) Local Report Viewer
h) Trusted Process Policy Manager
i) Other Custom Roles containing privilege levelsrasfiby the System Administrator

]

FMT_SMR.1.2
The TSF shall be able to associate users with.roles
Dependencies: FIA_UID.1 Timing of identification
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6.2.7 Class FPT: Protection of the TSF

FPT_FLS.1 Failure with preservation of secure stat
Hierarchical to: No other components.
FPT_FLS11

The TSF shall preserve a secure state when thenoly) types of failures occurdisruption of
DG Agent network connectivity; DG Database failure

Application Note: In the first failure scenario, éhDG Agent is capable of continuing the
enforcement of the TOE access control policies whencommunications link
between DG Agent and DG Server is broken. Immagliapon reestablishment
of connectivity, the DG Agent will retrieve the mesently assigned policies.
The DG Agent will preserve the bundle data untilhds successfully re-
established a connection with the DG Server. &décond scenario, if the DG
Server encounters an error writing to the DG Datséathe DG Server
generates an error in the Windows event log, infogrthe TOE administrator
that a fault has occurred.

Dependencies: No dependencies.

FPT_ITT.1 Basic internal TSF data transfer protecton

Hierarchical to: No other components.

FPT_ITT.1.1
The TSF shall protect TSF data frodigclosurg when it is transmitted between separate parts of
the TOE.

Application Note: The TOE agent leverages its FIPS 140-2 validate&@&/#odule to generate

symmetric AES-256 keys and encrypt TSF data (facedsta bundles) as
necessary to support the FPT_ITT.1 claim. The VS&@lule protects the
symmetric keys using RSA-2048 asymmetric encryptlays, which are
generated by the cryptographic providers in the B@&ronment.

Dependencies: No dependencies
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6.2.8 Class FRU: Resource Utilization

FRU_FLT.1 Degraded fault tolerance
Hierarchical to: No other components.
FRU_FLT.1.1

The TSF shall ensure the operation afdess control policy enforcement, preservatioaggnt
forensic activity bundligswhen the following failures occurdisruption of DG Agent network

connectivity.

Application Note: The DG Agent is capable of cantig the enforcement of the TOE access
control policies when the communications link bemwedG Agent and DG
Server is broken. Immediately upon reestablishneértonnectivity, the DG
Agent will retrieve the most recently assigned gied. In addition, the DG
Agent will preserve the bundle data until it hacassfully re-established a
connection with the DG Server.

Dependencies: FPT_FLS.1 Failure with preservationf secure state
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6.2.9 Class FTA: TOE Access

FTA _SSL.3 TSF-initiated termination

Hierarchical to: No other components.

FTA_SSL.3.1
The TSF shall terminate an interactive sessiorr &tfSystem Administrator-configurable time
intervall.

Application Note: This time interval refers to tb&MC Idle Timeout value and does not apply to

user sessions on TSF-mediated machines in the TOEoEmMent.

Dependencies: No dependencies

FTA TAB.1 Default TOE access banners
Hierarchical to: No other components.
FTA_TAB.1.1

Before establishing a user session, the TSF stadlay an advisory warning message regarding
unauthorised use of the TOE.
Dependencies: No dependencies
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6.3 Security Assurance Requirements

This section defines the assurance requirementhémTOE. Assurance requirements are taken fr@m th

CC Part 3 and are EAL2 augmented with ALC_FLR.Zbl€& 20 - Assurance Requirements summarizes
the requirements.

Table 20 - Assurance Requirements

}Assurance Requirements

Class ASE: Security Target ASE_CCL.| Conformance claims
evaluation

ASE_ECD.| Extended components definition
ASE_INT.I ST introduction
ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.| Security problem definition

ASE_TSS.I TOE summary specification
Class ALC : Life Cycle Support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage
ALC_DEL.| Delivery Procedures

ALC_FLR.2 Flaw reporting procedures

Class ADV: Development ADV_ARC.| Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.I Basic design
Class AGD: Guidance documents AGD_OPE.| Operational user guidance

AGD_PRE.| Preparative procedures
Class ATE: Tests ATE_COV.I Evidence of coverage

ATE_FUN.I Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis
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7 TOE Summary Specification

This section presents information to detail how T@E meets the functional requirements described in
previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assacidéscriptions correspond to the security functions
Hence, each function is described by how it spesalify satisfies each of its related requirementhis
serves to both describe the security functions eattbnalize that the security functions satisfy the

necessary requirements. Table 21 lists the sgdurittions and their associated SFRs.

Table 21 - Mapping of TOE Security Functions to Security Functional Requirements

TOE Security Function SFR ID Description
Robust Security Management FAU_GEN.I(1) Audit data generation (TOE
server)
FAU_SAR.I(1) Audit review (TOE server data)
FDP_ACC.I(I) Subset access control (TOE
server)
FDP_ACF.1(1) Security attribute based access
control (TOE server)
FIA_UAU.2 User authentication before any
action
FIA_UID.2 User identification before any
action
FMT_MOF.1 Management of security functions
behaviour
FMT_MSA.I Management of security attributes
FMT_MSA.3 Static attribute initialisation
FMT_SMF.I Specification  of = management
functions
FMT_SMR!I Security roles
FTA_SSL.3 TSF-initiated termination
FTA_TAB.I Default TOE access banners
Enterprise Information Protection |ESM_ACD_EXT.I Access control policy definition
ESM_ACT_EXT.I Access control policy transmission
ESM_DSC_EXT.I Object discovery
ESM_OAD_EXT.I Object attribute definition
FDP_ACC.I1(2) Subset access control (TOE agent)
FDP_ACF.1(2) Security attribute based access
control (TOE agent)
FPT_ITT.I Basic internal TSF data transfer

Verdasys Digital Guardian™ v6.0.1

© 2012 Verdasys®

Page 59 of 91

This document may be freely reproduced and distributed whole and intact including this copyright notice.




Security Target, Version |.4 October 2,2012

TOE Security Function SFR ID Description
protection
Cryptographic Protection FCS_CKM.I Cryptographic key generation
FCS_CKM.4 Cryptographic key destruction
FCS_COP.I Cryptographic operation
FDP_ITC.I Import of user data without
security attributes
Violation Analysis, Alerting, and|FAU_ARP.I| Security alarms
Reporting FAU_GEN.I(2) Audit data generation (TOE
agent)
FAU_SAA.I Potential violation analysis
FAU_SAR.1(2) Audit review (TOE agent data)
Fault Tolerance FPT_FLS.I Failure with preservation of
secure state
FRU_FLT.I Degraded fault tolerance

7.1.1 Robust Security Management

The DG Server implements the Management Accessr@o8FP, based on a defined set of security
attributes which determine the behavior of the TSHe modification of attribute values is restritte
appropriately authorized roles. In addition, streets attribute values to restrictive or permissilefaults,
where appropriate. Security attributes used toreefthe Management Access Control SFP includer us
IDs, passwords, role memberships, role privilegel® policy rules, rule properties, and alert ficdtion
subscriptions.

The DG Server enforces identification and authetitia for users of the DGMC. Subjects are requiced
enter a valid username, password, and domain poiobeing presented with DGMC user interface
elements. No anonymous access is provided. &uerélements displayed to the user are based on the
user’s authorized roles/privilege levels, which @discussed later in this section.

Users as they pertain to TOE functions are diviidéal three classes: DGMC Users, DG Agent Users, and
Administrators (users with full administrative glages to the TOE). DGMC Users may contain a subse
of privileges used to manage the TOE through theViBG DG Agent Users are end-users of the TSF-
mediated workstations and servers and do not icttelieectly with the TOE (unless prompted by the DG
Agent). DG Agent Users are only identified by tR©E, not authenticated. DGMC Users and
Administrators define the operations permitted & Agent Users. Administrators may be considered a
subset of DGMC Users, but also contain privilegatside the DGMC realm, such as TOE installation,
configuration, and maintenance. Within the DGMa@lmg Administrators would be considered users with
the “System Administrator” role. Outside, they lbtefer to TOE application server administratarE
database administrators, or individuals who posslessservice account credentials for running TSF-
dependent services.

The DG Server provides methods for authenticatetthosized DGMC Users and Administrators to:
» Create and manage DGMC Users and roles
e Install and maintain DG Agents
» Create DG Rules that record and respond to sp&a@iddgent User actions
» Create and apply DG Policies to DG Agent Users
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* View and resolve DG Alerts triggered by DG Rule®i@ Policies
» View DG Reports that contain user activity data

DGMC Users and Administrators access the DGMC usingeb browser installed on the management
workstation using a secure HTTPS connection. TBe3erver enforces strict session security for users
the DGMC. Each time a DGMC User accesses the D@gean advisory warning is displayed to the user
prior to identification and authentication. DGMGCsét sessions are automatically terminated after an
Administrator-configurable time period.

The DG Server enforces role-based access contrddD@&MC Users using a pre-defined set of System
Roles. The following System Roles are provided:
» Alert Manager — Access to thélertstab; can view and resolve DG Alerts.
» Classification Policy Manager— Access to th€lassificationtab; Creates Classification rules,
policies, and content patterns. Imports new dictiy files and query files.
» Control Policy Manager — Creates and administers rules that apply tor@bRblicies, which are
used to govern user actions.
» Enterprise Report Viewer — Access to enterprise level reports; Views repaitawing on
historical data in the Reporting database.
* Filter Policy Manager — Creates and administers rules that apply torFltdicies. Applies Filter
Policies to users, groups, and computers.
* Local Report Viewer — Access to the local DGMC forensic report, drawimgreal-time data in
the Collection database.
e System Administrator — Access to all areas of DGMC; assigns roles to ol@MC Users and
receives Operational Emails in response to speevents.
» Trusted Process Policy Manager Creates and administers rules that apply to TduBtecess
Policies.

System Roles are pre-defined collections of secatitibutes, or privilege levels, which can beigissd to
any user. Privilege levels extend the basic aithtion provided by the System Roles by allowing th
creation of Custom Roles, which could contain aoagbination of privilege levels. In Digital Guardia
vernacular, privilege levels translate to operatjamhich are mapped to objects. These privilegel$eare
then assigned to a role, which in turn is assigoddGMC Users through role membership. DGMC Users
may be assigned to one or more roles simultaneouBhe resulting privileges amount to a union df al
privilege levels contained within the user’s assidjnoles.

The TOE enforces access to DGMC elements basedtedbltowing privilege levels:

* None —User has no access to the item (object); the olyéchot appear in the user's DGMC
session.

* Read All —User has read only access to the object; usevieanthe object, but cannot interact
with it.

* Modify All - User can view and edit existing objects of thgety

» Create All — User can view, edit, and create objects of thpety

*  Full Control — User has complete privileges for this object, idolg delete privileges, if they
exist for the specified object.

The complete list of objects/actions that can b@ped to privilege levels is outlined in thising Digital
Guardianguidance document in the section entitled “Abainilege Levels”.

Aside from providing access control to DGMC managetrfunctions, the DG Agent is able to enforce the
Management Access Control SFP on end-users of@ie Ay preventing them from observing or disabling
the agent software. Because the DG Agent contaikernel-level process that injects itself intonimg
processes, it is able to maintain low-level systantrol of the TOE operating environment. The DG
Agent treats running processes differently basegrtess flags, which it applies to Digital Guandia
processes. Process flags for tamper protectidndednvisibility, which makes the process trangparto
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the user; immortality, which prevents users frommieating the process; and a “stealth” mode, which
hides all traces of agent activity, along with égufation files and DG Agent executables, however,
impacts system performance.

All management activity performed through the DGMG@gluding user/role management, policy/rule
management, report management, alert/event manageamel system configuration events, are recorded
by the DG Server and stored within the DG databageidit records are viewable by the System
Adminstrator using the Console Activity report. eTaudit records contain the information fields exptd

in Table 22:

Table 22 - Audit Record Contents

Field Content

Date Date and time of the event

User Identity of the subject performing the operation
Category Type of operation being performed

Detail Additional information about the event

TOE Security Functional Requirements Satisfied:
FAU_GEN.1(1), FAU_SAR.1(1), FDP_ACC.1(1), FDP_ACH) FIA UAU.2, FIA_UID.2,
FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_SMF.1, FMT_SMR FTA_SSL.3, FTA_TAB.1

7.1.2 Enterprise Information Protection

The DG Agents enforce access control for userb®fliSF-mediated workstations and servers using a se
of rules as defined within a policy associated it machine or user on which the DG Agent is ileda
DG Agents are capable of mediating several typeas#r and application activity, including:
» Application Data Exchange (ADE) events — copyingtjmey of sensitive data from one application
to another
» Application start events — launching a specificcaable
« CD/DVD burn events — copying data files and writthgm to a recordable optical drive
« Email events — sending email attachments to aistiputside the organization, to an unapproved
domain, or to an unauthorized recipient within agamization
» File events — deleting/copying files
* Network events — file uploads and downloads
* Print events — sending sensitive documents to timé gpooler

DG Rules govern the decisions made by the DG Afgarthe various event types. Rule definitionstet t
base level consist of an event operation and agptyp Event operations use symbolic constantefme
the rule-governing event. The rule property defittee condition which must be met in order to teigthe
rule. Rules can take the form of one of severfdreement types:

» Application Management Rules
e Control Rules

* Classification Rules

e  Filter Rules

e Trusted Process Rules

e Data Vault Rules

e Component Rules

Verdasys Digital Guardian™ v6.0.1 Page 62 of 91

© 2012 Verdasys®
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version |.4 October 2,2012

Application Management Rules govern the use of@igbd and unauthorized applications that run & th
TOE environment. An application management rute loa used to block instant messaging or peer to pee
applications, for example. For this type of ruhe actions which can be taken includgndecided, Allow,

or Control. Undecidedflags the processes for further investigation whaldowing the executioniAllow
permits the application to run without flaggingandControl blocks the execution either transparently or
accompanied with a notification to the end useoriming them that the application was blocked. Waen
application event occurs, the TOE records the namthe executable file, the file version, the fie’
publisher, and an MD5 hash of the file. This infiation can then be used to build application wilists

and black lists based on unigue application progeert

Control Rules govern authorized and unauthorized astions. An example would be blocking a usemfro
writing sensitive data files to a CD. Actions te taken includeBlock, Continue, Encrypt, Vauland
Prompt.

» Block expressly denies the action without prompting, wéth optional notification message
informing the user that the action was blocked.

e Continue allows the activity, but generates an alert whicdn optionally be sent to an
Administrator or DGMC User.

» Encryptleverages the AFE module to encrypt the assocfdeedIf the AFE feature is not enabled
on the machine on which the DG Agent runs, theoactesults in &lock if the rule is set to
Encrypt.

» Vaultallows the action to continue, but an additionalaeules is enforced upon triggering of the
rule.

» ThePromptaction displays a message to the user indicatiagthte action is being recorded, and
blocks or allows the action depending on the prossgitings, which include:Block, Decide,
Justify, and Warn.

o Blockexpressly denies the action, whidecide, JustifyandWarn allow the action at the
user’s discretion.

o Decidegives the user an opportunity to stop the operdtiam continuing.

o Justifyrequires the user to enter a justification forriguested action.

0 Warnpermits the action but informs the user that thevigg is logged.

Classification Rules contain a set of criteria ¢tassifying files. For example, a classificatiarter could
identify files with a.pst extension as an archive file containing mail items.c and.h extensions as
proprietary source code files. Classification Rules used in conjunction with Control Rules thacfy a
behavior for classified files. This type of rukenot triggered by an event, rather, it is usednuthe DG
Scanner performs discovery of files in the TOE emwuinent, and classifies them based on the context
classification properties.

Filter Rules prevent the DG Agent from processingngs specified in the rule. Filtered events dile s
tracked and regulated by Control Rules; howevey tre excluded from reports. A filter rule coblel
used to inhibit processing of actions performedaoset of unclassified public documents. DG Agents
employ Implicit Filtering to automatically removew-level system activity based on file extensiond a
signatures, as well as Administrator-defined rutest are based on the same properties used indContr
Rules and Trusted Process Rules.

Trusted Process Rules prevent the DG Agent frorordiéng activity related to a specific process. For
example, an anti-virus application or host-basesall might be considered a trusted process.

Data Vault Rules add an extra layer of securityexsting rules. This type of rule takes effect whe
conditions outlined in a trigger rule have been.miebr example, a rule could trigger a data vallewa
sensitive application is executed, and any uploadses to CD, or file save activities outside dpecified
directory might be prevented until the applicatisninloaded from memory.
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Component Rules are rule definitions that can lbereaced from within another rule of the same type.
This type of rule would be useful for re-using rdifinitions, such as classification rules for $tves file

types.

Once a set of rules have been defined, they cdondieally organized according to rule categori€io
enforce the rules, they must be associated witbliayp Policies are containers for a set of rulest are
applied to user and computer objects or groupshpéats. User policies are applied at logon, while
computer policies are applied at startup, allowfimga baseline enforcement of system-level politiser
and computer object information can be generatetydindows Networking or through synchronization
with an external LDAP server.

DG Agents are capable of enforcing the followindj@otypes:

» Control Policies — Contain a set of Control Ruleserning user actions, such as file activities or
clipboard operations

» Classification Policies — Contain a set of Classitiion Rules which identify and flag files meeting
set criteria.

» Filter Policies — Contain a set of Filter Rules tthexclude specific activity that TOE
Administrators do not wish to track.

» Trusted Process Policies — Contain a set of TruStetess Rules used to filter out events
generated by known safe processes.

By default, a Default User Policy is enforced, whiapplies a Control Policy to users with no other
assigned policies. This ensures enterprise-wideeption for users who have not yet been assigoed t
DG Policy. Typically, a Default Policy containsetimost restrictive rules. All DG Agent computers a
automatically assigned to this policy.

To deal with potential policy confliction, for exge, a policy that containsBlockrule and arAllow rule
for the same operation, rules are assigned a grieaiue. The DG Agent starts with the lowest ptjo
value first, and proceeds in an ascending ordercoimon scenario is when a policy containing aofet
rules is enforced at a system-wide level on a cderpgo block all write access to optical drive$.aluser
policy authorizes a user for write access, anduder logs on to the workstation, their privilegewebbe
denied, unless the policy granting the user adsgssoritized and enforced first in order, allogithe user
privilege to be applied rather than the systemilpaécy.

DG Agents communicate regularly with the DG Seteeupload forensic activity bundles and retrieve up
to-date policies, ensuring that the most curreticigs are enforced on systems in the TOE envirorime
and that the forensic event data collected by tisereadily available to TOE administrators. Totpob the
transmitted bundle data from disclosure, the VSE@ue generates two symmetric AES-256 session
keys; one which is used to encrypt bundle dataag#d to the DG Server, and the other which is tsed
encrypt return data, including policies, configioatfiles, and agent instructions. The DG Agentrgpts

the symmetric key used for bundle encryption with DG Server’'s public RSA-2048 key and transmits
the wrapped key, along with the encrypted bundi¢hé DG Server. In addition, the DG Agent sigms t
bundle data using its private RSA-2048 key. Thé&R2848 keys used by the DG Agent are generated by
the BCRYPTPRIMITIVES provider on the DG Server, atistributed, along with the DG Server’s public
key, to the DG Agent during registration.

Typically, the DG Agent examines files in motioninruse, however, it does not interact with filkattthe
user is not interacting with. For features likeEAkhe DG Scanner is used to actively scan theeotsf
the local hard drive to classify or encrypt filessbd on Classification or Control Rules. ControleR are
enforced by a set of contextual object properties

TOE Security Functional Requirements Satisfied:
ESM_ACD_EXT.1, ESM_ACT_EXT.1, ESM_DSC_EXT.1, ESM_DAEXT.1, FDP_ACC.1(2),
FDP_ACF.1(2), FPT_ITT.1
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7.1.3 Cryptographic Protection

The FIPS 140-2 validated VSEC module provides sytrimekey generation, symmetric
encryption/decryption, key transport, digital siguras, cryptographic hashing, and keyed-hash messag
authentication functions using approved ciphers leayd sizes, in accordance with approved government
standards. Symmetric keys are generated usingpmoeed deterministic random bit generator (DRBG)
and are zeroized from memory buffers according [BSFrequirements. Asymmetric keys are imported
from an existing PKI during installation of the TOEThe VSEC module is utilized to provide
cryptographic operations requested by the AFE aliiE Rnodules, and to protect bundle data transmitted
to the DG Server from disclosure.

The full list of ciphers/key lengths in use by M8EC module are listed in Table 23 below:
Table 23 - FIPS-Approved Algorithms

Algorithms/Key Sizes \

AES-CBC with 128, 192, and 256 bit key sizes,
AES- CTR, ECB with 256 bit key sizes

RSA (RSASSAZ-PKCS|*-vI_5) Key Wrapping — 2048, 3072,
4096 bit key sizes

RSA (RSASSA-PKCSI-vl_5) Signature Generation — 2048,
3072, 4096 bit key sizes

RSA (RSASSA-PKCSI-vl_5) Signature Verification — 1024,
1536, 2048, 3072, 4096 bit key sizes

SHA-I, SHA-224, SHA-256, SHA-384, SHA-512

HMAC-SHA-1, HMAC-SHA-224, HMAC-SHA-256, HMAC-
SHA-384, HMAC-SHA-512

NIST Special Publication 800-90 Hash_DRBG

For more information on the VSEC cryptographic iempkntation, please refer to therdasys Secure
Cryptographic Module v1.0 FIPS 140-2 Non-Proprigt&ecurity Policy.

TOE Security Functional Requirements Satisfied:
FCS_CKM.1, FCS_CKM.4, FCS_COP.1, FDP_ITC.1

7.1.4 Violation Analysis, Alerting, and Reporting

The DG Agent generates events for all types ofoastithe TOE is capable of monitoring, such as file
operations or application operations. These evamsassembled into collections, known as bundied,
sent to the DG Server to be recorded into the Cadle database. All events contain a timestampclwis
provided by the kernel of the underlying Windows.OS

Control Rules and Application Management Rules Wigiovern the behavior of end-users and applications
in the TOE environment have the option of genegadin alert when a particular event threshold is onét
a rule is violated, such as any operation whiclhiltesn aBlock action. When these types of rules are

2 RSASSA — RSA Signature Scheme with Appendix
2 PKCS1 — Public-Key Cryptography Standard #1
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triggered, an alert is created and added to thesAtatabase. Notifications are sent by the DGeSeria
SMTP to a DGMC User who has subscribed to that.aler

Notifications are divided into three categoriesublt, Private, and System. DGMC Users create iPubl
Notifications to which any user can subscribe.vd&g Notifications are only able to be subscriletyt the
DGMC User who created the notification. Systentifitations are sent to TOE Administrators when a
system error condition or failure occurs resultingan alert. DGMC Users with the Alert Manager
privileges can assign Public and System Notificatito DGMC Users by their DG Roles, or to external
recipients outside of the DG domain via email adslre

Each notification provides the recipient with infuation on the alert, error condition, or failurehieh
contains the necessary details to aid in an iny&ttin of the root issue. Alerts are selectable er-user
basis, allowing DGMC Users to reduce the numbemodils generated when an alert occurs. Each Qontro
Rule has an associated severity level, which détesnthe risk associated with a violation of théeru
DGMC Users can choose to subscribe to alert natifios based on the assigned severity levels. For
example, a DGMC User may subscribe to alerts wib\eerity level ofCritical, resulting in notification of
only the violations that pose the highest riskriameganization.

Using the Reporting feature, authorized DGMC Usegesv events based on several factors, including
users, time period, or severity level. Alerts tren analyzed by an Alert Manager and resolveetaore
them from the list of alerts. Alert investigataassign resolution codes to indicate that the alers
analyzed and processed. Possible alert codes beubssigned to indicate the level of risk, suciNas
Risk, Possible Risk, or Data Leak, or to indicabevithe alert was responded to, such as No Response,
Policy Change, Employee Warned, or Employee Tertatha

Table 24 lists the information fields and the cotgeof each field contained within an event record:

Table 24 - Event Record Contents

Field Content

Date Date and time of the event

Operation Activity which was performed

User Identity of the subject performing the operation
Computer Machine running the agent which observed the event
Application Executable name of the application involved in the event
Category Type of operation being performed

Detail Additional information about the event

TOE Security Functional Requirements Satisfied:
FAU_ARP.1, FAU_GEN.1(2), FAU_SAA.1, FAU_SAR.1(2)

7.1.5 Fault Tolerance

In the event of a communications outage betweeltBeéerver and DG Agent, such as when a laptop user
is offline, the DG Agent will continue enforcemeaof the most recently applied policy. Upon re-
connection to the enterprise network, the DG Ageititimmediately check for and download any changes
to the policy which may have occurred during théaga. Any bundle data generated is preserved dy th
DG Agent until it can successfully re-establish cammication with the DG Server.
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In the event that the DG Server is unable to wiité Agent bundle data to the DG Database, the DG
Server writes an error to the Windows event log.

TOE Security Functional Requirements Satisfied:
FPT_FLS.1, FRU_FLT.1
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8 Rationale

8.1 Conformance Claims Rationale

This Security Target conforms to Part 2 and Paof the Common Criteria for Information Technology
Security EvaluationVersion 3.1 Revision 3.

8.2 Security Objectives Rationale

This section provides a rationale for the existeateach threat, policy statement, and assumptiah t
compose the Security Target. Sections 8.2.1, 8ah@d 8.2.3 demonstrate the mappings between the
threats, policies, and assumptions to the secufitjectives are complete. The following discussion

provides detailed evidence of coverage for eadathpolicy, and assumption.

8.2.1 Security Objectives Rationale Relating to Threats

Table 25 below provides a mapping of the objectbéathreats they counter.

Table 25 - Threats:Objectives Mapping

Threats

T.ADMIN_ERROR

An administrator may
unintentionally install or configure
the TOE incorrectly, resulting in

Objectives

NOE.MANAGE

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are

Rationale

NOE.MANAGE ensures that the

individuals intended to deliver,
install, manage, and operate the
TOE are carefully selected,

ineffective security enforcement|appropriately trained and follow | properly trained, and follow all IT
mechanisms. all administrator guidance. TOE |Security practices.

administrators will ensure the

system is used securely.
T.DISABLE O.RESILIENT O.RESILIENT provides assurance

A malicious or careless user may
suspend or terminate the TOE
agent's operation, rendering its
ability to mediate access control
upon the TOE environment or
protected data useless.

The TOE agent must prevent
users in  the  Operational
Environment from performing
actions that would disable or
otherwise modify its behavior.

that the TOE agent is able to
protect objects which
compromise or affect its behavior
by mediating all user actions
against TSF services and data.

T.EAVES
A malicious user could eavesdrop
on network traffic to gain

unauthorized access to the TOE
server.

O.DISTRIB

The TOE server will provide the
ability to manage the behavior of
TOE agents using secure channels.

O.DISTRIB ensures that the TOE
server is capable of protecting
transmitted data to and from TOE
agents through trusted channels
using the FIPS 140-2 validated
VSEC module to secure TSF data
in transit.

O.EAVES
The TOE agent will leverage a
FIPS 140-2 validated cryptographic
module to secure the
communication channels to and
from itself.

O.EAVES provides reasonable
assurance  that  TSF data
transmitted between distributed
TOE components will not be
disclosed to an unauthorized party
by leveraging the FIPS [40-2
validated VSEC module for
symmetric encryption.
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Threats

T.FALSIFY

A malicious user can falsify the
identity of a TOE agent, providing
the administrator with false
assurance that the TOE s
enforcing a policy.

Objectives

OE.CRYPTO

The TOE environment must be
able to provide FIPS [140-2
validated cryptography to protect
communications  between the
TOE server and TOE agent over
insecure networks.

Rationale

OE.CRYPTO ensures that the
TOE server is able to leverage
third party FIPS 140-2 validated
modules to confirm its identity to
TOE agents, and vice versa, while
transmitting policy updates and
bundle data.

T.FORGE

A malicious user may create a false
policy and send it to the TOE
agent for consumption, adversely
affecting its access control policy
enforcement behavior.

OE.CRYPTO
The TOE environment must be
able to provide FIPS [140-2

validated cryptography to protect
communications between the
TOE server and TOE agent over
insecure networks.

OE.CRYPTO ensures that the
TOE server is able to leverage the
third party FIPS 140-2 validated
cryptographic providers to
confirm its identity to TOE
agents, and vice versa, while
transmitting policy updates and
bundle data to ensure that TSF
data originates from a trusted
source. By digitally signing and
verifying policy and bundle data,
the TOE is able to recognize and
discard invalid or malicious input
requests by users. It also ensures
that the TOE is able to verify the
integrity of transferred data
between the TOE server and
agent using secure hash algorithms
and keyed message authentication
codes.

T.UNATTEND
A TOE server administrator may

leave an authenticated session
unattended, resulting in the
possibility of a malicious or

unauthorized user to mask their
actions as the logged in user,
resulting in a misconfiguration or
alteration of the TSF behavior.

O.INACTIVE

The TOE server must implement
a robust  mechanism  for
terminating user sessions after a
period of inactivity.

O.INACTIVE ensures that the
TOE server is capable of
terminating user sessions after a
configurable time interval.

T.MASQUERADE

A user or process may masquerade
as another entity in order to gain
unauthorized access to data or
TOE resources.

O.AUTH

The TOE server will provide a
mechanism to examine user
identity and credential data
supplied by a user and compare it
with the information stored in its
database to determine the extent
to which the claimed identity
should be able to perform TSF
management functions.

By ensuring that the TOE server
is able to identify and authenticate
users prior to allowing access to
TOE administrative functions and
data, O.AUTH satisfies this threat.

T.NODETECT

An administrative user or end-
user’s actions may go undetected
or be incorrectly recorded,

O.MONITOR

The TOE server and TOE agents
will monitor the behavior of
themselves for anomalous activity.

O.MONITOR ensures that the
TOE will monitor the behavior of
itself for anomalous activity by
generating security relevant
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Threats Objectives Rationale

resulting in a failure to identify a events that detect access attempts

potential security breach. to TOE-protected resources by
administrative users and end-
users.

T.NOROUTE O.MAINTAIN O.MAINTAIN ensures that the

A malicious user may disrupt the
internal communications between
TOE server and TOE agent,
adversely affecting access control
behavior.

The TOE agent will be capable of
maintaining policy enforcement
even if disconnected from the
TOE server.

TOE is capable of enforcing access
control policies in the event of a
communications failure between
the TOE server and TOE agents.

T.TAMPERING

A user or process may be able to
bypass the TOE agent’s security
mechanisms by tampering with the
TOE server, TOE agent, or TOE
environment.

O.ADMIN

The TOE server and TOE agent
must include a set of functions
that allow efficient management of
their functions and data, ensuring

that TOE wusers with the
appropriate  privileges  and/or
secrets, and only those TOE

users, may exercise such control.

O.ADMIN supports the mitigation
of this threat by ensuring that only
authorized users may configure
the TOE server and TOE agent
security mechanisms.

OE.ENDUSERS

The TOE environment shall
restrict end-users of the TSF-
mediated workstations to limited
or non-administrative privileges.

OE.ENDUSERS ensures that users
are restricted from performing

administrative functions that may
modify the behavior of the TSF.

O.AUDIT

The TOE agent will provide
measures for generating security
relevant events upon detecting
access attempts to TSF-mediated
resources in the TOE
Environment, and the TOE server
provides a mechanism through
which the events can be reviewed
by authorized administrators. The
TOE server must also record
events for operations performed
through its management
interfaces, as well as any relevant
details, including outcome.

The objective O.AUDIT ensures
that security relevant events that
may indicate attempts to tamper
with the TOE server or TOE
agent are recorded.

OE.PROTECT

The TOE environment must
protect itself and the TOE from
external interference or
tampering. To ensure this,
operating systems on which the
TOE software is installed must be
appropriately secured following
best practices guidance, and that
all high-level security risks have
been mitigated. This  might

OE.PROTECT ensures that the
TOE is protected from external
interference or tampering.
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Threats Objectives Rationale
include installing anti-virus
software on the operating systems
which support the TOE, as well as
placement of firewalls and
intrusion detection sensors in the
appropriate network locations.
O.PROTECT O.PROTECT mitigates this threat
The TOE server must ensure the by providing mechanisms to
integrity of audit and system data |protect the TSF data from
by  protecting itself  from |unauthorized modification.
unauthorized modifications and
access to its functions and data.
O.RESILIENT O.RESILIENT ensures that the
The TOE agent must prevent TOE agent is capable of
users in  the  Operational | preventing TSF resources in the
Environment from performing| TOE environment from being
actions that would disable or|tampered with or modified, and
otherwise modify its behavior. preventing itself from being

disabled or terminated.
T.UNAUTH O.ADMIN The objective O.ADMIN ensures

A user may bypass the TOE
server's identification,
authentication, or authorization
mechanisms in order to illicitly
utilize the TOE's management
functions.

The TOE server and TOE agent
must include a set of functions
that allow efficient management of
their functions and data, ensuring

that TOE users with the
appropriate  privileges  and/or
secrets, and only those TOE

users, may exercise such control.

that access to TOE security data
is limited to those users with
access to the management
functions of the TOE server.

O.AUDIT

The TOE agent will provide
measures for generating security
relevant events upon detecting
access attempts to TSF-mediated
resources in the TOE
Environment, and the TOE server
provides a mechanism through
which the events can be reviewed
by authorized administrators. The
TOE server must also record
events for operations performed
through its management
interfaces, as well as any relevant
details, including outcome.

The objective O.AUDIT ensures
that unauthorized attempts to
access the TOE or TSF-mediated
resources are recorded.

O.AUTH

The TOE server will provide a
mechanism to examine user
identity and credential data
supplied by a user and compare it
with the information stored in its
database to determine the extent

The objective O.AUTH ensures
that users are identified and
authenticated prior to gaining
access to TOE server functions.
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Threats Objectives Rationale

to which the claimed identity

should be able to perform TSF

management functions.
T.UNAUTH2 O.DATAPROT O.DATAPROT  mitigates  this
A malicious or careless user may | The TOE agent will protect|threat by ensuring that the TOE
access an object in the TOE sensitive user data  from|agent enforces access control

environment that causes disclosure
of sensitive or proprietary data, or
adversely affects the behavior of a
system.

unauthorized access, modification,
loss, or disclosure by enforcing an
access control policy produced by
the TOE server, and by
performing  classification  and
encryption of data according to a
set of sensitivity criteria. The
TOE server must ensure that only
authorized administrators possess
the ability to configure policies to
be enforced by the TOE agent.

appropriately on sensitive user
data to prevent loss or disclosure,
and that the policies enforced are
maintained by the TOE
administrator.

T.WEAKPOL

A policy administrator may be
incapable of using the TOE server
to define policies in sufficient detail
to facilitate robust access control,
causing the TOE agent's access
control mechanism to behave in a

OE.ENDUSERS

The TOE environment shall
restrict end-users of the TSF-
mediated workstations to limited
or non-administrative privileges.

OE.ENDUSERS ensures that users
are prevented from observing the
TOE and thus identifying weak
enforcement policies.

NOE.MANAGE

NOE.MANAGE ensures that the

S Sites deploying the TOE will|individuals designated as policy
manner that allows illegitimate . . .
o o . provide competent, non-hostile |administrators are carefully
activity or prohibits legitimate - .
activit TOE administrators who are |selected, and properly trained.
7 appropriately trained and follow
all administrator guidance. TOE
administrators will ensure the
system is used securely.
T.UNOBSERV O.NOTIFY O.NOTIFY provides assurance

A malicious or careless end-user
may instigate a high-risk security
event or policy, which may go
unnoticed by the TOE operators
responsible for enforcing the
organizational security policy.

The TOE server must possess the

that the TOE server is capable of

capability of detecting policy | detecting violations and alerting
violations and alerting the|the appropriate personnel by
appropriate personnel when such | sending email notifications.
anomalous activity occurs.

O.REVIEW O.REVIEW  provides assurance

The TOE server must provide a
mechanism to identify access
control policy violations and to
provide tools necessary to view
and respond to Vviolations by
authorized TOE operators.

that the TOE server provides the
tools necessary to review and
respond to policy violations.

T.WEAKCIPHERS

A TOE administrator  may
improperly configure the TOE to
use weak ciphers and key sizes,
thus compromising the TOE's
ability to protect user data.

O.STRONGCRYPTO

The TOE agent must implement a
FIPS 140-2 validated cryptographic
module leveraging secure
approved algorithms to protect
sensitive data and CSPs from

O.STRONGCRYPTO ensures
that all cryptographic functionality
provided by the TOE agent has
been FIPS 140-2 validated.
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Threats

Objectives

‘ modification or disclosure.

Rationale

Every Threat is mapped to one or more Objectivesthia table above.

demonstrates that the defined security objectioemter all defined threats.

8.2.2 Security Objectives Rationale Relating to Policies

Table 26 below gives a mapping of policies andabjectives that support them.

Table 26 - Policies:Objectives Mapping

Policies

P.MANAGE

The TOE server and TOE agent
may only be managed by

authorized users.

Objectives

O.ADMIN

The TOE server and TOE agent
must include a set of functions
that allow efficient management of
their functions and data, ensuring

that TOE users with the
appropriate  privileges  and/or
secrets, and only those TOE

users, may exercise such control.

Rationale

O.ADMIN ensures that the TOE
server and TOE agent provide the

necessary tools to support the
P.MANAGE policy.

O.AUTH

The TOE server will provide a
mechanism to examine user
identity and credential data
supplied by a user and compare it
with the information stored in its
database to determine the extent
to which the claimed identity
should be able to perform TSF
management functions.

O.AUTH ensures that only
authorized users are granted
access to the tools required to
manage the TOE.

P.INTEGRITY
Data collected and produced by
the TOE server and TOE agents
must be protected from
modification.

O.ADMIN

The TOE server and TOE agent
must include a set of functions
that allow efficient management of
their functions and data, ensuring
that TOE wusers with the
appropriate  privileges  and/or
secrets, and only those TOE
users, may exercise such control.

O.ADMIN ensures that the TOE
server and TOE agent only permit
authorized users to exercise their
management functions.

O.PROTECT

The TOE server must ensure the
integrity of audit and system data
by  protecting itself  from
unauthorized modifications and
access to its functions and data.

O.PROTECT ensures that the
TOE server protects audit and
system data to meet this policy.

P.BANNER

The TOE server shall display an
initial banner describing
restrictions of use, legal

O.BANNER
The TOE server will display an

advisory warning regarding use of
the TOE.

O.BANNER ensures that an
advisory warning is displayed
regarding the use of the TOE.
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Policies

agreements, or any  other
appropriate information to which
users consent by accessing the
system.

Objectives

Rationale

P.UPDATEPOL

The organization will exercise due
diligence to ensure that the TOE is
updated with relevant policy data.

O.POLICY

The TOE server will provide
capabilities for managing policies
that the TOE agents will enforce,
based on a set of rules containing
subject and object attributes.

O.POLICY ensures that the TOE
server provides administrators
with the tools necessary to keep
TOE agents updated with the
most recent policies.

Every policy is mapped to one or more Objectivethintable above. This complete mapping demormestrat
that the defined security objectives enforce alindel policies.

8.2.3 Security Objectives Rationale Relating to Assumptions

Table 27 below gives a mapping of assumptions laeehvironmental objectives that uphold them.

Table 27 - Assumptions:Objectives Mapping

Assumptions

A AUTHENTICATE

Subjects acting as end-users of the
TOE agent are authenticated by a
secure mechanism in the TOE
environment  that works in
conjunction with the repository
responsible for maintaining user
identity and attribute data.

Objectives
OE.USERID
The TOE environment must be
able to identify the user
requesting access to  TSF-

mediated resources and convey
validation of this to the TOE.

Rationale

OE.USERID satisfies this
assumption by ensuring the
existence of a mechanism which

validates user login attempts on
TOE agent-mediated computers
against a repository of user
identity and credential attributes.

A.ENDUSERS

End-users of the TOE are assumed
to posess a low-skill level with little
to no knowledge of the TOE, and
are not afforded local
administrator rights on TOE agent-
mediated machines.

OE.ENDUSERS

The TOE environment shall
restrict end-users of the TSF-
mediated workstations to limited
or non-administrative privileges.

OE.ENDUSERS  satisfies  this
assumption by restricting end-
users of TSF-mediated
workstations to limited or non-
administrative privileges.

AINSTALL

The TOE is installed on the

OE.PLATFORM
The TOE hardware and OS must

OE.PLATFORM ensures that the
TOE hardware and OS supports

appropriate, dedicated hardware |support all  required TOE |the TOE functions.

and operating system necessary to | functions.

support the error-free operation

of the TSF.

A.LOCATE NOE.PHYSICAL Physical security is provided
The TOE server is located within a| The  physical TOE  server |within the TOE server
controlled access facility. environment must be suitable for | environment to provide

supporting a computing device in|appropriate protection to the
a secure setting and must provide | network resources.
adequate physical security to|NOE.PHYSICAL satisfies this
prevent unauthorized access or |assumption.
tampering.
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Assumptions

AMANAGE

There are one or more competent
individuals assigned to manage the
TOE and the security of the
information it contains.

Objectives
OE.ADMIN
There will be one or more
administrators of the TOE
environment that will be

responsible for providing subject
identity to attribute mappings
within the TOE.

Rationale

OE.ADMIN provides assurance
that the organization has assigned
a responsible person for managing
user identity and attribute data
used within the TOE.

NOE.MANAGE

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are
appropriately trained and follow

Those responsible for the TOE
will provide competent individuals
to perform management of the
security of the environment, and
restrict these functions and

all administrator guidance. TOE|facilities from unauthorized use.
administrators will ensure the NOEMANAGE satisfies  this
system is used securely. assumption.
ANETCON OE.NETWORK OE.NETWORK  satisfies  the
The TOE environment provides| The TOE environment must|assumption that the TOE
the network connectivity required |consist of a dedicated, secure|environment will provide the
to allow distributed TOE | network, to which distributed appropriate connectivity to allow
components to communicate. TOE  components will  be|the TOE to perform its function.
attached, along with  other

services necessary to support the
TSF, such as a central repository
for supplying user and computer
identity information.

ANOEVIL
The users who manage the TOE
are  non-hostile,  appropriately

trained, and follow all guidance.

NOE.MANAGE

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are
appropriately trained and follow
all administrator guidance. TOE
administrators will ensure the
system is used securely.

NOE.MANAGE  satisfies  the
assumption that the users who
manage the TOE are non-hostile,
appropriately trained and follow
all guidance.

A.PROTECT
The TOE
protected
modification.

software will be
from unauthorized

OE.PROTECT

The TOE environment must
protect itself and the TOE from
external interference or
tampering. To ensure this,
operating systems on which the
TOE software is installed must be
appropriately secured following
best practices guidance, and that
all high-level security risks have
been mitigated. This  might
include installing anti-virus
software on the operating systems
which support the TOE, as well as
placement of firewalls and
intrusion detection sensors in the
appropriate network locations.

The TOE environment provides
protection from external
interference or tampering.
OE.PROTECT satisfies  this
assumption.
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Assumptions
ASECURECOMM

Because the TOE's distributed
components (server and agent)

may not be located within the
same controlled access facility or
connected to the same protected
physical network, it is assumed that
the IT environment will provide a
secure line of communication
between the TOE server and agent
and between the TOE server and
remote administrators.

Objectives

OE.CRYPTO

The TOE environment must be
able to provide FIPS [40-2
validated cryptography to protect
communications  between the
TOE server and TOE agent over
insecure networks.

Rationale

By leveraging the 3rd party FIPS

140-2  validated cryptographic
modules in the TOE environment,
the OE.SECURECOMM objective
satisfies this assumption.

ATIMESTAMP

The IT environment provides the
TOE server and TOE agent with
the necessary reliable timestamps.

OE.TIME

The TOE environment must
provide reliable timestamps to the
TOE.

OE.TIME satisfies the assumption
that the environment provides
reliable timestamps to the TOE.

A.USERID

Identity and attribute data for TOE
agent users is provided by a secure
organizational repository in the
TOE environment.

OE.NETWORK
The TOE environment
consist of a dedicated,

must
secure

network, to which distributed
TOE  components  will  be
attached, along with other

services necessary to support the
TSF, such as a central repository
for supplying user and computer
identity information.

OE.NETWORK  satisfies  this
assumption by ensuring that a
centralized repository of user
identity and credential information
by which end-users are validated
is available to the TOE.

OE.USERID

The TOE environment must be
able to identify the user
requesting access to  TSF-

mediated resources and convey
validation of this to the TOE.

OE.USERID satisfies this
assumption by requiring the TOE
environment to supply a reliable
mechanism for validating user
identification and authentication
requests using security attribute
data that is stored in a secure,
centralized location.

Every assumption is mapped to one or more Objextimethe table above.

demonstrates that the defined security objectipé®ld all defined assumptions.

8.3 Rationale for Extended Security Functional

Requirements

This complete mapping

Several families of ESM requirements were createdspecifically address the lack of support for
describing part of the security functionality extéll by the TOE, such as association of securttjbates
with objects in the TOE environment, definition angnsmission of access control policies betwedityo
management and access control products, and digegwbjects in the TOE environment to be clasdifie
encrypted, or otherwise acted upon as a resultissfodery. The FDP_ACC, FDP_IFC, FAU_ARP,
FIA_ATD, and FIA_USB families were used as modeas dreating the extended ESM families. These
requirements have no dependencies since the statpdrements embody all the necessary security
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functions. These requirements exhibit functiogaiitat can be easily documented in the ADV ass@anc
evidence and thus do not require any additionalssxe Documentation.

Several families were added to the FAU class ofireqnents to address the need for describing audit
functionality not specifically related to the op@oas performed on the TOE itself; rather they addr
those events occurring in the TOE environment thatTSF is intended to mediate. The functionality
these families include event data generation, #gcuiolation analysis and alerting, and event data
review/reporting.  Existing families from the FAUass were used as models for creating these
requirements. The functionality exhibited by thesguirements can easily be documented in the ABY a
thus do not require any additional Assurance Docuai®n.

8.4 Rationale for Extended TOE Security
Assurance Requirements

No extended Security Assurance Requirements aneediefor this Security Target.
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8.5 Security Requirements Rationale

The following discussion provides detailed evideoteoverage for each security objective.

8.5.1 Rationale for Security Functional Requirements of the TOE

Objectives

Table 28 below shows a mapping of the objectivektha SFRs that support them.
Table 28 - Objectives:SFRs Mapping

Objective

O.ADMIN

The TOE server and TOE agent
must include a set of functions that
allow efficient management of their
functions and data, ensuring that
TOE users with the appropriate
privileges and/or secrets, and only
those TOE users, may exercise
such control.

Requirements Addressing the | Rationale

Objective

FDP_ACC.I(I) The SFR meets the objective by

Subset access control (TOE|enforcing the Management Access

server) Control SFP to determine the
actions which can be performed
by management users.

FDP_ACF.1(1) The SFR meets the objective by

Security attribute based access
control (TOE server)

enforcing the Management Access
Control SFP to determine the
actions which can be performed
by management users based on
the privilege levels contained in
their assigned roles.

FMT_MOF.I
Management of security functions
behaviour

The requirement meets the
objective by ensuring that the
TOE server and TOE agent
restrict operations resulting in a
modification of the TSF to a set of
authorized roles, thus ensuring
that administrative functions are
only available to those users with
the appropriate privileges, and/or
those who possess secrets used
to disable the TOE agent.

FMT_SMF.I The requirement meets the
Specification ~ of = management | objective by ensuring that the
functions TOE server and TOE agent
include administrative functions to
facilitate the management of the
TSF.
FMT_SMR!I The requirement meets the
Security roles objective by ensuring that the
TOE server associates users with
roles to provide access to TSF
management functions and data.
O.AUDIT FAU_GEN.I(1) This SFR requires that the TOE
The TOE agent will provide|Audit data generation (TOE server record security-relevant
measures for generating security | server) operations performed through its
relevant events upon detecting management console. It also
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Objective

Requirements Addressing the

Objective

Rationale

access attempts to TSF-mediated

resources in the TOE
Environment, and the TOE server
provides a mechanism through
which the events can be reviewed
by authorized administrators. The
TOE server must also record
events for operations performed
through its management interfaces,
as well as any relevant details,
including outcome.

ensures that each event log
contains necessary details
associated with the event, thus
satisfying the objective.

FAU_GEN.1(2)
Audit data
agent)

generation (TOE

This SFR requires that the TOE
agents record forensic activity
occurring in the TSF-mediated
environment to be sent to the
TOE server for further analysis
and review. It also ensures that
each event log contains necessary
details associated with the event,
thus satisfying the objective.

FAU_SAR.I(I)
Audit review (TOE server data)

This SFR requires that the audit
data generated by the TOE server
as a result of operations
performed through its
management console is provided

to TOE administrators in a
human-interpretable format for
review, thus satisfying the
objective.

FAU_SAR.1(2) The requirement meets the

Audit review (TOE agent data)

objective by ensure that the TOE
server provides the ability to
review logs containing forensic
activity within the TSF-mediated
environment. This functionality is
provided by the DGMC for
authorized users.

O.AUTH

The TOE server will provide a
mechanism to examine user
identity and credential data
supplied by a user and compare it
with the information stored in its
database to determine the extent
to which the claimed identity
should be able to perform TSF
management functions.

FDP_ACC.I(I) The SFR meets the objective by

Subset access control (TOE |enforcing the Management Access

server) Control SFP which is is to
determine the user's authorized
functions.

FDP_ACF.1(1) The SFR meets the objective by

Security attribute based access
control (TOE server)

enforcing the Management Access
Control SFP based on the
privilege levels associated with the
user's role. These privilege levels
are used to determine the
authorized actions for that user.

FIA_UAU.2
User authentication before any
action

This SFR requires the TOE server
to only allow properly
authenticated users to perform
any actions through the DGMC,
thus satisfying the objective.

FIA_UID.2

This SFR requires the TOE server
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Objective

Requirements Addressing the

Rationale

Objective

User identification before any|to only allow properly identified

action users to perform any actions
through the DGMC, thus
satisfying the objective.

FMT_MOF.I The SFR meets the objective by

Management of security functions
behaviour

requiring the TOE server to use
its authorization mechanism to
determine  the  administrative
functions allowed for identified
and authenticated users, ensuring
that only those trusted users may
manage the security behaviour of
the TOE.

FMT_MSA.I
Management of security attributes

To ensure that only the
appropriately authorized users are
permitted access to TOE server
management functions, the SFR
requires that the TOE server's
authorization mechanism analyzes
a set of user security attributes to
determine the actions for which
the user should be granted access,
thus satisfying the objective.

FMT_MSA.3
Static attribute initialisation

This SFR ensurs that attributes
used to determine the extent to
which users are authorized to
perform management functions
are given secure default values.

FMT_SMR.I
Security roles

To provide a clear separation of
administrative tasks, and to ensure
that  appropriately  authorized
roles are restricted to specific
administrative functions, this SFR
requires the TOE server to use
the user's role information to

determine the actions to be
allowed, thus satisfying the
objective.

O.BANNER
The TOE server will display an

advisory warning regarding use of
the TOE.

FTA_TAB.I
Default TOE access banners

This requirement ensures that a
banner is displayed to end-users
of the DGMC prior to
identification and authentication,
thus satisfying the objective.

O.DATAPROT
The TOE agent will protect
sensitive user data from

unauthorized access, modification,
loss, or disclosure by enforcing an

ESM_DSC_EXT.I
Object discovery

The SFR meets the objective by
using the TOE agent to classify
objects at rest that are found to
meet a set of sensitivity criteria
according to the Enterprise
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Objective

Requirements Addressing the

Rationale

access control policy produced by

the TOE server, and by performing
classification and encryption of data
according to a set of sensitivity
criteria. The TOE server must
ensure that only authorized
administrators possess the ability
to configure policies to be
enforced by the TOE agent.

Objective

Information Protection SFP, and

performing an action (encryption,
classification, user prompt, etc.)

upon triggering of the rule
contained within a policy.
FCS_CORP.1 The SFR meets this objective by

Cryptographic operation

requiring the TOE agent to
encrypt sensitive files and/or
entire storage volumes deemed by
an administrator as necessary, to
ensure that all sensitive data is
protected from  unauthorized
disclosure.

FDP_ACC.I(2)
Subset access control (TOE agent)

The SFR meets the objective by
preventing end-users from
accessing or transmitting sensitive
data which is disallowed by the
Enterprise Information Protection
SFP, which is enforced on TOE
agents using policies received
from the TOE server.

FDP_ACF.1(2)
Security attribute based access
control (TOE agent)

The SFR meets the objective by

enforcing the Enterprise
Information Protection SFP on the
TOE agent based on rules

composed of subject and object
attributes, which are used to
determine the allowed operations
for a subject acting upon an object
in the TOE environment.

FDP_ITC.1
Import of user
security attributes

data without

The TOE provides administrators
during installation the ability to
import cryptographic keys to be
used by the TOE agents to
encrypt and decrypt sensitive
data, thus satisfying the objective.

FMT_MOF.I
Management of security functions
behaviour

The SFR meets the objective by
restricting the ability to manage
access control policies through
the TOE server to an authorized
TOE administrator.

FMT_SMF.1
Specification
functions

of  management

In order to enforce an access
control policy, the TOE server
must provide the ability for such a
policy to be configured. The SFR
meets the objective by providing a
mechanism  (DGMC)  through
which access control policies can
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Objective Requirements Addressing the | Rationale
Objective
be managed.
O.DISTRIB ESM_ACT_EXT.I This requirement ensures that

The TOE server will provide the
ability to manage the behavior of
TOE agents using secure channels.

Access control policy transmission

access control policies are
distributed in a manner that
ensures the most up to date
policy to be enforced at the TOE
agent, thus satisfying the objective.

FPT_ITT.I
Basic internal TSF data transfer
protection

Using the cryptographic support
provided by the VSEC module,
the TOE will use symmetric
encryption to provide a secure
channel used to protect TSF data
transmitted between the TOE
server and TOE agents, thus
satisfying the objective.

O.EAVES

The TOE agent will leverage a FIPS
140-2  validated cryptographic
module to secure the

communication channels to and
from itself.

FPT_ITT.I
Basic internal TSF data transfer
protection

Using the cryptographic support
provided by the VSEC module,
this SFR provides reasonable
assurance that TSF data cannot be
disclosed to an unauthorized
party, thus satisfying the objective.

O.INACTIVE

The TOE server must implement a
robust mechanism for terminating
user sessions after a period of
inactivity.

FTA_SSL.3
TSF-initiated termination

To  mitigate the risk of
unauthorized users gaining access
to unattended sessions, this SFR
requires the TOE server to
enforce session validity on a per
request basis, ensuring that no
activity can be performed on stale
sessions once an  inactivity
threshold has been reached.

O.MAINTAIN

The TOE agent will be capable of
maintaining policy enforcement
even if disconnected from the TOE
server.

FPT_FLS.I
Failure  with
secure state

preservation of

The SFR meets the objective by
requiring that the access control
capabilities of the TOE agent
maintain resiliency by continuing
to enforce the most recently
applied policy in the event of a
communications failure with the
TOE server, and immediately
upon re-establishment of
communication, apply the most
recently published policy to
ensure that any changes to the
policy during an outage are
applied as early as possible.

FRU_FLT.I
Degraded fault tolerance

The SFR satisfies the objective by
requiring that the access control
enforcement capabilities of the
TOE agent are resumed during a
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Objective

Requirements Addressing the

Rationale

Objective

loss of communication with the

TOE server, and as a result are
able to thwart an attempt to
disrupt TSF enforcement by
breaking the communications link.

O.MONITOR

The TOE server and TOE agents
will  monitor the behavior of
themselves for anomalous activity.

FAU_GEN.I(I)
Audit data
server)

generation (TOE

The SFR ensures that the TOE
server is capable of generating
audit information to prevent
malicious users from masking
their actions, and that any activity
intended to  sabotage or
misconfigure the TOE through its
management interfaces is
recorded, thus satisfying the
objectvice.

FAU_GEN.1(2)
Audit data
agent)

generation (TOE

The SFR requires that all actions
performed on  TSF-mediated
resources in the TOE
environment are recorded,
including any TOE agent failures,
in an effort to prevent malicious
activity from being masked or
undetected, thus satisfying the
objective.

O.NOTIFY

The TOE server must possess the
capability of detecting policy
violations and  alerting  the
appropriate personnel when such
anomalous activity occurs.

FAU_ARP.|
Security alarms

To mitigate the risk of policy
violations that go undetected or
unreviewed, this SFR requires the
TOE server to send a notification
to administrators when an access
control rule to which they are
subscribed has been triggered,
thus satisfying the objective.

FAU_SAA.I
Potential violation analysis

In order to detect anomalous
behavior, the TOE server must
have a mechanism for detecting
violations of enforced policy,
which this SFR aims to enforce,
thus satisfying the objective.

O.POLICY

The TOE server will provide
capabilities for managing policies
that the TOE agents will enforce,
based on a set of rules containing
subject and object attributes.

ESM_ACD_EXT.I
Access control policy definition

The SFR meets the objective by
requiring the TOE server to
provide methods for creating,
modifying, deleting, and assigning
policies.

ESM_OAD_EXT.I
Object attribute definition

This SFR requires the TOE server
to maintain a set of attributes for
objects in the TOE environment,
which are used to determine the
actions to be performed by the
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Objective

Requirements Addressing the

Rationale

Objective

TOE agents, thus satisfying the

objective.

FMT_MSA.I
Management of security attributes

This SFR requires that the TOE
server is able to define policies
using a set of secure attributes
which are used to determine the
access control behavior of the
agents in which the policies are
intended to be enforced, thus
satisfying the objective.

FMT_MSA.3
Static attribute initialisation

This SFR meets the objective by
requiring the TOE to supply
permissive defaults when defining
a policy, as well as an ability to
override the default behavior.

FMT_SMF.1 This SFR specifies the
Specification  of  management | management functions involved in
functions creating, deleting, modifying, and
assigning policies, thus satisfying
the objective.
O.PROTECT FIA_UAU.2 The requirement meets the

The TOE server must ensure the
integrity of audit and system data
by protecting itself  from
unauthorized modifications and
access to its functions and data.

User authentication before any
action

objective by ensuring that the
TOE server protects itself from
unauthorized modification. The
TOE server does this by ensuring
that only authenticated users are
allowed access to TOE functions.

FIA_UID.2 The requirement meets the
User identification before any|objective by ensuring that the
action TOE server protects itself from
unauthorized modification. The
TOE server does this by ensuring
that only identified users are
allowed access to TOE
management functions.
FMT_MOF.1 The requirement meets the

Management of security functions
behaviour

objective by ensuring that the
TOE server protects itself from
unauthorized modification. The
TOE server does this by ensuring
that only privileged users may
perform a set of operations
resulitng in modification of the
security behaviour of the TOE
based on a set of authorized roles.

O.RESILIENT FMT_MOF.1 The TOE agent ensures that end-
The TOE agent must prevent users | Management of security functions |users of the TOE environment
in the Operational Environment|behaviour cannot observe, tamper with,
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Objective

Requirements Addressing the

Objective

Rationale

from performing actions that
would disable or otherwise modify
its behavior.

disable, or otherwise modify its

behavior unless they possess the
necessary tools and site-secrets.

O.STRONGCRYPTO

The TOE agent must implement a
FIPS 140-2 validated cryptographic
module leveraging secure approved
algorithms to protect sensitive data
and CSPs from modification or
disclosure.

FCS_CKM.I
Cryptographic key generation

To prevent the use of unapproved
key generation techniques, this
SFR requires that a FIPS [40-2
validated module is implemented
to generate symmetric encryption
keys, thus satisfying the objective.

FCS_CKM.4
Cryptographic key destruction

To prevent re-use or disclosure
of sensitive CSPs, this SFR
requires that all keys are zeroized
from volatile memory when they
are no longer in wuse, thus
satisfying the objective.

FCS_CORP.1
Cryptographic operation

To prevent the use of weak
ciphers, this SFR requires that a
FIPS 140-2 validated module is
implemented to encrypt, decrypt,
sign, hash, and authenticate
sensitive data using approved
algorithms, thus satisfying the
objective.

O.REVIEW

The TOE server must provide a
mechanism to identify access
control policy violations and to
provide tools necessary to view
and respond to Vviolations by
authorized TOE operators.

FAU_SAR.I(2)
Audit review (TOE agent data)

This SFR requires that the TOE
server is able to provide
authorized administrators with a
mechanism for reviewing TOE
agent event data and responding
to access control violations, thus
satisfying the objective.

8.5.2 Security Assurance Requirements Rationale
EAL2+ was chosen to provide a low to moderate lefelssurance that is consistent with good comrakerci

practices.

As such, minimal additional tasks decqdl upon the vendor assuming the vendor follows

reasonable software engineering practices and aside support to the evaluation for design antirigs
efforts. The chosen assurance level is appropmidtethe threats defined for the environment. &line
System may monitor a hostile environment, it isestpd to be in a non-hostile position and embedded
or protected by other products designed to addresats that correspond with the intended envirarime
At EAL2, the System will have incurred a searchdbwious flaws to support its introduction into tien-

hostile environment.

developer’s on-going flaw remediation processes.

8.5.3 Dependency Rationale
The SFRs in this ST satisfy all of the requiredetetencies listed in the Common Criteria, applicétis,

and SFRs explicitly stated in this ST. Table 2&slieach requirement to which the TOE claims

The augmentation of ALC_FLRvas chosen to give greater assurance of the
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conformance and indicates whether the dependeniremgents are included. As the table indicatds, al
dependencies have been met.

Table 29 - Functional Requirements Dependencies

SFR ID Dependencies Dependency Rationale
Met
ESM_ACD_EXT.I No dependencies v
ESM_ACT_EXT.I ESM_ACD_EXT.I v
ESM_DSC_EXT.I No dependencies v
ESM_OAD_EXT.I No dependencies v
FAU_ARP.I| FAU_SAA.I v
FAU_GEN.I(1) FPT_STM.I v OE.TIME ensures that
timestamps are provided
by the Operating
Environment, therefore
this dependency is met.
FAU_GEN.1(2) FPT_STM.I v OE.TIME ensures that
timestamps are provided
by the Operating
Environment, therefore
this dependency is met.
FAU_SAA.I FAU_GEN.1(2) v
FAU_SAR.I(1) FAU_GEN.I(1) v
FAU_SAR.1(2) FAU_GEN.1(2) v
FCS_CKM.I FCS_CKM 4 v
FCS_CORP.1 v
FCS_CKM.4 FDP_ITC.1 v
FCS_CORP.| FCS_CKM 4 v
FDP_ITC.I v
FDP_ACC.I(I) FDP_ACEF.I(1) v
FDP_ACC.I(2) FDP_ACF.1(2) v
FDP_ACF.1(1) FDP_ACC.I(I) v
FMT_MSA3 v
FDP_ACF.1(2) FMT_MSA.3 v
FDP_ACC.I(2) v
FDP_ITC.I FMT_MSA.3 v
FDP_ACC.I(I) v
FIA_UAU.2 FIA_UID.I v Although FIA_UID.l is
not included, FIA_UID.2,
which is hierarchical to
FIA_UID.l is included.
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Dependencies Dependency Rationale
Met
This satisfies this
dependency.
FIA_UID.2 No dependencies v
FMT_MOF.I FMT_SMF.I v
FMT_SMR.I v
FMT_MSA.I FMT_SMF.I v
FMT_SMR.I v
FDP_ACC.I(I) v
FMT_MSA3 FMT_SMR.I v
FMT_MSA.I v
FMT_SMF.1 No dependencies 4
FMT_SMR.I FIA_UID.I v Although FIA_UID.1 is
not included, FIA_UID.2,
which is hierarchical to
FIA_UID.l is included.
This satisfies this
dependency.
FPT_FLS.I No dependencies v
FRU_FLT.I FPT_FLS.I v
FTA_SSL.3 No dependencies v
FTA_TAB.I No dependencies v
FPT_ITT.I No dependencies 4
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9 Acronyms

This section and Table 30 define the acronyms tlsedighout this document.

9.1 Acronyms

Table 30 - Acronyms

Acronym ‘ Definition

ACM ‘ Application Compliance

ACI ‘ Adaptive Content Inspection

ADE ‘ Application Data Exchange

ADI ‘ Adaptive Data Inspection

AES ‘ Advanced Encryption Standard

AFE | Adaptive File Encryption

AME | Adaptive Mail Encryption

API ‘ Application Programming Interface

APT ‘ Advanced Persistent Threat

CBC | Cipher Block Chaining

CC ‘ Common Criteria

Cbh ‘ Compact Disc

‘ Common Evaluation Methodology

‘ Configuration Management

‘ Central Processing Unit

‘ Counter

‘ Digital Guardian

‘ Digital Guardian Management Console

‘ Deterministic Random Bit Generator

‘ Digital Signature Algorithm

‘ Documentum

‘ Digital Versatile Disc

‘ Evaluation Assurance Level

‘ Electronic Codebook

‘ Enterprise Information Protection

‘ Enterprise Security Management

‘ Extract, Transform, Load
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Acronym ‘ Definition

FIPS ‘ Federal Information Processing Standard
GB | Gigabyte

GHz ‘ Gigahertz

HMAC ‘ Hash-based Message Authentication Code

ID ‘ Identification

‘ Organizational Security Policy

‘ Personally Identifiable Information

‘ Public Key Cryptography Standard #1

‘ Public Key Infrastructure

PP ‘ Protection Profile

PUB ‘ Publication

RAM ‘ Random Access Memory

RME ‘ Removable Media Encryption

)\ [€ ‘ Random Number Generator

RSA ‘ Rivest, Shamir, Adleman
G RsA Signature Scheme with Appendix
RSAENH ‘ RSA Enhanced Cryptographic Provider

SAR ‘ Security Assurance Requirement

SFP ‘ Security Functional Policy

SFR ‘ Security Functional Requirement

SHA ‘ Secure Hash Algorithm

SMTP ‘ Simple Mail Transfer Protocol
SP ‘ Service Pack

‘ Security Problem Description
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Acronym

SPT
SQL
ST

‘ Definition

‘ Transport Layer Security

‘ Target of Evaluation

‘ TOE Security Functionality

‘ TOE Security Policy

‘ User Classification

‘ Universal Serial Bus

‘ Virtual Private Network

‘ Verdasys Secure Cryptographic Module
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