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Foreword

This Protection ProfiléCard Operating Syste@enerabn 2(PPCOSG26 i s i ssued by
fur Sicherheit in der Informationstechnik, Germany.

The document has been prepared as a Protection Profile (PP) following the rules ansl dbrmat
Common Criteria/ ersion3.1 Revision5 [1], [2], [3].

Correspondence and comments to Bristection Profileshould be referred to:

Bundesamt fur Sicherheit in der Informationstechnik (BSI)
Godesberger Allee 18589

53175 Bonn

Telefon +49 2 28 99 95 8P
Telefax: +49 2 28 99 95 854 00
E-Mail: bsi@bsi.bud.de

Bundesamt fir Skeerheit in der Informationstechnik page2 of 194



Common Criteria Protection Profile
Card Operating Systef@eneration ZPP COS G

Documenthistory

Version 2.1, 0 July 2019
BSI-CC-PR0082V4

Version

Date

Changes

Commens

1.0

23 August 2013

Final version for evaluation

11

4 November 2013

Changeof FIA_AFL.1/PIN and
FMT_MTD.1/PIN in order to comply with
COS specificationGET RANDOM moved to
Packagé_ogical ChannelFDP_SDI.2
added

1.2

20 November 2013

Packagd?ACE for Proximity Coupling
Device added

13

11 February 2014

Update of thePackagesCommands
FINGERPRINTandLIST PuBLIC KEY added
FDP_SDI.2 for objects with transaction
protectionandaccess cdrol rule forPSO
VERIFY CERTIFICATE added

14

2 April 2014

Clarification on antennadded. pdate of
Table 15 andPackageCrypto Box for trusted
channel FIA_SOS.1 addedJpdateof
FIA_USB.1 FIA_API.1 adaptedor BSI-
CC-PR0084 Access condition for commarn
FINGERPRINTadapted in
FDP_ACF.1/MF_DF Refinement to
ATE_FUN.land ATE_IND.2adaptedlue to
optional Packages and applicatisnUpdate
of modulslength of RSAIn
FCS_COP.1/COS.RSA NNy subject
allowed to executthe commandP?SO
COMPUTEDIGITAL SIGNATURE.

15

30 April 2014

Update de to BSicomments

1.6

4 June2014

RSA 3072public key operatiomemoved dug
to change of COS specification

1.7

25Jdy 2014

Update ofCertificationID. Updateof Table
19.

18

10 October2014

Referencsupdated References tavrapper
specification BSI-CC-PR0084and JIL
transition guideadded dfSecurityList
substituted bylfSpecifiSecurityList
dfPasswordLissubstituted by
dfSpecificPasswordLisBecurity attributes
of the object system included Tiable 18
Updae of FMT_SMF.1 and
FMT_MSA.1.1/Lifefor LOAD APPLICATION.

19

18 Novembef014

Corrections due to BSI commenisnal
version for evaluation / certification under

BSI-CC-PR-0082V?2.

Bundesamt fur Steerheit in der Informationstechnik

page3 of 194






Common Criteria Protection Profile
Card Operating Systef@eneration ZPP COS G

Contents

1 PP Introduction

1.1 PP reference

1.2 TOE Overview

1.2.1 TOE definition and operational usage
1.2.2 TOE major security features for operational use
1.2.3 TOE type

1.2.4 Non-TOE hardware/software/firmware
1.25 Options and Packages

2 Conformance Claims

2.1 CC Conformance Claim

2.2 PP Claim

2.3 Package Claim

2.4 Conformance Claim Rationale

2.5 Conformance statement

3 Security Problem Definition

3.1 Assets and External Entities

3.2 Threats

3.3 Organisational Security Policies

3.4 Assumptions

4 Security Objectives

4.1 Security Objectives for the TOE

4.2 Security Objectives for th®perational Environment of the TOE

4.3 Security Objective Rationale
5 Extended Components Definition

5.1 Definition of the Family FIA_API Authentication Proof of Identity

5.2 Definition of the Family FPT_EMS TOE emanation
5.3 Definition of the Family FPT_ITE TSF image export

6 Security Requirements

6.1 SecurityFunctional Requirements for the TOE
6.1.1 Overview
6.1.2 Users, subjects and objects

Version 2.1, 0 July 2019
BSI-CC-PR0082V4

O © © ©

11
11
12
12

14

14
14
14
14
15
16
16
17

20
20

23

23
25
27

32

32
33
34

36

36
37
38

6.1.3 Security Functional Requirements for the TOE taken over from@ESPP-00842014 54

6.1.4 General Protection of User Data and TSF Data
6.1.5 Authentication

6.1.6 Access Control
6.1.7 Cryptographic Functions
6.1.8 Protection of communication

6.2 Security Assurance Requirements for the TOE

6.2.1 Refinements of the TOE Security Assurance Requirements

55
60
69
94
104
104
106

Bundesamt fur Steerheit in der Informationstechnik

page5 of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019

Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4
6.2.2 Refinements to ADV_ARC.1 Security architecture description 107
6.2.3 Refinements to ADV_FSP.4 Complete functional specification 107
6.2.4 Refinement to ADV_IMP.1 107
6.2.5 Refinements to &D_OPE.1 Operational user guidance 108
6.2.6 Refinements to ATE_FUN.1 Functional tests 108
6.2.7 Refinements to ATE_IND.2 Independeéastingi sample 108
6.3 Security Requirements Rationale 109
6.3.1 Security Functional Requirements Rationale 109
6.3.2 Rationale for SFR Dependencies 116
6.3.3 Security Assurance Requirements Rationale 121
7 Package Crypto Box 123
7.1 TOE Overview for Package Crypto Box 123
7.2 Security Problem Definition for Package Crypto Box 123
7.2.1 Assets and External Entities 123
7.2.2 Threats 123
7.2.3 Organisational Security Policies 123
7.2.4 Assumptions 123
7.3 Security Objectives for Package Crypto Box 124
7.4 Security Requirements for Package Crypto Box 124
7.5 Security Requirements Rationale for Package Crypto Box 129
8 Package Contactless 132
8.1 TOE Overview for Package Contactless 132
8.2 Security Problem Definition for Pactga Contactless 132
8.2.1 Assets and External Entities 132
8.2.2 Threats 133
8.2.3 Organisational Security Policies 133
8.24 Assumptions 133
8.3 Security Objectives for Package Contactless 133
8.4 Security Requirements for Package Contactless 134
8.5 Security Requirements Rationale for Package Contactless 144
9 Package PACE for Proximity Coupling Device 150
9.1 TOE Overview for Package PACE for Proximity Coupling Device 150
9.2 Security Problem Definition for Package PACE for Proximity Coupling Device 150
9.2.1 Assets and External Entities 150
9.2.2 Threats 151
9.2.3 Organisational Security Policies 151
9.2.4 Assumptions 151
9.3 Security Objectives for Package PACE for Proximity Coupling Device 151
9.4 Security Requirements for Package PACE for Proximity Coupling Device 152

9.5 Security Requirements Rationale for Package PACE for Proximity Coupling Devicel59
10 Package Logical Channel 163

Bundesamt fir Skeerheit in der Informationstechnik page6 of 194



Common Criteria Protection Profile
Card Operating Systef@eneration ZPP COS G

10.1
10.2
10.2.1
10.2.2
10.2.3
10.2.4
10.3
104
10.5

TOE Overview for Package Logical Channel
Security Problem Definition for Package Logical Channel
Assets and External Entities
Threats
Organisational Security Policies
Assumptions
Security Objectives for Package Logical Channel
Security Requirements for Package Logical Channel
Security Requirements Rationale for Package Logical Channel

11 Paclage RSA CVC

111
11.2
11.2.1
11.2.2
11.2.3
11.2.4
11.3
11.4
11.5

TOE Overview for Package RSA CVC
Security Problem Definition for Package RSA CVC
Assets and External Entities
Threats
Organisational Secuyi Policies
Assumptions
Security Objectives for Package RSA CVC
Security Requirements for Package RSA CVC
Security Requirements Rationale for Package RSA CVC

12 Package RSA Key Generation

12.1
12.2
12.2.1
12.2.2
12.2.3
12.2.4
12.3
12.4
12.5

13  Annex: Composite Evaluation of Smart Cards as Signature Products based on COS Smart Card

TOE Overview for Package RSA Key Generation
Security Problem Definition for Package R8ey Generation
Assets and External Entities
Threats
Organisational Security Policies
Assumptions
Security Objectives for Package RSA Key Generation
Security Requirements for Package RSA Key Generation
Security Requirements Rationale for Package RSA Key Generati

Platforms (Informative)

131

13.1.1
13.1.2
13.2

13.21
13.2.2

Smart Cards as Secure Signature Creation Devices based on COS Smart Card Platforms

(Informative)
eHC as SSCD
eHPC as SSCD

Version 2.1, 0 July 2019
BSI-CC-PR0082V4

163
163
163
163
163
164
164
164
167

170

170
170
170
170
170
171
171
171
172

175

175
175
175
175
175
176
176
176
177

179

179

180
181

Smart Cards as Part of Signature Creation Applications based on COS Smart Card

Platforms (Informative)
gSMCKT as part of the electronic Health Card Terminal
gSMCK as part of the SCA of the Konnektor

14  Acronyms

15 Bibliography

186
186
187

189
191

Bundesamt fur Steerheit in der Informationstechnik

page7 of 194






Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

1 PP Introduction

1 This section provides document management and overview information required to register the
Protection Profile and to enable potential user of the PP to determine, whether the PP is of
interest.

1.1 PP reference

Title: Protection ProfiléCard Operating Systefaeneratior2 (PP COSG2)6

Sponsor: Bundesamt fur Sicherheit in der Informationstechnik (BSI)

Editors: T-Systems GElI GmbHBundesamt flr Sicherheit in der
InformationstechniKBSI)

CC Version: 3.1 (Revisionb)

Assurance Level:  Assurancdevel for this Protection Profile is EAL4 augmented with
ALC_DVS.2, ATE_DPT.2 and\VA_VAN.5 (refer to sectiors.3.3for
more detas)

GeneralStatus: final version
Version Number: 2.1

Date: 10 July 2019
Registration: BSI-CC-PR-0082-V4
Keywords: eHealth Gesundheitskart&ard OperatingSystem Cards of Generation 2

1.2 TOE Overview

1.2.1 TOE definition and operationalusage

2 The Target of Evaluation (TQEaddressed by thpresentProtection Profile is a smart card
platform implementing the Card Operating System (COS) accorifg1] without any object
system The TOE shall comprise at least

i) the SecurityfC Platform, i.e.the circuitry of the chip inckhe configuration data and
initialisation data related to the security functionality of the chip-ahdelivered- IC
Dedicated Sofarée with the configuration data and initialisation data related to IC
Dedicated Softwaréhe integrated circuit, IC),

i) the IC Embedded Softwar€érd Operating System, C{#Sincluding related configuration
data

iif) the wrapper for interpretation of exported Ti3&ta,

iv) the associated guidance documentation

1 usually preloaded (and often security certified) by the Chip Manufacturer
2 ysuallyi together with 1O completely implementing executable functions
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v) the translation table (if applicable)

3 The TOE includesall executable code (including related configuration dataynning on the
Security IC Patform, i. e. IC Dedicated Support Software, the Card Operating System,
application specific code loaded on #mart cardoy command.oAD CODE or any other means.
The TSF of the TOHefinedin an ST claiming conformance to this PP shall comprise all security
functionality available after delivery of the TOE including vendor specific commands for
initiali sation, personagation and operational usage allowed but not described in todisggon
of the COS 21]. This ProtectionProfile is written based othe COS specification41] but also
applicable toa COS meeting an updated version of this specificatiothiff update does not
changethe security functionality specified ir2]]. The wrapper interface is specified in [27].
Please consult the certification body for further information relatéuetoalidity of the PP due to
updates of the specificatian

4 The export of norconfidential TSFData of object systemsinning on the TOBuports the
verification ofthe correct implementation of thespectiveobject system of the smart card during
manufacturing andconformity) testng. The exported TSPata include albecurityattributes of
the object system as a whole andathfobjects it exclude any confidential authentication data.
The wrapper provides communication interfaces between the COS and the verification tool
according to the Technical Guideline BSI-DR143A e H e aG2«C@S KonsistenPr ¢ f t oo | f
[20]. The verification tool seds commands for the COS through the wrapper. The COS may
export the TSHData in a vendor specific format but the wrapper shall encode the data into
standardized format for export to the verification tafl [27]). The verification tool compares
the response of the smart card with ttespectiveobject system definitonl he TOEG&s wr app
analysed for completeness and correctness in

5 Optionally, the TOE developer may provide acadied translation table fortieOEds c¢c ommand
set in the sense of the Technical Guideline BSIIBR43A e H e a G2ACS Konsistenz
Pr ¢ f {20] inlorder to support verification procesqgesnformity testing)for card products
running on the TOE that are carried out by the verificataml. Such translation table is analysed
for correctness in the framework of the TOE
evaluation body for integrity and authenticity purpose.

6 Notethat if the TOE suppogtcontactless communication the inkajth antennamay be or may
be not part of the TOE covered by the evaluatidhe ST author shall provide precidefinition
of the physical scope of the TGiad the form in which the TOE is delivered to the costuiiies
guidance documentation shall deberithe security measures provided by itienufacturer and
the security measuresquiredfor protection of the TOE until reception by the arsér.

7 The TOE does not include the object system, i. e. the application specific structures like the
Master File MF), the Applicatiors, the Application Dedicated Fild®\DF), the Dedicated Files
(DPF3), Elementary File¢EF) and internal security objet¢tsicluding TSFData. TheTOE and the
application specifiobject systenbuild an initialsed smart cargroductlike an electronic Health
Card (eHC [22)), an electronicHealth Professional CareHPC R3]) or a Secure Module Card
Type B(SMC-B [24]), K (gSMC-K [25]) and KT (gSMC-KT [26]).

3 The abbreviation DF is commonly used for dedicated,figplication and application dedicated files, which
are folders with different methods of identification, [&1], sec. 8.1.1 and 8.3.1.

4 containing passwords, private keys etc.
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1.2.2 TOE major security features for operational use

8 This smart card platform providése following main security functionality:
authentication of human user and external devices,

storage of and access controldserData,

key management and cryptographic functions,

management of TSPata including life cycle support,

= =4 =4 =4 =4

export ofnontconfidential TSFDataof the object systems if implemented

1.2.3 TOE type

9 TheTOE type isasmart cardvithoutthe applicatiom a me d a s Caad Openating 8ystém
Platforma

10 The export of nowwonfidential TSFData of object systemsinning on the TOEsupportsthe
verification ofthe correct implementation of thespectiveobject system of the smart card during
manufacturing andconformity) testng. The exported TSPata include alsecurityattributes of
the object system as a whole andatifobjects but exclde any confidential authentication data.

The wrapper provides communication interfaces between the COS and the verification tool
according to the Technical Guideline BSI-DR143A e H e aG2C@AS KonsistenP r ¢ f t oo | fi
[20]. The verification tool sends conamds for the COS through the wrapper. The COS may
export the TSHData in a vendor specific format but the wrapper shall encode the data into
standardized format for export to the verification t¢edl [27]). The verification tool compares

the responsefahe smart card with theespectiveobject system definitian

11 Optionally, the TOE developer may provideacsa | | ed transl ation tabl e
set in the sense of the Technical Guideline BSIOBR43A e H e a G2ACHS Konsistenz
Pr ¢ f {20 o lorfier to support verification processes (conformity testing) for card products
running on the TOE that are carried out by the verification tool.

12 The typical lifecycle phases for theresenfT OE type ardC andSmart CarcEmbeddedSoftware
Developmeh Manufacturing, Smart Card Product Finishing?, Smart Card Personalisatiorand,
finally, Smart Card End-usage as defined in10]. The TOEshouldbe delivered with completely
installed COS.Any patches of the COS may be deliveredtiie Smart Card Integtar for
completion ofthe COS installation.Any smart cardembedded software loaded aftidrese
processes

() changes the TOE if is part of the COS, or

(ii) is outside the TOH is not part of the COS3nd evidence shall be provided that
this executable codmamot affect the security of the TOE.

13 Operational use of the TOE is explicitly ihe focusof presentPP.Some single properties of the
manufacturing anthe card issuing lifecycle phases being significant for the security of the TOE
in its operational péiseare also considered by tpbeesentPP. A security evaluatiofcertification
being conform with this PP will have to involve all litgcle phases into consideration to the

5C Manufacturing PackagingndTesting
6 including installation of thebject system
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1.2.4 Non-TOE hardware/software/firmware

14

extent as required by thessurancéPackage chosen here for the TOE (seetion2.3 Package

Clamb bel ow) .

I n order to be

powered

Version 2.1, 0 July 2019
BSI-CC-PR0082V4

and to communi

up

(card readenjvith contacs [28] or supportingthe contactless communication according304.

1.2.5 Options and Packages

15 The COS specification 21] definesdifferent optionswhich the TOE may implement The PP

16

takes account of these optiohy using theso-called Package concefnown in the CCand

defining corresponding Packages as follows

Option in [21] Package Remark
Option_Kryptobox Crypto Box | Defines additional cryptograph&FRs (see
section?).
Option_kontaktlose Schnittstel| Contactless | Defines additionaBFRs for the support of the
contactless interfacaf thesmart cardi.e.
PICC part ofPACE (seesection8).
Option_PACE_PCD PACE for | Defines additional SF&or the support otthe
Proximity | contactless interface of the terminal, i.e. P(
Coupling part of PACE(seesection9).
Device
Option_logische_Kanale Logical Defines additionaSFRs for the support of
Channel logical channelgseesectionl10).
Option_USB_Schnittstelle Defines additional communication support
the lower layers. This option does not conts
any security related details and is therefore
only listedin this tablefor the sake of
completeness
Option_RSA_CVC RSA CVC |Defines additional cryptographic SERor the
support of RSA functionality that is related
CVCs(seesectionll).
Option_RSA_KeyGeneration |RSA Key | DefinesanadditionalcryptographicSFR fa
Generation |the support oRSA key generation
functionality (seesectionl2).

Tablel: Mapping between Options and Packages

The Common Criteria for IT Security Evaluatif], [2], [3] define aPackage as a set of SKER
SAR. This approach @ks not necessarily fit fadescription of extended TSF due to extended

functionality of the TOBby means oPackages. Therefoiewasdecidedto provide arextension

cate

of the Security Problem Definition, the Security Objectives, and the Security Requiseasen
well as for the correspondingtionaledor each definedPackage.

Bundesamt fur Steerheit in der Informationstechnik
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17

18

19

If the TOE implements one of these op8dhe STauthormust ircorporatethe corresponding
Package definition with the update of the Security Problem Definition, Security Objectives,
the Security Requirements defined in tRatkage into the ST. Additionallall rationales must
be taken over into the ST

Application note 1. The ST author must describein the section Conformance Claimsection
Package claimwhich Package was ch@mn andin section Conformance Rationale how these
Packags are ircorporatedin the ST Note that the choserPackages may require support of
commands or only special variants of the commands, cf. [21] for details.

Applicationnote2: The PP is written frorthe security point of view. In some cases ti@a result

in different interpretations how security is enforced. For example from the implementation point
of view thecommandENABLE VERIFICATION REQUIREMENT changes a security state within the
memory of theTOE. Fromthe security point of view the change of the security state resuts in
change of the access rul@he PP describestherthe requirements for the security behaviour

and does not focus on the implementation details claime{2by The ST author and the
developer reading this PP should therefore keep in mind that the PP abstracts from the
implementation.
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2 Conformance Claims

2.1 CC Conformance Claim

20 This ProtectionProfile claims conformance to

Common Criteria for Information Technology Security Endion, Partl: Introduction and
generalmodel; CCMB2017-04-001, Version 3.1, Revisios, April 2017 [1]

Common Criteria for Information Technology Security Evaluation, PaBecurityfunctional
components; CCME017-04-002, Version 3.1, Revisids, April 2017 [2]

Common Criteria for Information Technology Security Evaluation, RaBecurity assurance
components; CCME017-04-003, Version 3.1, Revisids, April 2017 [3]

21 as follows
M1 Part 2 extended,

M Part 3 conformant

22 The

Common Methodology for Informi@in Technology Security Evaluation, Evaluation
methodology; CCMB2017-04-004, Version 3.1, Revisios, April 2017, [4]

has to be taken into account.

2.2 PP Claim

23 This PP claim strict conformance térotectionProfile BSI-CC-PP-0084-2014 [11].

2.3 Package Claim

24 The presentPP is conformant to the followin@ecurity Requiremerg Package: Assurance
PackageEAL4 augmented with ALC_DVS.2, ATE _DPT.2 and AVA_VAN&as defined in the
CCPart3[3].

2.4 ConformanceClaim Rationale
25 This PP claim strict conformance tohe BSI-CC-PR0084-2014 [11].

26 From theSecurity Problem Definitioiisee section &Security Problem Definitioin[11]) of BSI-
CC-PR0084-2014 the Threas (s e e s e ct i o n[113 andthefOngdnisatianal Sacurity
Policies( see secti on 3 .AGurif @ryg aRil) |araddken soter intoStkis
Protection Profile. Namely the followingThreats are taken overT.LeakInherent T.Phys
Probing T.Malfunction T.PhysManipulation T.LeakForced T.AbuseFung T.RND. The OSP
P.Procesg OE is alsotaken oer from BSI-CC-PP-0084-2014. See sectior3.2 and 3.3 for more
details

27 The AssumptionsA.ProcessSecIC and A.RespAppl defined in BSI-CC-PR-0084-2014[11]
address the operational environment of the Secl€itylatform i.e. the COS part of theresent
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TOE and the operational environment of firesenfTOE. The aspects of thedessumptions are
relevant for the COS part of thpresentTOE, address the development process of the COS and
are evaluated according te composite evaluation approad.[Therebre theseAssumptions

are now refined in order to address #thesumptions about the operational environment of the
presenfTOE (cf.section3.4for details).

28 The Security Objectivedfor the Security IC Platform as defined inBSI-CC-PR0084-2014
O.LeakInherent O.Phys-Probing O.Malfunction O.PhysManipulation O.LeakForced
O.AbuseFung O.ldentification O.RND are included aSecurity Objectives for thepresentTOE.
The Security Objectie for theOperationalEnvironmentOE.RespAppl defined inBSI-CC-PR
0084-2014 is split into theSecurity Objective O.RespCOSfor the COS part of the TO&ndthe
Security Objectives OE.PI&OS andOE.RespgObjS for the object system in the operational
environment of the TOHN addition, he aspects relevant for the CO&tpof thepresentTOE
shall be fulfilled in the development process of the COS and evaluated accoritiagdmposite
evaluation approacl8]. The Security Objective for th®perationalEnvironmentOE.Process
SeclC defined inBSI-CC-PR0084-2014 is conpletely ensured by thassurance class ALC of
the TOEup to Phase 5 and addressed)yProces€ard Seesectiond for more details.

29 All Security Functional Requirements with existing refinements are taken oveBfsGC-PP
0084-2014 into this PPby iter at i ons i ndi.d&anele tksedreythe fiollo®ihgCSPR
FRU_FLT.2/SICP, FPT_FLS.1/SICP, FMT_LIM.1/SICP, FMT_LIM.2/SICP, FAU_SAS.1/SICP,
FPT_PHP.3/SICP, FDP_ITT.1/SICRDP_IFC.1/SICP FPT_ITT.1/SICP, FDP_SDC.1/SICP,
FDP_SDI.2/SICPFCS_RNG.1/#P. See sectiof.1for more details.

30 If the SecuritylC Platformand its related Sthakes use of an optional Package in-BEIPP
00842014 [11] and if such Package is relevant for the present TOE the ST author shall
appropriately iocorporatethe respectie Threats, OSP®©bjectivesand SFRof that Package in
the ST and adapt the related rationales accordingly.

31 The AssurancePackage im is EAL4 augmented with ALC_DVS.2, ATE DPT.2 and
AVA_VAN.5. Forrationale of the augmantatioasesection6.3.3

32 The rdinementsof the Security Assurance Requirememtade inBSI-CC-PR00384-2014 are
taken over in this Protection Proféded must bappliedto the SecurityC Platform.

33 As all important parts oBSI-CC-PP-0084-2014 are referred in a way & theseare partof this
Protection Profile theationalesstill hold. Please refeio sectiors 4.3and6.3for further details.

34 Thereforethe strict conformancavith BSI-CC-PR-0084-2014 [11] is fulfilled by this Protection
Profile.

35 Note TheBSI-CC-PR-00352007[46] was ypdatedand replacedy BSFCC-PR00842014[11].
The TOE may include a Security IC Platform certified with conformare to BSI-CC-PRP-0035
2007[46] if the transition guide [d] is taken into account anthe ST providesappropriate
rationale

2.5 Conformance staement

36 This PP requirestrict conformance of any ST or PP claing conformance to this PP.
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3 Security Problem Definition

3.1 Assetsand External Entities

37 As defined insection1.2.1the TOEis a smart card platform implementing the Card Operating
System (COS) e&ording to [21] without any object systemn sense ofBSI-CC-PR0084-
2014[11] the COS idJser Data an&ecurity IC Embedded Software.

38 Insectionr3. 1 fADescr i ptBSkCEGPROO34-2R1< 3 legh kev@l déscription (in sense
of this PP)of the assts(related to standard functionalitiy given.Please refer there for a long
descriptionNamely thesassetsare

1 the User Data

1 the Security IC Embedded Bware, stored and in operation

9 the security services provided by the TOE for the Security |Gdeited Softwareand
1 therandom numberproduced by the IC platform.

39 In this Protection Profileheseassetsaandthe protection requirements dlfiese assetsarerefined
because

i theUser Data defined iBSI-CC-PP-0084-2014 areUserData or TSF Datanithe
context of thepresenPP,

Security IC Embedded Softwaiepart of thepresenfTOE,

the security services provided by the TOE for the Security IC Embedded Sdadteare
part of thepresenfTSF and

1 the random numbeproduced by the IC platform are inteligaised by the TSF

40 Theprimary assetsareUser Data to be protected by t8©Sas long as they are in scope of the
TOE and the security services provided by the TOE.

Asset Definition
UserDatain EF Data for the usestored in elementary files of théefihierarchy
Secretkeys Symmetric cryptographic keyenerated as result of mutual authentica

and usedor encryption and decryption tfserData

Private keys Confidential asymmetric cryptographic kefthe useusedfor
decryption ancdcomputatiorof digital signature.

Public keys Integrity protected publiasymmetric cryptographic key of the ussed
for encryption and verification of digital signatures @edmanently
stored on the TORr provided to the TOE as parameter of the commg

Table2: Data objectso be protected by the TQES primary assets

41 Note: Elementary files (EF) may be stored in the MF, &wsdicated File DF), Applicationor
Application Dedicated FiléADF). The place of an EF in the file hierarchyidet features of the
User Data stored in the EF. Udeata do not affect the operation of the TSF (cf. Rx@ 1, para
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100). Cryptographic keys used by the TSF to verify authentication attempts of external entities
(i.e. authentication reference data) udihg the verification of Card Verifiable Certificates
(CVC) or authenticate itself to external entities by generation of authentication verification data in
a cryptographic protocol are T3¥kita (cf Tablel3, Tablel4 andTablel7).

42 This ProtectionProfile considers théllowing external entities

External entity | Definition

World Any userindependent on identification or successfuthenticatioh

Human User | A personauthenticated by password or PUC

Device An external device authenticated by cryptographic operation

Table3: Externalentitie$

3.2 Threats

43 This section describes thihreats to be averted lifie TOE independently or in collaboration
with its IT environment. Thes&hreats result from the assets protected by the TOE and the
met hod of TOEG6s use in the operational enviro

44 The following Threas are defined inBSI-CC-PP-0084-2014[11]: T.LeakInherent T.Phys
Probing T.Malfunction T.PhysManipulation T.LeakForced T.AbuseFung T.RND. All
Threats argart of this Protection Profiland taken over into this PPlease refeto BSI-CC-PR
0084-2014 for further descriptiors and details Table 4 lists all Threatstaken ove with the
corresponding referende [11].

Threat name Reference to Short description

paragraph in [11]
T.LeakInherent 82 Inherent Information Leakage
T.PhysProbing 83 Physical Prbing
T.Malfunction 84 Malfunction due to Environmental Stress
T.PhysManipulation 85 Physical Manipulation
T.LeakForced 86 Forced Information Leakage
T.AbuseFunc 87 Abuse of Functionality

7 The user World corresponds to the access condition ALWAY31h An authenticated Human User or
Device is allowed to use the right assigned for World.

8 This table defines external entities and subjects in the sefile Blibjects cabe recognised by the TOE
independent of their nature (human or technical user). As result of an appropriate identification and

authentication process, the TOE creditésr each of the respective external entign 6i maged i nsi de
6wor ks d tsi@Hintennal imlage {also called subjecfit). From this point of view, the TOE itself
perceives only O6subjectsd and, for them, does not di
dedicated subject wihepreseénkeeurity plicg whérahy anaaitakkermight wi t hi n t

6captured6 any subject role recognised by the TOE.
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paragraph in [11]

Threat name Reference to Short description

T.RND 88 Deficiency of Random Numbers

Table4: Overview ofThreas definedn BSI-CC-PP-0084-2014 [11] andtakenover into this PP

45 If the SecuritylC Platformmakes use of an optional Package in-BE-PP-00842014 [11] and
if such Package is relevant for the present TOE the ST authomappatipriately icorporatethe
respective Threats of that Package in theaBd adapt the related rationale accordingly

46 Additionally, the following Threatsfor the TOE are defined:

47 The TOE shalavertthe ThreatfiForge of User or TSPata(T.Forge_InternaDatg 6 as speci f

below.

T.Forge_Internal_Data Forge of User or TSFData

An attacker with high attack potentitdes to forge internal

UserData or TSHData.

This Threat comprises several attack scenarios of smart
forgery. The attacker may titp alter theUserData e.g. to adc
User Data in elementary filesThe attacker may misuse tl
TSF management function to change the user authentic

data to a known value.

48 The TOE shall avert theThreat ACompromise of confidential
(T.Compromise_Internal_ Dagtab as speci fied

bel o

User or TSPata

W.

T.Compromise_Internal_D Compromise of confidential User or TSFData

ata

An attacker with high attack potentiaties to compromise
confidentialUserData or TSPData through the communicatic

interface of the'OE.

This Threat comprises several attack scenarios e.g. guessi
the user authentication datpaéswordl or reconstruction the
private decipher key using the response code for chosen ¢

texts (like Bleichenbacher

attack for the SSL protc

implementation) e.g. to add keys for decipherment. T
attacker may misuse the TSF management function to ct
the user authentication data to a known value.

49 The TOE shall avert thEhreatfiMisuse of TOE functionéT .Misus§ 0 a s

T.Misuse Misuse of TOE functions

speci fied

An attacker with high attack potentitdies to use the TOE
functions to gain access to thecess control protectexbsets
without knowledge of user authentication data or any imp

authorsation.

This Threat comprises severaack scenarios e.g. the attacl
may try circumvent the user authentication to wssgning
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functionality without authorgation. The attacker may trio
alter the TSHData e.g. to extend the user rights after succe:
authentication

50 The TOE shall avérthe ThreatfiMalicious Application(T.Malicious_Application 6 as speci f
below.

T.Malicious_Application Malicious Application
An attacker with high attack potential tries to use the T
functions toinstall an additionaimaliciousapplicationin order
to compromise or altddser Data or TSPata

51 The TOE shall avert th€hreatfiCryptographic attack against the implementa{ibiCryptg ¢ a s
specified below.

T.Crypto Cryptographic attack against the implementation
An attacker with high attack poteati tries to launch a
cryptographic attack against the implementation of
cryptographic algorithms or tries to guess kaging a brute
force attack on the function inputs.
This Threat comprises several attack scenagigsan attacker
may try to foese the output of a random nunmlgeneratoin
order to get a session key. An attackey try to usdeakage
during cryptographic operation in order to use SPA, DPA, [
or EMA techniquesn order to compromise the kegs to get
knowledge of other sensigvl SF orUserData.Furthermore a
attacker could tryguessing the key by using a brftece
attack.

52 The TOE shall avert th&@hreat filnterception of CommunicatiofT.Intercepf 6 as speci f
below.

T.Intercept Interception of Communication

An attackerwith high attack potentiatries to intercept the
communication between the TOE and external entity to
forge, to delete or to add other data to the transmitted sen
data.

This Threat comprises several attack scenarfus.attacker
may try to reador forge dataduring transmissiotin order to
add data to a recomt to gain access to authentication data.

53 The TOE shall avert theThreat iWrong Access Rights for User Data or TSF Data
(TWrongRight3 6 as specified bel ow.

T.WrongRights Wrong Access Ridnts for User Data or TSF Data
An attacker with high attack potentiakecutesundocumentec
or inappropriateaccess rightslefined in object systemand
compromise or manipulatsensitiveUserDataor TSFData

Bundesamt fir Skeerheit in der Informationstechnik pagel9of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

3.3 Organisational Security Policies

54 The TOEard/or its environmenshall comply with the followingrganisatioal Security Policies
(OSP) as security rules, procedures, practices, or guidelines imposedligaaisatiorupon its
operation

55 The following OSPis originally defined inBSI-CC-PR0084-2014 [11]. The OSPis part of the
aforementionedProtection Profile ant taken over into this Pfor the presenfTOE. Notethatthe
presentPP includes the embedded software which is not pahedfOE defined inBSI-CC-PPR
0084-2014[11]. Hence, the OSP isxtended on content level in comparison to-BEIPP-0084
2014.Please refeto BSI-CC-PP-0084-2014 for further descriptions and detailBable5 lists all
OSPRstaken over witlthe corresponding referende [11].

OSP name Short description Reference to
paragraph in [11]
P.Proces§OE Identificationduring TOE Development and 90
Production

Table5: Overview ofOSPdefined inBSI-CC-PRP-0084-2014 [11] and taken over into this PP

56 If the Secuity IC Platformmakes use of an optional Package in-B&-PR00842014 [11] and
if such Package is relevant for the present TOE the ST author shall approprizaghpriatethe
respectiveDSPsof that Package in the Sind adapt the related rationaleaingly.

3.4 Assumptions

57 TheAssumptions describe the security aspects of the environment in which the TOE will be used
or is intended to be used.

58 The Assumptions defined iBSI-CC-PR0084-2014[11] address th@perational environment of
the SecurityC Plaform, i.e. the COS part of theresenfTOE and the operational environment of
the presentTOE. The aspects of thegessumptionsvhich arerelevant for the COS part of the
presenfTOE addresghe development process of thieesenfTOE andareevaluated acaeding to
the composite evaluatioapproach §]. Therefore theseAssumptions are noappropriatelyre-
defined in order to addresthe Assumptiondor the operational environment of thpeesenfTOE.
Table®6 lists anl maps thes@ssumptiongor the operational environment with the corresponding
referencdo [11].

Assumptions Reference | Re-defined Rationale of the changes
defined in [11] | to Assumptions for
paragraph | the operational
in [11] environment of
the presentTOE
A.ProcessSec 95 A.ProcessSecSC | While the TOE oBSI-CC-PR0084-
IC 2014 is delivered after Phased®
Manufactrringbor Phase 4C
Packagin@the presenfTOE is delivered
after Phase BComposite Product
Integratiord/ ¢Smart Card Product
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Assumptions Reference | Re-defined Rationale of the change
defined in [11] | to Assumptions for
paragraph | the operational
in[11] environment of
the present TOE
Fi ni shéforenPhase 6
Personalisatioc 6 Smart C
Pas o n a | i Thaprotection@uring
Phase 4 may and during Phase 5 shal
addressed bgppropriatesecurity of the
development environmeand processf
thepresenfTOE. Only protectioruring
Phase @Personalisatiol 6 Smar
P er s on ais$inrespdngibdity @
the operational environment.
A.RespAppl 99 A.RespObjS TheUserData of the TOE oBSI-CC-

PR0084-2014 are the Security IC
Embedded Software, i.e. the COS part
the TOE, the TSPata of thepresent
TOE and théJserData of the COS. The
object system contains the TSR&ata and
defines the security attributes of theer
Data of thepresenfTOE.

Table6: Overview ofAssumptios defined inBSI-CC-PR0084-2014 [11] andimplemented by

the TOE

59 Thefollowing Assumptiondor the TOE and its operational environmarg defined:

60 The developer oépplicationsthat are intended to run dhe COS must ensure the appropriate
fiuUsage of CO$A.PlatCOS while developing th application.

A.Plat-COS

Usage of COS

An object systendesignedor the TOEmeets the following
documents (i) TOE guidance documents (refer to t
Common Criteria assuranagass AGD) such as thaser
guidance including TOE related application notesusage
requirements, recommendations and restrictioasd (ii)
certification report including TOE related usage requireme
recommendations, restrictions and findings resulting from
TOEG svaluatiomand certification

61 The developer of applicatiorthat are intended to run dhe COS must ensure the appropriate

AiTreat ment

the application.

aondf TSRUDatdy theDDbjecaSystem (A.Respb j S) 0 whi |
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A.Resp-ObjS Treatment of User Dataand TSF Databy the Object
System

All User Data ad TSF Data of the TOE are treated in -
object system as defined for its specifitendedapplication
context.

62 The developer of applicationthat are intended to run dhe COS must ensure the appropriate
AProtecti on du(AiProgessleeSCOsm nafl tiesratd elni very of

A.ProcessSecSC Protection during Personalisation
It is assumed that security procedures are used after de
of the TOE by the TOE Manufacturer tgpthedelivery to the
endconsumer to maintain confidentiality camtegrity of the
TOE and of its manufacturing and test daith the goalto
prevent any possible copy, modification, retention, thef
unauthorised use.
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4 Security Objectives

63 This sectiondescribes thé&ecurity Objectives for the TOE and th&ecurity Objectives for the
Operational Bvironmentof the TOE

4.1 Security Objectives for the TOE
64 The followingSecurity Objectivesfor the TOEaddress the protectidn beprovided by therOE.

65 The following Security Objectives for the TOE are definedBI-CC-PR0084-2014[11]. The
Security Objectives$or the TOEare part of this Protection Profile and are taken over into this PP.
Please refeito BSI-CC-PR0084-2014 for further descriptions and detail§able 7 lists all
Secuity Objectivestaken over with the corresponding referetfl1].

Security Objectives | Short description Reference to
name paragraph in [11]
O.LeakInherent Protection againghherent Information Leakage 105
O.Phys-Probing Protection againg?hysicalProbing 107
O.Malfunction Protection againd¥lalfunctions 108
O.PhysManipulation | Protection againd®hysical Manipulation 100
O.LeakForced Protection againgtorced Information Leakage 111
O.AbuseFunc Protection againgibuse of Functionality 112
O.ldentification TOE Identification 113
O.RND Random Numbers 114

Table7: Overview ofSecurity Objectives for the TO#efined inBSI-CC-PR-0084-2014 [11]
and taken over into this PP

66 If the SecuritylC Platformmakes use of an optial Package in BSCC-PR00842014 [11] and
if such Package is relevant for the present TOE the ST author shall approprizaghpiatethe
respective Objectives of that Package in theaBd adapt the related rationale accordingly

67 Additionally, the folowing Security Objectives for the TOE are defined:

68 The TOE shalfulfil the Security Objectiveintegrity of internal datfO.Integrit) 6 as speci f
below.

O.Integrity Integrity of internal data

The TOE must ensure the integrity of thiser Data the
security servicesand the TSFData under the TSF scope
control.

69 The TOE shalfulfil the Security ObjectiveiConfidentiality of internal datéO.Confidentiality o
as specified below.
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O.Confidentiality Confidentiality of internal data

The TOE must enge theconfidentiality of private keys anc
other confidential User Data and confidential TSF Data
especiallythe authentication datajnder the TSF scope
control against attacks with high attack potential.

70 The TOE shalfulfil the Security ObjectivdiTreatment of User and TSF Ddta.RespCOS 0 a s
specified below.

O.RespCOS Treatment of Userand TSF Data

The User Data and TSPBata (especially cryptographic key
are treated by the COS as definedhw/TSF Data of the objec
system.

71 The TOEshallfulfil the Security ObjectivéiSupport of TSHData expor{O.TSFDataExpojt 0 a s
specified below.

O.TSFDataExport Support of TSF Data export

The TOE musprovidecorrectexport of TSFDataof the object
systemexcludingconfidential TSHDatafor external eview.

72 The TOE shall fulfil the Security Objective fAuthentication of external entities
(O.Authenticatioh 6 as specified bel ow.

O.Authentication Authentication of external entities

The TOE supports the authentication ¢fuman usersand
external devices The TOE is able to authenticattsef to
external entities.

73 The TOE shalfulfil the Security ObjectivaiAccess Control for Object®.AccessContrdl 6 a s
specified below.

0O.AccessControl Access Control for Objects

The TOE mustenforcethat only autheticated entitieswith

sufficient access control right®n acceseestrictedobjectsand
services The access control policy of the TOE must bind
access control right adn objectto authenticatedtntities The

TOE mustprovidemanagemenrfunctionality for access contro
rights of objects

74 The TOE shall fulfil the Security Objective AGeneration and import of keys
(O.KeyManagementd as specified bel ow.

0O.KeyManagement Generation and import of keys

The TOE must enforce the secure generation, import,
distribution, accesscontrol and destruction of cryptograph
keys The TOE must suppothe public keyimport from and
exportto a public key infrastructure
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75 The TOE shalffulfil the Security ObjectiveiCryptographic functiongO.Cryptg 6 as speci f
below.

O.Crypto Cryptographic functions

The TOE must provide cryptographic services t
implemenation of securecryptographic algorithmfor random
number generation, hashing, key generation, da
confidentiality by symmetric and asymmetric encryption
decryption, data integrity protection by symmetric MAC a
asymmetric signature algorithms, and cryptographic protc
for symmetric and asymmetric entity authentication.

76 The TOE shallfulfil the Security ObjectivefiSecure messagingO.SecureMessagiigo as
specified below.

O.SecureMessaging Securemessaging

The TOE supports secure messagifigr protection of the
confidentiality andhe integrity of thecommands received fror
successfly authenticatedieviceand sending responses this

deviceon demanaf the external applicatiohe TOE enforce:
the use okecure messagirfgr receivingcommand if defined

by access condition of an object.

4.2 Security Objectives forthe Operational Environment of the TOE
77 This section describes tiSecurity Objectives forthe OperationaEnvironmentof the TOE

78 The following Security Objectivesfor the OperationalEnvironment of theSecurity IC Platform
are defined inBSI-CC-PP-0084-2014[11]. The operational environment of the Securitg
Platformas TOE inBSI-CC-PP-0084-2014 comprise the COS part of theresenfTOE and the
operational environment of thpresentTOE. Therefore theseSecurity Objectives for the
OperationalEnvironment areppropriatelysplit and redefined. The aspects relevant for the COS
part of thepresentTOE shall be fulfilled in the development process of the COS and evaluated
according tothe composite evaluation approacB].[ The remaining aspects of th8ecurity
Objectives for theOperationalEnvironment defined iBSI-CC-PP-0084-2014 are addresse in
new Security Objectives forthe OperationalEnvironmentof the presentPP. In particular, the
Security Objective for th®perationalEnvironment OE.Respppl defined inBSI-CC-PR0084
2014is split into theSecurity Objective O.RespCOS (see definitim in sectiord.1) for the COS
part of the TOE andhe Security Objectives OE.PI&OS andOE.RespObjS for the object
system in the operational environment of the TQRble 8 lists and maps theseSecurity
Objectivesfor the OperationaEnvironmentwith the corresponding referente[11].

Security Reference to| Re-defined Security | Rationale of the changes

Objectives for the | paragraph | Objectives for the

Operational in [11] Operational

Environment Environment of the

defined in [11] presentTOE

OE.RespAppl 117 OE.RespObjS OE.RespAppl requires the
OE.PlatCOS Security IC Embedded Softwar
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Security Reference to| Re-defined Security | Rationale of the changes

Objectives for the | paragraph | Objectives for the

Operational in [11] Operational

Environment Environment of the

defined in [11] present TOE
to treat theJserData as
required by the security needs
the specific application context
This Security Objective shall be
ensured by the TOE and the
object system.

OE.ProcesSecIC 118 OE.Proces€ard The Security Objectivalefined

for the environment athe
SecuritylC Platform is
appropriatelyre-defined forthe
presenfTOE.

Table8: Overview of Security Objectives ftine Operational Environmedefined inBSI-CC-
PR0084-2014 [11] and taken over into this PP

79 If the SecuritylC Platformmakes use of an optional Package in-BEPR00842014 [11] and

if such Package is m¥ant for the present TOE the ST author shall appropriatetyporatethe
respective Objectives of that Package in theaB8d adapt the related rationale accordingly

80 Additionally, the following Security Objectives for tHeperational Environment of thEOE are

defined:

81 The operational environment of the TOE shall fulfil the Security Objeciidsage of COS

(OE.PlatCOS as specified below

OE.Plat-COS

82 The operational environment of the TOE shall fulfil the Security Objediimeatment of User
Dataand TSF Data by the Object Systé@E.RespObjS) 0

OE.RespOb}S

Usage of COS

To ensure that the TOE is used in a secure manneybibet
systemshall be designedush that therequirements from th
following documents are me(i) TOE guidance document
(refer to the Common Criteria assurance class AGD) suc
the user guidancencluding TOE related application note
usage requirements, recommendations and réstricand (ii)
certification report including TOE related usage requireme
recommendations, restrictions and findings resulting from
TOED svaluationand certification

as specified

Treatment of User Dataand TSF Data by the Object
System
All User Data and TSF Dataf the object systeraredefinedas
required bythe security need®f the specific applicatior
context.
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83 The operational environment of the TOE shall fulfil the Security Objeciveotection during
PersonalisatiofOE.Proces€ard ¢ as specified bel ow

OE.ProcessCard Protection during Personalisation

Security procedes shall be usedfter delivery of the TOE
during Phase 6 &sonalisatiodup to the delivery of themart
card to the eneuser in orderto maintain confidentiality ant
integrity of the TOE and to prevent any thefhauthorisd
personakation orunauttoriseduse

4.3 Security Objective Rationale

84 The following table provide an overview fothe coverage of the defined security problem by the
Security Objectivesfor the TOE and its environmeniThe tables address the security problem
definition asoutlinedin BSI-CC-PR0084-2014 and taken over to theresentPP as well ashe
Threats, Organisational Security Plicies and Assumptionsthat are additionallydefined or
redefinedin the presentPP. The tablesshow that allThreats and OSPs are addressed by the
Security Objectivesfor the TOE and for the TOE environmeiithe tablesalso show that all
Assumptions are addressed by $seurity Objectives for the TOE environment.

85 Table 1 inBSI-CC-PR00842014[11], Secti on 4. 4 fASeculrédygiObg¢ect
overview, how the AsumptionsThreats and Organisational SecuritgliBiesthat aretaken over
in the presentPP are addressed by thespectiveSecurity vjectives. Please refer for the further
detailsto the relatedustification provided in BSCC-PR00842014[11]. In addition, in view of
the presenPP the following considerations hold:
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(A.ProcessSecIC?) (X) | (X)
A.ProcessSecSC X
(A.RespApplo) X) [(X)
A.RespObjS X
P.Proces§ OE X
T.LeaklInherent X
T.PhysProbing X
T.Malfunction X
T.PhysManipulation X
T.LeakForced X
T.AbuseFunc X
T.RND X

86

Table9: Security Objective Rationale related to the IC platform

The AssumptionA.ProcessSecIC assumesand the Security bjective OE.ProcessSecIC
requiresthat security procedures are used after delivery ofGHey thelC Manufacturer up tthe
delivery to the endonsumer to maintain confidentiality and integrity of the TOE and of its
marufacturing and test data (to prevent any possible copy, modification, retention, theft or
unauthorised use)Development and production of the Securiy Platformis part of the
development and production of theesenfTOE beause it includes the SecyriiC Platform The
AssumptionA.ProcessSecSC as appropriate rdefinition of A.ProcessSecIC assumes antthe
Security jectiveOE.ProcessCard as appropriate rdefinition of OE.ProcessSecIC requires
security procedures during Phas® @&sonalisatiod up to the delivery of themart cardo the
enduser.More precisely, themart cardife cycle according tol[0] (cf. also toBSI-CC-PR-0084-
2014[11]) is covered as follows

1 dC Developmert (Phase 2) anddC Manufacturing (Phase 3) are covered as
development and manufacturing of tBecurity IC Platformand therefore of the TOE as
well.

9 Re-defined Assumption, see section 3.4
10 Re-defined Assumption, see section 3.4
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1 dC Packaging (Phase4) may be part of the development and manufacturing
environment or the operational environmehthe Security IC Platform Even ifit is part
of the operational environment of theSecurity IC Platform addressed by
OE.ProcessSeclIC it will be part of the development and manufacturing environment of
thepreseniTOE and covered by the SAR ALC_DVS.2.

T 6Composite Pr dducStmalr rdtueCgarr afft i (Foasedb)s addgedsed
by OE.ProcesseclIC butit is part of the development and manufacturing environment
of thepresenfTOE and covered by the SAR ALC_DVS.2.

T O &sonalisatiod/ &6 Smart Car dPh&se 6up o tha delivenabthé smartd
cardto the eneuseris addressed by A.ProceSecIC and A.ProcesSecSC and covered
by OE.ProcesS$ecSC

87 TheAssumptionA.RespAppl assumes that security relevaiderData (especially cryptographic
keys) are treated by the Security IC Enbbed Software as defined for its specific application
context. ThisAssumption is split into requirements for the COS part of the TSF to provide
appropriate security functionality for the specific application context as defin¢ltel8FRs of
the presentPP and theAssumptionA.Resp-ObjS thatassumes all User Data and TSF Data of the
TOE are treated in the object system as defined for its specific application conteSecliniy
Objective for theOperational Environment OE.RespObjS requires theobject sgtemto be
definedas required by the security needs of the specific application context

88 The OSPP.ProcessTOE and theThreatsT.Leak-Inherent, T.Phys-Probing, T.Malfunction,
T.Phys-Manipulation, T.Leak-Forced, T.Abuse-Func andT.RND are covered by th8ecurity
Objectives as described BSI-CC-PP0084-2014. As stated in sectioB.4, the presentPP claims
conformance to BSI-CC-PPR0084-2014 [11]. The Security Objectives, Assumptions,
Organisational Securitijolicies (OSPs)andThreatsas usedn Table9 are defined and handled in
[11]. Hence, the rationale for these itearsd their correlationvith Table9 is given in [L1] and
not repeated here

89 ThepresentPP defines newhreats andAssumptions for the TOE comparisorto the Security
IC Platform as TOE defined iBSI-CC-PP-0084-2014 and extends th©@SPP.Proces§ OE to the
presenfTOE.
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T.Forge_Internal_Data X X
T.Compromise_Internal_Da X | X X
T.Misuse X | X
T.Malicious_Application X | X
T.Crypto X
T.Intercept X
T.WrongRights X
A.PlatCOS X
A.RespObjS X
A.ProcessSecSC X
P.Proces§ OE X

90

91

92

93

94

Tablel0Q: Security Objective Rationafer the COS part of the TOE

A detailed justification required fauitability of the Security Objectives to coup with the security
problem definitions given below

TheThrea T.Forge_Internal_Data addressethe falsification of internaUserData or TSHData
by an attackerThis is pevented byO.Integrity that ensures the integrity ddser Data, the
security services and the T$hata. Also,0.RespCOS addresses thishred because thé&ser
Data and TSIPata are treated by the TOE as defined by the &R of the object system.

The Threa T.Compromise_Internal_Data addressethe disclosure of confidenti&lser Data or
TSF Data by an attackeil he Security jective O.RespCOS requires that théJser Data and
TSF Data are treated by the TOE as defined by the D&fa of the object systentence, the
confidential data are handled correctly by the TSF. Bkeurity Objective O.Confidentiality
ensures the confidentiality of private keys and other confidential 0&&. O.KeyManagement
requires that the used keys to protect the confidentialie generated, imported, distributed,
managed and destroyed in a secure way.

The ThreatT.Misuse addresses the usage of access control protected assets by an attacker without
knowledge of user authenticatidata or by any implicit authodson. This isprevented by the
Security bjective O.AccessControl that requires the TSF to enforce an access control policy for
the accessot restricted objects. Also the Securitybjéctive O.Authentication requires user
authentication for the use of protected funciion

The Thred T.Malicious_Application addresseshe modification ofUser Data or TSFData by

the installation and execution of a malicious code by an attadker.Security Objective
O.TSFDataExportequires the correct export of T&Fata in order to preve the export of code
fragments that could be used for analysing and modificatiomMQf code.O.Authentication
enforces user authentication in order to control the access protected functions that could be
(mis)used to install and execute malicious codlsoAO.AccessControrequires the TSF to

Bundesamt fur Skeerheit in der Informationstechnik page30of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

enforce an access control policy for the access to restricted objects in order to prevent
unauthorised installation of malicious code.

95 The Threa T.Crypto addresses cryptographic attack to the implementation ofptographic
algorithms or the guessing of keys using brute force attadtksthred is directly covered by the
Security Objective O.Cryptowhichrequires a secure implementation of cryptographic algorithms

96 TheThred T.Intercept addressethe interceptin of the communication between the TOE and an
external entity by an attacker. The attacker tries to delete, add or forge transmittebhiata.
Thred is directly addressed by tH&ecurity Objective O.SecureMessaginghich requires the
TOE to establish &rusted channel that protects the confidentiality and integrity of the transmitted
data between the TOE and an external entity.

97 TheThreda T.WrongRights addressethe compromising or manipulation of sensitlyser Data
or TSFData by using undocumented ioappropriate access rights defined in the object system.
This Threa is addressed by th&ecurity Objective O.RespCOSwhich requires the TOE to treat
the UserData and TSata as defined by the T3pata of the object system. Hence the correct
access rigts are always used and prevent misuse by undocumented or inappropriate access rights
to that data.

98 TheAssumptionA.Plat-COS assumes that the object system of the TOE is designed according to
dedicated guidance documents and according to relevant finofinlgs TOE evaluation reports.
This Assumptionis directly addressed by ti8curity Objectivefor the OperationalEnvironment
OE.PlatCOS

99 TheAssumptionA.Resp-ObjS assumeshat allUserData and TSPata are treated by the object
system as defined fats specific application context. Thsssumption is directly addressed by
the Security Objectivefor the OperationalEnvironmentOE.RespObjS.

100 The AssumptionA.ProcessSecSC covers the secure use of the TOE after TOE delivery in Phase
6 and is directly adressed by theSecurity Objective for the Operational Environment
OEProcressCard

101 The OSPP.ProcessTOE addresseshe protection during TOE development and production as
defined in BSI-CC-PP-0084-2014[11]. This is supportedby the Security Objective fa the
OperationalEnvironmentOE.Proces€ardthat addresses the TOE after the deliveryFloase 5
up to 7: It requires that ertbnsumers maintain the confidentiality and integrity of the TOE and
its manufacturing and test data.
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FPT_ITE.1 Export of TOE implementation fingerprint
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_ITE.1.1 The TOE shall export fingerprint GIOE implementatiomiven

the following conditions [assignmertonditions forexpori.

FPT ITE.1.2 The TSF shall use [assignmelidgt of generation rules to be
applied by TSFor the exported data.

FPT ITE .2 Export of TSF data

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT ITE.2.1 The TOE shalkxpot [assignmenttist of types of TSF dafa
given the following conditionfassignmentconditionsfor
expori.

FPT_ITE.22 The TSFshall use [assignmeriist of encoding rules to be

applied by TSFfor theexporteddata
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6 Security Requirements

117 This partof the PP defines the detailed security requirements that shall be satisfied by the TOE.
The statement of OE security requirementshall define thefunctional and assurancesecurity
requirements that the TOE needs to satisfy in order to me8etheity Objectives for the TOE.

118 The CC allows several operations to be performedeamurityrequirementgon the component
level); refinement selection assignmentainditeration are defined irsec.8.1 of Part 1 1] of the
CC.Each of these operations is usedhis PP.

119 The refinement operation is used to add detail to a requirement, tmg; further restricts a
requirementRefinements of security requirements are denoted in such a way that added words
are inbold text andremovedwords arecressed-eutin some cases a interpretation refinement is
given.Insuchaxzse a extra paragraph starting with AR

120 The selectionoperation is used to select one or more options provided by the CC in stating a
requirement. Selectionsaving been made byhe PP author are denoted axdedined text
Selections to be filled in by the ST author appear in square brackets with an indication that a
selection is to be made [selection:] anditakcised!!

121 The assignmentoperation is used to assign a specifitugao an unspecified parameter, such as
the length of a password. Assignments ihgwbeen made by the PP author are denoted by
showing asinderlined textAssignments to be filled in by the ST author appear in square brackets
with an indication that an signment is to be made [assignment:] andtafieised In some cases
the assignment made by the PP authors defines a selection to be performed by the ST author. Thus
this text is underlined and itaised likethis.

122 Theiteration operation is used whencamponent is repeated with varying operations. lteration is
denoted by showing a slash A/ d, and the iteraf
For the sake of a better readabilitiie iteration operatioomay also be appliedto some single
compaments (beingiot repeated) in order to indicate belongingsathSFRs to same functional
cluster In such a case, the iteration operai®applied toonly one single component.

123Some SFRgincluding the potential exiting refinement) were taken dvem the BSI-CC-PP
0084-2014. A list of all SFRs taken froBSI-CC-PP-0084-2014 [11] can be found in sectidh4,
additionally theSFRstaken over are labellasith a footnote.

6.1 Security Functional Requirements for the TOE

1241n order to define the SecuyrifFunctional Requirements Pa2tof the CommorCriteria[2] was
used. However, some Security Functional Requirements have been refined. The refinements are
described below the associated SFR.

11 Note the parameter defined in the COS specification are printealimas well but without indication of
selection or assignment.
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6.1.1 Overview

125In order to give an overview of th8ecurity Functional Requirenentsin the context of the
security services offered by the TOHe author of the PP definethe following security
functional groups and allocated tBecurity RinctionalRequirements described in the following
sections to them:

Security Functional Groups Security Functional Requirements concerned
Protection against Malfunctien FRU_FLT.2/SICRFPT_FLS.1/SICP

Protection against Abuse of Functionality| FMT_LIM.1/SICP, FMT_LIM.2/SICP,
FAU_SAS.1/SICP

Protection against Physical Manipulation| FDP_SDC.1/SICP, FDP_SDI.2/SICP,

and Probing FPT_PHP.3/SICP

Protection against Leakage FDP_ITT.1/SICRFPT_ITT.1/SICR
FDP_IFC.1/SICP

Generation of Random Numbers FCS_RNG.1/SICP

Tablell: Security functional groups vSFRsrelated to thé&ecuity IC Platform

Security Security Functional Requirements concerned

Functional

Groups

General FDP_RIP.1FDP_SDI.2FPT_FLS.1FPT_EMS.1FPT_TDC.1

Protection of FPT ITE.1FPT_ITE.2FPT_TST.1
UserData and
TSFData
(section6.1.9

Authentication |FIA_AFL.1/PIN, FIA_AFL.1/PUC, FIA_ATD.1, FIA_SOS.1FIA_UAU.1,
(secton6.1.5 | FIA_UAU.4, FIA_UAU.5, FIA_UAU.6, FIA_API.1, FMT_SMR.],
FIA_USB.1

Access Control | FDP_ACC.1/EEFDP_ACF.1/EEFDP_ACC.IMF_DF, FDP_ACF.1/
(section6.1.§ | MF_DF, FMT_MSA.3 FMT_SMF.1 FMT_MSA.1/Life,
FMT_MSA.1/SEF FMT_MTD.1/PIN, FMT_MSA.1/PIN
FMT_MTD.1/Auth, FMT_MSA.1/Auth FMT_MTD.1/NE

Cryptographic |FCS_RNG.1FCS_RNG.1/GRFCS_COP.1/SHAFCS_COP.1/COS.AES
Functions FCS_COP.1/COS.CMAGCS_CKM.1/AES.SMFCS_CKM.1/EIC,
(section6.1.7 |FCS_COP.1/COS.RSA,ECS_COP.1/COSCDSA.V,
FCS_COP.1/COS.ECDSA.BCS_COP.1/COS.RSA
FCS_COP.1/COS.ELGCS_CKM.4

Protection of FTP_ITC.1/TC
communication
(section6.1.8

Tablel2 Security functional groups vs. SFRs

126 The following TSF Data are defined for the p@rt of the TOE.
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TSF Data

TOE pre
personalisation data

TOE initialisation d&a

Definition

Any data supplied by the Card Manufacturer that is injected into {
non-volatile memory by the Integrated Circuits manufacturer.

Initialisation Data defined by the TOE Manufacturer to identify thg
TOE and to keep track of the Seculli§/Platforrd s pr od uc
further life-cycle phases are considered as belonging to theDB&E

Tablel3 TSF Data dehed for the IC part

6.1.2 Users, subjects and objects

127 The security attributes of human users are stored in passwordsdqbje¢2l] for details) The

human user selects the passwolgect by pwldentifier and thereforethe role gainedoy the
subject acting fothis human useafter successful authenticatiorhe role is a set of access rights
definedby the access control rules difie objectscontaining thispwldentifier The secretis used

to verify the authentication attempt of themanuser providing the whentication verification
data. The security attributegransportStatus lifeCycleStatusand flagEnabled stored in the
passwordobject define the status of themle associatedwith the password E.g. if the
transportStatugs equal toLeerPIN or Transpot-PIN the user is enforced to define his or her
own password and making this passwandl this rolesffective (by changing théransportStatus

to regularPasswor)l The multi-reference passworhares theecretwith the password identified
by pwReferencelt allows enforcing reauthentication for access and limitation of authentication
stak to specific objects and makes password management easier by using the same secret for
different roles. The security attributesinterfaceDependentAccessRulestartRetnCounter,
retryCounter minimumLengtrand maximumLengtlare defined for theecret The PUCdefined

for the secretis intended for password management el authosdation gained by successful
authenticatioris limited to the comman&eESET RETRY COUNTER for reset of theetryCounter
and sding a newsecret.

128The following tableprovides an overview ofhe authentication reference daiad security

attributesof humanuses andthe security attributes of thauthentication reference dea TSF
Data.

Usertype Authentication reference data Comments
and security attributes
Human user | Password The following commands used by the
Authentication reference data TOE to authenticate the human user
and toresetthe securityattribute
secret .
, _ retryCounterby PIN: VERIFY.
Security attributesf the userole The folloni di d by th
- e following comnmandis used by the
pwidentifier TOE to manage the authentication
transportStatus reference datsecretandthe security
lifeCycleStatus attributeretryCounterwith
flagEnabled authentication of the human ussr
startSsecList PIN: CHANAGE REEERENCH:)ATA
. , (P1=6000) .
Security attributes dhesecret
; The following commands are used by
interfaceDependentAccessRules s
P the TOE to manage the auttieation
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Usertype Authentication reference data Comments
and security attributes
startRetryCounter reference datsecretwithout
retryCounter authentication of the human user

o CHANGE REFERENCEDATA( P 1 =0
minimumLength andRESETRETRY COUNTER( P 1 = &

maximumLength The following commands used by the

TOE to manage theecurityattribute
retryCounterof the authentication
refererce dataPIN without
authentication of the human user:
RESETRETRY COUNTER( P 1 =0 0 3

The conrmandGET PIN STATUS is used
to query thesecurityattribute
retryCounterof the authentication
reference datRIN with password
object specific access control rules

The following commands are used by
the TOE to manage the security
attributeflagEnabledof the
authentication reference datéh
human user authentication by PIN:
ENABLE VERIFICATION REQUIREMENT
( P 1 = GDOSMBOE)VERIFICATION
REQUIREMENT( P1=60006) .

Thefollowing commands are used by
the TOE to manage the security
attributeflagEnabledof the
authentication reference data without
human user authenticatioBNABLE
VERIFICATION REQUIREMENT

( P 1 = CDOBABOE)VERIFICATION
REQUIREMENT( P1=06016)

The commandACTIVATE,
DEACTIVATE and TERMINATE areused
to manage theecurity attribute
lifeCycleStatusf theauthentication
reference data password wjithssword
object specific access control rules.

The commandELETE is usecdto delete
the authentication referemclata
password wittpasswordbject specific
access control rules.
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Usertype Authentication reference data Comments
and security attributes
Human user | Multi -Reference password The commands used by the TOE to
Authentication reference data authenticate the human userdto

manage the authentication reference
Multi-Reference passwodhtaare the
same as for password.

Secretis shared withthe password
identified bypwReference

Security attributesf the user role
pwldentifier

lifeCycleStatus

transportStatus

flagEnabled

startSsecList

Security attributes of the secret

The security attributes
interfaceDependentAccessRules,
minimumLength, maximumLength
startRetryCounteand
retryCounterareshared with
password identified by

pwReference.

Human user | Personal unblock code RUC) The following commands used by the
Authentlcanon reference data TOE to manage the authenticati.on
PUK reference datsecretandthe security

_ _ attributeretryCounterof the

Security attribugs authentication reference da&#N with
pwldentifierof the password authentication of the human usgsr
pukUsage PUC RESETRETRY COUNTER

(P1=6006) .

The following command is used by th
TOE to manage theecurityattribute
retryCounterof the authentication
reference datRIN with authentication
of the human user by PUBESET
RETRYCOUNTER( P1 =0010)

Tablel4: Authentication reference data of the human user and security attributes

129 The security attributes of devices depend on the authentication mechanism and the authentication
reference data. A device may be associated with a symmetric aypdgy authentication key
with a specifikeyldentifierand therefore the role gained by the subject acting for this device after
successful authenticatiomhe role isdefinedby the access control rules of the objects containing
this keyldentifier A device may be also associated with a certificate containing the public key as
authentication reference data and the card holder asdahion CHA) in case of RSAased CVC
(if the RSAbased CVC functionalitgccording to Option_RSA_CVC in [213 supported ¥ the

12The PUC is part of the password object as authentication reference data for the RESET RETRY COUNTER
command for this password.
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TOE) or the card holder authedtion template QHAT) in case of EL&based CVC The

authentication protocol comprise the verification of the certificate by meahs obotpublic key

and commandPSO VERIFY CERTIFICATE and by means ofthe public keycontained in the
successful verified certificateand thecommandEXTERNAL AUTHENTICATE. The subject acting
for this deviceges the role of theCHA (if the RSAbased CVC functionalityaccording to
Option_RSA_CVC in [21]s supported by the TOEr CHAT which is referenced in the access
control rules of the object3he security attributéfeCycleStatuss defined for persistelyt stored

keys only.

Usertype Authentication reference data Comments
and security attributes

Device Symmetric authentication key The following commands are used by
Authentication reference data | the TOE to authenticatedevce:
mackeyi3 EXTERNAL AUTHENTICATE , MUTUAL

_ _ AUTHENTICATE andGENERAL
Authentication reference data The followi q db
. e following commands are used by

.keyldentlfler the TOE to manage tteithentication
interfaceDependentAccessRUles | reference dataACTIVATE, DEACTIVATE,
lifeCycleStatus DELETE andTERMINATE.
algorithmldentifier
numberScenario

Device Asymmetric authentication key | The following command is used by the
Authenticaion reference data TOE to authenticatadevice

. EXTERNAL AUTHENTICATE with algID
Roo.t ,PUb“C Key. i ) equal torsaRoleCheckif the RSA
Certificate containing thepublic | pased CVC functionalityccordingo

keyof the devicé* Option_RSA_CVC in [21]s supported
persistentCach by the TOE)or elcRoleCheck
applicatiorPublicKeyList> The following commands are used by
Security attributesf the user the TOE to manage the authentication
Certificate Holder Reference reference datdPSOVERIFY

(CHR) CERTIFICATE, ACTIVATE, DEACTIVATE,

lifeCycleStatus DELETE and TERMINATE.

interfaceDependentAccessRules
CertificateHolder Authorisation
(CHA) for RSA keyq(if the RSA
based CVC functionalitgccording
to Option_RSA_CVC in [21is
supported by the TOE)r

13 The symmetric authentication object contains encryptiorekeKeyand a message authentication key
macKey

14 The certificate othe device may be only emd a certificate chain going up to the root public key.

15The commandSOVERIFY CERTIFICATE may storethe successful verified public key temporarily in the
volatileCacheor persistetly in theapplicatiorPublicKeyListor the persistentCachePublic keys in the
applicatiorPublicKeyLis may be used like root public keyEhe wrapper specification [27] and COS
specification [21] define the attribupersistentPubtiKeyListas superset of all persistently stored public key
in theapplicatiorPublicKeyListandthe persistentCache.
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Usertype

Authentication reference data
and security attributes

Comments

CertificateHolder Authorgation
Template (CHAT)or ECCkeys

Security attributes the certificate
Certificate Pofile Identifier (CPI)

Certification Authority Reference
(CAR)

Object Identifier (OID)

Device

Secure messaging channé&ky
Authenticationreferencedata
MAC sessiorkey SK4SM
Security attributesf SK4SM

flagSessionEnable@qual
SK4SM)

KmacandSSCmac
negotiationKeylnformation

The TOE authenticates the sender of &
received commandsing secure
messaging

Tablel5: Authenticatiorreference dataf thedevicesandsecurity attributes

130The following table defines the authentication verification data used by the TSFfiself
authentication by external entitiésf. FIA_API.1).

Subject type

Authentication verification data
and security attributes

Operations

TSF Private authentication key The following commandare used by
Authentication verification data | the TOE to authenticate themselves td
fivateKe external devicetNTERNAL
P , y _ AUTHENTICATE, MUTUAL
Security attributes AUTHENTICATE.
keyldentifier
setAlgorithmldentifiewith
algorithmldentifier
lifeCycleStatus
TSF Secure messaging channel key | Responses using secure messadiing

Authenticationverificationdata
MAC session key SK4SM
Security attributes

flagSessionEnable@qual
SK4SM)

macKeyandSSQCnac
encKeyandSSCenc
flagCmdEnandflagRspEnc

session keys are linked to the folder of
the keys used to them.

Tablel6: Authentication verification data of the TSF and secuaityibutes
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131The COS specification associatassubject with a logical channeland its channelContext
(cf.[21], sectionl2). The TOE may support one subject respective logical channel or more than
one independent subjeat logical channetespectively cf. section10 Package Logical Channel
The channelContextomprisessecurity attributef the subjectsummarized in the following

table.

Security attribute Elements Comments

interface The TOE detects whether the
communication uses contdeased
interface(value set tontaktbehaftgt or
contactless interfaggalue set to
kontaktlo$16. If the TOE does not suppor
contactless communication the TOE shg
behave amterfaceDependentAccess
Rulesis permanentlyset to
fikont aktbehafteto.

currentFolder Identfier of the (unique) current folder

seldentifier Security environment selected by mean;s

thecommandV ANAGE SECURITY
ENVIRONMENT, If no security
environment is explicitly selected the
default security environment #1 is
assumed.

keyReferencelList The list contains elements which may be

empty or may contain one pair
(keyReferengalgorithmldentifier).

externalAuthenticate keyReferencandalgorithmldentifierof
the key selected by means of the comm
MANAGE SECURITY ENVIRONMENT to be
used for deice authentication by means
thecommand€XTERNAL AUTHENTICATE
andMUTUAL AUTHENTICATE.

internalAuthenticate keyReferencandalgorithmldentifierof
the key selected by means of the comm
MANAGE SECURITY ENVIRONMENT to be
used for authentication t¢iie TSF itself by
means othe commandNTERNAL
AUTHENTICATE.

verifyCertificate keyReferencef the key selected by meal
of the comman®/ANAGE SECURITY
ENVIRONMENT to be used foPSOVERIFY

16 Note the COS specificatidi21] describes this security attribute in the context of access control rules in
section 8.1.4 only. If the TO#oes not support contactless communication the document in hand shall be read
assuming that this attribute is equal to fikontaktbe

17 Note the COS specificatidi21] describes this security attribute in the informative section 8.8. The object
systemspecification of the eHCP uses this security attribute for access control rules of batch signature
creation.
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Security attribute Elements

Comments

CERTIFICATE.

signatureCreation

keyReferencandalgorithmidentifier of
the key selected by means of the comm
MANAGE SECURITY ENVIRONMENT to be
used forPSOCOMPUTEDIGITAL
SIGNATURE.

dataDecipher

keyReferencandalgorithmldentifierof
the key selected by means of the comm
MANAGE SECURITY ENVIRONMENT to be
used forPSODECIPHEROr PSO
TRANSCIPHER

dataEncipher

keyReferencandalgorithmidentifierof
the key selected by means of the comm
MANAGE SECURITY ENVIRONMENT to be
used forPSOENCIPHER

macCalculation

keyReferencandalgorithmidentifierof
thekey selected by means of the comma
MANAGE SECURITY ENVIRONMENT to be
used forPSOCOMPUTE CRYPTOGRAPHIC
CHECKSUM andPSOVERIFY
CRYPTOGRAPHICCHECKSUM (if the
Package Crypto Box is supporteg the
TOE).

SessionkeyContext

This list containsecurity atributes
associated with secure messaging and
trusted channels.

flagSessionEnabled

ValuenoSKindicates nsession key
established.

Value SK4SMindicates session keys
established for receiving commands ang
sending responses.

Value SK4TCindicates sessiokeys
established foPSOENCIPHERaNdPSO
DEcCIPHERandPSOCOMPUTE
CRYPTOGRAPHICCHECKSUM, PSO
VERIFY CRYPTOGRAPHICCHECKSUM (if
the Package Crypto Box is supportbg
the TOE)

encKeyandSSCenc

Key for encryption and decryption and it
sequence counte

macKeyandSSCmac

Key for MAC calculation and verification
and its sequence counter

flagRspENc

flagCmdEnand

Flags indicating encryption of data in
commands respective responses

negotiationKeylnformatiol

keyidentifier of the keyused to generat
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Security attribute Elements Comments

the session keys and if asymmetric key
was used thaccessRilgt associated with
this key Thekeyldentifiermay reference
to the authentication reference data use
for PACE8 (if PACE is supported by the
TOE).

accessRulesSessiays | Access control rukrassociad with
trusted channel support

globalPasswordList (pwReference, List of 0, 1, 2, 3 or £lements containing
securityStatusEvaluatien | results of successflluman user
Counte) authenticatiorwith passwordn MF:
pwReferencand
securityStatus#aluationCounter
dfSpecificPasswordLis (pwReference, List of 0, 1, 2, 3 or £lements containing
securityStatusEvaluatien | results of successflluman user
Counte) authenticatiorwith passwordor each DF
pwReferencand

securityStatusEvaluationCounte

globalSecurityList CHA or keyldentifier List of 0, 1, 2 or 3lements containing
results of successfdeeviceauthentication
with authentication reference data in MH
CHA as reference to the role gained by
authentication based on certificdiethe
RSA-based CVC functionalitgccording
to Option_RSA_CVC in [21is supported
by the TOE)or keyldentifieras reference
to the used symmetric authentication ke
or keyldentifiergenerated by successful
authentication with PACE protoc(f
PACE is supportedybthe TOB.

dfSpecificSecurityList | CHA or keyldentifier List of 0, 1, 2 or 3lements containing
results of successfdeviceauthentication
with authentication reference ddita each
DF: CHA as reference to the role gained
authentication based on tiécate (if the
RSA-based CVC functionalitgccording
to Option_RSA CVC in [21is supported
by the TOE)or keyldentifieras reference
to symmetric authentication key or
keyldentifiergenerated by successful
authentication with PACE protoc(f
PACE is sipported by the TOE

bitSecurityList List of CHAT gainedby successful
authentication with CVC based on ECC
The effective access rightsethe

18 The keyldentifiergenerated by successful authentication with PACE protocol is named
iKartenverbindungsobj dXjto in the COS specification
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Security attribute Elements Comments
intersection of access rights bhefd in
CVC of the CVC chain u the root.
Current file Identifier of the (unique) current file from
currentFolder.children
securityStatus startSsec Must contain all values aftartSse@and
EvaluationCounter may beempty

Tablel7: Security attributes of a subject

132 The following table providean oveview of the objects, operations and security attributes defined
in the presentPP (including thePackages) All references in the table refer to the technical
specification of theCard OperatingSystem PR1]. The security attributéfeCycleStatuss defired

for persistenly stored keys only.

Object type Security attributes Operations
Object system applicationPublicKeyList PSOVERIFY
persigentCache CERTIFICATE
pointinTime
Folder accessRules: SELECT
(8.3.1) lifeCycleStatus ACTIVATE
9 DEACTIVATE
shareabléd
. DELETE
interfaceDependentAccessRalle
children FINGERPRINT
GET RANDOM
LOAD APPLICATION

TERMINATE DF

Dedicated File

Additionally for Folder:

Identicalto Folder

interfaceDependentAccessRules
flagTransactionMode

(8.3.1.2) fileldentifier

Application Additionally for Folder: Identical toFolder

(8.3.1.1) applicationldentifier

Application Dedicated File| Additionally for Folder: Identical toFolder

(8.3.1.3) fileldentifier
applicationldentifier
children

Elementary File fileldentifier SELECT

(8.3.2) list of shortFileldentifier ACTIVATE
lifeCycleStatus DEACTIVATE
shareabl@® DELETE
accessRules: TERMINATE

19 Available withPackagelogical Channel

20 Available withPackagelogical Channel
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Object type Security attributes Operations
flagChecksum
Transparent EF Additionally for Elementary File Additionally for
(8.3.2.1) numberOfOctet Elementary File
positionLogicalEndOfFile ERASEBINARY
body READ BINARY
UPDATE BINARY
WRITE BINARY
Structured EF Additionally for Elementary File: Additionally for
(8.3.2.2) recordList Elementary File
maximumNumberOfRecords ACTIVATE RECORD
maximumRecordLength APPENDRECORD
flagRecordLifeCycleStatus DELETE RECORD
DEACTIVATE RECORD
ERASERECORD
READ RECORD
SEARCHRECORD
SET LOGICAL EOF
UPDATE RECORD
Regular Password lifeCycleStatus ACTIVATE
(PIN) pwdldentifier DEACTIVATE
(8.4) accessRules: DELETE
interfaceDependentAccessRules TERMINATE
;ﬁﬁirri[;rilli\len th CHANGE REFERENCE
9 DATA

maximumLength DISABLE VERIFICATION

fé?rgt/gggr):t% (r)unter REQUIREMENT
fransportStatus ENABLE VERIFICATION
flagEnabled REQUIREMENT
startSsecList GET PIN STATUS
RESETRETRY COUNTER
pUC VERIFY
pukUsage
channel specific:
securityStatusEvaluationCounter
Multi-reference Password | lifeCycleStatus Identical toRegular
(MR-PIN) pwdldentifier Password
(8.5) accessRules:
interfaceDependentAccessRules
startSsecList
flagEnabled
passwordReference

Attributes used together witheferred
password (PIN):

secret: PIN

minimumLeagth

maximumLength
startRetryCounter
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listAlgorithmldentifier
accessRulesSessionkeys:
interfaceDependentAccessRules
algorithmldentifier

keyAvailable

Object type Security attributes Operations
retryCounter
transportStatus
PUC
pukUsage
channel specific:
securityStatusEvaluationCounter
PUC type pin RESETRETRY COUNTER
pukUsage
Symmetric Key lifeCycleStatus ACTIVATE
(8.6.1) keyldentifier DEACTIVATE
accessRules: DELETE
interfaceDependentAccessRules TERMINATE
;n;clﬁeey EXTERNAL
y . AUTHENTICATE
numberScenario GENERAL
algorithmldentifier AUTHENTICATE
accessRulesSessionkeys: INTERNAL
interfaceDependentAccessRules AUTHENTICATE
MUTUAL
AUTHENTICATE
Private Asymmetric Key | lifeCycleStatus ACTIVATE
(8.6.4) keyldentifier DEACTIVATE
accessRules: DELETE
interfaceDependentAccessRules TERMINATE
privateKey GENERATE

ASYMMETRIC KEY PAIR
or key import

EXTERNAL
AUTHENTICATE
GENERAL
AUTHENTICATE
INTERNAL
AUTHENTICATE
PSOCoOMPUTEDIGITAL
SIGNATURE

PSODECIPHER
PSOTRANSCIPHER

Public Asymmetric Key
(8.6.4)

lifeCycleStatus

keyldentifier

oid

accesRules:
interfaceDependentAccessRules

ACTIVATE
DEACTIVATE
DELETE
TERMINATE

Public Asymmetric Key
for signature
verification

(8.6.4.2)

Additionally for Public Asymmetric

Additionally for Public

Key:

publicRsaKey: oiar publicElcKey:
oid

Asymmetric Key:

PSOVERIFY
CERTIFICATE,
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Object type Security attributes Operations
CHAT PSOVERIFY DIGITAL
expirationDate: date SIGNATURE
Public Asymmetric Key| Additionally for Public Asymmetric | Additionally for Public
for authentication Key: Asymmetric Key:
(8.6.4.3) publicRsaKey: oidr publicElcKey: | EXTERNAL
oid AUTHENTICATE
CHA (if applicable for the TOE) GENERAL
CHAT AUTHENTICATE
expiraionDate: date INTERNAL
AUTHENTICATE
Public Asymmetric Key| Additionally for Public Asymmetric Additionally for Public
for encryption Key: Asymmetric Key:
(8.6.4.4) publicRsaKey: oid PSOENCIPHER

publicElcKey: oid

Card verifiable certificate | Certificate Profile Identifier (CPI)
(CVQ) Certification Authority Reference
(7.,7.2 (CAR)

Certificate Holder Reference (CHR)
Certificate Holder Autorisation
(CHA (if applicable for he TOEY
CHAT)

Object Identifier (OID)

signature

Tablel8 Subjects, objects, operations and security attriffbeshe references refer {@1])

133 The TOEmustsupport Access control lister

1 lifeCycleStatuy a | Weesatiofdl state(active)d ,Opdratioral state(deactivated) a n d
fiTermination state,

1 security environmentsith valueseldentifierselected for the folder
1 interfaceDependentAccessRulescontactbased communication
134 and may supporiccess control lists for

1 interfaceDependentAccessRulies contactless communication (cfection8 Package
Contactless

1351f the user communicates with the TOE through the coilitaséd interface the security attribute
finterfaced of t he subj ect i skosnetmakt bandathchet 0v a
interfaceDependentAccessRulésr contactbased communication shall applyf the user
communicates with the TOE through the corleasi nt er f ac e t h eintafaceu roift y a
the subj ect ikentakdosdtandthaintetfaceBepandehtAceessRuliEs contackess
communication shall applyt the TOE does not support tkentactleseommunication it behaves
in respect to access control like a TOE definingraérfaceDependentAccessRufiso nt a kt | o s ¢
set toNEVERIn the objectystem.
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136 The user may set tleeldentifiervalue of thesecurity environment®r the folder by means of the
commandMANAGE SECURITY ENVIRONMENT. This may be seen aglectionof a specific set of
access control rules for the folder and the objects irfdhdsr21

137 The TOE access control rule contains
T commandlefined by CLA, 0 or 1 parameter RhdO or 1 parameter P2

1 values of the lifeCycleStatusand interfaceDependentAccessRuiedicating the set of
access control rules to be applied,

1 accessontrol candition defined as Boolean expressieith Boolean operators AND and
OR of Boolean elements of the following typ@s WAYSNEVER PWD(pwldentifie),
AUT(keyReferenge AUT(CHA) (if the RSAbased CVC functionalityaccording to
Option_RSA_CVC in [21]s supprted by the TOE)AUT(CHAT) and secure messaging
conditions (cf. 21], section10.2 for details).

138 Notethat AUT(CHAT) is true if the access right bit necessary for the objectl@dommand is
1 in theeffective accesdghtscalculated abitwiseeAND of all CHAT in the CVC chain verified
successfully bPSOVERIFY DIGITAL SIGNATURE commandexecutions

139The Boolean element ALWAYS providabe Boolean value TRUE. The Boolean element
NEVER provides the Boolean value FALSEhe other Boolean elementprovide the Boolean
value TRUE ifthevalue in the access control list match its corresponding security attribute of the
subject and provides the Boolean value FALSE is they do not match.

140The following table gives an overview of the commands the COS has to impglamd the
related SFR Please note thabmmands or special variants of commands may be required only if
a specificPackage is supported by the TOkhe SFR defined in the main part of the PP are
mandatoryand printed in normal styl&SFRs areprintedin italic if they are specific foa Package
Some commands may be or may be not implemented by the COS as defRBdaimd[therefore
are not addressed by S&R this PP

Operation SFR Section
ACTIVATE FMT_SMF.1 FMT_MSA.1/Life 14.2.1
ACTIVATE RECORD FMT_SMF.1, FMT_MSA.1/SEF 14.4.1
APPENDRECORD FDP_ACC.1/SEFFDP_ACF.1/SEF 14.4.2
CHANGE REFERENCEDATA FIA_UAU.5, FIA USB.1 FMT_SMF.1
FMT_MTD.1/PIN, FMT_MSA.1/PIN 14.6.1
FIA_AFL.1/PIN
CREATE This command is optional and therefore not 1429
addressed irhe SFRs of this PP. -
DEACTIVATE FMT_SMF.1 FMT_MSA.1/PIN 14.2.3
DEACTIVATE RECORD FMT_SMF.1 FMT_MSA.1/SEF 14.4.3
DELETE FIA_USB.1 FDP_ACC.IMF_DF, FDP_ACF.1/ |14 5 4
MF_DF, FDP_ACC.1/EFFDP_ACF.1/EF o

21This approach is used efgr signature creation with eHPC: the signatory selects security environment #1 for
single signature, and security environment #2 for batch signataation requirering additional
authentication of the signature creation application.
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Operation SFR Section
FDP_ACC.1/KEY, FDP_ACF.1/KEY,
FMT_MSA.3 FMT_SMF.1 FMT_MSA.1/Life,
FCS_CKM.4
FIA_USB.1/LC
DELETE RECORD FDP_ACC.1/SEF, FDP_ACF.1/SEF, 14.4.4
FMT_MSA.1/SEF o
DISABLE VERIFICATION FMT_SMF.1 FMT_MSA.1/PIN FIA_AFL.1/PIN, 14.6.2
REQUIREMENT FIA_USB.1 e
ENABLE VERIFICATION FMT_SMF.1 FMT_MSA.1/PIN, FIA_AFL.1/PIN, 14.6.3
REQUIREMENT FIA_USB.1 T
ENVELOPE This command is optional and therefore not 1491
addressed in the SFRs of this PP. "
ERASEBINARY FDP_ACC.1/TEFFDP_ACF.1/TEF 14.3.1
ERASERECORD FDP_ACC.1/SEFFDP_ACF.1/SEF 14.45
FMT_MSA.1/SEF '
EXTERNAL AUTHENTICATE FIA_UAU.4, FIA_UAU.5, FIA_USB.],
FCS_RNG.1FCS_CKM.IAES.SM
FCS_COP.ICOS.ECDSA.V 14.7.1
FCS_COP.1/RSA.CVC.V
FCS_COP.1/CB.AE$CS_COP.1/CB.CMAC
FINGERPRINT FPT_ITE.1 FDP_ACF.1/MF_DF 14.9.2
GENERAL AUTHENTICATE FIA_UAU.4, FIA_UAU.5, FIA_UAU.6,
FIA_API.1, FIA_USB.1, FCS_RNG.1
FCS_COP.ICOS.AESFCS_CKM.YAES.SM2, [14.7.2
FIA_UAU.5/PACEFIA_UAU.6PACE
FIA_USB.1/PACE
GENERATEASYMMETRIC KEY PAIRIFDP_ACC.1/KEY, FDP_ACF.1/KEY,
FMT_MSA.3 FMT_SMF.1, FCS_CKM.1/RSA [14.93
FCS_CKM.1/ELC
GET CHALLENGE FCS_RNG.1 14.94
GETDATA This command is optional and therefore not 1451
addressed in the SFRs of this PP. ~
GETPIN STATUS FMT_SMF.1 FMT_MSA.1/PIN 14.6.4
GET RANDOM FCS_RNG.1/GR 10.4
GET RESPONSE This command is optional and therefou 14,95
addressed in the SFRs of this PP. '
GET SECURITY STATUS KEY FMT_SMF.1 FMT_MSA.1/Auth 14.7.3
INTERNAL AUTHENTICATE FIA_API.1, FCS_CKM.1AES.SM?, 14.7.4
FCS_COP.ICOS.RSA.S o

22|f Package Crypto Box is supported by the TOE
23 |f Package Crypto Box is supported by the TOE
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Operation

SFR

Section

FCS_COP.ICOS.ECDSA.S
FCS_COP.1/RSA.CVC.BCS_COP.1/CB.AES
FCS_COP.1/CB.CM&

LOAD APPLICATION

FDP_ACC.IMF_DF, FDP_ACF.1/MF_DF
FMT_SMF.1 FMT_MSA.1/Life

14.2.5

LisT PuBLIC KEY

FPT_ITE.2FDP_ACC.1/MF_DF,
FDP_ACF.1/MF_DF

14.9.7

MANAGE CHANNEL

FIA_UID.1, FIA_UAU.1, FIA_USB.1/LG
FMT_MSA.3

14.98

MANAGE SECURITY ENVIRONMENT

FIA_USB.1 FDP_ACC.1/KEY,
FDP_ACF.1/KEY, FMT_MSA.3

14.99

MUTUAL AUTHENTICATE

FIA_UAU.4, FIA_UAU.5, FIA_UAU.6,
FIA_APIL.1, FIA_USB.1, FCS_RNG.]1
FCS_CKM.JAES.SM

FCS_COP.XZOSAES, FCS_COP.XLOSCMAC

14.7.1

PSOCOMPUTE CRYPTOGRAPHIC
CHECKSUM?4

FDP_ACC.1/KEY, FDP_ACF.1/KEY,
FIA_API.1/CB FCS_COP.1/CB.CMAC
FIA_UAU.5/PACE, FIA_UAU.6/PACE,
FIA_USB.1/PACE

14.8.1

PSOCOMPUTEDIGITAL
SIGNATURE, WITHOUT
"RECOVERY'

FDP_ACC.1/KEY, FDP_ACF.1/KEY,
FMT_MSA.3 FCS_COP.ICOS.RSA.S
FCS_COP.ICOS.ECDSA.S

14.8.2.1

PSOCOMPUTEDIGITAL
SIGNATURE, WITH "RECOVERY"

FDP_ACC.1/KEY, FDP_ACF.1/KEY,
FMT_MSA.3 FCS_COP.ICOS.ECDSA.S

14.8.2.2

PSODECIPHER

FIA_USB.1LFDP_ACC.1/KEY, FDP_ACF.1/KEY,
FMT_MSA.3 FCS_COP.COS.RSA
FCS_COP.ICOS.ELG
FCS_COP.1/CB.AEFIA_UAU.5/PAE,
FIA_UAU.6/PACE, FIA_USB.1/PACE

14.8.3

PSOENCIPHER

FIA_API.1, FDP_ACC.1/KEY, FDP_ACF.1/KEY,
FMT_MSA.3 FCS_COP.[COS.RSA
FCS_COP.COS.ELG
FCS_COP.1/CB.AE$CS_COP.1/CB.RSA
FCS_COP.1/CB.ELC

14.8.4

PSOHASH, [ISO/IEC 7816 8]

This command is opti@i and therefore not
addressed in the SFRs of this PP.

PSOTRANSCIPHERUSING RSA

FDP_ACC.1/KEY FDP_ACF.1/KEY,
FMT_MSA.3 FCS_COP.ACOS.RSA
FCS_COP.ICOS.ELC

14.8.6.1

PSOTRANSCIPHERUSINGELC

FDP_ACC.1/KEY, FDP_ACF.1/KEY,
FMT_MSA.3 FCS_COP.ACOS.RSA
FCS_COP.ICOS.ELC

14.8.6.3

24if Package Crypto Box is supportbgl the

TOE

Bundesamt fur Steerheit in der Informationstechnik

page52 of 194




Common Criteria Protection Profile Version 2.1, 0 July 2019

Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4
Operation SFR Section
PSOVERIFY CERTIFICATE FMT_SMF.1 FMT_MTD.1/Auth, 14.8.7

FCS_COP.ICOS.ECDSA.VFDP_ACC.1/KEY,
FDP_ACF.1/KEY,
FCS_COP.1/RSA.CVC.V
PSOVERIFY CRYPTOGRAPHIC FDP_ACC.1/KEY, FDP_ACF.1/KEY, 14.8.8
CHECKSUMZ® FIA_USB.1/CBFCS_COP.1/CB.CMC
PSOVERIFY DIGITAL SIGNATURE |[FDP_ACC.1/KEY, FDP_ACF.1/KEY, 14.8.9
FMT_MSA.3 FCS_COP..COS.ECDSA.V
PUT DATA This command is optional and therefore not 1452
addressed in the SFRs of this PP. "~
READ BINARY FDP_ACC.1/TEFFDP_ACF.1/TEF 14.3.2
READ RECORD FDP_ACC.1/SEFFDP_ACF.1/SEF 14.46
RESETRETRY COUNTER FIA_AFL.1/PUC FIA_UAU.5 FMT_SMF.], 14.65
FMT_MTD.1/PIN, FMT_MSA.1/PIN e
SEARCHBINARY This command is optional and therefore not 1433
addressed in the SFRs of this PP. "
SEARCH RECORD FDP_ACC.1/SEFFDP_ACF.1/SEF 14.47
SELECT FIA_USB.1, FDP_ACC.IMF_DF, FDP_ACF.1/ 1426
MF_DF, FDP_ACC.1/EFFDP_ACF.1/EF o
SET LOGICAL EOF FDP_ACC.1/TEF, FDP_ACF.1/TEF, 143.4
FDP_ACF.1/TEF -
TERMINATE FMT_SMF.1 FMT_MSA.1/Life 14.2.9
TERMINATE CARD USAGE FMT_SMF.1 FMT_MSA.1/Life 14.2.7
TERMINATE DF FMT_SMF.1 FMT_MSA.1/Life 14.2.8
UPDATE BINARY FDP_ACC.1/TEFFDP_ACF.1/TEF 14.35
UPDATE RECORD FDP_ACC.1/SEFFDP_ACF.1/SEF 14.48
VERIFY FIA_AFL.1/PIN, FIA_UAU.5, FIA_USB.1, 1466
FMT_SMF.1 FMT_MSA.1/PIN =
WRITE BINARY FDP_ACC.1/TEFFDP_ACF.1/TEF 14.36
WRITE RECORD This command is optional and therefore not 14.49
addressed in the SFRs of this PP. '

Tablel19: Mapping between commands described in COS specificgiijrand theSFRs

141 Application noted: An implementation has to support tata types and thienits for the data
types given in 21] exactly. If an implementation of COS supporélditional values/ typesor
extenddimits it must be guaranteed that S8ecurity Objecive can beunderminedA justification

25if Package Crypto Bois supportedyy the TOE
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for eachadditionaldifferenceand why it does not undermineSacurity Objectivehas to be given
from thedeveloper

142 Application noteb: If an implementation of CO&cceptbjects that do not followlefined rules
it must be guaranteed that ®ecurity Objective can be undermined. A justification for each
accepted objecand why it does not undermineSacurity Objective hasto be given fronthe
developer.

143 Application note6: If an implementation of COS impinents dditional functionality not
described in 21] it must be guaranteed thiétte additional functionality can not undermine any
Security Objective A justification for added additional functionalityand why it does not
undermine ay Security Objective has to & given from the developécf. SAR ADV_ARC.1) If
the additional functionalitymplementsfurther TSF with cryptographicmechanismshe SFR
componentFCS_COP has to bierated corresponding to the new introduced cryptographic
functionality.

6.1.3 Security Functional Requirements for the TOE taken over fromBSI-CC-PP-
0084-2014

144All SFRsfroms ect i on 6.1 0Security FuncBSI-GC#PBRAB4Requi r
2014 are part of this PPOn each SFR of BSI-CC-PR0014-2014 an iteration operations
performal. For the iteration operatipt he s uf f {skort for/ Setu@Rrdegrated Chip
Platform)is added to theespectiveSFR namén BSI-CC-PP-0084-2014.

145The complete list of theSFRs taken over fronBSI-CC-PP-0084-2014 follows. For further
descriptionsdetails, and interpretations refersection 6.1 irBSI-CC-PR0084-2014 [11].

1 FRU_FLT.2/SICP Limited fault tolerance

i FPT_FLS.1/SICP Failure with preservation of secure state
1 FMT_LIM.1/SICP. Limited capabilities

1 FMT_LIM.2/SICP. Limited availahlities

1 FAU_SAS.1/SICP Audit storage

1 FDP_SDC.1/SICP:Stored data confidentiality

1 FDP_SDI.2/SICP: Stored data integrity monitoring and action
1 FPT_PHP.3/SICP Resistance to physical attack

1 FDP_ITT.1/SICP Basic internal transfer protection

1 FPT_ITT.1/SICP Basic intenal TSF data transfer protection
i FDP_IFC.1/SICP Subset information flow control

1 FCS_RNG.1/SICPRandom number generation

146 Table20 maps the SFR name inglpresenPP to the SFR name BSI-CC-PRP-0084-2014[11].
This approach allows an easy and unambiguous identification which SFR was taken over from the
BSI-CC-PR-0084-2014 into thisProtectionProfile and which SFR is defined newly ingtipresent
PP.
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SFR name SFR name in [L]] Reference to paragraph in 11]
FRU_FLT.2/SICP FRU_FLT.2 151
FPT_FLS.1/SICP FPT_FLS.1 152
FMT_LIM.1/SICP FMT_LIM.1 161
FMT_LIM.2/SICP FMT_LIM.2 162
FAU_SAS.1/SICP FAU_SAS.1 163
FDP_SDC.1/SICP FDP_SDC.1 168
FDP_SDI.2/SICP FDP_SDI.2 169
FPT_PHP.3/SICP FPT_PHP.3 170
FDP_ITT.1/SICP FDP_ITT.1 173
FPT_ITT.1/SICP FPT_ITT.1 174
FDP_IFC.1/SICP FDP_IFC.1 175
FCS_RNG.1/SICP FCS_RNG.1 178

Table20: Mapping between SFR names in this PP and SFR narB&d-@C-PR0084-2014 [11]

147 In some caseSecurity FunctionalRequiremerghave been added or refinedBSI-CC-PR0084
2014[11]. In view of refinements specified for Security Assurance Requiremefatisto section
6.2

1481f the SecuritylC Platformmakes use of an optional Package in-B&HPP-00842014 [11] and
if such Packag is relevant for the present TOE the ST author shall appropriatelsporatethe
respective SFRs of that Package in the ST and adapt the related ratimhdkpendency analysis
accordingly.

6.1.4 General Protection of UserData and TSFData

149The TOE shall me t t he r Supsei reselumkeimfdrmation protectifDP_RIP.) 6 a s
specified below.

FDP_RIP.1 Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_RIP.1.1 The TSF shall ensure that amgpious information content of a resourt

is made unavailable upon the [selectialtocation of the resource to,
deallocation of the resource frgrthe following objectspassword
objecs, secretryptographic keyrivate cryptographic keys, session
keys, [assignmentother dataobject$26.

26 [assignmentlist of object}
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150 Application note7: The authorof the Security Target may want to use iterationsP_RIP.1in
order to distinguish between data, which must be deleted already upon deallocation and those
which can be deleted upofiogation. It is recommendedo deletesecret/private cryptographic
keys and alpasswordsipon deallocatiorF-or secretyserData deletion upon allocation should be
sufficient (depending on the resistance of the concrete TOE against physical attackghaiot
the COS specificationallows management of applications during operational use. Therefore it is
theoretically possible that a newly creatdglectuses memory areas, which belonged to another
object before. Therefore th&€€OS must ensure that contenbf the deleted objectsare not
accessible by readingthe neljiect The open assign operation may

151The TOE shal/l meet the requirement AStored da
as specified below.

FDP_SDI.2 Stored data integritgnonitoring and action

Hierarchical to: FDP_SDI.1 Stored data integrity monitoring

Dependencies: No dependencies.

FDP_SDI.2.1 The TSF shall monitor user data stored in containers controlled by tl

TSF for [assignmentintegrity errorg on all objects, Ased on the
following attributes:

(1) key objects,

(2) PIN objects,
(3) affectedObjectiagTransactionMode=TRBE,

(4) [assignmentotheruser data attributgg’.

FDP_SDI.22 Upon detection of a data integrity error, the TSF shall [assighment:
action to be takdn

152The TOEs h a |l | me et tFhilare with gresérvateomaf seture BtéE€T _FLS.) 0 a s
specified below.

FPT_FLS.1 Failure with preservation of secure state

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT _FLS.1.1 The TSF shall pierve a secure state when the following types of

failures occur:

(1) exposure to operating conditions where therefore a malfunct
could occuy

(2) failure detected by TSF accordingRBT_TST. %5,

153The TOE shall meFeT_EMSH(EPTrEMS.3 d r eafiedddow CCPart 2
extended).

27 [assignmentuser data attributgs
28 [assignmentlist of types of failures in the THF
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FPT_EMS.1

Hierarchical to:
Dependencies:

FPT_EMS.1.1

FPT_EMS.1.2

Emanation of TSF and User data
No other components.
No dependencies.

The TOE shall not emit [assignmetytpes of emissioh excess of
[assignmentspecified linits] enabling access the following TSF data

(1) Regular password

(2) Multi-Reference passward
(3) PUC

(4) Session keys

(5) Symmetric authentication key

(6) Private authentication key

(7) [assignmentlist of additionaltypes of TSF daje®

andthe following user data

(1) Private asymmetridkeys

(2) Symmetric keys

(3) [assignmenttist of additionaltypes of user dajél.

The TSF shall ensuny uset! are unable to use the following interfa
circuit interfaced? to gain access tine following TSF data

(1) Regular password

(2) Multi-Referencgpassword
(3) PUC,

(4) Session keys
(5) Symmetric authentication key

(6) Private authentication key

(7) [assignmenttist of additionaltypes of TSF daj&?

andthe following user data

(1) Privateasymmetrikeys

(2) Symmetric keys

(3) [assignmenttist of additionaltypes of user dajét.

29 [assignmentlist of types of TSF dafa
30 assignmenttist of types of user dafa

31assignmenttype ofusers

32[assignmenttype of connectidn

33 [assignmentlist of types of TSF dafa

34 [assignmentlist of types of user daka
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154The TOE shall me Ipter-TSF basic TSE dataiconsisteg@gPT_TDIC.) 0 as
specified below.
FPT_TDC.1 Inter-TSF basic TSF data consistency
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_TDC1.1 The TSF shall provide the capability to consistently intergeet

Verifiable Certificate (CVC¥ when shared between the TSF and
another trusted IT product.

FPT_TDC.1.2 The TSF shall usg1], section7.1fi C-Certificates for RSA keys (if
the RSAbased CVJunctionalityaccording to Option RSA_CVC in
[21] is supported by the TOHP], section7.2i Certificates for
ELC key$?6 when interpreting the TSF data from another trusted IT

product.
155The TOE shall m eEgport of TTOE impleraeqtatiorr fiegarprinfEFPTATE.) 0 a s
specified below.

FPT ITE.1 Export of TOE implementatioringerprint

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_ITE1.1 The TOE shalexportfingerprint of TOE implementatiomiven the
following conditionsexecution of the commarfeINGERPRINT[21]37.

FPT_ITE.1.2 The TSF shall uspselection:SHA256 based fingerprint of tiEOE

implementationSHA384 based fingerprint of tiEOE implementatign
SHAS512 based fingerprint of tiEOE implemetation CMAC based
fingerprint of theTOE implementationsing [selection: AES28, AES
192, AES256] with cryptographic key size [selection: 1128 192bit,
256 bit] that meet the following standafselection:FIPS180-4[37],
NIST SP80B8B [36]] ]38 for theexporteddata

156 Application note8: The commandFINGERPRINT calculates a hash value or CMAC based
fingerprint over the complete executable code actually implemditdedde TOEincluding
related configuration dataThe TOE implementation includethe IC Dedicated Support
Software, the Card Operating Systeapplication specific code loaded on tmart cardoy the
command LoAD CODE or any other meanas well as all TOE implementation related
configuration dataThe hashfunction or the CMAC respectivg} based calculation usehe
prefix sert in the command-INGERPRINTf o r Aifresho fingerprints o
(including related configuration data)e. no precomputed values over fixed parts of Td
implementationonly. For more details on éhintention of the export of TOE implementation
fingerprints refer to section 5.3.

35 [assignmenttist of TSF data typés

36 [assignmenttist of interpretation rules to be applied by the TSF
37 [assignmentcondtions for exporit

38 [assignmentlist of generation rules to be applied by TSF
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157The TOE shall m eErpbrt of TISE datéFPT ITE.) é mast sPpeci fied b
FPT ITE.2 Export of TSFdata
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_ITE21 The TOE shall export

(1) all publicauthentication refencedata

(2) all security attributesf the object systermndfor all objects of
the object systerfor all command,

(3) [assignmentlist of all TOE specific security attributes ho
described in COS specificatio@q]]3°

given the following conditions

(1) no export of secret data,

(2) no export of private keys,

(3) no export of secure messaging keys,

(4) no export of passwords and P3C

FPT_ITE.22 The TSF shall use [assignmeligt of encoding ules to be applied by
TSH for the exported data.

158 Application note9: The public TSFData addresseds TSFDatain bullet (1) in the element
FPT _ITE.2.1 cover at least all root public key and other public keys used as authentication
reference datapersitent stored in the object systen(cf. applicationPublicKeyListand
persistentCach¢ and exported by commandsT PuBLIC KEY (cf. [21], persistentPublicKeyList
in [21] and[27], applicationPublicKeyListand persistentCachén [21]). The bullet (2) in the
element FPT_ITE.2.1 coverall security attributesf the object system (cf21], (N019.900)

[27], objectlo ¢ a t o)anddf &l®lgects of object types listed Table18 andall TOE specific
security attributeand parameter@xcept secretsyhe COS specificationZ1] identifiesoptional
functionalitythe TOEmay supportThe TOE (as COS, wrappéranslation table (if applicable),
and guidance documentation) must support the user ta@firabjects and to gort all security
attributes of these objects. Notieat while MF, DF and EF are hierarchically structured the
Application and Application Dedicated File are directly referenced which may require special
methods to find all objects in the object systevote that the listOfApplication as security
attribute of the objecsysem contains at leasbtne applicationldentifierof eachApplication or
Application Dedicated Filécf. [27]). The exported datshall be encoded kiewrapper to allow
interpretation othe TSFData.The encoding rules shall meet the requirements of the Technical
Guideline BSI TR-03143[20] describing theverification tool used for examination of the object
system against the specification of the object system.

159 The TOE shall meet the reiqu e MESR testiff FPT _TST.) 06 as speci fied belo

FPT_TST.1 TSFtesting
Hierarchical to: No other components.

39 [assignmentlist of types of TSF dafa
40 Tassignmentconditions for expott
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Dependencies: No dependencies.

FPT TST1.1 The TSF shall run a suite of self tedtging initial startup*! to
demonsrate the correct opation ofthe TSP2

FPT_TST1.2 The TSF shall provide authorised users with the capability to verify t
integrity of TSF daté3.

FPT TST.1.3 The TSF shall provide authorised users with the capability to verify t
integrity of TSF*.

6.1.5 Authentication

160The TCE s hal | meet the requirement AVerification
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_SOS.1.1 The TSF shall provide a mechanism to verify $etetsprovided by

the user for password objectameetthe quality metric:lengthnot lower
thanminimumLengtland not greater thanaximumLengti?.

161The TOE shall me Authentichtien faillweghandiingFmeAlrit.1/PIN) 6 as
specified below.

FIA_AFL.1/PIN Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1./PIN  The TSF shall detect whem-administratoconfigurable positive intege
within 1 to 136 unsuccessful authéoation attempts occur related to
consecutive failed human user authenticatosrthe PINvia VERIFY,
ENABLE VERIFICATION REQUIREMENT, DISABLE VERIFICATION
REQUIREMENT or CHANGE REFERENCEDATA command’.

FIA_AFL.1.2/PIN  When the defined number of unsussfil authentication attempts has
beenmet*8, the TSF shalblock the passwordor authentication until
successful unblocksing comman@RESETRETRY COUNTER

41[selection:during initial startup, periodically during normal operation, at the requesthef authorised user,
at the conditions [assignment: conditions under which self test should pccur]

42[selectionassignment: parts of TSF], the TBF
43[selectionassignment: parts of TSF data], TSF data
44[selectionassignment: parts of TSF], T$F

45 [assignmenta defined quality metrc

46 [assignmentpositive integer number], an administrator configurable positive integer within [assignment:
range of acceptable valuigs

47 [assignmenttist of authentication everits
48 [selection:met, surpassgd

Bundesamt fur Skeerheit in der Informationstechnik page60 of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

(1DP1=60006 with presentiriiudblodkingcodePUC of this
password object,

(2)P1=60206 withouPpteseatidd@uablocking code PUC (
this password objett

162 Application notel0: The componenElA_AFL.1/PIN addresses the human user autfcation by
means of gasswordThe configurable positive integer of unsuccessful authentication attempts is
defined in the password objsdif the object system Consecuti ve failed autt
are counted separately for each PIN and interrupted by successful authentication attempt for this
PIN, i.e. the PIN object hasratryCounterwich is initially set tostartRetryCounterdecremented
by each failed authentication attempt and resstdadRetryCounteby successful authentication
with the PIN or be successful execution of the comnReEgETRETRY COUNTER The command
RESET RETRY COUNTER (CLA,INS,P1=(00,2C,02) and (CLA,INS,P1)=(00,2C,03) unblock the
PIN without presenting unblocking code PUCtbis password objectn order to prevent bypass
of the human user authentication defined by the PIN or PUC the object system shall define access
control tothis command as required by the security needs of the specific application context, cf.
OE.RespObjS.

163 The TOE shal/l me Authentictitien failueeghandim@-ieARLL1/PBC 0 as
specified below.

FIA_AFL.1/PUC  Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1/RUC The TSF shall detect whem-administratoconfigurable positive intege
within 1 to 150 unsueccessfil authentication attempts occur related tc
usage of passwordinblocking codeising theRESETRETRY COUNTER
comman§2,

FIA_AFL.1.2/RUC When the defined number ahsuccesstaf authentication attempts has
beenmef?, the TSF shallassignmenttist of actions, which at least
includes: block th@asswordunblocking cod¥>.

164 Application notell: The componenEIA_ AFL.1/PUC addresses the human user authentication
by means of #2UC. The configurable positive integer of usage of password unblocking code is
defined in the password objects of the object system.

49[assignmentlist of action$

50 [assignmentpositive integer number], an administrator configurable positive integer within [assignment:
range of acceptable valugs

51 Refinement: not only unsuccessful but all attempts shall be counteil bleveously thisrefinement is valid,
because the original requirement is still fulfilled.

52 [assignmentlist of authentication everjts

53 Refinement: not only unsuccessful but all attempts shall be counted dleveously this refinement is valid,
because the originabquirement is still fulfilled.

54 [selection:met, surpasséd
55 [assignmentlist of action$

Bundesamt fir Skeerheit in der Informationstechnik page6lof 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

165 Application notel2 The commandRESETRETRY COUNTER can be used to changgasswordr
reset aretry counter In certain cases, for example fdigital signatureapplications the usage of
the commandRESET RETRY COUNTER must be restrictetb the ability toreset a retry counter
only.

166The TOE shall m dJeer attribbteedefiitogFlAI ATE.Thedn tasi speci fi ed

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shalmaintain the following list of security attributes
belonging to individual users

(1) for Human User: authentication state gained

a. with passwordpwdlidentifierin globalPasswordLisand
pwdldentifierin dfSpecificPasswordList

b. with Multi-Referencepasswordpwidentifierin
globalPasswordLisandpwldentifierin
dfSpecificPasswordList

(2) for Device: authentication stat@ined

a. ifthe RSAbased CVQdunctionalityaccording to
Option_RSA CVC in [21]s supported by the TOBy
CVC with CHA in globalSecurityListf CVC is stored in
MF anddfSpecificSecurityList CVCis stored in a DF,

b. by CVCwith CHAT in bitSecurityList
c. with symmetric authentication kelyeydentityof the key,

d. with secure messaging keyeyldentityof the key used for
establishing the session kéy

167The TOE shall me dimingtoh authenticatiom FIA BAelnd ds speci f
below.

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_ UAU.1.1 The TSF shall allow

(1) reading the ATR

(2) [selection:GET CHALLENGE MANAGECHANNEL MANAGE
SECURITYENVIRONMENT SELECT],

(3) commands with access control rule ALWAYS for the currer
life cycle status and depending on the interface,

(4) [assignmentlist of additional TSF mediated acticip’

56 [assignmentlist of security attributgs
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on behalfof the user to be performed before the user is authenticat

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated t
allowing any other TSHnediated actions on behalf of that user.

168 Application note13: ATR meansCold ATR and Warm ATR (cf. COS specificatio21],
(N019.900)b). The TOE may or may not define TOE specific access control rules for the
commandsGET CHALLENGE, MANAGE CHANNEL, MANAGE SECURITY ENVIRONMENT and
SELECT, cf. COS specification2l], (N022.810) If the TOE does not define accessntrol
limitation for a command #n the TOE shall allow the access for anybody (ALWAYS) and the
ST author shall list the command in the element FIA_UAU.1.1

169The TOE shall m e QingleusehaathemtieatiomechaaismgFIA UAW.4) 0 as
specified below.
FIA_UAU.4 Singleuse authentication mechanisms
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.4.1 The TSF shall prevent reuse of authentication data related to

(1) external devicewhentication by means of executing the
commandEXTERNAL AUTHENTICATE with symmetric or
asymmetric key,

(2) external device authentication by means of executing the
commandVIUTUAL AUTHENTICATE with symmetric or
asymmetric key

(3) external device authenticatioy lneans of executing the
commandGENERAL AUTHENTICATE with symmetric or
asymmetric key

(4) [assignmentadditionalidentified authentication

mechanism($38.

170The TOE shall me Bldltiple adutbenticadong mechamisng i tUALRS) 0 a s
specified belw.
FIA_UAU.5 Multiple authentication mechanisms
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.5.1 The TSF shall provide

(1) the execution of th¥ERIFY command

(2) the execution of thEHANGE REFERENCEDATA command

(3) the executio of theRESETRETRY COUNTER cOmMmand,

(4) the execution of thEXTERNAL AUTHENTICATE command

57 [assignmenttist of TSF mediated actiohs
58 [assignmentidentified authentication mechanisni(s)
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(5) the execution of th®1UTUAL AUTHENTICATE command

(6) the execution of th&EENERAL AUTHENTICATE command

(7) a £cure messaging channel
(8) a trusted chann@l
to support userwthentication.

FIA_UAU.5.2 TheTSF shall authenticate any user's claimed identity accorditiwet
following rules:
(1) passwordased authenticatishall be useébr authenticating

ahuman useby means othecommands/ERIFY, CHANGE
REFERENCEDATA andRESET RETRY COUNTER,

(2) keybased authenticatianechanismshall be usedbr
authenticatingf devicesby means othe commands
EXTERNAL AUTHENTICATE, MUTUAL AUTHENTICATE and
GENERAL AUTHENTICATE,

(3) [assighmentadditionalrules describing how the multiple
authenication mechanisms provide authenticatf®n

171The TOE shall m eRe-duthdnticaindFla ¢AU.6) é mast sfiwci fi ed b
FIA_UAU.6 Reauthenticating
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.6.1 The TSF shihre-authenticate thaesersender of a messadéunder the
conditions

(1) each command sent to the TOE aéistablishing the secure
messaging bguccessful authenticatiafterexecution of the
INTERNAL AUTHENTICATE andEXTERNAL AUTHENTICATE, Or
MUTUAL AUTHENTICATE or GENERAL AUTHENTICATE
commandshall be verified as being sent by the authenticat:
devicé?,

172 Application noteld: The entities establishing a secure messaging chaagpéctive a trusted
channelauthentiate each other and agree symmetric ses&ieys The sender of a command
authenticates its message WYAC calculation for the commandcfi PSO ComPUTE
CRYPTOGRAPHICCHECKSUM using SK4TGC cf. section7 Package Crypt@ox) and the receiver
of the commands verifies the authentication by MAC vetfan of commands (using SK4SM).
The receiver of the commands authenticatemessage by MAC calculatignsing SK4SM) and
the sender of a command verifies the authentication by MAC verification of respohdeSQ
VERIFY CRYPTOGRAPHICCHECKSUM using K4TC). If secure messaging is used with encryption
the reauthentication includes thencryptedpaddingin the plaintext as authentication attempt of

59 [assignmenttist of multiple authentication mechanisms

60 [assignmentrules describing how the multiple authentication mechanisms provide authenfjcation
61 Refinement identifying the concrete user

62 [assignmenttist of conditions under which rauthentication is requirg
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the message sendgf. PSOENCIPHERfor commandsand the reiever(cf. secure messaging for
responsgsand verification of the correct padding as authentication verification by the message
receiver (cf. secure messaging for received commands BES® DECIPHER for received
responses)lhe specificatn [21] statesn section 13.2 item (N031.600) This reauthentication

is controlled by the external entity (e.g. the connector in the eHealth environtheot)Secure
Messaging is indicated in the CLA byte (see [ISO78]6 Clause 5.1.1) and
SessionkeyContext.flagSessionEnabled has the value SK4SM, then thy stéatus of the key
that was involvd in the negotiation of the s#en keys MUST be deleted by meaok
cleaiSessionKeys . . Furtherndordtem (N031.700stateghatthe security status of the key that
was involved in the negotiation of the sessioayk MUST be deleted by means of
clearSessionKeys.) if the check of thecommandCMAC (cf. FCS_COP.1/COS.CMAalils.

The TOE does not execute any command with incorrect message authenticatiorhec@i®E
checks each command by secure messaging inmrhgnauthenticate mode based aMAC,
whether it was sent by the successfully authenticad@amunication partneiThe TOE does not
execute any command with incorre®lAC. Therefore, the TOE rauthenticates the
communication partnetonnected, if a $®ire messaging error occurred, and accepts only those
commands received from the initialtpmmunication partner

173 The TOE shall m €Tiening of iteatificatieongFIAI UIelnéna sfispeci fi ed
FIA_UID.1 Timing of identification
Hierarchicalto: No other components.
Dependencies: No dependencies.
FIA_UID.1.1 The TSF shall allow

(1) reading the ATR

(2) [selection GET CHALLENGE MANAGECHANNEL, MANAGE
SECURITYENVIRONMENT SELECT],

(3) commands with access control rule ALWAYS for the curreni
life cycle status and depending on the interface

(4) [assignment: list of TSF mediated actiofis]

on behalf of the user to be performed before the usdeigified

FIA_UID.1.2 The TSF shall require each user to be successfully identified before
allowing any otheif SFmediated actions on behalf of that user.

174 Application notel5: The TOE may or may not defifBOE specificaccess control rules for the
commandsGET CHALLENGE, MANAGE CHANNEL, MANAGE SECURITY ENVIRONMENT and
SELECT, cf. COS specification2l], (N022.810Q. If the TOE does not define accessntrol
limitation for these commandséh the TOE shall allow the access for anybody (ALWAS)
the ST author shall list the commaindhe element FIA_UID.1.1

175The TOE shall m eAethenticatiom Probefddentity (EImAR.1) 0 as speci f
below (Common Criteria Part 2 extended (see seétibn
FIA_API.1 Authentication Proof of Identity
Hierarchical to: No other components.

63 [assignmentlist of TSF mediated actiohs
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Dependencies: No dependencies.
FIA_API.1.1 The TSF shall provide

(1) INTERNAL AUTHENTICATE,

(2) MUTUAL AUTHENTICATE,

(3) GENERAL AUTHENTICATE®

to prove the identity of th€SF itself®to an external entity

176The TOE shall meecurityrole¢FMT EMRID ¢ eane dbetodic i f i e
FMT_SMR.1 Security roles
Hierarchical to: No other components
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles
(1) World as unauthenticated user without authentication refere
data
(2) HumanUser authenticated passwordn the role defined for
this passwed,

(3) Human User authenticated by PUC as holder of the
correspondingassword

(4) Deviceauthenticated by means of symmetric key in the role
defined for this key,

(5) Device authenticated by means of asymmetric key in the rgo
definedby the Certificate HoldeAuthorisationin the CVG

(6) [assignmentadditional authorised identified rol§$.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

177 Application notel6: The ProtectionProfile BSI-CC-PP-0084-2014 does not explicitly define role
because roles ailinked to life cycle of the chip not addressed by SFR. ToereéhepresentPP
defines the roléi Wo r | d 0 r &l paetsyofithet TOE (e.g. physical protection) and roles for
COS related SFRThe ST may add developer specific roles, e. g. for D&#& export according
to FPT_ITE.1.

178 Application notel7: Human uses authenticate themselves ldentifying the password or Mutti
reference password and providing authentication verification data to be matcheds¢creteof
the passwordobjector PUCdepanding on the command usethe role gained by authsation
with a passwordis defined in the security attributes of thbjects and related to identified
commandsThe authorgation status is valid for the same level and in the level below in the file
hierarchy as theasswordobject is stored. The role gained by authentication with a symmetric
key is definedin the security attributes of the objects and related to identified commands. The

64 [assignmentauthentication mechanigm
65 [assignmentobject authorised user or rulg
66 [assignmentobject,authorised identified rolgs
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assignmeniay assign additional role like the role defined fohautication by means &fACE
protocol(if PACE is supported by the TOB)r finoneod.

179The TOE shall m dJsersubjett bindind-ldh LWJUSB. 2 lmeats Bpeci fied |
FIA_USB.1 Usersubject binding
Hierarchical to: No other components
Dependencig FIA_ATD.1 User attribute definition
FIA_ USB.1.1 The TSF shall associate the following user security attributes with

subjects acting on the behalf of that user:

(1) for Human User authenticated witasswordpwldentifierand
AuthenticationContextglobalPasswordLisand
dfSpecificPasswordList

(2) for Human User authenticated with PUswidentifierof
correspondingassword

(3) for Devicethe Role authenticatdsy RSA-basedCVC, if the
RSA-based CVQunctionalityaccording to Option RSA CVC
in [21] is supportedby the TOE: the Certificate Holder
Authorisation(CHA) in the CVG

(4) for Device the Role authenticated BECGbased CVCthe
Certificate Holder Authorisatiomemplate(CHAT),

(5) for Device the Role authenticated by symmetric key:
keyidentifierand Authenticatin Context’.

FIA_USB.1.2 The TSF shall enforce the followimgles on the initial association of
user security attributes with subjects acting on the behalf of users:

(1) If the logical channel is reset iye commandVIANAGE
CHANNEL( I NS, P1, P2)&)J ot7Tbé,6Aa0DDI
state is set t o glébalPasswadlisth e r
dfSpecificPasswordListilobalSecurityList
dfSpecificSecurityLisindkeyReferencelistre empty,
SessionkeyContext.flagSessionEnate8K).

(2) If the commandELECT is executed and theewFileis a folder
the initial authentication state of the selected foidkerits the
authentication state of the folder above up theffoot

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the
securiy attributes associated with subjects acting on the behalf of u

(1) The authentication state is changedidathenticatetHuman
Use for the specific context when tikuman Usehas
successfullyauthenticated via one of the followipgocedures

a. VERIFY command using the context speciii@ssword
or the context specifidulti-Reference passward

b. If the security attributflagEnabledof passwordbject

67 [assignmentlist of user security attributgs
68 [assignmentrules for the initial association of attribufles
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is set toFALSEthe authentication state for this specifi
password is changed steo 0

c. If the security attributflagEnabledof Multi-Reference
password object is set FALSEthe authentication stat:
for this specific MultiReference password is changec
to Aauthenticated Human

(2)The authentication s eddeveai <
for the specifiauthenticatiortontext whera Devicehas
successfully authenticated via one of the following procedur

a. EXTERNAL AUTHENTICATE with symmetric or public
keys

b. MUTUAL AUTHENTICATE with symmetric or public
keys

c. GENERAL AUTHENTICATE with mutual ELC
authentication and

d. GENERAL AUTHENTICATE for asynchronousecure
messaging

(3) The effective access rights gained by ECC based CVC: the
CHAT are the intersection of the access rights encoded in tt
CHAT of the CVC chain used as authenticatreference data
of the Device.

(4) All authentication contexts are lost and the authentication st
is set tofinot authenticatedfor all contextsf the TOE isreset

(5) If a DELETE command is executed fompasswordbjector
symmetric authentication kekie entity is authenticated for the
authentication statieas to beset tofinot authenticated If a
DELETE command is executed for a folder éaithentication
states gained by password objéentthe deleted folder shall be
s et taodgtherticated a n all entids JnkeyReferencelist
andallPublicKeyListrelated to the deleted folder shall be
removed.

(6) If an authentication attempt using one of the following
commands failed the authentication state for the specific doi
has t o b authentidh e tdERTERNAL AUTHENTICATE,
MUTUAL AUTHENTICATE, MANAGE SECURITY ENVIRONMENT
(variant with restore)

(7) If a context change by using tBELECT command is performec
the authentication state for all objeofshe old authentication
contextnot belonging tohie new contexbf the performed
SELECTcommanchast o b e saeutt hteon.tiincoatt

(8) If failure of secure messagqir{got indicated irCLA-byte, or
erroneousVMAC, or erroneous cryptograns detected the
authentication statof the device in the current dexthas to be
s et taa tihreoti.e. thademehbiglobalSecuritylist
respective irdfSpecificSecurityLisindthe used SK4SM are

deleted)
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(9) [assignmentfurther rules for the changing of attribuié%

180 Application notel8: Notethatthe securi attributesof the user are defined by the authentication
reference data. The user may chose security attrilofitdee subjectsnterfacein the power on
sessiorandseldentifierby execution otthe commandMANAGE SECURITY ENVIRONMENT for the
current diectory. The initial authentication state is set whte command SELECT is executed
and thenewFileis a folder (cf. [21], clause (NO76.100) and (N048.200)).

6.1.6 Access Control

181 Application notel9: This section defines SFR for access control on B=ga in tke object
system The SFRFDP_ACF.1/MF_DF FDP_ACF.1/EF FDP_ACF.1/TEF FDP_ACF.1/SEF
and FDP_ACF.1/KEY describethe security attributes of the subject gaining access to these
objects The COSspecification 1] describes the attributes of logical chann@ks. subjects in
CC terminology) which isvalid for the core of COSincluding all Packages The
globalSecurityListand dfSpecificSecurityListontain allkeyldentifierused for successful device
authentications, i.e. the list may be empty, may conti@HA (if the RSAbased CVC
functionalityaccording to Option_RSA CVC in [2]d supported by the TOEa key identifier of
a symmetric authentication key GAN (in form of thekeyldenifier of the derived key) usedith
PACEif PACE is supported by the TOBecause of this common structure there is no need for
separate SFi Package Contactless.

182The TOE shalll m eSeiliset actess contddtpR IACGRIME DF) 0 as speci f
below.

FDP_ACC.UYMF_DF Subset access control

Hierarchical to: No other conponents.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/ The TSF shall enforce treecess control ME_DF SFRon
MF_DF (1) the subjectlogical channebind to uses

a. World

b. Human User,

c. Device

d. Human User and Device,

e. [assignmentlist of further subjectl

(2) the objects
a. all executable code implemented by the TOE,
b. MF,

c. Application,

d. Dedicatedile

69 [assignmentrules for the changing of attributes
70 [assignmentaccess control SAP
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e.

f.

g.

Version 2.1, 0 July 2019

Application DedicatedFile,

persistent stored public keys

[assignmentlist of further object$,

(3) the operation bthe followingcommandg

a.

-~ ® o o

commandSELECT,

create objects with commanheAD APPLICATION with and
without command chaining,

delete objects with commamELETE,

read firgerprint with commandFINGERPRINT,

commandLIST PUBLIC KEY,

[assignmentall otheroperations applicable to MF and

DFI:

183 Application note20: Note thatthe command#CTIVATE, DEACTIVATE and TERMINATE DF for
current file applicable to MF, DF, Application and Applicati@edicatedFile manage the
security life cycle attributes. Theretmaccess control to these commanare described by

FMT_MSA.1/Life. T h e

object Anal | executable <code

i mpl

Dedicated Support Software, the Card Operating System and application specific code loaded on
the smart cardoy commandLoAD CODE or any other meangncluding related configuration

data)

184The TOE

MF_DF) 6 as

FDP_ACF.1/
MF_DF

Hierarchical to:

Dependecies:

FDP_ACF.1.1/
MF_DF

shall

me &ecurity attebute leaged iaacessnemDP_ACF.1/

specified bel ow.

Security attribute based access control

No other components.
FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

The TSF shall enforce thaecess contrdiF_DF SFP2to objects base(
on the following

(1) the subjedtlogical channelwith security attribute

a.

-~ ® o o0 O

interface
globalPasswordList,

globalSecurityList,

dfSpecificPasswordList

dfSpecificSecurityList
bitSecurityL ist,

1 [assignmenttist of subjects, objects, and operations among subjects and objects covered by]the SFP

72 [assignmentaccess control SFP
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g. SessionkeyContext,

h. [assignmentfurther subijects listed in
FDP ACC.1.1/MF DHRwith their security attributds

(2) the objects
a. all executable code implementiedthe TOE,

b. MF with security attributeBfeCycleStatusseldentifierand
interfaceDependentAccessRules,

c. DF with security attributefeCycleStatusseldentifierand
interfaceDependentAccessRules,

d. Application with security attributdgeCycleStatus
seldentifierandinterfaceDependentAccessRuyles

e. ApplicationDedicatedFile with security attributes
lifeCycleStatusseldentifierand
interfaceDependentAccessRuyles

f. persistent stored public keys,

g. [assignmenttist of further objects listed in
FDP_ACC.1.1/MF_[B with their security attributgg3.

FDP_ACF.1.2/ The TSF shall enforce the following rules to determine if an operatit
MF_DF among controlled subjects andntrolled objects is allowed:

(1) SELECTIs [selection:ALWAY Sallowed [assignmentsupported
acceszontrol rules].

(2) GET CHALLENGE is [selectionALWAYS allowedassignment
supported access control rulgs]

(3) A subject is allowed to create new objects (user data or TSF
data) in the current folddF if the security attributemterface,
globalPasswordlst, globalSecurityLishndSessionkeyContext
of the subjecmeet the access rulés the command. OAD
APPLICATION of the MF dependent difeCycleStatus,
seldentifierandinterfaceDependentAccessRules

(4) A subject is allowed to create new objects (user diafeSF
data) in the current foldekpplication, DedicatedFile or
Application DedicatedFile if the security attributemterface,
globalPasswordList, globalSecurityList,
dfSpecificPasswordListifSpecificSecurityLisind
SessionkeyContegf the subjecineet the access rulgs the
command_OAD APPLICATION of this objectdependent on
lifeCycleStatusseldentifierand
interfaceDependentAccessRules

(5) A subject is allowed t®ELETE objects in the current foldéiF
if the security attributemterface,globalPasswordList,
globalSecurityLisandSessionkeyConteaf the subjectmeet
the access ruldger the commandDELETE of the MF dependent

73 [assignmentlist of subjects and objects controlled under the indicated SFP, and for each, thelS#ht
security attributes, or named groups of SfeRevant security attributégs
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onlifeCycleStatusseldentifierand
interfaceDependentAccessRules

(6) A subiject is allowedo DELETE objects in the current
Application, Dedicatedfile or Application Dedicatedile if the
security attributesterface,globalPasswordList,
globalSecurityListdfSpecificPasswordList
dfSpecificSecurityLisindSessionkeyConteaf the subject
meet the access rulfes the commad DELETE of this object
dependent olifeCycleStatusseldentifierand
interfaceDependentAccessRules

(7) A subject is allowed toead fingerprinbccording to FPT_ITE.1
if it is allowed toexecutehe commandFINGERPRINTIN the
currentFolder

(8) All subjecs are allowed to execute commanhdsT PUBLIC KEY
to exportall persistenstored public keys

(9) [assignmentfurther list of subjects, objects, and operations
among subjects and objects covered by the] 8FP

FDP_ACF.1.3/ The TSF shall explicitly authorisgccess of subjects to objects based
MF_DF the following additional rulesaon€e.

FDP_ACF.1.4/ The TSF shall explicitly deny access of subjects to objects based o
MF_DF following additional rulesfassignmentrules, based on security

attributes, that gplicitly deny access of subjects to objgcts

185 Application note21: The object system defines sets of access control rules depending on the life
cycle status security environmentand the used interface (i.e. conthased or contactless
interface). The curity environment may be chosen for the current folder by meariseof
commandMANAGE SECURITY ENVIRONMENT. The commandSELECT is therefore pra&equisite
for many other command3he access control rule defines for each commaiith is defined
by CLA, INS, P1 and P2 and acceptable ttoe type ofthe object the necessary security state,
which is reached by successful authentication of human user and devices, to allow the access to
the selected objediotethatthe commandFINGERPRINTprocessesthe daha representing the TOE
implementation likdJserData (i.e. hash value calculation, no execution or interpretation as code)
and isdeveloper specificTherefore the STauthorshall describe the TOE specificcess control

rules for theseommand. The STauthor shall perform the open operations whisrd none o i s
allowed.
186The TOE shalll me Subsettabcess comtrFDP_AGCMER © &as speci f
below.
FDP_ACC.VEF Subsetaccess control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

74 [assignmentrules governing access among contedlisubjects and controlled objects using controlled
operations on controlled objegts

75 [assignmentrules, based on security attributes, that explicitly authorise access of subjects to]objects
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FDP_ACC.1VEF The TSF shall enforce treecessontrol EF SFP6on
(1) the subjectlogical channebind to users

a. World,
b. Human User

c. Device
d. Human User and Device,

e. [assignmentlist of further subjecis
(2) the obgcts

a. EF

b. Transparent EF

c. Structured E
d. [assignmentlist of further objecty,

(3) the operation bthe followingcommandg

a. SELECT

b. DELETE of thecurrent file

c. [assignnent further operatiors]’”.

187 Application note22: Note thatthe command#\CTIVATE, DEACTIVATE and TERMINATE DF for
current file applicable to EF, Transparent EF and Structured EF manage the security life cycle
attributes. Therefore access control to theses commands are descritiddl YISA.1/Life. The
command<CREATE, GET DATA, GET RESPONSEand PUT DATA are optional. If implementeby
the TOEthese commandshallbe added tethecorresponding-DP_ACC.1 and FDP_ACF.1 SFR.
The commands specific for transparent files are described in FDP_ACC.1/TEF and
FDP_ACF.1/TEF SFR. The commands specific for citmed files are described in
FDP_ACC.1/SEF and FDP_ACF.1/SEF SFR

18The TOE shalll m eSecurityt atiributerbasgduaccess copthdP_ AGF.1/EF 0
as specified below.
FDP_ACF.VEF Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1IEF The TSF shall enforce treecessontrol EF SFP8to objects based on
the following

(1) the subjectlogical channelwith security attribute
a. interface

76 [assignmentaccess control SAP
77 [assignmentlist of suljects, objects, and operations among subjects and objects covered by the SFP
78 [assignmentaccess control SAP
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globalPasswordList,

globalSecurityList,

dfSpecificPasswordList

dfSpecificSecurityList

bitSecurityL ist,

g. SessionkeyContext,

h. [assignmentfurther subjects listed in FDP_ACC.1.1/EF

(2) the objects

a. EFwith security atibutesseldentifierof the current folder,
lifeCycleStatusindinterfaceDependentAccessRubdéshe
EF, and[selection transactionmode checksu

-~ 0 o o0 T

b. [assignmenttist of further objects listed in
FDP ACC.1.1/EFRwith their security attributd%®.

FDP_ACF.1.2EF The TSF shall enforcéné following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) SELECTIs [selectionALWAY Sallowed [assignmentsupported
access control rule$]

(2) A subject is allowed t®ELETE the current EF if the security
attributesinterface,globalPasswordList, globalSecurityList,
dfSpecificPasswordListifSpecificSecurityLisind
SessionkeyContegf the subjectneet the access rules for the
commandELETE of this object dependent difeCycleStatus,
interfaceDependentEessRuleandseldentifierof the current
folder.

(3) [assignmentfurther list of subjects, objects, and operations
among subjects and objects covered by the]8FP

FDP_ACF.1.2EF The TSF shall explicitly authorise access of subjects to objects bas
thefollowing additional rulesnonesl.

FDP_ACF.1.4EF The TSF shall explicitly deny access of subjects to objects based o
following additional rulesfassignmentrules, based on security
attributes, that explicitly deny access of subjects to objects

189 Application note23: The EF stands here for transparent EF and structured EF, which access
control is further refined by FDP_ACF.1/TEF and FDP_ACF.1/SHie. selection ofitransaction
moded (flagTransactionModeand fichecksurd (flagChecksummay be emptypecause they are
optional in the COS specificatio@]].

79 [assignmentrules governing access among controlled subjects and controlled objects using controlled
operations on controlled objegts

80 [assignment rules governing access among controlled subjects and controlled objects using controlled
operations on controlled objegts

81 [assignmentrules, based on security attributes, that explicitly authorise access of subjects to]objects

Bundesamt fir Skeerheit in der Informationstechnik page74of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019

Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4
190The TOE shall me Bubset tadtess corar@DFA_ACEMEEFt0 s specif
below.

FDP_ACC.1TEF Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Seaqity attribute based access control
FDP_ACC.1.1ITEF  The TSF shall enforce theecess rule TEF SFPon

(1) the subjectéogical channebind to users

a. World,
b. Human User
c. Device

d. Human User and Device,

e. [assignment: furthesubjects,

(2) the objects

a. Transparent EF
b. [assignmentlist of further objecthk

(3) the operation byhefollowing commang

a. ERASEBINARY

READ BINARY

SET LOGICAL EOF,

UPDATE BINARY,

WRITE BINARY

-~ 0o a0 T

[assgnment further operatiofs3.

191The TOE shall m eSecuritytattribute bhasep adsaoatrolé-DR_AGF.1/TEF 0
as specified below.

FDP_ACF.1TEF Security attribute based access control

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.ITEF  The TSF shll enforce theaccess rule TEF SEfto objects based on th
following

(1) the subjectéogical channelwith security attributes
a. Interface

82 [assignmentaccess control SAP
83 [assignmentlist of subjects, objects, and operations among subjects and objects covered by]the SFP
84 [assignmentaccess control SAP

Bundesamt fir Skeerheit in der Informationstechnik page75of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

globalPasswordList,

globalSecurityList,

dfSpecificPasswordList

dfSpecificSecurityList

bitSecurityL ist,
SessionkeyCosikt,

h. [assignmentfurther subjects listed in FDP_ACC.ITEF],

(2) the objects

a. with security attributeseldentifierof the current folder,
lifeCycleStatusindinterfaceDependentAccessRuddghe
current Transparent EBnd[selection transactionmode

checlsunj,

b. [assignmenttist of further objects listed in
FDP ACC.1.1ITEF]®.

FDP_ACF.1.ZTEF = The TSF shall enforce the following rules to determine if an operatit
among controlled subjects and controlled objects is allowed:

-~ 0 o o0 T

@

(1) The subject is allowed to execukbe commandisted in
FDP_ACC.1.1/TEFor the currenffransparent EF the
security attributesterface,globalPasswordList,
globalSecurityListdfSpecificPasswordList
dfSpecificSecurityLisindSessionkeyConteaf the subject
meet the access rulestbfs object for this commardependent
on seldentifierof the current foldedjfeCycleStatusnd
interfaceDependentAccessRutdshecurrent Transparent EF

(2) [assignmentfurther list of subjects, objects, and operations
among subjects and objects covebydhe SFPFS.

FDP_ACF.1.3TEF The TSF shall explicitly authorise access of subjects to objects bas
the following additional rulesaone®”.

FDP_ACF.1.4ATEF The TSF shall explicitly deny access of subjects to objects based o
following additionalrules_Rules defined irDP_ACF.1.4EF apply,
and [assignmentdditional rules, based on security attributes, that
explicitly deny access of subjects to obj88ts

192 Application note24: Th e s el ect i omo doéflagTiansacionSlagEatnido mMeme& c k s
(flagChecksuinmay be empty because they are optional in the COS specificatpnlf] the
checksum of the data to be readRBAD BINARY is maliciousthe TOEmustappend awvarning
when exportingExporting of malicious data should be taken into antdy the evaluator during
evaluation of class AVA: vulnerability assessment.

85 [assignmentrules governing access among controlled subjects and controlled objects usirgledn
operations on controlled objegts

86 [assignmentlist of subjects, objects, and operations among subjects and objects covered by]the SFP
87 [assignmentrules, based on security attributes, that explicitly authorise access of subjects to]objects
88 [assignmentrules, based on security attributes, that explicitly deny access of subjects to]objects
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193The TOE shalll me Bubset tadtess cordr@FDA_ACEWEHFtO s speci f
below.

FDP_ACC.1/SEF Subset access control

Hierarchical to: No other components.

Dependacies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/ The TSF shall enforce thaEcess rule SEF SFon
SEF

(1) the subjectdogical channebind to users

a. World,

b. Human User

c. Device

d. Human User and Device,

e. [assignment: furthesubjects,

(2) the obects

a. record inStructuredeF

b. [assignmentlist of further objectg

(3) the operation bthe followingcommang

a. APPENDRECORD,

ERASERECORD,

b

c. DELETERECORD,
d. READ RECORD
e
f

SEARCHRECORD,

UPDATE RECORD,

g. [assgnment further operatiof®C.

194 Application rote 25: The command/NRITE RECORD s optional. If implemented by the TOthis
command shall be addedtt® corresponding FDP_ACC.1/SEF and FDP_ACF.1/SEF SFR.

195The TOE shall m eSeduritytattribute hasep @dcese corgF@P_AGH.1/SEF 0
as specified dew.

FDP_ACF.1/SEF Security attribute based access control

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.18EF  The TSF shall enforce treecess rule SEF SFRo oljects based on th
following

89 [assignmentaccess control SAP
90 [assignmentlist of subjects, objects, and operations among subjects and objects covered by]the SFP
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(1) the subjectéogical channelwith security attributes

a.

-~ 0o a0 T

g.
h.

interface
globalPasswordList,

globalSecurityList,

dfSpecificPasswordList

dfSpecificSecurityList

bitSecurityL.ist,

SessionkeyContext,

[assignmentfurther subjects listeth FDP_ACC.1.1/SEE

(2) the objects

a.

with security attributeseldentifierof the current folder,
lifeCycleStatusindinterfaceDependentAccessRubdéshe
current Structured ERndlifeCycleStatusf the record,

[assignmenttist of further objects listed in
FDP ACC.1.1SEF]°2

FDP_ACF.1.26EF = The TSF shall enforce the following rules to determine if an operatit
among controlled subjects and controlled objects is allowed:

(1) The subject is allowed to execute the command listed in

FDP ACC.1.1$EF for the recordfathecurrent Structered EF i

the security attributeisterface,globalPasswordList,

globalSecurityListdfSpecificPasswordList

dfSpecificSecurityLisindSessionkeyContegf the subject

meet the access rules of this object for this comrdapéndent

on seldentifierof the current foldeljfeCycleStatusnd

interfaceDependentAccessRutdshe current Structered EF,

andlifeCycleStatusf the record

(2) [assignmentfurther list of subjects, objects, and operations

among subjects and objects covered bySRE .

FDP_ACF.1.33EF  The TSF shall explicitly authorise access of subjects to objects bas
the following additional rulesaone®4.

FDP_ACF.1.48EF  The TSF shall explicitly deny access of subjects to objects based o
following additional rulesRules defined in FDP_ACF.1.4/Epply,
and [assignmentdditional rules, based on security attributes, that

explicitly deny access of subjects to objdets

91 assignmentaccess control SAP

92 [assignmentrules governing access among controlled subjects and controlled objects using controlled

operations on controlled objegts

93 [assignmentlist of subjects, objects, and operations among subjects and objects coveredBRth

94 [assignmentrules, based on security attributes, that explicitly authorise access of subjects to]objects

95 [assignmentrules, based on security attributes, that explicitly deny access of subjects to]objects
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196 Application note 26: Keys can be TSF oMlser Data. As SFRFDP_ACC.1/KEY and
FDP_ACF.1/KEYaddres protection ofUserData the keys defined in these SFR as objects are
user keys only. Keys used for authentication are D&t and are therefore not in the scope of
these two SFR. Please note that tR8O ENCIPHER PSO DECIPHER PSO COMPUTE
CRYPTOGRAPHICCHECKSUM, and PSOVERIFY CRYPTOGRAPHICCHECKSUM are used with the
SKATC for trusted channel. If these commands are used in the context trusted channel the key
used is TSMPata and noUserData. Therefore the SHRDP_ACC.1/KEYandFDP_ACF.1/KEY
are not aplicable on the commands used for trusted charre. command$SO CoOMPUTE
CRYPTOGRAPHICCHECKSUM, andPSOVERIFY CRYPTOGRAPHICCHECKSUM are required if the
TOE supports théackage Crypto Bax

197 Application note27: If the checksum of theecad to be ready READ RECORDIs malicious the
TOE must append a warning when exportiBgporting of malicious data should be taken into
account by the evaluator during evaluation of class AVA: vulnerability assessment

198The TOE shall m e Bubset tadtessontrad (FDPi ACE.MEEjt0 fias speci f
below.

FDP_ACC.1/KEY Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1/KEY The TSF shall enforce theecess control key SP#on

(1) the subjectdogical channebind to users

a. World,
b. Human User
c. Device

d. Human User and Device,

e. [assignment: furthesubjects,

(2) the objects
a. symmetric key used for user data

b. private asymmetric key used for user data

c. public asymmetric key for signature verdioon used for
user data

d. public asymmetric key for encryption used for user data

e. ephemeral keyased durindiffie -Hellmann key
exchange

f. [assignmentlist of further objecth

(3) the operation bthe followingcommang

a. DELETE for private publicand symmgic key objects

b. MANAGE SECURITY ENVIRONMENT,

96 [assignmentaccess control SAP
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199The TOE shalll
as specified below.

S @ "o a0

GENERATEASYMMETRIC KEY PAIR,

PSOCOMPUTEDIGITAL SIGNATURE,

PSOVERIFY DIGITAL SIGNATURE,

PSOVERIFY CERTIFICATE,
PSOENCIPHE

PSODECIPHE
PSOTRANSCIPHER

PSOCOMPUTE CRYPTOGRAPHICCHECKSUM if supported

by the TOE

PSOVERIFY CRYPTOGRAPHICCHECKSUM if supported by
the TOE

[assigment further operatiof®”.

m eSecurity tattrileute basegl adcassecon@F@Pt ACR.1/KEY 0

FDP_ACF.1/KEY Security attribute baseatcess control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/KEY The TSF shall enforce theEcess contrdtey SFFP8to objects based on
the following

(1) the subjetslogical channelwith security attributes

a.

-~ 0o o o0 T

Q

interface
globalPasswordList,

globalSecurityList,

dfSpecificPasswordList

dfSpecificSecurityList

bitSecurityList,

SessionkeyContext,

[assignmentfurther subjects listed in FDP_ACC.1.1/KEY

(2) the objects

a.

symmetic key used for user data with security attributes
seldentifierof the current folderjfeCycleStatusnd
interfaceDependentAccessRuyldsekey typgencryption
key or mac key)interfaceDependentAccessRules

session keys

97 [assignmentlist of subjects, objects, and operations among subjects and objects covered by]the SFP

98 [assignmentaccess control SAP
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b. private asymmetric key usdadr user data with security
attributesseldentifierof the current foldeljfeCycleStatus
keyAvailableandinterfaceDependentAccessRules,

c. public asymmetric key for signature verification used for
user data with security attributssldentifierof the curent
folder, lifeCycleStatusindinterfaceDependentAccessRule

d. public asymmetric key for encryption used for user data
with security attributeseldentifierof the current folder,
lifeCycleStatusindinterfaceDependentAccessRules

e. CVC with security attbutescertificate contenand
signature

f. ephemeral keyssedduringDiffie -Hellman key exchange

g. [assignmentlist of further objects listed in
FDP_ACC.1.1/KEY*®.

FDP_ACF.1.2/KEY The TSF shall enforce the following rules to determine if an operatit
amongcontrolled subjects and controlled objects is allowed:

(1) MANAGE SECURITY ENVIRONMENT is [selectionALWAYS
allowed [assignmentsupported access control rulésh cases
defined in FDP ACF.1.4/KEY

(2) A subject is allowed t®ELETE an object listed in
FDP_ ACE1.1/KEY if the security attributemterface,
globalPasswordList, globalSecurityList,
dfSpecificPasswordListifSpecificSecurityLisind
SessionkeyContegf the subject meet the access riiteshe
commandELETE of this objecidependent oseldentifierof the
current folderlifeCycleStatusind
interfaceDependentAccessRules

(3) A subiject is allowed tgenerate a new asymmetric key pair
change the content of existing objeifthe security attributes
interface,globalPasswordList, globalSecurityList,
dfSpecificPasswordListfSpecificSecurityLisind
SessionkeyContegf the subject meet the access rules for thi
commandSENERATEASYMMETRIC KEY PAIR of this object
dependent oseldentifierof the current foldedjfeCycleStatus
key typeandinterfaceDepadentAccessRuleky  c as e F
or P1=684 t h ekeyAeadablemust bg setitd t r
FALSE

(4) A subiject is allowed to import a public key as part of a GyC
means of the commaEOVERIFY CERTIFICATE if

a. the security attributeisiterface,globalPasswordList,
globalSecurityListdfSpecificPasswordList
dfSpecificSecurityLisindSessionkeyConteaf the subject
meet the access rules for the commBaB®VERIFY
CERTIFICATE of the signature public ke be used for

99 [assignmentrules governing access among controlled subjects and controlled objects using controlled
operations orcontrolled objects
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verification of the signature of ¢hCVCdependent on
seldentifierof thecurrent folder lifeCycleStatus, key type
andinterfaceDependentAccessRules

b. theCVC has validcertificate contenandsignature where
theexpiration datdas checked againgintinTime

(5) A subiject is allowed toompue digital signaturegsing the
private asymmetric key for user datéhe security attributes
interface,globalPasswordList, globalSecurityList,
dfSpecificPasswordListifSpecificSecurityLisind
SessionkeyConteaf the subject meet the access ruleglier
commandPSOCOMPUTEDIGITAL SIGNATURE of this object
dependent oseldentifierof the current foldedjfeCycleStatus
thekey typeandinterfaceDependentAccessRules

(6) Any subject is allowed to verify digital signatures using the
public asymmetric kefor user dataisingthe commandPSO
VERIFY DIGITAL SIGNATURE.

(7) A subject is allowedo encrypt user datasing theasymmetric
key if the security attributesterface,globalPasswordList,
globalSecurityListdfSpecificPasswordList
dfSpecificSecurityLisind SessionkeyConteaf the subject
meet the access rules for the commBBOENCIPHEROf this
object dependent cseldentifierof the current folder,
lifeCycleStatusthekey typeand
interfaceDependentAccessRules

(8) A subiject is allowedo decrypt user datasing the asymmetric
key if the security attributaaterface,globalPasswordList,
globalSecurityListdfSpecificPasswordList
dfSpecificSecurityLisindSessionkeyConteaf the subject
meet the access rules for the commB8@ODECIPHEROf this
object dpendent orseldentifierof the current folder,
lifeCycleStatusthekey typeand
interfaceDependentAccessRules

(9) A subiject is allowedo decrypt and t@ncrypt user data using
the asymmetric kesif the security attributemterface,
dfSpecificPasswordLisglobalPasswordList,
globalSecurityListdfSpecificSecurityLisind
SessionkeyContegf the subject meet the access rules for thi
commandPSOTRANSCIPHEROf bothkeysdependent on
seldentifierof the current foldedjfeCycleStatusthekey type
andinterfaceDependentAccessRules

(20) If the command®SOCOMPUTE CRYPTOGRAPHICCHECKSUM
is supported by the TSFeinthe following rule applies: a
subject is allowed to compute a cryptographic checksum wit
symmetric key used for user data if the security attributes
interface,globalPasswordList, globalSecurityList,
dfSpecificPasswordListifSpecificSecurityLisind
SessionkeyConteaf the subject meet the access rules for thi
commandPSOCOMPUTE CRYPTOGRAPHICCHECKSUM of this
object dependent aseldentifierof thecurrent folder,
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lifeCycleStatusthekey typeand
interfaceDependentAccessRules

(11) If the command®SOVERIFY CRYPTOGRAPHICCHECKSUM is
supported by the TSFeh the following rule applies: a subject
is allowed to verify a cryptographic checksum with a symnime
key used for user data if the security attribumésrface,
globalPasswordList, globalSecurityList,
dfSpecificPasswordListifSpecificSecurityLisind
SessionkeyContegf the subject meet the access rules for thi
commandPSOVERIFY CRYPTOGRAPHICCHECKSUM of this
object dependent aeldentifierof the current folder,
lifeCycleStatusthekey typeand
interfaceDependentAccessRules

(12) [assignmentfurther list of subjects, objects, and operations
among subjects and objects covered by the] BEP

FDP_ACF1.3/KEY The TSF shall explicitly authorise access of subjects to objects bas
the following additional rulesaoné L,

FDP_ACF.1.4/KEY The TSF shall explicitly deny access of subjects to objects based o
following additionalrules

(1) If the security #iribute keyAvailable=TRUEhe TSF shall
prevent generation of a private key by means of the comma
GENERATEASYMMETRICKEYPARWI t h P1=6806

(2) [assignmentrules, based on security attributes, that explicitly
deny access of subjects to objéts

200The TOE shall m eSeedcificatibneof Mamagement Feimateo@IT _SMF.) 0 as
specified below.
FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 fThe TSF shalbe capable of performing the following management
unctions:

(1) Initiali sation,

(2) Personakation,

(3) Life Cycle Management by meanstbé command<$sENERATE
ASYMMETRIC KEY PAIR, DELETE, L OAD APPLICATION,

TERMINATE, TERMINATE DF, TERMINATE CARD USAGE,
[assignmentlist of further management functions to be provided

the TSH,

(4) Management of access control security attributes by medhs of

100 [assignmenttist of subjects, objects, and operations among subjects and objects covered by]the SFP
101 assignmentrules, based on security attributes, that explicitly authorise access of subjects to]objects
102 [assignmentrules, ased on security attributes, that explicitly deny access of subjects to pbjects
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commandACTIVATE, DEACTIVATE, ACTIVATE RECORD,
DEACTIVATE RECORD, ENABLE VERIFICATION REQUIREMENT,
DISABLE VERIFICATION REQUIREMENT, L OAD APPLICATION,

(5) Management gbasswordbjects attributes by meanstbe
command<CHANGE REFERENCEDATA, RESETRETRY COUNTER,
GET PIN STATUS, VERIFY, LOAD APPLICATION,

(6) Management of device authentication reference data by means
thecommand$?SOVERIFY CERTIFICATE, GET SECURITY STATUS
KEY LOAD APPLICATION,

(7) [assignmenttist of further management functions to be provided
the TSIFO0S,

201 Application note28: The Protection Profile BSI-CC-PR0084-2014[11] describesnitialisation
and personalaion as management functions. The ST author shall assign the COS cammand
dedicated for these management functions.

202 Application note29: LOAD APPLICATION createsnew objects together with #r TSF Data (cf.
FMT_MSA.1/Life). In case of folders this incledauthentication reference daaapassword and
public keys CREATE is an optional command. The Silithorshould add it to the commands for
the Life Cycle Management listed WMT_SMF.1landFMT_MSA.1/Life if implemented.

203 The TOE shall meet the requirenbeMd@nagement of security attributtSMT_MSA.1/Life) 6 a's
specified below

FMT_MSA .1/lLife Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow confrol
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1Life  The TSF shall enforce tlaecess control MF_DF SERccess control
EF SFP, access rule TEF SFP, access rule SEF SFP and access «
key SFR%4to restrict the allity to

(1) creaté%all security attributesf thenewobjectDF,
Application,Application DedicatedFile, EF, TEF and SE¥6
to subjects allowetb execuée thecommand_OAD
APPLICATION for theMF, DF, Application, Application
DedicatedFile where thenewobijed is createtf?,

1031assignmenttist of management functions to be provided by the TSF

104 [assignmentaccess control SFP(s), information flow control SFP(s)
105[selection:change_default, qug, modify, delete, [assignment: other operatidns]
106 [assignmenttist of security attributes

107 [assignmentthe authorised identified rolgs
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(2) changé9%the security attributes of the objectMF, DF,

Application, Application DedicatedFile, EF, TEF and

SEF%° by means ofthe commandL OAD APPLICATION to
[selection none, subjects allowedo execue thecommand
LoAD APPLICATION for the MF, DF, Application, Application
DedicatedFile where the object is updat¥do,

(3) changéllthe security attributes lifeCycleStatugo

AOperational state (activé}12to subjects allowedto execue

the commandACTIVATE for the selected objec{!3,

(4) change!4the security attribute s lifeCycleStatuso

AOperational state (deactivateiil>to subjects allowedto

execut thecommand DEACTIVATE for the selected

object!16,

(5) changél’the security attributes lifeCycleStatugo

ATermination stat@!18to subjects allowedto execue the

command TERMINATE for the selectedEF, the key object

or the passwordobject!1®

(6) changé?0the security attributes lifeCycleStatugo

ATermination stat®121to subjects allowedto execue the

command TERMINATE DF for the selected DF, Application

or Application DedicatedFilel22

(7) changé?3the security attributes lifeCycleStatugo

ATermination stat®124to subjects allowedto execue the

command TERMINATE CARD USAGE?5,

(8) queryl26the security attributes lifeCycleStatusoy means of

the command SELECT 127to [selection: ALWAYS alloved

108[selection:change_default, query, modify, delete, [assignment: other operdtions]
109 [assignmentlist of secuity attributeg

110 [assignmentthe authorised identified rolgs

111 [selection:change_default, query, modify, delete, [assignment: other operations]
112 [assignmentlist of security attributes

113[assignmentthe authorised identified rolgs

114 [selection:change_default, query, modify, delete, [assignment: other operdtions]
115 [assignmentlist of security attributels

116 [assignmentthe authorised identified rolgs

117 [selection:change_default, query, modify, delete, [assignment: other operations]
118 [assiqiment:list of security attributes

119[assignmentthe authorised identified rolgs

120[selection:change_default, query, modify, delete, [assignment: other operdtions]
121 assignmenttist of security attributds

122 assignmentthe authorised identified teg]

123[selection:change_default, query, modify, delete, [assignment: other operdtions]
124 assignmenttist of security attributes

125[assignmentthe authorised identified rolgs
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[assignment supported access control rulg$s,

(9) deleté2all security attributes of the selected objeéf0to
subjects allowedto execuke the commandDELETE for the
selected object31to [assignment:list of further security
attributeswith the authoriseddentified roleg.

The subjectlogical channelis allowed to execute a command if the
security attributes interface, globalPasswordList, globalSecurityList
dfSpecificPasswordLisdfSpecificSecurityListbitSecurityList
SessionkeyContexif the subject met the security attributes
lifeCycleStatusseldentifierand interfaceDependentAccessRule$
the affected object.

204 Application note30: The refinements repetite structureof theelement in order to avoid iteration
of the same SFRI'he command_LOAD APPLICATION allows to create new objecamdmay allow
updateof objectsMF, DF, Application, Application DedicatedFile and their security attributes
(cf. [21], (NO39.300)). The SRuthorshall perform the selection FMT_MSA.1.1/Life, clause
(2) in order toindicate possible security implicatiemf changes in the TSPata of existing
objects.

206The TOE shall m eManageméneof seairiyuattributBVE MSA.HISEF 0 a s
specified below.

FMT_MSA.1/SEF  Management of security attributes

Hierarchicalto: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.18EF The TSF shall enforce tleecessule SEFSFR32to restrict the ability
to

(1) changé33the security attributelifeCycleStatusf the selected
recordt oOpekational state (activé)34to subjects allowed to
execute theommandACTIVATE RECORD'35,

(2) changé®®the security attributes lifeCycleStatusof the

126[selection:change_default, query, modify, delete, [assignment: otheratipns]]

127 [assignmentlist of security attributes

128 [assignmentthe authorised identified rolgs

129[selection:change_default, query, modify, delete, [assignment: other operdtions]
130 [assignmenttist of security attributes

131[assignmentthe autheised identified rolels

132[assignmentaccess control SFP(s), information flow control SFP(s)
133[selection:change_default, query, modify, delete, [assignment: other operdtions]
134 [assignmenttist of security attributes

135[assignmentthe authorised idntified role$
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selece d r e c OperdtionalstatAdeactivatedfil3” to
subjects allowed to execute the commarddEACTIVATE
RECORD138

(3) delete®®all security attributes of the selected recoré*0to
subjects allowed to execute the commarndELETE
RECORD14%,

(4) [assignmentlist of further security attributes withthe
authorised identified rolel

The subjectlogical channelis allowed to execute a command if the
security attributes interface, globalPasswordList, globalSecurityList
dfSpecificPasswordListdfSpecificSecurityListbitSecurityList
SessionkeyContexif the subject meet the security attributes
lifeCycleStatusseldentifierand interfaceDependentAccessRulef
the affected object.

206 Application note31: The access rights can be describe&BMIT_MSA.1/SEFin more detail. The

fi a utsheodr ii d e n tcoufdithereforerbe ihterpgreded in a wider scope including the context

where the command is allowed to be execui®e. refinements repeat the structure efalement
in order to avoid iteration of the same SFR.

207 THE TOEsHAIl meet ther e g u i r Staticeattributefinitialisatio(FMT_MSA.3) AS SPECIFIED

BELOW.

FMT _MSA.3
HIERARCHIcal to:

Dependencies:

FMT_MSA.3.1

Static attribute initialisation

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce thkeaccess control MF_DF SFP, access
control EF SFP, access rule TEF SFP, access rule SEF SFP and a
control key SFP*2to providerestrictivé43 default values fosecurity
attributes that are used to enforce the SFP.

After reset the sedarity attributes of the subject are set as follows
(1) currentFolder isroot,

(2) keyReferencelList, globalSecurityList, globalPasswordList,
dfSpecificSecurityList, dfSpecificPasswordLand
bitSecurityListare empty,

136 [selection:change_default, query, modify, delete, [assignment: other operations]

137 [assignmenttist of security attributes

138 [assignmentthe authorised identified rolgs

139[selection:change_default, query, modify, delete, [assigrimather operationg]
140 [assignmenttist of security attributds

141 [assignmentthe authorised identified rolgs

142 [assignmentaccess control SFP, information flow control §FP

143[selection,choose one of: restrictive, permissive, [assignment: othergotgp
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(3) SessionkeyContext.flagSessionEnathie setto noSK,
(4) seldentifieris #1,
(5) currentFile is undefined.

FMT_MSA.3.2 The TSFshall allow thesubjectsallowed to execute the commahdAD
APPLICATIONI44to specify alternative initial values to override the
default values when an object or informatis created.

208 Application note32: The refinements prade rules for setting restrictive security attributes after
reset.

209The TOE shall m e Managetmbné of TSE glataPIN 6ME MTD.1MPIN) 0 a s
specified below.

FMT_MTD.1/PIN Management of TSHatai PIN
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1PIN  The TSF shall restrict the ability to

(1)setnewsecretof thepassword objects by meanstibé commarl
CHANGE REFERENCEDATA with (CLA,INS,P1)=(00,24,00y5146
to subjects successfulauthenticated with the okkcretof this

passwordbject4?,

(2)set newsecretand changetransportStatugo reqularPassword
of the password objectavith transportStatusqual toLeer-
PIN148149t0 subjects allowed to execute the command
CHANGE REFERENCE DATA with (CLA,INS,P1)=(00,24,01}50,

(3)set newsecretof the password objects by means dhe
commandRESET RETRY COUNTER with
(CLA,INS,P1)=(00,2C,00¥51152t0 subjects successfiy
authenticated with the PUC of this passwordobject!>3

(4)set newsecretof the password objects by means dlie
commandRESET RETRY COUNTER with

144 [assignmentthe authorised identified rolgs

145 [selection:change_default, query, modify, delete, clear, [assignment: other operations]
146 [assignmentother operationp

147 [assignmentthe authorised identified rolgs

148[selection:change_defauliquery, modify, delete, clear, [assignment: other operatjons]
149[assignmentother operationp

150 [assignmentthe authorised identified rolgs

151 [selection:change_default, query, modify, delete, clear, [assignment: other operations]
152 [assignmentothe operationg

153 [assignmentthe authorised identified rolgs
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(CLA,INS.P1)=(00,2C,02}54155t0 subjects allowed to execute
the commandRESET RETRY COUNTER with
(CLA,INS,P1)=(00,2C,02}56.

210 Application note33: The TOE providesiccess contrdb thecommands dependiran the object
system.The refinements repetite structure of the element in order to avoid iteration of the same
SFR The command CHANGE REFERENCE DATA with (CLA,INS,P1)=(00,2,01) andRESET
RETRY COUNTER (CLA,INS,P1)=(00,2C,02) set a new password without need of authentication
by PIN or PUCIn order to prevent bypass of the human user authentication defined by the PIN or
PUC the object system shall define access controlisoctimmand as required by the security
needs of the specific application context, cf. OE.Rebjs.

211The TOE shall me e tMandgdment of esgaurityr attmieutes PINA
(FMT_MSA.1/PIN 6 as specified bel ow.

FMT_MSA.1/PIN Management of security attritesi PIN

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1PIN  The TSF shall enforcthe access control MF_DF SFP, access contr¢
EF SFP, access rule TEF SFP, access rule SEF SFP and access
key SFP57to restrict the ability to

(1) resetby means ofhecommandVERIFY158159the security
attributes retry counteiof password object&°to suljects
successfuly authenticated with theecret of this passrd
object6l,

(2) resetby means ofthe command CHANGE REFERENCE DATA
with (CLA,INS,P1)=(00,24,00}52163the security attributes
retry counter of password object$64to subjects successfly
authenticatedwith the old secret of thispasswordobject!6s,

154 [selection:change_default, query, modify, delete, clear, [assignment: other opertions]
155 [assignment: other operations]

156 [assignmentthe authorised identified rolgs

157 [assignmentaccessontrol SFP(s), information flow control SFPs)

158 [assignmentother operationp

159[selection:change_default, query, modify, delete, [assignment: other operdtions]
160 [assignmenttist of security attributes

161 [assignmentthe authorised identified re§

162[assignmentother operationp

163[selection:change_default, query, modify, delete, [assignment: other operdtions]
164 [assignmenttist of security attributes

165 [assignmentthe authorised identified rolgs
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(3) changeby means ofthe command CHANGE REFERENCE
DATA with (CLA,INS,P1)=(00,24,00166167the security
attribute s transportStatufrom Transport -PIN to
regularPasswordto subjects allowed to execute the
commandCHANGE REFERENCE DATA with
(CLA.INS,P1)=(00,24,00%68

(4) change by means athe command CHANGE REFERENCE
DATA with (CLA,INS,P1)=(00,24,03169170the security
attribute stransportStatufrom Leer-PIN to reqgularPassword
to subjects allowed to execute the comman@HANGE
REFERENCE DATA with (CLA,INS,P1)=(00,24,01}7%

(5) reset by means ofhe commandDISABLE VERIFICATION
REQUIREMENT with (CLA,INS,P1)=(00,26,00}72173the
security attributesretry counter of password objectd’4to
subjects successfiy authenticated with the old seret of this
password object’s,

(6) reset by means ofhe command ENABLE VERIFICATION
REQUIREMENT with (CLA,INS,P1)=(00,28,00}76177the
security attributesretry counter of password objectd’8to
subjects successfiy authenticated with the old secret of this
passvord object7,

(7) resetby means ofthe commandRESET RETRY COUNTER
with (CLA,INS,P1)=(00,2C,00) or
(CLA,INS,P1)=(00,2C,01}80181the security attributesretry
counter of password object®2to_subjects successfiy
authenticated with the PUC of this passwordobject!83

166 [selection:change_default, query, moglifdelete, clear, [assignment: other operatigns]
167 [assignmentother operationp

168 [assignmentthe authorised identified rolgs

169 [selection:change_default, query, modify, delete, clear, [assignment: other operations]
170 [assignmentother operationp

171 [assignmentthe authorised identified rolgs

172[assignmentother operationp

173[selection:change_default, query, modify, delete, [assignment: other operdtions]
174 [assignmentlist of security attributels

175 [assignmentthe authorised identified rolgs

176 [assignmentother operationp

177 [selection:change_default, query, modify, delete, [assignment: other operdtions]
178 [assignmentlist of security attributes

179[assignmentthe authorised identified rolgs

180[assignmentother operationp

181[selection: change_default, query, modify, delete, [assignment: other operdtions]
182 [assignmenttist of security attributes

183 [assignmentthe authorised identified rolgs
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(8)

(9)

reset by means ofhe command RESET RETRY COUNTER

with (CLA,INS,P1)=(00,2C,02) or
(CLA,INS,P1)=(00,2C,03}84185the security attributesretry
counter of password object&6to subjects allowed to execute
the commandRESET RETRY COUNTER with
(CLA,INS,P1)=(002C,02) or (CLA,INS,P1)=(00,2C,03%",

guery by means ofthe commandGET PIN STATUS188189the
security attribute s flagEnabled retry counter,
transportStatu®to World 191,

(10) enable®?the security attributes flagEnabledrequiring

authentication with the selected passerd193to subjects
authenticated with password andallowed to execute the
commandENABLE VERIFICATION REQUIREMENT
(CLA, INS, P1%=(00628, 00)

(11) enable®® the security attributes flagEnabledrequiring

authentication with the selected passwortf6to subjects
allowed to execute the commandENABLE VERIFICATION
REQUIREMENT (CLA,INS,P1)=(00,28,01)%7,

(12) disable**® the security attributes flagEnabledrequiring

authentication with the selected passworktf®to subjects
authenticated with password andallowed to execute the
commandDISABLE VERIFICATION REQUIREMENT
(CLA.INS,P1)=(00,26,005%,

(13) disable’®* the security attributes flagEnabledrequiring

184Tassignmentother operationp

authentication with the selected passwortf?to subjects

185[selection:change_default, query, modify, delete, [gament: other operation§]
186 [assignmentlist of security attributes
187 [assignmentthe authorised identified rolgs

188 [assignmentother operationp

189 [selection:change_default, query, modify, delete, [assignment: other operations]
190 [assignmenttist of security attributds

191[assignmentthe authorised identified rolgs

192[selection:change_default, query, modify, delete, [assignment: other operdtions]
193 [assignmenttist of security attributds

194 [assignmentthe authorised identified rolgs

195 [sdection: change_default, query, modify, delete, [assignment: other operations]
196 [assignmenttist of security attributes

197 [assignmentthe authorised identified rolgs

198[selection:change_default, query, modify, delete, [assignment: other operdtions]
199 [assignmenttist of security attributds

200 [assignmentthe authorised identified rolgs

201 [selection:change_default, query, modify, delete, [assignment: other operdtions]

202 [assignmentlist of security attributgs
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allowed to execute the comman®ISABLE VERIFICATION
REQUIREMENT (CLA,INS,P1)=(00,26,01393,

212 Application note34: The TOE providesccess contrdb thecommands dependiman the object
system. The refinements repéad structure of the element in order to avoid iteration of the same
SFR The commandISABLE VERIFICATION REQUIREMENT can be usedio disable the need to
perform successful authentication via the selected password orRéfdtience password, i.e. any
authentication attempt will be successful. The commEmWBLE VERIFICATION REQUIREMENT
can be used to enable the need to perform #reatication. The access rights to execute these
commands can be limited to specific authenticated subjects. For example: the execution of
DISABLE VERIFICATION REQUIREMENT should not be allowed for signing applicatiorihe
commandDISABLE VERIFICATION REQUIREMENT (CLA,INS,P1)=(00,26,01llows to disable the
verification requirement with the PINThe commandENABLE VERIFICATION REQUIREMENT
(CLA,INS,P1)=(00,28,01pllows anybody to enable the verification requirement with the PIN.
The commands ReESET RETRY COUNTER with  (CLA,INS,P1)=(00,2C,02) or
(CLA,INS,P1)=(00,2C,03) allows to reset tiRESET RETRY COUNTER without authentication
with PUC. In order to prevent bypass of the human user authentication defined by the PIN the
object system shall define accesstoointo thesecommand as required by the security needs of
the specific application context, cf. OE.R&3pjS.

213T h e TOE shalll me eManagerheat ofr ES§ uwatd Authemidationfidata
(FMT_MTD.1/Auth) 6 as specified bel ow.

FMT_MTD.1/Auth  Managemenof TSF daai Authentication dat

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FM'PI;_MTD.l.ll The TSF shall restrict the ability to
Aut

(1)import by means ahe command_OAD APPLICATION?94theroot
public keysto roles auhorised to execute this commai9f

(2)import by means ofthe commandPSOVERIFY
CERTIFICATE 2% the root public keysto roles authorised to
execute this commanéP?,

(3)import by means ofthe commandPSOVERIFY
CERTIFICATE 208the certificates as device authentication
reference datato roles authorised to execute this commarid®,

(4)select by means athe commandM ANAGE SECURITY
ENVIRONMENT 210the device authentication reference dat#o

203[assignmentthe authorised idetified roleg

204 [selection:change_default, query, modify, delete, clear, [assignment: other opergtions]
205 [assignmentthe authorised identified rolgs

206 [selection:change_default, query, modify, delete, clear, [assignment: other operjtions]
207 [assignnent: the authorised identified rolgs

208 [selection:change_default, query, modify, delete, clear, [assignment: other oper3tions]
209 [assignmentthe authorised identified rolgs
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[selection: World, roles auhorised to execut¢his command?il

The subjectlogical channelis allowed to execute a command if the
security attributes interface, globalPasswordList, globalSecurityList
dfSpecificPasswordListdfSpecificSecurityListnd bitSecurityList
SessionkeyContexdf the subject met the security attributes
lifeCycleStatusseldentifierand interfaceDependentAccessRules
the affected object.

214 Application note35: The TOE providesccess contrdb thecommands dependiran the object
system. The refinements rep#a structure ofthe element in order to avoid iteration of the same
SFR If root public keys are imported according to clause (2) this public key will be stored in the
persistentPublicKeyLisir thepersistentCachef the object system.

215The TOE shall meet the requireméManagement of security attributtsMT_MSA.1/Auth 6 a's

specified below.

FMT_MSA.1/Auth
Hierarchical to:
Dependencies:

FMT_MSA.1.1/
Auth

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce traecess control key SFR to restrict the
ability to guen?13214the security attributesccess contraightsset for
the key15to meet the awess rules of commarET SECURITY STATUS
KEY of the object dependent difeCycleStatusseldentifierand
interfaceDependentAccessRAES

216The TOE shalll m eManagemdneof TISE dpiaNorexonté-MT_MTD.1/NE) 0

as specified below.

FMT_MTD. 1/NE
Hierarchical to:

Dependencies:

Management of TSF dat No export

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

210[selection:change_default, query, modify, delete, clear, [assignment: ofpenations]

211 assignmentthe authorised identified rolgs

212 [gssignmentaccess control SFP(s), information flow control SFP(s)
213[assignmentother operationp

214 [selection:change_default, query, modify, delete, [assignment: other operdtions]

215 [assignmentiist of security attributgs

216 [assignmentthe authorised identified rolgs
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FMT_MTD.1.INE  The TSF shall restrict the ability to
(1) export TSF data according to FPTEL217 the
a. public authentication reference data,

b. security attributes for objects of the object system

to [assignmentlist of security attributes of subje¢#ss,

(2) export TSF data according to FPT ITE.219the
[assignment:list of all TOE specific security atibutes not
described in COS specificatio]]]229221 to [assignment list
of security attributes of subjed&?

(3) export?23the following TSF data
a. Password
b. Multi -Referencepassword
PUC,

c
d. Private keys
e
f

Session keys
Symmetric authentication keys

g. Private authertication keys,

h. [assignment:list of types of TSF dafla

and the following user data

a. Private keys of the usey

b. Symmetric keys of the user

c. [assignment:list of types of user data?4

to nobody?2>.

6.1.7 Cryptographic Functions

217 The TOE provides cryptographic servidessed on elliptic curve cryptography (ECC) using the
following curvesrefered to as COS standard curves in the following

(1) length 256 bit

217[selection:change_default, query, modify, delete, clear, [assignment: other operations]
218[assignmentthe authorised identified rolgs

219[selection:change_defauliguery, modify, delete, clear, [assignment: other operations]
220 [assignmentlist of TSF dath

221 [assignment: other operations]

222 [gssignmentthe authorised identified rolgs

223[selection:change_default, query, modify, delete, clear, [assignment: ofpenations]

224 [assignmentlist of TSF dath

225 [assignmentthe authorised identified rolgs
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(a) brainpoolP256r1 defined RFC5639 #1],

(b) ansix9p256rl defined in ANSI X.9.639],
(2) length 384

(a) brainpoolP384r1 definedhiRFC563941],

(b) ansix9p384rl defined in ANSI X.9.639],
(3) length 512 bit

(@) brainpoolP512r1 defined in RFC563491].

218 The Authentication Protocols produce agreed parameters to generate the message authentication
key andi if secure messaging with encryption riequired - the encryption key for secure
messaging. Key agreement feaSessionkey4Sises RSA only with 2048 hibodulslength.

219The COS specificatior2fl] requires to implememandom number generation (RN{&y

1 the commandsET CHALLENGE,

9 the authentiation protocols as required by FIA_UAU.4,

1 the key agreement for secure messaging

1 thekey generation (static and ephemeral keyif)in the TOE

1 the commandsET RANDOM

according to TR031161 [19] section 3.&nd 3.9

220The TOE shall m e Rahdom rurmberrgengratidfC8 MEG1)t 0 fias speci f
below.
FCS_RNG1 Random number generation
Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RNG.1.1 The TSF shall provide [gelection:deterministic, hybrid deterministic,

physica, hybrid physicaR26 random number generatof RNG class
[selection:DRG.3, DRG.4PTG.2, PTG.3([5], [6]) that implements:
[assignmenttist of security capabilitiesf the selected RNG claks

FCS RNG.1.2 The TSF shall provideandom numberthat meefassignmenta
defined quality metriof the selected RNG clagg”.

221 Application note36: This SFR requires the TOE to generate random numbers usdeyfor
generatior(static and ephemeral keysjthin the TOEaccording torR-031161 [19] section 39,
requring RNG classesdentified inthe selection in element FCS_RNG.1.1 and recomimgnd
RNG of class PTG.3Furthermore, this SFR addresshe random number generation for the
commandGET CHALLENGE andfor usewithin the framework of authentication protosand
key agreement for secure messagigy. the comman@&ET RANDOM a separate specifisFR is
set up, please refer to the following SFRS_RNG.1/GR

226 [selection physical, norphysical true, deterministic, hybiid
227 [assignmenta defined quality metrjc
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222 The selection in the element FCS_RNG.1.1 includes RNG of classes DRG.3 and DBB.4.
that the RNG of lass DRG4 are hybrid deterministic and of class R¥@re hybrid physical
(which areaddressed in BSCC-PR0084-2014 [11], but not in BSCC-PR00352007 [46]) The
quality metric assigned in element FCS_RNG.1.2 shall be chosen to resist attackshaitticitig

potential.
223The TOE shalll me et t he r equiir@mamdom cnRramdd om r
(FCS_RNG. 1/ GR) 0O as specified bel ow.

FCS_RNG.1/GR  Random number generatiorGet random command
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RNG.1.1/GR The TSF shall provide physicaf2® random number generatof RNG
class[selection:PTG.2, PTG.3([6]) for GET RANDOM that
implements: [assignmerlist of security capabilitiesf the selected RNG
clasqy.

FCS_RNG.1.2/GR The TSF shall provide randomumberdselection: bits, octets of bits,
numbers [assignment: format of the numbetfshat meet [assignmers:
defined quality metriof the selected RNG claks

224 Application note37: This SFR addresses the generation of randonbetsrfor externaéntities
by using the comman@ET RANDOM. If the TOE provide random numbers by means thie
commandGET RANDOM that will be usedor key gerration of external devices #s connector
(i.e. usage as gSMR) or the eHealtiCard Terminals(i.e. usage agSMC-KT) or thatwill be
used to seed another deterministic RbIGhe external device the TOE shall implement RNG of
class PTG.2 or PTG.3 fauch purpose.Please note that this SFR exceeds the requirements
concerning the RNG class in [24éction 14.9.5 (refer to (N099.35%.

225The TOE shall m e @ryptographic operatpruSHA F6% GAP.1/BHA O a s
specified below.

FCS_COP.1/SHA  Cryptographic operatioi SHA

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Immrt of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/SHA The TSF shall performashing2®in accordance with specified
cryptographic algorithm

(1) SHA1
(2) SHA-256,
(3) SHA-384,

228 selection physical, norphysical true, deterministj hybrid
229 [assignmentlist of cryptographic operatios
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(4) SHA-512230

and cryptographic key sizeene&31that meet the followingrR-03116
1[19, FIPS1804 [37]232

226T h e TOE shall me e tCryptodnaphic romeigtion’ r ED%e fot AES#
(FCS_COPLCOSAES) 0 as specified bel ow.
FCS _COP.% Cryptographic operatioi COS for AES
COSAES
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS COP.1.1/ The TSF shall perform
COSAES

(1) encryption and decryption with card internal key for commar
MUTUAL AUTHENTICATE,

(2) decryption with card internal key faommandGENERAL
AUTHENTICATE,

(3) encryption and decryptidior secure messagiftf

in accordance with a specified cryptographic algori&kEs in CBC
mode?34and cryptographic key sizd28bit, 192bit, 256bit?35that
meet the followingTR-031161[19], COS specificationd1], FIPS 197

331236,
227The TOE shall me eCtyptogrdpleic keyeggneratioire @QSnfar SN keys
(FCS_CKM.JIAESSM) 6 as specified bel ow.
FCS_CKM.1/ Cryptographic key generatia COS for SM keys
AES.SM
Hierarchical to: No other components.
Depenencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

230 [assignmentcryptographic algorithrh

231 [assignmentcryptographic key sizgs

232 [assignmentlist of standardp

233 [assignmentlist of cryptographic operatios
234 [assignmentcryptographic algoithm]

235 [assignmentcryptographic key sizgs

236 [assignmentlist of standardp
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FCS CKM.1.1 The TSF shall generasessiorcryptographic keys in accordance with
AES.SM specified cryptographic key genecat algorithmKey Derivation for

AES as specified in sec. 43in [17]237 and specified cryptographic
key sizesl28bit, 192bit and256 bit238 that meet the followingl R-
03111[17], COS specification1], FIPS 197 83]23°.

228 Application note38: The Key Gemration FCS_CKM.1AES.SM is done duringMUTUAL
AUTHENTICATE and GENERAL AUTHENTICATE with establishment of secure messaging (with
PackageCrypto Boxalso for trusted channeluring command&XTERNAL AUTHENTICATE and
INTERNAL AUTHENTICATE).

229The TOE shall et t he r €rgptograpkian eperationiin COS for CMAC
(FCS_ COPXOSCMAQ 0 as specified bel ow.

FCS _COP.% Cryptographic operatioi COS for CMAC

COS.CMAC

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data withoutcseity attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS COP.1.1/ The TSF shall perform

COSCMAC (1) computation and verification of cryptographic ck&am for

commandVIUTUAL AUTHENTICATE,

(2) verification of cryptographic checksum for commaBENERAL
AUTHENTICATE,

(3) computation and verification of cryptographic checksum for
secure messagity

in accordance with a specified cryptographic algorikias CMAC241
andcryptographic key sizek28bit, 192bit and 256it?42 that meet the
following: TR-031161 [19], COS specificationd1], FIPS 197 [33]
NIST SP800-38B [36]243,

230The TOE shalll me €nyptodrapréc key eggneratioheBEGE ey geferation
(FCS_CKM.IELC) 6 as specified bel ow.

237 [assignmentcryptographic key generation algorithm
238 [assignmentcryptographic key sizgs

239 [assignmenttist of standardp

240 [assignmentlist of cryptographic operatics)

241 assignmentcryptographic algorithrh

242 [assignmentcryptographic key sizgs

243 [assignmentlist of standardp
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FCS _CKM.1/ELC Cryptographic key generatioc ECC key generation

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key diuction

FCS_CKM.1.1ELC The TSF shall generate cryptograpBicC keys in accordance with a
specified cryptographic key generation algorithm [assignment:
cryptographic key generation algoritfiwith COS standard curve$44
and specified cryptographic keizes256bit, 384 bitand512bit24>that
meet the followingTR-03111 [L7], COS specificationZ1]24.

231 Application note39: The COS specificatior2fl] requires the TOHEo support elliptic curves listed
in COS specification 41], section 6.5 (refered as COS atdard curves in this PRnd to
implement the comman@eNERATEASYMMETRIC KEY PAIR for the generation of ELC key pairs.
The TOE should support the generation of asymmetric key pairs for the following operations:

1 qualified electronic signatures
9 authentiction of external entities
9 document cipher key decipherment
232 The STauthorshall perform the missing operation in the elent&®@8_CKM.1/ELCaccording to
the implemented key generation algorithm

233The TOE shalll me eCryptographic opezatjani i RSA rsignaturecrgation
(FCS COPXOSRSA$ 6 as specified bel ow.

FCS_COP.ICOS.RSAS Cryptographic operatioi RSA signaturecreation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS COP.14 The TSF shall perforrdigital signature generation for commands
COSRSAS

(1) PSOCOMPUTEDIGITAL SIGNATURE,

(2) INTERNAL AUTHENTICATEZ247

in accordance with a specified cryptographic algorithm
(1) RSASSAPSSSIGN with SHA256,
(2) RSA SSA PKCS¥/1 5,

244 assignmentcryptographic key generation algorithm
245 [assignmentcryptographic key sizgs

246 [assignmentlist of standardp

247 [assignnent:list of cryptographic operatios
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(3) RSA ISO9796&2 DS2 with SHA256 (forPSOCOMPUTE
DIGITAL SIGNATURE only) 248

and cryptographic key siz€848bit and3072bit modulus
lengt?4°that meet the followingTR-031161 [19], COS
specification 21], [31], [34]250.

234The TOE shall m e @nytptogtaphee operatiQiuECD A signature verification
(FCS_COP.AXOSECDSAV) 6 as specified bel ow.

FCS COP.ICOS.ECDSAV Cryptographic operatioi ECDSA signature verificatio

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key geration]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/ The TSF shall perforrdigital signature verification for
COSECDSAV commands

(1) PSOVERIFY CERTIFICATE,

(2) PSOVERIFY DIGITAL SIGNATURE,

(3) EXTERNAL AUTHENTICATE?51

in accordance with a specified crggtaphic algorithnECDSA
with COS standard curves using

(1) SHA-256,
(2) SHA-384,
(3) SHA-51252

and cryptographic key siz@86 bits,384 bits,512bits?>3 that
meet the followingTR-03111 [17],TR-031161[19], COS
specification 1], [40]254

235 Application notet0: ThecommandPSOVERIFY CERTIFICATE may store the imported public keys
for ELC temporarily in thevolatiieCache or permanently in thepersistentCacheor
applicationPublicKeyList These keys may be used as authentication reference data for
asymmetric key baseddice authentication (cf. FIA_UAU.5) &fserData.

248 [assignmentcryptographic algorithrh

249 [assignmentcryptographic key sizgs

250 [assignmentlist of standardp

251 [assignmentlist of cryptographic operatios
252 [assignmentcryptographic algorithrh

253 [assignmentcryptographic key sizgs

254 [assignmentlist of standardp
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236The TOE shall me €nyptograpltec opemtipii ECDSA signaturefieation
(FCS _COPXCOSECDSAY 0 as specified bel ow.

FCS COP.ICOS.ECDSA.S Cryptographic operatioi ECDSA signaturereation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/ The TSF shall perforrdigital signature generation fdre
COSECDSAS command

(1) PSOCOMPUTEDIGITAL SIGNATURE,

(2) INTERNAL AUTHENTICATE255

in accordance with a specified cryptographic algoriE@DSA
with COS standard curves using

(1) SHA-256
(2) SHA-384
(3) SHA-512256

and cryptographic key siz€86 bits,384 bits, 51its?57 that
meet the followingTR-03111 [17],TR-031161[19], COS
specification £1], [40]258,

237 Application note4l: The TOE shall support two varianbf the PSO COMPUTE DIGITAL
SIGNATURE.

1 PSO Compute Digital Signatuvrdthout Message Recovery shall be used for the
signing algorithms

A RSASSAPSSSIGN with SHA256 (se-CS_COP.ICOS.RSA.3,
A RSA SSA PKCSd1_5, RSA (se&CS_COP.ICOS.RSA.$,

A ECDSA with SHA256, SHA384 and SHA512 (see
FCS_Q@P.ICOS.ECDSA.$

1 PSO Compute Digital Signatuvdth Message Recovery shall be used for the
following signing algorithm

A RSA 1S097962 DS2 with SHA256 (sed~CS_COP.ICOSRSAS)

255 [assignmentlist of cryptographic operatios
256 [assignmentcryptographic algorithrh

257 [assignmentcryptographic key sizgs

258 [assignmentlist of standardp
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238The TOE shal
(FCS_COP.COS.RSA 0o

FCS COP.ICOS.RSA
Hierarchical to:
Dependencies:

FCS_COP.1.1/
COSRSA

239The TOE shdl me et
(FCS_COP.ICOS.ELQ 0

FCS_COP.ICOSELC
Hierarchical to:

Dependencies:

259 [assignmentlist of cryptograi

I m eCeyptogtaphie operatightREA encryptiorand decryption

as specified bel ow.

Cryptographic operatioi RSA encryption andecryption

No other components.

[FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform
(1) encryption with passed key for commaP8OENCIPHER

(2) decryption with stored keywf command® SODECIPHER

(3) decryption and encryption for commaR&OTRANSCIPHER
using RSA (transcipher of data using RSA keys)

(4) decryption for commanBSOTRANSCIPHERUSINg RSA
(transcipher of data from RSA to ELC)

(5) encryption for commanBSOTRANSCIPHERuUSNG ELC
(transcipher of data from ELC to RSA

in accordance with a specified cryptographic algorithm
(1) for encryption RSA-OAEP-Encrypt ([34] section 7.1.1),
(2) for decryption: RSAOAEP-Decrypt ([34] section 7.1.299

and cryptographic key siz€848bit and 72bit modulslengthfor
RSA private key operation, 2048t moduluslength for RSA public
key operationand 256 bit, 384 bit and 512 bit for the COS standa
curveg6lthat meet the followingTR-031161[19], COS
specification P1], [34]262.

t h e Cryptographicrogeration ECC @ncryption and decryption
as specified bel ow.

Cryptographic operatioi ECC encryption and decryption

No other components.

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

C operation}

260 [assignmentcryptographic algorithrh
261 [assignmentcryptographic key sizgs

262 [assignmentlist of standardp
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FCS _COP.1.1/ The TSF shall perform
COSELC

(1) encryption withpassed key for commaEOENCIPHER

(2) decryption with stored key for commaR&SODECIPHER

(3) decryption and encryption for commaR&OTRANSCIPHER
using ELC (transcipher of data using ELC keys)

(4) decryption for commanBSOTRANSCIPHERuUSINGg ELC
(transcipher ofiata from ELC to RSA)

(5) encryption for commanBSOTRANSCIPHERuUSING ELC
(transcipher of data from RSA to EL{%3

in accordance with a specified cryptographic algorithm

(1) for encryption ELC encryption
(2) for decryption ELC decryptioR®4

and cryptographic keyizes2048bit and 3072it modulslengthfor
RSA private key operation, 2048t moduluslength for RSA public
key operationand 256 bits, 384 bits, 5H#ts for ELC keys with
COS standard curvé&® that meet the followingTR-03111[17], TR-
031161 [19], andCOS specificatiorfi21]26¢.

240 Application note42: The TOE can support or reject the comm&&DHASH (following standard
[30)) and ENVELOPE (following standard 29)). If the command is supported the &uithoris
asked to add a SFR FCS_COP.1/CB_HASH spiegjfthe supported hash algorithms.

241The TOE shalll m eCeyptogitaphie key degiructigr@Sme@KMt) o as speci
below.
FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of userata without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS CKM.4.1 The TSF shall destroy cryptographic keys in accordance with a spe
cryptographic key destruction methfassignmentcryptographic key
destruction methddhat meets the following: [assignmehist of
standardi

242 Application note43: The TOE shall destroy the encryption session keys and the message
authentication keys for secure messaging after resermination of secure messaging session
(trusted channglor reaching fail secure state according=@T _FLS.1 The TOE shall clear the
memory area of any session keys before starting a new communication with an external entity in a

263 [assignmentlist of cryptographic operatios
264 [assignmentcryptographic algorithrh

265 [assignmentcryptographic key sizg

266 [assignmentlist of standardp

Bundesamt fur Skeerheit in der Informationstechnik pagel03of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

new afterresetsessioras required by¥DP_RIP.1 Explicit deletion of a secret using tBELETE
command should also be taken into account by thausior

6.1.8 Protection of communication

243The TOE shall me leter-TSF rustedrcleagngR TP_¢éT@L2/TQt 0 fas speci f
below.
FTP_ITC.1/TC Inter-TSF trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.
FTP_ITC.1.ITC The TSF shall provide a communication channel between itself an

another trusted IT product that is logically distinct fromenth
communication channels and provides assured identification of its
points and protection of the channel data from modification or

disclosure.

FTP_ITC.1.2ZTC The TSF shall perm#nother trusted IT prod#&f to initiate
communication via the trusteth@nnel.

FTP_ITC.1.3TC The TSF shall initiate communication via the trusted channel for
noness

244 Application note44: The TOE resporslonly to commands establishing secure messaging
channels

6.2 Security Assurance Requirements for the TOE

245The Security Targeto be developed based upon this Protection Profile will be evaluated
according to

Security Target evaluation (Class ASE)

246 Security Assurance Requirements for the TOE for the evaluation of the TOE are those taken from
the Evaluation

Assurance Level 4 (EAD)
247 and augmented by taking the following components:

ALC_DVS.2 (Development security)
ATE_DPT.2(Test depth
AVA_VAN.5 (Advanced methodical vulnerability analysis

267 [selectionthe TSF, another trusted IT prodjict
268 [assignmentlist of functions for which a trusted channel is requjred
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Class ADV: Development

Architectural design (ADV_ARC.1)
Functional specification (ADV_FSP.4)
Implementation representation (ADV_IMP.1)
TOE design (ADV_TDS.3)
Class AGD: Guidance documents
Operational user guidance (AGD_OPE.1)
Preparative user guidance (AGD_PRE.1)
Class ALC: Life-cycle sypport
CM capabilities (ALC_CMC.4)
CM scope (ALC_CMS.4)
Delivery (ALC_DEL.1)
Development security (ALC_DVS.2)
Life-cycle definition (ALC_LCD.1)
Tools and techniques (ALC_TAT.1)
Class ASE: Security Target evaluation
Conformance claims (ASE_CCL1)
Extended components definition | (ASE_ECD.1)
ST introduction (ASE_INT.1)
Security objectives (ASE_OBJ.2)
Derived security requirements (ASE_REQ.2)
Security problem definition (ASE_SPD.1)
TOE summary specification (ASE_TSS.1)
Class ATE: Tests
Coverage (ATE_COQOV.2)
Depth (ATE_DPT.2)
Functional tests (ATE_FUN.1)
Independent testing (ATE_IND.2)
Class AVA: Vulnerability assessment
Vulnerability analysis (AVA_VAN.5)

Table21: TOE Security Assurance Requirements
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6.2.1 Refinements of the TOESecurity Assurance Requirements

2491n BSI-CC-PP-0084-2014 [11] specificrefinements of the TOBecurity Assurancdrequirements
are set up As the presentrotection Profile takes overthe refinements for the SFRisted in
section6.1.3fiSecurity Functional Requirements for the TOE taken over B&hCC-PP-0084-
20140 (seeTable 20), the SAR refinementsfrom BSFCC-PR00842014[11] mustbe appliedto
theserefinedSFRs. The SAR refinementsand thesectionwhere theerefinemens in BSI-CC-PR
0084-2014[11] are specifiedare listedin Table 22. The ST authoris asked to refefor more
detailsto therespectivesectionsn BSI-CC-PR0084-2014[11].

250For all oher SFRs the TOESecurityAssuranceRequirementsrom Common Criteria Pag [3]
should be used Note that it is possible to udbe TOE Security AssuranceRequirements as
defined in BSI-CC-PP0084-2014[11] (see Table 22) for all SFRs in the presentProtection
Profile. According toCommon Criteria Patt [1] for that choice a justification of why the

preferred option wasot choseris required

Refinements regarding

Reference to 11]

Delivery procedure (ALC_DEL)

Section6.2.1.1fiRefinements regarding
Delivery procedure (ALC_DEI9

Development Security (ALC_DVS)

Section 6.2.1.BRefinementsegarding
Development Security (ALC_DV8)

CM scope (ALC_CMS)

Section 6.2.B fiRefinementsegardingCM
scope (ALC_CMS)

CM cagpabilities (ALC_CMC)

Section 6.2.1.4Refinements regardingM
capabilities (ALC_CMC)

Security Architecture (ADV_ARC)

Section 6.2.1.5Refinements regarding
Security Architecture (ADV_ARQ®@)

Functional Specification (ADV_FSP)

Section 6.2.1.6Refinementsegarding
Functional Specification (ADV_FS®)

Implementation Representation (ADV_IMP)

Section 6.2.1.7TiRefinements regarding
Implementation Representation
(ADV_IMP)0

Test Coverage (ATE_COV)

Section 6.2.1.8Refinements regardinest
Coverage (ATE_CO\W)

User Guidance (AGD_OPE)

Section 6.2.1.9Refinements regarding
User Guidance (AGD_OP&)

Preparative User Guidance (AGD_PRE)

Section 6.2.1.1@Refinements regarding
Preparative User Guidance (AGD_PRE)

(AVA_VAN)

Refinement regarding Vulnerability Analysis

Section6.2.111fRefinement regarding
Vulnerability Analysis (AVA_VAN)

Table22: Refined TOESecurityAssurancdikequirements

251 The following sections defin&urther specific refinementsand application notet the chosen
SARs that have be applied for the TOE and its evaluation.
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6.2.2 Refinements toADV_ARC.1 Security architecture description
252The ADV_ARC.1 Security architecture description requires as developer action

ADV_ARC.1.1D The developer shall design and implement the TOEasdht security features
of the TSF cannot be bypassed.

and the related content and presentation element

ADV_ARC.1.5C The security architecture description shall demonstrate that th@ré@&nts
bypass of the SFEnforcing functionality.

253The COS specifigion [21] allows implementation of optional features and commands. The
following refinementfor ADV_ARC.1.5C definespecific evidence required for these optional
features and commands if implemented by the TOE aatbeing part of the TSF.

Refinement: If a feature or command identified asoptional in the COS specificationis
implemented in the TOE orany other additional functionality of the TOE is not part of the

TSF the security architecture description shall demonstrate thait do not bypass the SFR
enforcing functionality.

6.2.3 Refinements toADV_FSP.4Complete functional specification

254The following content and presentationlement of ADV_FSP.4 Complete functional
specificationis refined as follows

ADV_FSP.4.2C The functional specification shall desctiteepurpose and method of use for all
TSFI.

Refinement The functional specification shall describe the purpose and method of use for all
TSFlincluding

(1) the physical and logical interface of the smart card platform, both contaebased
and contactless asmplemented by the TOE

(2) the logical interface of the wrapper to the verification tool

255 Application note45: The IC surface as external interface of the TOE provides the TSFI for
physical protection (cf. FPT_PHP.3) and evaluated in the IC evaluation asviais&tion for the
composite evaluation of the composite TOE (6f, fection2.5.2 for details)This interface is

also analysed as attack surface in the vulnerability analysis e.g. in respect to perturbation and
emanation side channel analysis.

6.2.4 Refinement to ADV_IMP.1

256 The following content and presentation element of ADV_IMP.1 Implementation representation of
the TSF is refined as follows:

ADV_IMP.1.1D The developer shall make available the implementation representation for the
entireTOE.

257 Application rote 46: The refinement extends the TSF implementatepresentatioto the TOE
implementatiorrepresentation, i.e. the complete executable code implemented on the S€curity
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Platform including alllC Embedded Softwayespecially the Card Operating SystéCOS)and
related configuration data

6.2.5 Refinements to AGD_OPE.1 Operational user guidance

258 The following content and presentati@ement of AGD_OPE.1 Operational user guidance is
refined as follows

AGD_OPE.1.2C The operational user guidance shall desdob each user role, how tse the
available interfaces provided by the TOE in a secure manner.

Refinement: The operational user guidance shall describe the method of use of the wrapper
interface.

259 Application note47: The wrapper will be used to intetagith thesmart cardor the export of all
public TSFDat a of al | objects i n gERrportoob TS-cdata sy st ¢
(FPT_ITE.Q 6. B e «COS8 specifitatioadl] identifies optional functionality the TOE may
support theguidance documentatioshall describeéhe method of use of thdOE (as COS,

wrapper) to find all objectin the object systemand to export all security attributes of these
objects.

6.2.6 Refinements toATE_FUN.1 Functional tests

260The following content and presentati@ement of ATEFUN.1 Functional tests is refined as
follows:

ATE_FUN.1.1C The test documentation shall consist of test plans, expected test results and
actual test results.

Refinement: The test plan shall include typical uses casepplicable for the TOE and the
intended application eHC [22], eHPC[23], SMC-B [24], gSMC-K [25] or gSMC-KT [26].

261 Application note48: The developer should agree thgoical uses cases witthe evaluation
laboratory and the certification body order to define an effective test approach amdige
synergy for appropiate test effofthe agreed test cases support comparable test efforSter
defined in the main part of this PP and tipanal Packages included in the security target

6.2.7 Refinements to ATE_IND.2 Independent testing sample

262 The following content and presentati@iement of ATEIND.2 Functional tests is refined as
follows:

ATE_IND.2.3E The evaluator shall test a subset of the TSF to confirm that the TSF operates as
specified.

Refinement: The evaluator tests shall include typical ses caseapplicable for the TOE and
the intended application eHC [22], eHPC [23], SMC-B [24], gSMC-K [25 and gSMC-KT
[26].

263 Application note49: The evaluator should agree tiypical uses cases withe certification body
in order to define an effectiviest approach and to use synergy for appropiate test. éffost

Bundesamt fur Skeerheit in der Informationstechnik pagel08of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

agreed test cases support comparable test effoftSbrdefined in the main part of this PP and
the optionaPackages included in the security target

6.3 Security Requirements Rationale

264 This sectioncomprisea three parts:

1 the SFR rationale provided by a taldad explanatory texshowing the coverage of
Security Objectives for the TOE bySecurity FunctionalRequirements

the SFR dependency rationadad
the SAR rationale

6.3.1 Security Functional Requirements Rationale

265Table 2in BSI-CC-PR00842014[11], s e c t i o rRati@nale3 forlthe Ecurity functional
re qui r egwesrah avérview, how th8ecurity FunctionalRequirementghat aretaken over
in the presentPP collaborateto meet therespedive Security Objectives.Please refefor the
further detailgo the related justificatioprovidedin BSI-CC-PPR-00842014 [11]

266F o r t he T OEBEhe dollowir@ tablex pravides &n overview f&ecurity Functional
Requirements coveragdso giving an eidence forsufficiencyandnecessityf the SFRs chosen

S

c| | o § =

RS TR RN N

28 £|25 8% ¢

olo|o|o|lo|lo|lo]|oC
FAU_SAS.1/SICP | X
FCS_RNG.1/SICP X
FDP_IFC.1/SICP X X | x| x
FDP_ITT.1/SICP X X | x | x
FMT_LIM.1/SICP X
FMT_LIM.2/SICP X
FPT_FLS.1/SICP X X | x| x
FPT_ITT.1/SICP X X | x| x
FDP_SDC.1/SICP X
FDP_SDI.2/SICP X
FPT_PHP.3/SICP X X | x | x | X
FRU_FLT.2/SICP X X | x| x

Table23: Coverage of Security Objectiséor the TOB KC partby SFRs
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267 As stated in sectioB.4, this PP claims conformance BSI-CC-PR0084-2014 [11]. The Security
Objectives and SFRs asentionedn Table23 aredefined and handled ii]]. In particular the
rationale for these items and their correlation is gived1hdnd not repeated here.

268 1In the following, the further Security Objectives for the TOE and SFRs are considered.

O.Integrity
0.RespCOS
O.TSFDataExport
O.Authentication
O.AccessControl
O.KeyManagement
O.Crypto
0.SecureMessaging

< |0.Confidentidity

FDP_RIP.1
FDP_SDI.2
FPT_FLS.1 X
FPT_EMS.1 X
FPT_TDC.1 X
FPT_ITE.1 X
FPT_ITE.2 X
FPT_TST.1 X | x | x
FIA_SOS.1
FIA_AFL.1/PIN
FIA_AFL.1/PUC
FIA_ATD.1
FIA_UAU.1
FIA_UAU.4
FIA_UAU.5
FIA_UAU.6
FIA_UID.1
FIA_API.1
FMT_SMR.1
FIA_USB.1
FDP_ACC.IMF_DF
FDP_ACF.1/MF_DF
FDP_ACC.1/EF
FDP_ACF.1/EF
FDP_ACC.1/TEF

x

X | X | X | X[ X[ X| X|X|X|X]|X]|X

X | X | X| X| X| X| X
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O.Integrity

O.Confidentidity

0.RespCOS

O.TSFDataExport

O.Authentication

0.KeyManagement
0O.SecureMessaging

O.Crypto

FDP_ACF.1/TEF

FDP_ACC.1/SEF

FDP_ACF.1/SEF

FDP_ACC.1/KEY

FDP_ACF.1/KEY

FMT_MSA.3

FMT_SMF.1

FMT_MSA.1/Life

FMT_MSA.1/SEF

FMT_MTD.1/PIN

FMT_MSA.1/PIN

FMT_MTD.1/Auth

FMT_MSA.1/Auth

X | X | X | X

FMT_MTD.1/NE

X | X | X | X| X| X| X]|X]|X|X|X]|X|X|X|0.AccessControl

FCS_RNG.1

FCS_RNG.IGR

FCS_COP.1/SHA

FCS_COP.COS.AES

FCS_CKM.YAES.SM

FCS_CKM.1/ELC

FCS_COP.ICOS.CMAC

FCS_COP.ICOS.RSA.S

FCS_COP.ICOS.ECDSA.S

FCS COP.ICOS.ECDSA.V

FCS_COP.ICOS.RSA

FCS_COP.ICOS.ELC

x
X | X | X[ X| X[ X|X|X|X]|X|X]|X

FCS_CKM.4

FTP_ITC.1/TC

Table24: Mapping betweeisecurity Objectives for the TOE and SER
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269 A detailed justification requirefbr suitability of the Security FunctionalRequirementso achieve
the Security Objectivesis givenbelow.

270The Security Objective O.Integrity fintegrity of internal daa r equi res the prot
integrity of User Data, TSFData and security serviseThisSecurity (bjective is addressed by
the SFR-DP_SDI.2FPT_FLS.landFPT_TST.1FPT_TST.Irequires self tests to demonstrate
the correct operation of the TSF and its protection capabilfie®. SDI.2 requires the TSF to
monitor User Data stored ircontainers and to take assigned action when data integrityageror
detectedIn case of failuresFPT_FLS.1requires the preservation of a secure state in order to
protect theJserData, TSFData and security services.

271The Security Objective O.Confidentiality fiConfidentiality of internal data r equi r es I
protection of the confidentiality of sensitiléser Data and TSMata. This Security jective is
addressed by the SFRPP_RIP.1FPT_FLS.1FPT_EMS.1FPT_TST.landFMT_MTD.1/NE
FMT_MTD.1/NE restrids the ability to export sensitive TSPata to dedicated rolesome
sensitive User Data like private authentication keys are not allowed to be exported at all.
FPT_EMS.Irequires that the TOE does not emit any information of sensiseeData and TSF
Data by emissions and via circuit interfaceBurther, FDP_RIP.1 requires that residual
information regarding sensitive data in previously used resources will not be available after its
usage.FPT_TST.1lrequires self tests to demonstrate the correct operatiche TSF and its
confidentiality protection capabilities. In case of failufeB,T _FLS.1requires the preservation of
a secure state in order to protectltreerData, TSFData and security services.

272 The Security Objective O.RespCOS fiTreatment of Useand TSF Data r equi res t he
treatment of théJserData and TSPata as defined by the T3Pata of the object systerfihis
correct treatment is ensured appropriate self tests of the TFRT_TST.lrequires self tests to
demonstrate the correctenation of the TSF and its data treatment.

273 The Security Objective O.TSFDataExport fiSupport of TSFData expod@ r equi res t he
export of TSFData of the object system excluding confidential T&fa. This Security (jective
is addressed by the SFR¥T_TDC.1, FPT_ITE.1and FPT_ITE.2 FPT_ITE.2 requires the
export of dedicated TSPata but restricts the kind of TSPata that can be exported. Hence,
confidential data shall not be exported. Also, the TSF is required to be able to export the
fingerprint of TOE implementatiorby the SFRFPT_ITE.1 For Card Verifiable Certificates
(CVC), the SFRFPT_TDC.1requires the consistent interpretation when shared between the TSF
and another trusted IT product.
274The Security Objective O.Authentication fAuthentication 6 external entite r equi r es
support of authentication of human users and external devices as well as the ability of the TSF to
authenticate itselfThis Security jective is addressed by the following SFRs:

1 FIA_SOS.1requires that the TSF enforcdsetlength of the secret of the password
objects.

1 FIA_AFL.1/PIN requires that the TSF detects repeated unsuccessful authentication
attempts and blocks the password authentication when the number of unsuccessful
authentication attempts reaches a defined mumb

1 FIA_AFL.1/PUC requires that the TSF detects repeated unsuccessful authentication
attempts for the password unblocking function and performs appropriate actions when the
number of unsuccessful authentication attempts reaches a defined number.

1 FIA_ATD.1 requires that the TSF maintains dedicated security attributes belonging to
individual users.
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1 FIA_UAU.1 requires the processing of dedicated actions before a user is authenticated.
Any other actions shall require user authentication.

FIA_UAU.4 requires therevention of reuse of authentication data.

FIA_UAU.5 requires the TSF to support user authentication by providing dedicated
commands. Multiple authentication mechanisms like password based and key based
authentication are required.

1 FIA_UAU.6 requires theTSF to support rauthentication of message senders using a
secure messaging channel.

1 FIA_UID.1 requires the processing of dedicated actions before a user is identified. Any
other actions shall require user identification.

1 FIA_APIL1requires that the TSH@vides dedicated commands to prove the identity of
the TSF itself.

FMT_SMR.1requires that the TSF maintains roles and associates users with roles.

FIA_USB.1requires that the TSF associates dedicated security attributes with subjects
acting on behalf ofhat user. Also, the TSF shall enforce rules governing changes of these
security attributes by the implementation of commands that perform these changes.

1 FMT_MSA.1/Life requires thathe TSF enforces the access control policy to restrict the
ability to marage life cycle relevant security attributes likkeCycleStatus For that
purpose the SFRequires management functions to implement these operations.

1 FMT_MTD.1/PIN requires thathe TSF restricts the ability to change password objects
by the implementatin of dedicated commands and management functions.

T FMT_MSA.1/PINrequires that the TSF enforces the access control policy to restrict the
ability to changeenable and disabbnd optionally perform further operationssafcurity
attributes for password f@ets. For that purpose the SF&juiresmanagement functions
to implement these operations.

T FMT_MTD.1/Auth requires that the TSF restricts the ability to import device
authentication reference data by the implementation of dedicated commands and
managemet functions.

1 FMT_MSA.1/Authrequires that the TSF enforces the access control policy to restrict the
ability to read security attributes for the device authentication reference data. For that
purpose the SFR requires management functions to implemeap#retion.

275 The Security Objective O.AccessControlfiAccess Control for Objeadss r equi res t he er
of an access control policy to restricted objects and devices. Further, the management
functionality for the access policy is requirethis Security Objective is addressed by the
following SFRs:

1 FMT_SMR.1requires that the TSF maintains roles and associates users with roles.

1 FIA_USB.1requires that the TSF associates dedicated security attributes with subjects
acting on behalf of that user. Also, theF§hall enforce rules governing changes of these
security attributes by the implementation of commands that perform these changes.

1 FDP_ACC.IMF_DF requires that the TSF enforces an access control policy to restrict
operations on MF anfiblder objects as wlieas applications performed by subjects of the
TOE.
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1 FDP_ACF.1/MFDF requires that the TSF enforce an access control policy to restrict
operations on MF andblder objects as well as applications based on a set of rules
defined in the SFRAIso, the TSF igequired to deny access to the MF object in case of
iTermination stateo of the TOE I|Iife cycle.

i1 FDP_ACC.1/EFrequires that the TSF enforces an access control policy to restrict
operations on EF objects performed by subjects of the TOE.

i FDP_ACF.1/EFrequires that the TSF enforce an access control policy to restrict
operations on EF objects based on a set of rules defined in the SFR. Also, the TSF is
required to deny access to EF objects in c¢

1 FDP_ACC.1/TEFrequres that the TSF enforces an access control policy to restrict
operations on transparent EF objects performed by subjects of the TOE.

i FDP_ACF.1/TEFrequires that the TSF enforce an access control policy to restrict
operations on transparent EF objectselagn a set of rules defined in the SFR. Also, the
TSF is reqguired to deny access to transpar
the TOE life cycle.

i FDP_ACC.1/SEFrequires that the TSF enforces an access control policy to restrict
operations o structured EF objects performed by subjects of the. TOE

1 FDP_ACF.1/SEFrequires that the TSF enforce an access control policy to restrict
operations on structured EF objects based on a set of rules defined in the SFR. Also, the
TSFisrequiredtodenyaesss t o structured EF objects ir
the TOE life cycle.

i1 FDP_ACC.1/KEY requires that the TSF enforces an access control policy to restrict
operations on dedicated key objects performed by subjects of the TOE.

T FDP_ACF.1/KEY requires that the TSF enforce an access control policy to restrict
operationson dedicated key objects based on a set of rules defined in the SFR. Also, the
TSF is required to deny access to dedicate
the TOE life cyte.

1 FMT_MSA.3 requires that the TSF enforces an access control policy that provides
restrictive default values for the used security attributes. Alternative default values for
these security attributes shall only be allowed for dedicated asgtiodles.

1 FMT_SMF.1requires that the TSF implements dedicated management functions that are
given in the SFR.

1 FMT_MSA.1/Life requires that the TSF enforces the access control policy to restrict the
ability to manage life cycle relevant security attributes likeCycleStatus For that
purpose the SFR requgmanagement functions to implement these operations.

1 FMT_MSA.1/SEFrequires that the TSF enforces the access control policy to restrict the
ability to manage of security attributes of recrBor that purpos¢he SFR requie
management functions to implement these operations.

1 FMT_MTD.1/PIN requires that the TSF restricts the ability to change password objects
by the implementation of dedicated commands and management functions

1 FEMT_MSA.1/PINrequires that th& SF enforces the access control policy to restrict the
ability to read, changeenable, disabland optionally perform further operations of
security attributes for password objects. For that purpose the SFR requires management
functions to implement thesgperations.
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1 FMT_MTD.1/Auth requires that the TSF restricts the ability to import device
authentication reference data by the implementation of dedicated commands and
management functions.

1 FMT_MSA.1/Authrequires that the TSF enforces the access contliclygo restrict the
ability to read security attributes for the device authentication reference data. For that
purpose the SFR requires management functions to implement this operation.

1 FMT_MTD.1/NE restricts the ability to export sensitive TEkta to ddicated roles
some sensitivéJserData like private authentication keys are not allowed to be exported
at all.

276 The Security Objective O.KeyManagementfiGeneration and import of keys r equi res t he
of the TSF to secure generation, import, distributi@access control and destruction of
cryptographic keys. Also, the TSF is required to support the import and export of public keys.
This Security bjective is addressed by the following SFRs:

1 FCS_RNG.1lrequires that the TSF provides a random number gemeohta specific
class used for generation of keys.

T FCS_CKM.IAES.SM and FCS_CKM.1/ELC require that the TSF generate
cryptographic keys with specific key generation algorithms as stated in the SFRs. The
mentioned SFRs are needed to fulfil different reguients of the intended usage of the
cryptographic keys.

1 FCS_CKM.4requires that the TSF destroys cryptographic keys in accordance with a
given specific key destruction method.

1 FDP_ACC.1/KEYandFDP_ACF.1/KEYcontrol access to the key management and the
cryptographic operations using keys.

1 FMT_MSA.1/Life requires restriction of the management of security attributes of the
keys to subjects autheed for specific commands.

277 The Security Objective O.Crypto ACryptographic functiom® r equi res t ISetoabi | i
implement secure cryptographic algorithikis Security vjective is addressed by the following
SFRs:

1 FCS_RNG.1lrequires that the TSF provides a random number generator of a specific
class used for generation of keys.

1 FCS_RNG.IGRrequires that th& SF provides a random number generator of a specific
classfor providing random numbers to the external world for further use.

1 FCS_COP.1/SHAequires that the TSF provides different hashing algorithms that are
referenced in the SFR.

1 FCS_COP.ACOS.AESrequres that the TSF provides decryption and encryption using
AES with different key sizes.

T FCS_COP.LCOS.CMACrequires that the TSF provides computation and verification of
cryptographic checksums using the CMAC algorithm.

T FCS_COP.ACOS.RSA.Srequires that th TSF provides the generation of digital
signatures based on the RSA algorithm and different metkngths.

1 FCS_COP.LCOS.ECDSA.Srequires that the TSF providéke generation of digital
signatures based on the ECDSA and different hash algorithms &erémlitkey sizes.

1 FCS_COP.LCOS.ECDSAV requires that the TSF provides the verification of digital
signatures based on the ECDSA and different hash algorithms and different key sizes.
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T FCS_COP.LCOS.RSA requires that the TSF providesncryption and decrymth
capabilities based on RSA algorithms with different maslgngths.

1 FCS_COP.ICOS.ELC requires that the TSF providesncryption and decryption
capabilities based on ELC algorithms with different key sizes.

1 FCS_CKM.IAES.SM and FCS_CKM.1/ELC require tha the TSF generase
cryptographic keys with specific key generation algorithms as stated in the SFRs. The
mentioned SFRs are needed to fulfil different requirements of the intended usage of the
cryptographic keys.

278 The Security Objective O.SecureMessagindgiSecure messaging r equi res the abil
to use and enforce the use of a trusted channel to successfully authenticated external entities that
ensures the integrity and confidentiality of the transmitted data between the TSF and the external
entity. This Security (bjective is addressed by the following SFRs:

1 FCS_CKM.1/AES.SM requires that the TSF generates cryptographic keys (AES) of
different key sizes with specific key generation algorithms as stated in the SFR.

1 FCS_COP.ACOS.AESrequires that th& SF provides decryption and encryption using
AES with different key sizesOne use case of that required functionality is secure
messaging.

T FCS_COP.1/COS.CMAC requires that the TSF provides computation and verification of
cryptographic checksums using thES-based CMAC algorithm with different key sizes.
One use case of that required functionality is secure messaging.

1 FTP_ITC.1/TCrequires that the TSF provides a communication channel between itself
and another trusted IT product. The channel providesredddentification of its end
points and protection of the channel data against modification and disclosure.

6.3.2 Rationale for SFR Dgendenges

279Table 3in BSI-CC-PR00842014[11], section 6.2 iDependenci es of secu
requi r kststheSeasity FunctionalRequirements defined iIBSI-CC-PR0084-2014, their
dependencies and whether they are satisfied by other seocegiyrements defined in dh
Protection ProfilePlease refefor the further details to the related justification provide®$i-
CC-PR00842014 [11]

280The dependency analysis for tecurity Functional Requirements shows that the basis for
mutual support and internal consistency between all defined functional requirements is satisfied.
All deperdencies between the chosen fuoeal components are anafy, and nosissolved
dependencies are appriately explained.

281 The dependency analysis has directly been made within the description of each SEBni6dec
above. All dependencies being expected byRa@ 2 and by extendetbmponents definition in
sectionb are either fulfilled or their nofulfilment is justified.

282 The following table lists the required dependencies of the SFRs of this PP and gives the concrete
SFRs from this document which fulfil the required dependencies.

SFR dependent on fulfilled by
FDP_RIP.1 No dependencies. n. a.
FDP_SDI.2 No dependencies. n. a.
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SFR dependent on fulfilled by

FPT_FLS.1 No dependencies. n. a.

FPT_EMS.1 No dependencies. n. a.

FPT_TDC.1 No dependencies. n. a.

FPT ITE.1 No dependencies. n. a.

FPT ITE.2 No dependecies. n. a.

FPT_TST.1 No dependencies. n. a.

FIA_SOS.1 No dependencies. n. a.

FIA_AFL.1/PIN FIA_UAU.1 Timing of FIA_UAU.1
authentication

FIA_AFL.1/PUC FIA_UAU.1 Timing of FIA_UAU.1
authentication

FIA_ATD.1 No dependencies. n. a.

FIA_UAU.1 FIA_UID.1 Timing of FIA_UID.1
identification

FIA_UAU.4 No dependencies. n. a.

FIA_UAU.5 No dependencies. n. a.

FIA_UAU.6 No dependencies. n. a.

FIA_UID.1 No dependencies. n. a.

FIA_API.1 No dependencies. n. a.

FMT_SMR.1 FIA_UID.1 Timing of FIA_UID.1
identification

FIA_USB.1 FIA_ATD.1 User attribute FIA_ATD.1

definition

FDP_ACC.1/MF_DF

FDP_ACF.1 Security attribute
based access control

FDP_ACF.1/MF_DF

FDP_ACF.1/MF_DF

FDP_ACC.1 Subset access
control,

FMT_MSA.3 Static attribute
initialisation

FDP_ACC.1/MF_DF,
FMT_MSA.3

FDP_ACC.1/EF

FDP_ACF.1 Security attribute
based access control

FDP_ACF.1/EF

FDP_ACF.1/EF

FDP_ACC.1 Subset access
control,

FMT_MSA.3 Static attribute
initialisation

FDP_ACC.1/EF,
FMT_MSA.3

FDP_ACC.1/TEF

FDP_ACF.1 Security attribute
based accesontrol

FDP_ACF.1/TEF

FDP_ACF.1/TEF

FDP_ACC.1 Subset access
control,

FDP_ACC.1/TEE
FMT_MSA.3
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SFR

dependent on

fulfilled by

FMT_MSA.3 Static attribute
initialisation

FDP_ACC.1/SEF

FDP_ACF.1 Security attribute
based access control

FDP_ACF.1/SEF

FDP_ACF.1/SEF

FDP_ACC.1 Subset access
control,

FMT_MSA.3 Static attribute
initialisation

FDP_ACC.1/SEF
FMT_MSA.3

FDP_ACC.1/KEY

FDP_ACF.1 Security attribute
based access control

FDP_ACF.1/KEY

FDP_ACF.1/KEY

FDP_ACC.1 Subset access
control,

FMT_MSA.3 Static attribute
initialisation

FDP_ACC.1/KE,
FMT_MSA.3

FMT_MSA.3 FMT_MSA.1 Management of | FMT_MSA.1/Life,
security attributes, FMT_MSA.1/SEF,
FMT_SMR.1 Security roles FMT_MSA.1/PIN,
FMT_MSA.1/Auth,
FMT_SMR.1
FMT_SMF.1 No dependencies. n. a.

FMT_MSA.1/Life

[FDP_ACC.1 Subset access
control, or

FDP_IFC.1 Subset information
flow control],

FMT_SMR.1 Security roles,
FMT_SMF.1 Specification of
Management Functions

FDP_ACC.1/MF_DF,
FDP_ACC.1/EF,
FDP_ACC.1/TEE
FDP_ACC.1/SEF
FDP_ACC.1/KEY,
FMT_SMR.1,
FMT_SMF.1

FMT_MSA.1/SEF

[FDP_ACC.1 Subset access
contol, or

FDP_IFC.1 Subset information
flow control],

FMT_SMR.1 Security roles,

FDP_ACC.1/MF_DF,
FDP_ACC.1/EF,
FDP_ACC.1/TEE
FDP_ACC.1/SEF
FDP_ACC.1/KEY

Management Functions

FMT_SMF.1 Specification of | FMT_SMR.1,
Management Functions FMT_SMF.1
FMT_MTD.1/PIN FMT_SMR.1 Securityoles, FMT_SMR.1,
FMT_SMF.1 Specification of | FMT_SMF.1

FMT_MSA.1/PIN

[FDP_ACC.1 Subset access
control, or

FDP_IFC.1 Subset information
flow control],

FMT_SMR.1 Security roles,

FDP_ACC.IMF_DF,
FDP_ACC.1/EF,
FDP_ACC.1/TEE
FDP_ACC.1/SEF
FDP_ACC.1/KEY,

FMT_SMF.1 Specification of | FMT_SMR.1,
Management Functions FMT_SMF.1
FMT_MTD.1/Auth FMT_SMR.1 Security roles, FMT_SMR.1,
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SFR

dependent on

fulfilled by

FMT_SMF.1 Specification of
Management Functions

FMT_SMF.1

FMT_MSA.1/Auth

[FDP_ACC.1 Subset access
control, or

FDP_IFC.1 Subset information
flow control],

FMT_SMR.1 Security roles,

FDP_ACC.1/MF_DF,
FDP_ACC.1/EF,
FDP_ACC.1/TEE
FDP_ACC.1/SEF
FDP_ACC.1/KEY,

FMT_SMF.1 Specification of | FMT_SMR.1,
Management Functions FMT_SMF.1

FMT_MTD.1/NE FMT_SMR.1 Security roles, FMT_SMR.1,
FMT_SMF.1 Specification of | FMT_SMF.1
Management Functions

FCS_RNG.1 No dependencies. n. a.

FCS RNG.IGR No dependencies. n. a.

FCS_COP.1/SHA

[FDP_ITC.1 Import of user dats
without security attributes, or
FDP_ITC.2 Import of user data
with securityattributes, or
FCS_CKM.1 Cryptographic key
generation],
FCS_CKM.4 Cryptographic key
destruction

The dependent SFRs are no
applicable here because
FCS_COP.1/SHA does not
use any keys.

FCS_COP.1/COS.AES

[FDP_ITC.1 Import of user date
without security atibutes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],
FCS_CKM.4 Cryptographic key
destruction

FCS_CKM.1/AES.SM,
FCS_CKM.4

FCS_CKM.1/AES.SM

[FCS_CKM.2 Cryptographic
key distribution, or
FCS_COP.1 Cptographic
operation],

FCS_CKM.4 Cryptographic key
destruction

FCS_COP.1/COS.AES,
FCS_CKM.4

FCS_CKM.1/ELC

[FCS_CKM.2 Cryptographic
key distribution, or
FCS_COP.1 Cryptographic
operation],

FCS_CKM.4 Cryptographic key
destruction

FCS_COP.1/COS.ELC,
FCS_COPL/COS.ECDSA.S,
FCS_CKM.4

FCS_COP.1/COS.CMAC

[FDP_ITC.1 Import of user data
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or

FCS_CKM.1 Cryptographic key

FCS_CKM1/AES.SM,
FCS_CKM.4
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SFR

dependent on

fulfilled by

generation],
FCS_CKM.4 Cryptographic key
destruction

FCS_COP.1/COS.RSA.S

[FDP_ITC.1 Import of user date
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],

FCS_CKM.4 Cryptographic key
destruction

FCS_CKM.1/BAin thecase
that the TOE provides RSA
key generation functionality,
i.e. Package RSA Key
Generation is applied
Otherwise dependency on
FDP_ITC.1 FDP_ITC.2 and
FCS_CKM.1 is not applicabl
as neither key import nor key
generation by the TOfor
RSA keypairs / private keys
are relevant for the
operational phase.

FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generatioh
FCS_CKM.4 Cryptographic key
destruction

FCS_CKM.4
FCS_COP.1/COS.ECDSA.{ [FDP_ITC.1 Import of user dat§ FCS_CKM.1/ELC,
without security attributes, or | FCS_CKM.4

FCS_COP.1/COS.ECDSK.

[FDP_ITC.1 Import of user dats
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],
FCS_CKM.4 Cryptographic key
destruction

FMT_MTD.1/Auth requires
import keys ottype TSFData
used by
FCS_COP.1/COS.ECDSA.V
(instead of import obUser
Dataaddressed ikfDP_ITC.1
andFDP_ITC.2)
FurthermoreFCS_CKM.1is
not applicable for the same
reason.

FCS_CKM.4

FCS_COP.1/COS.RSA

[FDP_ITC.1 Import of user dats
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],
FCS_CKM.4 Cryptographic key
destruction

FCS _CKM.1/RSkn the ase
that the TOE provides RSA
key generation functionality,
i.e. Package RSA Key
Generation is applied.
Otherwise dependency on
FDP_ITC.1 FDP_ITC.2 and
FCS_CKM.1 is not applicablq
as neither key import nor key
generation by the TOfor
RSA key pairs / prvate keys
are relevant for the
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SFR dependent on fulfilled by
operational phase.
FCS_CKM.4

FCS_COP.1/COS.ELC [FDP_ITC.1 Import of user dat§ FCS_CKM.1/ELC,
without security attributes, or | FCS_CKM.4
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],

FCS_CKM.4 Qyptographic key
destruction

FCS_CKM.4 [FDP_ITC.1 Import of user dat§ FCS_CKM.1/AES.SM,
without security attributes, or | FCS_CKM.1/BAin thecase
FDP_ITC.2 Import of user data that the TOE provides RSA

with security attributes, or key generation functionality,
FCS_CKM.1 Cryptographic key i.e. Package RSA Key
generation] Generation is applied
FCS_CKM.1/ELC
FTP_ITC.1/TC No dependencies. n. a.

Table25: Dependencies of the 86

6.3.3 Security Assurance Requiremerd Rationale

283 The presentAssurancePackage was chosen based on thedafinedAssurancéPackage EAL4.
This Package permits a developer to gain maximum assurance from positive security engineering
based on good commercial development practices which, thagghous, do not require
substantial specialist knowledge, skills, and other resources. EAL4 is the highest level, at which it
is likely to retrofit to an existing product line in an economically feasible way. EAL4 is applicable
in those circumstances wige developers or users require a moderate to high level of
independently assured security in conventional commodity TOEs and are prepared to incur
additional security specific engineering costs.

284 Please refems wellto BSI-CC-PR00842014[11], section 6.3 3 A Rati onal e for
Re qui r efondhe tdetaills regardinghe chosenassurance leveEAL4 augmented with
ALC_DVS.2and AVA_VAN.5.

285The selection of the component ATE_DPT.2 provides a higher assurance than-deéinae
EAL4 Package due to quiring the functional testing of SF&hforcing modules. The functional
testing of SFRenforcing modules is due to the TOE buildingraart cardplatform with very
broad and powerful security functionality but without object syst&m.augmentation with
ATE_DPT.2 only for the SFR specified iBSI-CC-PR-0084-2014[11] would have been
sufficient to fulfil the conformance, but this would contradict the intentioB$fCC-PP-0084-
2014. Therefore the augmentation with ATE_DPT.2 is required for the completeckoot
Profile.

286 The selection of the component ALC_DVS.2 provides a higher assurance of the security of the
development and manufacturingspecially for the secure handling sgnsitivematerial. This
augmentation was chosen due to the broad applicdtitne @ OE in security critical applications.
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287 The selection of the component AVAAN.5 provides a higher assuranttean the pralefined
EAL4 Package, namelyequiring avulnerability analysis to assess the resistance to penetration
attacks performed by attacker possessing a high attack potential.

288 The set ofSecurityAssurancdrkequirements being part of EAL4 fulfils all deglemcies a priori.

289 The augmentation of EAL4 chosen comprises the following assurance components:
1 ATE_DPT.2,
1 ALC_DVS.2,and
1T AVA VAN.S.

290 For these additional assurance compagedit dependencies are met or exceeded in the EAL4

Assurancé’ackage:

Component Dependenciesequired Dependency fulfilled by
by CC Part 3

TOE Security Assurancérequirements (only additional to EAL4)

ALC_DVS.2 no dependencies -

ATE_DPT.2 ADV_ARC.1 ADV_ARC.1
ADV_TDS.3 ADV_TDS.3
ATE_FUN.1 ATE_FUN.1

AVA_VAN.5 ADV_ARC.1 ADV_ARC.1
ADV_FSP.4 ADV_FSP.4
ADV_TDS.3 ADV_TDS.3
ADV_IMP.1 ADV_IMP.1
AGD_OPE.1 AGD_OPE.1
AGD_PRE.1 AGD_PRE.1
ATE_DPT.1 ATE DPT.2

Table26: SAR Dependencies
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7 Package Crypto Box
291The COS may support optionally additional cryptographic functionality accordinglioThis

sectiondefines the Package Crypto Box to be used by theu8horif the TOE provides this
security functionality.

7.1 TOE Overview for Package Crypto Box

2921In addition to the TOE definition given in sectidn2.1ATOE definition and operational usage
the TOE is equipped witlurthercryptographic functionality

7.2 Security Problem Definition for Package Crypto Box

7.2.1 Assetsand External Entities

Assets

293 The assets do not differ from the assets defined in sektlon

Subjects and external entities

294 There are nodditional external entities and subjedts the Packag€rypto Boxbeyondthose
alreadydefinedin section3.1
7.2.2 Threats

295 There are no additiondhreas for the Packag€rypto Boxbeyondthe Threas alreadydefined in
section3.2

7.2.3 Organisational Security Policies

296 There are no additional Organisational Security Polifmeshe Packag€rypto Boxbeyad the
Organisational Security Policiedreadydefined in sectio3.3.

7.2.4 Assumptions

297 There are no additional Assumptiofr the PackageCrypto Box beyondthe Assumptions
alreadydefined in sectio3.4.
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7.3 Security Objectivesfor Package Crypto Box

298 The Securiy Objectives for the TOEsection4.1) and theSecurity Objectives fathe Operational
Environment(section4.2) aresupplemented for thBackageCrypto Box Therefore theSecurity
Objective Rationalé¢section4.3) is supplemented as well

299The TOE shalffulfil the Security ObjectiveiTrusted channe{O.TrustedChanngl 0 spedfied
below.

O.TrustedChannel Trusted channel

The TOE supports trusted channel for protection of
confidentiality and the integritfjor commandsto be sent tc
successfly authenicateddeviceand receiving response®in
this deviceon demand of the external application.

300 The operational environment of the TOE shall fulfil the Security Objedisecure messaging
support of external devic®E.SecureMessagingd as befpwci fi ed

OE.SecureMessaging Secure messaging support of external devices

The external device communicating with the TGEotigh a
trusted channel supports device authentication with
derivation, secure messaging for received commands
sending responses.

301The Security Objectives O.TrustedChanneland OE.SecureMessagingnitigate the Threat
T.Interceptif the operational environment is not able to protect the communication by other
means

7.4 Security Requirements forPackageCrypto Box

3021In addition to theauthenttation reference data of the devices and security attrittisted in
Table 15 the following table definedor the TOE withPackage Crypto Boxhe authentication
reference data of subjects

User type Authentication data Operations

Device Symmetric authentication key MUTUAL AUTHENTICATE, EXTERNAL
AUTHENTICATE, PSODECIPHERand
PSOVERIFY CRYPTOGRAPHIC
CHECKsUM used for trusted channel

Table27: Authentication data of the devices and sigattributes

303 In addition to theauthentication verification data of the devices and security attributes iisted
Table 15 the following table definegor the TOE withPackage Crypto Boxthe authentication
reference data of subjectand the authenticatiorverification data used by the TSF itself (cf.
FIA_APL1).
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User type/ | Authentication data and security | Operations
Subjecttype | attributes

Device Trusted channel The commandBSOVERIFY
CRYPTOGRAPHICCHECKSUM andPSO

- DEcIPHERare used to authenticate the
Session key SK4TC responses received after establishmer

Security attributes session keysATC.
SKATC referenced in

keyReferenceList.macCalculation
and keyReferenceList.dataEnciph

Authentication verification data

TSF Trusted channel The command®SOCOMPUTE
CRYPTOGRAPHICCHECKSUMandPSO

: ENCIPHERare usd to generate

Session key SK4TC commands received by the authentica
Security attributes PICC with secure messaging

SKATC referenced in
keyReferenceList.macCalculation
and keyReferenceList.dataEnciph

Authentication verification data

Table28: Authenticationdata of the COS witlPackageCrypto Box

304 In addition to theSecurity Functional Requirements for the TO&ined in sectior.1 the TOE
shall meet the following SFR

306The TOE shall me e-autheénticatingr Teugtedichaengh =i tA _UR&)J. 6 / CB) 0
specified below.
FIA_UAU.6/CB Re-authenticating Trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UAU.6.1/CB The TSF shall rauthenticate thesersender of a messagé® under
the conditions

(1) each message received after establishing the trusted chanr
successful authentication by execution of a combination of
INTERNAL AUTHENTICATE andEXTERNAL AUTHENTICATE, Or
MUTUAL AUTHENTICATE or GENERAL AUTHENTICATE
commands shall be verified as being sent by the authentice
deviceusing the command3SOVERIFY CRYPTOGRAPHIC
CHECKSUM andPSODECIPHER?70,

306The TOE shall me e t henticateon Rroefqofl Identtym &rasted dhaknet
(FIA_APLLCB) 0 as specified below (Common Criteria

269 Refinement identifying the concrete user
270 [assignmentlist of conditions under which rauthentication is requirefd
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FIA_API.1/CB Authentication Proof of Identity Trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_API.1.1/CB The TSF shall provide

307The TOE sh
as specified below.

FIA_USB.1/CB
Hierarchical to:
Dependencies:
FIA_USB.1.1/CB

FIA_USB.1.2/CB

FIA_USB.1.3/CB

308T h e TOE

(1) PSOENCIPHERaNndPSOCOMPUTE CRYPTOGRAPHIC
CHECKSUM with SKATC used for trusted channel comm&nhids

to prove the identity of th€SF itsel?’2to an external entity

al | me edrsulijebt ®inding Trusted chamreinR | A UUS B .

Usersubject binding Trusted channel
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associatiee following user security attributes with
subjects acting on the behalf of that ugerdefined in FIA_USBZ3,

The TSF shall enforce the followimgles on the initial association of
user security attributes with subjects acting orbialf of usersas
defined in FIA_USB.%74,

The TSF shall enforce the following rules governing changes to the
security attributes associated with subjects acting on the behalf of L

(1) If the message received in commaBOVERIFY
CRYPTOGRAPHICCHECKSUM fails the verification or the
message received in commadP8ODECIPHER(fails the padding
condition the authentication state of the usmundto the
SK4TC is changed to finot atl
keyReferencelist.macCalculatidk&yReferencelList.
dataEncipherland theSK4TCare deleted).

(2) [assignmentfurther rules for the changing of attribuiés>.

shall me e t Cryptdgraphic r aperationri e @B nAES

(FCS_COP.1/CB.AESO0 as specified bel ow.

FCS_COP.1/CBAES
Hierarchical to:

Dependencies:

Cryptograplc operatimi CB AES
No other components.
[FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or

271 [assignmentauthentication mechanigm

272 [assignmentobject authorised user or rulg

273 [assignmentlist of user security attributgs

274 [assignmentrules for the initial association of attribufes

275 [assignmentrules for tre changing of attributés
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FCS_COP.1.1/CBES

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptogaphic key destruction
The TSF shall perform

(1) encryption with negotiated key for commaR80
ENCIPHER

(2) decryption with negotiated key for commaR80
DECIPHER

(3) encryption and decryption for trusted channel
a. PSOENCIPHER

b. PSODECIPHER

(4) deayption with card internal key for command
EXTERNAL AUTHENTICATE,

(5) encryption with card internal key for commanIERNAL
AUTHENTICATE?76

in accordance with a specified cryptographic algorifkis in
CBC mod&77 and cryptographic key sizd28bit, 192bit
256bit278 that meet the followinglrR-031161[19], COS
specification 21], FIPS 197 83]279,

309T h e TOE shall me e t Cryptographic ropeagatian ¥ eGBe CMAC 1

(FCS_COP.1/CB.CMAT 0

FCS COP.1/CBCMAC
Hierarchical to:

Dependencies:

FCS COP.1.1/CECMAC

as specified bel ow.

Cryptographic operatioi CB CMAC

No other components.

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform

(1) computation of cryptographic checksum for command
INTERNAL AUTHENTICATE,

(2) computation and verification of cryptographic checksu
for trusted channel

a. PSOCOMPUTE CRYPTOGRAPHICCHECKSUM,

b. PSOVERIFY CRYPTOGRAPHICCHECKSWM,

276 [assignmentlist of cryptographic operatios
277 [assignmentcryptographic algorithrh
278 [assignmentcryptographic key sizgs

279 [assignmentlist of standardp
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(3) verification of cryptographic checksum for command
EXTERNAL AUTHENTICATE?280

in accordance with a specified cryptographic algori@mhAC281
and cryptographic key sizd28bit, 192bit and 2560it282 that
meet the followingTR-031161 [19], COS specificatiofi2]],

[36]283
310T h e TOE shall me e t Cryptdgraphic r aperationri e @B nRSA i
(FCS_COP.1/CB.RSAO as specified bel ow.
FCS_COP.1/CBRSA Cryptographic operatioi CB RSA
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user datwithout security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS _COP.1.1/CRSA The TSF shall perforrancryption with stored key for command
PS0 ENCIPHER®4in accordance with a specified cryptographic
algorithm

(1) for encryption RSA-OAEP-Encrypt (B4] section 7.1.1)
(2) for decryption:RSA-OAEP-Decrypt ([34] section 7.1.2§5

and cryptographic key siz€848bit and 307it modulslength
for RSA private key operation and 2068 modulslength for RSA
public key operatio?$é that meet the followingPKCS #1[34]287.

311T h e TOE shall me e t Cryptdgraphic r aperationri e @8 nECC i
(FCS_COP.1/CBEELL 0 as specified bel ow.
FCS_COP.1/CBELC Cryptographimperationi CB ECC
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, |

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

280[assignmenttist of cryptographic operatiof}s
281 [assignmentcryptographic algorithri

282 [assignmentcryptographic key sizgs

283 [assignmentlist of standardp

284 [assignmentlist of cryptographic operatios
285[assignmentcryptographic algorithrh

286 [assignmentcryptographic key sizgs

287 [assignmentlist of standard]
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FCS_CKM.4 Cryptogrdpic key destruction

FCS_COP.1.1/CELC The TSF shall perforrancryption with stored key for
commandPSOENCIPHER®8in accordance with a specified
cryptographic algorithnELC encryptiorwith COS standard
curve$89and cryptographic key siz@86 bits, 384 b,
512bits?99that meet the followingTR-03111[17], section
4.3.1,4.3.3and 5.3.2%

7.5 Security RequirementsRationale for PackageCrypto Box

312The following table provides an overview f8ecurity Functional Requirements coverage also
giving an evidencedr sufficiencyandnecessityf the SFRs chosen in tiackageCrypto Box.

O.Integrity
O.Confidentiality
0O.RespCOS
O.TSFDataExport
O.Authentication
0.AccessControl
0O.KeyManagement
O.Crypto
O.SecureMessaging

FIA_API.1/CB
FIA_UAU.6/CB
FIA_USB.1/CB
FCS_COP.1/CB.AES
FCS_COP.1/CB.CMAC
FCS_COP.1/CB.ELC
FCS_COP.1/CB.RSA

x| X | X| X| X|0.TrustedChannel

X | X | X | X

Table29: Mapping betweeisecurity Objectives for the TOE and SERor PackageCryptoBox

313 Table 29 above should be taken as extensafnTable 24 in order to cover the whole set of
Security Objectives. Hence, the mappings betwegturity Objectives and SFRs in the table
above are used aslditionalmappings to address the correspondagurity Objectives.

314The Security Objective O.TrustedChannel fTrusted channél requires cryptographic
functionality for trusted channel supporas describg by the SFRs FIA _API.1/CB,
FIA_UAU.6/CB, FIA_USB.1/CBFCS_COP.1/CB.AE&GndFCS_COP.1/CB.CMAC

1 FIA_APL1/CB requires that the TSF authenticates themselves to the entity receiving
communication through trusted channel.

288 [assignmentlist of cryptographic operatios
289 [assignmentcryptographic algorithrh

290 [assignmentcryptographic key sizgs

291 [assignmentlist of standardp
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FIA_UAU.6/CB requires that the TSI® tauthenticate the entity sending communication
through trusted channel.

FIA_USB.1/CBrequires that the TSF to bind the authentication state to the entity sending
communication through trusted channel.

FCS_COP.1/CB.AESequires that the TSF provides dedigp and encryption using
AES with different key sizes to be used in dedicated commands.

FCS_COP.1/CB.CMAGQequires that the TSF provides computation and verification of
cryptographic checksums using the CMAC algorithm and different key sizes to be used in
dedicated commands.

315 The Security Objective O.Crypto fCryptographic functior® r e g u praovisien of tsdtieity
services byimplemenation of secure cryptographic algorithnmead protocols The following
SFRsprovide additional cryptographgervices

1

FCS COP.1/CB.AES requires that the TSF provides decryption and encryption using
AES with different key sizes to be used in dedicated commands.

FCS _COP.1/CB.CMAC requires that the TSF provides computation and verification of
cryptographic checksums using thB1&C algorithm and different key sizes to be used in
dedicated commands.

FCS_COP.1/CB.ELGequires that the TSF provides encryption capabilities based on
ELC algorithms with different key sizes to be used in dedicated commands.

FCS_COP.1/CB.RSAequires thathe TSF provides encryption capabilities based on
RSA algorithms with different modus$lengths to be used in dedicated commands.

316 The following table lists the required dependencies of the SFRs of thtadkBge and gives the
concrete SFRs from this dament which fulfil the required dependenciétereby, Table 30
should be taken as extension Tdible 25 and Table 44 (if applicabk) in order to cover all
dependenciedn particular,Table 30 provides necessary additional assignments for fulfilment of
the dependencies that arise from the additional SFRs that are defined for this Package.

SFR dependent on fulfilled by
FIA_API.1/CB No dependencies. n. a.
FIA_UAU.6/CB No dependencies. n. a.
FIA_USB.1CB FIA_ATD.1 User attribute FIA_ATD.1
definition
FCS_COP.1/CB.AES [FDP_ITC.1 Import of user data | FCS_CKM.JAES.SM

without security attributes, or FCS CKM.4
FDP_ITC.2 Impat of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],

FCS_CKM.4 Cryptographic key
destruction

FCS_COP.1/CB.CMAC [FDP_ITC.1 Import of user data | FCS_CKM.IAES.SM

without security attributes, or FCS_CKM.4
FDP_ITC.2 Import olser data
with security attributes, or
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SFR

dependent on

fulfilled by

FCS_CKM.1 Cryptographic key
generation],
FCS_CKM.4 Cryptographic key
destruction

FCS_COP.1/CB.ELC

[FDP_ITC.1 Import of user data
without security attributes, or
FDP_ITC.2 Import of user dia
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],

FCS_CKM.4 Cryptographic key
destruction

FCS_CKM.L/ELG
FCS_CKM.4

FCS_COP.1/CB.RSA

[FDP_ITC.1 Import of user data
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],

FCS_CKM.4 Cryptographic key
destruction

FCS_CKM.1/RSk the
case that the TOE provides
RSA key generation
functionality, i.e. Package
RSA Key Generation is
applied. Otherwise
dependency oRDP_ITC.],
FDP_ITC.2 and
FCS_CKM.1 is not
applicable as neither key
import nor key generation
by the TOEor RSA key
pairs / private keyare
relevant for the operational
phase.

FCS_CKM.4

Hint;
FCS_CKM.1/RSA

in the case that the TOE
provides RSA key genefah
functionality, i.e. Package
RSA Key Generation is
applied

[FCS_CKM.2 Cryptographic key
distribution, or

FCS_COP.1 Cryptographic
operation],

FCS_CKM.4 Cryptographic key
destruction

In additionto Table25and
Tabled4:

FCS_COP.IZB.RSA

Table30: Dependencies of the SFRs Package Crypt8ox
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8 Package Contactless

317The COS may support optionally additional functionality for contactless communictite
Proximity Integrated Circuit Chip (PICC) using the chip part of the PACE protocol according to
[21]. This sectiondefinesthe PackageContactlessto be used by the S@uthorif the TOE
provides this security functionality.

318The TSF for the Proximyt Coupling Device (PM) is described in the Package PACE for
Proximity Coupling Device irsection9. Both Packages descrbTSF for different roles in the
PACE protocol E.g. the human useendshe CAN to the smartard terminalas PCD) and the
smartcard terminal sendhe CAN to the gSM&T (as TOE with Package PACE for Proximity
Coupling Device)unning thePACE protocol in PCD roleThe terminal communicates with a
contactless smadard (as PICC), which issample of the DE but with Package Comtikessand
running thePACE protocol in PICC role.

8.1 TOE Overview for Package Contactless
319This Package describes additional TSF used for contactless communication as PICC with a

terminal The COS has to detect by itself if the underlying alépsa contadess interface and
has to use interface dependeaccess rules in that case.

8.2 Security Problem Definition for Package Contactless

8.2.1 Assetsand External Entities

Assets

320 The assets do not differ from the assets defined in sektlon

Security Attributes of Users andSubjects

321 The PACE protocol provides mutual authentication between a sarartrunning thd”roximity
Integrated Circuit ChipRICQO role and a terminal runninthe Proximity Coupling Devices
(PCD) role of the protocol as described ia6] Part 2. The TOE supporting théackage
Contactlessmplements the PICC role of the PACE protocol. When the ®3&nning the PIC
role of the PACE protocol the subject gains security attributes used by the access control and
bound to the use of the establishecuse messaging channel after successful authentication.

322 The support otontactlesssommunication introduces additional security attributesisgrsand
subjectdound toexternal entities

User type Definition

Device with contactless An extenal devicecommunicating with the TOHrtough the
communication contactless interface. The subject bind to this device has the
secur it ykontaktlosr(corttaotless cofmmunication).
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User type Definition

Device authenticated using An externaldevicecommuni@ating with the TOErough the
PACE protocoin PCDrole | contactless interface and succesgfalithenticated bthe PACE
protocolin PCD role

Table31: User type for Package Contactless

8.2.2 Threats

323 There ae no additionall hreas for the Package Contactldssyondthe Threas alreadydefined in
section3.2

8.2.3 Organisational Security Policies

324 There are no addition®rganisational Security Policider the Package Contactlelsyondthe
Organisational Security Policiedreadydefined in sectio3.3.

8.2.4 Assumptions

325There are no additional Assumptiofier the Package Contactleg®yondthe Assumptions
alreadydefined in sectio.4.

8.3 Security Objectivesfor Package Contactless

326 The Security Objectives for the TOEection4.1) andthe Security Objectives fathe Operaional
Environment(section4.2) aresupplemented for thBackageContactlessTherfore theSecurity
Objective Rationalé¢section4.3) is supplemented as well

327The TOE shallfulfil the Security ObjectivefiProtection ofcontactless communication with
PACEHPICC(O.PACE CHIF 6 as specified bel ow.

O.PACE_Chip Protection of contactless communicationvith PACE/PICC

The TOE supportthe chip part of thePACE protocol in ordel
to protect the confidentiality and the integrity of de
communicated through the coatigss interfacef the TOE.

328 The operational environment of the TOE shall fulfil the Security Objedi®ACE support by
contactlesserminal(OE.PACE _Termingl 6 as speci fied bel ow.

OE.PACE_Terminal PACE support by contactlesserminal
The external ddege communicating Hrough a contactless
interfacewith the TOE using PACE shall support the termi
part of the PACE protocol.
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329 The Security Objectives O.PACE_CHIPand OE.PACE_Terminammitigate theThreatT.Intercept
if contactless communicatiobetweenthe TOE and the terminas used and the operational
environment is not able to protect the communication by other means

8.4 Security Requirementsfor Package Contactless

3301In addition to theauthentication reference data of the devicsted in Table 15 the following
table definesor the TOE withPackage Contactletse authentication reference datalefuser in
PCD role andhe authenticationerificationdata used by the TSF itself (€lA_API.1) in PICC

role.
User Authentication data and security Operations
type / attributes
Subject
type
Device | Symmetric Card Connection Object GENERAL AUTHENTICATE with
as PCD | (SCCO) (CLA, I NS xpPad, 26 &,
Authenticatiorreferencedata IS usecbytheTOErunmngthePAC_:E
) protocol role as PICC to authenticate
SCCOstored irthe TOE and ___ | the external device runnirige PACE
corresponding to the CANMAC session | protocol role as PCD.
key SK4SM
Security attributs
keyldentifierof the SCCOin the
globalSecurityListf SCCOwas inthe MF
or indfSpecificSecurityLisf the SCCO
was in the respectivielder
SK4SMreferenced irmacKeyand
SSCmac
TOE as | SK4SM referenced imacKeyand SK4SM is used to generate MAC for
PICC SSCmac command responses.

Table32 Authenticationdataof the COSor Package Contactless

331In addition to theSecurity Functional Requirements for the T@&ined in sectior.1the TOE
shall meet the following SFR

332The security functionality for access control in case of coms&ttommunication is covered
already by the SFRFDP_ACF.1/MF_DFFDP_ACF.1/EFFDP_ACF.1/TEFFDP_ACF.1/SEF
andFDP_ACF.1/KEYbecause the TSF shall implement the relevant security attributes described
in Table31 evenif the PackageContactlesss not included

333T he TOE shall me e Randamh rmimber eggneratione RNGn for PACE
(FCS_RNG.1/PACKH) as specified bel ow.

Bundesamt fir Skeerheit in der Informationstechnik pagel34of 194



Common Criteria Protection Profile Version 2.1, 0 July 2019

Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4
FCS_RNG.1/ Random number generatio RNG for PACE
PACE
Hierarchical to: No other components
Dependencies: No dependencies.
FCS_RNG.1.4 The TSF shall provide [gelectionphysical-rerphysicattrue,
PACE deterministie,hybrid deterministic, hybrighysica]292random number

generatoof RNG class[selection: DRG.4,PTG.3 ([5], [6]) for PACE
protocol that implementsfassignmentlist of security capabilitiesf the
selected RNG cla$s

FCS RNG.1.2 The TSF provideandomaumberdselection: bits, octets of bits,
PACE numbers [assignment: format of the numbe}fghat meefassignmenta
defired quality metriof the selected RNG claks

334The TOE shall me eCtyptogrdpleic opeeatiod i PAGEMs®que méssaging
encryption(FCS_COP.1/PACPICCENC) 6 as specified bel ow
FCS_COP.1/ Cryptographic operatioi PACE secure meaging encryption
PACE.PICC.ENC
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographikey destruction

FCS_COP.1/PAC The TSF shall perfordecryption and encryption for secure messaii

E.PICCENC in accordance with a specified cryptographic algorifkis in CBC
mode®4and cryptographic key siz¢selection: 128bit, 192bit, 256
bit]295that meet the followingTR-03110 [16], COS specificationq1]2%.

335 Application note50: This SFR requires the TOE to implement the cryptographic primitive AES
for secure messaging with encryption of transmitted data and encrypting the nonce in the first step
of PACE. The related session keys are agreed between the TOE and the terminal as part of the
PACE protocohccording to th&CS_CKM.1/DH.PACE.PICC

336The TOE shall m eGryptogtaphie operatigi UPIACEesateara messagingAC
(FCS_COP.1/PACE.PICBAC) 06 as specified bel ow.

FCS _COP.1/ Cryptographic operatioi PACE secure messagiMAC
PACE.PICC.MAC

Hierarchical to: No other components.

292 [selection physical, norphysical true, deterministic, hybiid
293 [assignmentlist of ayptographic operatioris

294 [assignmentcryptographic algorithrh

295 [assignmentcryptographic key sizgs

296 [assignmentlist of standardp
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Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data wilecurity attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.14 The TSF shall performvlAC calculationfor secure messagifff in

PACEPICCMAC accordance with a specified cryptographic algorikhAC298 and
cryptographic key sizgselection:128bit, 192bit, 256bit]299 that meet
the following TR-03110 [16], COS specificationZ1]309,

337 Application note51: This SFR requires the TOE to implement the cryptographic primitive for
secure messaging with messagehantication code over transmitted data. The related session
keys are agreed between the TOE and the terminal as partPA@Ie protocolaccording to the
FCS_CKM.1/DH.PACE.PICC

338T h e TOE shall me e Cryptagraphic keye gemdraticsi n3Hn by PACE
(FCS_CKM.1/DH.PACEPICQ 60 as specified bel ow.
FCS _CKM.1/ Cryptographic key generationDH by PACE
DH.PACE.PICC
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM4 Cryptographic key destruction

FCS_CKM.1.1/ The TSF shall generate cryptographic keys in accordance with a

DH.PACEPICC specified cryptographic key generation algorifls@lection: Diffie -
Hellman-Protocol compliant to PKCS#3, ECDH compliant té]
using the protocolselection:id-PACE-ECDH-GM-AES-CBC-
CMAC-128with brainpoolP256r1, idPACE-ECDH-GM-AES-CBC-
CMAC-192with brainpoolP384r1, idPACE-ECDH-GM-AES-CBC-
CMAC-256with brainpoolP512r1]301 and specified cryptographic
key sizes[selection 256 bit, 384bit, 512bit]392that meet the
following: TR-03110 [16], TR-03111[17]303,

339 Application notés2: The TOE exchanges a shared secret with the external entity during the PACE
protocol, se€/16]. This protocol may be based on the DHflellmanProtocol complianto
PKCS#3 (i.e. modulo arithmetic based cryptographic algorithm, 3§)) [or on the ECDH
compliant to TR0O3111 [L7] (i.e. the elliptic curve cryptographic algorithm ECKA). The shared
secret is used for deriving the AES session keys for message encrgpiibrmessage

297 [assignmentlist of cryptographic operatiois

298 [assignmentcryptographic algorithrh
299[assignmentcryptographickey sizels

300 assignmenttist of standardp
301assignmentcryptographic key generation algoritim
302 [assignmentcryptographic key sizgs

303 [assignmentlist of standardp

Bundesamt fur Skeerheit in der Informationstechnik pagel360f 194



Common Criteria Protection Profile Version 2.1, 0 July 2019
Card Operating Systef@eneration ZPP COS G BSI-CC-PR-0082V4

authentication according §d.6] for the TSF as required dyCS_COP.PPACE.PICC.ENCand
FCS_COP.[PACE.PICCMAC. FCS_CKM.1/DH.PACE.PICC implicitly contains the
requirements for the hashing functions used for key derivation by demanding curapbal R

03110 [L6).

340T h e TOE shall me e t Cryptographic rkeyq weéstruetione nRACE A
(FCS_CKMU4/PACEPICEO as specified bel ow.
FCS_CKM.4/ Cryptographic key destructid PACE
PACE.PICC
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4.1 The TSF shall destroy cryptographic keys in accordance with a spec

PACEPICC cryptographic key destruction method [assignmentptographic key
destruction methddhat meets the following: [assignmelist of
standard$

341 Application note53: The TOE shall destroy the encryption session keys and the message
authentiation keys forPACE protocol after reset or termination dhe secure messagingr
trusted channel¥essionor reaching fail secure state accordingF@T _FLS.1 The TOE shall
clear the memory area of any session keys before starting a new communication with an external
entity in a new afteresetsession as required BYOP_RIP.1

342The TOE shall m eTénting of Mentificakoq- PAGE¢FMelHDO.1/PACE) 0 a s
specified below
FIA_UID .1/ Timing of identification 7 PACE
PACE
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication
FIA _UID.1.1/ The TSF shall allow
PACE

(1) reading the ATS
(2) to establish a communication channel,

(3) [assignmentlist of TSFmediated actiorj304

on behalf of the user to be performed before the user is identified

FIA _UID.1.2/ The TSF shall require each user to be successfully identified before
PACE allowing any other TS#nediated actions on behalf of that user.
343The TOE shall m eTening df authenticatignPACGEEFMeUAU.1/PACE 0 a's

specified bow.

304 [assignmentlist of TSFmediated actiors
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FIA_UAU.1/
PACE

Hierarchical to:

Dependencies:

(FIA_UAU.4/PACEPICO 0 a's

FIA_UAU.4/
PACE.PICC

Hierarchical to:
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Timing of authenticatio - PACE

No other components.
FIA_UID.1 Timing of identification

FIA_UAU.1.1/ The TSF shall allow
PACE (1) reading the ATS,
(2) to establish a communication channel,
(3) actions allowed awrding to FIA_UID.1/PACE and
FIA_UAU.1
(4) [assignmentlist of TSFmediated actiorj30>
on behalfof the user to be performed before the user is authenticate
FIA_UAU.1.2/ The TSF shall require each user to be successfully authenticated be
PACE allowing any other TSHnediated actions on behalf of that user.
344The TOE shall me &ingleusdn authentieagian i nreahanismMsPACE/PICC

specified bel ow

Singleuse authentication mechanismBACE/PICC

No other components.

Dependencies: No dependencies.
FIA_ UAU.4.1 The TSF shall prevent reusewaification authentication data related
PACEPICC (1) PACE Protocoln PCD role according torR-031161 [19], COS
specification £1]306,
345The TOE s hal | me et Mulipe auttemticaiion enethamisms BRACEHPICC

(FIA_UAU5/PACE.PICG 0 as

FIA_UAU.5/
PACE.PICC

Hierarchical to:
Dependencies:

FIA_UAU.5.1/
PACE.PICC

specified bel ow

Multiple authentication mechanisin PACEPICC

No other components.
No dependeries.
The TSF shall provide

(1) PACE protocoin PICC role according tol6] and[20] using
commandSENERAL AUTHENTICATE,

(2) secure messaging in MAENC mode using PACE session ke!
according td20], section13, and 16], Part 3.,in PICCrole307

305[assignmenttist of TSF mediatedctiong
306 [assignmentidentified authentication mechanism(s)]
307 [assignmentlist of multiple authentication mechanigms
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FIA_UAU.5.2/
PACE.PICC

346T h e TOE

to support useauthentication.

The TSF shall authenticate any user's claimed identity according to
the PACE protocol as PICC is used for authentication of the device (
the PACE protocol in PCD role and secure messagirMAC-ENC

mode using PACE session keys is used to authenticate its con¥ffan

shall me et Rerabtleenticatmge g u | PAEERECE t

(FIA_UAU.6/PACE.PICG 0 as specified bel ow

FIA_UAU.6/
PACE.PICC

Hierarchicalto:
Dependencies:

FIA_UAU.6.1/
PACE.PICC

Reauthenticatigi PACEPICC

No other components.
No dependencies.

The TSF shall rauthenticate the user under the conditiafter
successful run of the PACE protocol as PEaeh commanteceived by
the TOE shall be verified as being sbygttheauthenticated® CD3%.

347 Application note54: The TOErunning the PACE protocol as PICC specified in [@B&cks each

command by secure messaging in encthiptrauthenticate mode based on CMAC whether it
was sent by the successfully authenticated tam{seeFCS_COP.1/PACE.PICC.ENC and

FCS_COP.1/PACE.PICC.MAr further detailsandsends all responses secure messaging after
successful PACE authenticatidihe TOE does not execute any command with incorrect message
authentication code. Therefore, ti®©E reauthenticates the terminal connected, if a secure
messaging error occurred, and accepts only those commands received from the initially
authenticated termingeeFIA_UAU.5/PACE.PICQ.

348T h e TOE

shall me et Usdrdulgect biedipg i r PACE/RICC

(FIA_USB.1/PACEPICC 06 as specified bel ow

FIA_USB.1/
PACE.PICC

Hierarchical to:

Dependencies:

FIA_USB.1.1/
PACEPICC

FIA_USB.1.2/
PACEPICC

Usersubject bindigi PACEHPICC

No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the followinger security attributes with
subjects acting on the behalf of that u3dre authentication state for the
device using PACE protocol in PCD relih

(1) keyldentifierof theusedSCCOin theglobalSecurityListf SCCO
was in MFor in dfSpecificSecurityLisif the SCCOwas in the
respectivdolder,

(2) SK4SM refereredin macKey and SSCm#é.

The TSF shall enforce the following rules on the initial association of
security attributes with subjects acting on the behalf of usees:

308 [assignmentrules describing how the multiple authentication mechanisms provide authenfjcation

309 [assignmentlist of conditionsunder which reauthentication is requirdd

310[assignmentlist of user security attributgs
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FIA_USB.1311
FIA_ USB.1.3/ The TSF shall enforce the following rules governing changes to the L

PACEPICC

349The TOE

security attributes associated with subjects acting on the behalf of us

(1) The authentication state for the device after successful
authenticabn using PACE protocolin PCD roleis set to
faut henticatedo and

a. keyldentifierof the usedsCCOin theglobalSecurityListf
SCCOwas in MF or indfSpecificSecurityList the SCCO
was in the respective DF,

b. the authentication reference d&i§4SMis storedn macKey
andSSCmac.

(2) If an authentication attempt usiff\CE protocoin PCD role
failed

a. ExecutingGENERAL AUTHENTICATE for PACE Version 2

[16],

b. receiving commands failing ttdAC verification or
encryption defined for secure messaging,

c. receiving messages Vation MAC verification or encryption
defined fortrustedchannel established with PACE,

the authentication state for the specific cont»@CCOhas to
be s etauttoh efinntictttheademehdin (
globalSecurityListespective in thdfSpecificSeaqityList and the
SK4SM are deleteél2

shall me Subsettrésidual infrgnationr proteetianPACHPICC

(FDP_RIP.1/PACEPICO 0 as specified bel ow

FDP_RIP.1/
PACE.PICC

Hierarchical o:
Dependencies:

FDP RIP.1.7/
PACEPICC

Subset residual information protectio PACEPICC

No other components.
No dependencies.

The TSF shall ensure that any previous information content of a res
is made unavailable upon the [selectialtocation of the resource to,
deallocation of the resourcedim313the following objects:

(1) session key§mmediately after closing related communicatior

session)

(2) anyephemerasecrethaving been generated during DH key
exchange

(3) [assignmentlist of additional objectd314.

3111assignmentrules for the initial association of attributes
312[assignmentrules for the changing of attributes

313[selection:allocation of the resource to, dibocation of the resource frgm

314 [assignmentlist of object$
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350T h e TOE shall me e Basict dede exahangeu comfigentiality-t PAGE
(FDP_UCT.1J/IPACE O as specified bel ow
FDP_UCT.1/ Basic data exchange confidentilit PACE
PACE
Hierarchical to: No other components.
Dependencies: [FTP_ITC.1 IntefTSF trusted channel, or

FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP UCT.1.Y The TSF shall enforce traecess control MF_DF SFP, access control

PACE SFP, access rule TEF SFP, access rule SEF SFP and access contr
SEP15to transmit andeceive?16 user datan a manner protected from
unauthorised disclosure.

351The TOE shal/l meDlata extharge imtegriyPAQE é~bRe DIT.1/FACE 0 a s
specified below
FDP_UIT .1/ Data exchange integyit PACE
PACE
Hierarchical to: No other componds.
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 IntefTSF trusted channel, or
FTP_TRP.1 Trusted path]

FDP UIT.1.1/ The TSF shall enforce treecess control MFE_DF SFP, access control

PACE SFP, access rule TEF SFP, access rule SEF SFP and access contrc
SFP17to transmit andeceivél8 user datan a manner protected from
modfication, deletion, insertiorandreplay!® errors.

FDP_UIT.1.2/ The TSF shall be able to determinereceipt ofuser data, whether
PACE modification, deletion, insertiomndreplay?2® has occurred.
352T h e TOE shall me e t InterT$Fe trusteck channele NPA@HEPICCH

(FTP_ITC.U/PACEPICO 0 as specified bel ow.

315 [assignmentaccess control SFP(s) and/or information flow control SHP(s)
316 [selection:transmit, receivk

317[assignmentaccess control SFP(s) and/or information flow control SHP(s)
318 [selection:transmit, receivk

319[selection:modification, deletion, insertion, replhy

320 [selection:modification, deletion, insertion, replhy
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FTP_ITC.1/ Inter-TSF trusted chanhé& PACEPICC
PACE.PICC
Hierarchical to: No other components.
Dependencies: No dependencies.
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and
PACEPICC another trusted IT product that is logically distinct from other

communication channels and pides assured identification of its end
points and protection of the channel data from modification or disclos

FTP_ITC.1.2 The TSF shall perminother trusted IT prodi#ét to initiate

PACEPICC communication via the trusted channel.

FTP_ITC.1.3 The TSF shalinitiate enforce communication via the trusted channel fc
PACE.PICC data exchange between the TOE ancettiernal useif required by

access control rule of the object in the object sy&tém

353 Application note55: The trusted IT product is therminal. In FTP_ITC.1.3/PACBICC the
woridn ifitiisatcehda n g e d betaose theeTOE i3 B passive device that can not initiate
the communicatiorbut can enforce secured communication if required for an object in the object
systemand shutdownhte trusted channel after integrity violation of a received command

354The TOE shall m eSeduritytrdleg PACERIQA (FME r8MR.1/PAGEPICCO 0
as specified below.
FMT_SMR.1/ Security rolsi PACEPICC
PACE.PICC
Hierarchical to: No other componds.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1/ The TSF shall maintain the roles
PACEPICC (1) the roles defined iIfEMT_SMR.1,

(2) PACE authenticated terminal

(3) [assignmentadditionalauthorised identified rolg%=.
FMT_SMR1.2/ TheTSF shall be able to associate users with roles.

PACEPICC
355T h e TOE shall me e tManagdment of eTbhE | datd MRACEPICGI
(FMT_MTD.1/PACEPICO 0 as specified bel ow.
FMT_MTD .1/ Management of TSF dai PACEPICC
PACE.PICC
Hierarchical to: No other componds.
Dependencies: FMT_SMR.1 Security roles

321[selectionthe TSF, another trusted IT prodiict
322 [assignmentlist of functions for which a trusted channgkequired
323 [assignmentthe authorised identified rolgs
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FMT_SMF.1 Specification of Management Functions
FMT _MTD.1.1/ The TSF shall restrict the ability tead24325the
PACEPICC (1) SCCOused forPACE protocoin PICCrole,

(2) session keys of secure messaging channel esttaflusing
PACE protocoin PICC role326

to noné?7.

356 Application notes6: Theiterationdefined an additional rule fananaginghe SCCOQOin a special
case of the PACE protocol (i.e. thé€CE role). The derived session keys SM4SM shall be kept
secret.

357The TOE shall meet the requiremetiiExport of TSF data PACE (FPT_ITE.2/PACHO as
specified below.

FPT_ITE.2 Export of TSF dati PACE
PACE

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_ITE.2.1/ The TOE shall export
PACE

(1) the publtc TSF datas defined in FPT_ITE.238
given the following conditions

(1) conditions as defined in FPT_ITE.2.1

(2) no export othe SCCG?°.

FPT_ITE.2.2 The TSF shall use [assignmelidgt of encoding rules to be applied b
PACE TSH for the exported data.

358 The TOE shall meet the requiremeiiiser attribute definition PACE 0 (FIA_ATD.1/PACE) as
specified below.

FIA_ATD.1/ User attribute definitioi PACE

PACE

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_ATD.1.7/ The TSF shalimaintain the following list of security attributes belongini
PACE to individual users:

324 [assignmentother operationp

325[selection:change_default, query, modify, delete, clear, [assignment: other oper3tions]
326 [assignmenttist of TSF dath

327[assignmentthe authorised identiéid role$

328 [assignmentlist of types of TSF dafa

329 [assignmentconditions for expojt
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(1) for users defined iRIA_ATD.1,
(2) additionallyfor device authentication state gainedgth SCCCP30,

359T h e TOE shall me et TQEh eemanatiengiu i PACBERICCt
(FPT_EMS.1/PAE.PICO 0 as s p e(CCFart 2ecxtended)l o w
FPT_EMS.V TOE emanatini PACEPICC
PACE.PICC
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_EMS.1.1 The TOE shall not emit [assignmetytpes of emissioh& exces of
PACEPICC [assignmentspecified limitfenabling access to

(1) Symmetric Card Connection Object (SCCO)
(2) PACE session keys

(3) any ephemeral secret having been generated during DH key
exchange

(4) any object listed irPT_EMS.1
(5) [assignmenttist of additionaltypes offSF dat33!

and [assignmentist of types of user data

FPT _EMS.1.2 The TSF shall ensurmny uses?32are unable to use the following
PACEPICC interfacethe contactless interface and circuit conf&#€t® gain access
to

(1) Symmetric Card Connection Objd8CCO)
(2) PACE session keys

(3) any ephemeral secret having been generated during DH key
exchange

(4) any object listed irPT_EMS.1
(5) [assignmenttist of additionaltypes of TSF dajé?*

and [assignmentist of types of user data

8.5 Security RequirementsRationale for Package Contactless

360The following table provides an overview f8ecurity Functional Requirements coverage also
giving an evidence fosufficiencyandnecessityf the SFRs chosen in tiRackage Contactless

330[assignmenttist of security attributgs
331[assignmenttist of types of TSF dafa
332[assignmenttype of users

333 [assignmenttype of connectidn

334 [assignmentlist of types of TSF dafa
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p

O.Confidentiality
0.RespCOS
O.TSFDataExport
O.Authentication
0O.AccessControl
0O.KeyManagement

O.Integrity

FCS_CKM.1/DH.PACE.PIC(
FCS_CKM.4/PACE.PICC

FCS_COP.1/
PACE.PICC.ENC

FCS_COP.1/ «
PACE.PICC.MAC

FCS_RNG.1/PACE X
FDP_RIP.1/PACE.PICC X
FDP_UCT.1/PACE
FDP_UIT.1/PACE
FIA_ATD.1/PACE
FIA_UAU.1/PACE
FIA_UAU.4/PACE.PICC
FIA_UAU.5/PACE.PICC
FIA_UAU.6/PACE.PICC
FIA_UID.1/PACE
FIA_USB.1/PACE.PICC
FMT_MTD.1/PACEPICC X
FMT_SMR.1/PACEPICC
FPT_EMS.1/PACEPICC X
FPT_ITE.2/PACE X
FTP_ITC.1/PACEPICC X X

X | X 10.Crypto
x| X |0.PACE_Chi

X
X

x

X | X | X | X | X[ X[ X]|X]|X]|X

X | X | X | X[ X[ X| X|X|X|[X|X|X]|X|X|X|X

Table33: Mapping betweeisecurty Objectives for the TOE and SERor Package Contactless

361 Table 33 above should be taken as extensafnTable 24 in order to cover the whole set of
Security Objectives. Hnce, the mappings betwe8acurity Objectives and SFRs in the table
above are used aslditionalmappings to address the correspondagurity Objectives.

362 All SFRs of the Package Contactlease implementing security functionality for ti&ecurity
Objecive O.PACE_Chip.

363The Security Objective O.Confidentiality fiConfidentiality of internal data r equi r es
protection of the confidentiality of sensitivdJser Data and TSFData. The SFR
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FDP_RIP.1/PACHEPICC addresses thiSecurity Objective as itrequires tht residual information
regarding sensitive data in previously used resources will not be available after itsFustes,
the SFRFMT_MTD.1/PACEPICC requires that the TSF denieseryonethe read access to
dedicatedconfidential TSF Data as defined inhe SFR.The SFR FPT_EMS.1/PACE.PICC
protect the confidential authentication data against compromise.

364 The Security Objective O.TSFDataExport fiSupport of TSFData expod r equi res t he

export of TSF Data of the object system excluding confidentiB6F Data. The SFR
FPT_ITE.2/PACErequires the ability of the TOE to export public TE&Rta and defines
conditions for exporting these T$rata.

365The Security Objective O.Authentication fAuthentication of external entités r equi r es
support of authenti¢mn of human users and external devices as well as the ability of the TSF to
authenticate itselfThe successful authentication usP@CE protocokes the keyldentifierin the
globalSecurityLisbr dfSpecificSecurityLisThis Security njective is addessed by the following
SFRs:

i1 FIA_ATD.1/PACE requires that the TSF maintains dedicated security attributes
belonging to individual users.

1 FIA_USB.1/PACEPICC requires that the TSF associates the security attribute

faut henticati on st awthesubedts attilgeon reHalt & thdat esermi n a |

Also, the TSF shall enforce rules governing changes of these security attributes by the
implementation of commands that perform these changes.

1 FIA_UID.1/PACE requires the processing of dedicated actions bafoser is identified.
Any other actions shall require user identification.

1 FIA_UAU.1/PACE requires the processing of dedicated actions before a user is
authenticated. Any other actions shall require user authentication.

1 FIA_UAU.4/PACEPICCrequires the preention of reuse of authentication daédated
to the PACE protocol

1 FIA_UAU.5/PACEPICC requires the TSF to suppattte PACE protocol and secure
messaging based on PACE session kEysther, the TSF shall authenticate all users
based on the PACE protdco

1 FIA_UAU.6/PACEPICC requires the TSF to support-aethentication ofusers under
dedicated conditions as given in the SFR.

T FPT_EMS.IPACEPICC requires that the TOE does not emit any information of
sensitiveUserData and TSPata by emissions and viaauit interfaces.

T FMT_MTD.1/PACEPICCrequires that the TSprevents SCCO and session keys from
reading

1 FTP_ITC.1/PACERPICC requires that the TSF provides a communication channel
between itself and another trusted IT product established by PACE. Thestpeovides
assured identification of its end points and protection of the channel data against
modification and disclosure.

1 FMT_SMR.1/PACEPICC requires that the TSF maintains rolaxluding PACE
authenticated terminaind associates users with roles.

366 The Security Objective O.AccessControlfiAccess Control for Objeats r equi res t he
of an access control policy to restricted objects and devices. Further, the management
functionality for the access policy is requir@dhe security attribute of # subjeckeyldentifierin
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the globalSecurityListor dfSpecificSecurityLisis already described in theccess controBFR
This Security vjective is addressed by the following SFRs:

1 FIA_UID.1/PACE defines the TSF mediated actions alloed before a uddeigified.
Any other actions shall require user identification.

1 FIA_UAU.1/PACEdefines the TSF mediated actidmsfore a user is authenticated. Any
other actions shall require user authentication.

1 FIA_UAU.4/PACE.PICC requires the prevention of reuse dhentication data related
to the PACE protocol.

1 FIA_ATD.1/PACE requires that the TSF maintains dedicated security attributes
belonging to individual users.

1 FIA_USB.1/PACEPICC requires that the TSF associates the security attribute
Afaut henti €dattihen PAICEt € eo mi nal 6 with subj eci
Also, the TSF shall enforce rules governing changes of these security attributes by the
implementation of commands that perform these changes.

FMT_SMR.1/PACE requires that the TSF maintaimies and associates users with roles.

FTP_ITC.1/PACERPICC requires that the TSF provides a communication channel
between itself and another trusted IT product established by PACE. The channel provides
assured identification of its end points and protectad the channel data against
modification and disclosure.

367 The Security Objective O.KeyManagementfiGeneration and import of keys r equi res t he
of the TSF to secure generation, import, distribution, access control and destruction of
cryptographic kes. Also, the TSF is required to support the import and export of public keys.

This Security bjective is addressed by the SFRS_RNG.1/PACEPICCthat requires that the
TSF provides a random number generator of dd®6.4 orPTG.3.

368 The Security Objective O.Crypto ACryptographic functioms r equi res the abil i
implement secure cryptographic algorithihis Security Objective is addressed by the following
SFRs that provide additional cryptographic operations:

1 FCS_CKM.1/DH.PACE.PICCequires hat the TSF generate cryptographic keys with the
Diffie -HellmanProtocol or ECDH.

1 FCS_CKM.4/PACE.PICCrequires that the TSF destroys cryptographic keys in
accordance with a given specific key destruction method.

1 FCS_COP.1/PACE.PICC.ENf@quires that the TRSprovides decryption and encryption
using AES to be used for secure messaging.

1 FCS_COP.1/PACE.PICC.MACrequires that the TSF provides computation and
verification of cryptographic checksums using the CMAC algorithm to be used for secure
messaging.

369The Seaurity Objective O.PACE_Chip fiProtection of contactless communication with
PACE/PIC® r e g uTOE support df the chip part of the PACE protocol in order to protect
the confidentiality and the integrity of data communicated through the contactlefacmtafrthe
TOE. Al SFR, ie. FCS_CKM.1/DH.PACE.PICC, FCS_CKM.4/PACE.PICC,

FCS_COP.1/PACE.PICC.ENC, FCS_COP.1/PACE.PICC.MAC, FCS_RNG.1/PACE
FDP_RIP.1/PACE.PICC, FDP_UCT.1/PACE, FDP_UIT.1/PACE, FIA_ATD.1/PACE,
FIA_UAU.1/PACE, FIA_UAU.4/PACE.PICC, FIA_UAW/PACE.PICC,
FIA_UAU.6/PACE.PICC, FIA_UID.1/PACE, FIA_USB.1/PACE.PICC,
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FMT_MTD.1/PACE.PICC, FMT_SMR.1/PACE.PICC, FPT_EMS.1/PACE.PICC,
FPT _ITE.2/PACE, FTP_ITC.1/PACE.PIC@ye defined to implement th®ecurity Objective
specific for thePackage Contdless

370The following table lists the required dependencies of the SFRs of thtadkBge and gives the

concrete SFRs fronthis document which fulfitthe required dependencigdereby, Table 34
should be taken as extéms of Table25in order to cover all dependencies.

SFR

dependent on

fulfilled by

FCS_CKM.1/
DH.PACE.PICC

[FCS_CKM.2 Cryptographic key
distribution, or

FCS_COP.1 Cryptographic
operation],

FCS_CKM.4 Cryptographikey
destruction

FCS_COP.1/PACE.PICC.ENC,
FCS_COP.1/PACE.PICC.MAC,
FCS_CKM.4/PACE.PICC

FCS_CKM.4/
PACE.PICC

[FDP_ITC.1 Import of user data
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic ke
generation]

FCS_CKM.1/DH.PACE.PICC

FCS_COP.1/
PACE.PICC.ENC

[FDP_ITC.1 Import of user data
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],

FCS_CKM.4 Cryptographic key
destruction

FCS_CKM.1/DH.PACE.PICC,
FCS_CKM.4/PACE.PICC

FCS_COP.1/
PACE.PICC.MAC

[FDP_ITC.1 Import of user data
without security attributes, or
FDP_ITC.2 Import of user data
with security attributes, or
FCS_CKM.1 Cryptographic key
generation],

FCS_CKM.4 Cyptographic key
destruction

FCS_CKM.1/DH.PACE.PICC,
FCS_CKM.4/PACE.PICC

FCS RNG.1/PACE No dependencies. n. a.
FDP_RIP.1/ No dependencies. n. a.
PACE.PICC

FDP_RIP.1/PACE No dependencies. n. a.

FDP_UCT.1/PACE

[FTP_ITC.1 IntefTSF trusted
channel, or

FTP_TRP.1 Trusted path],
[FDP_ACC.1 Subset access
control, or

FDP_IFC.1 Subset information

flow control]

FTP_ITC.1/PACE
FDP_ACC.IMF_DF,
FDP_ACC.1/EF,
FDP_ACC.1/TEF
FDP_ACC.1/SEF
FDP_ACC.1/KEY
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SFR

dependent on

fulfilled by

FDP_UIT.1/PACE

[FDP_ACC.1 Subset access
control, or

FDP_IFC1 Subset information
flow control],

[FTP_ITC.1 IntefTSF trusted
channel, or

FTP_TRP.1 Trusted path]

FTP_ITC.1/PACE
FDP_ACC.IMF_DF,
FDP_ACC.1/EF,
FDP_ACC.1/TEF
FDP_ACC.1/SEF
FDP_ACC.1/KEY

FIA_ATD.1/PACE

No dependencies.

n. a.

FIA_UAU.1/PACE

FIA_UID.1 Timing of

FIA_UID.1/PACE

identification
FIA_UAU.4/ No dependencies. n. a.
PACE.PICC
FIA_UAU.5/ No dependencies. n. a.
PACE.PICC
FIA_UAU.6/ No dependencies. n. a.
PACE.PICC

FIA_UID.1/PACE

FIA_UAU.1 Timing of
authentication

FIA_UAU.1/PACE

FIA_USB.1/
PACE.PICC

FIA_ATD.1 User attribute
definition

FIA_ATD.1/PACE

FMT_MTD.1/PACE

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of
Management Functions

FMT_SMR.1/PACE,
FMT_SMF.1

FMT_SMR.1/ FIA_UID.1 Timing of FIA_UID.1/PACE

PACE.PICC identification

FMT_SMR1/PACE FIA_UID.1 Timing of FIA_UID.1/PACE
identification

FPT_EMS.1/ No dependencies. n. a.

PACEPICC

FPT _ITE.2/PACE No dependencies. n. a.

FTP_ITC.1/ No dependencies. n. a.

PACE.PICC

FTP_ITC.1/PACE No dependencies. n. a.

Table34: Dependencies of the SFRs Package Contactless
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9 Package PACE forProximity Coupling Device

371The COS may support optionally additional functionality for contactless communication of
Proximity Coupling Device (PCD, nameda | stevmin@b in the following) using the terminal
part of the PACE protocohccording to 21]. This section definesthe Package PACE for
Proximity Coupling Deviceto be used by the Sauthorif the TOE provides this security
functionality.

372The TSF for the Proximity Integrated CiitChip (PICC) is described itihe Package Contactless
in section8.

9.1 TOE Overview for Package PACE for Proximity Coupling Device

373 This Package describes additional TS#pportingthe contactless communicatiad aterminalin
PCD rolewith the smartcard PICC) using PACE. The TOE is part of the terminal and provides
the cryptographic functions for the terminal through its corttased interface. The terminal
implements the contactless interface to PICC.

9.2 Security Problem Definition for Package PACE for Proimity
Coupling Device

9.2.1 Assetsand External Entities
Assets

374 The assets do not differ from the assets defined in section 3.1.

Security Attributes of Users and Subjects

375The PACE protocol provides mutual authentication between a sanartrunning the Proxiryi
Integrated Circuit Chip (PICC) role and a terminal runnihg Proximity Coupling Devicg
(PCD) role of the protocol as described 1][Part 2. When the TOE running the PCD role of
the PACE protocol the subject gains security attributes definiacatithentication statof the
external user communicating through the trusted channel established after successful
authentication. This authentication sté identified in the response code of the trusted channel
command$?SODECIPHERandPSOVERIFY CRYPTOGRAPHICCHECKSUM.

376 The support of contactless communication introduces additional security attributes of users and
subjects bound to external entities

User type Definition

Device with contactless An externaldevicecommunicating with the @E through the
communication contactless interface. The subject bind to this device has the
security attribute Akontakt

Device authenticated using An externaldevicecommunicating with the TOBtough the
coniactless interface and succedigfauthenticated bthe PACE
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