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1 Introduction

1.1 Overview

Certification Authorities (CAs), and the infrastructure they support, form the basis for one of the primary
mechanisms for providing strong assurance of idertitgnline transactions. The widely placed trust in

CAs is at the heart of security mechanisms used to protect business and financial transactions online.
Notably, protocols using Transport Layer Security (TLS) rely on certificates issued by CAsy@identif
authenticate servers and clients in web transactions. Governments around the world rely on CAs to
identify parties involved in transactions with them.

However, historical higprofile security breaches at major CAs trusted by widely used operatitgnsy

and browsers have highlighted both the critical role CAs play in securing electronic transactions, as well
as the need to strongly protect them from malicious attacks. Analyses have revealed that these security
breaches were often the result of indigient security controls being in place on the computer systems
and networks at these CAs, and were sometimes exacerbated by weak record keepingpafthird
auditing programs, whose role it was to verify that proper security controls were in place, negre
sufficient to identify these lapses in security.

This Protection Profile (PP) describing security requirements for a Certification Authority is intended to
provide a minimal, baseline set of requirements that are targeted at mitigating well definediessiodibed
threats. These requirements support CA operations performed in accordance with the National Institute
of Standards and Technologies (NIST) Interagency or Internal Report (IRp&8@4dDraft), Reference
Certificate PoligpMay 2014referredii 2 | a G KSernsbL{ ¢ Lwdé

The following sections provide both Common Criteria and technology terms used HPthis

1.1.1 Common Criteria Terms

Tablel - Common Criteria Terms

Common Criteria (CC) Common Criteria for Informatiomechnology Security Evaluation.

Common Evaluation Methodology | Common Evaluation Methodology for Information Technology Secu
(CEM) Evaluation.

Extended Package (EP) An implementationindependent set of security requirements for a
specific subset of pducts described by a PP.

Protection Profile (PP) An implementationindependent set of security requirements for a
category of products.

Security Assurance Requirement |!  NBIlj dZA NBYSy i F2NJ K2g (GKS ¢hoQ
(SAR) verified byan evaluator.

Security Functional Requirement A requirement for security enforcement by the TOE.
(SFR)

Security Target (ST) A set of implementatiordependent security requirements for a specif
product.
Target of Evaluation (TOE) The product under evaluation. In this caseegtification authority




TOE Security Functionality (TSF) | The security functionality of the product under evaluation.

TOE Summary Specification (TSS) | A description of how a TOE satisfies the SFRs in a ST.

1.1.2 Technology Terms

Table2 - Technology Terms

Administrator

The Administrator is responsible for management activities, including configuratid
the CA and its security functions.

Authorized
Organizational
Representative (AOR)

An optional privileged user rolehich isdelegated authority by the Certification
Authority Staff or RA Statb manage a restricted set of certificates associated to
devices belonging to a particular organization.

Certificate Profile

A set of configurdbn parameters that defines everything associated with a type o
certificate, in particular the contents (fields and extensions) of the generated
certificate.

Certification authority
(CA)

The set of hardware, software, firmware, or some combination th&rémat issues,
revokes, and manages public key certificates and certificate status information

CMC

Certificate Management over CMM. A standard certificate enrollment protocol.

Compromise

The unauthorized disclosure, modification, substitution or usseuisitive data
(including plaintext cryptographic keys and other CSPs).

Confidentiality

The property that sensitive information is not disclosed to unauthorized individua
entities or processes.

Critical security
parameter (CSP)

securityrelatedinformation (e.g., secret and private cryptographic keys,
authentication data such as passwords and PINS) appearing in plaintext or othen
unprotected form and whose disclosure or modification can compromise the secl
of a CA or the security of theformation protected by the CA.

Cryptographic key

A parameter used in conjunction with a cryptographic algorithm that determines:
1 the transformation of plaintext data into ciphertext data,
1 the transformation of ciphertext data into plaintext data,

a digital signature computed from data,

a keyed hash computed from data,

the verification of a digital signature computed from data,

= = =4 -9

an authentication code computed from data, @m exchange agreement of &
shared secret.

Data Encryption Key
(DEK)

A keyused to encrypt datat-rest.

Digital Signature

A nonforgeable transformation of data that allows proof of the source (w
nonrepudiation) and verification of the integrity of that data.




Encrypted key

A cryptographic key that has been encrypted witlkey encrypting key, a PIN or
password in order to disguise the value of the underlying plaintext key.

Error detection code| A code computed from data and comprised of redundant bits of information desi
(EDC) to detect, but not correct, unintentionathanges in the data.
Integrity The property that sensitive data has not been modified or deleted in an unautho

and undetected manner.

Key Encryption Key
(KEK)

A key used to encrypt other keys, such as DEKSs, or storage that contains keys.

Key shamg A multiparty computation (MPC) mechanism that allows two or more parties, €
with key components, to jointly produce a plaintext key without revealing any of
key components.

Private key A cryptographic key used with a public key cryptographigorithm, uniquely

associated with an entity, and not made public.

Privileged user

An individual with access and login privileges on the CA

Public key

A cryptographic key used with a public key cryptographic algorithm, uniq
associated with an entityand which may be made public. (Public keys are
considered CSPs.)

Public key certificate

A set of data that unambiguously identifies an entity, contains the entity's public k
is digitally signed by a trusted party, and binds the public key tettigy.

Public key
(asymmetric)
cryptographic
algorithm

A cryptographic algorithm that uses two related keys, a public key and a private |
The two keys have the property that, given the public key, it is computationally
infeasible to derive the privatkey.

Registration authority
(RA)

The set of hardware, software, firmware, or some combination thetkeaf is used to
validate the identity of a subscriber before instructing the CA to manipulate a
OSNIAFTAOFIGS 2y GKS adzoaONAROSNNRE o0SKLE

Root encryptionkey
(REK)

A key tied to hardware that is used to encrypt other keys such as KEKs.

Secret key

A cryptographic key used with a secret key cryptographic algorithm, uniquely
associated with one or more entities, and which shall not be made public. The us
the term "secret" in this context does not imply a classification level rather the ter
implies the need to protect the key from disclosure or substitution.

Secret key (symmetric)
cryptographic
algorithm

A cryptographic algorithm that uses a single, se&ey for both encryption and
decryption.

Shared secret

A token used by the CMC protocol to help provide identity proofing.

Subscriber

A human or machine entity that is bound to one or more certificates maintained b
the CA.

Trust Anchor Database

Alist of trusted root Certification Authority certificates.




1.2 Compliant Targets of Evaluation

A CA system is an entity that issues and manages ghaylicertificates. The CA is the primary component

of a public key infrastructure (PKI), which consists of@ms, data formats, procedures, communication
protocols, security policies, and public key cryptographic mechanisms working together to enable people
in various locations to establish trust through secure communicatibosachieve this goal, a PKI may
provide some or all of the following security management services:

1 Key generation/storage

Certificate generation, modification, #eey, renewal, and distribution
Certificate revocation list (CRL) generation and distribution

Key escrow and recovery

Directorymanagement of certificate related items

=A =4 =4 =4 =4

Certificate token initialization/programming/management
1 System management functions (e.g., security audit, configuration management, archive)

A CA performs a number of certificate management functions besidesicaiissuance:

1 Reissuance A CA handles #issuance of certificates when they expire, since certificates have a
finite validity period.Reissuance may be renewal of the current public key; rekey with a new
public key; or modification to other data in thmublic key certificate.

1 Revocation The CA is also responsible for indicating, when notified via a subscriber or privileged
user, that a certificate should no longer be used or relied upon; this is referred to as revocation.
For example, a certificaten®ed (2 0SS NBGP21SR AT |y AYRAGDARdzZ f 3
the CA issued the certificate to the wrong perstaentifiers of revoked certificates are stored on
an electronic list called a certificate revocation list (CIRhg.CRL is digitalhgsied by the CA and
published to a repository accessible by the relying parties. The CRL is used to compare against
certificates to ensure a certificate is not invalid when used. Alternatively, a CA can provide a
Certificate Status Service (CSS) that pewidevocation status responses to subscribers and
NBf @Ay3a LINIASaAad ¢KS /{{Q NB@G20FdGA2y adl ddza
information from the CA, a CRL from the CA, or a CRL retrieved from a repository. A CA must be
able to provide regcation status, but either approach is acceptable.

9 Distribution: The CA handles the publishing of certificates and CRLs that it issues to a repository.
The repository enables subscribers and relying parties to obtain subscriber certificates and CRLs
to perform functions such as encrypting emails and data to recipients or verifying signatures on
transactions.Typically, CRL location is advertised in the certificate itself as an HTTP pointer to
allow the relying parties to obtain the CRL.

1 StorageThe CAkdela | KAZG2NE 2F | 2d203aONAKGSNDRAa LINBOA2d

There are a number of optional functions that a CA may perform. For example, a CA may issue CRLs or
may provide a CSS that responds to certificate status requests from subscnbeaedyang parties. A CA

may generate public/private key pairs for subscribers, usually for encryption; this function may be
delegated to a different PKI component. In some cases, a CA will escrow private keys for encryption



certificates, a function typidly delegated to a key escrow PKI component. If a CA handles subscriber key
generation and escrow, it should also keep a history of subscriber keys to support cases where an old
encryption key may be required to decrypt data.CA may also be responsibte ferifying subscriber
identities who request tanteract with the CAIf the CA does not provide this functionality directly, it is
expected to interface with a registration authority (RA) that does.

The CA can be internal to an organization or it camlamaged by an outside organization dedicated to
this type of servicelf the CA is internal, the organization controls the CA server, configures how the
subscriber identity proofing takes place during registration, maintains the certificates, and revokes
certificates when necessarif.the CA is a third party organization specifically designed to serve as a CA,
then other individuals and companies pay them to supply this serDepending on the nature of
agreement and service, the organization may bb/foit to some extent involved in subscriber registration,
certificate management, and revocation.

1.2.1 TOE Boundary

Figurel below illustrates an example PKI architecture; this architecture is for illustration only and is not

meant to represent requirements for an actual deployment. Within a PKI, the CA is rddpdosissuing

and managing publikey certificates for subjects to prove their identities; these subjects are typically

called subscribers and can be people, devices, applications, or servers. Akpuybtertificate is a

credential that contains the palic key for that subscriber bound with other identifying information using

/1 Qa RAIAGIE aA3ayl Gddz2NBP ¢2 20 0L Pgpending nchdiditheT A O G S
PKI is designed, this is done either directly through the CA itselftmmagly through a thirgparty RA

GKAOK GSNATFASE (GKS NBIjdzSaidiSNDa A Ry df thé registaBor 2 NB (1 K
process is the generation of a private/public key pair that occurs either at the CA, at the RA or (typically)
onthed dzo a ONA O SNRAE aeaidSyo LF y24G 3IASYSNIGSR o0& GKS /
registration process. The CA signs the certificate with a digital signature (using its own private key) that

binds the public key and other identifying dnfation to the subscriber. In this capacity, the CA acts as a

trusted third party by asserting the authenticity of the subscriber, the public key, and the binding of the
subscriber to the public key. This allows relying parties (e.g., individuals araiopis) to verify and trust

signatures or assertions made by the subscriber using the private key that corresponds to the public key
contained in the certificateThis also allows the relying parties to use the public key in the certificate to

carry out encrypted communication with the subscriber.
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Figurel - TOE Boundary in ExamB&I Architecture

This PP defines requirements only for CA system component(s) that issue and manage public key
certificates and certificate status informatipto include interfaces to components not under the control
of the ST authothat may be required to meet these requirements as showRigurel.

While the functionality that the TOE is obligated to implement (in response to the described threat
environment) is discussed in detail in later sections, it is useful to give a brief descriptiobsrgliant

TOEs will provide security functionality treddresses threats to the TOE and implements policies that
are imposed by law or regulatio@ompliant TOEs must authenticate and validate certificate requests and
control the use of its private signature key(s) so that only valid, properly authoriztficeges are issued,;

it must validate and authenticate all revocation requests and provide accurate atwtdgte revocation
status information; and it must validate any requests for optional services (key generation, key escrow or
recovery), authentica and determine authorization for such services according to applicable security
policies and ensure that only authorized services are perfornfés: TOE must protect itself from
common network attacks, limit the damage that could occur by privileged erger, and be able to
recover from damage that can occur via either network attacks or human error, to include reconstitution
of functionality necessary to maintain any and all certificates issued for the duration of their validity
periods in the case ofQE failure. The TOE must also offer auditing of a set of events that are associated
with securityrelevant activity on the TOE, and these events must be retained fostésngstorage even

in the event of a failure of the TOBudit storage should be relie and extensible, although this could

be on a device that is distinct from the TAQBe TOE must offer some protection for common network
denial of service attacks and must also provide the ability to verify the source of updates to components
of the TOE
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A CA system which is the Target of Evaluation (TOE) of this PP may be a software package installed on a
general computing platform, a set of software packages installed on distributed general computing
platforms, or an integrated device including hardeand software. This PP makes no distinction in these
cases and imposes requirements on the TOE an@perational Environmento ensure that the
requirements can be met in any of these cases. Whenever the TOE depends on external components to
meet the realirements of this PP, those components are included inQiperational Environmenrand

the AGD_OPE and AGD_PRE sections of this PP describe requirements on the TOE to document these
dependencies. For example, the TOE provides cryptographic operationseiiviol the signing of
certificates, which may depend on an external cryptographic module such as a trusted computing module
(TPM) on the general computing platform or an external hardware security module (HSM).

The CA manages certificates by providingditgliinformation, either via the issuance of Certificate
Revocation Lists (CRLS) or via a Certificate Status&S&8S) that provides retne responses to validity
gueries. Because a CA acts as a trusted third party, and because recommended opeeafiore
independent monitoring of its operations, the CA must maintain an audit record that can be reviewed.
This audit record may be maintained on the TOEan external audit server.

The threats and security objectives apply generally to a CAmydte order to provide consistent
requirements for all TOEs, the requirements in Sectanclude selections to indicate where external
components may be used. The TOE platform, external cryptographic modules, external audit servers, and
external CSS thatre not under the control of the security target (ST) author may be used to meet the
respective TOE requirements. In these caseshe@uthomust provide evidence that the requirement

is met by the selected component. When external components areteglgethis evidence is typically via
validation against an appropriate PP.

It is intended that the set of requirements in this PP is limited in scope in order to promote quicker, less
costly evaluations that provide some value to end users.

11



1.3 Use Cases

Requirements in thi®Pare designed to address the security problean CA systems. The fundamental
usage of a CA system will not differ drastically based on the functionality it provides. Different TOES may
vary because of the inclusion or exclusion bé tvarious optional, objective, and selectibased
requirements defined in the annexes of this PP but they are all expected to be used in the same general
manner for the same general purposes.

12



2 Conformance Claims

Conformance Statement

To be conformantto this PP, an ST must demonstrate Exact Conformance, a subset of Strict
Conformance as defined in [CC] Part 1 (ASE_CCL). The ST must include all components in this PP that
are:

1 Unconditional (which are always required)
1 Selectionbased (which are requiredhen certain selections are chosen in the unconditional
requirements)

and may include components that are

1 Optional
1 Obijective

Unconditional requirements are found in the main body of the document (Section 5), while
appendices contain the selectidrased, optional, and objective requirements. The ST may iterate any
of these components but it must not introduce any additional comgrtt (e.g. from CC Part 2 or 3)
that is not defined irthis PP

CC Conformance Claims

This EP is conformant to Parts 2 (extended) and 3 (conformant) of Common Criteria Version 3.1,
Revisiorb [CC].

PP Claim
ThisPP does not claim conforamce to anyProtection Profile.
Package Claim

ThisPP does not claim conformance to any packages.

13



3  Security Problem Description

The security problem is described in terms of the threats that the TOE is expected to address, assumptions
about its operational environmdnand any organizational security policies that the TOE is expected to
enforce.

3.1 Threats

T.PRIVILEGED_USER_ERROR
A privileged user or neperson entity (NPEJmproperly exercises or adversely affects the TOE,
resulting in unauthorized services, ineffeetisecurity mechanisms, or unintended circumvention of
security mechanisms.

T.TSF_FAILURE
Security mechanisms of the TOE may fail, leading to a compromise of the TSF.

T.UNAUTHENTICATED_TRANSACTIONS
Relying parties within an information system depend onTi@E to accurately bind subjects to their
credentials for use in authenticating and providing privacy for transactions. Without the proper
binding provided by the TOE, relying parties canmagure adequate access controls on sensitive
information, ensuretransactional integrity, ensure proper accountability, and/or enforce -non
repudiation.

T.UNAUTHORIZED_ACCESS
A malicious user, process, or external IT entity intentionally circumvents TOE security mechanisms.

T.UNAUTHORIZED_UPDATE
A malicious partyattempts to supply the end user with an update to the product that may
compromise the security features of the TOE.

T.UNDETECTED_ACTIONS
Remote users or external IT entities may take actions that adversely affect the security of the TOE.

T.USER_DATA_REUSE
A malicious user, process, or external IT entity may gain access to user data that is not cleared when
resources are reallocated.

T.WEAK_CRYPTO
A weak hash or signature scheme may be compromised by an attacker and used to apply integrity
checks to maliciosicontent so that it appears legitimate.

3.2  Assumptions

A.NO_GENERAL_PURPOSE
It is assumed that there are no genemlrpose computing capabilities (e.g., compilers or user
applications) available on the TOE, other than those services necessary for theiaperat
administration and support of the TOE.

A.PHYSICAL
Physical security, commensurate with the value of the TOE and the data it contains, is assumed to be
provided by the environment.

14



A.TRUSTED_ADMIN
TOE Administrators amssumedo follow and apply alhdministrator guidance in a trusted manner.

3.3 Organizational Security Policies

P.ACCESS_BANNER
The TOE shall display an initial banner describing restrictions of use, legal agreements, or any other
appropriate information to which users consent dégcessing the TOE.

15



4

Security Objectives

In some cases, an objective is addressed only by requirements that are either sebet@mhor
optional. In these cases, if none of those requirements are included in the ST, the ST author does not
include thatobjective in the ST.

4.1  Security Objectives for the TOE
O.AUDIT_LOSS_RESPONSE

The TOE will respond to possible loss of audit records when audit trail storage is full or nearly full by
restricting auditable events.

Addressed byrAU_ADP_EXTHAU_STG.4

O.AUDT_PROTECTION

The TOE will protect audit records against unauthorized access, modification, or deletion to ensure
accountability of user actions.

Addressed byFAU_ADP_EXT.EAU_STG(1) (selectiorbased), FAU_STG.1(@electionbased,
FAU_STG_EXT.2l¢stion-based)

O.CERTIFICATES

The TSFmust ensure that certificates, certificate revocationlists, and certificate statusinformation
arevalid.

Addressed by: FDP_CER_EXT.1, FDP_CER_EXT.2, FDP_CERPEKER, EXT.4 (optional),
FDP_CRL_EXT.1(selectionbased), FDP_CSI EXT.1, FDP ®EXP.1 (selecticbased),
FDP_SDP_EXT(delectionbased) FDP_STG_EXTdptional) FIA_CME EXT.1 (selectiebased),
FIA_EST EXT.1 (selectiebased), FIA_X509_EXT.1, FIA_X509 EXT.XRPTEXT (optional)

O.CONFIGURATION_MANAGEMENT

The TOE will conduct configuration management to assure identification of system connectivity
(software, hardware, and firmware), and components (software, hardware, and firmware), auditing
of configuration data, and controllinthanges to configuration items.

Addressed by:FDP_CERXE.l, FDP_CER_EXT.4 (optional), FDP_CRL_EXT.l (balkstipn
FDP_OCSPEXT.1 (selectiobased), ~FMT_MOR1), FMT_MOF.1(2), FEMT_MOF.1(3),
FMT_MOF.1(4), FMT_MOF.1(5MT_MTD.1, FPT_NPE_EXT.1ofogl)

O.DISPLAY_BANNER

The TOE will display an advisory warning regarding use of the TOE.
Addressed by=TA TAB.1

O.INTEGRITY_PROTECTION

The TOE will provide appropriate integrity protection T@Fdata and softwareand any user data
stored by the TOE

Addressed by:FCS_CDP_EXTRACS CKM_EXT(5electionbased) FDP_ITT.1 (selectitmased),
FPT_ITT.1 (selectidnased)FPT_TST_EXT{optional) FPT_TST_EXToptional)

16



O.NON_REPUDIATION
The TOE will preverat subscribefrom avoiding accountability for sending a message by providing
evidence that thesubscribersent the message; and control communications from unknown source.

Addressed by FCO_NRO_EXT.2, FCO_NRR_K3€éleztionbased) FIA CMCC_EXT.1 (selection
based)FIA ESTC EXT.1 (selectiaged)

O.PROTECTED_COMMUNICATIONS
The TOE will provide protected communication channels for administrators, other parts of a
distributed TOE, and authorized IT entities. The TOE will protect data assets when they are being
transmitted to and from the TOE, including through intervening untrusted components.

Addressed by: FCS_CDP_EXT.ECS_CKM.1(selectionbased), FCS_CKM.(selectionbased)
FCS_CKM_EXT.1(Qelectionbased) FCS_CKM_EXT.1(®&electionbased) FCS_CKM_EXT.1(3)
(selectionbased), FCS_CKM_EXT.1(4jselectionbased) FCS_CKM_EXT.4selectionbased)
FCS_CKM_EXT.7 (selechased), FCS_CKM_EXT.8 (selettzmed), FCS_COP.1((belection
based) FCS_COP.1(®electionbased) FCS_COP.1(&electionbased) FCS_O®1(4)(selection
based) FCS_COP.1(fptional) FCS_HTTPS EXT.1 (seletimed), FCS IPSEC EXT.1 (selection
based), FCS_RBG_EXTseklectiorbased) FCS STG EXT.1, FCE EXI (selectionrbased),
FCS_TLSS EXT.1 (seledtawed), FDP_ITT.1 (selectidrased), FIA_PSK_EXT.1 (seledigsed),
FPT_ITT.1 (selectidrased), FPT_KST_EXT.1, FPT_KST_EXT.2, FPT_SKP_EXT.1, FPT_SKY_EXT.:
(optional) FPT_SKY_EXT.2 (seleebared) FTP_ITC (selectionrbased) FTP_TRP.1

O.RECOVERY
The TOE Wihave the capability to store and recover a previousstate at the direction of the
administrator (e.g.provide support folarchivaland recovery capabilitigs

Addressed byECS_CDP_EXTFCS CKM_EXTsélectionbased) FPT_FLS.1, FPT_RCV.

O.RE®IUAL_INFORMATION_CLEARING
The TOE will ensure that any data contained in a protected resource is not available when the resource
is reallocated.

Addressed by=DP_RIR.

O.SESSION_LOCK
The TOE will provide mechanisms that mitigate the risk of unattendesiaes being hijacked.

Addressed byTA_SSL_EXToptional)

O.SYSTEM_MONITORING
The TOE will provide the capability to generate audit data. The TOE will ftecaudit records: date
and tme of action and the entity responsible for the actian.

Addressed byFAU_ADP_EXTHRAU_GEN.1, FAU_GEN.2, FAU_SA&ettionbased) FAU_SAR.3
(selectionbased) FAU_GCR_EXTHAU_SR_EXT.{selectionbased) FAU_SEL .(selectionbased)
FAU_STG_EXTsklectionbased) FIA_UIA_EXT.1, FPT_STM.1

O.TOE_ADMINISTRATION
The TOE will provide mechanisms to ensure that only privileged users are able to log in and configure
the TOE, and provide protections for loggedusers.The TOE will ensure that administrative
responsibilities are separated acrossfetent roles in order to mitigate the impact of improper
administrative activities ounauthorized administrative access
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Addressed byFIA_AFL.{selectionbased) FIA_ PMG_EXT(delectionbased) FIA_UAU.{selection
based) FIA_UAU_EXT.1FIA_UIA_EXT, FMT_MOF.@), FMT_MOF.1(2), FMT_MOF.1(3),
FMT_MOF.1(4), FMT_MOF.1(BMT_MD.1, FMT_SMF.1, FMT_SMR.2, FPT_APW_EX[Edtion
based) FTA_SSL_EXfofptional) FTA SSL(8ptional), FTA_SSL.4

O.TSF_SELF_TEST
The TOE willpvide integrity protection® detect modifications to firmware, software, amagdchived
data.

Addressed by: FPT_TST_EXT.1 (optional), FPT_TSToETia) (

Application Note:lf this SFR is not claimed by the TOE, this functionality is expected to be satisfied by
the environmental objective OE.TRUSTED_PLATFORM.

O.VERIFIABLE_UPDATES
The TOE will provide the capability to help ensure that any updates to the TOE can be betfiied
administrator to be unaltered anfitom a trusted source.

Addressed byCS_CDP_EXTFCS COP2)(selectionbased) FIA_ X509 EXTRPT TUD EXT.1
4.2  Security Objectives for ti@perational Environment

Note that PP allows the ST author in some céseelect if the TSF or Operational Environment is
invoked to perform some function. There are several Objectives for the Operational Environment that
correspond to those SFRs, covering the case where the ST author selects the item pertaining to the
Operdional Environment being invoked to perform the function. If the TOE performs all such functions
(that is, the Operational Environmenglated selection is not chosen), then the corresponding Objective
for the Operational Environment will need to be reneoMby the ST author.

OE.AUDITGENERATION
TheOperational Environmenrrovidesa mechanism for the generation pbrtions of theaudit data.

OECERT_REPOSITORY
The Operational Environment provides a certificate repository for storage of certificates (and
optionally CRLS) issued by the TSF.

OECERT_REPOSITORY_SEARCH
The Operational Environment provides the ability to search a certificate repository for specific
certificate fields in certificates issued by the TSF and return the certificate and an idewtifteef
certificate that can be used to search the audit trail for events related to that certificate.

OE.AUDIT_RETENTION
The Operational Environment provides mechanisms for retention of audit records for both normal
and extended retention periods.

OE.AUDIT_REVIEW
The Operational Environment provides a mechanism for the review of specified audit data.

OE.AUDIT_STORAGE
The Operational Environment provides a mechanism for the stavagpecified audit data.

OE.CRYPTOGRAPHY
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The Operational Environmeptovides cryptographic services that can be invoked by the TSF in order
to perform security functionality.

OEKEY_ARCHIVAL
The Operational Environment provides the ability to use split knowledge procedures to enforce two
party control to export keys necemy to resume CA functionality if the TSF should fail.

OENO_GENERAL_PURPOSE
There are no genergburpose computing capabilities (e.g., compilers or user applications) available
on the TOE, other than those services necessary for the operation, admiiistesid support of the
TOE.

OEPHYSICAL
Physical security, commensurate with the value of the TOE and the data it contains, is provided by the
environment.

OEPUBLIC_KEY_PROTECTION
The Operational Environment providgsotection for specified public keysassociated withCA
functions

OESESSION_PROTECTION_LOCAL
The Operational Environment provides the ability to lock or terminate local administrative sessions.

OESESSIONWROTECTIOREMOTE
The Operational Environment provides the ability to lockerminate remoteadministrative sessions.

OETOE_ADMINISTRATION
The Operational Environment provides specified management capabilities required for the overall
operation of a Certificate Authority, and the ability to restrict access to a subset of the capabilities as
specified in the ST.

OETRUSTED_ADMIN
The administator of the TOE is not careless, willfully negligent or hostile, and administers the
software within compliance of the applied enterprise security policy.

OETRUSTED_ PLATFORM
The operating system on which the TOE has been installed is securely configgtealkly patched,
and not subject to unauthorized access.
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4.3  Security Objectives Rationale

The following table illustrates the correspondence between the threats, assumptions, and organizational
security policies described in the security probldafinition and the TOE/environmental objectives that
are satisfied in order to ensure that the threats are sufficiently mitigdgdhe TSF and the Operational

Environment

SPD Element
A.NO_GENERAL_PURPOSE
It is assumed that there are no general
purpose computing capabilities (e.g.,
compilers or user applications) available ol
the TOE, other than those services
necessary for the operation, administration
and support of thelTOE.
A.PHYSICAL
Phystal security, commensurate with the
value of the TOE and the data it contains, |
assumed to be provided by the
environment.
A.TRUSTED_ADMIN
TOE Administrators are assumed to follow
and apply all administrator guidance in a
trusted manner.

T.PRIVILEGED_USER_ERROR

A privileged user or neperson entity (NPE)
improperly exercises or adversely affects
the TOE, resulting in unauthorized service
ineffective security mechanisms, or
unintended circumvention of security
mechanisms.

Table3 - Security Objective Mapping

Objective
OE.NO_GENERAL_PURPOSE
There are no genergdurpose computing
capabilities (e.g., compilers or user
applications) available on the TOE, other
than those services necessary for the
operation, administration and support of
the TOE.
OE.PHYSICAL
Physical security, commensurate with the
value of the TOE and the data it contains, |
provided by the environment.

OE.TRUSTED_ADMIN

The administrator of the TOE is not careles
willfully negligent or hostile, and
administers the software withinompliance
of the applied enterprise security policy.
O.AUDIT_LOSS_RESPONSE

The TOE will respond to possible loss of
audit records when audit trail storage is ful
or nearly full by restricting auditable events
O.AUDIT_PROTECTION

The TOR’uvill protect audit records against
unauthorized access, modification, or
deletion to ensure accountability of user
actions.

O.SESSION_LOCK

TheTOE will provide mechanisms that
mitigate the risk of unattended sessions
being hijacked.
O.TOE_ADMINISTRATION

The TOE will provide mechanisms to ensu
that only privileged users are able to log in
and configure the TOE, apdovide
protections for loggedn users. The TOE wil
ensure that administrative responsibilities
are separated across different roles in orde
to mitigate the impact of improper
administrative activities or unauthorized
administrative access.
OE.AUDIT_GENERATION

The Operational Environment provides a
mechanism for the generatioof portions of
the audit data.

OE.AUDIT_STORAGE

The Oprational Environment provides a
mechanism for the storage specified

audit data.

OE.AUDIT_REVIEW

The Operational Environment provides a
mechanism for the review afpecifiedaudit
data.

Requirements
N/A

N/A

N/A

FAU_ADP_EXT.1, FAU_STG.4

FAU_ADP_EXT.1, FAU_STG.1(1) (selecti
based), FAU_STG.1(2) (selectiased),
FAU_STG_EXT.2 (selectimsed)

FTA_SSL_EXToptional)

FIA_AFL.1 étectionbased),
FIA_PMG_EXT.1 (selectiomsed),
FIA_UAU.7 (selectidbased),

FIA_ UAU_EXT.1, FIA UIA EXT.1,
FMT_MOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT OF.1(4),
FMT_MOF.1(5FMT_MTD.1, FMT_SMF.1,
FMT_SMR.2, FPT_APW_EXT.1 (selection
based), FTA_SSL_BEX®ptional) FTA_SSL.
(optional), FTA_SSL.4

[Remove if all audit functionality is
implemented by the TOE.]

[Remove if all audit functionality is
implemented by the TOE.]

[Remove if all audit functionality is
implemented by the TOE.]
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T.TSF_FAILURE
Security mechanisms of the TOBynfail,
leading to a compromise of the TSF.

T.UNAUTHENTICATED_TRANSACTIONS
Relying parties within an information
system depend on the TOE to accurately
bind subjects to their credentials for use in
authenticating and provithg privacy for
transactions. Without the proper binding
provided by the TOE, relying parties cannc
ensure adequate access controls on
sensitive information, ensure transactional
integrity, ensure proper accountability,
and/or enforce noArepudiation.

OE.AUDIT_RETENTION

The Operational Environment provides
mechanisms for retention of audit records
for both normal and extended retention
periods.
OE.SESSIORROTECTION_LOCAL

The Operational Environment provides the
ability to lock or terminate local
administrative sessions
OE.SESSIORROTECTION_REMOTE
The Operational Environment provides the
ability to lock or terminate remote
administrative sessions
OETOE_ADMINISTRATION

The Operational Environment provides
specifiedmanagement capabilities required
for the overall operation of a Certificate
Authority, and the ability to restrict access
to a subset of the capabilities as specified
the ST

O.TSF_SELF_TEST

The TOE will provide the capability to test
some subset of its security functionality to
ensure it is operating properly. The TOE w
provide integrity protection to detect
modifications tofirmware, software, and
archived data.
OE.TRUSTED_PLATFORM

The operating system on which the TOE hi
been installed is securely configured,
regularly patched, and not subject to
unauthorizedaccess.

O.CERTIFICATES

The TSF must ensure that certificates,
certificate revocation lists, and certificate
status information are valid.

O.CONFIGURATION_MANAGEMENT
The TOE wittonduct configuration
management to assure identification of
system connectivity (software, hardware,
and firmware), and components (software,
hardware, and firmware), auditing of
configuration data, and controlling changes
to configuration items.

O.INTEGRITY_PROTECTION

The TOE will provideppropriate integrity
protection for TSF data and software and
any user data stored by the TOE.
O.NON_REPURBTION

The TOE will prevent a subscriber from
avoiding accountability for sending a
message by providing evidence that the
subscriber sent the message; and control
communications from unknown source.
OE.PUBLIC_KEY_PROTECTION

The Operational Environment provides
protection forspecifiedpublic keys
associated with CA functions

[Remove if FAU_STG_EXT.2 is included ir
the ST]

[Remove if FTA_SSL_EXT.1 is included in
ST]

[Remove if FTA_SSL.3 is included in the €

[Remove if all administrative actions from
O.TOE_ADMINISTRATION requirements «
performed directly by the TOE]

FPT_TST_EXT.1 (optional), FPT_TST_EX
(optional)

[Remove if FPT_TST_EXT.1 and
FPT_TST_EXT.2 are included in the ST]

FDP_CER_EXT.1, FDP_CER_EXT.2,
FDP_CER_EXT.3, FDP_CER_EXT.4 (opti
FDP_CRL_EXT.1 (selecbased),
FDP_CSI_EXT.1, FDP ROCEXT.1
(selectionbased), FDP_SDP_EXT.1
(selectionbased), FDP_STG_EXT.1
(optional) FIA_CMSE EXT.1 (selectien
based), FIA_ESTEXT.1 (selectiebased),
FIA_X509 EXT.1, FIA_ X509 _EXT.2,
FPT_NPE_EXT.1 (optional)
FDP_CEREXT.1, FDP_CER_EXT.4 (option
FDP_CRL_EXT.1 (selechased),
FDP_OCSPEXT.1 (selectiebased),
FMT_MOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT OF.1(4),
FMT_MOF.1(5FMT_MTD.1,
FPT_NPE_EXT.1 (optional)

FCS_CDP_EXT.1, FCS_CKM_EXT.5 (sel¢
based), FDP_ITT.1 (selectimmsed),
FPT_ITT.1 (selectidrased) FPT_TST_EXT.
(optional) FPT_TST_EXTopt{onal)
FCO_NRO_EXT.2, FCO_NRR_EXT.2
(selectionbased) FIA_CMCEXT.1
(selectionbased), FIA_ESTC_EXT.1
(selectionbased)

[Remove if FDP_STG_EXT.1 is included ir
the ST.]
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T.UNAUTHORIZED_ACCESS

A malicious user, process, or external IT
entity intentionally circumvents TOE
security mechanisms.

OETOE_ADMINISTRATION

The Operational Environment provides
specifiedmanagement capabilities required
for the overall operation of a Certificate
Authority, and the ability to restrict access
to a subset of the capabilities as specified
the ST
O.PROTECTED_COMMUNICATIONS
The TOE will provide protected
communication channels for administrators
other parts of a distributed TOE, and
authorized IT entities. The TOE will protect
data assets when they are being transmitte
to and from the TOE, including through
intervening untusted components.

O.SESSION_LOCK

The TOE will provide mechanisms that
mitigate the risk of unattended sessions
being hijacked.
O.TOE_ADMINISTRATION

The TOE will provide mechanisms to ensu
that only privileged users are able to log in
and configure the TOE, and provide
protections for loggedn users. The TOE wil
ensure that administrative responsiligis
are separated across different roles in orde
to mitigate the impact of improper
administrative activities or unauthorized
administrative access.
OE.CRYPTOGRAPHY

The Operational Environmeptovides
cryptographic services that can be invoked
by the TSF in order to perform security
functionality.

OE.KEY_ARCHIVAL

The Operational Environment provides the
ability to use spliknowledge procedures to
enforce twoparty control to export keys
necessary to resume CA functionality if the
TSF should fail.
OE.SESSIORROTECTION_LOCAL

The Operational Environment provides the
ability to lock or terminate local
administrative sessions
OE.SESSIORROTECTION_REMOTE
The Operational Environment provides the
ability to lock or terminate remote
administrative sessions

[Remove ifall administrative actions from
O.CONFIGURATION_MANAGEMENT
requirements are performed directly by the
TOE]

FCS_CDP_EXT.1, FCS_CKM.1 (selection
based), FCS_CKMselectionrbased),
FCS_CKM_EXT.1(1) (selectiased),
FCS_CKM_EXT.1(2) (seleetiased),
FCS_CKM_EXT.1(3) (seleetiased),
FCS_CKM_EXT.1(4) (selectiased),
FCS_CKM_EXT .4 (sttecbased),
FCS_CKM_EXT.7 (selechased),
FCS_CKM_EXT.8 (selectiased),
FCS_COP.1(1) (selectlmesed),
FCS_COP.1(2) (selectlmmsed),
FCS_COP.1(3) (selectlmased),
FCS_COP.1(4) (selectimsed),
FCS_COP.1(5) (optional), FCS_HTTPS_E
(selecton-based), FCS_IPSEC_EXT.1
(selectionbased), FCS_RBG_EXT.1
(selectionbased), FCS_STG_EXT.1,
FCS_TLSC_E2(Belectionbased),
FCS_TLSS_EXT.1 (selettamed),
FDP_ITT.1 (selectidrased), FIA_PSK_EXT
(selectionbased), FPT_ITT.1 (selection
based), FPTKST_EXT.1, FPT_KST_EXT.2
FPT_SKP_EXT.1, FPT_SKY_(Bpfiohal)
FPT_SKY_EXT.2 (selectiaped), FTP_ITC.:
(selectionbased) FTP_TRP.1
FTA_SSL_EXT.1 (optional)

FIA_AFL.1 (selectidrased),
FIA_PMG_EXT.1 (selectiomsed),
FIA_UAU.7 (selectidbased),
FIA_UAU_EXTEIA_UIA_EXT.1,
FMT_MOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3FMT_MOF.1(4),
FMT_MOF.1(5FMT_MTD.1, FMT_SMF.1,
FMT_SMR.2, FPT_APW_EXT.1 (selection
based), FTA_SSL_EXoptional) FTA_SSL.
(optional), FTA_SSL.4

[Remove if all cryptographic functionality is
implemented by the TSF.]

[remove from ST if FPT_SKY_EXT.1 is
included in ST]

[Remove if FTA_SSL_EXT.1 is included in
ST]

[Remove if FTASSL.3 is included in the ST
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T.UNAUTHORIZED_UPDATE

A malicious party attempts to supply the
end user with an update to the product tha
may compromisehe security features of
the TOE.

T.UNDETECTED_ACTIONS

Remote users or external IT entities may
take actions that adversely affect the
security of the TOE.

T.USER_DATA_REUSE

A malicious user, process, or external IT
entity may gain access to user data that is
not cleared when resources areallocated.
T.WEAK_CRYPTO

A weak hash or signature scheme may be
compromised by an attacker and used to

OETOE_ADMINISTRATION

The Operational Environment provides
specifiedmanagement capabilities required
for the overall operation of a Certificate
Authority, and the ability to restrict access
to a subset of the capabilities apecified in
the ST

O.VERIFIABLE_UPDATES

The TOE will provide the capability to help
ensure that any updates to the TOE can b
verified by the administrator to be
unaltered and from a trusted source.
O.AUDIT_LOSS_RESPONSE

The TOE will respond to possible loss of
audit records when adlit trail storage is full
or nearly full by restricting auditable events
O.AUDIT_PROTECTION

The TOE will protect audit records against
unauthorized access, modification, or
deletion to ensure accountability of user
actions.

O.SYSTEM_MONITORING

The TOE will provide the capability to
generate audit data and send those data tc
an external IT entity. The TOE will retar
audit records: date and time of action and
the entity responsible for the action.

OE.AUDIT_GENERATION

The Operational Environment provides a
mechanism for the generatioof portions of
the audit data.

OE.AUDIT_STORAGE

The Operational Environment provides a
mechanism for the storage specified

audit data.

OE.AUDIT_REVIEW

The Operational Environment provides a
mechanism for the review apecifiedaudit
data.

OE.AUDIT_RETENTION

The Operational Environment provides
mechanisms for retention of audit records
for both normal and extended retention
periods.

OE.CERT_REPOSITORY

The Operational Environment provides a
certificate repository for storage of
certificates (and optionally CRLs) issued b
the TSF.
OE.CERT_REPOSITORY_SEARCH

The Operational Environment provides the
ability to search a certificate repository for
specific certificate fields in certificates
issued by the TSF and return the certificate
and an identifier for the certificate that can
beused to search the audit trail for events
related to that certificate.
O.RESIDUAL_INFORMATION_CLEARINC(
The TOE will ensure that any data containt
in a protected resource is not available
when the resource is reallocated.
O.PROTECTED_COMMUNICATIONS
The TOE will provide protected
communication channels for administrators

[Remove if all administrative actions from
O.TOE_ADMINISTRATION requirements «
performed directly by the TOE]

FCS_CDP_EXT.1, FCS_CIppdlection
based), FIA_X509_EXT.2, FPT_TUD_EXT

FAU_ADP_EXT.1, FAU_STG.4

FAU_ADP_EXT.1, FAU_STG.1(1) (selecti
based), FAU_STG.1(2) (selectased),
FAU_STG_EXT.2 (selectimsed)

FAU_ADP_EXT.1, FAU_GEN.1,
FAU_GEN.2FAU_SAR.1 (seledtimsed),
FAU_SAR.3 (selectitvased),
FAU_GCR_EXT.1, FAWR $EXT.{selection
based) FAU_SEL.1 (selectibased),
FAU_STG_EXT.1 (selectimsed),
FIA_UIA_EXT.1, FPT_STM.1

[Remove if all audit functionality is
implemented by the TOE.]

[Remove if all audit functionality is
implemented by the TOE.]

[Remove if all audit functionality is
implemented by the TOE.]

[Remove if FAU_STG_EX3 iacluded in
the ST]

[Remove if Operational Environment is not
selected in FAU_GCR_EXT.1.]

[Remove if FAU_SCR_EXT.1 is included it

the ST.]

FDP_RIP.1

FCS_CDP_EXT.1, FCS_CKM.1 (selection
based), FCS_CKMsekction-based),
FCS_CKM_EXT.1(1) (seleetiaged),
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apply integrity checks to malicious content other parts of a distributed TOE, and

so that it appears legitimate.

P.ACCESS_BANNER

The TOE shall display an initial banner
describing restrictions of use, legal
agreements, or any other appropriate
information to which users consent by
accessing the TOE.

authorized IT entities. The TOE will protect
data assets when they are being transmitte
to and from the TOE, including through
intervening untrusted components.

O.VERIFIABLE_UPDATES

The TOE will provide the capability to help
ensure that any updates to the TOE can b
verified by the administrator to be
unaltered and from a trusted source.
OE.CRYPTOGRAPHY

The Operational Environment provides
cryptographic services that can be invoked
by the TSF in order to perform security
functionality.

OE.KEY_ARCHIVAL

The Operational Environment provides the
ability to use split knowledge procedures tc
enforce twaparty control to export keys
necessary to resume CA functionality if the
TSF shoulthil.

O.DISPLAY_BANNER

The TOE will display an advisory warning
regarding use of the TOE.

FCS_CKM_EXT.1(2) (seleetiaged),
FCS_CKM_EXT.1(3) (seleetiased),
FCS_CKM_EXT.1(4) (selectiased),
FCS_CKM_EXT.4 (selectased),
FCS_CKM_EXT.7 (selectased),
FCS_CKM_EXT.8 (selectiased)
FCS_COP.1(1) (selectlmesed),
FCS_COP.1(2) (selectlmesed),
FCS_COP.1(3) (selectimsed),
FCS_COP.1(4) (selectimsed),
FCS_COP.1(5) (optional), FCS_HTTPS_E
(selectionbased), FCS_IPSEC_EXT.1
(selectionbased), FCS_RBG_EXT.1
(selectionbased) FCS_STG_EXT.1,
FCS_TLSC_EX(Eelectionbased),
FCS_TLSS_EXT.1 (seledtased),
FDP_ITT.1 (selectidrased), FIA_PSK_EXT
(selectionbased), FPT_ITT.1 (selection
based), FPT_KST_EXT.1, FPT_KST_EXT
FPT_SKP_EXT.1, FPT_SKY_(Bfiohal)
FPT_SKYXE.2 (selectiofbased), FTP_ITC.!
(selectionbased) FTP_TRP.1
FCS_CDP_EXT.1, FCS_Q)pksélection
based), FIA_X509_EXT.2, FPT_TUD_EXT

[Remove if altryptographic functionality is
implemented by the TSF.]

[remove from ST if FPT_SKY_EXT.1 is

included in ST]

FTA_TAB.1
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5  Security Requirements

The Security Functional Requirements (SFRs) included in this section are derived from Part 2 of the
Common Ciriteria for Information Teahogy Security Evaluation, Version 3.1, Revisjavith additional
extended functional components.

The CC defines operations on Security Functional Requirements: assignments, selections, assignments
within selections and refinements. This document uses fililowing font conventions to identify the
operations defined by the CC:

1 RefinementOperation (denoted byold text) is used to add details to a requirement, and
thus further restricts a requirement.

1 Selection(denoted byitalicized text)is used to skect one or more options provided by the
[CC] in stating a requirement.

1 Assignmentoperation (denoted byjtalicized tex} is used to assign a specific value to an
unspecified parameter, such as the length of a password. Showing the value in square
bracketsindicates assignment.

 lteration2 LISNI G§A2YY I NBE ARSYGAFASR GAGK | ydzyo SN |
 ExtendedSFRs I NB ARSYUGAFTASR o0& KIFI@Ay3a | tFo6St a9-
5.1 TOE Security Functional Requirements

The Security Functional Requireme(fi&Rd)cluded in this section are derived from Part 2 of the

Common Criteria for Information Technology Security Evaluation, Version 3.1, Revision 4, with
additional extended functional componentBhe following table lists the SFRs that are defingtim

section as well as any auditable events associated with their enforceniéet following table presents

the baseline (mandatory) requirements for compliant TOESs, and also used to specify whether the TSF or
OE is responsible for actions pertainingatparticular audit event associated with the SFRs (this is done

in FAU_ADP_EXT.1 beloljhe TOE relies on the Operational Environment to provide some of the
¢thoQa [ dRAGAY3I FdzyOlArz2zylftAadezr GKS {¢ | tzéwrasNJ A& SE
for the claimed SFRs are implemented by ti&&dr by the Operational Environment, along with the

specific environmental component that provides the auditing functionality if applicable. The ST author
should refer to the righimost column of Talkl 4 through Table 6 and complete these fields accordingly.

Table4 - Security Functional Requirements and Auditable Events

Requirement Auditable Additional Audit Record | Retention Responsible TSF @E
Events Contents Normal/Extended Component

FAU_ADP_EXT.1 | None. None. N/A

FAU GR_EXT.1 | None. None. N/A

FAU_GEN.1 None. None. N/A

FAU_GEN.2 None. None. N/A

FAU STG.4 None. None. N/A

FCO_NRO_EXT.2| None. None. N/A

FCS_CDP_EXT.1 | None. None. N/A

FCSSTG_EXT.1 | None. None. N/A

FDP_CER_EXT.1 | Certificate Successsklection: Extended
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generation. Certificate value,
certificate object
identifien.
FDP_CER_EXT.2 | Linking of SuccesssElection: Extended
certificate to Certificate value,
certificate certificate object
request identifier], [selection:
Certificate request, link
to certificate request
object identifief.
Failure: Reason for
failure, [selection:
Certificate request, link
to Certificate request
object identifief.
FDP_CER_EXT.3 | Failed certificate | Reason for failure. Normal
approvals. [selection: Certificate
request, link to
Certificate request objec
identifier.
FDP_CSI_EXT.1 | None. None. N/A
FDP_RIP.1 None. None. N/A
FIA X509 EXT.1 | Failed certificate | None. Normal
validations.
FIA_X509 EXT.2 | Failed None. Normal
authentications.
FIA_UAU_EXT.1 | Alluses of the | Origin of the attempt Normal
authentication (e.g., IP address).
mechanism used
for access to TOI
related
functions.
FIA_UIA_EXT.1 All use of the Provided user identity | Normal
identification Crigin of the attempt
and (e.g., IP address).
authentication
mechanisnused
for TOE related
roles.
FMT_MOF.1(1) None. None. N/A
FMT_MOF.1(2) None. None. N/A
FMT_MOF.1(3) None. None. N/A
FMT_MOF.1(4) None. None. N/A
FMT_MOF.1(b None. None. N/A
FMT_MTD.1 None. None. N/A
FMT_SMF.1 None. None. N/A
FMT_SMR.2 Modifications to | Modifications to the Extended
the group of group of users that are
users that are part of a role.
part of a role.
FPT_FLS.1 Invocation of Indication that the TSF | Normal

failures under

has failed with the type
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this of failure that occurred.
requirement.

FPT _KST EXT.1 | None. None. N/A

FPT_KST_EXT.2 | All unauthorized | Identifier ofuser or Normal
attempts to use | process that attempted
TOE secret and | access.
private keys.

FPT_RCV.1 The fact that a | TSF failure types that ar{ Extended
failure or service| available on recovery
discontinuity
occurred.

Resumption of
the regular
operation

FPT_SKP_EXT.1 | None. None. N/A

FPT_STM.1 Changes to the | The old and new values| Normal
time. for the time.

FPT_TUD_EXT.1 | Initiation of Version number Extended
update.

FTA_SSL.4 The termination | None. Normal
of an interactive
session

FTA TAB.1 None. None. N/A

FTP_TRP.1 Initiation ofthe Identification of the Normal
trusted channel. | claimed user identity.
Termination of
the trusted
channel.

Failures of the
trusted path
functions.

5.1.1 Security Audit (FAU)

FAU_ADP_EXTAudit Dependencies

FAU ADP_EXT.1.1

The TSF shathplement audit functionalitand[selection: interface with auditing

Application Note:

function(s)in the Operational Environmenho additional audit functionalifyin
order to perform audit operations on the following audit datas§ignment:
Auditable events in Tabletdrough Table 6 that require persistent storqge

If any audit functions (e.g. storage, review) amecomplished bythe TOE
communicating over a network connection with a physically external audit server,
then the ST author must inclué@P_ITC.1 with "audit server" selectéthe TOE
NBEfASE 2y GKS hLISNIGA2YFE 9YOBANRBYYSy
functionality, the ST author is expecteddentify whether each of the auditable

events for the claimed SFRs are implementethbylT OE or by the Operational
Environment, along with the specific environmental component that provides the
auditing functionality if applicablélThe ST author should refer to the righbst

column of Table 4 through Table 6 and complete these fieldsdingly.
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If any audit review is performed by an auditor through an interface provided by
the TSF, then FAU_SAR.1 and FAU_SAR.3 in Annex B.2 will be included in the ST by
the ST author.

If any audit preselection is performed by an auditor throughiaterface provided
by the TSF, then FAU_SEL.1 in Annex B.2 will be included in the ST by the ST author.

Audit records stored within the TOE boundary that are generated daedi
SPSyia YINJSR GaSEGSYRSRé Ay (G otheBa nz p
FAU_STG.1(2) will be included in the ST by the ST author.

If the TSF initiates the storage of the audit détzat is, it generates audit data

that will be stored either by the TOE or the (QB¢n FAU_STG_EXT.1 will be
included in the ST by the ST Author.

Audit records for the TSF are divided into two sets of events, whose retention
periods might be significantly different operationally. Generally, information
necessary to maintain an issuedrtificate or to determine the circumstances of

a certificate issuance is required to be available at least as long as the validity of

an issued certificate, and perhaps longer according the statutes, laws, or policies
applicable to the issuance and intied use of a particular certificate. Other audit

data is typically retained only to support normal operationsKk S WYwS G Sy (A 2
column in Table 4 (as well as Tables 5 and 6 for the optional and seleated

SFRs) indicates whether the audit record sy RSR (i 2 WSNNEAEIR T
(shorterli S NJXY'D E & SIyldRéeRem) purposes.

For theFDP_CER_EXT.2 audit event, the intehaitsauditing is performed only

2y 0SS AyO2YAy3 RIGE N3 NBO23yAl SR o0&
incoming data arBNBE 2 SOG SR 0SF2NB G(GKS& INBE LINROSaA
OFyR (GKdza GKS FOGA2Yy aFlFAfacdd R2 y2i y¢
audit event.

Assurance Activity
TSS

The evaluator shall examine the TSS and operational guidance in order to
that they describe each of the relevant auditable events, how audit recorc
these events are formatted, and what component of the TOE or Operati
Environment is responsible for handling these events.

For those auditable events that are generated by TI@E and stored within th
TOE boundary, the assurance activities are included for the relevant sele
based audit SFRs.

Test

C2NJ lye |dzRAGFoES S@Syida GKIG
Environment, the evaluator shall demonstrate that these egartauditable
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Testing that audit records associated with an SFR are generated is perfc
in conjunction with testing the SFR

FAU_GCR_EXT.1 Generation of Certificate Repository

FAU_GCR_EXT.1.1 The TSF shalsdlection:store, invoke the OperationaEnvironment to store

Application Note:

certificates andgelection: CRLs, no other informajissued by the TSF.

While there is a requirement that a certificate repository exists and the TOE stores
all certificates (and CRLs, if selected in FCO_NRQ.EXt generates in that
repository, the repository can physically be within the TOE or within (and provided
by storage in) the OE. If the repository is provided by the TOE (that is, it is within
the TOE boundary), then the first item in the firststide is chosen. If the storage

is provided by the OE, then the second item in the first selection is chosen. It
should be noted that the physical implementation of the certificate repository is
left to the vendor; for instance, it can be a standalonerest or incorporated
within the audit trail.

L TRLs (RFC 5280) A &
a

@)
iKS aSO2yR f

248y T2NJ C/hybwhy9: - ¢ dH dH
OGA2yT 20KSNBAASS ay2 20

mw R

S
Assurance Activity
TSS

The evaluator shall examine the TSS to determine that it describes
certificate repository. If the certificate repository is provided by the OE,
evaluator shall check the TSS to ensure it describes the interfaces invok
the TOE to store certifates (and CRLS).

Test
The evaluator shall perform the following tests:

I Test 1: The evaluator shall generate a certificate to be stored in
repository. The evaluator shall confirm that the certificate is store
the certificate repository.

 Test20 02y RAUGA2YIFEOY LT &/ w[ag |
shall generate a CRL and verify that it is stored in the certifi
repository.

FAU_GEN Audit Data Generation

FAU_GEN.1.1

Refinement: The TSF shalgenerate and [selection: invoke the Operational
Environment to generatge no other action$ an audit record of the following
auditable events:

a) Startup of theTSFaudit functions;
b) All auditable events for thphot specifiedllevel of audit; and [
c) All administrative actionswoked throughtie TSF interface
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Application Note:

FAU_GEN.1.2

Application Note:

d) [Specifically defined auditable events listed in Taltkegugh Table §.

The ST author will include a consolidated table of auditable events for all
mandatory, optional, and selected components in the SFAEr ADP_EXT.1 that
will indicate the component that is responsible for producing the audit event.
There are three cases for the generational of audit events. The audit event is
generated by the TSF; the audit event is generated on initiation by the TOE, b
the OE is involved in some or all of the actual generation of the audit event; and
the audit event is generated entirely by the OE without prompting from the TOE.

The first two cases are covered by this requirement. Additionally, theugtaot

the TOEunctions and all administrative actions that performed either by or

through the TOE are required to be auditable. If all of the argdibrds are

generated by the TOE, or if the audit records are either generated entirely by the

TOE and entirely by theEQ(that is, none of the audit records are generated by
AYy@21Ay3a GKS h90oxX GKSY ay2 20KSNJ F OQGA2Y:
2T GalLISOATAOItEte RSTAYSR IlvdeRinihe @fleS S @Sy
produced byrAU_ADP_EXT.1 thaticate they are generated in whole or part of

the TSF.

Refinement: The TSF shal [selection: include invoke the Operational
Environment to includg within each audit record at &st the following
information:

a) Date and time of the event, type of evestbject identity,and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/Sinfdrmation specied in
column three of Tablé through Table b

As with the previous component, t8&d authoshould update Tablé above with
any additional information generated. "Subject identity” in the context of this
requirement could either blhe administrator's uselD or the affected network
interface, for example.

The ST author chooses whether the information is put into the audit record by the

TSF or the OE via the selection; it is permissible to be a combination oft both.

may be the casthat when the TSF generates an audit record, some or all of the
information listed in the SFR are actually put into the audit record by the OE. In
(K838 OFasdas 4Ay®218 GKS hLIBNIGA2YLE 9y
OE.AUDITGENERATIOMII be included in the ST if the OE is selected in any of

the FAU_GEN elements or listed in the last column in table 4.

Assurance Activity

TSS
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The evaluator shall ensure that the TSS describes every audit event
mandated by the PP and that thaescription of the fields contains th
information required in FAU_GEN.1.2, and the additional information spec
in Tables 4 through 6, depending on the characterization of the SFR assoc
with the particular event as mandatory, optional, or selentbased

The evaluator shall alsensure that the TS8escribes all cases where the
generation of ephemeral key pairs is not audited for FCS_CKM.1.

Guidance

The evaluator shall examine the operational guidance to ensure th
describes the audit mechanism, lists all of the auditable events and provi
format for audit records. Each audit record format type must be covered, a
with a brief description beach field.

The evaluator shall also make a determination of the administrative acl
that are relevant in the context of this PP. The evaluator shall examine
operational guidance and make a determination of which administra
commands, includip subcommands, scripts, and configuration files,

related to the configuration (including enabling or disabling) of

mechanisms implemented in the TOE that are necessary to enforce
requirements specified in the PP. The evaluator shall documest
methodology or approach taken while determining which actions in
operational guidance are security relevant with respect to this PP.
evaluator may perform this activity as part of the activities associated '
ensuring the operational guidancatssfies the requirements in accordanc
with AGD_OPE.

The evaluator shall check that audit review tools are described in
operational guidance and conform to the requirements of FAU_SAR.1.

When the Operational Environment is selected in FAU_GEN.1..
FAU_GEN.1.2, the evaluator shall examine the operational guidance to e
the configuration of the Operational Environment necessary to generate
required elements, and instructions on how to examine the various a
records is provided.

Test

¢CKS S@lftdza G6§2NJ aKlff G§Said GKS ¢ho
having the TOE generate audit records for the events listed in Fakday
events in Table 5 and Table 6 that correspond with the optional and selec
based SFRs claimed the Security Targestartup of the audit functions (o
startup of the TOE if audit functionality is not enabled or disat
independently of the TOEdNnd administrative actionsChis should include a
instances of an event. The evaluator shall test #udit records are generate
for the establishment and termination of a channel for each of

cryptographic protocols contained in the ST. For administrative actions
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evaluator shall test that each action determined by the evaluator above t
seaurity relevant in the context of this PP is auditable.

When verifying the test results, the evaluator shall use audit review too
conformance of FAU_SAR.1 and the operational guidance. The evaluato
ensure the audit records generated during egt match the format specifiet
in the operational guidance, and that the fields in each audit record have
proper entriesand that the audit records are provided in a manner suitable
interpretation. The evaluator shall also ensure the ability to lggearches o
audit data based on the type of event, the user responsible for causing
event, and identity of the applicable certificat&Vhen the Operationa
Environment is selected in FAU_GEN.1.1 or FAU_GEN.1.2, the evaluat
follow the operatonal guidance to configure the Operational Environment
specified in the TSS and identify the audit records used and audit inform
assigned to each audit record. The evaluator shall then inspect the indic
audit records for audit information assigd to each audit record indicated.

Note that the testing here can be accomplished in conjunction with the tes
of the security mechanisms directly. For example, testing performed to er
that the operational guidance provided is correct verifies tA@D_OPE.1 i
satisfied and should address the invocation of the administrative actions
are needed to verify the audit records are generated as expected.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
TOEs ST. Justification must be provided for those platforms that were excl
from testing.

FAU_GEN.2 User Identity Association

FAU GEN.2.1 Refinement:For audit events resulting from actions of identified users, Tisd-
shall be able tdselection:associate invoke the Operational Environment to
associatg¢ each auditable event with the identity dhe user that caused the
event.

Application Note: As withFAU_GEN.1.2, if the TSF initiates the generation of the audit event, but
the OE is responsibier associating the user ID with that event (if appropriate for
GKFG S@Syidos GKSYy GKS {¢ Fdzik2NJ aSt SOida
F3a20AF0S¢ F2NJ KA&a {Cwd

Assurance Activity

This activity should beaccomplished in conjunction with the tesgnof
FAU_GEN.1.
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FAU_ST@ Prevention of Audit Data Loss

FAU_STG.4.1

Application Note:

Refinement: The TSF shalprjevent audited events, except those taken by the
Auditor] and pssignment: other actions to be taken in case of audit storage
failure] if the audit trailcannot be written ta

This requiremenapplies to the TOE regardless of whether the audit trail is stored
within the TOE boundary (e.g. the audit trail is fullpan external system in the
Operational Environment (e.g. the connection to a remote audit repository is
broken). In either case, the ST author is expected to describe how the TSF is made
aware of any such failures and how it behaves in response.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the behavior
TSF and what actions can be performed by the Auditor, if any, when the
trail is full.

Guidance

The evaluator shall examine the operational guidance to ensure it desc
what having a full audit trail means and how an Auditor recognizes that thi:
occurred. The evaluator shall also examine the operational guidance to el
it includes remedial steps for correcting the issue

Test

The evaluator shall perform tHellowing test. Test 1 is performed regardle
of where the audit repository is stored, since it is testing the capability of
TOE to react to an indication that the repository is full. Test 2 is only exe«
in cases where an external repositonsigported, and tests the ability of th
TOE to detect when the connection to the repositbgcomes unavailable.

1 Test 1:The evaluator shall cause the audit trail to become full, ve
that the TSF behaves as documented in the TSS, and verifiat
privileged usercan perform the documented remedial steps.

I Test2 (conditional) If the TOE uses a remote repository in t
Operational Environment to store audit dathgetevaluator shall caus
the audit trail to becomeaunavailable verify that the TSF behaves
documented in the TSS, and verify tlaaprivileged usecan perform
the documented remedial steps.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed i
TOE's ST. Justification mustdsevided for those platforms that were exclude
from testing.
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5.1.2 Communications (FCO)

FCO_NRO_EXT.2 Certifidgdeed Proof of Origin

FCO_NRO_EXT.2.1 The TSF shall provide proof of origin for certificates it issues in accordance with
the digital signature requirements usimgmechanism in accordance with RFC
5280 and FCS_COP.1(2).

FCO_NRO_EXT.2.2 The TSF shall provide proof of origin for certificatdust information it issues in
accordance with the digital signature requirementsselgction: CRLs (RFC 5280),
OCSP (RFC 6960), [assignment: other OCSP standadds{TS_COP.1(2).

FCO_NRO_EXT.2.3 The TSF shall require and verify proof of origin fotifagate requests it receives
[selection: CMC using mechanisms in accordance with FIAS EMT1, EST using
mechanisms in accordance with FIA £EKT.L

FCO_NRO_EXT.2.4 The TSF shall require and verify proof of origin for public keys contained in
certificate requests it receives vjaelection: procbf-possession mechanisms in
CMC using mechanisms in accordance with FIASCEXT .1, proedf-possession
mechanisms in ESTaccordance with FIA_ESEXT.1L

FCO_NRO_EXT.2.5 The TSF shafielectionrequire and verify proof of origin for revocation requests
it receives via [selection:. CMC using mechanisms in accordance with
FIA CMS EXT.1,ESIEA A Yy 3 2 LJi A 2 y Hidnality ifi deCotdanteavithé  F dzy’ O
FIA_EST EXT.], [assignment: support manual processes for revocation requests
and responsds

Application Note: The TOE is responsible for providing proof of origin for information it issues and
verifying proof of origin foinformation it receivesBased on what is chosen in the
selection for FCO_NRO_EXT.2.2, the applicable requirements fromBXneex
FDP_CRL_EXT.1, FDP_QG(S#T.1) must be includédlased on what is chosen
in the selectios for FCO_NRO_EXT-EGO_NR@®E&XT.2.5, the applicable
requirements from AnneB (i.e., FIA_ CMEEXT.1, FIA ESEXT.1) must be
included

A TORhat supports both EST and CMC and can obtain revocation requests via
one of the protocols would be in compliance with FCO_NRO_EXWa?u3al
process to support revocation requests and responses are claimed and described
if EST does not support full CMC requests and CMC is not claimed.

This SFR references FCS_COP.1(2) which, according to FCS_CDP_EXT.1, may be
implemented by the TOE or the GECS_CDP_EXT.1 indicates that FCS_COP.1(2)

is implemented by the OE, then FCO_NRO_EXT.2.1 and FCO_NRGrEXT.2.2
accordance with FCS_COP.1(2) if they interface with the OE to invoke the
signature algorithms indicated in FCS_COP.1(2).

Assurance Activy
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TSS

The evaluator shall examine the TSS to ensure it describes the meche
used for generating proof of origin and the secwrigyevant information to
which the mechanism applies. The TSS shall describe how the TSF rele
identity and otherspecified attributes of the originator of the information 1
the security relevant portions of the information to which the evidence appl
The TSS shall also describe how verification of the proof of origin of inform
for all securityrelevant infomation is performed and shall also specify t
cases in which verification of proof of origin is performed.

For TOEs that only support EST, and do not support revocation requests
either CMC or EST, the TSS must describe the mechanism used to det
whether to revoke certificates.

C2NJ ¢h9a suppbriimadudl forScesdes for revocation requests
responseg; the evaluator shall ensure the TSS describes those processes

Guidance

If configurable, evaluator shall examine the operatiogaidance to ensure i
defines how to configure the applicable algorithms used for providing
verifying proof of origin as defined in FCS_COP.1(2).

For TOEs that only support EST, and do not support revocation requests
either CMC or EST, the evalmashall examine the guidance to ensure
describes suppotfor privileged user functionality as part of this mechanisn

C2NJ ¢h9a GKIFIG aStSOG aadzZldR2 NI Yl
responses, the evaluator shall ensure the operationaligance provides ¢
description of the processes the administrators are to follow. The evalt
shall ensure these are consistent with the descriptions of these process
the TSS.

Test

The evaluator shall perform the following tests for each requiesiat
selected and for each request supported:

TOE is online (requires establishment of a client capable of gener
certificate requests and has a valid HTTPS connection to the TOE):

I Test 1: For each supported request, the evaluator shall generate
submit a properly authenticated request to the TOE and verify
responses are signed.

I Test 2: For each supported request, the evaluator shall gene
requests that are unsigned, submit to the TOE, and verify that the
rejects the request.
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1 Test 3: Foreach supported request, the evaluator shall gener.
requests that have an invalid signhature based on the RFC, submit 1
TOE, and verify that the TOE rejects the request.

i Test 4. For each supported request, the evaluator shall gene
requests that & not signed by authorized entities, submit to the T(
and verify that the TOE rejects the request.

T Test 5. For each supported request using password bi
authentication, the evaluator shall use invalid passwords and vi
that the TSF rejects the regsts.

I Test 6: For each proof of possession mode supported, the evall
shall generate an otherwise valid request but modify the prool
possession value. The evaluator shall submit the modified reques
verify that the TSF rejects the request.

Transprt test:

1 Test 7: For each supported request message, the evaluator shall
an otherwise valid request using HTTP rather than HTTPS anc
verify the TSF rejects the request

TOE is offline:

I Test8: With the TOE in offline mode, the evaluator shadl into the
TOE locally as the CA Operations Staff role and perform te4t:
above.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
TOE's ST. Justification must be provided for those platforms thatexeheded
from testing.

5.1.3 Cryptographic Support (FCS)
FCS CDHEXTL Cryptographi®ependenies

FCS CDP_EXT.1.1 The TSF shd#ielection: implement cryptographic functionalityyoke interfaces
providedby the Operational Environmdrit order to perform[selection: all,
[selection: FCS_CKM.1, FCS_gKM.S CKM_EXT.1(1), FCS_CKM_EXT.1(2),
FCS_CKM_EXT.1(3), FCS_CKM_EXT.1(4), FCS_CKM_EXT.4, FCS_CKM_EXT.5,
FCS_CKM_EXT.6, FCS_CKM_EXT.7, FCS_CKM_EXT.8, FCS_COP.1(1),
FCS_COP.1(2), FCS_COP.1(3), FCS_COP.RBGFERT.1, FCS_KSH_HEXT.1
cryptographic operations.

Application Note:

36



Cryptographic functionality can be provided entirely by the TOE, entirely by the
Operational Environment, or by both. The SFRs that detaitripographic
functionality are contained iAnnexsA, B, and Cthese SFRs are included in the
ST depending on selections in other SFRs that describe the mandated and optional
functionality that requires cryptographic functions (for instance, the inclusion of
TLS). e appropriate selection for whether the cryptographic functionality is
implemented by the TOE or by the OE is made for each of the SF®#&mmex
when instantiated in the STf both the TSF and OE work together to provide the
required cryptography fothe TOE, iterate this SBRce for the TSF and once of
the OE and list the specific SERnplemented byeach In aggregate, all
cryptographic SFRequired by théf OEshould be listed.

The only exception to this case is where the cryptographic furistimplemented

in the OE and there is no direct TSF invocation for that function. For instance, if

the DRBG is implemented by an HSM that is in the OE, that the TOE only invokes

the HSM for highet S @S f ONB LI 23N LIKAO TFdzy@iA2ya
OSNIATFTAOI(GS¢T SGOd0T GKSY 6Ay GKFEG OF a8
iteration of the FCS_CDP_EXT.

If the functionality is provided by communicating over a network connection with

a physically external cryptographic device, then the ST authgst immclude
C¢tyLe/ dm HAGK GSEGSNYLFf ONBLIIZ2ANI LIKAO °

The individual cryptographic SFRs may have Assurance Activities in addition to
those specified below; the intent is that the Assurance Activities below augment
those that are provided fahe individual cryptographic SFRs.

Assurance Activity
TSS

If the TSHnvokesinterfacesto a cryptographic module in the Operation
Environment to providethe necessarycryptographic functionality, the
evaluator shalleview the TSS to ensure that it specifies the interfaces
are invoked, and the cryptographic provider of the functionalifhe
evaluator shall review the TSS and verify thatglptographicSFRrequired
by the ST through inclusion ofother) manddory and optional SFRare
included.

Other required TSS activities are associated with the cryptographic
themselves.

Guidance

Required Guidance activities are associated with the cryptographic
themselves.

Test
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Required Test activities are assded with the cryptographic SFF
themselves.

FCS _STG_EXT.1 Cryptographic Key Storage

FCS_STG_EXT.1.1 Persistent private and secret keys shall be stored within [Bedection: TSF,

Application Note:

Operational Environmehfselection:

1 encrypted within dardware rooteckey hierarchy established in accordance with

[selection: FCS_CKM_EXT.1(2), FCS_CKM_EXTFGS)|CKM_EXT.7, and
FCS_CKM_EXT.8,

1 in a hardware cryptographic modile

This requirement ensures that persistent secret keys and private kegtoaed
securely when not in use. If some secrets/keys are manipulated by the TOE and
others are manipulated by the environment, then both of the selections can be
specified by the ST author and the ST author must identify in the TSS those keys
which aremanipulated by the TOE and those by the environment.

If the TOE is an application, and not a dedicated server, then it should store its
private keys in the environmeptovided key storage.

The ST author is responsible for selecting the manner in widdteyfs are stored
and where they are stored in the selections above.

This SFR applies only to keys that are relevant to the requirements in the PP/ST; it
does not apply to keys that have no bearing on CA PP functionality.

Assurance Activity
TSS

Regardlessf whether this requirement is met by the TOE or the Operatic
Environment, the evaluator will check the TSS to ensure that it lists
persistent secret and private key needed to meet the requirements in the
For each of these items, the evaluateill confirm that the TSS lists for wh.
purpose it is used, and how it is stored.

Guidance

There are no AGD assurance activities for this requirement beyond wt
necessary to satisfy the requirements in [CEM].

Test

There are no ATE assurance atitigi for this requirement beyond what i
necessary to satisfy the requirements in [CEM].

Equivalency
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Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that weraueed
from testing.

5.1.4 User Data Protection (FDP)

FDPCER_EXT.1 Certificate Profiles

FDP_CER_EXT.1.1 The TSF shall implement a certificate profile function and shall ensure that issued
certificates are consistent with configured profiles.

FDP_CER_EXT.1.2 The TSF shall generate certificates using profiles that comply with requirements
for certificates as specified INTEwWC/ pHynX ALYGSNYySi
LYFNI &0GNH2OGdzZNBE / SNIAFAOIGS | yRwhileSNII A FAC
ensuring that the dllowing conditions are met

h)

)

K)

The version field shall contain the integer 2.

The issuerUniquelD or subjectUniquelD fields are not populated.

The serialNumber shall be unique with respect to the issuing Certification
Authority.

The validity field shall spdgia notBefore value that does not precede the
current time and a notAfter value that does not precede the value specified
in notBefore.

The issuer field is not empty.

The signature field and the algorithm in the subjectPublicKeylnfo field shall
contain the OID for a signature algorithm specified in FCS_COP.1(2).

The following extensions are supported:

a. subjectKeyldentifier

b. authorityKeyldentifier

c. basicConstraints

d. keyUsage

e. extendedKeyUsage

f. certificatePolicy

A subject field containing a null Name (e.g.semjuence of zero relative
distinguished names) is accompanigdapopulated critical subjectAltName
extension.

The subjectKeyldentifier extension is populated with a value unique for each
public key contained in a certificate issued by the TSF.

The autheityKeyldentifier extension in any certificate issued by the TOE must
be populated and must be the same as the subjectKeyldentifier extension
contained in thessuef signing certificate.

Populated keyUsage and extendedKeyUsage fields in the same atatific
contain consistent values.

Application Note: FDP_CER_EXT.k2ntended to clarifghe standard interpretation that subject
keyidentifiersMUST be unique to a public key in a certificate issued by a CA (not
that the public keys are unique). The intended meaning is that it is acceptable to
issue a certificate with a public key contained in a request that happens to match
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another certificategsued by the CA when the other certificate also contains the
requested public key; it is not acceptable that requestsdaificatescontaining
different public keys result in the same subject key identifies this would
contradict the definition oftie subject keydentifier included in the RFC: "The
subject key identifier extension provides a means of identifying certificates that
contain a particular public key." This is not possible if the value is not unique to
the public keys it issues.

The SFRefines RFC 5280 by requiring all certificate profiles used by théelrOE
configurable toinclude the subject key identifier; the RFC only requires it for CA
certificates. The RFC indicates a CA SHOULD provide subject key identifiers for end
entity certifcates.

Whena single instance of the T@&presens multiple CA, it is acceptable that a
subject key identifier issued by one CA match the subject key identifier of another
CA, whether implemented within the TOE or as a separate instance.

FDP_CER_EXT.1.3 The TSF shall be able to generate at least 20 bits of random for use in issued
certificates to be included irsglection: serialNumber, notBefore, notAftields,
where the random values are generated in accordance with RBG EXT.1.

Application Note: The requirement applies only to the issuance of X.509 v3 certificates. An optional
requirement in AnnexA allows for the issuance of X.509 certificates other than
V3.

Consistency is defined in RFC5280 for FDP_CER_EXT.1i;2ptmtfically, for
each extendedKeyUsagearpose specifiedhere must be a consistent keyUsage
purpose set.

RFC updates to RFC 5280 are included in this requirement.

Therandom input to issued certificates in FDP_CER_EXT.1.3 can be spread across
multiple of the selectable fields so that the total number of inserted bits is at least
20. Select all that apply.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the certificate |
function in accordance witi-DP_CER_EXT.1.1 The TSS shall describ
certificate profiles are configured and then selected to issue certificate
accordance with FDP_CER_EXT.1.2. The evaluator shall also ensure thai
describes how the TSF ensures that a certificatpuesing subject possesse
the applicable private key. Finally, the evaluator shall ensure that the
describes how 20 bits of random are generated in accordance
FDP_CER_EXB8.4nd which certificate fields are involved

Guidance
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The evaluator shall eradine the operational guidance to ensure th
instructions are available to configure certificate profiles used for certific
generation in accordance with this requirement. The operational guide
shall also specify how to configure proof of possesaiaah, if applicable, how
to configure unique serial number generation.

Test

The evaluator shall perform the following tests for each supported certifit
format:

1 Testl: The evaluator shall configure a certificate profile using
available guidancerequest a certificate using the profile, and the
examine the certificate contents to ensure it matches the configu
certificate profile.

1 Test 2. The evaluator shall specifically examine the certific
generated in Tesl to ensure that it satisfies afleld constraints in
FDP_CER_EXT.1.2.

1 Test3: ¢ KS S@I fdza G2N) akKlff @8aidiin
FDP_CER_EXT.as2follows:

Field & R €& The evaluator shall send a request with
subjectPublicKeylnfo that is allowed by the profile, and obsehee
request succeeds. The evaluator shall then send a request w
subjectPublicKeylnfo that is not allowed by the profile, and obs¢
that the request is rejectebr the value that is put into the certificat
is what was in the profile)

C A St Rhede®&léavor shall send a request with a KeyUsage th
allowed by the profile, and observe the request succeeds.
evaluator shall then send a request with a KeyUsage that is not allc
by the profile, and observe that the request is rejected the value
that is put into the certificate is what was in the profile)

C A St Fhe eév@luatdr shall send requests to show that the CA acc
requests that provide an identifier in either one or both of the subj
and subjectAltName fields, but rejegtsquests that do not provide al
identifier for either one of those fields.

CA St Ror éathé EKU listed in section 4.2.1.12 of RFC B8(
evaluator performs the following tests. The evaluator shall ser
request with a KeyUsage that is consisterst g@cumented in sectiol
4.2.1.12 of RFC 5280) with the profile EKU, and observe the re
succeeds. The evaluator shall then send a request with a Keyl
that is not consistent (as documented in section 4.2.1.12 of RFC !
with the profile EKU, andbserve that the request is rejected. TI
evaluator shalsend the EKU to a profile with a consistent KeyUs
(but no specified EKU) and observe the request succeéts.
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evaluator shall send the EKU to a profile with an inconsistent KeyL
(but no speified EKU) and observe the request is rejected.

1 Test4: For each extendedKeyUsage value defined in section 4.2
of RFC 5280he evaluator shalattempt to configure a certificate
profile with eachinconsistent keyUsagor that extendedKeyUsag:
field. If the CA rejects the attempt to create such a profile, then
test succeeds. If the creation of such a profile is allowed, the evalt
shall submit a certificate request using the prafigmd show thathe
TSF does not issue the certificate.

I Test5: The evaluator shall configure a certificate profile and crea
certificate request that violates the validity period setting in t
configured profile (e.g., notBefore precedes the current time,
combination of notBefore and notAfter is beyond tkelidity period
setting). The evaluator shall submit the certificate request using
profile and verify that the TSF rejects the request.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

FDP_CER_EXT.2 Certificate Request Matching
FDP_CER_EXT.2.1 The TSF shall establish a linkage from certificate requests to issued certificates.

Application Note: Ths requirement ensures that the TOE provides linkage between submitted
requests and issued certificates.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the linkage be
submitted requests and issued certificates.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions for how to trace a submitted request to an issued certificate
A0S GSNBRI GAlF GKS ¢h9Qa AYyUiSNFI «

Test
The evaluator shall perform the following test:

1 Ted 1: The evaluator shall configure a certificate profile using the avail
guidance and request a certificate using the profile as a subscriber
evaluator shall then assume the CA Operations role and verifiatirdage
between submitted certificag requests and issued certificatissprovided
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Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

FDP_CER_EXT@&rtificate Issuance Approval

FDP_CER_EXT.3.1 The TSF shall support the approval of certificdigs[selection: RAAOR CA

Application Note:

Operations Staffruleg issued according to a configured certificate profile.

Certificate profiles are defined accordance with FDP_CER_EXhé.various

iterations of FMT_MOF.1 defitiee roles that are allowed to approve the issuance

of certificates.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the certi
issuanceapproval function, including the available interfaces that must
used.

The evaluator shall examine the operational guidance to ensure that it con
instructions for any configuration aspects of the certificate issuance appi
function and the stepseeded to perform an approval.

Test
The evaluator shall perform the following test:

I Test 1: The evaluator shall configure the certificate issuance app
function in accordance with the operational guidance. The evaluator :
create a certificate regest and submit it to the TOE. The evaluator sl
access the TOE using the defined interface and verify that the subn
request is in the appropriate queu€he evaluator shall then assume eith
the CA Operations Staff role or the RA Staff role amila the certificate
request and issue the certificat€he evaluator shall verify that a certifica
was issued.

If Yulex? sklécted in FDP_CER_EXT.3.1 to allow automatic approva
evaluator shallfollow operational guidance to configure the céidate
issuance approval function to follow a rule for automatic approval,

perform the following tests:

I Test 2: The evaluat@hall construcbne or morecertificate requests thai
meet the rules for automatic approval, and shall verify thathrequeged
certificate was issued.
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I Test 3: The evaluator shall attempt to construct one or more certific
requests that violate the rules for automatic approval, and shall verify
the requested certificates are not issued.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

FDP_CSI_EXT.1 Certificate Status Information

FDP_CSI_EXT.1.1 The TSF shalltovide certificate status information whose format complies with
[selection: ITF Recommendation X.509v1 CRL;TIRecommendation X.509v2
CRL, the OCSP standard as defined by [selection: RFC 6960, other OCSR.standard

FDP_CSI EXT.1.2 The TSF shall gport the approval of changes to the status of a certifichte
[selection: RACA operations staffuleg.

Application Note: Based on the selection, tI8T authomust choose the appropriate requirements
from Annex8.

The ST should specify the format used to supply certificate status informiation.
other OCSP standard is selected, only custmtdards shall be selectatie RFC
shall be referenced, and any optional features within the RFC shall be specified.

The various iterations dfFMT_MOF.1 defines the role or roles authorized to
approvechg 3Sa&a G2 I OSNIATFTAOIGSQa adl Gdzao

¢tKS aOKIFIy3aSaé¢d NBFSNBYOSR Ay C5t @/ {Lyp9-
received by the TOE.

Assurance Activity
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TSS

The evaluator shailxamine the TSS to ensure it describes the certificate st
function and applicable formats, in accordance with this requirement, that
be used to issue certificate statuBhe TSS must reflect the selection made
the ST authors well as the seleicin-based requirements from Anndx

C2NJ ¢h9a GKIF G a&dzsldralNdpeciiythg OGSP dtdndard
the ST authoshall ensure that a description of the format is available.

The evaluator shall also ensure that the TSS describes the pfocapproving
changes to the status of a certificate, including the interfaces that mus
used.

If the TOE supports the configuration of certificate status information,
evaluator shall examine the operational guidance to ensure that instruct
are available to configure the certificate status function to utilize the forr
identified in FDP_C3EXT.1.1.

Guidance

The evaluator shall examine the operational guidance to ensure that it con
instructions for any configuration aspects of the certificate status che
approval function and the steps needed to perform an approval.

Test

Based on lte selection, the evaluator shall perform the applicable te
associated with the requirements in Annex C

1 Test 1: For certificate statusformation, the evaluator shall configur
the TSF to provide certificate status information according to e
format identified in FDP_CSI_EXT.1.1 in turn and request certif
status for each format. Each certificate status response shal
examined to ensure that it conforms to the format as described in
TSS.

I Test 2: For each selected certificate status forntag, evaluator shall
issue a valid certificate from the TOE. The evaluator shall then ¢
the TOE to issue certificate status information. The evaluator ¢
check the certificate status information to verify that it reflects that t
certificate is vadl.

I Test 3: For each selected certificate status format, the evaluator :
revoke a valid certificate from the TOE. The evaluator shall then ¢
the TOE to issue certificate status information. The evaluator ¢
check the certificate status informatn to verify that it reflects that the
certificate is revoked.

I Test 4: The evaluator shall configure the certificate status che
approval function in accordance with the operational guidance.
evaluator shall create a certificate status change reqaest submit it
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to the TOE. The evaluator shall access the TOE using the di
interface and verify that the submitted request is in the appropri
gueue. The evaluator shall approve the certificate status cha
request. The evaluator shall then causket TOE to issue certifical
status information. The evaluator shall check the certificate st:
information to verify that it reflects the state of the certificate.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

FDP_RIR.Subset Residual Information Protection

FDP_RIR.1

Application Note:

Refinement: The TSFand [selection: Operational Environment, no other

component] shall ensurghat any previous information content of a resource is
made unavailable upon theé¢lection:allocation of the resource to, deallocation
of the resource froithe following objects:dssignment: list of objedts

G wS a2 dzND &antext df this ieduiBement are any data buffers used to
implement certificate authority functions, including network communications

with the Certificate Authority. The concern is that a buffer or memory area might

be reused in subsequent function or conmication channel resulting in
inappropriate disclosure of sensitive data. Note that this requirement applies only

to resources that the TSF contralsh 6 2SO0 aé¢ NBFSNBR (2 Fye a
that are under control of the TSF, suchdasizo & O NdrsondlyEdétifiable

information

¢KS FTANRG aStSOUGAz2y akKzdZ R Ay Of dzZRS Wh LIS
a component of the OE to store and protect TSF data. The ST should specify the
component and any interface used to meet this requirement.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure that, at a minimum, it des
how the previous information content is made unavailalaled at what point
in the buffer processing this occurs.

Guidance

There are no AGD assuranaetivities for this requirement beyond what
necessary to satisfy the requirements in [CEM].

Test

There are no ATE assurance activities for this requirement beyond wi
necessary to satisfy the requirements in [CEM].
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Equivalency

Testing of the TOmay be performed on a subset of the platforms listed in-
TORKET. Justification must be provided for those platforms that were exclt
from testing.

5.1.5 Identification and Authentication (FIA)

FIA_ X509 EXT.1 Certificate Validation

FIA X509 EXT.1.1 The BF shallselectionvalidate, interface with the Operational Environment to
validatg certificates in accordance with the following rules:

1 IETF RFC 5280 certificate validation and certificate path validation.

1 The certificate path must terminate with a ¢iicate in the Trust Anchor
Database.

1 The TSF shall validate a certificate path by ensuring the presence of the
basicConstraints extension and that the flag is set to TRUE for all CA
certificates.

1 The TSF shall validate the revocation status otthéficate usinggelection:
the Online Certificate Status Protocol (OCSP) as specified in FDP_CSI_EXT.1, a
Certificate Revocation List (CRL) as specified in FDP_CSI_EXT.1].

1 The TSBhall validate the extendedKeyUsage field according to the following
rules:

o Certificates used for trusted updates and executable code integrity
verification shall have the Code Signing purposekgid3 with OID
1.3.6.1.5.5.7.3.3),

o Client certificates presented for TLS shall have the Client Authentication
purpose (idkp 2 with OID 1.3.6.1.5.5.7.3.2) in the extendedKeyUsage
field,

o0 Server certificates presented for TLS shall have the Server Authentication
purpose (idkp 1 with OID 1.3.6.1.5.5.7.3.1) in the extendedKeyUsage
field.

Application Note: The TSF may rely on thea@gtional Environment to perform certificate handling
functionality in cases where the TOE relies on an environmental component to
provide trusted remote communications.

FIA X509 EXT.1 lists the rules for validating certificateSThathoshall selec
whether revocation status is verified using OCSP or CRLs. Depending on this
selection, the appropriate CRL or OCSP requirements from BSnmest be
included.

Certificates may optionally be used for trusted updates of TSF Software
(FPT_TUD_EXT.1) and data/software integrity verification (FPT_TST_EXT.2)
and, if implemented, must be validated to contain the Codail®igpurpose
extendedKeyUsage.
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Whenever TLS or HTTPS is used by the TSF to protect communications originating
from external IT entities, cificates used to perform authentication must be
validated to contain the Client Authentt@an purpose extendedKeyUsage.

Whenever the TOE originates messaging to external IT services using TLS or
HTTPS, certificates must be used to perform théhentication and must be
validated to contain the Server Authentication purpose extendedKeylUsage

It should be noted that in all cases, the validation is expected taneadrusted
root certificate.

FIA X509 EXT.1.2 The TSF shall only treat a certific as a CA certificate if the basicConstraints
extension is present and the CA flag is set tOER

Application Note: This requirement applies to certificates that are used and processed by the TSF
and restricts the certificates that may be added to Trast Anchor Database.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes where the ck
validity of the certificates takes place. The evaluator shall ensure the TS
provides a description of the certificate pathalidation algorithm for eact
certificate format supported by the TOE.

Guidance

There are no AGD assurance activities for this requirement beyond wt
necessary to satisfy the requirements in [CEM].

Test

The evaluator shall perform the following testsconjunction with the other
Certificate Services assurance activities, including the use case¢
FIA_ X509 EXT.2.1. The tests for the extendedKeyUsage rules are perfol
conjunction with the uses that require those rules.

1 Test 1: The evaluator shalemonstrate that validating a certificat
without a valid certification path results in the function (applicati
validation, trusted channel setup, or trusted software update) faili
The evaluator shall then load a certificate or certificates needes
validate the certificate to be used in the function, and demonstr
that the function succeeds. The evaluator then shall delete one ot
certificates, and show that the function fails.

1 Test 2: The evaluator shall demonstrate that validating an exg
certificate anywhere in a certificate path results in the function faili

1 Test 3: The evaluator shall test that the TOE can properly he
revoked certificategconditional on whether CRL or OCSP is selec
if both are selected, and then a test is performed for each method.
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evaluator has to only test one up in the trugtain (future revisions
may require to ensure the validation is done up the entire chain).
evaluator shall ensure that a valid certificate is used, and that
validation function succeeds. The evaluator shall then attempt the
with a certificate hat will be revoked (for each method chosen in t
selection) and verify that the validation function fails.

1 Test 4: The evaluator shall construct a certificate path, such thai
certificate of the CA issuing tHeX) éertificate does not contain the
basicConstraints extension. The validation of the certificate path f

I Test 5: The evaluator shall construct a certificate path, such that
certificate of the CA issuing the/Q éertificate has the cA flag in th
basicConstraints extension not set.elThalidation of the certificate
path fails.

1 Test 6: The evaluator shall construct a certificate path, such thai
certificate of the CA issuing th@X2 éertificate has the cA flag in th
basicConstraints extension set to TRUE. The validation of thBozeet
path succeeds.

1 Test 7: The evaluator shall modify a single byte in the certificate
verify that the certificate fails to validate.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9 Qdustificatian must be provided for those platforms that were exclu
from testing.

FIA_ X509 EXT.2 CertificBased Authentication

FIA X509 _EXT.2.1 The TSEhall[selection: use, interface with the Operational Environment t¢ use
X.509v3 certificates as defined by RFC 5280 to support authenticatiamoder
signing forTOEupdates [selection IPse¢ TLS, HTTPSSH and [selection:
integrity verificatiorfor TSF protected datantegrity verification for TSF software
and firmware, [assignment: other uses], no additional uses

Application Note: TheSTauthawa &St SOGA2y 27F (i NHiddkg&ed @atety dzy A O
the selectiosin FTP_TRP.1.1 aR@P_ITC.1(f FTP_ITC.1 is included in the ST)
Certificates mayptionally be used for integrity verification (FPT_TST_EXId2)
other uses.

FIA_X509_EXT.2.2 When the TSEannot determine theurrent revocation statuef a certificate, the
TSF shallsglection:allow the administrator to choose whether to accept the
certificate, accept the certificateot accept the certificaje

Application Note: The TSF may rely on the Operational Environment to perform certificate handling
functionality in cases where the TOE relies on an environmental component to
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provide trused remote communicationf.the ST author selects SSH, the TSF shall
be validated against the Extended Package for Secure Shell.

Often a connection must be established to perform a verification of the revocation
status of a certificate either to downloa a CRL or to perform OCSP. The selection
is used to describe the behavior in the event that such a connection cannot be
established (for example, due to a network error). If the TOE has determined the
certificate valid according to all other rules in PX&09 EXT.1, the behavior
indicated in the second selection shall determine the validity. The TOE must not
accept the certificate if it fails any of the other validation rules in FIA_X509_EXT.1.
If the administratorconfigured option is selected by tB&author, the ST author

must also select functia2? in FMT_SMF.1.

FIA X509 EXT.2.3 The TSEhall not establish a trusted communication channel if the peer certificate
is deemed invalid.

Application Note: Trusted communication channels include anyPsfc TLS, or HTTPS, performed
by the TSF. Validity is determined by the certificate path, the expiration date, and
the revocation status in accordance with RFC 5280.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the certific
used by the TOE, the different uses for each certificate, and how the
chooses which certificates to use. The evaluator shall examine the T
confirm that it describes thbehavior of the TOE when a connection cannot
established during the validity check of a certificate used in establishi
trusted channel.

Guidance

The evaluator shall examine the operational guidance to ensure
instructions for configuring theperating environment so that the TOE can t
the certificateswhichare providedIf the requirement is that the administrato
is able to specify the default action if the peer certificate is deemed inv
then the evaluator shall ensure that the opei@ial guidance contain:
instructions on how this configuration action is performed.

Test
The evaluator shall perform the following tests:

I Test 1: For each function listed in FIA_X509_EXT.2.1 that require
use of certificates the evaluator shall demonstrate that usin
certificate without a valid certification path results in the functi
failing. Using the operational guidance, the exbr shall then load ¢
certificate or certificates needed to validate the certificate to be u:
in the function, and demonstrate that the function succeeds. ~
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evaluator then shall delete one of the certificates, and show that
function fails.

1 Test 2 The evaluator shall demonstrate that using a valid certific
that requires certificate validation checking to be performed in at le
some part by communicating with a ndrOE entity. The evaluatc
shall then manipulate the environment so that the TSEinable to
verify the validity of the certificate, and observe that the acti
selected in FIA_X509_EXT.2.2 is performed. If the selected act
administratorconfigurable, then the evaluator shall follow tf
operational guidance to determine thatlaupported administrator
configurable options behave in their documented manner.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

FIA_UAU_EXT.1 Authentication Mechanism

FIA_UAU_EXT.1.1 The TSF shdbelection: provide, interface with the OE to proyid¢selection:
passwordbased authentication mechanisrfassignment:other authentication
mechanism(§] to perform privileged user authentication.

Application Note: 9EI YL S& 2F G2G0KSNJ dzikKSyGAOFGAz2y YSOKI
time password mechanisms such as RSA SecurlD, certificates, and biometrics.

Assurance Activity

Assuranceactivities for this requirement are covered under those -
FIA_UIA_EXT.1. If other authentication mechanisms are specified
evaluator shall include those methods in the activities for FIA_UIA_EXT.1

FIA_UIA_EXT.1 User Identification and Authentitatio

FIA_UIA EXT.1.1 The TSF shall allow the following actions prior to requiring aTf@BR entity to
initiate the identification and authentication process:

91 Display the warning banner in accordance with FTA TAB.1;

9 Obtain certificate status informatign

1 [selection download certificate from repository,no other actions,
[assignmentlist of service®r actionsperformed by the TSF in response to
nonTOE entity requeR.

Application Note: !  a¢¥2a¢g SydAdeé NBEFSNB (2 dz&aSNB O LINRK QDA
parties) of services available from the TOE direlttiie TOE is able to download
certificates from the certificate repository prior to initiating the I&A process, the
ST autler includes that item in the SWhile it should be the case that few or no
services are available to external entities prior to identification and
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FIA_UIA_EXT.1.2

FIA_UIA_EXT.1.3

Application Note:

authentication, if there are some available to ROOE entitiesthese should be
listed in the assignmentlisti SYSYy T 20KSNBAAS ay?2

selected.

20KS

The TSF shall require each user to be successfully identified and authenticated

before allowing any other TSRediated actions on behalf of that user, including

subscriber certificee renewal, subscriber revocation requests, privileged user

access,delection: no other actions, [assignment: other-fri@iated action§.

For subscriber actions, the TSF shall verify that the DN of the certificate presented

by thesubscriber for authentication matches that of the certificate being affected

08 GKS &adzo sONRAOSNRA | OlAzy

Authentication can be passwotzhsed through the local console or through a

protocol that supports passwords (such as SSH), dficaes (such as TLS).

Certificate renewal and certificate revocation requests can be performed by
subscribers with valid certificates and are limited to actions on those certificates;
4dz0 aONAOSNAE OFyy2i NBYSg 2 NjedBadadeS 2 G KSN

requires further authentication. If there are other actions available to
I dzG KSY GAOF SR dzaSNARZ (GKS&aS &akKz2dz R

A % 4 A x

20KSN) I OGA2yaé¢d akKz2dZ R 0S aSt SOGSRO®

Assurance Activity
TSS

The evaluator shall examirtee TSS to ensure it describes the logon proc
for each logon method (local, remote (HTTPS, SSH, etc.)) supported for th
This description shall contain information pertaining to the credent
allowed/used, any protocol transactions that take gaand what constitutes
I 6adz00SaafdzZ 232y¢ 0

The evaluator shall examine the TSS to determine that it describes all a
that can be performed prior to I&A as well as all actions that require succe

I&A, and by whom these actions can be perform&dy constraints on thes:
services shall be documented in the TSS.

Guidance

The evaluator shall examine the operational guidance to determine that
necessary preparatory steps (e.g., establishing credential material such-a
shared keys, tunnels, dé#icates, etc.) to logging in are described. For ei
supported login method, the evaluator shall ensure the operational guid:
provides clear instructions for successfully logging on. If configuratic
necessary to ensure the services provided beftogin are limited, the
evaluator shall determine that the operational guidance provides suffic
instruction on limiting all allowed serviceshe evaluator shall examine tr
operational guidance to verify that it describes how to configure
constrants on each type of subscriber ss#rvice request.
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Test

The evaluator shall perform the following tests for each method by wi
privileged users access the TOE (local and remote), as well as for each
credential supported by the access methdd accordance with the
authentication mechanisms listed in FIA_UAU_EXT.1:

T

Test 1. The evaluator shall use the operational guidance
configure the appropriate credential supported for the acc
method. For that credential/access method, the evaluator It
show that providing correct I&A information results in the abil
to access the system, while providing incorrect information res
in denial of access.

Test 2: The evaluator shall configure the rarthenticated
services allowed according to the apéonal guidance, and thel
determine the services available to an external remote en
(including subscribers and relying partie$he evaluator shal
determine that the list of services available is limited to thc
specified in the requirement. Thevaluator shall also verify tha
non-authenticated remote entities cannot access the servi
listed in FIA_UIA EXT.1.2 that require I&A.

Test 3: For local access, the evaluator shall exercise the servi
accordance with FIA_UIA_EXT.1.1 available tocal Iprivileged
user prior to 1&A, and make sure this list is consistent with
requirement.

Test 4: The evaluator shall configure the constraints on subsc
selfservice requestsThe evaluator shall assume a CA Operati
Staff or RA Staff role anigisue a certificate to at least one uniqt
subscriber. For each configured service, the evaluator shall stc
authorized activities using the issued certificates and verify 1
they can be performed.

Test 5: The evaluator shall configure the constraimtsubscriber
seltservice requestsThe evaluator shall assume a CA Operati
Staff or RA Staff role and issue a certificate to at least two un
subscribers. For each configured service, the evaluator :
request autholized activities using one issd certificate for the
20KSN) adzo aONROGSNRA AYF2NNI G
denied. The evaluator shall request unauthorized activities u
one issued certificate and shall verify that the request is denie

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S@.dustification must be provided for those platforms that were exclt
from testing.
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5.1.6 Security Management (FMT)

Application Note: FMT_MOF.1 has bedmroken up into several iterations to define the specific
management functions that are available to each of the roles defined by
FMT_SMR.ZThe FMT_MOF.1 iterations restrict some functions to a particular
role, and allow the ST author thoosethe role towhich other functions ay be
restricted through selections in a particular iteratidimeST authoshould select
those security management functions that belong to the roles supported by the
TOE. AllTSFmanagement functions need to be specifiésl being able to be
performed by at least one of the defined roles

FMT_MOF.(M) Management of Security Functions Beha{#aministrator Functions)

FMT_MOF.1.1) Refinement: The [selection: TSFQperational Environmerit shall restrict the
ability to

manage the TOE locally and remotely;

configurethe audit mechanism;

configure and manage certificate profiles;

modify revocation configuration;

perform updates to the TOE;

perform onrdemand integrity tests;

import and remove X.509v3 certificates into/fromthe Trust Anchor

Database;

[selection:

8. import [assignment: secret angrivate keys2 G KSNJ G KIy GKS /1 Q
keys}

9. configure certificate revocation list function;

10. configure OCSP function;

11. disable deprecated algorithms;

12. accept certificates whose validitgannot be determined;

13. [assignment: other security management functiors]

to [Administrator$.

NogahkwdpE

Application Note: It is likely that some combination of the TOE and its Operational Environment are
collectively responsible for implementing these managenfiemttions. In such
cases, the ST author should specify, for each function, the component that
enforces it.

Assurance Activity

Testing for this requirement is defined under FMT_MOF.1(4). The
difference between the iterations of FMT_MOF.1 is the spedt of
management functions that are available to each administrative role. Te:
for this SFR is conducted sufficiently thoroughly if the evaluator
demonstrate that the assigned role can perform only the functions specifi
the SFR.
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FMT_MOF.1(2) Management of Security Functions Behavior (CA/RA Functions)

FMT_MOF.1L(2)

Refinement: The [selection: TSF, Operational Environmgmshall restrict the
ability to

1. approve and execute the issuance of certificates;

2. configure subscribeself-service request constraints;

[selection:

3. configure automated certificate approval management;

4. approve rulesets that govern the authorizations of AORs to manage
particular certificates on behalf of an organization;

5. accept, process and export CMC mepss;

6. no other functior] to [selection: CA Operations Staff, RA S}aff

Assurance Activity

Testing for this requirement is defined under FMT_MOF.1(4). The
difference between the iterations of FMT_MOF.1 is the specific se
management functions thasre available to each administrative role. Test
for this SFR is conducted sufficiently thoroughly if the evaluator
demonstrate that the assigned role can perform only the functions specifi
the SFR.

FMT_MOF.1(3) Management of Security Funcatsgavior (CA Operations Functions)

FMT_MOF.1(3)

Refinement: The [selection: TSF, Operational Environmgrshall restrict the
ability to

1. approve certificate revocation;

[selection

2. perform archival and recovety

3. import a key share to support recovery of a CA signing;key

4. approve rulesets that govern the authorizations ORAs to manage
particular certificates on behalf of an organization;

5. export PKCS#10 certificate request

6. import CA certificate

7. no other functior] to [CA Operations Stafff

Assurance Activity

Testing for this requirement is defined under FMT_MOF.1(4). The
difference between the iterations of FMT_MOF.1 is the specific se
management functions that are available to each administrative dsting
for this SFR is conducted sufficiently thoroughly if the evaluator
demonstrate that the assigned role can perform only the functions specifi
the SFR.

FMT_MOF.H) Management of Security Functions Behavior (Admin/Officer Functions)

FMT_MOFRL.1(4)

Refinement: The [selection: TSF, Operational Environmgrshall restrict the
ability to
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1. perform destruction of sensitive data when no longer needed

[selection:

2. participate as a second party farchival and recovery;

3. import a key share tsupport recovery of a CA signing key;

4. perform encrypted export of private or secret key or critical datég
[selection: AdministratorsAuditor, CA Operations stélff

Application Note: It isacceptable to have the auditor participate in archive and recovery of the key
as one of theparties in a'two party' procedure; inthe current key archive
requirements, any participant (including the auditor) only gains access to key
shares (but cannot agess the key).

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it identifies the restric
consistent with this requirement. For every function specifiecross all
iterations, the TSS must specify how the restriction is achieasdl how (by
role or some other specified mechanisni)his applies whether the ST auth
aStSO0Ga ac¢{Cé¢ 2NJI AhLISNIGA2YLIE 9y

Guidance

If the role restriction mechanism is configurable, the evaluator shall exal
the opeational guidance to determine that the necessary instructions to r
each iteration ofthe FMT_MOF.1 requirement for the TOE in its evalue
configuration are provided. This applies onlyto management functions
implemented by or accessible through th8F

Teg
Testing only applies to functions implemented by or accessible through the

The evaluatorshall, for each management function, assume the role defi
for that function anddemonstrate that the assigned role can perform t
functions. The evaluator shall, for each management function, assume e
role not assigned to that function, attempt to use the function, and verify t
the TSF does not permit it.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9eNaluated configuration in th&T. Justification must be provided f
those platforms that were excluded from testinlyote that this must explicitly
cover functionality for capabilities implemented by the Operatio
OYDBANRBYYSYy (X AR GBANNBS/NG SiyAley A & &St

FMT_MOF.1(5) Management of Security Functions Behavior (Auditor Functions)

FMT_MOF.1.K) Refinement: The [selection: TSF, Operational Environmgrshall restrict the
ability to
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i Delete entries from the auditrail
[selection:
1 Search the auditrail

1 Set or change the retention period parameter for audit records requiring

extended reention]
to [auditorg.

Assurance Activity

Testing for this requirement is defined under FMT_MOF.1(4). The
difference between theiterations of FMT_MOF.1 is the specific set
management functions that are available to each administrative role. Te:
for this SFR is conducted sufficiently thoroughly if the evaluator
demonstrate that the assigned role can perform only the fiond specified in
the SFR.

FMT_MTD.1 Management of TSF Data

FMT_MTD.1.1

Application Note:

The TSF shall restrict the abilityrtmnage the TSF data [privilegeduserg.

¢KS ¢2NR aYlyl3S¢ AyOfdzZRSa odzi Aa

y2i

default, modify, delete, clear, and append. This requirement is intended to be the
GRSTlIdzf ¢ NBIAANBYSYlG F2NI YIyl3ISySyi
should place different restrictions or operations available on the specHically
identified TSFdata. TSF data includes cryptographic information as well;
managing these data would include the association of a cryptographic protocol

Assurance Activity
TSS

The evaluator shall examine the TSS to determine that, for each administ
function identified in the operational guidance; those that are access
through an interface prior to administrator leig are identified. For each o
these functions, the evaluator shall also confirm that the TSS details ho\
ability to manipulate the TSF data through these interfaces is disallowe
non-administrative users.

Guidance

The evaluator shall examine the enational guidance to determine that eac
of the TSklatamanipulating functions implemented in response to t
requirements of this PP is identified, and that configuration informatiol
provided to ensure that only administrators have access to thetions.

Test
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with an interface, for instanceThe specifics of management of data associated
with defined operations are containéathe FMT_MOF iterations.

t
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The evaluator shall ensure that all TSF data specified in the ST can be mi
in the ways specified in the ST by Administrators, and thatadministrative
roles are not authorized to manage TSF data. This activity may be perforn
the course of performing other testing and does not necessarily need tc
done as a separate test.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9Sm.dustification must be provided for those platforms thatecluded
from testing.

FMT_SMF.1 Specification of Management Functions

FMT_SMF.1.1

Refinement: The[selection: TSF, Operational Environmgshall be capable of
performing thefollowing management functions: [

Ability to manage the TOE locally amanotely;

Ability to perform updates to the TOE;

Ability to perform archival and recovery;

Ability to manage the audit mechanism;

Ability to configure and manage certificate profiles;

Ability to approve and execute the issuance of certificates;

Ability toapprove certificate revocation;

Ability to modify revocation configuration;

Ability to configure subscriber sasirvice request constraints;

10. Ability to perform ordemand integrity tests;

11. Ability to destroy sensitive user data when no longer needed,;

12. Ability to_import and remove X.509v3 certificates into/from the Trust Anchor
Database;

[selection:

13. Ability to configure the NPE ruleset;

14. Ability to configure automated process used to approve the revocation of a
certificate or information about the revocation of a certificate;

15. Ability to approve rulesets that govern the authorization&as or AORs to
manage particular certificates on bali of an organization;

16. [selection: Ability to modify the CRL configuratiéhility to modify the OCSP
configuration];

17. Ability to configure the list of TQ#ovided services available before an entity
is identified and authenticated, as specified in FIA BXT.1;

18. Ability to configure the cryptographic functionality;

19. Ability to import private keys;

20. Ability to export TOE private keys (not for archival);

21. Ability to disable deprecated algorithms;

22. Ability to accept certificates whosevocation statugannotbe determined,

23. Ability to accept, process and export CMC messages;

24. No other capabilitie$]

©CoOoNOO~WNE
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Application Note:

Some TOE functions require the use of @merational EnvironmentThe ST
author simply must make clear in the ST what management functions are
performed by the TOE itself or which are performed by the TOE in conjunction with
its environment.

Except as indicated below, the security management functions for FMT_SMF.1 are
distributed troughout the PP and are included as part of the requirements in
FMT_MOHR and any cryptographic management functions specified in the
reference standards. Compliance to these requirements satisfies compliance with
FMT_SMF.1.

Assurance Activity
TSS

Thereare no TSS assurance activities for this requirement beyond wr
necessary to satisfy the requirements in [CEM].

Guidance

The evaluator shall check to make sure that every management fun
mandated by the PP is described in the operational guidarak that the
description contains the information required to perform the managem
duties associated with the management function.

Test

In the course of performing the testing activities for the evaluation,

evaluator shall use all supported interés; although it is not necessary

repeat each test involving an administrative action with each interfade
evaluator shall ensure, however, that each supported method of administe
the TOE that conforms to the requirements of this PP be testadnfiance,
if the TOE can be administered through a local hardware interface; SSt
TLS/HTTPS; then all three methods of administration must be exercised ¢
0KS S@lftdzZ A2y GSFYQa GSad | OGA Q.

Equivalency

Testing of the TOE may be performedabsubset of the platforms listed in th
¢ h 9eNaluated configuration in th&T. Justification must be provided f
those platforms that were excluded from testinjote that this must explicitly
cover guidance instructions and functionality for capaietiitimplemented by
0KS hLISNIGAZ2YyLFE 9Y@BANRBYYSY(Hz AT

FMT_SMR.2 Restrictions on Security Roles

FMT_SMR.2.1

Refinement: The TSFand [selection: Operational Environment no other
component shallmaintain the roles: [

9 Administrator,
91 Auditor,
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FMT_SMR.2.2

FMT_SMR.2.3

Application Note:

1 CA Operations Staff,

91 [selection: RA Staff, Authorized Organizational Representative, no other

roled|]

Refinement: The TSFand [selection: Operational Environment no other
component shallbe able to associate users with roles.

Refinement: The TSFand [selection: Operational Environment no other
component shall ensure that the conditioris

1 No identity is authorized to assume both an Auditor role and any of the other

roles inFMT_SMR.2.1; and

91 No identity is authorized to assume both a CA Operations Staff role and any

of the other roles in FMT_SMRP.1
are satisfied.

This document specifigve roles: Administrator, Auditor, CA Operatiddaff,

RegistrationAuthority, and Authorized Organizational Representative. However,

the TOE is not required to maintain all six roles.
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it identifies the roles
privileges granted to and limitationsf each role, and whether they ar
implemented by the TOE or by the TOE in conjunction with its environn
The evaluator shall also examine the TSS to ensure it describes the inte
available to each role and how role separation is ensured.

Guidance

The evaluator shall examine the AGD documents to ensure they co
instructions for using either the TOE or the TOE in conjunction witl
environment to assign roles to the corresponding users.

The evaluator shall review the operational guidance tewra that it contains
instructions for how the roles connect to and perform operations on the
and which interfaces are supported.

Test
The evaluator shall perform the following tests:

I Test 1. For each supported role, the evaluator shall assumeatlee
and connect to the TOE as specified in the AGD documentation
evaluator shall verify that the role can perform the document
operations.
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1 Test 2: The evaluator shall attempt to assume the Auditor rol
conjunction with any other role as defined FMT_SMR.2.1 and shi
verify it is not possible.

1 Test 3: The evaluator shall attempt to assume the CA Operations
role in conjunction with any other role as defined in FMT_SMR.2.1
shall verify it is not possible.

Equivalency

Testing of theTOE may be performed on a subset of the platforms listed ir
T a&. Justification must be provided for those platforms that were exclt
from testing.

5.1.7 Protection of the TSF (FPT)

FPT_FLS.1 Failure with Preservation of Secure State

FPT FLS.1.1 The TSF shall preserve a secure state when the following types of failures occur:
[selection: DRBG failure, signature verification failurmtegrity test failure,
integrity failure on audit, integrity failure on Trust Anchor database, [assignment:
other potential TSF failures] [assignment: other potential Operational
Environment failure$)

Application Note: The intent of this requirement is to prevent the use of failed randomization and
other events that can compromise the operation of the CA. This sitbahthe
TOE must be able to attain a secure/safe state when any of the identified failures
occurs. If the TOE should encounter a failure in the middle of a critical operation,
the TOE should not just quit operating, leaving key material and user data
unprotected.

The failure of an Operational Environment component can be just as detrimental

to security as a failure of the TSF itself. Therefore, in addition to describing the
potential TSF failures and how the TOE preserves a secure state in response, the
ST author is also expected to use this SFR to express how the TOE is made aware
of any environmental failures and how it responds to these.

Assurance Activity
TSS

¢KS S@Ifdzad 62N aKlff SEFYAYS (K
implementation of the faisecure functionality is documented. The evalua
shall first examine the TSS section to ensure that all failure modes specil
the ST are described. The evaluator shall then ensure that the TOE will a
secure state after inserting each specifitzdlure mode type. The evaluatc
shall review the TSS to determine that the definition of secure state is de
and is suitable to ensure protection of key material and user data.
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Guidance

The evaluator shall examine thoperational guidance to ensurie describes
the actions that might occur and provides remedial instructions for
administrator.

Test
The evaluator shall perform the following test:

1 Test 1: The evaluator shall attempt to cause each documented fa
to occur and shall verify that the actions taken by the TSF are t
specified in FPT_FLS.1.1. For those failures that the evaluator ¢
cause, the evaluator shall provide a justifioa to explain why the
failure could not be induced.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T Ga&. Justification must be provided for those platforms that were exclt
from testing.

FPT_KST_EXNA Plaintext Key Export

FPT KST EXT.1.1 The TSF andsklection: Operational Environment, no other compaheall
prevent theplaintextexport of[assignment: list of all keys used by the]TSF

Application Note: Keys include all TOE secret and private keys, as well as any user secret and private
keys. The intent of this optional requirement is to prevent the keys from being
exported during an archive event authorized by TRE user or administrator.

If TSF keysra stored in the OEhe TSF requires supporttble OE to meet this
requiremen. The Operational Environment shall be selected and the specific
components usedhallbe described in the TSS.

Assurance Activity
TSS

The evaluator shall examine the TSSetwure it lists all keys that are n
SELRNISR FNRBY (KS ¢h9 F2NJ It LIXI

Guidance

There are no AGD assurance activities for this requirerbegbond what is
necessary to satisfy the requirements in [CEM].

Test
The evaluatoshall perform the following test:

I Test 1: The evaluator shall access the export interface of the TO|
shall verify that the interface prevents the export of all keys listes
the TSS.
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Equivalency

Testing of the TOE may be performed on a subset opkhiorms listed in the
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

FPT_KST_EXT.2 TSF Key Protection

FPT_KST _EXT.2.1 The TSF andsklection: Operational Environment, no other comporiesitsll
prevent unauthorized use of all TSF private and secret keys.

Application Note: The intent of this requirement is to protect TSF private and secret keys from both
unauthorized users and unprivileged processes. Users should not be able to access
thel] Séa GKNRAzZAK ay2NXIfé AYyGSNFIFOSao

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes how unauth
use of TSF private and secret keys is prevented for both users and proce

Guidance

The evaluator shall examine thAGD guidance to ensure it contai
instructions for configuring the TOE or Operational Environment to pre
unauthorized access to TSF secret and private keys by users or processe

Test
The evaluator shall perform the following test:

1 Test 1: Theevaluator shall assume each of the r@dministrator
roles supported by the TOE and shall attempt to use the avalil
TOE interface to access the keys. The evaluator shall verify
these attempts fail.

Equivalency

Testing of the TOE may be performmaa subset of the platforms listed in tt
¢ h 9Sm.dustification must be provided for those platforms that were exclt
from testing.

FPT_RCV.1 Manual Trusted Recovery

FPT_RCV.1.1 After [assignment: list of failures/service discontinuitiéise TSFshall enter a
maintenance mode where the ability to retuta a secure state is provided.

Application Note: This requirement ensures that the TSF can determine that the TOE is started up
without protection compromise and can recover without protection compromise
after discontinuity of operations. Anticipated failures include actions that result in
a system crashmedia failures, or discontinuity of operations caused by erroneous
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administrative action or lack of erroneous administrative action. The data that
needs to be restored includes the TSF keys needed for signature, the Trust Anchor
Database, keys needed foanagement of certificates, all signed certificates, and

any certificate status information.

Assurance Activity
TSS

The evaluator shall examine the TSS to determine that it describes how th
enters a maintenance mode after a failure and the possiigiéons that can
take place while in that mode.

Guidance

The evaluator shall examine the AGD guidance to ensure it con
instructions for restoring the TOE to a secure state when it enters
maintenance mode, including the steps necessary to perfatnile in this
state.

Test
The evaluator shall perform the following test:

1 Test 1 Theevaluator shall attempt to cause each document
failure to occur and shall verify that the result of this failure is t
the TSF enters a maintenance mode. The evafushall also verify
that the maintenance mode can be exited and the TSF cal
restored to a secure state. This testing may be performec
conjunction with FPT_FLS.1.

Equivalency

Testing of the TOE may be performed on a subset of the platforms iistbd
T Bd. Justification must be provided for those platforms that were exclt
from testing.

FPT_SKP_EXT.1 Protection of Keys

FPT_SKP_EXT.1.1

Application Note:

iKS ARSYGAFASR

TheTSF shalkElection: implement, interface with the Operational Environment
to implement the ability toprevent reading of all prshared keys, privateand
secret keys (e.g., KEKs, DEKSs, session keys).

The intent of the requirement is that an administrator is unable to read or view
1 $8ades. WWKiNR idzankerstbod 2hkitthie £
administrator could directly read memory to view these keys, to do so is not a
trivial task and may require substantial work on the part of an administrator.
Since the administrator is considered a trusted agens, &ssumed they would

not endeavor in such an activity.

Assurance Activity
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TSS

Regardless of whether this requirement is met by the TOE oOtherational
Environment the evaluator shall examine the TSS to determine that it de
each persistenprivate and secret key needed to meet the requirements in
ST. For each of these items, the evaluator shall confirm that the TSS detai
any secret or private keys are stored and that they are unable to be vie
through an interface designed speciilly for that purpose, as outlined in th
application note. If these values are not stored in plaintext, the TSS
describe how they are protected/obscured.

Guidance

The evaluator shall examine the AGD guidance to ensure it contains
necessary instructions for configuring the TOBperational Environmenb
support this requirement.

Test
The evaluator shall perform the following test:

1 Test 1: The evaluator shalssume each of the neAdministrator
roles supported by the TOE and shall attempt to use the avalil
TOE interface to read the keys specified by the TOE. The eva
shall verify that these attempts fail.

Equivalency

Testing of the TOE may be perforthen a subset of the platforms listed in tt
T Ba&. Justification must be provided for those platforms that were exclt
from testing.

FPT_STM.1 Reliable Time Stamps

FPT_STM.1.1

Application Note:

Refinement: The TSF shallselection: provide, interface with théperational
Environment to providéreliable time stamps.

The TSF is expected to use time data for accuracy in signing and verification
activities. Depending on the functionality provided by the TOE, it may also use
time data for accurte generation of audit logs and secure communications that
have a time component.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure that it lists each security fu
that makes use of time. The TSS provides a description of howvintigeis
maintained and considered reliable in the context of each of the time rel:
functions.
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Guidance

The evaluator shall examine the operational guidance to ensure it instruct
administrator how to set the time. If the TOE supports the use oétavark
time protocol (NTP) server, the operational guidance shall describe hi
communication path is established between the TOE and the NTP serve
any configuration of the NTP client on the TOE to support this communic:

Test
The evaluatoshall perform the following tests:

1 Test 1: The evaluator shall use the operational guidance to se
time. The evaluator shall then use an available interface to obs
that the time was set correctly.

1 Test 2: [conditional] If the TOE supports the usarmNTP server
the evaluator shall use the operational guidance to configure
NTP client on the TOE, and set up a communication path witt
NTP server. The evaluator will obseriiattthe NTP server has s
the time to what is expected. If the TORpports multiple
protocols for establishing a connection with the NTP server,
evaluator shall perform this test using each supported protc
claimed in the operational guidance.

Equivalency

Testing of the TOE may be performed on a subset opkhiorms listed in the
T Ba&. Justification must be provided for those platforms that were exclt
from testing.

FPT_TUD_EXT.1 Trusted Update

FPT_TUD_EXT.1.1 The TSF shabdlectionimplement, interface with the Operational Environment
to implement the abilityto check for updates and patches to the TOE.

FPT _TUD _EXT.1.2 The TSF shdBelection: implement, interface with the Operational Environment
to implement the abilityto provide Administrators the ability to initiate djates
to TOHirmware/software.

FPT_TUD_EXT.1.3 TheTSF shalkglection: implement, interface with the Operational Environment
to implement the abilityto verify firmware/software updates to the TOE using a
digital signatureprior to installing those updates.

FPT_TUD_EXT.1.4 The TSF shgBelection: implement, interface with the Operational Environment
to implement the ability to verify thedigital signature whenever the software or
firmware is externally loaded into the TOE and if verification fails, tieshall
[assignment: action to be taken if the verification fails

Application Note: The digital signature mechanism referenced in the third element is the one
specified in FCS_COP.1(2).
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Assurance Activity
TSS

The evaluator shall verify that the TSS section of the ST describes ¢
software update mechanisms for updating the system software. The eval
shall verify that the description includes a digital signature verification of
software before instdation and that installation fails if the verification fail
The evaluator shall verify that all software and firmware involved in upde
the TSF is described and, if multiple stages and software are indicated, th
software/firmware responsible fagach stage is indicated and that the stage
which perform signature verification of the update are identified.

The evaluator shall verify that the TSS describes the method by whic
digital signature is verified.

The evaluator shall verify that th&SS describes that the public key usec
verify the signature is either hardwaq@otected or is validated to chain to
public key in the Trust Anchor Database. If hardwaneection is selected, the
evaluator shall verify that the method of hardwapeotection is described ant
that the ST authoihas justified why the public key may not be modified
unauthorized parties.

[conditional] If theST authoindicates that the public key for software upda
digital signature verification, the evaluator shalerify that the update
mechanism includes a certificate validation according to FIA_ X509 _EXT
a check for the Code Signing purpose in the extendedKeyUsage.

Guidance

The evaluator shall examine the operational user to ensure it contains
required hformation regarding TOE version verification and TOE update
specified in AGD_OPE.1.

Test
The evaluator shall perform the following tests:

I Test 1: The evaluator shall perform the version verification acti
to determine the current version of thproduct. The evaluatol
shall obtain a legitimate update using procedures described in
operational guidance and verifies that it is successfully installe
the TOE. Then, the evaluator shall perform a subset of o
assurance activity tests to demdrete that the update functions
as expected. After the update, the evaluator shall perform
version verification activity again to verify the version correc
corresponds to that of the update.

1 Test 2 The evaluator shall obtain or produce an illegdie
update, and shall attempt to install it on the TOE. The evalu
shall verify that the TOE rejects the update.

67



I Test 3: The evaluator shall obtain or produce an update witt
invalid signature, and shall attempt to install it on the TOE.
evaluatorshall verify that the TOE rejects the update and perfoi
any other actions specified in the TSS.

1 Test 4:The evaluator shall digitally sign the update with
certificate that does not have the Code Signing purpose and v
that application installatiorfails. The evaluator shall repeat tt
test using a valid certificate and a certificate that contains the C
Signing purpose and verify that the application installat
succeeds.

1 Test 5: The tester shall attempt to install an update without
digital signature and shall verify that installation fails. The tes
shall attempt to install an update withitereddigital signature, anc
verify that installatiorfails.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T Ba. Justification must be provided for those platforms that were exclt
from testing.

5.1.8 TOE Access (FTA)

FTA _SSL.4 Udeitiated Termination

FTA_SSL.4.1

Refinement:TheTSF shalkelection: implement, interface with the Operational
Environment to implement the ability to allow privileged userinitiated
termination of theprivilegeddza SNR & 26y AYUSNI OGA DS

Assurance Activity
TSS

There are no TSS assurance activities for this requirement beyond w
necessary to satisfyre requirements in [CEM].

Guidance

The evaluator shall examine the operational guidance to ensure it desc
how to terminate interactive sessions.

Test
The evaluator shall perform the following tests:

 Test 1: The evaluator shall initiate smteractive local session wit|
the TOE. The evaluator shall then follow the operational guide
to terminate the session and observe that the session has [
terminated.
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 Test 2: The evaluator shall initiate an interactive remote ses
with the TOE. T evaluator shall then follow the operation
guidance to terminate the session and observe that the sessior
been terminated.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T a&. Justification must be provided for those platforms that were exclt
from testing.

FTA _TAB.1 Default TOE Access Banners

FTA TAB.1.1 Refinement:Before establishing privilegedusersession the TSF shall dispdey
Administrator-configured advisory notice and consentwarning message
regardingunauthorizeduse of the TOE.

Application Note: This requirement is intended to apply to interactive sessions between a human
user and a TOET entities establishing connections or programmatic conoest
(e.g., remote procedure calls over a network) are not required to be covered by
this requirement.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure that it details each mett
access (local and remote) available to #aministrator (e.g., serial port, SS
HTTPS).

Guidance

The evaluator shall examine the operational guidance to ensure it incl
instructions for how to configure notices and consent warning messages.

Test
The evaluator shall perform the followingst:

 Test 1: The evaluator shall follow the operational guidance
configure a notice and consent warning message. The evalt
shall then, for each method of access specified in the TSS, est
a session with the TOE. The evaluator shall verify tthatnotice
and consent warning message is displayed in each instance.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S.dustification must be provided for those platforms that were exclt
from testing.
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5.1.9 Trusted Path/Channels (FTP)

FTP_TRP.1 Trusted Path

FTP_TRP.1.1

FTP_TRP.1.2

FTP_TRP.1.3

Application Note:

Refinement:The TSF shalke [election: choose at least one of: HTTHXe¢
SSH, TS0 provide a trusted communication path between itself angémote
subscribers and privileged userghat is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data frofmodification, disclosuie

Refinement: The TSF shall permiémote subscribersand privileged users to
initiate communication via the trusted path.

The TSF shall require the use of the trusted path[ioitial subscriber and
privileged user authentication and all remote administration acfions

Thisrequirement ensures that remote subscribers and privileged users initiate all
communication with the TOE via a trusted path, and that all communications with
the TOE by remote subscribers and privileged users is performed over this path.
The data passed this trusted communication channel are encrypted as defined
the protocol chosen in the first selectionThe ST authorchooses the
mechanism(s) supported by the TOE and ensures the detailed requirements in
Annex B corresponding to their selection are codig¢o the ST if not already
present.

Assurance Activity
TSS

The evaluator shall examine the TSS to determine that the methods of re
TOE communication are indicated, along with how those communication
protected. The evaluator shall also confithat all protocols listed in the TS
in support of TOE communication are consistent with those specified ir
requirement, and are included in the requirements in the ST.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions for establishing the remote sessions for each supported mett

Test
The evaluator shall perform the following tests:

1 Test 1: The evaluator shall ensure tbammunications using eac
specified (in the operational guidance) remote method is tes
during the course of the evaluation, setting up the connection:
described in the operational guidance and ensuring t
communication is successful.
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1 Test 2: For ezh method of remote communication supported, tt
evaluator shall follow the operational guidance to ensure tl
there is no available interface that can be used by a remote us
establish a remote session without invoking the trusted path.

1 Test 3: The wluator shall ensure, for each method of remc
communication, the channel data is not sent in plaintext.

Further assurance activities are associated with the specific protocols.
Equivalency

Testing of the TOE may be performed on a subset of the platftisted in the
¢ h 9Sm.dustification must be provided for those platforms that were exclt
from testing.

5.2  Security Assurance Requirements

The Security Objectives for the TOE in Sectioere constructed to address threats identified in Section

3. The Security Functional Requirements (SFRs) in Séctiane a formal instantiation of the Security
Objectives. The PP draws from the CC Security Assurance Requirements (SARSs) to frame the extent to
which the evaluator assesses the documentation apblie for the evaluation and performs independent
testing.

While this section contains the complete set of SARs from the CC, the Assurance Activities to be performed
by an evaluator are detailed both in Sectid as well as in this section.

The general madel for evaluating TOEs against STs written to conform to this PP is as follows:

After the ST has been approved for evaluation,@mnmon Criteria Testing Laborat¢6/CTL) will obtain

the TOE, supporting IT environment, and the administrative guidehdéof OEThe Assurance Activities
listed in the ST (which will be refined by the CCTL to bespé&dic, either within the ST or in a separate
document) will then be performed by the CCTL. The results of these activities will be documented and
presented élong with the administrative guidance used) for validation.

C2NJ SIOK FaadzaNI yoOS FlrYAfes a5S@St2LISNI b2iSaé¢ | NB
what, if any, additional documentation/activity needs to be provided by the developer. the
content/presentation and evaluator activity elements, additional assurance activities are described as a
whole for the family, rather than for each elemerdditionally, the assurance activities described in this

section are complementary to those spigedl in Sectiorb.1.

The TOE security assurance requiremeiatfined in this sectioidentify the management and evaluative
activities required to address the threats idéigd in SectiorB8.1of this PP.

5.2.1 Class ADV: Development

The information about th@ OE is contained in the guidance documentation available to the end user as
well as the TSS portion of the ST. The TOE developer must concur with the description of the product that
is contained in the TSS as it relates to the functional requirementsA3$igrance Activities contained in
Section 5.1 should provide th8T authos with sufficient information to determine the appropriate
content for the TSS section.
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ADV_FSP.1 Basic Functional Specification

ADV_FSP.1.1D
ADV_FSP.1.2D

Developer Note:

ADV_FSP.1.1C

ADV_FSP.1.2C

ADV_FSP.1.3C

ADV_FSP.1.4C

ADV_ FSP.IE1L

ADV_ FSP.1.2E

Assurance Activity

Developer action elements:
Thedeveloper shall provide a functional specification

The developer shall provide a tracing from the functio
specification to the SFRs.

As indicated in the introduction to this section, t
functional specification is comped of the information
contained in the AGD OPE and AGD_
documentation, coupled with the information provids
in the TSS of the SThe assurance activities in th
functional requirements point to evidence that sho
exist in the documentation and TS&tion; since thes
are directly associated with the SFRs, the tracing
element ADV_FSP.1.2D is implicitly already done ar
additional documentation is necessary.

Content and presentation elements:

The functional specification shalescribe the purpose
and method of use for each SERforcing and SFF
supporting TSFI.

The functional specification shall identify all paramet:
associated with each Sf&Rforcing and SFBupporting
TSFI.

The functionalspecification shall provide rationale f
the implicit categorization of interfaces as SkaR-
interfering.

The tracing shall demonstrate that the SFRs trace
TSFls in the functional specification.

Evaluator action elements:

The evaluator shall confirm that the information
provided meets all requirements for content ar
presentation of evidence.

The evaluator shall determine that the function
specification is an accurate and complete instantiat
of the SFR

There are no specific assurance activities associated with these SARs,
ensuring the information is provided. The functional specificai

72



documentation is provided to support the evaluation activities describe:
Section5.1, and other activities described for AGD, ATE, and AVA SAR
requirements on the content of the functional specification information
implicitly assessed by virtue of the other assurance activities being perfor
if the evaluator is unable to p®rm an activity because there is insufficie
interface information, then an adequate functional specification has not b
provided.

5.2.2 ClasAGD: Guidance Documentation

The guidance documents will be provided with the ST. Guidance must inctieer@ption of how the IT
personnel verifies that the Operational Environment can fulfill its role for the security functionality. The
documentation should be in an informal style and readable by the IT personnel. Guidance must be
provided for every operabnal environment that the product supports as claimed in the ST. This guidance
includes instructions to successfully install the TSF in that environment; and Instructions to manage the
security of the TSF as a product and as a component of the largeatmpexl environment. Guidance
pertaining to particular security functionality is also provided; requirements on such guidance are
contained in the assurance activities specified with each requirement.

AGD_OPE.1 Operational User Guidance
Developer actiorelements:
AGD_OPE.1.1D The developer shall provide operational user guidance

Developer Note: Rather than repeat information here, the developer shc
review the assurance activities for this component
ascertain the specifics of the guidance that theluator
will be checking for.This will provide the necessa
information for the preparation of acceptable guidance.

Content and presentation elements:

AGD_OPE.1.1C The operational user guidance shall describe, for e
privileged user role, the useaccessible functions an
privileges that should be controlled in a secure proces:
environment, including appropriate warnings.

AGD_OPE.1.2C The operational user guidance shall describe, for e
privilegeduser role, how to use the available interésc
provided by the TOE in a secure manner.

AGD_OPE.1.3C The operational user guidance shall describe, for e
privilegeduser role, the available functions and interfact
in particular all security parameters under the control
the privileged user, irdicating secure values ¢
appropriate.
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AGD_OPE.1.4C The operational user guidance shall, for egmivileged
user role, clearly present each type of securgjevant
event relative to theprivilegeduseraccessible function:
that need to be performedncluding changing the securit
characteristics of entities under the control of the TSF.

AGD_OPE.1.5C The operational user guidance shall identify all poss
modes of operation of the TOE (including operati
following failure or operational error), #ir consequences
and implications for maintaining secure operation.

AGD_OPE.1.6C The operational user guidance shall, for egmivileged
user role, describe the security measures to be followe:
order to fulfill the security objectives for the operatial
environment as described in the ST.

AGD_OPE.1.7C The operational user guidance shall be clear
reasonable.

Evaluator action elements:

AGD_OPE.1.1E The evaluatoshall confirmthat the information provided
meets all requirements for content and presentation
evidence.

Assurance Activity

Some of the contents of the operational guidance will be verified by
assurance activities in Section 5.1 and evaluation of the TOE according
CEM. The following additional information is also required.

The operational guidance shall at a minimtist the processes that compris
the TOE in its evaluated configuration.

The operational guidance shall contain instructions for configuring
Operational Environment to support the functions of the TOE. Tt
instructions shall include configuratiori the cryptographic engine associate
with the evaluated configuration of the TOE as well as configuration of
underlying platform. It shall provide a warning to the administrator that us
other cryptographic engines or platforms was not evaluatedtssted during
the CC evaluation of the TOE. The documentation must describe the pr
for installing updates to the TOE. The evaluator shall verify that this prc
includes the following steps:

Instructions for obtaining the update. This should imiEuinstructions for
making the update accessible to the TOE (e.g., placement in a sf
directory).

Instructions for initiating the update process, as well as discerning whethe
process was successful or unsuccessful.
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The TOE will likely contain seity functionality that does not fall in the scog
of evaluation under this PP. The operational guidance shall make it clear
administrator which security functionality is covered by the evaluai
activities

AGD_PRE.1 Preparative Procedures
Developer action elements:

AGD_PRE.1.1D The developer shall provide the TOE, including
preparative procedures.

Developer Note: As with the operational guidance, the developer shc
look to the assurance activities to determine the requi
content with respect to preparative procedures.

Content and presentation elements:

AGD_PRE.1.1C The preparative procedures shall describe all the st
necessary for secure acceptance of the delivered TC
accordance with the develop&lelivery procedures.

AGD_PRE.1.2C The preparative procedures shall describe all the st
necessary for secure installation of the TOE and for
secure preparation of the operational environment
accordance with the security objectives for the operatiol
environment as dscribed in the ST.

Evaluator action elements:

AGD_PRE.1.1E The evaluatoshall confirmthat the information provided
meets all requirements for content and presentation
evidence.

AGD_PRE.1.2E The evaluatorshall applythe preparative procedures tc
confirm that the TOE can be prepared securely
operation.

Assurance Activity

As indicated in the introduction above, there are significant expectations
respect to the documentation especially when configuring theperational
environment to support TOE functional requirements. The evaluator ¢
check to ensure that the guidance provided for the TOE adequately addr
all platforms claimed for the TOE in the ST.

The evaluator shall check to ensure that the follegvguidance is provided:

9 As indicated in the introductory material, administration of the TO
performed by one or more administrators that are a subset of
group of all users of the TOE. While it must be the case that the o\
system (TOE plus @gational Environment [Operatione
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Environment]) provide this capability, the responsibility for t
implementation of the functionality can vary from totally tt
hLISNF GA2Yy I f OYPANRYYSyiQa NB
responsibility. At a high levelthe guidance must contain th
appropriate instructions so that the Operational Environment
configured so that it provides the portion of the capability for whicl
is responsible.

1 Many of the cryptographic requirements in the PP can be met by
TOE the Operational Environment, or a combination of the two. T
Operational Environment may provide the necessary functionality
use of an external cryptographic module such as a HSM. The gui
must contain the appropriate instructions so that the HQor
Operational Environment is configured to provide the portion of -
capability for which it is responsible.

5.2.3 Class ALC: Lifgycle Support

At the assurance level provided for TOEs conformant to this PRytife support is limited to endser

visibe aspects of the lif®©& Of S NI} GKSNJ GKIFy Ly SEFYAYlLGAZ2Yy 27
O2Yy FAIAdzNY GA2Y YIFylF3aASYSyid LINRPOSaad ¢KAa Aa yz2id YS|
practices play in contributing to the overall trustworthinedsagproduct; rather, it is a reflection on the

information to be made available for evaluation at this assurance level.

ALC_CMC.1 Labeling of the TOE
Developer action elements:

ALC_CMC.1.1D The developer shall provide the TOE and a reference
the TOE.

Content and presentation elements:
ALC_CMC.1.1C The TOE shall be labeled with its unique reference.
Evaluator action elements:

ALC_CMC.2.1E The evaluatoshall confirmthat the information provided
meets all requirements for content and presentatiof
evidence.

Assurance Activity

The evaluator shall check the ST to ensure that it contains an identifier (st
a product name/version number) that specifically identifies the version -
meets the requirements of the ST. Further, the evaluator stttk the AGL
guidance and TOE samples received for testing to ensure that the ve
number is consistent with that in the ST. If the vendor maintains a web
advertising the TOE, the evaluator shall examine the information on the
site to ensurethat the information in the ST is sufficient to distinguish 1
product.
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ALC_CMS.1 TOE CM Coverage
Developer action elements:
ALC_CMS.2.1D The developer shall provide a configuration list for the T
Content and presentation elements:

ALC_CMS.2.1C The configuration list shall include the following: the T
itself; and the evaluation evidence required by the SAk

ALC_CMS.2.2C The configuration list shall uniquely identify tt
configuration items.

Evaluator action elements:

ALC_CMS.2.1E The evaluatoshall confirmthat the information provided
meets all requirements for content and presentation
evidence.

Assurance Activity

¢tKS aSg@rfdzad G6A2y SOARSYOS NEBIj dzA NB
information in the ST coupled witthe guidance provided to administratol
and users under the AGD requirements. By ensuring that the TOE is spec
identified and that this identification is consistent in the ST and in the ,

guidance (as done in the assurance activity for ALC_CM@el evaluator
implicitly confirms the information required by this component.

5.2.4 Class ASE: Security Target Evaluation

As per activities defined in [CEM].

5.2.5 Class ATE: Tests

Testing is specified for functional aspects of the system as well as aspedakihaidvantage of design

or implementation weaknesses. The former is done through the ATE_IND family, while the latter is
through the AVA_VAN family. At the assurance level specified in this PP, testing is based on advertised
functionality and interfaces ith dependency on the availability of design information. One of the primary
outputs of the evaluation process is the test report as specified in the following requirements.

ATE_IND.1 Independent TestiqgConformance
Developer action elements:
ATE_IND.1.1D The developer shall provide the TOE for testing.
Content and presentation elements:
ATE_IND.1.1C The TOE shall be suitable for testing.

Evaluator action elements:
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ATE_IND.1.1E The evaluatosshall confirmthat the information provided
meets all requirements for content and presentation
evidence.

ATE_IND.1.2E The evaluatoshall testa subset of the TSF to confirm th
the TSF operates as specified.

Application Note |f the ST author selects SSH, the TSF shall be validated
Extended Package for Secure Shell

Assurance Activity

The evaluator shall prepare a test plan and report documenting the tes
aspects of the system. The test plan covers all of the testing actions cont
Ay GKS /9a FyR (KS @2ARities2 Whilelitkis\ rio
necessary to have one test case per test listed in an Assurance Activit
evaluator must document in the test plan that each applicable tes
requirement in the ST is covered.

The test plan identifies the platforms teeltested, and for those platforms nc
included in the test plan but included in the ST, the test plan provids
justification for not testing the platforms. This justification must address
differences between the tested platforms and the untested fuahs, and
make an argument that the differences do not affect the testing to
performed. It is not sufficient to merely assert that the differences have
affect; rationale must be provided. If all platforms claimed in the ST are te.
then no ratiorale is necessary.

The test plan describes the composition of each platform to be tested, anc
setup that is necessary beyond what is contained in the AGD document:
It should be noted that the evaluator is expected to follow the A
documentation 6r installation and setup of each platform either as part ¢
test or as a standard preest condition. This may include special test drivers
tools. For each driver or tool, an argument (not just an assertion) shoul
provided that the driver or tooWill not adversely affect the performance
the functionality by the TOE and its platform. This also includes
configuration of the cryptographic engine to be used. The cryptogra
algorithms implemented by this engine are those specified by thedRised
by the cryptographic protocols being evaluated (IPsec, TLS/HTTPS, SSH

The test plan identifies higlevel test objectives as well as the test procedu
to be followed to achieve those objectives. These procedures include exp
results. Theest report (which could just be an annotated version of the t
plan) details the activities that took place when the test procedures w
executed, and includes the actual results of the tests. This shall be a cumt
account, so if there was a tesin that resulted in a failure; a fix installed; ai
then a successful tldzy 2 F (KS (Sadx GKS NBL
NBadf ¢ 6FyR GKS &dzJIRNIAYI RSGH AL
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5.2.6 Class AVA: Vulnerability Analysis

For the current generation of throtection Profile, the evaluation lab is expected to survey open sources

to discover what vulnerabilities have been discovered in these types of products. In most cases, these
vulnerabilities will require sophisticatiobeyond that of a basic attacker. Until penetration tools are
created and uniformly distributed to the evaluation labs, the evaluator will not be expected to test for
these vulnerabilities in the TOE. The labs will be expected to comment on the likelitidbeése
vulnerabilities given the documentation provided by the vendor. This information will be used in the
development of penetration testing tools and for the development of futlretection Profiles.

AVA _VAN.1 Vulnerability Survey
Developer action edments:
AVA_VAN.1.1D The developer shall provide the TOE for testing.
Content and presentation elements:
AVA VAN.1.1C The TOE shall be suitable for testing.
Evaluator action elements:

AVA VAN.1.1E The evaluatoshall confirnthat the informationprovided
meets all requirements for content and presentation
evidence.

AVA_VAN.1.2E  The evaluatorshall performa search of public domai
sources to identify potential vulnerabilities in the TOE.

AVA_VAN.1.3E  The evaluatoshall conducpenetrationtesting, based or
the identified potential vulnerabilities, to determine the
the TOE is resistant to attacks performed by an attac
possessing Basic attack potential.

Assurance Activity

As with ATE_IND, the evaluator shall generate a report to docurtneit
findings with respect to this requirement. This report could physically be
of the overall test report mentioned in ATE_IND, or a separate document
evaluator performs a search of public information to determine -
vulnerabilities that havebeen found in certification authority products, th
communications and enroliment protocols used, well as those that pertai
to the particular TOE. The evaluator documents the sources consulted ar
vulnerabilities found in the report. For each vetability found, the evaluatol
either provides a rationale with respect to its napplicability, or the evaluato
formulates a test (using the guidelines provided in ATE_IND) to confirn
vulnerability, if suitable. Suitability is determined by asses#ie attack vector
needed to take advantage of the vulnerability. For example, if the vulneral
can be detected by pressing a key combination on hgnta test would be
suitable at the assurance level of this PP. If exploiting the vulnerabilityresg
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expert skills and an electron microscope, for instance, then a test would n
suitable and an appropriate justification would be formulated.
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A.OptionalRequirements

As indicated in the introduction to this PP, the baseline requirements (tth@temust be performed by
the TOE or its underlying platform) are contained in the body of thig\éditionally, there are three other
types of requirements specified in Annexgs, andC

The first type (in this Annexpntainsrequirements that can be included in the ST, but do not have to be

in order for a TOE to claim conformance to this Fiere are two cases for requirements in this Annex.

The first case is that if the TOE contains the functionality pertaining to a regeirein this Annex, then

the functionality must be included in the evaluation and the SFRs included in the ST. This is the case with
the FCS_COP.1(5yDP_SDP_EXTHDP_STG_EXTHRT_SKY_EXTAPTTST_EXT.FTA_SSL.3, and
FTA_SSL_EXBERs The secad case is that even if the TOE contains the functionality associated with
the SFR, the ST author is free to either claim that functionality or not claim that functionality in the ST. If
the functionality is claimed, then they include the SFRs (in tisis,¢eDP_CER_EXT.4 and FPT_NPE_EXT.1)
in the ST. However, if they do not wish to claim or evaluate the functionality, then these two SFRs do not
have to be included in the ST.

The second type (in Ann@&j containsrequirements based on selections in thedyoof the PP: if certain
selections are made, then additional requirements in that annex will need to be inclittedhird type

(in AnnexQ contains requirementghat are not required in order to conform to this PP, but will be
included in the baselineequirements in future versions of this PP, so adoption by Certification Authority
vendors is encouraged. Note that t&F authois responsible for ensuring that requirements that may be
associated with those in Anne&, Annex B, and/or AnnexC but are nd listed (e.g., FMiype
requirements) are also included in the ST.

Al Optional CA functionality

FCS_COP.1(5) Cryptographic Operation (Pas®asetl Key Derivation Function)

FCS_COP.1.1(5) Refinement: The TSF shall [selection: perform, invoke interfaces in the
Operational Environment to perforih [Passworebased Key Derivation
Function$ in accordance with a specified cryptographic algoritffMAGC
[selection: SHA, SHA256, SHA384, SHA12]] and output cryptographic key
sizes $election128-bit, 256-bit] that meet the following: INIST SP 8a1B2).

Application Note: This requirement is optional. It will be claimed if the method of protecting key
shares in FPT_SKY_EXT.2 or any other mechanism to enforce access by privileged
user depends opasswords. It may also be claimed if other mechanisms use
passwordbased encryption.

In the first selection for each element, the ST author chooses whether the TOE
performs thederivation or whether it invokes interfaces in the Operational
Environmentdr the functionality.

The ST author selects the appropriate hash algorithm used in the second selection.
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The cryptographic key sizes in thad selection should be made to correspond to
the KEK key sizes selected in FCS_CKM _3XA figure requirementvill add a
refinement torequire a PBKDFeration count of at least 1000.

This password must be conditioned into a string of bits that forms the submask to
be used as input into the KEK. Conditiori;mge performed using one of the
identified hash functions. NIST SP-88Q requires the use of a pseudmdom
function (PRF) consisting of HMAC with an approved hash functio8TTdughor
selects the hash function used, also includes the appropriatereeaemtsfor
HMAC and the hash function.

Assurance Activity
TSS

If this SFR is implemented by the TSF, then the evaluator shall perfor
followingactivities

The evaluator shall check that the TSS describes the method by whic
password is first encoded and then fed to the SHA algorithm. The setting
the algorithm (padding, blocking, etc.) shall be described, and the eval
shall verify that these areupported by the selections in this componentas v
as the selections concerning the hash function itself. The evaluator shall
that the TSS contains a description of how the output of the hash functi
used to form the submask that will be iapinto the function and is the sam
length as the DE&r KEK being protected.

For the NIST SP 8a82-based conditioning of the passphrase, the requi
assurance activities will be performed when doing the assurance activitie
the appropriate requiements (FCS_COP.1.1(4)). If any manipulation of the
is performed in forming the submask that will be used to form the KEK,
process shall be described in the TSS.

Guidance

There are no AGD assurance activities for this requirement beyond wt
necessary to satisfy the requirements in [CEM].

Test

There are no ATE assurance activities for this requirement beyond wi
necessary to satisfy the requirements in [CEM].

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S.dustification must be provided for those platforms that were exclt
from testing.
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FDP_CER_EXT.4 MoB09v3 Certificate Generation

FDP_CER_EXT.4.1 For X.509%ertificate formats other than v3, the TSF shall ensure that these

Application Note:

certificate formats contain the following general characteristics:

Version (0 or 1);

Unique identifier of the issuer;

keyUsage;

Unique identifier of the certificate

Validity period

Signatue field in accordance with FCS_COP.1(2)

=A =4 =8 =8 -8 =9

This optional requirement can be included if X.509 certificate formats other than

the mandated v3 are supported.
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the X.509 cer
generation function and the supported and nofeatures of the ITUr
Recommendation X.509, in accordance with FDP_CER_EXT.2.1, that
used to issue certificates. The avalor shall ensure that the TSS identifi
which of the values identified IRDP_CER_EXT.2.1 can be included in gene
certificates.

Guidance

If the TOE supports configurable certificate profiles, the evaluator
examine the operational guidance &msure that instructions are available
configure certificate profiles used for the generation of X.509 certificates.

Test
The evaluator shall perform the following test:

I Test 1: For each field defined in FDP_CER_EXT.2.1, the evaluat
attempt to create a certificate request that violates the requir
conditions of the field. The evaluator shall determine that all s
attempts are rejected by the TSF.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S.dustification must be provided for those platforms that were exclt
from testing.

FDP_SDP_EXT.1 User Sensitive Data Protection

FDP_SDP_EXT.1.1 The TSF shgflelectionprotect invoke interfaces to the Operational Environment

to proteci [sdection:
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subscriber identity information,

subscriber contact information,

photograph from official ID such as an organization ID badge, passport or
RNAGSNDRa fA0SyasS:s

background check information,

copies of legal documents,

captured biometrics,

[assignmentpther personally identifiable information]

= =4 =

T
T
T
T

throughencryption in accordance with FCS_COP.1(1) using a DEK.

FDP_SDP_EXT.1.2 The TSF shidlelectiondestroy, invoke interfaces to the Operational Environment
to destroy all protected data when no longeequiredin accordance with the
specified cryptographic data destruction method

[selection:
1 by clearing the DEK encrypting the protected data,
9 in accordance with the following rules:
o For volatiie EEPROM the destruction shall be executed by a single direct
overwriteconsisting ofselection:
Al LBASddZR2 NIYR2Y LI GOGSNY dzaay3a GKS
FCS_RBG_EXT.1),
A zerces],
followed by a reaeerify.
o For volatile flash memory the destruction shall be executed by
[selection:
A asingle direct overwrite consisting of zesp
A ablock erasg]
followed by a readverifyj.

Application Note: In the first selection for each element, the ST author choatesher the TOE
performs the protection/destruction, or whether it invokes interfaces in the
Operational Environment for the functionality.

The DEK referenced in FDP_SDP_EXT.1.1 is generated by FCS _CKM_EXT.1(1).

In the secondselection in FDP_SDP_EXT.th&,ST authorshould indicate all
protected data (e.g., subscrib®t) that is protected by the TOE @Qperational
Environmentand specify how that protection is accomplishédformation
included only in issued certificates is not included in this remeint. This is not

a general requirement to protect all Pll anywhere on the system, but instead deals
only with information used by the TOE in performing CA functions.

For FDP_SDP_EXT.Hé&stroying data refers to rendering it inaccessible to any
authorized or unauthorized user or process.

Assurance Activity

TSS
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The evaluator shall examine the TSS to verify that it describes (for
supported platform) how the data destruction functionalitygerformed or
invoked.

The evaluator shall examirike TSS to ensure it describes each user data -
as indicated in FDP_SDP_EXT.1.1, including where it is stored, ho\
protected(including mode and key size used when encrypting the datagn
it is destroyed (for example, immediately after use system shutdown, etc.)
and the type of destruction procedure that is performed.

The evaluator shall ensure that the mode and key size used in the encry
of the data is specified in the FCS_COP.1 SFR.

If the Operational Environment is invoked to perfothe functions, the TS
shall list the interfaces (APIs) that are invoked.

Guidance

If the protection and destruction of user data is configurable, the evalu
shall examine the operational guidance to ensure it instructs the administi
how to ensure that user data is protected and destroyed in accordance
this requirement.

Test

The evaluator shall perform the following tests for each platform listed in
ST:

I Test 1: The evaluator shall, for each user data type listed in the
locatewhere the data is stored and verify that it is encrypted.

I Test 2:The evaluator shall, for each user data type listed in the TS
initiate the supported data destruction mechanism according to th
documented times that it should be initiated for that ustata type
(e.g., immediately after use, on system shutdown, edng verify
that the protected data has been destroyed

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®@.dustification must be providi those platforms that were exclude
from testing.

FDP_STG_EXPublic Key Protection

FDP_STG_EXT.1.1 TheTSF shallse[selectionaccess controlled storagan integrity mechanisiro

Application Note:

protect the trusted public keys and certificates (trust stoeéements) used to
validate local logon, trusted channel, and external communication to the CA.

Publickeys used to satisfy @Alated requirements in the ST must be protected
If the TOE protects the keys or a subset of the keys, this SFR is included in the ST.
It is acceptable gome or all othe public keys are stored in the OE and protected
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by OEprovided mechanisms. If this is the case, then the ST author includes
OE.PUBLC_KEY_PROTECTION in thetSd .acceptable for the TOE to protect
some keys and the OE to protect other keys.

There are two allowed methods of providing protection if this requirement is
claimed in the ST. The first is that the TOE implements axm#ssl mechanisms

to perform the protection; this is only claimed when the TOE is providing the
storage for the public keys. The second is to provide a cryptogiagec

integrity check on the public keys when they are accessed for use by the TOE; this

is claimed for public keys stored either by the TOE or in the OE and an integrity
mechanism is implemented. If this method is used (the second selection is
chosen), then the ST author include FCS_CKM_EXT.5 in the ST as well as this SFR.

Assurance Activit
TSS

The evaluator shall examine the TSS to ensure it describesuted public
keysand certificatesmplemented including trust storeghat contains root CA
certificates used to meet the requirements of this PP. This description ¢
contain information pertaining to how certificates are loaded into the stc
and (if the first selection in the requirement is chosemyw the store is
protected from unauthorized acces® accordance with the permissior
established in FMT_SMF.1 and FMT_MOFth(dugh FMT_MOF.1(5)

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions for how to load certificateand public keyinto and remove
certificatesand public keyfrom the protectedstorage

Test

This test is conditional on the first selection in the SFR being chosen.
second selection is chosen, the evaluator does not perform this and ins
performs the actios called for FCS_CKM_EXT.5.

The evaluator shall perform the following test:

1 Test 1(conditional) The evaluator shall attempt to modify th
contents of the Trust Anchor Database in a way that violates
documented permissions and verify that the atteniails.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.
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FPT_NPE_EXT.1 NPE Constraints

FPT_NPE_EXT.1.1 The TSF shall enforce an Administratonfigurable ruleset that specifies

Application Note:

FPT_NPE_EXT.1.2

Application Note:

authorizations to submit NPE certificate requests.

The rulesets specify when approbgila CA, RA, and/or A@Required and limi

the authorizations of RAs @pecific Authorized Organizational Representatives

(AORs), to approve NPE certificates associated to a particular organization.

The TSF shall require tki#A Operations Statb register any RA, and shall require
a CA Operations Staffr authorized RA to register any AORs, and associate each
AOR with an organization or set of devices prior to that AOR making requests on

behalf of an assigned organization or devices.

Registration authorities may be restricted in the tymdscertificates they are

authorized to request, or the subjects asserted in those requests, but typically
have wide authority to request certificates. AORs, on the other hand, are

restricted to NPE certificate types, and are further restricted to reqeedicates

for a small number of devices owned by their affiliated organization. Similar to

subscriber seld SNIIA OS NXBljdSaidaz Iy ! hwQa

NB |j dz8 &

those certificates associated to devices the particular AOR is authorized to

manage.
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the AOR cor
mechanism, including the ruleset and its enforcement.

Guidance

The evaluator shall examine the operational guidance to verify that it desc
how to configure the ruleset. The evaluator shall ensure that the operati
guidance includes instructions on how tRAs andCA Operationstaff register
the AORs and associate the AORs with particular organizations. The ev:
shall also examine the operational guidance to ensure it also describes
AORsRAs orCA Operations Stafferform certificate management on behs
of the organizatiorfor which they are registered.

Test
The evaluator shall perform the following tests:

 Test 1: The evaluator shall assume the Administrator role
configure the ruleset. The evaluator shall then assume other roles
verify that no other roles can modgithe ruleset.

1 Test 2: The evaluator shall configure the ruleset that restricts an
to a particular organization. The evaluator shall assumeC/a
Operations Stafbr RA role and register an AOR with an organizat
authorizing the AOR to perform specif operations on that
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perform each authorized operation on behalf of the organization.

1 Test 3: The evaluator shall configure the ruleset that restricts an
to a particular organiz&n. The evaluator shall assume @A
Operations Stafor RA role and register an AOR with an organizat
authorizing the AOR to perform specific operations on t
2NBIFYATFiA2yQa O0SKIFIEfFad ¢KS S¢
perform any operatios on behalf of organizations for which it is r
registered. The evaluator shall also verify that the AOR cannot per
unauthorized operations on behalf of its assigned organization.

Equivalency

Testing of the TOE may be performed on a subset of tggpins listed in the
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

FPT_SKY_EXT.1 Split Knowledge Procedures

FPT_SKY_EXT.1.1 The TSF shakdlection:support interface with the operational environment to

Application Note:

suppori split knowledge procedures to enforce tvparty control for the export

of CA signing keyand [selection: no other data, user private keys, [assignment:
critical data or key$ necessary to resume CA functionality after TSF failure using
[selecton: key sharing mechanisms in accordance WBS CKM_EXT.1(3),
FCS_CKM_EXT.1(4), FCS_CKNMN, EXit. FPT_SKY_EXTassignment: other
mechanisr.

The intent of this requirement is to limit accesstitical keys that are necessary
to maintain operations after a failure.

Key sharing mechanisms are also referred to as secret sharing mechanisms, or
threshold schemes and are commonly used by hardware security modules to clone
keys between devices

The ST authaincludes this SFR in the ST when the iF@Bed to enforce split
knowledge proceduresijtherdirectlyor via interfaces witlihe OE If enforcement
of split knowledge procedures is performed entirely by the OE tie8FR is not
included in the SANd OE.KEY_ARCHIVAL is included in the ST.

Assurance Activity

If the TSF implements a key sharing mechanism, this SFR is satisfied t
the referenced SFRs in Appendices B.3 and B.8 of th& 8. CKM_EXT.1
specifies how the key shares generated in accordance with FCS_CKM_E
are used to produce a KEK to protect the keys listed in this requirement.
protection of those keys with the KEK is done by mechanism require
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FCS_CKM_ERBT.FPT_SKY_EXT.2 specifies access control for the key
themselves.

If the TSF interfaces with a cryptographic module in the Operati
Environment to implement a key sharing mechanism, the evaluator :
examine the TSS to ensure that the intedao the OE, and cryptograph
provider for the key sharing mechanism is described.

If the TSF implements another split knowledge procedure, the evaluator
examine the TSS to ensure the procedure is adequately described, and
the procedure to enure that it is effective in restricting access to the CA sig
key and all other selected data and keys. The evaluator shall attempt to d
tests to validate that the TSF implements the described mechanism.
evaluator shall review the AGD to eneutt contains clear instructions t
privileged users on how to conduct the procedures.

If the TSF interfaces with the OE to implement other split knowle
procedures, the evaluator shall examine the TSS to ensure the proced
adequately described, @massess the procedure to ensure that it is effective
restricting access to the CA signing key and all other selected data and
The evaluator shall ensure that the TSS describes the dependence on t
and identifies any cryptographic providers within the OE used to suppor
procedures.The evaluator shall also examine the AGD guidance to ensi
contains instructions for configuring the OE to restrict access to the CA si
key and all other setted data and keys.

FPT_TST_EXT.1 TOE Integrity Test

FPT_TST EXT1

FPT_TST_EXR1

Application Note:

The TSF shall apply[selection: keyed hash according to FCS_COPdig#ta|
signature algorithm according to FCS_COP.1i@)the TOE software and
firmware.

The Belection: TSF, Operational Environnjestiall verify the integrity of the TOE
software and firmwardselection:at powerup, at initialization, ondemand by a
privileged usdr

The ST author includes this SFR when the TSF includeshanism that can

perform integrity tests on software/firmware, for instance, if the TSF includes an
operating system.

¢CKS {¢ IdzikK2NJ aStSOia aAyadSaNwnide aGSad
included in the ST.

When FCS_CDP_EXT.1 indicates #at_COP.1(4), or FCS_COP.1(2) are

implemented by the OE, FPT_TST_EXT.1.1 is in accordance with those SFR if the
TSF interfaces with the OE to invoke the algorithms indicated.

Assurance Activity
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TSS

The evaluator shall examine the TSS to ensure it describes the mechanisr
will be used to verify the integrityoftware/firmwareand the action(s) taken i
any of the integritytests fails.

Guidance

The evaluator shall examine the operational guidateensure that it include:
instructions to verify the integrity of theoftware/firmware

Test
The evaluator shall perform the following tests:

 Test 1 The evaluator shall modify a TOE binary to verify
integrity test fails and theaction defined in FPT_TST_EXT
occurs. If this test cannot be performed, the evaluator shall proy
a justification.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T Ga&. Justification must be provided those platforms that were exclude
from testing.

FPT_TST_EXT.2 Integrity Test

FPT_TST_EXT.2.1

FPT_TST_EXT.2.2

Application Note:

The TSF shall apply[selection:keyed hash according to FCS_COP.didgiial
signature algorithm according to FCS_COH.1¢2)he [selection: TrusAnchor
Database element(s), TSF keys used to manage certificates, certificate database,
[assignment: other data relevant to TSF sec]]rity

Integrity shall beverified at[selection powerup, initialization, ordemand by a
privileged usdr

The ST author includes this SFR when the TSF itself provides integrity protection
for any of the items listed in the second selection of FPT_TST_EXT.2.1.

¢KS {¢ [dzZikK2NJ aStSOodta aAyaSaNnndae dSad

included in the ST.
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the mechanisr
will be used to verify the integrity dhe selected datand the action(s) taker
if any of the integritytests fails.

Guidance
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Theevaluator shall examine the operational guidance to ensure that it inclt
instructions to verify the integrity of theelecteddata.

Test
The evaluator shall perform the following tests:

 Test 1. The evaluator shall use the operational guida
instructions to verify the integrity of each protected eleme
specified in the TSS.

1 Test2: The evaluator shall modifn instance of each type of dai
selected in FPT_TST_EXTt@\Erify the integrity test fails and th
action defined in FPT_TST_EXTd¢curs. If this test cannot b
performed, the evaluator shall provide a justification.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T Bad. Justification must be provided for those platforms that were exclt
from testing.

FTA_SSL.3 TRiKiated Termination

FTA SSL.3.1 Refinement: The TSF shalterminate a remote interactive session after a
[assignmentAdministrator-configurabletime interval of session inactivity

Application Note: This requirement is included if the TSF is implementing the mechanism used to
terminate remote sessions after a defined time period. If this requireisant
included in the ST, then OE.SESSPBNWTECTIOREMOTHill be included in the
ST.

Assurance Activity
TSS

There are no TSS assurance activities for this requirement beyond w
necessary to satisfy the requirements in [CEM].

Guidance

The evaluator shall examine the operational guidat@wesnsure it includes
instructions for configuring the inactivity time period for remote interacti
sessions.

Test
The evaluator shall perform the following test:

I Test 1: The evaluator shall follow the operational guidance
configure several differenvalues for the inactivity time periot
referenced in the component. For each period configured,
evaluator shall establish a remote interactive session with the 1
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The evaluator shall then observe that the session is termin:
after the configured tine period

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T a&. Justification must be provided for those platforms that were exclt
from testing.

FTA SSL_EXT.1-Trftfated Session Locking

FTA_SSL_EXT.1.1

Application Note:

The TSF shall, for local interactive sessiaadegtion:

Y lockthesessiog-RA &l 0t S ye | OGA@AlGe 27

other than unlocking the session, and requiring that the privileged user re

authenticate to the TSF prior to unlang the session;
1 terminate the session]

after an Administratorconfigured time period of inactivity

This requirement is included if the TSF is implementing the mechanism used to
terminate or lock local sessions after a defined time period. If this requirément
not included in the ST, then OE.SESSION_PROTHOTAMNll be included in

the ST.

Assurarte Activity
TSS

The evaluator shall examine the TSS to ensure it describe the mechanisr
for locking local interactive sessions, including the resulting behavior.

Guidance

The evaluator shall examine the operational guidance to ensure it incl
instructions for configuring the inactivity time period for local interact
sessions.

Test

The evaluator shall perform the following test:

 Test 1: The evaluator shall follow the operational guidance

configure several different values for theactivity time period
referenced in the component. For each period configured,

evaluator shall establish a local interactive session with the ~
The evaluator shall then observe that the session is either lo«
or terminated after the configured mie period. If locking wa:

selected from the component, the evaluator shall ensure that
authentication is needed when trying to unlock the session.

Equivalency
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Testing of the TOE may be performed on a subset of the platforms listed |
T Ba&. Justification must be provided for those platforms that were exclt
from testing.

A2 Auditable Events

For each of the optional requirements claimed by the TOE, the ST author shall include the associated
auditable events to the claims made in FAREN.1 and ensure that they are correctly generated as part
of testing.

Table5 - Auditable Events for Optional Requirements

Requirement Auditable Additional Audit Record | Retention Responsible TSér OE
Events Contents Component
Normal/Extended
FCS_COP.1(5) None. None. N/A
FPT_SKY_EXT.1 | None. None. N/A
FPT_TST_EXT.1 | Execution of For integrity violations, Normal
this set of TSF | the identity of the object
integrity tests. | that caused the integrity
violation.
Detected
integrity
violations.
FPT_TST_EXT.2 | Execution of For integrity violations, Normal
this set of TSF | the identity of the object
integrity tests. | that caused the integrity
violation.
Detected
integrity
violations.
FDP_CER_EXT.4 | Certificate Name/identifier of Extended
generation. certificate, value of
certificate generated.
FDP_SDP_EXT.1 | None. None. N/A
FDP_STG_EXT.1 | Changes to the | The public key and all Normal
trusted public | contextinformation
keys and associated with the key
certificates
relevant to TOE
functions
including
additions and
deletions
FPT_NPE_EXT.1 | All changes to | The changes made to the Extended
NPE rule sets | NPE rule sets and
and NPE associations.
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associations.

FTA_SSL.3

The
termination of
a remote
session by the
session
termination
mechanism

None.

Normal

FTA_SSL_EXT.1

Any attempts at
unlockingor
termination of
an interactive
session.

None.

Normal

94




B.SelectionBased Requirements

Several of the requirements in threain body of the PP have selections that, when chosen, will require
SFRs in this appendix to be included in the ST (for instance, requirements for a specific protocol that is
chosen in FTP_TRP.1). The requirements in the main body and the requirentkigtsppendix contain
application notes to let the ST author know when particular components need to be included.

Note that minor adjustments to the narrative information in the beginning of the ST may be required
depending on the selections performedaditionally, depending on the requirements selected, the
appropriate information from SectioB.9 Auditable Eventwill need to be added to the auditable events
table in the ST.

B.1 Management of Subscriber Data

This PP does not mandate the presence orSaysOS 2 F | wSIAAGNI GA2y | dzii Kz
Operational Environment. Regardless of whether or not an RA is present, it is necessary for subscriber

data to be protected from unauthorized disclosure. Therefore, if the TOE does not rely on@mffi#e

CA provides a centralized repository for subscriber informatios,following SFRs must be claimed in

order for the TOE to provide assurance that subscriber data is protected.

FCS_CKM_EXT.1(1) Symmetric Key Generation for DEKs

FCS_CKM_EXT.1.1(1YheTSFshall[selection:;generate invoke interfaces provided by the Operational
Environment tayeneratd data encryption keys (DEKS) of sizel¢ction: 12&it,
256-hit] using

[selection:
1 an RBG that meets this profile (as specifidd@s RBG_EXT.1
9 akey generation capability of the Operational Environment,
1 a TSkprovided mechanism that combin&EKs in a way that preserves the
effective entropy of each factor by [selection:
o using an XOR operation,
0 concatenating the keys and using a key derivation tfanc(KDF) in
accordance with SP 8dM8,
0 encrypting one key with another in accordance with FCS_COP.1(1) and
using modes [selection: AEEM, AE&GCM, AES Key Wrap, AES Key Wrap
with Padding].

Application Note: Data encryption keydDEK}pare used to protect data at rest (e.g., subscriber PII
of security critical parameteysthat needs to be encryptedThese are
distinguished fromKEKgwhose generation is described in FCS_CKM_EXT.1(2))
that are used to protect other keysDEKSs, other KEKand other types of keys
stored by the user or applications.

The first selection must match the selection for this component in FCS_CDP_EXT.1
in terms of whether this functionality is implemented by the TOE or through the
OE.
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The second selectiongsnply the number of bits in the DEK.

For the third selection, if the TSF invokes an RBG that is implemented by the TOE

or implemented by the OE, the first item is selected and FCS_RBG_EXT.1 is
included in the ST. If the TSF invokes agkegration mechanism in the OE (that
isnotadired Ay @20FGA2y 2F Fy w.D0X (GKSy (GKS
OFLI oAtAGe 2F (KS h séfedddinishB yasdhe seop@dA N2 Y Y S
item of the first selection ("invoke interfaces provided by the Operdtiona
Environment tgenerate’) should havalsobeenchosenIf the TSF uses a method

to combine KEKSs to produce the DEK, the third item is selected and the method

used to produce the DEK from the KEKs is chosen in the fourth selection.
Additionally, if thighird item is selecte{iT SF combining KEKs to produce the DEK)

then FCS_CKM_EXT.1(®) specify how the KEKs used are generatau)
FCS_CKM_EXTt@ specify how the REK that anchors the KEKs is generated and
protected)in AnnexB.8must be included Finally, if the third item in the fourth

selection statement is chosékey wrap) then FCS_COP.1(1) will be included in

the STand the appropriate key wrap method will be chosen in the fifth selection

Assurance Activity
TSS

For DEKs generated usingRBG, the evaluator shall examine fh8S of the
TOE to verify that it describes, for either the TOE or the Operati
Environment, how the functionality described BCS RBG_EXislnvoked.
The evaluator shall review the TSS and other evidencketermine that the
key size being requested from the RBG is identical to the key size used 1
encryption/decryption of the data or key.

For each DEK that is formed from a combinaiod § KS ¢ {pefformé(
is selected in the first selectionysBROBIYO A Y SR F#NRY ¥S¥
second selection}he evaluator shall verify that the TSS describes the mel
of combination and contains a justification for preserving the effective entr

Guidance

There are no AGD assurance activifies this requirement beyond what i
necessary to satisfy the requirements in [CEM].

Test

There are no ATE assurance activities for this requirement beyond wi
necessary to satisfy the requirements in [CEM].

Equivalency

Testing of the TOE may be parhed on a subset of the platforms listed in tl
TOR ST. Justification must be provided for those platforms that were excl
from testing.
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B2 Internal Audit Requirements

FAU_ADP_EXT.1 allows the ST author to specify whether the TSF implementsatiditdlity itself or
invokes the Operational Environment to perform auditated servicesDepending on whether an audit
operation is performed by the TOE or by the OE, the ST author will include requirements in this Annex as
instructed by the Application Notes for FAU_ADP_EXT.1 and requirements in this section.

FAU_SCR_EXT.1 Certificate ReppsReview

FAU_SCR_EXT.1.1 The TSF shal[provide invoke the Operational Environment to proyidae
capability tosearch for certificates containing specified values of the following
certificate fields: $election:

subject name,

individual componentef subject alternative name,
subject ID,

issuer ID,

algorithm ID,

public key,

key usage,

extended key usage,

serial number,

[assignment: list of other certificate fields]],

=4 =4 =4 =8 -8 -8 -8 a8 g

returning all matching certificates angassignment: object identifier(s) of
matching certificate(§)

Application Note: The ability to search on certificate fields is useful for conducting forensic analysis.
If the certificate repository is stored within the TOE boundary, then the first item
of the first selection is chosen.tHé repository is stored in the OE, but the auditor
uses TSF interfaces to perform this function on the repository, then the second
item of the first selection is chosen. It is allowed that this function be provided
entirely by the OE (when the repositesstored in the OE); if this is the case, then
this requirement is not included in the ST, but instead the
OE.CERTIFICATE_REPOSISERNCHbbjective is included (this objective is
omitted in the other two cases, when this SFR is included in the ST).

Inthe second selection and assignment, the ST author includesf/fills in the values
that can be searched on for this function; at least one value is required to be
selected.

Assurance Activity

The following activities apply regardless of thelection made irthe first
selection in the SFR. The test activities can be conducted in conjunctior
those for FDP_CER_EXT.1 and FAU_GCR_EXT.1.

The evaluator shall examine the operational guidance to ensure it con
instructions for searching the specified infcation.
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The evaluator shall generate a sufficient number and variety of certificate
populate the repository certificates having at least two values for each of
search fields selecteih this SFR.HE evaluator shalthen, following the
instructions within the operational guidance, search the repository or a
record for certificates containing specific values for each searchifieladed
in the ST and confirm that all certificates matching the search criteria
returned; all returned ertificates match the criteria; and the object identifit
is returned. The object identifier will be used in testing for FAU_SAR.3.

FAU_ SARAudit Review

FAU_SAR.1.1

FAU_SAR.1.2

Application Note:

TheTSFshall provide Auditord with the capability to read alhformation from
the audit records.

Refinement:TheTSFshall provide the audit records in a manner suitable for the
Auditor to interpret the information.

This SFR is included in the ST by the ST author if the operatisidedroy the
TSF (as specified in FAU_ADP_EXT.1) include the review of audit tetusds.
SFR is not selected, the ST author incl@eAUDIT_REVIEW.

Assurance Activity

This activity should beaccomplished in conjunction with the testing
FAU_GEN.1. Review of each of each of the generated audit re
demonstrates that these records are reviewable.

FAU_SAR Selectable Audit Review

FAU_SAR.3.1

Application Note:

The TSFshall provide the ability to applysearchef of audit data based on
[assignment: object identifier of certificdtassociated with the event.

This SFR is included in the ST by the ST author if the operations provided by the
TSF (as specified in FAU_ADP_EXT.1) includevibe of audit recorddf this

SFR is not selected, the ST author includes OE.AUDIT_REBEAEVER EXT.1
defines the ability of the TOE to search a certificate repository to find certificates
based on certain values of individual fieldad return arobject identifier of the
certificate The intent of this SFRIong with FAU_GR_EXT -lis that the auditor

KIa 0KS FoAftAGe G2 20GFAY | OSNIATFAOLI GE

known fields and then using that unique identifier as an inpuget@arching audit

data for all activities involving that certificat&.herefore, the assignment for this

SFR and the corresponding assignment in FAU_SCR_EXT.1 are to be made
identical by the ST author.

Assurance Activity

This activity should beaccomplished in conjunction with the testing
FAU_GEN.1.
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FAU_SE1L Selective Audit

FAU_SEL.1.1 Refinement: The TSF shall be able to select the set of events tauldéed by
specific mechanismfrom the set of all auditable events based on tiodowing
attributes:

a) [selection: object identity, user identity, subject identity, host identity, event

type]
b) [assignment: list of additional attributes that audit selectivity is based Lipon

Application Note: This SFR is included in the ST by thaufiior if the operations provided by the
TSF (as specified in FAU_ADP_EXT.1) include thelguon of audit records.

Assurance Activity
TSS

There are no TSS assurance activities for this requirement beyond w
necessary to satisfy the requiremerits[CEM].

Guidance

The evaluator shall examine the operational guidance to ensure that it iten
all event types, as well as describes all attributes that are to be selectal
accordance with the requirement, to include those attributes listed ia

assignment. The operational guidance shall also contain instructions on h
set the preselection as well as explain the syntax (if present) for rvaltie

pre-selection. The administrative guidance shall also identify those ¢
records that are abays recorded, regardless of the selection criteria currel
being enforced.

Test
The evaluator shall perform the following tests:

I Test 1: For each attribute listed in the requirement, the evaluator <
devise a test to show that selecting tlatribute causes only audi
events with that attribute (or those that are always recorded,
identified in the administrative guidance) to be recorded.

9 Test 2: [conditional] If the TSF supports specification of more con
audit preselection criteria (., multiple attributes, logica
expressions using attributes) then the evaluator shall devise t
showing that this capability is correctly implemented. The evalui
shall also, in the test plan, provide a short narrative justifying the
of tests & representative and sufficient to exercise the capability.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
TOE's ST. Justification must be provided for those platforms that were exc
from testing.
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FAU_ST@(1)Protected Audit Trail Storage

FAU_STG.1(1) The TSF shall protect the stored audit records in the audit trail énoauthorized
deletion.
FAU_STG.1(2) The TSF shall be able py¢vert] unauthorizedmodifications to the stored audit

records inthe audit trail.

Application Note: This requirement applieghen the audit data are stored by the TOE itdélhe
TSF does not store all (or any) of the audit data, OE.ASDORAGE included
in the ST.

Assurance Activity
TSS

The evaluator shadixamine the TSS to ensure that it lists each type of audi
generated by the TOE. For each audit log, the TSS shall describe how it is
where it is located, and how it is protectetihe evaluator shall verify that th
¢{{Q RSAONALIIA2Yy 2F (GKS LiNAihSid
deletion. The TSS description shall also include prevention of modificati
roles other than the Auditor are not provided with an interface fecessing
the stored audit records, the TSS shall provide a justification for why the
cannot delete or modify the audit records

Guidance

There are no AGD assurance activities for this requirement beyond wt
necessary to satisfy the requirements[CEM].

Test

9 Test 1: The evaluator shall assueschrole (other than the auditor
role) and attempt to delete the stored audit records, then verify tt
the attempted deletion failed.

I Test 2: The evaluator shall assueahrole (including the auditor role’
and attempt to modify the stored audit records and verify that t
attempted modification was prevented.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
TOE's ST. Justification mhstprovided for those platforms that were exclude
from testing.

FAU_ST®&2) Protected Audit Trail Storage (Archive Data)

FAU_STG.1(2) Refinement: The TSF shall protect the stored audit recowish extended
retention requirementsin the audit trail fom deletionprior to their retention
period by an auditor
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FAU_STG.1(2)

Application Note:

Refinement:The TSF shall be able rd¢veni modifications to the stored audit

recordswith extended retention requirementsn the audit trail.

This requiremengappliesto audit datastored within the TOE boundatiyat is

expected tersistintact beyondthe validity of certificates issued by the CA, even
in the event ounexpected TSF failurRefer to Table 4 through Table 6 for the

auditable eventsnarked as requiring extended retentitivat are relevant to this

SFR.

Audit eventghat are not covered by this SFR (that is, thaesguiring extended

retention and stored in the OFwill be protectedvia integrity and redundancy

mechanisms typically provided @&mchiveservers To reflect thisif any audit

S@Syida YIN]SR daSEG Sy RéBeRstoredh igthe OE,affersa  n =

OE.AUDIT_RETENTION is included in the ST

If any audit storageprovided by the TOE used for audit events marked

GSEGSYRSRe¢ Ay {G(loftSa nX pX YR ¢
included in the ST by the ST author.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure tliatsteach type of audit lo
generated by the TOE. For each audit log, the TSS shall describe how it is
where it is located, and how it is protectetihe evaluator shall verify that th
¢{{Q RSAONARLIIAZ2Y 27F (KS L}ioR pri& @ihe
retention period The TSS description shall also include preventior
modification of events after they are written to the auditail. If the TSF
requires the actions of an Auditor to meet these requirements, the TSS
describe theestrictions on Auditor activityf roles other than the Auditor are
provided with an interface for accessing the stored audit records, the TSS
provide a justification for why the role cannot delete or modify the at
records

Guidance

There areno AGD assurance activities for this requirement beyond whi
necessary to satisfy the requirements in [CEM].

Test
The testing may be accomplished with the testing performed by FAU_ST(

The evaluator shall perform the following tests for each ratieer than the
Auditor role:

 Test 1For each audit event marked identified with extended retenti
requirements in the SThe evaluator shall assume a role and atten
to delete the stored audit records, then verify that the attempt
deletion failed.
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I Test2For each audit event marked identified with extended retenti
requirements in the SThe evaluator shall assume a role and atten
to modify the stored audit records and verify that the attempt
modification was prevented.

Equivalency

Testing dthe TOE may be performed on a subset of the platforms listed ir
TOE's ST. Justification must be provided for those platforms that were exc
from testing.

FAU_STG_EX'External Audit Trail Storage

FAU_STG_EXT.1.1 The TSF shathaintain availability and integrity of audit data by storing it

Application Note:

[selection: locally on the TABgally on the TOE platforman an external IT entity
using a trusted channel protocol defined in FTP_]TC.1

Thereare 3 cases for thetorage of audit data: Locally on the TOE (within the TOE
boundary without gaig over a network connectionjidally on the TOE platform
(outside the TOE boundary, but without going over a network connection); and
external to the TOE platform (meaning ogenetwork connection to a physically
distinct IT entity)The TOBayrelyona nonTOE audit server for storage of these
audit records and the ability to allow the administrator to review these audit
records is provided by the operational environment. In the selectio,Tttaaithor
chooses thenethod used by the TOE to store aulfdita.

This requirement is included in the ST if the TSF initiates the storage of the audit
data. The lastitem in the selection (external audit server) should only be selected
(and this SFR included in the ST) if the TOE is responsible for cortioetttang
external audit server to store the data.

If the last item in the selection is chosen, the ST author must include FTP_ITC.1
g AGK al dzRA G 4 S NBrSNgs that SHe Ssppoktiagy” protodoly” R
requirement matchsthe selection is included in the ST.

TheTOE platform anexternal IT entityare considereghart of the Operational
Environment.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the audit st
mechanismfrom the perspective of the TOEhe TS#&wust also describghe
means by which the audit data aséored locally, otransferred to the external
IT entity(and how the trusted channel is provided

Guidance



The evaluator shall examine the operationaidgunce to ensure it describe
the configuration ofanylocal audit storage mechanis(first two items in the
selection in the SFRjcluding its location and size.

The evaluator shall examine the operational guidance to determine th
describes the relationship between the local audit dgtored inside the TOI
boundary and, if applicable, on the TOE platfoemyl the audit data that are
sent to the external ITrdity (if applicable)For example, when an audit eve
is generated, whether it is simultaneously sent to the external IT entity anc
f20rf aG2NBzZ 2N Aa GKS f20Ff adz2
sending the data to the external €ntity.

If an external audit server is usedyet evaluator shall also examine tt
operational guidance to ensure it describes how to establish the tru:
channel to the audit server, as well as describe any requirements on the
server (particular autlserver protocol, version of the protocol required, etc
as well as configuration of the TOE needed to communicate with the
server.

Test

Testing of the trusted channel mechanigihthe last item is selected in th
SFRWill be performed as spéied in the associated assurance activities
the particular trusted channel mechanism.

The evaluator shall perform the following test the last selection in the SFk
made

1 Test 1:][conditional] The evaluator shall establish a connecti
betweenthe TOE and the audit server according to the configura
guidance providedThe evaluator shall then examine the traffic th
passes between the audit server and the TOE during several acti
2F GKS SgIfdad G§2NR&E OK2AOS toRS
transferred to the audit serverThe evaluator shall verify that th
connection has been successfully established, and that they
successfully received by the audit servigne evaluator shall record th
particular software (name, version) used the audit server during
testing.

1 Test 2:[conditional] The evaluator shall examine the audit de
transferred to the external audit server in Test 1 and compare it to
locally stored audit data. The evaluator shall verify that the a
records match If there and any differences, the evaluator sk
examine the operational guidance to verify that it explains
discrepancies between locally stored and transmitted audit data.

Equivalency

Testing of the TOE may be performed on a subset opkiggorms listed in the
TOE's ST. Justification must be provided for those platforms that were exc
from testing.
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FAU_ STG_EXTAudit Data Retention
FAU _STG_EXT1 The TSF shalpply the following rules for retention of audit data:

9 Audit records required to have extended retention shall be retained at least
until an auditor configuredextensionbeyond the validity of all certificates
impacted by the event.

1 [assignment: list of rulés

Application Note: This SFRisto beincluded 2 OF t f &8 2y (GKS ¢h9¢ ,ahdi aSft SC
OE.AUDIT_RETENTION is not included in thEh8 TEFmay apply different
policies for different types of audit data (e.g. one type of record may be stored
indefinitely while another type is automadiily purged after a set period of time).
If this SFR is not included in the ST, then OE.AUDIT_RETENTION is included in the
ST.

Assurance Activity
TSS

The evaluator shall review the TSS to ensure the rules specified are ade
for the retention of audit records as indicated in Tables 4 through 6.

The evaluator shall assume the role of an auditor and establish an exte
period for the retention otertificaterelated audit records. The evaluator sh
cause the TSF to issue a certificate of short validity period. Prior tc
retention period (notafter-date+extension), and prior to transferring the aut
record to an external archive, the evaluatsinall attempt to delete he audi
NEO2NR 2F |y S@Syid YIFINJSR WSEGSYyY
not deleted. Also during this time, the evaluator shall attempt to modify
FdZRAG NBO2NR 2F |y S@Syid YL NJjtééeord!
was not modified.

B3 BaseCryptographic Requirements

FCS _CDP_EXT.1 allows the ST author to specify whether the TSF implements cryptographic functionality
itself or invokes the Operational Environment to perform cryptographic sensdpesifiad by other
requirements in the PPThe ST author will include the following requirements based on the selections
made. For each requirement, the ST author makes the appropriate selection for whether that
functionality is performed by cryptographic funatiothat are part of the TSF, or whether the TOE invokes
cryptographic functionality in the Operational Environment. If the same cryptographic function (e.g., AES
encryption) is performed by both the TOE and Operational Environment for different fundhemsthe
requirements will be iterated by the ST author.

FCS_CKM.1 Cryptographic Key Generation

FCS_CKM.1.1 Refinement: The TSFshall [selection: generate, invoke interfaces provided by
the Operational Environment to generajeasymmetric cryptographic keys in
accordance withhe specified key generation algorithm:
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Application Note:

[selection:

1 RSAschemeausing cryptographic key sizes of 2e4i8or greater that meet
the following:FIPS PUB 186X G5 A 3IA Gt {0BI Y 0E ENB LILIBHYWF
B.3;

 ECC scmeesusingd b L { ¢ OdzNI S-256, R8sa, 525 Ddl hekty ¥t
the following:FIPS PUB 186X G 5A3A Gl { A3yl G§dz2NB { Gy
B.4;

1 FFC schemes using cryptographic key sizes of-{2048 greater that meet
the following: FIPSPUB 186z A @8 Gt { A3yl GdzZNB { G yRI N
B.1

and specified cryptographkey sizegassignmentequivalent toor greater than

a symmetric key strength of 112 Hitbat-meetthefollowing-fassighmenistof
standards.

TheSTauthors should specify whether the TOE generates these keys or whether
the Operational Environment is used.

For keys used for authentication, only R&AECased selections are allowed.
The ST author will make clear in the ST which keys are usebabpurpose.

This component requires that the TSF or Operational Environment be able to
generate the public/private key pairs that are used for key establishment purposes

for the various cryptographic protocols (HTTPS, TLS, IPsec, SSH) used by the TOE.
If multiple schemes are supported, then tBd authorshould iterate this
requirement to capture this capabilitfhe scheme used will be chosen byShe
authorfrom the selection.

Since the domain parameters to be used are specified by the requireofighés
protocol in this PP, it is not expected that the TOE will generate domain
parameters, and therefore there is no additional domain parameter validation
needed when the TOE complies with the protocols specified in this PP.

The generated key strengtf 2048bit DSA and RSA keys need to be equivalent

to, or greater than, a symmetric key strength of 112 bits. See NIST Special
Publication 80p T2 dwSO2YYSYyRFGA2Yy F2NJ YSé& al yl
about equivalent key strengths.

Assurance Activity
TSS

The evaluator shall ensure that the TSS identifies the key sizes supported
ST specifies more than one scheme, the evaluator shall examine the 7
verify that it identifies the usage for each scheme.

Guidance
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The evaluator shallerify thatthe AGD guidanc@structs the administrator
how to configurethe TOEor OEto use the selectedtey generatiorscheme(s)
and keysize(s) for all cryptographic protocols defined in the Security Targ

Test

If this requirement is met by the TOE, thevaluator shall verify the
implementation of the key generation routines of the supported schemes u
the following tests:

Key Generation for FIPS PUB 18&SA Schemes

The evaluator shall verify the implementation of R@4 Generatioty the
TOE using thEeyGeneration test. This test verifies the ability of the TSF t
correctly produce values for the key components including the pt
verification exponent e, the private prime factors p and q, the public modt
n and the calculation of thprivate signature exponent d.

Key Pair generation specifies 5 ways (or methods) to generate the prime:
and g. These include:

a) Random Primes:
w tNRBGFOES LINRY
S

a
w tNROI Of LINRA Y S a

S
S
b) Primes with Conditions:

w tNAYSAa LMI LHZI Iprovabjerpimes) YR ||
w tNAYSE LM LMWZI [jmX FYR ljn aKIF €
shall be probable primes

w tNAYSEA LMZI LM [mMIljHE LI FYR |

To test the key generation method for the Random Provable primes meth
and for all thePrimes with Conditions methods, the evaluator must seed tt
TSF key generation routine with sufficient data to deterministically genere
the RSA key pair. This includes the random seed(s), the public exponent
the RSA key, and the desired key lengthr. €ach key length supported, th
evaluator shall have the TSF generate 25 key pairs. The evaluator shall v
0KS O2NNBOGySaa 2F (KS ¢{CQa AYLJ
by the TSF with those generated from a known good implementation.
Key Generation for Elliptic Curve Cryptography (ECC)

FIPS 18@ ECC Key Generation Test

For each supported NIST curve, i.e258, R384 and F521, the evaluator
shall require the implementation under test (IUT) to generate 10 private/pL
key pairsThe private key shall be generated using an approved random k

generator (RBG). To determine correctness, the evaluator shall submit th
generated key pairs to the public key verification (PKV) function of a knov
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good implementation.
FIPS 188 PubliKey Verification (PKV) Test

For each supported NIST curve, i.e2598, P384 and F521, the evaluator
shall generate 10 private/public key pairs using the key generation functic
a known good implementation and modify five of the public key valuglato
they are incorrect, leaving five values unchanged (i.e., correct). The evall
shall obtain in response a set of 10 PASS/FAIL values.

Key Generation for Fini#éield Cryptography (FFC)

The evaluator shall verify the implementation of the Param&@eneration
and the Key Generation for FFC by the TOE using the Parameter Generz
and Key Generation test. This test verifies the ability of the TSF to correc
produce values for the field prime p, the cryptographic prime q (dividity p
the cryptagraphic group generator g, and the calculation of the private ke
and public key y.

The Parameter generation specifies 2 ways (or methods) to generate the
cryptographic prime g and the field prime p:

w tNAYSa |j IyR L) akKlff o02GK 0S5 LJ
wPrimes g and field prime p shall both be probable primes

and two ways to generate the cryptographic group generator g:

U
U

NFG2NJ 3 O2yaiGNUzOGSR G KNRdz3 |
N} G2NJ 3 O

w DSY
w DSy 2y aidNHzOGSR (KNERdzA |

The Key generatiorpscifies 2 ways to generate the private key x:

w fSYyo6ljo oAG 2dziliai 2F w. D ¢ KSNB
w tSyoéljvo b cn 0AG 2 dzi LDdgerathd w. DX
and a +1 operation, where 1<= x<%q

The security strength of the RBG must be at least th#t@&ecurity offered
by the FFC parameter set.

To test the cryptographic and field prime generation method for the prova
primes method and/or the group generator g for a verifiable process,
evaluator must seed the TSF parameter generation rowtiitle sufficient data
to deterministically generate the parameter set.

For each key length supported, the evaluator shall have the TSF generat
parameter sets and key pairs. The evaluator shall verify the correctness ¢
¢{ CQa A YL} $omPafingvaluasygherdtadl by the TSF with thos
generated from a known good implementation. Verification must also con
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w I HI nZIwm

w ] RXMOARSa LI
w Jwl Y2ZR LIT M
w JwWwE Y2R LI T @&

for each FFC parameter set and key pair

Equivalency

Testing of theTOE may be performed on a subset of the platforms listed ir
TOR ST. Justification must be provided for those platforms that were excli
from testing.

FCS_CKMICryptographic Kelgstablishment

FCS CKK.1 Refinement:TheTSFhall[selection perform, invokeinterfaces provided by the
Operational Environment tgerform] key establishmentin accordance with a
specified cryptographic kegstablishmentalgorithm

[selection:

1 RSAbased key establishmensschemes that meet the following:NIST
SpecialPublication 80p ¢ . wS@AaAizy wmX awSuWe YYSYRI
YySe 9ailofAakKYSyid {OKSYS&a ! aAay3da LydS3aS

9 Elliptic curvebased key establishment schemes that meet the following:

NIST Special Publication 8@BA Revision 26 WS O2 YYSY RI A2y T2
2AaS YSe 9adrotAaKYSyd {OKSYSa | aAy3a 5

1 Finite fieldbased key establishment schemes that meet the following: NIST
Special Publication 8086A Revision2 awSO2YY S \P&EAWsa 2y T2 N
Key EstablishBy & { OKSYS&a ! aAy3 5A&0ONBGS [23F 1

1 Key establishment scheme using Diffidellman group 14 that meetsthe
following: RFC 3526, Section] 3;

I ing: assi I ;
Application Note: This is a refinement ahe SFR FCS_CKM.2 to deal with key establishment rather

than key distribution.The ST authors should specify whether the p&forms
the key establishment functioor whether the Operational Environment is used.

The ST author selects all key establishtnechemes usedor the selected
cryptographic protocols. For Diffigellman group 14, ST authors should make the
corresponding selection from the SFR instead of using the Finitebiskeld key
establishment selection.

The RSAased key establishment sahes are described in Section 9 of NIST SP
80056B Revision 1; however, Section 9 relies on implementation of other
sections in SP 8e®6B Revision 1.
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The elliptic curves used for the key establishment scheme correlate with the
curves specified in FCS_CKNI.

The domain parameters used for the finite fidddsed key establishment scheme
are specified by the key generation according to FCS_CKM.1.1

Assurance Activity
TSS

The evaluator shall ensure that the supported key establishment sche
correspondo the key generation schemes identified in FCS_CKM.1.1. If I
specifies more than one scheme, the evaluator shall examine the TSS to
that it identifies the usage for each scheme (including whether the TOE a
a sender, a recipient, or both)f DiffieHellman group 14 is selected fro
FCS_CKM.2.1, the TSS shall describe how the implementation meets RF
Section 3.

Guidance

The evaluator shall examine the AGD guidance to ensure it con
instructions for configuring the TOE or Operatb Environmento usethe
selectedkeyestablishment scheme(s)

Test

If this requirement is met by the TOE, the evaluator shall verify
implementation of thekey generatiomoutines of the supported schemes usi
the following tests:

SP80B6A Key Esiblishment Schemes

The evaluator shall verify a TOE's implementation of SB88(key agreemen
schemes using the following Function and Validity tests. These validation
for each key agreement scheme verify that a TOE has implementec
components 6 the key agreement scheme according to the specificatian
the Recommendation. These components include the calculation of the
primitives (the shared secret value Z) and the calculation of the derived ki
material (DKM) via the Key Derivation Etion (KDF). If key confirmation

supported, the evaluator shall also verify that the components of

confirmation have been implemented correctly, using the test procedt
described below. This includes the parsing of the DKM, the generatic
MACdaa and the calculation of MACtag.

Function Test

The Function test verifies the ability of the TOE to implement the
agreement schemes correctly. To conduct this test the evaluator shall gen
or obtain test vectors from a known good implementation of the T
supported schemes. For each supporteegykagreement schemkey
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agreement role combination, KDF type, and, if supported, key confirme
role- key confirmation type combination, the tester shall generate 10 set
test vectors. The data set consists of one set of domain parameter values
or the NIST approved curve (ECC) per 10 sets of public keys. These k
static, ephemeral or both depending on the scheme being tested.

¢KS S@Ffdzr 12N akKlff 20iGFAy (GKS 5)
and/or ephemeral), the MAC tag(g)d any inputs used in the KDF, such as
Other Information field Ol and TOE id fields.

If the TOE does not use a KDF defined in SB&A0the evaluator shall obtai
only the public keys and the hashed value of the shared secret.

The evaluator shalBSNA F& (G KS O2NNBOlySaa =
given scheme by using a known good implementation to calculate the st
secret value, derive the keying material DKM, and compare hashes or MA
generated from these values.

If key confirmationis supported, the TSF shall perform the above for e
implemented approved MAC algorithm.

Validity Test

¢CKS xFfARAGE (Sald OSNAFASAE GKS ¢
and invalid key agreement results with or without key confirmation. To con
this test, the evaluator shall obtain a list of the supporting cryptograj
functions inclded in the SP80B6A key agreement implementation t
determine which errors the TOE should be able to recognize. The eval
generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of de
including domain parameter values or NIST approwdsN@S a = (i K ¢
LJzof AO 1Seéaz GKS ¢h9oQa LJzoft A Ok LIND
the KDF, such as the other info and TOE id fields.

The evaluator shall inject an error in some of the test vectors to test that
TOE recognizes inilkey agreement results caused by the following fie
being incorrect: the shared secret value Z, the DKM, the other information
Ol, the data to be MACed, or the generated MACTag. If the TOE contai
full or partial (only ECC) public key vadiida, the evaluator will also individuall
AyaSOoid SNNBNB Ay 020K LI NILIASAQ a

1S8a YR GKS ¢hoQa adlidAaAO LINROSI G
public key validation function and/or the partial keglidation function (in EC
only). At least two of the test vectors shall remain unmodified and there
should result in valid key agreement results (they should pass).

The TOE shall use these modified test vectors to emulate the key agree
scheme ging the corresponding parameters. The evaluator shall compare
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¢hoQa NBadzZ 1a ¢6AGK GKS NBa&adzZ Ga d
that the TOE detects these errors.

SP8066B Key Establishment Schemes

If the TOE acts as a sender, the folloyvéissurance activity shall be perform:
to ensure the proper operation of every TOE supported combination of |
based key establishment scheme:

a) To conduct this test the evaluator shall generate or obtain test vec
from a known good implementation ohé TOE supported scheme
For each combination of supported key establishment scheme ar
options (with or without key confirmation if supported, for ea
supported key confirmation MAC function if key confirmation
supported, and for each supported ask generation function i
KTSOAEP is supported), the tester shall generate 10 sets of test ve
Each test vector shall include the RSA public key, the plaintext k
material, any additional input parameters if applicable, the Mac!
and MacTag ifdy confirmation is incorporated, and the outputte
ciphertext. For each test vector, the evaluator shall perform a
establishment encryption operation on the TOE with the same in|
(in cases where key confirmation is incorporated, the test shallhgse
MacKey from the test vector instead of the randomly genera
MacKey used in normal operation) and ensure that the output
ciphertext is equivalent to the ciphertext in the test vector.

If the TOE acts as a receiver, the followasgurance activiteshall be
performed to ensure the proper operation of every TOE suppol
combination of RShased key establishment scheme:

a) To conduct this test the evaluator shall generate or obtain test vec
from a known good implementation of the TOE supporsetiemes. Fo
each combination of supported key establishment scheme and its op
(with our without key confirmation if supported, for each supported k
confirmation MAC function if key confirmation is supported, and for e
supported mask generatiofunction if KTSOAEP is supported), the tes
shall generate 10 sets of test vectors. Each test vector shall include th
private key, the plaintext keying material (KeyData), any additional i
parameters if applicable, the MacTag in cases whereckefirmation is
incorporated, and the outputted ciphertext. For each test vector,
evaluator shall perform the key establishment decryption operation on
TOE and ensure that the outputted plaintext keying material (KeyDai
equivalent to the plaitext keying material in the test vector. In cas
where key confirmation is incorporated, the evaluator shall perform
key confirmation steps and ensure that the outputted MacTag is equive
to the MacTag in the test vector.
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b) The evaluator shall sare that the TSS describes how the TOE har
decryption errors. In accordance with NIST Special Publication58&)
the TOE must not reveal the particular error that occurred, either thro
the contents of any outputted or logged error message optlgh timing
variations. If KF®AEP is supported, the evaluator shall create sepa
contrived ciphertext values that trigger each of the three decryption e
checks described in NIST Special Publication58@0 section 7.2.2.3
ensure that each decrymn attempt results in an error, and ensure th
any outputted or logged error message is identical for each. IfKENS
KWS is supported, the evaluator shall create separate contrived ciphe
values that trigger each of the three decryption error chedescribed in
NIST Special Publication 8086B section 7.2.3.3, ensure that ea
decryption attempt results in an error, and ensure that any outputtec
logged error message is identical for each.

Diffie-Hellman Group 14

The evaluator shall verify th®@ 2 NNBE OlySaa 2F (KS
Diffie-Hellman group 14 by using a known good implementation for €
protocol selected in FTP_TRP.1/Admin, FTP_TRP.1/Join, FTP_ITI
FPT_ITT.1 that uses Diffiellman group 14

Equivalency

Testing of theTOE may be performed on a subset of the platforms listed ir
TOR ST. Justification must be provided for those platforms that were excli
from testing.

FCS_CKM_EXT.1(3) Key Generation for Key Encryption Keys (TOE Key Archival)

FCS_CKM_EXT.1.1(3Yhe TSF shall be able [gelection:generate invokeinterfaces provided by the
Operational Environment to generjte[selection: asymmetric KEKs of
[assignment: security strength greater than or equal to 112 bits] security strength,
symmetric KEKs eize[selection: 12&it, 256-bit]] using

[selection:

1 an Operational Environmentrovided mechanism that combines Key Shares
and produces a KEK

1 a TSkrovided mechanism that combinkgy Sharem a way that preserves
the effective entropy of each factor by [selection:

(0]
(0]
(0]

(0]

polynomial interpolatio®  a SR 2y { KAYANRAa &SONXBI
3S2YSONRO O2yaidNHzOGAZzY oFasSR, 2y .t
encryptinga shared secret with multiplpublic keys using a threshold
cryptographic scheme

computing Chinese Remaindewsa a AsmutkBloom threshold secret

sharing scheme,

[assignment: a secure, threshdddsed secret sharing schefhe

a
1



for the archivalnd recoveryof TOE keys from two or moshares according to
a key sharing mechanism.

Application Note: This SFR is included when the third selection in FPT_SKY_EXT.1 indicates that a
G1Se akKkFNAYy3a YSOKFyAayYa Ay I OO02NRIYyOS
specifies how the KEK that will be usedrotect the keys listed in FPT_SKY_EXT.1
is generated from two or more shares. The generation of the shares themselves
is specified in FCS_CKM_EXT.1(4), which the ST author includes whenever this SFR
is included in the STLhe key that is generated liyis requirement is used by the
mechanisms specified in FCS_CKM_EXT.6 to protect the keys specified in
FPT_SKY_EXT.1.

In the first selectionthe ST author chooses whether the TOE performs the
operation or whether it invokes interfaces in the Operatidaavironment for the
functionality.

The second selection indicates if the KEK generated is asymmetric or symmetric.

If an asymmetric KEK is generated, then the ST author specifies the security
strength of the mechanism in terms of the number of bits

If a ymmetric KEK is generated, the number of bits of the KEK is specified in the
third selection.

For thefourth selectionidentify the key sharingnechanism usd and reference
analysis that documents the basis for the security and entropy preservations.

Assurance Activity
The evaluator shall ensure the TSS describes the mechanisntougederate

a KEK from the key shares and identifies the cryptographic provider used

If this requirement is met by the TOE, thére evaluator shall ensure the T
identifies analysis to prove that the entropy of the KEK

FCS_CKM_EXT.1(4) Generatfdfey Shares

FCS_CKM_EXT.4)( TheTSFshall be able tdselection:generate invokeinterfaces provided by the
Operational Envonment to generatgkey sharesof strength [greater thanor
equal to the security strength of the KEK defined in FCS_CKM_RBXdr.1(@
key sharing mechanism indicated in FCS_CKM_EXT.1(3)

Assurance Activity
TSS

The evaluator shall review the TSS to confirm that the key share mechian
described If the TSF generates the key shares (the first item in the selecti
chosen), the evaluator shall review the TSS to confirm that the genel
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shares are greatehtan or equal to the security strength of the KEK define
FCS_CKM_EX®BL

FCS CKM_EXT.4 Cryptographic Key Destruction

FCS_CKM_EXT.4.1 The TSEhall[selection:destroy invoke interfaces provided by the Operational
Environment to destrg@yall cryptographic keys and critical security parameters
which are not permanently protected from export by hardware when no longer
required, in accordance with the specified cryptographic key destruction method

[selection
9 by clearing the KEK encrypting the target key,
1 for volatile memory, the destruction shall be executed by a [selection:

0 single direct overwrite consisting of [selectlon
A apseudeNI yR2Y LI GGSNYy dzaay3da GKS ¢{CQa
A zeroes,

A ones,
A anew value of a key,
A [assignment: some value that does not contain any CSP]],

o removal of power to the memory,

o destruction of reference to the key directly followed by a request for
garbage collection],

1 for nonvolatile memory that consists of the invocation of an interface
provided by the underlying platform that [selection:

0 logically addresses the storage location of the key and performs a
[selection: single, [assignment: ST autbefined multipass]] direct
overwrite consisting of [selection:

A apseuderandom patternusingts ¢ { CQa w. DX
A zeroes,

A ones,

A anew value of a key,

A [assignment: some value that does not contain any CSP]],

0 instructs the underlying platform to destroy the abstraction that
represents the key]

FCS_CKM_EXT.4.2 The TSF shdkelection:destroy invokeinterfaces provided by the Operational
Environment to destrgyall plaintext keying material cryptographic security
parameters when no longer needed.

Application Note: The interface referenced in the requirement could take different forms, the most
likely of which is an application programming interface to an OS kernel. There may
be various levels of abstraction visible. For instance, in a given implementation
the application may have access to the file system details and may be able to
logically addressspecific memory locations. In another implementatitime
application may simply have a handle to a resource and can only ask the platform
to delete the resource. The level of detail to which the TOE has access will be
reflected in the TSS section of tB&.
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This means that the TOE uses some other specified data not drawn from an RBG
meeting FCS_RBG_EXT requirements, and not being any of the particular values

listed as other e SO A2y 2LJiA2yad ¢KS LRAYID

2F (K

/I{tQ Aa (G2 SyadNB (KFId GKS 20SNBNRUGSY

FNRY | 3ISYySNrf WwWLR2fQ (KFG YAIKIDG
requres confidentiality protectio.

o2y il

Key destruction does not apply to the public component of asymmetric key pairs.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes each of the
keys (keys used for symmetric encryption), private keys, and crigcakisy
parameters; when they are destroyed (for example, immediately after use
system shutdown, etc.); and the type of destruction procedure tha
performed (overwrite with zeros, overwrite three times with random patte
etc.). If different typesof memory are used to store the materials to |
protected, the evaluator shall examine the TSS to ensure it describe:
destruction procedure in terms of the memory in which the data are store

Guidance

The evaluator shall examine the AGD guidanceetwsure it contains
instructions for configuring the TOE to support the required key destruc
functionality.

Test

If this requirement is met by volatile memory in the TOE boundhs/decond
item in the secondelection of FCS_CKM_EXT.4.1), the evalsatll attempt
to perform the following tests:

 Test 1: The evaluator shall utilize appropriate combinations
specialized operational environment and development to
(debuggers, simulators, etc.) for the TOE and instrumented TOE |
to test that keys are cleared correctly, including all internagelcopies
of the key that may have been created internally by the TOE dt
normal cryptographic processing with that key.

Cryptographic TOE implementations in software shall be loaded
exercised under a debugger to perform such tests. The evalshait
perform the following test for each key subject to clearing, incluc
intermediate plaintext copies of keys that are subsequently encryj
for storage by the TOE:

1. Load the instrumented TOE build in a debugger.

2. Record the value of the key in th©IE subject to clearing.
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3. Cause the TOE to perform a normal cryptographic processing
the key from #1.

4. Cause the TOE to clear the key.
5. Cause the TOE to stop the execution but not exit.

6. Cause the TOE to dump the entire memory footprint of the ~
into a binary file.

7. Search the content of the binary file created in #4 for instance
the known key value from #1.

The test succeeds if no copies of the key from #1 are found in step #7 ¢
and fails otherwise.

The evaluator shall perform this test al keys, including those subsequen
encrypted for storage, to ensure plaintext intermediate copies are clearec

1 Test 2: (Conditional) In cases where the TOE is implemente
firmware and operates in a limited operating environment that dc
not allow the use of debuggers, the evaluator shall utilize a simul.
for the TOE on a general purpose operating system. The evaluatol
confirm that keys can be tracked and that destruction occurs.
evaluator shall provide a rationale explaining the instamtation of
the simulated test environment and justifying the obtained te
results.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
TOR ST. Justification must be provided for those platforms that were excli
from testing.

FCS_CKM_EXT.5 Public Key Integrity

FCS CKM_EXT.5.1 The TSF shdlelectionprotect, invoke interfaces in the Operational Environment
to proteci public keys used to meet CA requiremerggainst undetected
modification through the use dielection: digital signatures (in accordance with
FCS_COP.1)j2keyed hashes (in accordance with FCS_CORPR.1(4))

FCS_CKM_EXT.5.2 The pelection: digital signature, keyed hasised to protect a public key shall be
verified upon each access to the key.

Application Note: This SFR is included when the second selection in FDP_STG_EXT.1.1 is chosen, and
applies to the public keys listed in that SHRintegrity protection is provided
entirely by the OE with no interaction from the TOE (and that is the only method
of protecting the public keys), then FDP_STG_EXT.1 should not be claimed in the
ST, and instead OE.PUBLIC_KEY_PROTECTION shouleténnbri®T.
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The first item in the first selection is chosen when the TSF performs the
cryptographic operation in the secd selection itself. If the OE performs the
cryptographic operation (calculation of the digital signature or keyed hash), the
ST athor chooses the second item in the first selection. In either case, the TSF is
the entity responsible for checking the public key on each access and taking
actions on integrity failures.

¢KS {¢ FdziK2NJ aSt SOGa aAyl SiaRITIFRS.1Fl A f dzNJ
this SFR is included in the ST.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes each applicable
key, where it is stored and protectedhe purpose of the public key, th
mechanism used to protect the public key from undetected modification,
the method (for each public key) by which the integrity of the key is checki
accordance with FCS_CKM_EXT.5.2.

Guidance

There are no AGRssurance activities for this requirement beyond whai
necessary to satisfy the requirements in [CEM].

Test

NOTE: It might not be possibledwectlyaccessertainpublic keys via the TC
interfacein a way that is needed to perform the test beldfthat is the case.
then the evaluator must describfer each applicable kethe interface and
indicate why the interface does not allow access to the public keys.

For each public key identified in the TSS, the evaluator shall perforn
following test:

I Test 1: The evaluator shall attempt to violate the protection of a pu
key to verify that the action specified in FCS_CKM_EXT.5.2 occurs

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed i
TOR ST. Justificatiomust be provided for those platforms that were exclud
from testing.

FCS_CKM_EXT.6 TOE Key Archival

FCS_CKM_EXT.6.1 The TSF sha#idlectionprovide, invoke interfaces in the Operational Environment
to providd a mechanism to protecTOE secret and private keys required for
continuity of operationsand [selection: user private keys, no other Heys



FCS_CKM_EXT.6.2

FCS_CKM_EXT.6.3

FCS_CKM_EXTW6.

FCS_CKM_EXT.6.5

Application Note:

The TSF shallsdlection be able to, invoke interfaces in the Operational
Environment to be able j@xportthe protectedkeys (in FCS_CKM_EXT.td)
the purpose of archival in encrypted form

The TSF shallsdlection be able to, invoke interfaces in the Operational
Environment to be able jomport protected keys (in FCS_CKM_EXT.6.1) for the
purpose ofcontinued operations after failure.

The TSF shafiglectionencrypt, invoke interfaces in the Operational Environment
to encrypi the keys specified in FCS_CKM_EXT.6.1 in accordandselgtttion
FCS_COP.1{1FCSCKM.]1 using the KEK generated in accordance with
FCS_CKM_EXT.1(3).

The TSF shafidlectiondecrypt invoke interfaces in the Operational Environment
to decrypi the keys specified in FCS_CKM_EXT.6.1 in accordanceelgtttipn
FCS_COP.1(15CS_CKM.1using the KEK generated in accordance with
FCS_CKM_EXT.1(3).

This requiremeni & NXBIj dZA NBR ¢KSy WwW{Seé aklINARy3
FPT_SKY_EXT.1., andures that the archival of any keys required for continuity

of operations (e.g., signature keys used to sign CRLs) from the TOE involves
encryption of those keys using KEKs that were derived using key sharing
mechanisms as specified in FCS_CKM_EXT.1(3).

Assurance Activity
TSS

The evaluator shall examine the TSS to verify that it lists the keys the
archived the encryption method (key size and mode) usadd that the
method of archival is described.

Guidance

The evaluator shall verify that the operational guidance provides instruct
on how to perform this functior(protection and export of the keys to b
archived)n a manner that is consistent with its description in the Baspects
of the archive fundbn are configurable, the evaluator shall confirm that t
operational guidance describes the various configuration options.

FCS_COP.1(1) Cryptographic Operation (AES Encryption/Decryption)

FCS_COP.1.1(1)

Refinement: The TSFshall [selection: perform, invoke interfaces in the
operational environment to perforrh[encryptionand decryptiohin accordance
with a specified cryptographic algorithm

[selection:

1 AESCBC (as defined in NIST SP-888) mode
1 AESCCM (as defined in NIST SP-38C) mode,
1 AESGCM(as defined in NIST SP 8388D) mode,
1 AESXTS (as defined in NIST SP-88&) mode,
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Application Note:

1 AES Key Wrap (KW8s defined in NIST SP 888F) mode
1 AES Key Wrap with Padding (KWP) (as defined in NIST SB88)@nod¢

and cryptographic key sifeelection: 12&bit, 256-hbit] that-meet-thefollowing:
[assi lict of arcl

For thethird selection oFCS_COP.1.1(1he ST authoshould choose the mode
or modes in which AES operates. Forftheth selection, theST authorshould
choose the key sizes besides-b8hat are supported by this functionality.

This SFR is in support of multiple TOE encryption requirement€BRESS used

for encryption only, AESCM and AEGCM for encryption and authentication,
AESXTS foencryption only, and AES Key Wrap and AES Key Wrap with Padding
for key wrappinglt is necessary for the ST author to ensure that the selected AES
modes and key sizes are consistent with the claims made in any of the selection
based cryptographic protol(e.g. if FCS_IPSEC_EXT.1 is selected, CBC and/or
GCM must be selected depending on the selections made in FCS_IPSEC_EXT.1.4).

Assurance Activity
TSS

Regardless of whether the requirement is met by the TSF or the T
conjunction with the TOBPlatform, the evaluator shall examine the TSS
ensure that all key encryption and decryption functions use the apprc
algorithms, modes, and key sizes

Guidance

The evaluator shall examine the AGD guidance to ensure it con
instructions for configring the TOE or the TOE in conjunction with -
Operational Environment for the required encryption algorithms ¢
associated modes and key sizes.

Test

The following tests shall be performed for functionality implemented by
TSF.

AESCBC Tests
AESCRC Known Answer Tests

There are four Known Answer Tests (KATS), described below. In all KA
plaintext, ciphertext, and IV values shall be 4#8blocks. The results fror
each test may either be obtained by the evaluator directly or by supplying
inputs to the implementer and receiving the results in response. To deteri
correctness, the evaluator shall compare the resulting values to those obt:
by submitting the same inputs to a known good implementation.

KATL1. To test the encrypt functionality of AEBC, the evaluator she
supply a set of 5 plaintext values for each key size selected and ¢



the ciphertext value that results from AEBC encryption of the give
plaintext using a key value of all zeros amd I¥ of all zeros. Fiv
plaintext values shall be encrypted with anadros key of length eque
to the selected key size, for each key size selected..

To test the decrypt functionality of AEBC, the evaluator she
perform the same test as for encryptsing the ciphertext values ¢
input and AEEBC decryption.

KAT2. To test the encrypt functionality of AEEBC, the evaluator she
supply a set of 5 key values for each key size selected and obta
ciphertext value that results from AEBC encption of an aHzeros
plaintext using the given key value and an IV of all zeros. Five ¢
keys shall be of length equal to the selected key size, for each ke
selected.

To test the decrypt functionality of AEBC, the evaluator she
perform thesame test as for encrypt, using anzro ciphertext value
as input and AESBC decryption.

KAT3. To test the encrypt functionality of AEEBC, the evaluator she
supplya set of key values described below for each key size sele
and obtain the @hertext value that results from AES encryption of
all-zeros plaintext using the given key value and an IV of all zeros
keys in each set shall have the same length as the selected key si
each key sizé\. Keyl in each set shall have the tefost | bits be ones
and the rightmosN-I bits be zeros, fofin [1,N].

To test the decrypt functionality of AESBC, the evaluator shall supg
the two sets of key and ciphertext value pairs described below
obtain the plaintext value that resultsdm AESCBC decryption of thi
given ciphertext using the given key and an IV of all zeros. Each
key/ciphertext pairs shall havid Nbit key/ciphertext pairs, and the
second set of key/ciphertext pairs for selected key $iz&eyi in each
set shdl have the leftmost bits be ones and the rightmost-I bits be
zeros, forin [1N]. The ciphertext value in each pair shall be the ve
that results in an alkeros plaintext when decrypted with it
corresponding key.

KAT4. To test the encrypt fun@bnality of AESCBC, the evaluator she
supply the set of 128 plaintext values described below and okt
ciphertext values that result from AEBC encryption of the give
plaintext using a key value of all zeros of length equal to the sele
key sizawith an IV of all zeros for each key size selected. Plaintext\
I in each set shall have the leftmolsbits be ones and the rightmos
128 bits be zeros, fokin [1,128].

To test the decrypt functionality of AEBC, the evaluator she
perform the same test as for encrypt, using ciphertext values of
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same form as the plaintext in the encrypt test as input and-8B6
decryption.

AESCBC MultBlock Message Test

The evéuator shall test the encrypt functionality by encrypting ahlock
message where 11<=10. The evaluator shall choose a key, an IV and plair
message of length blocks and encrypt the message, using the mode tc
tested, with the chosen key and.IVhe ciphertext shall be compared to tl
result of encrypting the same plaintext message with the same key and IV
a known good implementation.

The evaluator shall also test the decrypt functionality for each mode
decrypting an-block message whie 1 <l <=10. The evaluator shall choose
key, an IV and a ciphertext message of lengibcks and decrypt the messag
using the mode to be tested, with the chosen key and IV. The plaintext sh
compared to the result of decrypting the same ciplest message with the
same key and IV using a known good implementation.

AESCBC Monte Carlo Tests

The evaluator shall test the encrypt functionality using a set of 100 plain
IV, and key 3uples for each selected key size. The plaintext and \ésaall
be 128bit blocks. For each-®iple, 1000 iterations shall be run as follows:

# Input: PT, IV, Key
for =1 to 1000:
if |==1:
CT[1] = AEEGBCEnNcrypt(Key, IV, PT)
PT =1V
else:
CTIi] = AEEBCENcrypt(Key, PT)
PT = CTHi]

Theciphertext computed in the 1% iteration (i.e., CT[1000]) is the result f
that trial. This result shall be compared to the result of running 1000 iterat
with the same values using a known good implementation.

The evaluator shall test the decryfiinctionality using the same test as fi
encrypt, exchanging CT and PT and replacingCE&E&Encrypt with AEEBC
Decrypt.

AESCCM Tests

The evaluator shall test the generati@mcryption and decryptiowerification
functionality of AE®CM for the followng input parameter and tag lengths:
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Each selected key length

Two payload lengths One payload length shall be the shorte
supported payload length, greater than or equal to zero bytes.
other payload length shall be the longest supported payloadjtlken
less than or equal to 32 bytes (256 bits).

Two or three associated data length®ne associated data length sh.
be 0, if supported. One associated data length shall be the sho
supported payload length, greater than or equal to zero bytes. !
associated data length shall be the longest supported payload lel
less than or equal to 32 bytes (256 bits). If the implemental
supports an associated data length of 216 bytes, an

Nonce lengths All supported nonce lengths between 7 and 13 by
inclusive, shall be tested.

Tag lengthsAll supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 k
shall be tested.

To test the generatio®ncryption functionality of AESCMP, the evaluato
shall perform the following four tests:

Test 1 For EACH supported key and associated data length anc
supported payload, nonce and tag length, the evaluator shall su
one key value, one nonce value and 10 pairs of associated dat:
payload values and obtain the resulting ciphertext.

Test 2For EACH supported key and payload length and ANY supg
associated data, nonce and tag length, the evaluator shall supply
key value, one nonce value and 10 pairs of associated data and pz
values and obtain the resulting ciphertext.

Test 3 Fao EACH supported key and nonce length and ANY supps
associated data, payload and tag length, the evaluator shall suppl
key value and 10 associated data, payload and nonce valuplé&s
and obtain the resulting ciphertext.

Test 4 For EACH supported key and tag length and ANY supp
associated data, payload and nonce length, the evaluator shall st
one key value, one nonce value and 10 pairs of associated dat:
payload values and obtain the resulting ciphertext.

To determne correctness in each of the above tests, the evaluator ¢
compare the ciphertext with the result of generati@mcryption of the same
inputs with a known good implementation.

To test the decryptiosverification functionality of AESCM, for EACI
combination of supported associated data length, payload length, nc
length and tag length, the evaluator shall supply a key value and 15 n
associated data and ciphertextt@ples and obtain either a FAIL result ol



PASS result with the decrypted pagtl. The evaluator shall supply 10 tupl
that should FAIL and 5 that should PASS per set of 15.

Additionally, the evaluator shall use tests from the |IEEE 80221362r6
documentdt N2 LI2aSR ¢Sad @SOG2NAR F2NJ L
2002, Sectin 2.1 AEECMP Encapsulation Example and Section 2.2 Addit
AES CCMP Test Vectors to further verify the IEEE 82@0Flimplementation
of AESCCMP.

AESGaloid Counter Mode (GCM) Monte Carlo Test

The evaluator shall test the authenticated encryptdtianality of AESSCM for
each combination of the following input parameter lengths:

Each selected key length

Two plaintext lengths One of the plaintext lengths shall be a Fraro
integer multiple of 128 bits, if supported. The other plaintext len:
shall not be an integer multiple of 128 bits, if supported.

Three AAD lengthsOne AAD length shall be 0, if supported. One /
length shall be a noemero integer multiple of 128 bits, if supporte:
One AAD length shall not be an integer multiple of 12&,bit
supported.

Two IV lengthsIf 96 bit IV is supported, 96 bits shall be one of the 1
IV lengths tested.

The evaluator shall test the encrypt functionality using a set of 10
plaintext, AAD, and IV tuples for each combination of parameter |enajblove
and obtain the ciphertext value and tag that results from -AFEM
authenticated encrypt. Each supported tag length shall be tested at least
per set of 10. The IV value may be supplied by the evaluator or
implementation being tested, as Igras it is known.

The evaluator shall test the decrypt functionality using a set of 10
ciphertext, tag, AAD, and IV-tples for each combination of paramete
lengths above and obtain a Pass/Fail result on authentication and
decrypted plaintextfiPass. The set shall include five tuples that Pass anc
that Falil.

The results from each test may either be obtained by the evaluator direct
by supplying the inputs to the implementer and receiving the result:
response. To determine correctsg the evaluator shall compare the resulti
values to those obtained by submitting the same inputs to a known ¢
implementaton.

XTSAES Monte Carlo Test

The evaluator shall test the encrypt functionality of AES for eact
combination of the following input parameter lengths:
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Each selected key length

Three data unit (i.e., plaintext) lengthsOne of the data unit length
shall be a nofzero integer mulple of 128 bits, if supported. One (
the data unit lengths shall be an integer multiple of 128 bits
supported. The third data unit length shall be either the long
supported data unit length or 216 bits, whichever is smaller.

Using a set of 100 ke plaintext and 12&it random tweak value -8uples and
obtain the ciphertext that results from X7&ES encrypt.

The evaluator may supply a data unit sequence number instead of the t
value if the implementation supports it. The data unit sequence loeims a
basel0 number ranging between 0 and 255 that implementations convel
a tweak value internally.

The evaluator shall test the decrypt functionality of YNESS using the sam
test as for encrypt, replacing plaintext values with ciphertext vahme$s XTS
AES encrypt with XJ&ES decrypt.

AES Key Wrap (AESV) and Key Wrap with Padding (AKSV/P) Test

The evaluator shall test the authenticated encryption functionality of-K®BE
for EACH combination of the following input parameter lengths:

Each selected key length

Three plaintext lengthsOne of the plaintext lengths shall be two ser
blocks (128 bits). One of the plaintext lengths shall be three -s
blocks (192 bits). The third data unit length shall be the long
supported plaintext legth less than or equal to 64 setiocks (4096
bits).

Using a set of 100 key and plaintext pairs and obtain the ciphertext that re
from AESKW authenticated encryption. To determine correctness,
evaluator shall use the AEK3W authenticateeencrypion function of a known
good implementation.

The evaluator shall test the authenticatei@cryption functionality of AEERW
using the same test as for authenticatedcryption, replacing plaintext value
with ciphertext values and ABSN authenticateeencryption with AESKW
authenticateddecryption.

The evaluator shall test the authenticatethcryption functionality of AERWP
using the same test as for AK®/ authenticateeencryption with the following
change in the three plaintext lengths:

One plaintextiength shall be one octet. One plaintext length shall
20 octets (160 bhits).

One plaintext length shall be the longest supported plaintext ler
less than or equal to 512 octets (4096 bits).
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The evaluator shall test the authenticateiécryption functonality of AEEKWP
using the same test as for AK®/P authenticategéncryption, replacing
plaintext values with ciphertext values and ARSP authenticategncryption
with AESKWP authenticatediecryption.

Equivalency

Testing of the TOE may be performadasubset of the platforms listed in tF
¢ h 9Sm.dustification must be provided for those platforms that were exclt
from testing.

FCS_COP.1(2) Cryptographic Operation (Cryptographic Signature)

FCS_COP.1.1(2)

Application Note:

Refinement: The TSF shall [selection: perform, invoke interfaces in the
operational environment to perforrh [cryptographic signature servidesn
accordance with the following specified cryptographic algorithsslection:

1 RSA Digital Signature Algorithm (rDSA) with a key size (modulus) of
[assignment: 2048 bits or greatef that meets FIP®UB 1861 = G5 A IA G| f
{ A3y Gdz2NE {GF yRINRE X
9 Elliptic Curve Digital Signature Algorithm (ECDSA) with a key size of 256 bits
or greater that meets FIPS PUB 186 G 5A3JA Gt { A3y G dzNB
GbL{¢aABIR384 and [selection: B21, no other curves] (as
definedin FIPSPUB 186> G 5A3IAGEHE {A3JYylFddzNBE {dF yRI
9 Digital Signature Algorithm (DSA) with a key size (modulus) of 2048 bits or
greater, that meets FIPBUB 181X da5AJA G REapd I G dzNB
cryptographickey sizes [assignment—cryptographic key sizesl - that meet the
following:fassignment:list of standards]

The ST should specify whether the TOE performs the algorithms, or whether the
TOE in combination with the Operational Environment is used.

The ST authorshould choose the algorithm implemented to perform digital
signatures; if more than one algorithm is available, this requirement (and the
corresponding FCS_CKM.1 requirement) should be iterated to specify the
functionality. For the algorithm chosen, th&T author should make the
appropriate assignments/selections to specify the parameters that are
implemented for that algorithm.

For elliptic curvdbased schemes, the key size refers to thedbthe order of the
base point.As the preferred approach fatigital signatures, ECDSA will be
required in future publications of this PP.

Assurance Activity
TSS

Regardless of whether the requirement is met by the TSF or TOE platforr
evaluator shall examine the TSS to ensure thasighature generation ant
verification functionause the approved algorithms and key sizes.
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Guidance

The evaluator shall examine the AGD guidance to ensure it con
instructions for configuring the TOE or the TIE in conjunction with
Operational Environment for the require@sature algorithms and associate
modes and key sizes.

Test

The following tests shall be performed for functionality implemented by
TSF.

Key Generation:
Key Generation for RSA Signature Schemes

The evaluator shall verify the implementation of RSA &egeration
by the TOE using the Key Generation test. This test verifies the ¢
of the TSF to correctly produce values for the key compon
including the public verification exponent e, the private prime fact
p and g, the public modulus n and thmlculation of the private
signature exponent d.

Key Pair generation specifies 5 ways (or methods) to generate
primes p and g. These include:

 Random Primes:
o Provable primes
o Probable primes
1 Primes with Conditions:

o Primes p1, p2, q1,92, p and q shall all be prove
primes

o Primespl, p2, q1, and g2 shall be provable primes
p and g shall be probable primes

o Primes p1, p2, q1,92, p and g shall all be probe
primes

To test the key generation method for the Rand&rovable primes
method and for all the Primes with Conditions methods, the evalui
must seed the TSF key generation routine with sufficient date
deterministically generate the RSA key pair. This includes the rar
seed(s), the public exponent of tiIRSA key, and the desired key leng
For each key length supported, the evaluator shall have the
generate 25 key pairs. The evaluator shall verify the correctness ¢
¢{CQa AYLX SYSyidalIdAaz2y o6& O2YLI

those generatd from a known good implementation.

ECDSA Key Generation Tests
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FIPS 188 ECDSA Key Generation Test

For each supported NIST curve, i.e298, P384 and F521, the
evaluator shall require the implementation under test (IUT)
generate 10 private/public éy pairs. The private key shall |
generated using an approved random bit generator (RBG).
determine correctness, the evaluator shall submit the generated
pairs to the public key verification (PKV) function of a known g
implementation.

FIPS 184 Public Key Verification (PKV) Test

For each supported NIST curve, i.e298, R384 and F521, the
evaluator shall generate 10 private/public key pairs using the
generation function of a known good implementation and modify f
of the public key vales so that they are incorrect, leaving five vall
unchanged (i.e., correct). The evaluator shall obtain in response
of 10 PASS/FAIL values.

ECDSA Algorithm Tests
ECDSA FIPS 18&ignature Generation Test

For each supported NIST curve (i.e298,P-384 and P521) and SH/
function pair, the evaluator shall generate 10 1d8tlong message:
and obtain for each message a public key and the resulting sign:
values R and S. To determine correctness, the evaluator shall us
signature verificatia function of a known good implementation.

ECDSA FIPS 18&ignature Verification Test

For each supported NIST curve (i.e298, P384 and F521) and SH/
function pair, the evaluator shall generate a set of 10 1BR4
message, public key and signatimples and modify one of the value
(message, public key or signature) in five of the 10 tuples.
evaluator shall obtain in response a set of 10 PASS/FAIL values.

RSA Signature Algorithm Tests

Signature Generation Test

The evaluator shall verify the ifgmentation of RSA Signatul
Generation by the TOE using the Signature Generation Tes
conduct this test the evaluator must generate or obtain 10 mess:
from a trusted reference implementation for each modulus size/¢
combination supported by the FSThe evaluator shall have the Tt
use their private key and modulus value to sign these messages.

¢CKS S@lIftdzad G6§2NJ aKIFff @GSNATe (K
known good implementation and the associated public keys to v«
the signatures.



Signature Verification Test

The evaluator shall perform the Signature Verification test to verify
FoAfAdGe 2F GKS ¢h9 G2 NBO23y
signatures. The evaluator shall inject errors into the test vec
produced during theSignature Verification Test by introducing errc
in some of the public keys e, messages, IR format, and/or signat
The TOE attempts to verify the signatures and returns succes
failure.

The evaluator shall use these test vectors to emulate theasige verification
test using the corresponding parameters and verify that the TOE detects
errors.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

FCS_COP.1(3) Cryptographic Operation (Cryptographic Hashing)

FCS_COP.1.1(3)

Application Note:

Refinement: The TSF shall [selection: perform invoke interfaces in the
operational environment to perforrh [cryptographic hashing servidesn
accordance with a specified cryptographic algorittsmlection: SHA, SHA256,
SHA384, SHA127] and message digest sizgselection: 160, 256, 384, 5]LRits
that meet the following{FIPSPub 185 & { SOdzNB . aK { GF yRI NR

In future versions of this document, SHMay be removed as an option. SHA

for generating digital signatures was disallowed after December 2013, and SHA
1 for verification of digital signatures is strongly discouraged as there may be risk
in accepting hese signatures.

The selection of the hashing algorithm must correspond to the selection of the
message digest size; for example, if GH& chosen, then the only valid message
digest size selection would be 160 bits.

The TSF hashing functions canif@lemented in one of two modes. The first
mode is the byteriented mode. In this mode the TSF only hashes messages that
are an integral number of bytes in length; i.e., the length (in bits) of the message
to be hashed is divisible by 8. The second nmtlee bitoriented mode. In this
mode the TSF hashes messages of arbitrary length. As there are different tests for
each mode, an indication is given in the following sections for tharieited vs.

the byteorientedtest modes

Assurance Activity

TSS
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Regardless of whether the requirement is met by the TSF or TOE platforr
evaluator shall examine the TSS to ensure thatha#ih functionsuse the
approved algorithms, modes and key sizes

Guidance

The evaluator shall examine the AGD guidancensure it documents how tc
configure the TOE or the TOE in conjunction with the Operational Environ
for the required hash sizes. The AGD guidance shall also include instru
for disabling deprecated algorithms.

Test

If this requirement is met byhie TOE, the evaluator shall perform all of t
following tests for each hash algorithm implemented by the TSF and us
satisfy the requirements of this PP.

Short Messages TestBit-oriented Mode

The evaluator shall devise an input set consisting of medsages, where m |
the block length of the hash algorithm. The length of the messages r
sequentially from O to m bits. The message text shall be pseudorand
generated. The evaluator shall compute the message digest for each ¢
messages and enre that the correct result is produced when the messa
are provided to the TSF.

Short Messages TestByte-oriented Mode

The evaluator shall devise an input set consisting of m/8+1 messages, wr
is the block length of the hash algorithm. The lengfithe messages rang
sequentially from O to m/8 bytes, with each message being an integral nui
of bytes. The message text shall be pseudorandomly generated. The eva
shall compute the message digest for each of the messages and ensur
the carect result is produced when the messages are provided to the TSI

Selected Long Messages TedBit-oriented Mode

The evaluator shall devise an input set consisting of m messages, wher
the block length of the hash algorithm. The length of the ithssage is 512
PhFAZI KSNE M X A X Y® ¢KS YSaal
The evaluator shall compute the message digest for each of the message
ensure that the correct result is produced when the messages are provid
the TSF.

Sekcted Long Messages TesByte-oriented Mode

The evaluator shall devise an input set consisting of m/8 messages, wher
the block length of the hash algorithm. The length of the ith message is ¢
YFDOPPFAZ G6KSNBE ™M X A XK Y pseudoranddrsly
generated. The evaluator shall compute the message digest for each ¢
messages and ensure that the correct result is produced when the mes
are provided to the TSF.



Pseudorandomly Generated Messages Test

1 This test is fobyte-oriented implementations only. The evaluator sh
randomly generate a seed that is n bits long, where n is the leng
the message digest produced by the hash function to be tested.
evaluator shall then formulate a set of 100 messages and &tedc
digests by following the algorithm provided in Figure 1 of [SHAVS]
evaluator shall then ensure that the correct result is produced w
the messages are provided to the TSF.

Equivalency

Testing of the TOE may be performed on a subset of théoptas listed in the
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

FCS_COP.1(4) Cryptographic Operation (Kiegsld Message Authentication)

FCS_COP.1.1(4)

Application Note:

Refinement: The TSF shall [selection perform, invoke interfaces in the
operational environment to perforrh [keyed hash message authenticafian
accordance with a specified cryptographic algorithiMAG[selection: SHA,
SHA256, SHA384, SHAL2), key size assignment:key size (in bits) used in
HMAQ, and message digest sizdselection: 160, 256, 38412 bits that meet
the following:[FIPS Pub 19BdThe Keyed Hash Message Authentication €0ble
FIPSPub18® & { SOdz2NB 4. aK {{l yRI NR

The intent othis requirement is to specify the keyed hash message authentication
function used when used for key establishment purposes for the various
cryptographic protocols used by the TOE (e.g., trusted channel). The hash
selection must support the message digeste selection. The hash selection
should be consistent with the overall strength of the algorithm used for
FCS_COP.1(1).

In future versions of this document, SHAay be removed as an option. SHA

for generating digital signatures was disallowed afbercember 2013, and SHA

1 for verification of digital signatures is strongly discouraged as there may be risk
in accepting these signatures.

Assurance Activity
TSS

Regardless of whether the requirement is met by the TSF or TOE platforr
evaluator shall examine the TSS to ensure thdtegled hash functiongse the
approved algorithms and key sizes.

Guidance
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The evaluator shall examine the AGD guidance to ensureontains
instructions for configuring the TOE or the TOE in conjunction with
Operational Environment for the required hash sizes and message digest

Test

If this requirement is met by the TOE, the evaluator shall perform the folloy
test:

9 Test 1: For each of the supported parameter sets, the evaluator
compose 15 sets of test data. Each set shall consist of a ke)
message data. The evaluator shall have the TSF generate HMA
for these sets of test data. The resulting MAC tagdl gke compared
to the result of generating HMAC tags with the same key and IV (
a known good implementation.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for thgeatforms that were excludec
from testing.

FCS_RBG_EXT.1 Cryptographic Random Bit Generation

FCS RBG_EXT.1.1 TheTSKhall[selectionperform,invoke interfaces in the operational environment
to perform all deterministic random bit generation (RB&&yvices in accordance
with NIST Special Publication 880A using 4election: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG](AES)

FCS RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from pelection: a softwarbased noise source, TSF hardwaased
noise sourcean Operational Environmeiiased noise sourtevith a minimum
of [selection: 128 bits, 256 bjtef entropy at least equal to the greatest security
strength (according to NIST SP &X) of the keys ath authorization factors that
it will generate.

Application Note: SP 80@O0A contains three different methods of generating random numbers;
each of these, in turn, depends on underlying cryptographic primitives (hash
functions/ciphers). The ST author will select the function used, and include the
specific underlying crypgraphic primitives used in the requirement or in the TSS.
While any of the identified hash functions (SB24, SHAR56, SHA884, SHA12)
are allowed for Hash_DRBG or HMAC_DRBG, onlyaga&&implementations for
CTR_DRBG are allowed.

The ST author muslso ensure that any underlying functions are included in the
baseline requirements for the TOE.

For the selection in FCS_RBG_EXT.1.2, the ST author selects the appropriate
number of bits of entropy that corresponds to the greatest security strendgftie of
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algorithms included in the ST. Security strength is defined in Tables 2 and 3 of NIST

SP 80&7A. For example, if the implementation includes 2048RSA (security
strength of 112 bits), AES 128 (security strength 128 bits), and AZ56

(securitystrength 256 bits), then the ST author would select 256 bits.

The ST author may select either software or hardware noise sdiarcastOE
implemented noise source, or an Operational Environment noise sofrce
hardware noise source is a component thabduces data that cannot be
explained by a deterministic rule, due to its physical nature. In other words, a

hardware based noise source generates sequences of random numbers from a

physical process that cannot be predicted. For example, a sampled ritgt@sc
consists of an odd number of inverter gates chained into a loop, with an electrical
pulse traveling from inverter to inverter around the loop. The inverters are not
clocked, so the precise time required for a complete circuit around the loop varies
slightly as various physical effects modify the small delay time at each inverter on
the line to the next inverter. This variance results in an approximate natural
frequency that contains drift and jitter over time. The output of the ring oscillator
conssts of the oscillating binary value sampled at a constant rate from one of the
inverters¢ - N} GS GKIG Aa &aAIYyAFAOLYyGE @

frequency.
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describedetieeministic
random bit generation services provided by either the TSF or the Operat
Environment, including a description of the entropy source.

Guidance

If any part of the deterministic RBG services is configurable, the evaluatoi
ensure thatthe operational guidance provides clear instructions for how
configure them including those that pertain to the Operational Environme
if applicable.

Test

Documentation shall be producedand the evaluator shall perform th
activities in accordance with AnnexD, Entropy Documentation an
Assessmentregardless of whether the entropy source is implemented by
TOE or the Operational Environmeritlote that tis is only applicable if th
TOE implements or directly invokes the DRBG. If this is not the case
FCS_RBG_EXT.1 should not be included in the ST, as outlined in the apy
note for FCS_CDP_EXT.1.

For RBG implementations in the TSke evaluabr shall also perform the
following tests, depending on the standard to which the RBG conforms.

at 2e¢



Implementations Conforming to NIST Special Publication-80&

The evaluator shall perform 15 trials for the RBG implementatfahe RBG it
configurable, theevaluator shall perform 15 trials for each configuratidhe
evaluator shall also confirm that the operational guidance contains approp
instructions for configuring the RBG functionality.

If the RBG has prediction resistance enabled, each triaistorcs
(1) instantiateDRBG

(2) generate the first block of random hits

(3) generate a second block of random bits

(4) uninstantiate.

The evaluator verifies that the second block of random bits is the expe
value.The evaluator shall generagght input values for each trial. The first
a count (Og 14). The next three are entropy input, nonce, and personaliza
string for the instantiate operation. The next two are additional input ¢
entropy input for the first call to generate. The dintwo are additional inpui
and entropy input for the second call to generate. These values are ranc
3SYSNI 6§SR® a3ISYSNIGS 2yS of201 2
bits with number of returned bits equal to the Output Block Length (as def
in NIST SP 8&DA).

If the RBG does not have prediction resistance, each trial consists of
(1) instantiate DRG

(2) generate the first block of random hits

(3) reseed,

(4) generate a second block of random bits

(5) uninstantiate.

The evaluator wéfies that the second block of random bits is the expec
value. The evaluator shall generate eight input values for each trial. The 1
a count (O¢ 14). The next three are entropy input, nonce, and personaliza
string for the instantiate operawn. The fifth value is additional input to th
first call to generate. The sixth and seventh are additional input and ent
input to the call to reseed. The final value is additional input to the sec
generate call.

The following paragraphs contain meoinformation on some of the inpu
values to be generated/selected by the evaluator.

Entropy input:the length of the entropy input value musqual the
seed length.
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Nonce:If a nonce is supported (CTR_DRBG with no df does not
nonce), the nonce biength is onehalf the seed length.

Personalization stringThe length of the personalization string mu
be <= seed length. If the implementation only supports ¢
personalization string length, then the same length can be usec
both values.If morethan one string length is support, the evaluat
shall use personalization strings of two different lengths. If
implementation does not use a personalization string, no value ne
to be supplied.

Additional input: the additional input bit lengths have the san
defaults and restrictions as thgersonalization string lengths.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

B4 Password Handling Requirements

The followingrequirements are only applicable when the TOE provides its own pasdvaset
authentication mechanism. Therefgréhey should be included in the TOE boundary if and only if the
following conditions are met:

f ¢KS &S to&passwbrd & SR | dzi KSy G A Ol G A AWEXVISIOEsbgeh & Y€ A
chosen

FIA_AFL.1 Authentication Failure Handling

FIA_AFL.1.1 Refinement:TheTSF shalkelection: implement, interface with the Operational
Environment to implemerit the ability to detect when [an administrator
configurable positive integer within [assignment: range of acceptable sfhlue
unsuccessful authentication attempteccur related to femote login by a
privileged usdr

FIA_ AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met], the TSF shdléelection choose one of: prevent the remote privileged user
from successfully authenticatingntil [assignment: action] is taken by an
Administrator, prevent the privileged user from successfully authenticating until
an Administrator defined time period has elapsed

Application Note: This requirement does not apply to a privileged user at tbal loonsole, since it
R2Sa y20 YIS aSyasS G2 201 | t20Fft LINA
could be addressed by (for example) requiring a separate account for local
privileged users or having the authentication mechanism implementation
dish y 3dzA A K f 2 Ol f YR NBY23GS 23Ay | GGSY
administrator is implementation specific and would be defined in the
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administrator guidance (for example, lockout reset or password reset)SThe
author chooses one of the selections forndang of authentication failures
depending on how the TOE has implemented this handler.

Assurance Activity
TSS

The evaluator shall examine the TSS to determine that it contains a descri
for each supported method for remote administrative actiond, twow

successive unsuccessful authentication attempts are detected and trackec
TSS shall also describe the method by which the remote privileged u.
prevented from successfully logging on to the TOE, and the actions nece
to restore this abitiy.

If the Operational Environment is responsible for this function, the evalu
shall verify that the TSS describes that function.

Guidance

The evaluator shall examine the operational guidance to ensure

instructions for configuring the number of uscessive unsuccessf
authentication attempts (1.1) and time period (1.2, if implemented)

provided, and that the process of allowing the remote privileged user to ¢
3+ Ay adzOO0Saa¥FdAZte 23 2y Aa RSal
is chosen). If different actions or mechanisms are implemented dependir
the authentication method (e.g. L 'Bvs. SSH), all must be described.

If the Operational Environment is responsible for this function, the evalu
shall verify that theoperational guidance instructs the reader to rely on t
capability.

Test

The evaluator shall perform the following tests for each method by wi
remote privileged users access the T@iher directly or by authenticating t
the Operational Environmerfrom which the TOE inherits user informatic
(e.g., TLS, SSH):

I Test 1 [conditional on first selection item]: The evaluator shall use
operational guidance to configure the number of succes:
unsuccessful authentication attempts allowed by the TOEe
evaluator shall test that once the limit is reached, attempts with v
credentials are not successful. For each action specified by
requirement, the evaluator shall show that following the operatiol
guidance and performing each action to allove tremote privileged
user access are successful.

I Test 2 [conditional on second selection item]: The evaluator shall
the operational guidance to configure the number of succes:
unsuccessful authentication attempts allowed by the TOE and a
period after which valid logins will be allowed for a remote privilec
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user. After exceeding the specified number of invalid login atten
and showing that valid login is not possible, the evaluator shall s
that waiting for the interval defined by the timeegod before another
access attempt will result in the ability for the remote privileged u
to successfully log on using valid credentials.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9Sm.dustificatimmust be provided for those platforms that were exclud
from testing.

FIA_PMG_EXT.1 Password Management

FIA_PMG_EXT.1.1

Application Note:

The TSF shall provide the following password management capabilities for

privileged passwords:

1 Passwords shall be able to bemposed of any combination of upper and

TheST authoselects the special characters that are supported by TOE; they may
optionally list additional special characters supported using the assignment.
"Privileged passords" refers to passwords used by privileged users at the local

lower case letters, numbers, and the following special characteetedtion:

GHES GaXé3 Gl €Y abéxy &6 aqwés (dlgé=z

Minimum password length shall be settable by the Adgistrator, and
support passwords df4 characters or greater.

console or over protocols that support passwords, such as SSH and HTTPS.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes how the min
password igstablished and the range of values that can be assigned.

Guidance

The evaluator shall examine the operational guidance to determine th
provides guidance to security administrators on the composition of str
passwords, and that it provides instrians on setting the minimum passwol
length.

Test
The evaluator shall perform the following test:

1 Test 1. The evaluator shall compose passwords that either r
the requirements, or fail to meet the requirements, in some w
For each password, trevaluator shall verify that the TOE suppo
the password.While the evaluator is not required (nor is
feasible) to test all possible compositions of passwords,

13¢€
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evaluator shall ensure that all characters, rule characteristics,
a minimum lengthisted in the requirement are supported, ar
justify the subset of those characters chosen for testing.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9Sm.dustification must be provided for those platforms that were exclt
from testing.

FIA_UAU.7 Protected Authentication Feedback

FIA_ UAU.7.1 Refinement:The TSF shall provide ofbpscured feedback anghssignment: list
of other feedbacK] to the privilegeduser while the authentication is in progress
Application Note: GhoaOdz2NBR FTSSRolFIO1é¢ AYLXASAE GKS ¢{C R2S
exact authentication data entered by a user (such as the echoing of a password),
although an obscureihdication of progress may be provided (such as an asterisk
for each character). It also implies that the TSF does not return any information
during the authentication process to the user that may provide any indication of
the authentication data. The aggiment can include unobscured feedback such
a4 aGKS ydzYoSNIJ 2F OKIF NI} OGSNE hafal&dRé 2 NJ
GKS [ dziKSYyGAOlI GAZ2Yy ®¢
Assurance Activity
TSS

For each authentication mechanism selected in FIA UAULEXThe
evaluator shall exmine the TSS to ensure it describes how obscured feed
is provided to the authenticating user. If no obscured feedback is providec
TSS must provide justification for why it is not provided.

Guidance

There are no AGD assurance activities for thguirement beyond what it
necessary to satisfy the requirements in [CEM].

Test
The evaluator shall perform the following test:

I Test 1: The evaluator shall locally authenticate to the TOE and \
that at most obscured feedback is provided whéatering the
authentication information.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S.dustification must be provided for those platforms that were exclt
from testing.



FPT_APW_EXT.1 ProtectioRPwv¥ileged User Passwords

FPT_APW_EXT.1.1 TheTSFshall store passwords in ngalaintext form.

FPT_APW_EXT.1.2 TheTSFkshall prevent the reading of plaintext passwords.

Application Note:

The intent of the requirement is that raw password authenticatlata are not

stored in the clear, and that no user or administrator is able to read the plaintext

LI a&d¢62NR GKNRdAAK & y-poNeful fdininidtrgtdr SIN@ulsed S & @
could directly read memory to capture a password but is trusted not to do so.

In this version of the PP there are no requirements on the method used to store
the passwords in neplaintext form, but cryptographic methods based on the
requirements in FCS_COP are preferieduture versions of this PP, FCS -COP
based cryptographic ntleods that conform to the Level 2 Credential Storage

requirements from NIST SP &®will be required.
Assurance Activity
TSS

The evaluator shall examine the TSS to determine that it details
authentication data that are subject to this requiremeand the method usec
to obscure the plaintext password data when storéithe evaluator shal
ensure that the TSS also details that passwords are stored in such a we
they are unable to be viewed through an interface designed specifically fol
purpose, as outlined in the application note.

There are no AGD assurance activities for this requirement beyond wt
necessary to satisfy the requirements in [CEM].

Test
The evaluator shall perform the following test:

1 Test 1: The evaluator shall ukeensic tools to search storage mec
to verify that passwords cannot be found in an unobscured (¢
plaintext) form.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T Bd. Justification must be provided for those platforms that were exclt
from testing.
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B5 Certificate Request Protocol

FCO_NRR_EXT.2 Certifid2dsed Proof of Receipt

FCO_NRR_EXT.2.1 The TSF shall provide proof of receipt &&lgction: CMC, ER) providing signed

Application Note:

responses using mechanisms in accordance vdgteftion: FIA_ CMCEXT.1,
FIA_LEST EXT.L

Based on what is chosen in the selections, the applicable requirements from Annex
B(i.e., FIA_ CMEEXT.1,IA_ESS EXT.linust be included.

¢tKA&d {Cw A& OfFAYSR AT &/ al/SEXWif2f NBaLRY
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the meche
used for generating proof of origin for certificate requestpesse.

If configurable, evaluator shall examine the operational guidance to enst
defines how to configure the applicable algorithms used for providing prot
origin as defined in FCS_COP.1(2).

Test
The evaluator shall perform the following tdsr each selection:

1 Test 1. For each supported request message, the evaluator
generate and submit a properly authenticated request to the TOE
verify the response is signed. The evaluator shall verify the signi
on the responses and show thalhdy are signed by the TOE th
generated the response.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9Sm.dustification must be provided for those platforms that were exclt
from testing.

FIA_CME EXT.Lertificate Management over CMS (CIg€jver

FIA_CMS EXT.1.1

FIA_CMS EXT.1.2

The TSF shall be able to accept and process CMC full requestseudign:
simple requests, no other requésts

The TSF shall be able to generate CMC simple responsesetaxtipn: CMC full
responses, no othgthat are consistent with the selected certificate profile and
which are in accordance with RFC 5272 as updated by RFC 6402, meeting the
compliance requirements for CMS server and certification authorities in
accordance with RFC 5474 as updated by RFC 6402.



FIA_CMS EXT.B

FIA_CMS EXT.1%

FIA_CMS EXT.55

Application Note:

The TSF shall require CMC transport over HTTPS for online CMC messages in
accordance with RFC 5273 as updated by RFC 6402, where the HTTPS is
established in accordance with FCS_HTTPS_EXT.1. FoedLigits containing
certificate requests other than initial certificate requests authenticated using
shared secrets in AuthenticatedData requests or in the ldentity Proof Version 2
Control of SignedData requests, the TSF shall require HTTPS with client
authentication, shall ensure the authenticating entity is the same as the entity
signing the CMC request and any subject indicated in the requested certificate(s)
are the same as the authenticating entity, or the authenticating entity is
[selection: an authozed RA for the requested subject, an AOR registered for the
requested subject, no other entity].

The TSF shall require CMC simple and full messages use cryptographic support in
accordance with this profile. At a minimum the TSF shallien

9 Signature generation and verification for SignedData pezformed in
accordance with FCS_COP.1(2)

1 Encryption for EnvelopedData is performed in accordance with FCS_COP.1(1)

1 PasswordRecipientinfo for EnvelopedData or AuthenticatedData is derived in
accordance with FCS_COP.1(5)

1 hashAlgld in Identity Proof Version 2 control, keyGenAlgorithm in Pop Link
Witness Version 2 control, witnessAlgID in Encrypted POP and Decrypted POP
controls, hashAlgorithm in Publish Trust Anchors control are in accordance
with FCS_COP.1(3)

1 macAlgld in Identity Proof Version 2 control, macAlgorithm in POP Link
Witness Version 2 Control, and the POPAIgID in Encrypted POP and Decrypted
POP controls, are in accordance with FCS_COP.1(4)

1 DHPOP mechanisms shall be as specified in6RE& with cryptographic
support in accordance with this Protection Profile

The TSF shall accept, process and export CMC messages under the control of local
privileged user sessions for privileged users with CA Operations StdéGtjm:
RA Staff, no othérole.

FIA_CMCS_EXT.1.5 focuses on offline Asthat do not have direct connection
to external IT entities.

In subsequent versions of the PP, the TSF will be required to meet the Suite B
profile for CMC as described in RFC 6403.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure that it describes howeDiwC
support is provided.
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The evaluator shall examine the TSS to determine how initial requests
authenticated when no certificates are available.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions on how to configure CMC processing dtaizLJLJ2 NJi
certificate profiles.

If the TSS indicates that neither AuthenticatedData or Identity Proof Vers
Control mechanisms using shared secretes are supported, the evaluatot
also examine the operational guidance to ensure thatesatibes how to
authenticate requests for subordinate CA certificates, initial subsct
certificates and, if supported, initial certificates for Registration Autho
Officers, when no other certificates are available.

Test
The evaluator shall perforitine following tests:
Test Group A. Offline CA Operations:

 Testl:

0 The evaluator shall establish the TSF in an offline niogeovide
an operational root CACAOQ) according to AGIPRE.

0 The evaluator shall useCMC client to generatend exporta CMC
full requestto obtain CAQa OSNIAFTAOI GSod ¢
the TSF with CA Operations Staff role to submit the request,
observe thatthe CAQ& OSNIAFAOIGS A& N

0 [Conditional on CMC support for shared secrafghiile still logged
into the TSF, the evaluator shall establish a username and st
secret to be used to authenticate a subordinate (CA1) for use
in Test 2.

0 ¢KS S@Ifdzr 62N aKFff Aya@amMmcOt A ¢
trust store for use irsubsequent tests.

1 Test2:

o0 The evaluator shall establish a second instance of the TSF tc
subordinateCA (CAL)to the root CA established in Test 1.

0 The evaluator shall log inthe CAL1 TSF in the CA Operations St
role and load the seligned ceificate obtained in Test 1 into th
CA1Qa UGNMHzad aid2NB

0 The evaluator shall generate certificate request(s):

A [Conditional on CMC support shared secrefje evaluator
shall request the GA TSF to generata CMC requests fahe
CAOQ TSRo sign its celiificate, using the established usernan
as password from test 1 to authenticate the request uSihC
AuthenticatedData or Identity Proof Version 2 Cont
mechanisms,

A [Conditional on CMC support for shared secrets] The evalu
shall generate two CMC geest for certificates on the CM
client using the same authentication mechanism(s) as on
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subordinate CA TSFThe first request CMC client shadle the
same usernameestablished by the CB TSF but use a
modified the shared secretThe second requst shall use a
modified the username, but use the established shared sec

A [Conditional, if the TSF does not provide CMC support
shared secrets:] The evaluator shall follow operatio
guidance tayeneratea certificate request for the GATSRhat
can be authenticated by manual processes

1 Test3:

(0]

(0]

The evaluator shall sign into the ©ASHn the CA Operations Sta
role and submit in turn the requests generated in Test 2.

The evaluator shall observe that the -CA'SF generatea CMC
response containing G2a A&aA3JYy SR OSNI AT
authenticated request, and that the root CA certificate reposit
and audit trail indicates successful generation.

[Conditional on CMC support for shared secrets:] For each rec
from the CMC clienincluding modified authentication data, th
evaluator shall observe that the @ATSFeither generatesa full
CMC request indicating errors or does not return a request,
that the CAO ¢ { @uald trail indicates the errors.

1 Test 4: Theevaluator shall sign into the subordinate CA in the
Operations Staff role, import the simple CMC response and com|
the initialization of the CA TSF in accordance with OBRE

Test Group B. Online subordinate CA (uses root and subordinate abAisstd
in offline tests):

 Test1l:

(0]

[Conditional on CMC support for shared secrets:] The evalu
shall log onto theCA1 TSHn the CA Operations Staff role ai
establish a username and shared secret for entities represente
the CMC client established above. A different username and sh
secret should be used for at least as many entities are there
request types and P®controls (but at least two).

For each request type indicated in the selection
FIA_ CM6 EXT.1.1 and for each POP control supported,
evaluator shall use thEMCclient to establish a CMC request, usi
a different identifier (subject name) for eachquest.

[Conditional on CMC support for shared secrets:] The evalu
shall log onto the subordinate CA in the CA Operations Staff
and establish a username and shared secret for enti
represented by the CMC client established above. A diffe
username and shared secret should be used for at least as 1
entities are there are request types and POP controls (but at |
two).

For each request type indicated in the selection
FIA_CMG EXT.1.1 and for each POP control supported,



evaluatorshall use the client to establish a CMC request, usil

different identifier (subject name) for each request.

A [Conditional on CMC support for shared secrets:] The evalt
shall authenticate the requests using the establist
username/shared secret conmations.

A [Conditional on TSF not providing CMC support for sh:
secrets:[The evaluator shall generatertificate requests thal
can be authenticated via mechanisms described in the OC

0 The evaluator shall copy each request, and create new reqt
with modified PORalues

0 [Conditional on CMC support for shared secrets:] The evalu
shall establish an HTTPS session without client authentici
between the CMC client and the QAT SFand submit in turn, eacl
of the modified requests, observing thdte CA1 TSKeturns full
CMC responses indicating POP errors, or does not return respu
and the CAL ¢ { @@sdndicate the errors.

o The evaluator shall then submit in turn, each of the unmodil
requests under the HTTPS session, provide any recajneavals,
and observe that the CA TSketurns CMC responses containil
signed enekntity certificates, each of which properly chain to tl
root CAOand that the CAL¢ { @edsitory and audit trail indicate
successful issuance.

1 Test2:

o Theevaluator&l ft f &St SO0 2yS 2F GK
the CMC client to generate a CMC request for a certificate upc
authenticated with the selected certificate.

0 The evaluator shall submit the request under the existing,-r
authenticated HTTPS sessiand observe that either the GATSF
respordswith a full CMC response indicating that the transpor
invalid orthat no response is provided and the @A { @udiatrail
indicates the error.

I Test 3: The evaluator shall establish a new HTTPS sess$iogen the
CMC client andhe CA1l TSFusing client authentication with the
selected client certificate (and associated private key) and resu
the request selected in Test 2, observing that thelCESHeturns a
simple CMC response containing a vakdtificate for the client. The
HTTPS session is retained for Test 4.

1 Test 4: The evaluator shall select a second client certificate, w
different subject name from that used to establish the HTTPS ses
and shall generate a CMC request to updatattiertificate. The
evaluator shall observe that the €ATSKeturns a full CMC respons
indicating CMC transport failure or does not respond, and that the
1 audit trail indicates the error.

Test Group C. Support for Certificate Profiles

I Test 1:Theevaluator shall configure the GIATSFKo use a certificate
profile requiring extensions not used in Test Groups A or B.
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Test 2: The evaluator shall select a valid certificate and use the
client to generate a CMC request to update the certificate tisa
otherwise valid, but not populating the required extension, estab
an HTTPS session between the client and thel &Fwith client
authentication using the selected client certificate and associe
private key, and submit the CMC request. The eatalushall observe
that the CAL TSKFesponds in one of the following ways:
o returns a full CMC response rejecting the update indicatir
profile error
o returns a simple CMC response containing a certific
meeting the current profile (implicitly rejectinthe request
without the required extension), or
o does not return a response, and the -®A ¢ {a@iQ @ail
indicates the erroy
Test 3: The evaluator shall generate another otherwise valid (
request for the selected certificate, this time populating tkxtension,
but with an invalid value. The evaluator shall submit the request
the proper HTTPS transport and observe that the that thel O/SF
responds in one of the following ways:
o returns a full CMC response rejecting the update indicatir
profile error
o returns a simple CMC response containing a certific
meeting the current profile (implicitly rejecting the reque
without the required extension), or
0 does not return a response, and the @A ¢ {aiQ @ail
indicates the error
Test 4:The evaluator shall generate and submit a valid CMC req
including the extension and observe that the subordinate CA retur
simple CMC response with the updated certificate and that
subordinate CA certificate repository and audit trail indicate -
successful issuance.

Test Group D. Additional Testing of Controls

1

Test 1. For each required control, the evaluator shall generate
submit an otherwise valid CMC request including a certificate up:
where the control is missing, or submitted with arvalid value, anc
observe that the subordinate CA returns a full CMC with the e
indicated or does not respond, and that the subordinate CA audit
indicates the error.

Test Group E. Additional Cryptographic Testing

1

Test 1. For each item in FIA_CBIEXT.1.5, the evaluator shi
generate and submit an otherwise valid CMC request includir
certificate update where the item uses an invalid cryptograr
mechanism, and observe that the subordinate CA returns a full (
indicating the failure or doasot respond, and that the subordinate C
audit trail indicates the error.
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Equivalence:

Testing of the TOE may be performed on a subset of the platforms listed |
¢thoQa {¢d WAdzZaGAFAOFIGA2Y YdaAad 065 L
from testing.

FIA_CMCC_EXT.1 Certificate Management over CMS (CMC) Client

FIA_CMC EXT.1

FIA_CMC_EXT.1.2

FIA_CMC_EXT.1.3

Application Note:

The TSF shall be able to generate CMC full requests sahelcfion: simple
requests, no other reque$tand to accept and process CMC simple and CMC full
responses in accordance with RFC 5272 as updated by RFC 6402, meeting the
compliance requirements for a client and eadtity in accordance with RFC 5474

as updated by RFC 6402.

The TSEBhallexport CMC requests and import CMC responses under the control
of a privileged user under the CA Operations Staff role.

The TSF shall require CMC transport over HTTPS for online CMC messages in
accordance with RFC 5273 as updated RiyC 6402, where the HTTPS is
established in accordance with FCS_HTTPS_EXT.1. For CMC requests containing
certificate requests other than initial certificate requests authenticated using
shared secrets in AuthenticatedData requests or in the Identity Pveo$ion 2

Control of SignedData requests, the TSF shall requif@Pi8 with client
authentication

A CA implemented by the TOE that is not a root CA will need to interface with a
root or intermediate CA.

Assurance Activity
TSS

The evalator shall examine the TSS to ensure that it describes howdiei®
support is provided.

Guidance

If the TSS indicates that neither AuthenticatedData or Identity Proof Vers
Control mechanisms using shared secretes are supported, the evaluatbi
also examine the operational guidance to ensure that it describes ho
authenticate requests for subordinate CA certificates, initial subsct
certificates and, if supported, initial certificates for Registration Autho
Officers, when no other ctficates are available.

Test

Testing for FIA_CMCC_EXT.1 is performed in conjunction with tes
FIA_CMCS_EXT.1, performing additional test activities as follows:

While completing test 2 for FIA_CMCS_EXT.1 for Test Group A
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{ Test2:

0 The evaluatorshall review theCA1 TSR & (i NXHaadiobsarie
that the offline CAO certificate is trusted

0 The evaluator shall log onto the @ATSF using a privileged us
without CA Operations Staff privilege (e.g., with administre
privileges), and attempt texport the request, observing that th
attempt fails.

0 The evaluatoshall examine the certificate request(s) generated
the CAL TSF are compliant withith RFC 5272 as updated by R
6402 andRFC 5474 as updated by RFC 6402

After completing tests inTest Group Bthe evaluator shall perform the
following:

1 Tests:

0 The evaluator shall establish a third instance of the
implementing an online CA (€A subordinate to the online CA
established for Test Group B in FIA_CMCC_EXT.1.

o For one of the request types indicated in the selection fo
FIA_CMC EXT.1.1 andne of the POP control suppoed, the
evaluator shall log into the GATSF in the CA Operations Staff r
and cause G2 to generate CMC request.

0 The evaluator shall cause the €QACMC rquest to be
authenticated (using any available mechanism) telCand install
the certificate for the CAusing@AQa /[ a/ NBaLRy

0 The evaluator shall cause the 2ATSF to generate a val
certificate update request.

0 The evaluator shall send the updatequest to the CAL TSF vie
HTTPS

o0 The evaluator shall observe that the -ZATSF receives ar
processes the response from @Aand that the updated CA
certificate is available for use.

Equivalence:

Testing of the TOE may be performed on a subset opkhigorms listed in the
thoQa {¢d WAdzZaGATFTAOFIGAZ2Y Ydzad o6S L
from testing.

FIA_ESS EXT.1 Enroliment over Secure Transfiss{l) Server

FIA_ESS EXT.1.1

FIA_ESS EXT.1.2

The TSF shall use the Enrollment over Secure Tran&®m) protocol as specified
in RFC 7030 to receiverocess, and respond teertificate simple enroliment
requestsfrom authorized clients

The TSF shall authenticate EST clients fenrellmentvia TLS certificatbased
mutual authentcation in accordance withRFC 7030 Section 3.3.2nd
FCS TLSS EXT.1
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FIA EST EXT.1.3 The TSF shall authenticate EST clients for initial enroliment and for supplemental
authentication via $election: HTTP basic authentication in accordance with
RFC7030estion 3.2.3; HTTP digest authentication using a cryptographic hash
algorithm in accordance with FCS_COP.1(3) and RFC 7030 sectiom132.3;
certificatebased mutual authentication in accontee with RFC 7030 section
3.3.2and FCS_TLSS_EKT.1

FIA_ EST EXT.1.4 The TSF shall authorize EST clients basedatecifionithe authenticated client
certificateisissued by the same issuer that assertkpemcRA in its extended
key usage extension as specified by RFC 7030 Sectifas8ignment: policy used
by the TOE to determine client authorization in accordance with RFC 7030 section
3.7].

Application Note: Enroliment over Secure Transport (EST) usessithple Certificate Request
Message as specified iIRFC 7030EST also uses HTTPS as specified in
FCS _HTTPS_EXT.1 to establish a secure connection with an EST client.

If this requirement is included in the ST, the ST author includes FCS_TLSS EXT.1.

For FIA_ESTEXT.1.3, the ST author selects the method used to authenticate
clients for initial enrothent, or in cases where supplemental authentication is
required. If the second item is chosen in the selection, the ST author includes
FCS_COP.1(3) in the ST.

For FIA_ ESTEXT.1.4, the ST author should specify how the TOE determines a
client is authorizé if the request does not have thekg-cmcRA EKU included in

its certificate. The assignment requires that this method be compliant with the
requirements in RFC 7030, section 3.7.

If only the third item is chosen in the selection for FIASEXT.1.3, raf the first

item is chosen in the selection for FIA £5XT.1.4, then support of an RA or AOR
is required for initial authentication and SFR selections associated to the support
for these optional roles must be claimed.

Assurance Activity
TSS

Theevaluator shall examine the TSS to ensure it describes the implement
of this protocol.If the description indicates the use or RA or AOR for in
issuance or authorization of certificates, the evaluator shall examine the T
ensure that theseoles are supported.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions on configuring the TOE so that EST conforms to the descript
the TSS.

Test



The evaluator shall perform the following tests:

ﬂ

Test 1 The evaluator shall use an EST client to request certifi
enrollmert of an authorized subject to obtain a new certifice
from the TOE using the simmarolmert method described in RF
7030 Section 4.2, authenticating the request using an exis
certificate and corresponding private key as described by RFC
Section 3.3.2. The evaluator shall confirm that the TOE isst
certificate and returns it to the client.

Test 2: If username and password authentication is seleirie
FIA_EST EXT.1.3the evaluator shall use an EST client to reqt
an initial certificate for a userfrom the TOE using the simp
enrolment method described in RFC 7030 Section

authenticating the request using a username and passwort
described by RFC 703&ction 3.2.3. The evaluator shall confi
that the TOE issues a certificate and returns it to the client.

Test 3 If éa certificate issued by the same issuer that asserkgpid
cmcRA in its extended key usage extensiom selectedin

FIA_ESTS_EXT,Ihe evaluator shall use an EST clientequest
certificate enrollment of a subject not known to the TOE to |
authorized, to request an initial certificateom the TOE using th
simple enroliment method described in RFC 7030 Section -
authenticating tle request usingyd  wderf)fi¢ate issued by the
¢tho9Qa [/ SNIATAOLI A 2 yhat laskait& kR
cmcRA in its extended key usage extensibhe evaluator sha
confirm that the TOE issues a certificate and returns it to the cli

Test 4 If da certificate issued by the same issuer that asserkgpid
cmcRA in its extended key usage extensias selectedin
FIA_ESTS_EXT, Ik evaluator shall use an EST client to reqt
certificate enrollment of a subject not known to the TOE to |
authorized, to request an initial certificateom the TOE using th
simple enrolimert method described in RFC 7030 Section -
authenticating the request usingcertificate issued byi K S ¢
Certification Authaity functionality that does notassertid-kp-
cmcRA in its extended key usage extens@md which is not
associated with RA or AOR privileges by thel®A evaluator sha
confirm that the TOBoes not issua certificate.

Test5: The evaluator shall mogithe EST client or setup a mem
the-middle tool between the EST client and TOE to perform
following modifications t@ validcertificate request:

0 Modify at least one byte in the certificationRequestir
field of the certificate request message aretify that the
TOE rejects the request.

Equivalency
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Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

FIA_ ESTC_EXT.1 Enrollnosetr Secure Transport (EST) Client

FIA_ EST EXT.1.1 The TSF shall use the Enrollment over Secure Transport (EST) as specified in RFC
7030 to obtain its CA certificate andssignment: other certificates for the TIOE
from an EST server associated to areaxal certification authority certification
authority (external CA) to which a CA implemented by the TSF is subordinate.

FIA_ EST EXT.1.2 The TSF shall be able to obtain EST server and CA certificates for authorized EST
services via delection: implicit TA database configured by an [selection
administrator, CA operations staff], an explicit TA database populated viaa TLS
authenticated EST CA certificate request in accordance with RFC 7030 section
4.1.2 and FCS_TLSC_H#XT.

FIA_ EST EXT.1.3 The TSF shauthenticate EST servers using X.509 certificates that chain to trust
store elements from thedelection: implicit TA database, explicit TA database
accordance with-FIA_X.509 EXT.1/Rievr all EST requests.

FIA_ EST EXT.1.4 The TSF shadluthenticate its certificate enrollment requestto receive the
signing certificate for CA implemented by the TOE, aasbignment: other
certificates required to authenticate the TIQEom an authorized EST server
using Eelection

9 HTTP basic authentication transpemt over TLS in accordance with RB80
section 3.2.3 and FCS_TLSC ZEXT.

I HTTP digest authentication using a cryptographic hash algorithm in
accordance with FCS_COP.1/HASH, transported over TLS in accordance with
RFC 7030 section 3.2.3 and FCS_TLSE. EXT.

1 Certificatebased authentication in accordance with RFC 7030 section 3.3.2
and FCS_TSL_EXT.2 using [assignmentexisteng certificate authorized by
the EST servér]

FIA_ EST EXT.B The TSF shall generate authenticateegengollment requests in accordance with
RFC 7030 Section 3.22dFCS_TLSC EMding an existingalid certificatewith
the same subject name as the requested certificate and which was issued by the
external CA.

Application Note: A CA used as an intermediate certification authority in a PKI will need to make
requests to external CAs to which it is subordinate. It is acceptable to use EST to
generate these requests.

The third choice in the selection for FIA_ESTIC1HEXs selected if a pexisting
certificate exists. The assignment should specify whether thissxiseng
certificate is established by the vendor, or installed by a privileged user.



Assurance Activity
TSS

The evaluator shall examine the TS®&nesure it describes the implementatio
of this protoco) the certificates obtained, and any pexisting certificates ol
trust anchor databases used by the protacol

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions on configuring the TOE so that EST conforms to the descript
the TSS

The evaluator shall examine the operational guidance to ensure it con
instructions for obtaining or configuring the TA database (implicit or exp
and any requiredhnitial certificates.

Test
The evaluator shall perform the following tests:

I Test 1.The evaluator shall establish an external CA and EST s
and configure the TOE as indicated in the AGD to authorize th
server for EST services using the exte@al The evaluator she
examine the TOE logs and TA database(s) using available inte
G2 SyadnNB (G(KS 9{¢ &aSNBSNI |
authorized for EST services.

 Test 2: For each authentication method specified
FIA_ESTC_EXT.1.4, thaleator shall generate one or mor
certificate enrollmert requests using the authentication methc
to obtain TOEequired certificates from the authorized CA via t
EST server established in Test 1. In accordance with guic
documentation, the evaluatashall obtain all required certificate
in aggregate to allow the TOE to operate a CA.

9 Test3: The evaluator shall make a valid request for a certificat
be issued by the CA certificate obtained in test 2, and confirm
the certificate received fronii KS ¢ h9 A& aAiAidy
certificate issued by the external CA.

1 Test4: The evaluator shall generate aearollement request anc
submit it to the authorized EST server in accordance \
CL! y9{ ¢/ p9-¢odm (2 dzLIRFGS GK¢
implemented by the TOE used in TesTBe evaluator shall mak
a valid equest for a certificate from that CA, and observe that-
new CA certificate signs the returned certificate.

I Test5: The evaluator spall establish a second EST server conf
G2 I dzZiK2NRATS GKS ¢ho9oQa 9{¢
client to provide EST services. The evaluator shall generat
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SYNRtfYSyld NBljdzSaid F2N GKS (¢
and submit it to the second EST server. The evaluator shall re
Test 3, observing that the certificate returned by the second
sewer is not listed as the issuer of certificate chain returned.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9Sm.dustification must be provided for those platforms that were exclt
from testing.

FIA X309 EXT3 X509 Certificate Request

FIA_ X509 EXT.3.1 The TSF shall generate a Certificate Request Message as specified by RFC
2986 and be able to provitlee following information in the request:
public key, CAWistinguished namdgassignment: other information describing
the CAmplemented by the TOE],

Application Note: The public key is the public key portiontbé publicprivate key pair generated
by the TOE as specified in FCS_CKNid CA distinguished name aaaly
additional information shall beonfigurable by a CA Operations Staff role.

FIA_ X509 _EXT.3.2 The TSF shall validate the chain of certifictes the Root CA upon receiving
the CA Certificate Response.
Assurance Activity
TSS

If the ST dz{i K2 NJ davedaS @iom TR O A Y T2 NX | ( kelify ¢ = G KS
that the TSS contains a description of the dexgipecific fields used in certificate
requests.

Guidance Documentation

The evaluator shall check to ensure that the guidance documiemtatontains
instructions on requestingertificates from a CA, includingneration ofa

Certificate Request Messagelf the ST authora St SOdGa da/ 2YY2y b
"Organizatiod > & h NBI y AT "dourdry'lthe evalyatorishall enguie

that this guidace includes instructions for establishing these fields before
creating the certificate request message.

Tests
The evaluator shall perform the following tests:

a) Testl: The evaluator shall use the guidance documentation to cause the TOE
to generate a cdificate request message. The evaluator shadpture the
generated messagand ensure that it conforms to the format specifiethe
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evaluator shaltonfirm that the certificate request provides the public key and
other required information, including amecessary usenput information.

b) Test2: Theevaluator shall demonstrate that validating a certificate response
message without a valid certification path results in the function failing. The
evaluator shall then load a certificabe certificates as trusted CAs needed
to validate the certificate response message, and demonstrate that the function
succeeds.

B.6 Certificate Status Information

FDP_CRL_EXT.1 Certificate Revocation List Validation

FDP_CRL_EXT.1.1 A TSF that issues CRibsll verify that all mandatory fields in any CRL issued
contain values in accordance with FTLRecommendation X.509. At a minimum,
the following items shall be validated:

a) If the version field is present, then it shall contain a 1.

b) If the CRL contains aryyitical extensions, then the version field shall be
present and contain the integer 1.

c) If the issuer field contains a null Name (e.g., a sequence of zero relative
distinguished names), then the CRL shall contain a critical issuerAltName
extension.

d) The sijnature and signatureAlgorithm fields shall contain the OID for a digital
signature algorithm in accordance with FCS_COP.1(2).

e) The thisUpdate field shall indicate the issue date of the CRL.

f) The time specified in the nextUpdate field (if populated) shallmecede the
time specified in the thisUpdate field.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it indicates whether the
supports CRL generation and, if so, describes the CRL generation functiol
the evaluator shall ensure that the TSS identifies which of the values iden
in FDP_CRL_EXT.¢ah be included in CRLs.

Test

If the TOE supports configuration of the CRL issuing function, the eval
shall examine the operational guidance to ensure that instructions
available to configure issuance of CRL in accordanceRith CRL_EXT.1.1

The evaluator shall perform the following tests:

I Test 1: If CRL can be issued, the evaluator shall configure the
function using available user guidance and request a CRL in orc
ensure that the resulting CRL satisfies all field constraints
FDP_BL_EXT.1.1.



1 Test 2: For each field defined in FDP_CRL_EXT.1.1, the evaluat
attempt to create a CRL that violates the required conditions of
field. The evaluator shall determine that all such attempts are rejec
by the TSF.

I Test 3: The evalter shall make a selection of fields from a configul
CRL function and shall attempt to create a CRL that violates
required conditions of the field. The evaluator shall determine tha
such attempts are rejected by the TSF.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9Sm.dustification must be provided for those platforms that were exclt
from testing.

FDP_OC&PEXT.1 OCSP Basic RespGeseration

FDP_OCSRPEXT.1.1 The TSF shathsurethat all mandatory fields in the OCSP response contain values
in accordance witlthe standards specified IRDP_CSI_EXTAt.a minimum, the
following items shall benforced

a) The version field shalkdicate a current versian

b) The signatureAlgorithm field shall contain the object identifier (OID) for a
digital signature algorithm in accordance with FCS_COP.1(2).

c) The thisUpdate field shall indicate the time at which the status being
indicated is known to be correct.

d) The producedAt &ld shall indicate the time at which the OCSP responder
signed the response.

e) The time specified in the nextUpdate field (if populated) shall not precede the
time specified in the thisUpdate field.

Application note: If RFC 6960 is selected in FCO_NRO_EXhecurrent version is 1 (value 0)
YR GKS FTAStRA NS Fa ylIYSR ILthenth&€d LF W;
equivalent fields for items a e above should be identified and the current
version should match the specification.
Assurance Activit
TSS

The evaluator shall examine the TSS to ensure it indicates whether the
supports OCSP and, if so, describes the OCSP response function. Al
evaluator shall ensure that the TSS identifies which of the values identifi
FDP_OC&PEXT.1.tan be included in OCSP responses.

Test
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If the TOE supports configuration of the OCSP function, the evaluator
examine the operational guidance to ensure that instructions are availab
configure the OCSP response function in accordanceRllith @SB EXT.1.1

The evaluator shall perform the following tests:

1 Test 1For each OCSP response format identified in FCO_NRO_E.
the evaluator shall configure the OCSP response functistablish a
clientandsubmit, in turn, an OCSBquestto the TE forthe statusof
a certificate issued by a CA implemented by the TOE and which
revoked, a certificate issued by a CA implemented by the TOE \
has been revoked, and a certificate not issued by a CA implement:
the TOE. The evaluator shall ensuhat the response satisfy all
constraints in FDP_OGSHEXT.1.Jand reflects the correct status i
accordance with the referenced standard.

1 Test 2: For each OCSP response format defined inGRIPEXT.1,
andfor each itema-e of this SFRhe evaluator shall attertgo create
an OCSP response that violates the required conditions. The eval
shall determine that all such attempts are rejected by the TSF.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

B.7 Trusted ChannéDptions

FTP_ITC.1 IntdiSF Trusted Channel

Some TOE implementations may require connections to physically distinct IT entities to perform various
functions mandated in their corresponding ST, for example, external storage of audit data. If any such
connections must be present, then those network communications must be protected, and FTP_ITC.1
will be included in the ST by the ST author.

FTP_ITC.1.1 Refinement: The TSF shalise [selection: HTTPS, IPsec, ,T&SHto provide a
trusted communication channel between itself aadthorizedexternal network
basedIT entities supporting the following capabilitiessglection: audit server,
external cryptographic module, directory services, RA, [assignment: other
components] that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel
data from modification or diclosure.

FTP_ITC.1.2 The TSF shall permibg TSFthe authorized IT entitig¢#o initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channehgsignmentlist
of services for which thESF is able to initiate communicatipns
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Application Note: The intent of the above requirement is to use a cryptographic protocol to protect
external communications with authorized IT entities that the TOE interacts with
to perform its functions. While #re are no requirements on the party initiating
the communication, theST authotists in the assignment for FTP_ITC.1.3 the
services for which the TOE can initiate the communication with the authorized IT
entityo AG A& | OOSLIi 6f SrFir2ITE B3kfAh8 YVOE@ge®notd S NI A
initiate any of the covered connectigndlote that SSH is not included because
this protocol is not used by the TSF to connect to other comporietite. ST
author selects SSH, the TSF shall be validated against gredEctPackage for
Secure Shell

The requirement implies that not only are communications protected when they
are initially established, but also on resumption after an interruption. It may be
the case that some part of the TOE setup involves maragtling up tunnels to
protect other communication, and if after an interruption the TOE attempts-to re
establish the communication automatically with (the necessary) manual
intervention, there may be a window created where an attacker might be able to
gaincritical information or compromise a connection.

Assurance Activity
TSS

The evaluator shall examine the TSS to determine that, for all communice
with authorized IT entities identified in the requirement, each communicati
mechanism is identifieth terms of the allowed protocols for that IT entity. T
evaluator shall also confirm that all protocols listed in the TSS are specifie
included in the requirements in the ST.

If an external cryptographic module is selectedFiiP_ITC.1,1he evalator
shall examine the TSS to ensure it describes how the external module is
for cryptographic operations versus how any locally provided cryptogra
functionality is used.

Guidance

The evaluator shall examine the operational guidance to ensuceritains
instructions for establishing the allowed protocols with each authorize
entity, and that it contains recovery instructions should a connection
interrupted.

Test
The evaluator shall perform the following tests:

1 Test 1: The evaluator shathsure that communications using ea
protocol with each authorized IT entity is tested during the cou
of the evaluation, setting up the connections as described in
operational guidance and ensuring that communication
successful.
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1 Test 2: For edcprotocol that the TOE can initiate as defined in 1
requirement, the evaluator shall follow the operational guidar
to ensure that in fact the communication channel can be initia
from the TOE.

I Test 3: The evaluator shall ensure, for each commumigz
channel with an authorized IT entity, the channel data is not ¢
in plaintext.

1 Test 4: The evaluator shall, for each protocol associated with |
authorized IT entity tested during test 1, cause an interruptior
the connection. The evaluator shatisure that when connectivit
is restored, communications are appropriately protected.

Further assurance activities are associated with the specific protocols.
Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®@.dustification must be provided for those platforms that were exclt
from testing.

FCS_HTTPS_EXT.1 HPT®&6&col
FCS_HTTPS_EXT.1.1The TSF shall implement the HTTPS protocol that complies with RFC 2818.

Application Note: The ST author must provide enough detail to determine how the implementation
is complying with the standard(s) identified; this can be done either by adding
elements to this component, or by additional detail in the TSS.

FCS_HTTPS_EXT.1.2ZThe TSF shall pfement HTTPS using TLS.
Assurance Activity

The evaluator shall check the TSS to ensure that it is clear on how HTTF
TLS to establighrotected communications with remote IT entitigecusing on
when client authenticationis required Testing for tis activity is done as pal
of the TLS testing.

FCS IPSEC_EXT.1 IPsec Protocol

FCS IPSEC_EXT.1.1The TSF shall implement IPsec to protect communication among TSF components
and between TSF and OE components as specified in RFC 4301 and discard
unauthorized communication.

Application Note: RFC 4301 calls for an IPsec implementation to protect IP traffic through the use of
a Security Policy Database (SPD). The SPD is used to define how IP packets are to
be handled: PROTECT the packef.{encry the packet), BYPASS the IPsec
servicesd.g.,no encryption), or DISCARD the packeg.(drop the packet). The
SPD can be implemented in various ways, including router access control lists,
FANBGFEt Nz SaSidaz | &l NI Rplethehtgdtiorf ¢ {t 5
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resulting action that takes place.

While there must be a means to order the rules, a general approach to ordering is
not mandated, as long as the SPD distinguish the IP packets and apply the
rules accordingly. There may be multiple SPDs (one for each network interface),
but this is not required.

Assurance Activity
TSS

The evaluator shall examine the TSS and determine that it describes what
place when a packet is processed by the TOE, e.g., the algorithm us
process the packet. The TSS describes how the SPD is implemented ¢
rules for processing both inbound and outbound packets in terms of the |
policy. The TSS describes the ruleg #ira available and the resulting actiol
available after matching a rule. The TSS describes how those rules and ¢
form the SPD in terms of the DISCARL., drop the packetland PROTEC
(e.g., encrypt the packefctions defined in RFC 4301 (BY®ABould not be
included).

As noted in section 4.4.1 of RFC 4301, the processing of entries in the
non-trivial and the evaluator shall determine that the description in the T¢
sufficient to determine which rules will be applied to protect comrwation
between TOE components and authorized external IT entities, and disce
other communications. This description shall cover both the initial pac
(that is, no SA is established on the interface or for that particular packe
well as packet that are part of an established SA.

Guidance

The evaluator shall examine the operational guidance to verify it instruct:
Administrator how to construct entries into the SPD that specify a rule
processing a packet. The description includes botfesaa rule that ensures
packets between authorized components are protected and a rule tha
other packets are dropped. The evaluator shall determine that the descrif
in the operational guidance is consistent with the description in the TSS
that the level of detail in the operational guidance is sufficient to allow
administrator to set up the SPD in an unambiguous fashion. This inclu
discussion of how ordering of rules impacts the processing of an IP packe

Test

The evaluator uses &hoperational guidance to configure the TOE to carry
the following tests:

9 Test 1: The evaluator shall configure the SPD such that there is
for dropping a packet, encrypting a packet. The selectors used i
construction of the rule shall befékrent such that the evaluator ca
generate a packet and send packets to the gateway with



appropriate fields (fields that are used by the rulee.g., the IP
addresses, TCP/UDP ports) in the packet header. The eval
performs both positive and netjae test cases for each type of ru
(e.g.,a packet that matches the rule and another that does not me
the rule). The evaluator observes via the audit trail, and pa
captures that the TOE exhibited the expected behavior: appropi
packets were dvpped encrypted by the IPsec implementation.

9 Test 2: The evaluator shall devise several tests that cover a varit
scenarios for packet processimgs with Test 1, the evaluator ensur
both positive and negative test cases are constructed. These sosr
shall exercise the range of possibilities for SPD entries and proce
modes as outlined in the TSS and operational guiddPatential areas
to cover include rules with overlapping ranges and conflicting ent
inbound and outbound packets, andgiets that establish SAs as w
as packets that belong to established SA® evaluator shall verify, vi
the audit trail and packet captures, for each scenario that the expe
behavior is exhibited, and is consistent with both the TSS and
operational guidance.

FCS_IPSEC_EXT.1.2The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

Assurance Activity

The assurance activity for this element is performed in conjunction thigh
activities for FCS_IPSEC_EXT.1.1.

Test

The evaluator uses the operational guidance to configure the TOE to cari
the following tests:

9 Test 1:The evaluator shall configure the SPD such that there is a
for dropping a packet, encrypting a packet, and allowing a pack
flow in plaintext. The evaluator may use the SPD that was create
verification of FCS_IPSEC_EXT.1.1. The evaluatbrcehatruct a
network packet that matches the rule to allow the packet to flow
plaintext and send that packet. The evaluator should observe that
network packet is passed to the proper destination interface with
modification. The evaluator shalhén modify a field in the packe
header; such that it no longer matches the evaluatogatedentries
OGKSNB YILe o6S | Ge¢hok LI IFGF2N
packets that do not match any previous entries). The evaluator s
the packet, and obseges that the packet was dropped.

FCS_IPSEC_EXT.1.3The TSF shall implement transport mode aseldction: tunnel mode, no other
mod€d.

Assurance Activity
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The evaluator checks the TSS to ensure it states that the VPN can be esta
to operate in tunml mode and/or transport mode (as idgéfied in
FCS_IPSEC_EXT.1.3).

Guidance

The evaluator shall confirm that the operational guidance contains instruct
on how to configure the connection in each mode selected.

Test

The evaluator shall perform the lfowing test(s) based on the selectiol
chosen:

a) Test 1 (conditional): If tunnel mode is selected, the evaluator uses
operational guidance to configure the TOE/platform to operate
tunnel mode and also configures a VPN peer to operate in tu
mode. The evaluator configures the TOE/platform and the VPN pet
use any of the allowable cryptographic algorithms, authenticat
methods, etc. to ensure an allowable SA can be negotiated.
evaluator shall then initiate a connection from the TOE/Platftorthe
VPN peer. The evaluator observes (for example, in the audit trail
the captured packets) that a successful connection was establi
using the tunnel mode.

b) Test 2: The evaluator uses the operational guidance to configure
TOE/platform to opeate in transport mode and also configures a V
peer to operate in transport mode. The evaluator configures
TOE/platform and the VPN peer to use any of the alloy
cryptographic algorithms, authentication methods, etc. to ensure
allowable SA can baegotiated. The evaluator then initiates
connection from the TOE/platform to connect to the VPN peer.
evaluator observes (for example, in the audit trail and the captu
packets) that a successful connection was established using
transport mode.

FCS _IPSEC_EXT.1.4The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using the
cryptographic algorithms AEKSBC128, AEESBE256 (both specified by RFC
3602) and [selection: AESGCM128 (specified in RFC 4106), AXEII256
(specifiedin RFC 4106), no other algorithmegether with a Secure Hash
Algorithm (SHApased HMAC.

Assurance Activity

The evaluator shall examine the TSS to verify that the algorikEBEBE128
and AESCBE256 are implemented. If the ST author has selectedegithES
GCM128 or AEECM256 in the requirement, then the evaluator verifies tl
TSS describes these as well. In addition, the evaluator ensures that the
based HMAC algorithm conforms to the algorithms specified in FCS_CC
Cryptographic Operatian(for keyeehash message authentication).



Guidance

The evaluator checks the operational guidance to ensure it prov
instructions on how to configure the TOE/platform to use the algorithms,
if either AESSCM128 or AES&CM256 have been selected thguidance
instructs how to use these as well.

Test

The evaluator shall configure the TOE/platform as indicated in the operat
guidance configuring the TOE/platform to use each of tgported
algorithms, attempt to establish a connection using ESH,\amify that the
attempt succeeds.

FCS_IPSEC_EXT.1.5The TSF shall implemethie protocol: gelection:

Application Note:

1 IKEv1, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers,
RFC 4304 for extended sequence numbers], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functions];

1 IKEv2 as defined in RFC 5996 and [selection: with no support for NAT traversal,
with mandatory support for NAT traversal as specifieRHC 5996, section
2.23)], and [selection: no other RFCs for hash functions, RFC 4868 for hash
functiond.

If the TOE implements S#2fhash algorithms for IKEv1 or IKEvV2, the ST author
shall select RFC 4868the ST author selects IKEvl, FCS _IPSEC_EXT.1.15 must also
be included in the ST.

Assurance Activity
TSS

The evaluator shall examine the TSS to verify that IKEvl and/or IKE
implemented.If IKEv1 is claimed, tlevaluator shall examine the TSStwure
that, in the description of the IPsec protocol, it states that aggressive mo
not used for IKEv1 Phase 1 exchanges, and that only main mode is used.
be that this is a configurable option.

Guidance

The evaluator shall check the operatiomaiidance to ensure it instructs th
administrator how to configure the TOE/platform to use IKEv1 and/or IKEv
selected), and uses the guidance to configure the TOE/platform to per
NAT traversal for the following test (if selectell)KEv1 is ciamed andthe use
of mainmode requires configuration of the TOE/platform prior to its operati
the evaluator shall check the operational guidance to ensure that instruct
for this configuration are contained within that guidance.

Test
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Tests are perfamed in conjunction with the other IPsec evaluation activit
with the exception of the activities below:

1 (Conditional): If the TOE claims IKEv1, ¢lraluator shall configure th
TOE/platform as indicated in the operational guidafi€epplicable)and
attempt to establish a connection using an IKEvl Phase 1 connecti
aggressive modd& his attempt should failThe evaluator should then sho
that main mode exchanges are supported.

1 (Conditional): The evaluator shall configure the TOE/platform so thall i
perform NAT traversal processing as described in the TSS and RF(
section 2.23.The evaluator shall initiate an IPsec connection i
determine that the NAT is successfully traversed.

FCS_IPSEC_EXT.1.6The TSF shall ensure the encrypted payloadhe [selection: IKEv1, IKBv2
protocol uses the cryptographic algorithms AEBGL28, AEEBE256 as
specified in RFC 3602 arstlection: AE&CM128, AESSCM256 as specified in
RFC 5282, no other algorithm

Application Note: AESGCM128 and AE&CM256 may only be selected if IKEV2 is also selected, as
there is no RFC defining AGSM for IKEv1.

Assurance Activity
TSS

The evaluator shall ensure the TSS identifies the algorithms used for encr
the IKEv1l and/or IKEv2 payload, and that #hgorithms AEEBEL28, AES
CB&256 are specified, and if others are chosen in the selection of
requirement, those are included in the TSS discussion.

If the cryptographic functionality is implemented by the Operatio
Environment and invoked by théDE, the evaluator shall examine the TS¢
determine that it lists the cryptographic provider for the functionality and 1
interfaces that are invoked.

Guidance

The evaluator ensures that the operational guidance describes
configuration of the mandad algorithms, as well as any additional algorith
selected in the requirement. The guidance is then used to configure
TOE/platform to perform the following test for each ciphersuite selected.

Test

The evaluator shall configure the TOE/platform to tise ciphersuite under
test to encrypt the IKEv1 and/or IKEv2 payload and establish a connectiol
a peer device, which is configured to only accept the payload encrypted
the indicated ciphersuite. The evaluator will confirm the algorithm was
used in the negotiation.
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FCS_IPSEC_EXT.1.7The TSF shall ensure thjaelection

Application Note:

1 IKEvl Phase 1 SA lifetimes can be configured by an Administrator based on

[selection:
o number of packets/bytes;

o length of time, where the time values can be configured within

[assignment: integer range including 24] hdurs

1 IKEv2 SA lifetimes can be configured by an Administrator based on [selection:

o number of packets/bytes;

o length of time, where the time values can be configured within

[assignment: integer range including 2#4jurd].

The ST author chooses either the IKEv1 requirements or IKEv2 requirements (or

both, depending on the selection in FCS_IPSEC_EXIh&.5T author chooses
either packet/volumebased lifetimes or timbased lifetimesThis requiement
must be accomplished by providing Security Administredofigurable lifetimes
(with appropriate instructions in documents mandated by AGD_®RE]jcoded

limits are not acceptable. In general, instructions for setting the parameters of the
implementation, including lifetime of the SAs, should be included in the

operational guidance generated for AGD_OPE.
Assurance Activity
Guidance

The evaluator shall verify that the values for SA lifetimes can be configure
that the instructions for doing sare located in the operational guidanci.
time-based limits are supported, the evaluator ensures that the Administr
is able to configure Phase 1 SA values for 24 hdlusrently there are nc
values mandated for the number of packets or number débythe evaluator
just ensures that this can be configured if selected in the requirement.

Test

When testing this functionality, the evaluator needs to ensure that both s
I NBE O2yFTAIdzZNBR | LILINBLINAIF GSt&d CN
IKER is that in IKEv1 SA lifetimes were negotiatadKEv2, each end of the ¢
is responsible for enforcing its own lifetime policy on the SA and rekeyini
SA when necessarif. the two ends have different lifetime policies, the el
with the shorter lifeime will end up always being the one to request t
rekeying. If the two ends have the same lifetime policies, it is possible that
will initiate a rekeying at the same time (which will result in redundant SAs
reduce the probability of this happéng, the timing of rekeying reques
{Ih'[5 65 2A0GSNBR®E

Each of the following tests shall be performed for each version of IKE sel
in the FCS_IPSEC_EXT.1.5 protocol selection:

a) Test 1 (Conditional): The evaluator shall configure a maximum life
in terms of the number of packets (or bytes) allowed following



operational guidance. The evaluator shall configure a test peer w
packet/byte lifetime that exceeds the lifetimef the TOE. The
evaluator shall establish an SA between the TOE and the test pee
determine that once the allowed number of packets (or bytes) thro
this SA is exceeded, a new SA is negotiated. The evaluator shall
that the TOE initiates a Péa 1 negotiation.

b) Test 2 (Conditional): The evaluator shall configure a maximum life
of 24 hours for the Phase 1 SA following the operational guidance
evaluator shall configure a test peer with a lifetime that exceeds
lifetime of the TOE. Thevaluator shall establish an SA between 1
TOE and the test peer, maintain the Phase 1 SA for 24 hours
determine that once 24 hours has elapsed, a new Phase 1 :
negotiated. The evaluator shall verify that the TOE initiates a Phe
negotiation.

FCS_IPSEC_EXT.1.8The TSF shall ensure thiaglection:

1 IKEvl Phase 2 SA lifetimes can be configured by an Administrator based on
[selection:
o number of packets/bytes;
o length of time, where the time values can be configured within
[assignment: integerange including 8] houfs
1 IKEv2 Child SA lifetimes can be configured by an Administrator based on
[selection:
o number of packets/bytes;
o length of time, where the time values can be configured within
[assignment: integer range including 8] hdiirs

Application Note: The ST author chooses either the IKEv1 requirements or IKEv2 requirements (or
both, depending on the selection in FCS_IPSEC_EXIh&. 9T author chooses
either packet/volumebased lifetimes or timéased lifetimesThis requirement
must beaccomplished by providing Security Administratonfigurable lifetimes
(with appropriate instructions in documents mandated by AGD_®GRE]jcoded
limits are not acceptable. In general, instructions for setting the parameters of the
implementation, incluthg lifetime of the SAs, should be included in the
operational guidance generated for AGD_OPE.

Assurance Activity
Guidance

The evaluator shall verify that the values for SA lifetimes can be configure
that the instructions for doing so are locatedtime operational guidancdf

time-based limits are supported, the evaluator ensures that the Administr
is able to configure PhagsSA values fo8 hours Currently there are no value
mandated for the number of packets or number of bytes, the evaluaist

ensures that this can be configured if selected in the requirement.
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Test

When testing this functionality, the evaluator needs to ensure that both s
I NE O2yFAIdZNBR F LILIINRPLINAREF GSf&@ad CN.
IKEV2 is that in IKE SA lifetimes were negotiatekh IKEv2, each end of the ¢
is responsible for enforcing its own lifetime policy on the SA and rekeyin
SA when necessarif. the two ends have different lifetime policies, the el
with the shorter lifetime will end umlways being the one to request tF
rekeying. If the two ends have the same lifetime policies, it is possible that
will initiate a rekeying at the same time (which will result in redundant JAs
reduce the probability of this happening, the timird rekeying requests
{1 h!'[5 0SS 2A0G§SNBRDE

Each of the following tests shall be performed for each version of IKE sel
in the FCS_IPSEC_EXT.1.5 protocol selection:

c) Test 1 (Conditional): The evaluator shall configure a maximum life
in terms of the mmber of packets (or bytes) allowed following tl
operational guidance. The evaluator shall configure a test peer w
packet/byte lifetime that exceeds the lifetime of the TOE. T
evaluator shall establish an SA between the TOE and the test pee
determine that once the allowed number of packets (or bytes) throl
this SA is exceeded, a new SA is negotiated. The evaluator shall
that the TOE initiates a Phase 2 negotiation.

d) Test 2 (Conditional): The evaluator shall configure a maximum life
of 8 hours for the Phase 2 SA following the operational guidance.
evaluator shall configure a test peer with a lifetime that exceeds
lifetime of the TOE. The evaluator shall establish an SA betwee
TOE and the test peer, maintain the PhaseALf& 8 hours, anc
determine that once 8 hours has elapsed, a new Phase 2 ¢
negotiated. The evaluator shall verify that the TOE initiates a Phz
negotiation.

FCS IPSEC_EXT.1.9The TSF shall generate the secret value x used in the IKEHeiffizankey

Application Note:

Table 2 inNIST SP 89 T

SEOKIy3IS o6aEé Ay 3FJwE Y2R LI dzaAy3
FCS RBG_EXT.1, and having a length of at Essgriment: (one or more)
number(s) of bits that is at least twice the security strengtlthef negotiated
Diffie-Hellman groupbits.

For DH groups 19 and 20, the "x" value is the point multiplier for the generator
point G.

Since the implementation may allow different DHflellman groups to be
negotiated for use in forming the SAs, the assignmeRO8_IPSEC_EXdmay
contain multiple valueskor each DH group supported, the ST author consults
GwSO2YYSYRIFIGA2Y cPatN) YS@& a
DSyS&2t RSGSN¥V¥AYyS GKS aSOdaNAGE& aGNBy3IiK
the DHgroup. Each unique value is then used to fill in the assignnieo.
example, suppose the implementation supports DH group 14 {20480DP)
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and group 20 (ECDH using NIST cur884). From Table 2, the bits of security
value for group 14 is 112, and fgiroup 20 it is 192.

Assurance Activity

The evaluator shall check to ensure that, for each DH group supported, th
describes the process for generating "x" (as defined in FCS_IPSEC_H¥T
evaluator shall verify that the TSS indicates that threlcan number generatec
that meets the requirements in this PP is used, and that the length of "x" ir
the stipulations in the requirement.

FCS_IPSEC_EXT.1.10he TSF shall generate nonce usedetection: IKEv1, IKB¥Xchanges of length
[selection:

1 [assignment: security strength associated with the negotiated Briffigman
group];

9 at least 128 bits in size and at least half the output size of the negotiated
pseudorandom function (PRF) hash

Application Note: The ST author must select the secaption for nonce lengths if IKEv2 is also
selected (as this is mandated in RFC 5996). The ST author may select either option
for IKEv1.

For the first option for nonce lengths, since the implementation may allow
different DiffieHellman groups to be negotid for use in forming the SAs, the
assignment in FCS_IPSEC_EXT.1. may contain multiple Waiussch DH group

supported, the ST author consults Table RIIBT SP 89T awSO2YYSy RI {7
for Key Managementt | NIi ™ Yto @eeynBithetsécurity Sry 3G K 6 a0 A (¢
2F aASOdzNRA(Geé¢ v | aa2Eashludidadrvaldeisiibén uged ® fills | 3 N.
in the assignment-or example, suppose the implementation supports DH group

14 (2048bit MODP) and group 20 (ECDH using NIST ct88d)H-rom Table 2,

the bis of security value for group 14 is 112, and for group 20 it is 192.

Because nonces may be exchanged before the DH group is negotiated, the nonce
used should be large enough to support all ‘EO&sen proposals in the exchange.

Assurance Activity
Test

T (conditional) If the first selection is chosen, the evaluator shall ct
to ensure that, for each DH group supported, the TSS describe
process for generating each nondene evaluator shall verify that th
TSS indicates that the random number generathdt meets the
requirements in this PP is used, and that the length of the nonces
the stipulations in the requirement.

1 (conditional) If the second selection is chosen, the evaluator ¢
check to ensure that, for each PRF hash supported, the T8(bess
the process for generating each nondée evaluator shall verify the
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the TSS indicates that the random number generated that meets
requirements in this PP is used, and that the length of the nonces 1
the stipulations in the requirement.

FCS _IPSEC_EXT.1.1The TSF shall ensure that all IKE protocols impleipsehtction:DH Groups 14

Application Note:

FCS_IPSEC_EKXT2

Application Note:

(2048hit MODP)19 (256bit Random ECP), 24 (2648 MODP with 25®it POS),
20 (384bit Random ECP), no other DH grgqups

The selectionsiused to specify additional DH groups supported. This applies to
IKEv1 and IKEv2 exchandéshould be noted that if any additional DH groups
are specified, they must comply with the requirements (in terms of the ephemeral
keys that are established)tlsl in FCS_CKMECS_CKM.2

Assurance Activity

The evaluator shall check to ensure that the DH groups specified ir
requirement are listed as being supported in the TB&ere is more than one
DH group supported, the evaluator checks to ensure®B& describes how
particular DH group is specified/negotiated with a peer.

Test

For each supported DH group, the evaluator shall test to ensure the
supported IKE protocols can be successfully completed using that particul

group.

The TSF shall be able to ensure by default that the strength of the symmetric
algorithm (in terms of the number of bits in the key) negotiated to protect the
[selection: IKEvV1 Phase 1, IKEvV2 IKEEOBAection is greater than or equal to the
strengthof the symmetric algorithm (in terms of the number of bits in the key)
negotiated to protect thegelection: IKEv1l Phase 2, IKEv2 CHIll[BoSrection.

The ST author chooses either or both of the IKE selections based on what is
implemengd by the TOBbviously, the IKE version(s) chosen should be consistent
not only in this element, but with other choices for other elements in this
component.While it is acceptable for this capability to be configurable, the
default configuration in thevaluated configuration (either "out of the box" or by
configuration guidance in the AGD documentation) must enable this functionality.

Assurance Activity
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The evaluator shall check that the TSS describes the potential strengt
terms of the number obits in the symmetric key) of the algorithms that a
allowed for the IKE and ESP exchangbs. TSS shall also describe the che
that are done when negotiating IKEv1 Phase 2 and/or IKEv2 CHILD_SA s
ensure that the strength (in terms of the numbef bits of key in the symmetri
algorithm) of the negotiated algorithm is less than or equal to that of the
SA this is protecting the negotiation.

Test

The evaluator simply follows the guidance to configure the TOE/platfor
perform the followingtests.

e) Test 1: This test shall be performed for each version of IKE suppc
The evaluator shall successfully negotiate an IPsec connection
each of the supported algorithms and hash functions identified in
requirements.

f) Test 2This test shabe performed for each version of IKE support
The evaluator shall attempt to establish an SA for ESP that sele(
encryption algorithm with more strength than that being used for 1
IKE SA (i.e., symmetric algorithm with a key size larger than énag |
used for the IKE SAuch attempts should fail.

g) Test 3: This test shall be performed for each version of IKE suppc
The evaluator shall attempt to establish an IKE SA using an algc
that is not one of the supported algorithms and hash furrcsic
identified in the requirements. Such an attempt should fail.

h) Test 4:This test shall be performed for each version of IKE suppo
The evaluator shall attempt to establish an SA for ESP (assume
proper parameters where used to establish the IKEtB#t selects ar
encryption algorithm that is not identified in FCS_IPSEC_EXT.1.4
an attempt should fail.

FCS IPSEC_EXT.1.13he TSF shall ensure that all IKE protocols perform peer authentication using a
[selection:RSA, ECDBthat use X.509v8ertificates that conform to RFC 4945
and [selectionPreshared Keys, no other method

Application Note: At least one publikey-based Peer Authentication method is required in order to
conform to this PP; one or more of the public key schemes is chpdbe ST
author to reflect what is implementedThe ST author also ensures that
appropriate FCS requirements reflecting the algorithms used (and key generation
capabilities, if provided) are listed to support those methoddse that the TSS
will elaborae on the way in which these algorithms are to be used (for example,
2409 specifies three authentication methods using public keys; each one
supported will be described in the TSS).

Assurance Activity
TSS



The evaluator ensures that the TSS identifies &&for ECDSA as being us
to perform peer authentication. The descriptiahallbe consistent with the
algorithms as specified in FCS_COP.1(2) Cryptographic Operation
cryptographic signature).

If presshared keys are chosen in the selection, thaluator shall check t
ensure that the TSS describes how-phared keys are established and usec
authentication of IPsec connectionhe evaluator shall check that tF
operational guidance describes how gkared keys are to be generated al
establshed. The description in the TSS and the operational guidance sha
indicate how preshared key establishment is accomplished for TOEs thai
generate a preshared key as well as TOEs that simply use -sipaesd key.
Guidance

The evaluator ensusethe operational guidance describes how to set up
TOE to use certificates with RSA and/or ECDSA signatures and public ke
In order to construct the environment and configure the TOE for the follov
tests, the evaluator will ensure that the opei@nal guidance describes how
configure the TOE to connect to a trusted CA, and ensure a valid certifica
GKIFG /1 A& ft2FRSR AyiG2 G4KS ¢h9o I\
Test

For efficiency sake, the testing that is performed may be combined with
testing for FIA_ X509 EXT.1, FIA_ X509 EXT.2 (for IPsec connection:
FCSIPSEC EXT.1.1. The following tests shall be repeated for eact
authentication selected in the FCS_IPSEC_EXT.1.1 selection above:

i) Test 1. The evaluator shall configure the TOE to ymévate key and
associated certificate signed by a trusted CA and shall establish an
connection with the peer.

j) Test 2 [conditional]: The evaluator shall generate agirared key off
TOE and use it, as indicated in the operational guidance, to ésdte
an IPsec connection with the peer.

FCS _IPSEC_EXT.1.1Z&he TSF shall support peer identifiers of the following typete¢tion: IP address,
Fully Qualified Domain Name (FQDN), user FQDN, Distinguished Nairen(DN)
[selection: no other reference idkifier type, [assignment: other supported
reference identifier typeg]

Application Note: The TOE must support at least one of the following identifier types: IP address,
Fully Qualified Domain Name (FQDN), user FQDN, or Distinguished Nanhe (DN).
the future, the TOE will be required to support all of these identifier tyfesTOE
is expected to support as many IP address formats (IPv4 and IPv6) as IP versions
supported by the TOE in general. The ST author may assign additional supported
identifier types in the second selection.

Assurance Activity

The assurance activities for this element are performed in conjunction witt
assurance activities for the next element.
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FCS_IPSEC_EXT.1.15he TSF shall not establish an SA if the presented idemdes not match the

Application Note:

configured reference identifier of the peer.

l'd GKAA GAYSI 2yteé (KS O2YLI Nrazy o6Sios
OSNIATAOIGS IyR GKS LISSNRa NBFSNByOS A
However, inthe future, this requirement will address two aspects of the peer
OSNIAFTAOIGS GFHEtARFGAZ2YY MO O2YLI NRAZ2Y
certificate which are both presented identifiers, as required by RFC 4945 and 2)
verification that the peer iddified by the ID payload and the certificate is the

peer expected by the TOE (per the reference identifier). At that time, the TOE will

0S NBIldZANBR (2 RSY2Yy&aidNIGS 020K aLlSoda
L5 LI &f21FR YI GO k&awhithkbdth makh bhibfiged PeSrNI A F
reference identifiers).

S
R

Excluding the DN identifier type (which is necessarily the Subject DN in the peer
certificate), the TOE may support the identifier in either the Common Name or
Subject Alternative Name (SANYeoth. If both are supported, the preferred logic

Aad (2 O2YLINB GKS NBFSNBYyOS ARSYGATASNI
certificate does not contain a SAN, to fall back to a comparison against the
Common Name. In the future, the TOE will baiiregl to compare the reference

identifier to the presented identifier in the SANYy, ignoring the Common Name.

The configuration of the peer reference identifier is addressed by FMT_SMF.1.1.

Assurance Activity
TSS

The evaluator shall ensure that the T@&Scribes how the TOE compares t
LISSNDRa LINBASYiSR ARSYUGAFTASNI G2 &
include whether the certificate presented identifier is compared to the
payload presented identifier, which field(s) of the certificate ased as the
presented identifier (DN, Common Name, or SAN), and, if multiple field:
supported, the logical order comparison. If the ST author assigned an addi
identifier type, the TSS description shall also include a description of that
ayR 0KS YSUK2R o0& @¢KAOK GKFG GelL
certificate.

Guidance

The evaluator shall ensure that the operational guidance includes
configuration of the reference identifier(s) for the peer.

Test

For each supported identifigype (excluding DNs), the evaluatoradiirepeat
the following tests:

Test 1: For each field of the certificate supported for comparison, the evalt
aKIff O2y FA3IdzNB GKS LISSNDRaE NBTF!



administrative guidance) to matchsh FASft R Ay (GKS LIS
and shall verify thathte IKE authentication succeeds.

Test 2: For each field of the certificate support for comparison, the evalt
aKIff O2y FA3IdzNB GKS LISSNDRaE NBTF!
administt G A @S 3JdzA RFyOS0 G2 y20 YI GOl
certificate and shall verify thahe IKE authentication fails.

The bllowing tests are conditional:

Test 3: (conditional) If, according to the TSS, the TOE supports both Co
Name and SAN d#ficate fields and uses the preferred logic outlined in t
Application Note, the tests above with the Common Name field shal
performed using peer certificates with no SAN extensiadditionally, the
SOl tdz2 G2NJ akKl £t O2y TderdifiaNdd theél KOE toLd8
YIFIGOK GKS {!b Ay GKS LISSNDa LINBa
bl YS Ay (KS LISSNRa LINE &tBe/IKES&Rhe@i&bal
fails.

Test 4: (conditional) If the TOE supports DN identifier typesettaluator shall
O2y ¥TAAdz2NE (GKS LISSNRa NBFSNByOS A
JdzA RFYyOS0 (G2 YIGOK GKS &ddzoeaSOi 51
verify that the IKE authentication succeeds. To demonstrate avib#é
comparisonof the DN, the evaluator shall change a single bit in the
(preferably, in an Object Identifier (OID) in the DN) and verify tha IKE
authentication fails.

Test 5: (conditional) If the TOE supports both IPv4 and IPv6 and suppc
address identifietypes, the evaluator must repeat test 1 and 2 with both If
address identifiers and IPv6 identifiers. Additionally, the evaluator shall v
that the TOE verifies that the IP header matches the identifiers by settin
presented identifiers and theeference identifier with the same IP address tf
differs from the actual IP address of the peer in the IP headers and ver
that the IKE authentication fails.

Test 6: (conditional) If, according to the TSS, the TOE performs compa
between the p& NR& L5 LI} e&f2FR | yR GKS LJ
repeat the following test for each combination of supported identifier tyy
and supported certificate fields (as above). The evaluator shall configur:
peer to present a different ID pajloR G Ky GKS FTAStR
certificate and verify that the TOE fails to authenticate the IKE peer.

FCS TLSC_EXT.1 TLS Client Protocol

FCS_TLSC_EXT.1.1 The TSF shall implemergejection: TLS 1.2 (RFC 5246), TLS 1.1 (RFE 4346)
supporting tre following ciphersuitegselection:

1 TLS_RSA WITH_AES_128 CBC_SHA as defined in RFC 3268
1 TLS_RSA_WITH_AES_256_CBC_SHA as defined in RFC 3268
1 TLS_DHE_RSA_WITH_AES 128 CBC_SHA as defined in RFC 3268
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TLS_DHE_RSA_WITH_AES_256_CBC_SHA as defined in RFC 3268
TLS_ECDHE_RSA WITH_AES_128_CBC_SHA as defined in RFC 4492
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA as defined in RFC 4492
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA as defined in RFC 4492
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA as defined in RFC 4492
TLS_RSA_WITH_AES_CHC_SHA256 as defined in RFC 5246

TLS_RSA WITH_AES_256_CBC_ SHA256 as defined in RFC 5246
TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256 as defined in RFC 5246
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256 as defined in RFC 5246
TLS_DHE_RSA_WITH_AES_256_GCM_SHAB8deakin RFC 5288
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 as defined in RFC 5289
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as defined in RFC 5289
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 as defined in RFC
5289

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA38dedsindeRFC

5289

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 as defined in RFC 5289
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 as defined in RFC 5289
TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA384 as defined in RFC 5289
TLS_ECDHE_RSA WITH_AES 256_GCM_SHA384 as defin@8% RFC 5

= =4 = =4 = -8 -8 -8 -8 -8 oa s s

=

=A =4 =4 =9

and no other ciphersuite

Application Note: The ciphersuites to be tested in the evaluated configuration are limited by this
requirement. The ST author should select the ciphersuites that are supported. It is
necessary to limit the ciphersuites that can be used in an evaluated configuration
administatively on the server in the test environment. The Suite B algorithms
listed above (RFC 6460) are the preferred algorithms for implementation.

These requirements will be revisited as new TLS versions are standardized by the
IETF.

If any ciphersuites argelected using ECDHE, then FCS_TLSC_EXT.1.5 is required.
In a future version of this PP TLS v1.2 will be required for all TOEs.

It is recognized that RFC 5246 mandates the cipher suite
TLS RSA WITH_AES 128 CBC_SHA, but use-Dbff@Hdigital signature
generation is no longer recommended (see NIST SRBDO revl and SP 800
78-4). Subsequent revisions of the PP will not includelSHA

Assurance Activity
TSS

The evaluator shall check the description of the implementation of
protocol in the TSS to ensure that the ciphersuites supported are specifiec
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evaluator shall check the TSS to ensure that the ciphersuites specified ir
those listed for this @amponent.

Test

Test 1: The evaluator shall establish a TLS connection using each

ciphersuites specified by the requirement. This connection may be establ
as part of the establishment of a highlewvel protocol, e.g., as part of an E/
sessim. It is sufficient to observe the successful negotiation of a ciphersui
satisfy the intent of the test; it is not necessary to examine the characteri
of the encrypted traffic in an attempt to discern the ciphersuite being used
example, thathe cryptographic algorithm is 1238t AES and not 256it AES).

Test 2: The evaluator shall attempt to establish the connection using a s
with a server certificate that contains the Server Authentication purpose ir
extendedKeyUsage field and rifg that a connection is established. TI
evaluator will then verify that the client rejects an otherwise valid set
certificate that lacks the Server Authentication purpose in

extendedKeyUsage field and a connection is not established. Ideallfuoh:
certificates should be identical except for the extendedKeyUsage field.

Test 3: The evaluator shall send a server certificate in the TLS connectic
the does not match the serveselected ciphersuite (for example, send a ECI
certificate while sing the TLS_RSA WITH_AES 128 CBC_SHA cipher
send a RSA certificate while using one of the ECDSA ciphersuites
SOItdzr G2N aKl ff GSNATe GKFG GKS
Certificate handshake message.

Test 4: The evaluator hall configure the server to select tr
TLS_NULL_WITH_NULL_NULL ciphersuite and verify that the client der
connection.

Test 5: The evaluator performs the following modifications to the traffic:

a) Change the TLS version selected by the server ingdhaeSHello to a
non-supported TLS version (for example 1.3 represented by the
bytes 03 04) and verify that the client rejects the connection.

by azRAFe G tSIrad 2yS oedS Ay
handshake message, and verify that themirejects the Server Ke
Exchange handshake message (if using a DHE or ECDHE cipher:
GKFG GKS aSNBSNJ RSyAaASa GKS Of

c) azRATE (GKS aSNBWSNna asStSOdGSR
message to be a cipherseitnot presented in the Client Hell
handshake message. The evaluator shall verify that the client re
the connection after receiving the Server Hello.

d) [conditiona] If an ECDHE or DHE ciphersuite is selected, modif
aA 3yl Gdz2NB 0 f 2Kéy Exchafige indadshakeSnedsagey.
verify that the client rejects the connection after receiving the Sel
Key Exchange message.



e) Modify a byte in the Server Finished handshake message, and -
that the client sends a fatal alert upon receipt and does send any
application data.

f) Send a garbled message from the Server after the Server has issu
ChangeCipherSpec message and verify that the client denies
connection.

FCS _TLSC _EXT.1.2 The TSF shall verify that the presented identifier mat¢cheseference identifier
according to RFC 6125.

Application Note: The rules for verification of identity are described in Section 6 of RFC 6125. The
reference identifier is established by an authorized user, by configuration (e.g.,
configuring the name of an authentication server), or by an application (e.g., a
parameterof an API) as described in the TSS. . Based on a singular reference
ARSYUGAFTFASNRDE a2d2NOS R2YFAY FyR | LILIX AOI {7
client establishes all reference identifiers which are acceptable, such as a Common
Name for the Subf Name field of the certificate and a (cassensitive) DNS
name, URI name, and Service Name for the Subject Alternative Name field. The
client then compares this list of all acceptable reference identifiers to the
presented identifiers inthe TLS sefyé& OSNI A FA OF S o

The preferred method for verification is the Subject Alternative Name using DNS
names, URI names, or Service Names. Verification using the Common Name is
required for the purposes of backwards compatibility. Additionally, support for
use d IP addresses in the Subject Name or Subject Alternative name is
discouraged as against best practices but may be implemented. Finally, the client
should avoid constructing reference identifiers using wildcards. However, if the
presented identifiers inclle wildcards, the client must follow the best practices
regarding matching; these best practices are captured in the assurance activity.

Assurance Activity
TSS

¢CKS S@Ffdad G§2N aKl f € Syadz2Ns GKI
establishing all reference identifiers from the administrator/applicatic
configured reference identifier, including which types of reference identif
are supported (e.g., Commoraie, DNS Name, URI Name, Service Nam
other applicationspecific Subject Alternative Names) and whether
addresses and wildcards are supported. The evaluator shall ensure the
description identifies whether and the manner in which certificatengig is
supported or used by the TOE.

Test
The evaluator shall configure the reference identifier according to the .
guidance and perform the following tests during a TLS connection:

Test 1: The evaluator shall present a server certificate that doesontain an
identifier in either the Subject Alternative Name (SAN) or Common Name
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that matches the reference identifier. The evaluator shall verify that
connection fails.

Test 2: The evaluator shall present a server certificate that consa®il that
matches the reference identifier, contains the SAN extension, but does
contain an identifier in the SAN that matches the reference identifier.
evaluator shall verify that the connection fails. The evaluator shall repeat
test for eachsupported SAN type.

Test 3: The evaluator shall present a server certificate that contains a CI
matches the reference identifier and does not contain the SAN extension
evaluator shall verify that the connection succeeds.

Test 4: The evaluat@hall present a server certificate that contains a CN 1
does not match the reference identifier but does contain an identifier in
SAN that matches. The evaluator shall verify that the connection succeec

Test 5: The evaluator shall perform theldoling wildcard tests with eacl
supported type of reference identifier:

1 The evaluator shall present a server certificate containing a wild
that is not in the leftmost label of the presented identifier (e.c
foo.*.example.com) and verify that the coaction fails.

T The evaluator shall present a server certificate containing a wildca
the left-most label (e.g., *.example.com). The evaluator shall config
the reference identifier with a single lefhost label (e.g.
foo.example.com) and verifghat the connection succeeds. Tt
evaluator shall configure the reference identifier without a Jefost
label as in the certificate (e.g., example.com) and verify that
connection fails. The evaluator shall configure the reference ident
with two left-most labels (e.g., bar.foo.example.come) and verify t
the connection fails.

Test 6: [conditional] If URI or Service name reference identifiers are suppc
the evaluator shall configure the DNS name and the service identifier.
evaluator shalpresent a server certificate containing the correct DNS ne¢
and service identifier in the URIName or SRVName fields of the SAN anc
that the connection succeeds. The evaluator shall repeat this test with
wrong service identifier (but correct \name) and verify that the connectic
fails.

Test 7: [conditional] If pinned certificates are supported the evaluator ¢
present a certificate that does not match the pinned certificate and verify -
the connection fails.

FCS_TLSC_EXT.1.3 The TSBhall establish a trusted channel only if the peer certificate is valid.
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Application Note:

FCS_TLSC_EXZ.1.

Application Note:

Validity is determined by the identifier verification, certificate path, the expiration
date, and the revocation status in accordance with RFC 5280. Certificatieyvali
shall be tested in accordance with testing performed for FIA_ X509 EXT.1.

Assurance Activity
Test

Test 1: The evaluator shall demonstrate that using a certificate without a
certification path results in the function failing. Using theministrative
guidance, the evaluator shall then load a certificate or certificates neede
validate the certificate to be used in the function, and demonstrate that
function succeeds. The evaluator then shall delete one of the certificates
show that the function fails.

The TSF shall present the Supported Elliptic Curves Extension in the Client Hello

with the following NIST curvelselection: secp256rl, secp384rl, secp5pant
no other curves.

If ciphersuites with elliptic curves were selected in FCS_TLSC _EXT.1.1, this

component is required.

This requirement limits the elliptic curves allowed for authentication and key

agreement to the NIST curves from FCS_COP.1(2) and FCS_CKM.1 and FCS_CKM.2.

Thisextension is required for clients supporting Elliptic Curve ciphersuites.

Assurance Activity

The evaluator shall verify that TSS describes the Supported Elliptic C
Extension and whether the required behavior is performed by default or
be configured.

Test

Test 1: The evaluator shall configure the server to perform an ECDH
exchangen the TLS connection using a reupported curve (for example-F
MpHO YR aKlFff @OSNAFe GKIFG GKS ¢
Exchange handshake message.

FCS TLSS EXT.1 TLS Server Protocol

FCS_TLSS_EXT.1.1 The TSF shall implemergefection: TLS 1.2 (RFC 5246), TLS 1.14GR6f

supporting the following ciphersuitefselection:

TLS_RSA_WITH_AES_128 CBC_SHA as defined in RFC 3268
TLS_RSA WITH_AES_256_CBC_SHA as defined in RFC 3268
TLS_DHE_RSA_WITH_AES_128 CBC_SHA as defind@6a RFC
TLS_DHE_RSA_WITH_AES_256_CBC_SHA as defined in RFC 3268
TLS_ECDHE_RSA WITH_AES_128_CBC_SHA as defined in RFC 4492
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA as defined in RFC 4492

=4 =4 =8 =8 -8 =9
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TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA as defined in RFC 4492
TLS_ECDHE_ECDSAHNAES_256_CBC_SHA as defined in RFC 4492
TLS_RSA_WITH_AES_128 CBC_SHA256 as defined in RFC 5246
TLS_RSA WITH_AES_256_CBC_ SHA256 as defined in RFC 5246
TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256 as defined in RFC 5246
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA2BR@ASURFC 5246
TLS_DHE_RSA_WITH_AES_256_GCM_SisARSied in RFC 5288
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 as defined in RFC 5289
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as def288in RFC
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 as dBW@d in

5289

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC
5289

TLS_ECDHE_RSA WITH_AES_128 CBC_&HedB@d in RFC 5289
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 as defined in RFC 5289
TLS_ECDHE_RSA WITH_AES_256_CBC_&H#3Bd in RFC 5289
TLS_ECDHE_RSA WITH_AES 256_GCM_SHA384 as defined ih RFC 5289

=4 =4 =4 =4 =8 - - -8 -8 -8

=

=A =4 =4 =9

and no other ciphersuite.

Application Note: The ciphersuites to be tested in the evaluated configuration are limited by this
requirement. The ST author should select the ciphersuites that are supported. It is
necessary to limit the ciphersuites that can be used in an evaluated configuration
administatively on the server in the test environment. The Suite B algorithms
listed above (RFC 6460) are the preferred algorithms for implementation.

These requirements will be revisited as new TLS versions are standardized by the
IETF.

It is recognized that RFEC 5246 mandates the cipher suite
TLS RSA WITH_AES 128 CBC_SHA, but use-Dbff@Hdigital signature
generation is no longer recommended (see NIST SB3@0revl and SP 800
78-4). Subsequent revisions of the PP will not includelSHA

Assurance Activit
TSS

The evaluator shall check the description of the implementation of
protocol in the TSS to ensure that the ciphersuites supported are specifiec
evaluator shall check the TSS to ensure that the ciphersuites specifie
identical to thoseibted for this component.

Guidance

The evaluator shall also check the operational guidance to ensure tt
contains instructions on configuring the TOE so that TLS conforms ti
description in the TSS (for instance, the set of ciphersuites advetiigédie
TOE may have to be restricted to meet the requirements).

Test
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Test 1. The evaluator shall establish a TLS connection using each

ciphersuites specified by the requirement. This connection may be establ
as part of the establishment of a highlewel protocol,e.g.,as part of an EAI
session. It is sufficient to observe the successful negotiation of a cipherst
satisfy the intent of the test; it is not necessary to examine the characteri
of the encrypted traffic in an attempt to discern the ciphersuite lgeused (for
example, that the cryptographic algorithm is 1B8 AES and not 256it AES).

Test 2: The evaluator shall send a Client Hello to the server with a |
OALIKSNBRdAzA 1Sa GKFG R2Sa y20 O2ydl }
verify that the server denies the connection. Additionally, the evaluator s
send a Client Hello to the server containing only
TLS_NULL_WITH_NULL_NULL ciphersuite and verify that the server del
connection.

Test 3: The evaluator shall use a cliamsend a key exchange message in
TLS connection that the does not match the seiselected ciphersuite (fo
example, send an ECDHE key exchange while using

TLS RSA WITH_AES 128 CBC_SHA ciphersuite or send a RSA key
while using one of th&CDSA ciphersuites.) The evaluator shall verify tha
TOE disconnects after the receiving the key exchange message.

Test 4: The evaluator shall perform the following modifications to the traff

kk a2RAF& |G | o0&dS Ay (K hantishake
YSaalr3asSsy FyR @OSNATe (GKFdG GKS
Verify handshake message (if using mutual authentication) or tha
aSNIWSNJ RSyAaSa GKS Ot ASyidQa Ca

[) [conditiona] If an ECDHE or DHE ciphersuite iscsed, nodify the
AA3AYyFGdz2NE o0f201 Ay (GKS /fASyd
GSNAFE (GKIFG GKS aSNBSNI NB2SOi
message (if using mutual authentication) or that the server denies
Oft ASyiQa Ckehless&g& R K|l YRAKI

m) Modify a byte in the Client Finished handshake message, and \
that the server rejects the connection and does not send
application data.

n) After generating a fatal alert by sending a Finished message fron
client before the client saits a ChangeCipherSpec message, sel
Client Hello with the session identifier from the previous test, ¢
verify that the server denies the connection.

0) Send a garbled message from the client after the client has issue
ChangeCipherSpec message andfyehat the Server denies thi
connection.

FCS_TLSS _EXT.1.2 The TSF shall deny connections from clients requesting SSL 2.0, SSL 3.0, TLS 1.0
and [selectionTLS 1.1TLS 1.0 other TLS versiohs



Application Note: All SSL versiorend TLS v1.0 ardenied. Any TLS versions not selected in
FCS_TLSS EXT.1.1 should be selected here.

Assurance Activity
TSS

The evaluator shall verify that the TSS contains a description of the der
old SSL and TLS versions.

Guidance

The evaluator shall verify that any configuration necessary to meet
requirementare contained in the AGD guidance.

Tests

The evaluator shall send a Client Hello requesting a connection fc
mandatory and selected protocol versions in the SFR {@/gnumeration of
protocol versions in a test client) and verify that the server denies
connection.

FCS TLSS EXT.1.3 The TSF shall generate key agreement parameters using RSA with key size 2048
bits and Belection: 3072 bits, 4096 bits, no other kimed [gelection: over NIST
curves [selection: secp256rl, secp384ecp521rland no other curves; Diffie
Hellman parameters of size 2048 bits and [selection: 3072 bits, no other size]; no
other].

Application Note: If the ST lists a DHE or ECDbigkersite inFCS_TLSS EXT.1.1, the ST must include
the DiffieHellman or NIST curves selection in the requirement. FMT_SMF.1
requires the configuration of the key agreement parameters in order to establish
the security strength of the TLS connection.

Assurance Ativity

The evaluator shall verify that the TSS describes the key agreement parar
of the server key exchange message.

Guidance

The evaluator shall verify that any configuration necessary to meet
requirementis contained in the AGD guidance.

Test

LT GKS aS0O2yR &St SOGA2Y Ay OfieezRiGator
shall attempt a connection using an ECDHE ciphersuite and a configured
and, using a packet analyzer, verify that the key agreement parameters i
Key Exchange messagee the ones configured. (Determining that the s
matches the expected size for the configured curve is suffici€he)evaluator

shall repeat this test for each supported NIST Elliptic Curve and each supj
Diffie-Hellman key size.
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FCS TLSS EXZ.1. The TSF shall present the Supported Elliptic Curves Extension in the Client Hello
with the following NIST curvesdlection: secp256r1, secp384rl, secp5pant
no other curves.

Application Note: If ciphersuites with elliptic curves were selected ir§ HCS EXT.1.1, this
component is required. This requirement limits the elliptic curves allowed for
authentication and key agreement to the NIST curves from FCS_COP.1(2)
FCS_CKM.-Bnd FCS_CKM.2. This extension is required for clients supporting
EllipticCurve ciphersuites.

Assurance Activity
TSS

The evaluator shall verify that the TSS describes the Supported Elliptic (
Extension and whether the required behavior is performed by default or
be configured.

Test
The evaluator shall perform tHellowing test:

1 Test 1:The evaluator shall configure the server to perform
ECDHE key exchange in the TLS connection usingsapparted
curve (for example292) and shall verify that the TOE disconne
F FGSNI NBOSAGAY A (i KSshaké Ng@sageD :

FDP_ITT.1 Basic Internal Transfer Protection

FDP_ITT.1.1 Refinement:The TSF shahforce-the fassignmentaiccesscontrol SER{s)-and/or
informationflow-control- SER{4h prevent the[disclosure, modificatidrof user
data when it is transmitted between physically separated parts of the TOE
through the use of $election, choose at least one of: IPsec, SSH, TLS,
TLS/HTTAS

Application Note: This requirement ensures all communications between components of a
distributed TOE is protected through the use of an encrypted communications
channel. The data passed in this trusted communication channel are encrypted as
defined by the protocol chosen in the first selection. The ST author chooses the
mechanism(s) supptad by the TOE, and then ensures the detailed requirements
in Annex C corresponding to their selection are copied to the ST if not already
present.

If SSH is selected, the TOE is expected to conform to the Extended Package for
Secure Shell.

BYSyiz GKS LIKNIasS awlaardayysSyidy |
KS LIKNJ &S aiKNRIBsEISSHI RS, dzasS 2F wa s
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AssuranceActivity
TSS

The evaluator shall examine the TSS to determine that the methods
protocols used to protect distributed TOE components are described.
evaluator shall also confirm that all protocols listed in the TSS in support o
administration ae consistent with those specified in the requirement, and .
included in the requirements in the ST.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions for establishing the communication paths for each supl
method.

Test
The evaluator shall perform the following tests:

I Test 1: The evaluators shall ensure that communications L
each specified (in the operational guidance) communicati
method is tested during the course of the evaluation, setting
the connections as described in the operational guidance
ensuring that communication is successful.

1 Test 2: The evaluator shall ensure, for each method
communication, the channel data is not sent in plaintext.

Further assurance activities are asised with the specific protocols.
Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

FIA_PSK_EXT.18leared KeZomposition

The TOHnay need tosupport preshared keys for use in the IPsec protoddd ¥ A RresiugeSKer d

will be selected as a peer authentication method in FCS_IPSEC(FXThkre are two types of pre

shared kegt text-based (which areequired) and bibased (which are optional supported by the TOE,

a4 AaLISOAFTASR AY GKS NBI dzA NBY Sy thdasedp®d RIgNIB R K|SS SFaANHA (6
refer to preshared keys that are entered by users as a string of charactensaistandard character set,

similar to a password. Such psbared keys must be conditioned so that the string of characters is
transformed into a string of bits, which is then used as the key.

¢KS aS0O2y R (&LJS -basad pid R ISNNBNEGR |adkedfiasstandacdd defmi; this refers to
keys that are either generated by the TSF on a command from the administrator, or input in "direct form"
by an administrator. "Direct form" means that the input is used directly as the key, with no "condifionin
as was the case for texiased preshared keys. An example would be a string of hex digits that represent

the bits that comprise the key.
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The requirements below mandate that the TOE must supporthbased preshared keys and optionally
support bitbasal preshared keys, although generation of the-bésed preshared keys may be done
either by the TOE or in the operational environment.

FIA_ PSK_EXT.1.1 The TSF shall be able to use-phared keys folPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to goceext-based preshared keys that:

9 are 22 characters and¢lection: [assignment: other supported lengths], no
other length$;

9 composed of any combination of upper and lower case letters, numbers, and
ALISOALf OKI NI OGSNE 0 KIEE AywdtsdzRiSY¥E Za HiEF =
ALEVOD

FIA_ PSK_EXT.1.3 The TSF shall condition the tebdsed preshared keys by usingdlection: SHA

1, SHA?56, SHA12, [assignment: method anditioning text string] and be

able to gelection: use no other psharedkeys; accept bibased preshared keys;

generate bitbased preshared keys using the random bit generator specified in

FCS_RBG_EXT.1

Application Note: For the length of the texttased preshared keys, a common length (22 characters)
is required to helpromote interoperability. If other lengths are supported they
should be listed in the assignment; this assignment can also specify a range of
values (e.g., "lengths from 5 to 55 characters'veell.

In the second selection for FIA_ PSK_EXT.1.3, the 9T fdlglin the method by

GKAOK GKS GSEG adNxy3a SyGidSNBR o0& (GKS IF
string used as the key. This can be done by using one of the specified hash
Fdzy OliA2yaz 2N a2YS 20 KSNJ YS{ K2 Paséd N2 dz3 K
pred KF NESR 1S&a¢ Aa aStSOGSRzI GKS {¢ I dzir
accepts bibased preshared keys, or is capable of generating them. If it
generates them, the requirement specified that they must be generated using the

RBG specified liie requirements. If the use of Hised preshared keys is not

supported, the ST author chooseslzd Sy 2 -aXK{ NEW IR 4 ¢ ©
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure that it states thabesetd pre
shared keys of 2Zharacters are supported, and that the TSS states
conditioning that takes place to transform the texased preshared key from
the key sequence entered by the user (e.g., ASCII representation) to t
string used by IPsec, and that this conditi@nis consistent with the firs
selection in the FIA_PSK_EXT.1.3 requirement. If the assignment is u
specify conditioning, the evaluator will confirm that the TSS describes
conditioning.

Guidance

The evaluator shall examine the operational guica to determine that it
provides guidance on the composition of strong tbased preshared keys.
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and (if the selection indicates keys of various lengths can be entered) tl
provides information on the merits of shorter or longer ggieared keys. Thi
guidance must specify the allowable characters for-ghared keys, and tha
list must be a supeset of the list contained in FIA_ PSK_EXT.1.2.

L¥ -basedpreda KI NER 1Seaé¢ Aa asStSoOidSR:
operational guidance contains ingtitions for either entering bibased pre
shared keys for each protocol identified in the requirement, or generatir
bit-based preshared key (or both). The evaluator shall also examine the T
ensure it describes the process by which thelzised pe-shared keys are
generated (if the TOE supports this functionality), and confirm that this pro
uses the RBG specified in FCS_RBG_EXT.1.

Test
The evaluator shall perform the following tests:

I Test 1: The evaluator shall compose at least 15shiaredkeys of
22 characters that cover all allowed characters in vari
combinations that conform to the operational guidance, a
demonstrates that a successful protocol negotiation can
performed with each key.

1 Test 2 [conditional]: If the TOE supports {steared keys o
multiple lengths, the evaluator shall repeat Test 1 using
minimum length; the maximum length; and an invalid length. -
minimum and maximum length tests should be successful, anc
invalid length must be rejected by the TOE.

1 Test 3 [onditional]: If the TOE supports Hiased preshared keys
but does not generate such keys, the evaluator shall obtain-a
based preshared key of the appropriate length and enter
according to the instructions in the operational guidance. -
evaluata shall then demonstrate that a successful protos
negotiation can be performed with the key.

1 Test 4 [conditional]: If the TOE supportshtitsed preshared keys
and does generate such keys, the evaluator shall generate- ¢
based preshared key of the @propriate length and use i
according to the instructions in the operational guidance. -
evaluator shall then demonstrate that a successful protc
negotiation can be performed with the key.

Equivalency

Testing of the TOE may be performed on a sub&#te platforms listed in the
¢ h 9S.dustification must be provided for those platforms that were exclt
from testing.



FPT _ITT.1 Basic Internal TSF Data Transfer Protection

FPT_ITT.1.1

Application Note:

Refinement:The TSF shall protect TSF data ffdieclosuremodificatior] when
it is transmitted between separate parts of the T@EBugh the use of §election,
choose at least one of: IPsec, SSH, TLS, TLS/HTTPS

This requirement ensures all communications between components of a
distributed T@& is protected through the use of an encrypted communications
channel. The data passed in this trusted communication channel are encrypted as
defined the protocol chosen in the first selection. The ST author chooses the
mechanism(s) supported by the TORg ¢hen ensures the detailed requirements

in AnnexB corresponding to their selection are copied to the ST if not already
present.

If SSH is selected, the TOE is expected to conform to the Extended Package for
Secure Shell.

Assurance Activity
TSS

The evaluator shall examine the TSS to determine that the methods
protocols used to protect distributed TOE components are described.
evaluator shall also confirm that all protocols listed in the TSS in support o
administration are consistenwith those specified in the requirement, and a
included in the requirements in the ST.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions for establishing the communication paths for each suppo
method.

Test
The evaluator shall perform the following tests:

1 Test 1: The evaluators shall ensure that communications using
specified (in the operational guidance) communications metho
tested during the course of the evaluation, setting up t
connections as described in the operational guidance and ensi
that communication is successful.

 Test 2: The evaluator shall ensure, for each method
communication, the channel data is not sent in plaintext.

Further assurance activities are associateth the specific protocols.

Equivalency

18¢



Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

B.8 Key Protection

Depending on thalependence of cryptographic support, various mechanisms to provide protection to
secret and private keys are acceptabhile several of those requirements are in section B.3, others are
grouped here.

FCS_CKM_EXT.1(2) Key Generation Key Encryption Keys

FCS_CKM_EXT.1.1(2Yhe TSF shall be able[t®lection:generate invoke interfaces in the Operational
Environment to generajgselection: asymmetric KEKs of [assignment: security
strength greater than or equal to 112 Hitsecurity strength in accordae with
FCS_CKM.Isdlection: size 12Bit, 256-bit] symmetricKEIK using

[selection:

1 an RBG that meets this profile (as specified in FCS_RBG_EXHKeY),
generation capability of the Operational Environment,
1 a TSkprovided mechanism that combin&EKsn a way that preserves the
effective entropy of each factor by [selection:
o using an XOR operation,
0 concatenating the keys and using a key derivation function (KDF) in
accordance with SP 8dM8,
0 encrypting one key with another in accordance with FCS_(QjRrid
using modes [selection: AEEM, AEGCM, AES Key  Wrap, AES Key
Wrap with Padding]]].

Application Note: There are three major types of kadesscribed in this PRsymmetric keys used by
the TSF for signing, establishing secure channels, aril ift@grity data
encryption keys (DEKand key encryption keys (KEKs)ditionally, he TSF may
optionally generate subscriber keys. KEKs are used to protect any of these keys.
When KEKSs protect other keyisey form a key hierarchy. When key hieraesh
are used to protect keys generated via a mecharaimer than a validated RGB
in accordance with FCS_RBG_EXT.1, FCS_CKM_EXT.7 iB.&mmest be
included.Additionally, FCS_CKM_EXT.8 must also be included in these cases to
ensure the consistency tie entire key hierarchy.

This requirement addresses the generation of KEKs used to protect other keys
but not used to archive those keyey archival is addresd by
FCS_CKM_EXT.1(3), FCH_EKT.1(4), and FCS_CKM_EXT.6

The ST author can select asymntetni symmetric KEKs (or both). If asymmetric
KEKSs are selected, the security strength corresponding to the modulus (per
FCS_CKM.1 will be in assigned in the requirement in the ST. If symmetric
generation is chosen, then the size of the symmetric keyselacted, and the
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method or methods of generating the symmetric KEKs also will need to be
selected.

For the generation of symmetric KEKSs, if any option but the RBG option is
selected, FCS_CKM_EXT.7 in ABr&must be included.

In the first selectionthe ST author chooses whether the TOE performs the
operation, or whether it invokes interfaces in the Operational Environment for the
functionality.

The second selection indicates if the KEK generated is asymmetric or symmetric,
and the requirements on ehc

If an asymmetric KEK is generated, then the ST author specifies the security
strength of the mechanism in terms of the number of bits, and also includes
FCS_CKM.1 in the ST.

If a symmetric KEK is generated, the number of bits of the KEK is spetifeed in
third selection, and then the method of generating the DEK is selected in the fourth
(and subsequent) selection.

For the fourth selection, if the TSF invokes an RBG that is implemented by the

TOE or implemented by the OE, the first item is selecte#@8d RBG_EXT.1 is

included in the ST. If the TSF invokes aykagration mechanism in the OE
(thatisnotadired Ay @20F A2y 2F Iy w.D0OX (KSy @K
ASYSNI GA2Y OFLI 0AftAle 2 Teldotkgd thislcdSNI G A 2 y I
the second item of the first selection ("invoke interfaces provided by the

Operational Environment to performshould havalsobeenchosen If the TSF

uses a method to combin€EK$o producea KEK, the third item is selected and

the method used to pragte the KEK from thether KEK& chosen in théfth

selection.If the third item in the fifth selection statement is chosen (key wrap),

then FCS_COP.1(1) will be included in the ST and the appropriate key wrap

method will be chosen in the sixth selenti

Assurance Activity
TSS

For KEKs generated using an RBG, the evaluator shall examine the TS
TOE to verify that it describes how the functionality described
FCS_RBG_EXT.1 is invoked. The evaluator shall review the TSS ar
evidence todetermine that the key size being requested from the RBt(
identical to the key size used for the encryption/decryption of the data or |

For KEKs generated according to an asymmetric key scheme, the evaluat
review the TSS to determine thatdescribes how the functionality describe
by FCS_CKM.1 is invoked. The evaluator uses the description of th
generation functionality in FCS_CKM.1 or documentation available foi
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operational environment to determine that the key strength being restad
is greater than or equal to 112 bits.

For each KEK that is formed from a combination, the evaluator shall verify
the TSS describes the method of combination and contains a justificatic
preserving the effective entropy.

FCS_CKM_EXT.7 kE@neration for KEKs

FCS _CKM_EXT.7.1 The pelection: TSF, Operational environnjestiall support a hardware
protected REK generated in accordance with FCS_CKM_EXT.1.1(2).

FCS_CKM_EXT.7.2 A REK shall not be able to be read from or exported from the hasdwa

FCS_CKM_EXT.7.3 The TSF shall be able only to request encryption/decryption by the key and shall
not be able to read, import, or export a REK.

FCS _CKM_EXT.7.4 A REK shall be generatesglection: by a RBG in accordance with
FCS_RBG_EXT.1, accorthrigCS_CKM.1

Application Note: Either asymmetric or symmetric keys are allowed; the ST author makes the
selection appropriate for the device. Symmetric keys must be of size 128 or 256
bits in order to correspond with FCS_COP.1(1). Asymmetric keys robarhe
strength corresponding to FCS_CKM.1.

The lack of a public/documented API for importing or exporting, when a
private/undocumented API exists, is not sufficient to meet this requirement.

When TSF is selected in FCS_CKM_EXT.7.1, the RB&agedate a REK may

be a RBG native to a hardware key container that is within the TOE boundary or
may be generated using an afévice RBG during manufacturing. If generated by

an offdevice RBG during manufacturing, the device manufacturer shall not be
able to access a REK after the manufacturing process has been completed. If a
hardware component in the Operational Environment stores the REK, the RBG
may be resident in the component where the REK is stored, or in a separate
component. The assurance adieg for these cases differ.

This SFR is included when FCS_CKM_EXT.1(2) is included and selects generation of
symmetric KEKs that are not generated by an RBfditionally, FCS_CKM_EXT.8

must also be included when this SFR is includedgore the consistency of the

entire key hierarchy.

Assurance Activity
TSS

The evaluator shall examine the TSS to determine that when a REK is sup
by the TSF, the TSS includes a description of the protection provided by tl
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for a REK, antthat the TSS includes a description of the method of genera
of a REK.

The evaluator shall verify that the description of the protection of a |
describes how any reading, import, and export of that REK is prevented
evaluator shall verify that th&SS describes how encryption/decryption actic
are isolated so as to prevent applications and systevel processes fron
reading the REK while allowing encryption/decryption by the key.

REK generated by the TOE:

If a REK is generated by the TOE, thesh@# include a description of th
generation mechanism including what triggers a generation, how
functionality described by FCS_RBG_EXT.1 is invoked, and whether a s
instance of the RBG is used for REK(S).

REK generated by an afévice RBG ding TOE manufacturing:

If a TOE supported REK is generated by andedice RBG durin
manufacturing, the TSS shall include evidence that the RBG used
FCS_RBG_EXT.1.2. In addition, the TSS shall describe the manufi
process that prevents acce$o REKSs.

Justification

The use of asymmetric keys in a key hierarchy had not previously
considered by the authors of the CA PP. An asymmetric encryption schen
provide similar protection of keys as a symmetric encryption scheme.

FCS_CKM_EXK®8y Hierarchy Entropy

FCS_CKM_EXT.8.1

FCS_CKM_EXT.8.2

FCS_CKM_EXT.8.3

Application Note:

The TSF shall provide a traceable hierarchy of {2k or KEIS) formed from
combinations or by encrypting one key with anothier a REK generated in
accordance with FCS_RBG_EXTrgwshardwarebased mechanism.

Key entropy for KEKs shall be preserved according to the sensifitlig DEK
KEKor keyit encrypts.

Key entropy for DEKs shall gelection: 128, 256bits in accordance withhe
sersitivity of the data encrypted.

KEKs may form key hierarchies, each rooted in a root encryption key (REK); a REK
is considered a KEK. DEKs are used to protect data (e.g., subscriber PIl). KEKs are
used to protect other keys DEKSs, other KEKs, and other types of &myed by

the user or applications. A REK is a special KEK that uses available hardware
protections (e.g., trusted platform module (TPM) or external hardware
cryptographic module) and is generated in accordance with FGGERE.1.



This SFR is included wleger both FCS_CKM_EXT.1(2) and FCS_CKM_EXT.7 are
included in the ST.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure a key hierarchy is des
showing the relationship of all KEKs and DEKs formed by combinations
encrypting one key in another. The evaluator shall confirm that €
independent hierarchy is terminatechia REK and that the each REk
generated, stored, and destroyed using hardwhesed controls.

The evaluator shall examine the key hierarchy to ensure that the formatic
all KEKs and DEKs is described, and that the key sizes match that desct
the ST author.

For each KEK or DEK that is formed from a combination, the evaluatol
verify that the TSS describes the method of combination and contai
justification for preserving the effective entropy.

Guidance

There are no AGD assuranaetivities for this requirement beyond what
necessary to satisfy the requirements in [CEM].

Test

There are no ATE assurance activities for this requirement beyond wi
necessary to satisfy the requirements in [CEM].

Equivalency

Testing of the TOEay be performed on a subset of the platforms listed in
¢ h 9S®.dustification must be provided for those platforms that were exclt
from testing.

FPT_SKY_EXT.2 Key Share Access

FPT_SKY_EXIL The [selection TSF, OperationdtEnvironmernit shall ensure that key shares
generatedm accordance with FCS_CKM_EXTYaté accessible only to privileged
users, and that each share is only accessible to a single privileged user as
configured by an Administrator.

Application Note: This SFR shall be incli®tle Xély sharing mechanisms in accordance with
FCS_CKM_EXT.1(3), FCS_CKM_gXFQ%_CKM_E&Tand FPT_SKY_EXT.2 A a
selected in FPT_SKY_EXT.1tlshould be noted that this protection can be
accomplished via FCS_COP.1(5); if it is, then that SH& hdncluded in the ST.

Assurance Activity
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TSS

The Evaluator shall review the user guidance and observe that instructio
how to establish key shares is provided.

Guidance

The evaluator shall ensure that the operational guidance contains
instructions needed to ensure that the shares are protected and only acce:
by a single user

Test

The evaluator shall assume the role of Administrator and attempt to estal
two key shares for the same user and observe that the operation fiitge
that this is key shares for a single key as per FCS_CKM_EXT.1(
FCS_CKM_EXT.1(3), in contrast to key shares that may be genere
different times for different keys.

The evalator shall then establish two key shares for two different user:
instructed in user guidancés one of the usershe evaluator shall attempt tc
access the share of the other, and observe that the operation fails.

B9 Auditable Events

For each of te selectionbased requirements claimed by the TOE, the ST author shall include the
associated auditable events to the claims made in FAU_GEN.1 and ensure that they are correctly
generated as part of testing.

Table6 ¢ Auditable Events for Selecti®@ased Requirements

Requirement Auditable Additional Audit Record | Retention Responsible TSF or OE

Events Contents Normal/Extended Component
FAU_8SR_EXT.1 | None. None. N/A
FAU SAR.1 None. None. N/A
FAU_ SAR.3 None. None. N/A
FAU_SEL.1 All None. Normal

modifications

to the audit

configuration

that occur

while the audit

collection

functions are

operating.
FAU_STG(1) None None. N/A
FAU_STG.1(2) None None N/A
FAU_STG_EXT.1 | None. None. N/A
FAU_STG_EXT.2 | None, None. N/A
FCO_NRR_EXT.2| None. None. N/A
FCS_CKM.1 All occurrences | Success: public key Normal

of non- generated




ephemeral and

[selection:

ephemeral, no

other] key

generation for

TOE related

functions.
FCS_CKM. All occurrences | Successkey established | Normal

of non-

ephemeraland

[selection:

ephemeral, no

other] key

establishment

for TOE related

functions.
FCS_CKM_EXT.1( None. None. N/A
FCS_CKM_EXT.1( None. None. N/A
FCS CKM_EXT.1( None None. N/A
FCS_CKM_EXT.1( None. None. N/A
FCS_CKM_EXT.4 | Failure of the Identity of object or entity| Normal

key destruction | being cleared.

process for TOE

related keys.
FCS_CKM_EXT.5| Detection of None. Normal

integrity

violation for

stored TSF datg
FCS_CKM_EXT.6 | All key archival | None. Extended

actions.
FCS_CKM_EXT.7 | None. None. N/A
FCS_CKM_EXT.8| None. None. N/A
FCS COP.1(1) None. None. N/A
FCS_COP.1(2) All occurrences | Name/identifier of object| Extended

of signature beingsigned

generation Identifier of key used for

using a CA signing

signing key.

Failure in None Normal

signature

generation
FCS _COP.1(3) None None. N/A
FCS COP.1(4) None None. N/A
FCS_HTTPS_EXT]| Failure to Reason for failure. Normal

establish a

HTTPS session,

Establishment/
Termination of
aHTTPS

NonTOE endpoint of
connection (IP address)
for both successes and
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session.

failures.

FCS_IPSEC_EXT.

Failure to
establish an
IPsec SA.

Establishment/
Termination of
an IPsec SA.

Reason for failure.

NonTOE endpoint of
connection (IP address)
for both successes and
failures.

Normal

FCS_RBG_EXT.1

None.

None.

N/A

FCS_TLSC_EXT.

Failure to
establish a TLS
session

Establishment/
Termination of
a TLS session.

Reason for failure.

None

Normal

FCS_TLSS_EXT.1

Failure to
establish a TLS
session

Establishment/
Termination of
a TLS session.

Reason for failure.

None

Normal

FDP_CRL_EXT.1

Failure to
generate CRL.

None.

Normal

FDP_ITT.1

None.

None.

N/A

FDP_OCSRPEXT.1

Failure to
generate
certificate
status
information.

None.

Extended

FIA_AFL.1

The reaching of
the threshold
for the
unsuccessful
authentication
attempts.

The action
taken.

The re
enablement of
disabled non
administrative
accounts.

None.

Normal

FIA_CMG EXT.1

CMC requests
(generated or
received)
containing
certificate
requests or
revocation

Identifiers for all entities
authenticating the
request, including the
entity providing client
authentication for the
CMC transport (if any)

Extended
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requests.

CMC responses
issued.

The submitted request.

Any signed response.

FIA_CMCC_EXT.1] CMC requests | Identifiers for all entities | Extended

(generated or | authenticating the

received) request, including the

containing entity providing client

certificate authentication for the

requests or CMC transport (if any).

revocation

requests. The submitted request.

CMC responses Any signed response.

issued.
FIA_ESTC_EXT.1| EST requests | Identifiers for all entities | Extended

(generated or | authenticating the

received) request, including the

containing entity providing client

certificate authentication for the EST

requests or transport (if any).

revocation

reguests. The submitted request.

EST responses| Anysigned response.

issued.
FIA_ESTS_EXT.1| EST requests | Identifiers for all entities | Extended

(generated or | authenticating the

received) request, including the

containing entity providing client

certificate authentication for the EST

requests or transport (if any).

revocation

requests. The submitted request.

EST responses | Any signed response.

issued.
FIA_PMG_EXT.1 | None. None. N/A
FIA_PSK_EXT.1 | None. None. N/A
FIA_UAU.7 None. None. N/A
FPT_APW_EXT.1 | None. None. N/A
FPT_ITT.1 None. None. N/A
FPT_SKY_EXT.2 | Access control | None Extended

violations for
users involved
in key share
establishment

or control




FTP_ITC.1

Initiation of the
trusted
channel.
Termination of
the trusted
channel.
Failure of the
trusted channel
functions.

Identification of the
initiator and target of
failed trusted channels
establishment attempt.

Normal
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C.Objective Requirements

As indicated in the introduction to this PP, the baseline requirements (those that must be performed by

the TOE or itsnderlying platform) are contained in the body of this Plere are additional requirements

that specify security functionality that is desirable and these requirements are contained in this Rnnex.
is expected that these requirements will transitioorin objective requirements to baseline requirements

in future versions of this PP.

At any time these may be included in the ST such that the TOE is still conformant to this PP.

C.1 ControlledExport

FCS_KSH_EXT.1 Key Sharing

FCS_KSHEXT.1.1

Application Note:

The TSF shdbelection:support, interfacewith the operational environment to

suppori split knowledge procedures to enforce tvyparty control for the export

of CA signing keysdlection: no other data, [assignment: critical data or Keys]
necessary to resume CAnfttionality after TSF failure using key sharing
mechanisms in accordance witRCS_CKM_EXT.1.1(3), FCS_CKM_EXT.1.2(3),

FCS_CKM_EXT.7.1 and FPT_SKY_EXT.1.1(2).

This SFR, which mandates the use of key sharing to control the export ofi@@\ sig

keys, is intended to replace FPT_SKY_EXT.1 in future versions of this PP.
Assurance Activity
TSS

The evaluator shall examine the TSS to ensure it describes the restri
placed on key shares generated in accordance with FCS CKMA4EKT
accordance with this requirement.

Guidance

The evaluator shall examine the AGD guidance to ensure it con
instructions for configuring the TOE @perational Environmento restrict
access to the shares and limit each one to a single privilegad us

Test
The evaluator shall perform the following test:

I Test 1. The evaluator shall generate key shares that require
persons. The evaluator shall assume a single role and shall"
that access to the assigned share is possible but reconstitufic
the original key is notfThe evaluator shall theassume a secon
role and assign a key share to them, then verify that their acti
together result in a reconstituted key.

Note that in order to perform this testing, it is acceptable to violate
operational guidance so that the same evaluator is simultaneously acce
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the TSF as two separate identities. Alternatively, this test can be performe
two testers.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
T a&. Justification must be provided for those platforms that were exclt
from testing.

C.2 Enrollment over Secure Transport (EST)

FIA_ESTC_EXT.2 EST Client use-ofius value

FIA_EST EXT.2

Application Note:

The TSF shall generate-tisique values anthtegrate them into EST requests it
generates in accordance with RFC 7030 section 3.5.

This SFR describes an optional element of RFC 7030 that strengthens the
authentication provided by EST. While RFC 7030 requires EST servers to validate
the tlsunique values when presented, this requirement is not implemented in
current EST servers. FIATESEXT.2.1 will be integrated into FIA_ ESTC_EXT.lina
subsequent release of this EP and should be claimed if the EST implementation
supports it.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensiueedescription of EST include
implementation of tlsunique values.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions on configuring the TOE so that EST conforms to the descript
the TSSto include any configuration associated to tinelusion of tisunique
values in certificate requests.

Test
The evaluator shall perform the following tests:

1 Test 1:The evaluator shall follow guidance documentation
implement the EST request function to includeufsque values ir
the certificate request. The evaluator shall establish trust with
external EST server and associated CA and submit a s
certificae request. The evaluator shall review the request recer
by the EST server and observe that the request contains the
unique value and that the it matches the -timique value
established under the TLS session.
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FIA_ESTS_ EXT.2 Enroliment 8eeure Transport (EST) Server

FIA_ESTS_EXT.2.1 The TSF shall verify-tisiique values offered by EST clients in accordance with
RFC 7030 section 3.5.

Application Note: The ability for EST servers to verifyuttsque values is required by RFC 7030, but
is not common in current EST libraries.

Assurance Activity
TSS

The evaluator shall examine the TSS to ensure itrtescthe implementation
of tls-unique verification within the description of the E®btocol.

Guidance

The evaluator shall examine the operational guidance to ensure it con
instructions onany configurable features ahe TOE so that EShcludes
validation of tisuniquevalues in EST requests.

The evaluator shall examine the operational guidance tsues it contains
instructions for obtaining or configuring the TA database (implicit or exp
and any required initial certificates.

Test
The evaluator shall perform the following tests:

1 Test 1.The evaluator shall establish an external EST cliehtamit
existing certificate issued from a CA implemented by the TOE
configured to perform EST-enrollment requests using tisnique
values in accordance with RFC 7030 section 3.5. The evaluato
configure the TOE to authorize EST services forctiemt and
configure the TOE to verifiy the 4lmique value. The evaluatc
shall submit an EST-asmrollment request and confirm that th
TOE responds with a signed certificate issued to the sut
identified in the current request.

1 Test 2: Theevaluator shall use the same client established in ~
1, and generate a renrollment request in which at least one by
of the tlsunique value within the HTTP layer of theenerollment
request is modified. The evaluator shall submit the request to
TOE and observe that the TOE does not issue a certifica
response to the request.

Equivalency

Testing of the TOE may be performed on a subset of the platforms listed |
¢ h 9S.dustification must be provided for those platforms that were exclt
from testing.
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C.3 Certificate Enrollment

FIA_ENR_EXT.C#rtificate Enrollment

FIA_ ENR_EXT.1.1 The TSF shall be able to generate a certificadiest to anexternal certification
authority to receive a CA certificafer a CA's signing key using [selection:

1 PKCS#10 in accordance with FIA_ X509 EXT.3,
1 Enrollment over Secure Transport (EST) in accordancésWitrESTC_EXT.1
1 Certificate Management over CMM in acdance with FIA_CMCC_EXT.1]

Application Note: The external certification authority may be a root or intermediate certification
Fdzi K2NARGe GKFdG Aa dz&aASR G2 AaadsS FyR YlIy
It is not to be used to directly issue end gntertificates to requested servers

AyaidSIR 2F G4KS ¢h9Qa SYOSRRSR /! o
Assurance Activity
TSS

The evaluator shatxamine the TSS to ensure that it describes the certific
enrollment function options

Guidance

The evaluator shall examine the operatiorglidance documentation an
confirm that it contains instructions for obtaining a certificate for t
embedded CA using the options claimed in FIA_ENR_EXT.1.1.

Test

Testing is covered under the tests for the referenced SFR of the cle
options.

D.Entropy Documentation and Assessment

The documentation of the entropy source should be detailed enough that, after reading, the evaluator
will thoroughly understand the entropy source and why it can be relied upon to provide enffbyxy.
documentation should include multiple detailed sections: design description, entropy justification,
operating conditions, and health testinghis documentation is not required to be part of the TSS.

Design Description

Documentation shall include the design of the eptyssource as a whole, including the interaction of all
entropy source componentdt will describe the operation of the entropy source to include how it works,
how entropy is produced, and how unprocessed (raw) data can be obtained from within the entropy
source for testing purpose$he documentation should walk through the entropy source design indicating
where the random comes from, where it is passed next, any-pastessing of the raw outputs (hash,
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XOR, etc.), iffwhere it is stored, and finally, hivis output from the entropy sourceAny conditions
placed on the process (e.g., blocking) should also be described in the entropy sourcelRiagiggms and
examples are encouraged.

This design must also include a description of the content of therggtwundary of the entropy source
and a description of how the security boundary ensures that an adversary outside the boundary cannot
affect the entropy rate.

Entropy Justification

There should be a technical argument for where the unpredictabilithensource comes from and why
there is confidence in the entropy source exhibiting probabilistic behavior (an explanation of the
probability distribution and justification for that distribution given the particular source is one way to
describe this)Thisargument will include a description of the expected entropy rate and explain how you
ensure that sufficient entropy is going into the TOE randomizer seeding prddessdiscussion will be
part of a justification for why the entropy source can be religpdn to produce bits with entropy.

Operating Conditions

Documentation will also include the range of operating conditions under which the entropy source is
expected to generate random dat#. will clearly describe the measures that have been taken in the
system design to ensure the entropy source continues to operate under those condi@ongarly,
documentation shall describe the conditions under which the entropy source is known to malfunction or
become inconsistenMethods used to detect failure ategradation of the source shall be included.

Health Testing

More specifically, all entropy source health tests and their rationale will be documented. This will include
a description of the health tests, the rate and conditions under which each heattis tesrformed (e.g.,

at startup, continuously, or cdemand), the expected results for each health test, and rationale indicating
why each test is believed to be appropriate for detecting one or more failures in the entropy source.
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F. Acronyms

Acronym Meaning

AES Advanced Encryption Standard

AOR Authorized Organizational Representative
API ApplicationProgramming Interface

CA Certification Authority

CBC Cipher Block Chaining

CC Common Criteria

CCM Counter with CBMessage Authentication Code
CCMP CCM Protocol

CCTL Common Criteria Testing Laboratory
CMC Certificate Management over CMS

CMS Cryptographic Message Syntax

CRL Certificate Revocation List

CSS Certificate Status Server

DEK Data Encryption Key

DES Data Encryption Standard

DH Diffie-Hellman

DHE Diffie Hellman Key Exchange

DKM Derived Keying Material

DRE5 Deterministic RandorBit Generator

DSA Digital Signature Algorithm

DSS Digital Signature Standard

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm
EDC Error Detection Code

EEPROM Electrically Erasable Programmable R€dy Memory
ESP Encapsulating Security PaylodEged

FFC Finite Field Cryptography

FIPS Federal Information Processing Standards
GCM Galois/Counter Mode

HMAC KeyedHash Message Authentication Code
HSM Hardware Security Module

HTTPS HyperText Transfer ProtocSkecure

I&A Identification and Authentication

IKE Internet key Exchange

IPsec Internet Protocol Security

IUT Implementation Under Test

\% Initialization Vector

KAT Known Answer Tests

KDF Key Derivation Function

KEK Key Encryption Key

KW Key Wrap

KWP Key Wrapping with Padding

MAC Message Authentication Code

MODP Modular Exponential

NAT Network Address Translation

NIST National Institute of Standards and Technology
NPE Non-person Entity
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NTP Network Time Protocol

OCSP Online Certificate StatuBrotocol
OID Object Identifier

PGP Pretty Good Privacy

PKI Public Key Infrastructure

PKV Public Key Verification

PP Protection Profile

RA Registration Authority

RAM Random Access Memory

RBG Random Bit Generator

rDSA RSA Digital Signatufdgorithm
REK Root Encryption Key

RFC Request for Comment

RNGVS Random Number Generator Validation System
RSA Rivest Shamir Adleman

SA Security AssociationRseg

SAR Security Assurance Requirement
SFR Security Functional Requirement
SHA SecureHash Algorithm

SNMP Simple Network Management Protocol
SSH Secure Shell

SSL Secure Sockets Layer

ST Security Target

TLS Transport Layer Security

TOE Target of Evaluation

TPM Trusted Platform Module

TSF TOE Security Function

TSS TOE Summargpecification
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