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0. Preface

0.1 Objectives of Document

This document presents the Common Criteria (CC) Protection Profile (PP) to express the
fundamental security and evaluation requirements for a Mobile Device.

0.2  Scope of Document

The scope of the Protection Profile within the development and evaluation process is
described in the Common Criteria for Information Technology Security Evaluation [CC]. In
particular, a PP defines the IT security requirements of a generic type of TOE and specifies
the functional and assurance security measures to be offered by that TOE to meet stated
requirements [CC1, Section C.1].

0.3 Intended Readership

The target audiences of this PP are Mobile Device developers, CC consumers, evaluators and
schemes.

0.4 Related Documents

Common Criteria®

[CCa] Common Criteria for Information Technology Security Evaluation,
Part 1: Introduction and General Model,
CCMB-2012-09-001, Version 3.1 Revision 4, September 2012.

[CC2] Common Criteria for Information Technology Security Evaluation,
Part 2: Security Functional Components,
CCMB-2012-09-002, Version 3.1 Revision 4, September 2012.

[CC3] Common Criteria for Information Technology Security Evaluation,
Part 3: Security Assurance Components,
CCMB-2012-09-003, Version 3.1 Revision 4, September 2012.

[CEM] Common Methodology for Information Technology Security Evaluation,
Evaluation Methodology,
CCMB-2012-09-004, Version 3.1, Revision 4, September 2012.

! For details see http://www.commoncriteriaportal.org/
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0.5 Revision History

Version Date Description
1.0 21 October 2013 Initial Release
1.1 12 February 2014 Typographical changes and additional clarifications in application

notes. Removed assignment from FCS TLS EXT.1 and limited
testing to those ciphersuites in both FCS TLS EXT.1 and
FCS_TLS EXT.2.

2.0 17 September 2014 | Included changes based on Technical Rapid Response Team
Decisions.
Clarified many requirements and assurance activities.
Mandated objective requirements:
e Application Access Control (FDP_ACF_EXT.1.2)
e VPN Information Flow Control (FDP_IFC_EXT.1)
Added new objective requirements:
e  Suite B cryptography for IEEE 802.11
Certificate enrollment
Protection of additional key material types
Heap overflow protection
Bluetooth requirements
Cryptographic operation services for applications
e Remote Attestation (FPT_NOT_EXT.1)
Added transition dates for some objective requirements.
Included hardware-isolated REK and key storage selections.
Allowed key derivation by REK.
Clarified FTP_ITC_EXT.1 and added FDP_UPC_EXT.1.
Mandated HTTPS and TLS for application use. (FDP_UPC_EXT.1)
Removed Dual EC_DRBG as an approved DRBG.
Adopted new TLS requirements.
Mandated TSF Wipe upon authentication failure limit and required
number of authentication failures be maintained across reboot.
Clarified Management Class.
Included more domain isolation discussion and tests.
Updated Audit requirements and added Auditable Events table.
Added SFR Category Mapping Table.
Updated Use Case Templates.
Moved Glossary to Introduction.

3.0 Included changes based on Technical Rapid Response Team
Decisions.
Clarified many requirements and assurance activities.
Mandated objective requirements:
e  Generation of Audit Records (FAU_GEN.1)
Audit Storage Protection (FAU_STG.1)
Audit Storage Overwrite (FAU_STG.4)
Lock Screen DAR (FDP_DAR_EXT.2)
Discard Bluetooth Connection Attempts from Bluetooth
Addresses with Existing Connection (FIA_BLT_EXT.3)
e JTAG Disablement (FPT_JTA)
Added new objective requirements:
e Application Backup
e Biometric Authentication Factor
e Access Control
e  User Authentication
e Bluetooth Encryption
WLAN client requirements moved to Extended Package for WLAN
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Client.

Added SFRs to support BYOD Use Case
BYOD Use Case

Updated key destruction SFR

Page 5 of 209



Contents

L0 o 1) (oSSR PRSPPI 3
0.1 ODJECtiVES OF DOCUMENT ...ttt b bbbt ae e e e b e b sbe b e bt eb e e e eneeseesbe st e 3
0.2 SCOPE OF DOCUMENL ..ottt ettt bbbttt b e bt bt b e e bt e ae e e e b e besbeeb e s bt et e e neenbeneesbe st e 3
0.3 INtENAEA REAUEISNIP ..ttt bbbttt ae e e e b e bbb et b e e e e ne e bbb e 3
0.4 REIALEA DOCUMENTS ......uiiiiiieteite ettt bbbttt ettt ee b e b e bt eb e e st eae e e e b e nbesbeebeebeebeeneenbeneesbe st e 3
0.5 REVISION HISTOMY ..ttt ettt b bbbt h e e e b e bt s bt b e bt e b e e e enbeneesbe st e 4

IO o o 1011 (oo [FTox 1o ISRV PRURUSUPPTN 10
1.1 PP Reference IdentifiCation ...........ooviiiiiiiiic bbb 10
0 €1 101517 TSN 10
1.3 TOE OVEIVIBW. ...ttt ettt sttt ettt bbbt bt h e e s e e e e b e e ke S bt e b £ e heehe e e e b e nbeebe et e e bt enee e e nbenbeseeas 15
L4 TOE USAOE ... utiiiiiitie ettt ettt sttt h btttk e b e bt ekt e bt e et e he e e he e e b £ 2 bt eab e ea b e eh b e ekt e eb e e ke e nbeenneebeesbeebeenes 17

P O O O] 1 (o] 11T 1y (oL TSROSO URT U 19

3. Security Problem DefiNition .......c.ccvoieiiiic sttt nne e nnn 20
K TR I 01 LSOO UV UT TP PTTT 20

3.1.1  T.EAVESDROP Network EaveSdropping ........cccococererererisiesnienieseesiesie e siesesie e sie e e 20
3.1.2 T.NETWORK NEtWOrK ALEACK........ccceiiitiriiiiiieiiie e 20
3.1.3  T.PHYSICAL PRYSICAI ACCESS ....eeeititiitiitiiiieiieitesie sttt sttt etee e e sttt e et saesbe b sne s 20
3.14  T.FLAWAPP Malicious or Flawed AppliCation ...........ccccoiiriiiiieienc e 20
3.15  T.PERSISTENT PerSiStENt PrESENCE ....cveviiviieiiiiiiieiisiirieiesie ettt 21
K T N0 T ] TS S 21
3.3 Organizational SECUFIY POIICY ......ccviiiiiiie et nnenne e 21
oL VO o [=To1 LY S 22
4.1 Security Objectives fOr the TOE ... e 22
411  O.COMMS Protected COMMUNICALIONS ........ciueiieieieiiieie sttt 22
412  O.STORAGE ProteCted STOrAQE ......civervirieriieieeieie ettt 22
4.1.3 O.CONFIG Mobile Device Configuration..........ccccooeiiieiininieieieese e 23
414  O.AUTH Authorization and AUthentiCation ............cccoeriiriniineneceese e 23
415 O.INTEGRITY Mobile DeVICe INEQIitY ...c.cvcivereeieriiriesiesesese e seesie e e 23
416  O.PRIVACY End User Privacy and Device Functionality ...........cccccvevvivviviiveiencniciesnnn, 24
4.2 Security Objectives for the Operational ENVIFONMENT ..........cccoviviieiieiiieee e 24

5. Security FUNCIONAl REGUITEMENTS .....vcuveiiieieiteseseeie et e et e e e et e e st tesseesee e esteseesrestesneeneeseeneeneenrenes 25
TR A O7o] 1Y/ (o] TSRS UR RPN 25
5.2 Class: SECUNity AUAIL (FAU)....c.ooiiiii ittt bbbt e bbb e 25

5.2.1  Audit Data Generation (FAU_GEN).......cccoiiiiiiiie e 25
5.2.2  Security Audit Event Storage (FAU_STG) ....cceieiireiesernsesesseesesesie e e ssesaenaesaesseseesnens 30
5.3  Class: Cryptographic SUPPOIT (FCS) ...oiiiiiieieieiie e se ettt e e naesrenns 31
5.3.1  Cryptographic Key Management (FCS_CKIM).......ccccooviiiiiviieiieniene e see e 31
5.3.2  Cryptographic Operation (FCS_COP) .....ccccviierieiire s eee et e e snens 52
5.3.3  HTTPS ProtoCol (FCS_HTTPS) ...eeiiiiiiiiisieseeeseese sttt sre e sae e sne e 62
5.3.4 Initialization Vector Generation (FCS_IV) ... 63
5.3.5  Random Bit Generation (FCS_RBG)........cccouiiriiiiieie et 63
5.3.6  Cryptographic Algorithm Services (FCS_SRV) .....cccoiiiiiiiiiiiice e 66
5.3.7  Cryptographic Key Storage (FCS_STG) . ..uuuiirieiiieiesiesiesieeiee et 66
5.3.8  TLS Client ProtoCol (FCS_TLSC) ..ottt sttt 71
5.4 Class: User Data ProteCtion (FDP) .........coiiioiiiiiie ettt bbb 76
54.1  ACCESS CONIOI (FDP_ACKE) ... ittt te sttt se e ettt nesre e e saensennennens 76
5.4.2  Data-At-Rest Protection (FDP_DAR) .....cccciiiieieiireseseseseeeeseesie s st sressesaeneesaesseseesnens 79
5.4.3  Subset Information Flow Control — VPN (FDP_IFC).....ccccceiviiieieieiesn e 83
5.4.4  Certificate Data Storage (FDP_STG)....ccccviiiiiieiieriireresesesesesseese e ste e et e e e ssesnesnens 85
5.4.5  Inter-TSF User Data Protected Channel (FDP_UPC) ........ccccveievineiene e seeeee e sie e 85
5.5  Class: Identification and Authentication (FIA) ... e 87
5.5.1  Authentication Failures (FIA _AFL) ..ot 87
5.5.2  Bluetooth Authorization and Authentication (FIA_BLT) ...c.ccoiiiiiiiniienieeeee e 90
5.5.3  Password Management (FIA PMG) ......cooiiiiiiiiiie e 92

Page 6 of 209



5.5.4  Authentication Throtthing (FIA _TRT) .ioeiiiiiiieieiese st snens 93

5.5.5  User Authentication (FIA UAU) ...t nne s 94

55.6 X509 CertificateS (FIA_X509)....cueiiiiiiiiisiiieieieese e sese e ereesee e e ste e sae e s seeseeseessesresnens 98

5.6  Class: Security Management (FMT) ..o bbb 102
5.6.1  Management of Functions in TSF (FMT_IMOF)........ccccociiiiiiiiieeee e 103

5.6.2  Specification of Management Functions (FMT_SMF) ......ccccoiiiiiiiiice e 104

5.7 Class: Protection 0f the TSF (FPT) ..ot 126
5.7.1  Anti-Exploitation Services (FPT_AEX) ..o 126

5.7.2  JTAG Disablement (FPT_JTA) .ottt sae et sve e sve et sbe e sne e 129

I A T -\ VS (o] 1o [ (o N S ) SRS 130

5.7.4  Self-Test NOtification (FPT_NOT) ...cccviiiiiiiiieieriese et 132

5.7.5  Reliable Time Stamps (FPT_STM)....cciiiiiiiiiicie et 133

5.7.6  TSF Functionality Testing (FPT_TST) ..vccvciviiieieierire e sese e seee et 133

5.7.7  Trusted Update (FPT_TUD) ....coieieiiieieie sttt sttt 136

5.8  Class: TOE ACCESS (FTA) cuiiiieiieeeieeieitestestestestesseaseesaesestestessessesseaseessessessessessessesseassessensessessessees 139
5.8.1  Session LOCKING (FTA_SSL) .ottt b 139

5.9  Class: Trusted Path/Channels (FTP) .......coooiiiiiiiiieieiee s e 140
5.9.1  Trusted Channel Communication (FTP_ITC)....cccccoiiiiiiiiiiieieiee e 140

. SECUrity ASSUIANCE REGUITEIMENTS. ....c..itiitiitiitietieieeie ettt sttt sttt bttt se e e et e nbe b et e beebe e e et e saeseeneas 142
6.1  ASE: SECUILY TAIGEE.....iieiiieseie ettt et e st et e e e s e e et e tesnesteaneene e e eneeneeneenee e 143
ST S\ B A B 1= =1 (o] o34 | SRS 143
6.2.1  Basic Functional Specification (ADV _FSP) ... 143

6.3  AGD: GUIdance DOCUMENTALION. .......ciiiiiitiiieiti ittt et be bttt et e et see b e 144
6.3.1  Operational User Guidance (AGD_OPE) .......cccoiiiiiiiiiiiieie e 145

6.3.2  Preparative Procedures (AGD_PRE) ......cccoiiiiiiiiiiie et 146

6.4 Class ALC: Life-CYCIE SUPPOIL... ..ottt et bbbt see b e 147
6.4.1  Labelling of the TOE (ALC_CMC) ....ccciiieiiiiiiieiie ettt sve ettt sne e 147

6.4.2  TOE CM CoVErage (ALC_CMS)....ciiiiiieiiieiiet ettt sttt sve et sbe s sesae e 148

6.4.3  Timely Security Updates (ALC_TSU_EXT) oo 149

B.5  ClASS ATE: TESES vttt bbbttt bbbttt ket b bbbttt n bbb r e 151
6.5.1  Independent Testing — Conformance (ATE_IND) .....ccccccvvivivieiieiine e e e 151

6.6  Class AVA: VUuInerability ASSESSMENT........ccccviviviieierierie e se e steseseeee e sre e sre e s e eseeeeneeseeseesre e 152
6.6.1  Vulnerability SUNVEY (AVA _VAN) ..ottt 152
 RABEIONAIE ... b bbb R bbb e 154
Al Security Problem DESCIIPIION ......ooiiiiieiieee ettt ettt e b bbb e e b e 154
ALLL  ASSUMPLIONS ...ttt ettt e et e b e be bt bt et ea b et et e nbesbeebesbeeneenenbenbesnen 154

AL TREEALS .ottt bt n e e e n e n e 154

A.1.3  Organizational SECUrItY POIICIES ........covvvieiicieeee e 155

A.1.4  Security Problem Definition CorreSpONdENCE........ccvvrvrvieeierieie e se e e se e e 155

N T Yol 0114V @] o] 1< o3 1 =TS 155
A.2.1  Security Objectives fOr the TOE ...t sne s 155

A.2.2  Security Objectives for the Operational ENVIrONMENt ...........ccoeiiiiniiieiininieie e 156

A.2.3  Security Objective COrreSPONUENCE .........creiuieieiieie e ste ettt sttt sbe st e e seesne 156

. OPLIONAL REGUITEIMEINES .....eiiiiiiiite ettt b e bbb e bt bt e ne e s b e sb e s ke sbeeb e e beebe et et e nbesbeneas 157
B.1  Class: Identification and Authentication (FIA)........cooviieiirere i 157
B.1.1  User Authentication (FIA _UAU) ..ottt 157

. Selection-Based REGUITEMENTS. ......ciiiiiiireieieiese e e sestes e e e sae e e srestesseeseeseeseesaesaestesaesseaneeneeseenseneesrenes 159
C.1  Class: CryptographiC SErVICES (FCTS) ....eeiuiiiiiiiiiriiiieiieieee ettt bbb see b e 159
C.1.1  Cryptographic Key SUpPOrt (FCS_CKIM)......oouiiiiiiiiiiiisieseeie e 159

C.1.2  DTLS Protocol (FCS_DTLS) ... ciiieiieiiierieiitesieitsiesieestesisrestesesresseseesesseseesessessesessesessessesens 159

C.1.3  TLS Client ProtoCol (FCS_TLSC) ...uciiiiieiiieiieiesiesieesieseeie st sesie st seere s sasresve e ssesessesnesens 160

C.2  Class: User Data ProteCtion (FDP) ......ccciiieieieseiieiesiese e st se e e seesae e sae st sressesnassaesaenseseessessesns 161
C.2.1  ACCESS CONIOI (FDP_ACKE) ... ittt sttt n e sne e s 161

C.2.2  Application Backup (FDP_BCK)......ccciiviieiiicie st 161

C.2.3  Protection of Critical Biometric Parameters and Algorithms (FDP_PBA) .......ccccccccvvveenn. 162

C.3  Class: Identification and Authentication (FIA)........cceree i 162

Page 7 of 209



C.3.1 Biometric Management (FIA BMG).....ccccooiviiiieiiinie et 162

C.4  Class: Protection 0F the TSF (FPT)...cvcceiiieie ittt st ena e nne s 164
C.4.1  TSF Integrity TeStNG (FPT _TST)..iiiiieiieiieieieeieriestestestesrese e see et 164

C.4.2  Trusted Update (FPT_TUD) ....ooiiiiiiiiieriieieeeie ettt bbb e 164

. ODJECHIVE REGUITEMENTS ... ittt sttt sttt e e e b e b be b e e Rt e sb e e e nbenbesbe et e e st ene e e e ebenbenbeas 165
D.1  Class: SECUrtY AUIT (FAU)......oieieieieie ettt et e et e e e e saesteanesre e e eneeneenrenee e 165
D.1.1  Security Audit REVIEW (FAU_SAR) ....coiiiiiriiieieiece s se s aee et sne e e e snenns 165

D.1.2  Security Audit Event Selection (FAU _SEL).....c.cccooviiiiiiniisieireie st sie e 165

D.2  Class: CryptographiC SErVICES (FCTS) ..uviiiiiiiieiisiseseeeeseese e ste e te s se e e sae e snesre e e e saesresee e 166
D.2.1  Cryptographic Key Generation (BIUEtOOth) .........c.coveiviiiiiriii e 166

D.2.2 Random Bit Generation (FCS_RBG).......ccccvrviieieiiiieresese s ereeseee et sre e eenee e s nns 167

D.2.3  Cryptographic Algorithm Services (FCS_SRV) .....ccooiiiiiiiiiiiiee e 168

D.2.4  TLS Client Protocol (FCS_TLSC) ...ccviiiiiriiiiiriiisisieise ettt 168

D.3  Class: User Data ProteCtion (FDP) ........coiciiiiiiiiiinieseeieiee ettt see e nne e 170
D.3.1  ACCESS CONLIOI (FDP_ACHE). .. ittt bbb 170

D.3.2  Application Bluetooth Device AcCeSS (FDP_BLT) ...c.coiiiiiiiiieiee e 170

D.4  Class: Identification and Authentication (FIA)........ccoiiiriiiiiieee e 171
D.4.1  Bluetooth Authorization and Authentication (FIA_BLT) ccccvivveieveneiesesese e 171

D.4.2  Biometric Management (FIA_ BIMG) .......cccvviiieieiine s se e seesie e sne e 174

D.4.3 X509 Certificates (FIA X509)......cccciiriiiiireiieieiecsie e se e ereeseese e sre e e e e naesaesrenees 179

D.5 Class: Security Management (FIMT)....ccviicioiie i eee ettt sre e sne e e 182
D.5.1  Specification of Management FUnctions (FMT_SMF) .......ccccovviivinieieninse e 182

D.6  Class: Protection 0f the TSF (FPT) ..cc.uiiiiiiiie ittt e 183
D.6.1  Anti-Exploitation Services (FPT_AEX) ..ottt 183

D.6.2 Isolation of Baseband (FPT_BBD) .....ccccociiiiiiiiiiieie et 184

D.6.3  Bluetooth Profile Limiting (FPT_BLT) ..c.oiiiiiiiieieie e 185

D.6.4  Self-Test NoOtification (FPT_INOT) ..c.coiiiiiiiiiiiieee e 186

D.6.5  Trusted Update (FPT_TUD) ...coiioiiiiiiie ettt et 187

D.7  Class: TOE ACCESS (FTA) cooiieiieieieseet e stee e steste s e sesees e stestestesteataesaentesaesaestesneaseeneenseseessesseses 188
D.7.1 Default TOE Access Banners (FTA _TAB) ... e seene et sie e neenae e ssesns 188

D.8  Class: Trusted Path/Channels (FTP).....cccciciueiieiesise s eee et e sttt sre e esaesae e 189
D.8.1  Bluetooth ENcryption (FTP_BLT) c.ecoiiiiiiiieireieieee sttt 189

. Entropy Documentation ANG ASSESSIMENL........cueueriirerieresieseeeereetestestestesseeseeseessesaessessessessessesseessessessessens 191
E.1l  DESIgN DESCIIPLION ...ttt ettt e b bbbttt e b e b e st e bt et e eeneennenbe b 191
E.2  ENtroPY JUSHIFICAION .c.viitiiiciie ettt sttt se e 191
I I @ o< 14 g ol @fe] 1o 11 1o ] o S J OSSOSO 191
R 1o 11T - 1] o S 192

B X 0] )Y/ OSSR 193
L R o] £0]1)Y] 1 1T T TP U U PR URTPROPPTO 193

o USE CASE TEMPIALES ... ettt bbbt bt b b e bt e Rt e m e e e e e b e nbeebe et e e aeene e e e ebenbenbe s 196
G.1 [USE CASE 1] Enterprise-owned device for general-purpose enterprise USe ........ccoovevverververeernrennns 196
G.2 [USE CASE 2] Enterprise-owned device for specialized, high-security Use..........cc.cceeverererernrennn, 197
G.3 [USE CASE 3] Personally-owned device for personal and enterprise USe ..........ccoovevverververeresnneenns 199
G.4 [USE CASE 4] Personally-owned device for personal and limited enterprise use...........cccccoeervvreene 199

. Initialization Vector Requirements for NIST-Approved Cipher MOdesS...........ccvveverererienesiesieeeseeseseeseens 200
Biometric Derivation and EXAMPIES ...........ooiiiiiiiiiie it 201
1.1 Experimental Setups And Error Bars In Testing FAR ANd FRR .......cccoveieviieieni e 201
1.2 Derivation of the Rule of 30 (and similar rules, for COMpIEtENesS) ......cveververererireseeiereee s 206
.3 SAFAR CalCulation EQUALIONS .......cecviieieriiriesesteseseeeeseesie e stestessaesaeseessesaessessesnessessesssessessessessens 207
.4 SAFAR CalCulation EXAMPIE ........couiiiiiiiieiiie ettt nb e b sae e 208

Page 8 of 209



Figure 1:
Figure 2:
Figure 3:
Figure 4:

Table 1:
Table 2:
Table 3:
Table 4:
Table 5:
Table 6:
Table 7:
Table 8:
Table 9:

Table 10:
Table 11:
Table 12:
Table 13:
Table 14:
Table 15:
Table 16:
Table 17:
Table 18:
Table 19:
Table 20:

Figures / Tables

Mobile Device Network Environment
Optional Additional Mobile Device Components
An lllustrative Key Hierarchy

Key Agreement Scheme for Encrypting Received Sensitive Data in the Locked State

Mandatory Auditable Events

Additional Auditable Events

Protection of Data Levels

Management Functions

Security Assurance Requirements

TOE Assumptions

Threats

Security Problem Definition Correspondence

Security Objectives for the TOE

Security Objectives for the Operational Environment
Acronyms

Enterprise-Owned Template

High-Security Template

BYOD Template

References and 1V Requirements for NIST-approved Cipher Modes

andc=0.3.

Comparison of false error rates, number of errors, and number of trials needed, given Rule of 3.
Comparison of false error rates, number of errors, and number of trials needed, given Rule of 30.
Comparison of false error rates, number of errors, and number of trials needed, given Rule of 96.
Comparison of false error rates, number of errors, and number of trials needed, given Rule of 3.

Comparison of false error rates, number of errors, and number of trials needed, given 90% confidence

Table 21: Comparison of false error rates, number of errors, and number of trials needed, given Rule of 96.

Page 9 of 209



1. PP Introduction

1.1 PP Reference ldentification

PP Reference: Protection Profile for Mobile Device Fundamentals
PP Version: 3.0
PP Date: 23 May 2016

1.2 Glossary

Term

Meaning

Adaptive (template)

Authentication templates that evolve with each sample that is
verified and introduced into the biometrics database or gallery.

Address Space Layout Randomization
(ASLR)

An anti-exploitation feature, which loads memory mappings
into unpredictable locations. ASLR makes it more difficult for
an attacker to redirect control to code that they have introduced
into the address space of a process or the kernel.

Administrator

The Administrator is responsible for management activities,
including setting the policy that is applied by the enterprise on
the Mobile Device. This administrator is likely to be acting
remotely and could be the Mobile Device Management
(MDM) Administrator acting through an MDM Agent. If the
device is unenrolled, the user is the administrator.

Assurance

Grounds for confidence that a TOE meets the SFRs [CC1].

Authentication Template

A digital representation of an individual’s distinct
characteristics, representing information extracted from a
biometric sample. Such templates are used during biometric
authentication and verification as the basis for comparison.
Unlike enrollment templates, these templates can be adaptive.

Auxiliary Boot Modes

Auxiliary boot modes are states in which the device provides
power to one or more components to provide an interface that
enables an unauthenticated user to interact with either a
specific component or several components that exist outside of
the device’s fully authenticated, operational state.

Biometric Authentication Factor (BAF)

Authentication factor, which uses biometric sample, matched
to a biometric authentication template to help establish identity.

Biometric Data

Digital data created during a biometric process. It encompasses
raw sensor observations, biometric samples, models, templates,
and/or similarity scores, among other data. This data is used to
describe the information collected during an enrollment,
verification, or identification process, but does not apply to end
user information such as user name, password (unless tied to
the biometric modality), demographic information, and
authorizations.

Biometric Sample

Information or computer data obtained from a biometric sensor
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device or captured from an individual to the sensor.

Biometric System

Multiple individual components (such as sensor, matching
algorithm, and result delay) that combine to make a fully
operational system. A biometric system is automated and
capable of:

1) Capturing a biometric sample from an end user

2) Extracting and processing the biometric data from that
sample

3) Generating various templates based on processing of that
sample during enrollment, or, if adaptive, during verification as
well

4) Storing the extracted information in a database on the
device, for the purposes of this PP

5) Comparing the biometric data with data contained in one or
more authentication templates

6) Deciding how well they match and indicating whether or not
an identification or verification of identity has been achieved.

CcC

Common Criteria

Common Application Developer

Application developers (or software companies) often produce
many applications under the same name. Mobile devices often
allow shared resources by such applications where otherwise
resources would not be shared.

Critical Security Parameter (CSP)

Security-related information whose disclosure or modification
can compromise the security of a cryptographic module and/or
authentication system.

Data

Program/application or data files that are stored or transmitted
by a server or Mobile Device (MD).

Data Encryption Key (DEK)

A key used to encrypt data-at-rest.

Developer Modes

Developer modes are states in which additional services are
available to a user in order to provide enhanced system access
for debugging of software.

Encrypted Software Keys

These keys are stored in the main file system encrypted by
another key and can be changed and sanitized.

Enrolled state

The state in which the Mobile Device is managed with active
policy settings from the administrator.

Enrollment (Biometrics)

The process of collecting a biometric sample from an end user,
converting it into an enrollment and/or authentication template,
and storing it in the biometric system’s database. If an
enrollment template is generated, it is used during the
enrollment process for later comparison to other enrollment
templates already stored. If there are multiple enrollment
templates, they may be fused, averaged, or otherwise, in order
to create authentication templates, which are used for later
comparison in verification.

Enroliment Template

A digital representation of an individual’s distinct
characteristics, representing information extracted from a
biometric sample. Such templates are generated during the
enrollment process and utilized in various ways (including
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averaging, fusion, etc.) in order to generate an authentication
template.

Enterprise Applications

Applications that are provided and managed by the enterprise.

Enterprise Data

Enterprise data is any data residing in the enterprise servers, or
temporarily stored on Mobile Devices to which the Mobile
Device user is allowed access according to security policy
defined by the enterprise and implemented by the
administrator.

Ephemeral Keys

These keys are not stored in non-volatile memory.

False Accept Rate (FAR)

A statistic used to measure biometric performance when
operating in verification, defined as the percentage of times a
system produces a false accept, which occurs when an
individual is incorrectly matched to another individual’s
existing biometric. For example, Mallory claims to be Alice
and the system verifies the claim.

False Reject Rate (FRR)

A statistic used to measure biometric performance in
verification, defined as the percentage of times the system
produces a false reject. A false reject occurs when an
individual is not matched to his or her own existing biometric
template. For example, John claims to be John, but the system
incorrectly denies the claim.

(Biometric) Feature(s)

Distinctive mathematical characteristic(s) derived from a
biometric sample, used to generate enrollment or
authentication templates.

File Encryption Key (FEK)

A DEK used to encrypt a file or a directory when File
Encryption is used. FEKSs are unique to each encrypted file or
directory.

Hardware-Isolated Keys

The Rich OS can only access these keys by reference, if at all,
during runtime.

Hybrid Authentication

A hybrid authentication factor is one where a user has to
submit a combination of PIN and biometric sample with both
to pass and without the user being made aware of which factor
failed, if either fails.

Immutable Hardware Key

These keys are stored as hardware-protected raw key and
cannot be changed or sanitized.

Key Chaining

The method of using multiple layers of encryption keys to
protect data. A top layer key encrypts a lower layer key, which
encrypts the data; this method can have any number of layers.

Key Encryption Key (KEK)

A key used to encrypt other keys, such as DEKSs or storage that
contains keys.

Liveness Detection

A technique used to ensure that the biometric sample submitted
is from an end user. A liveness detection method can help
protect the system against some types of spoofing attacks.

Locked State

Powered on but most functionality is unavailable for use. User
authentication is required to access functionality.

MD

Mobile Device
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Mobile Device Management (MDM) Mobile device management (MDM) products allow enterprises
to apply security policies to mobile devices. This system
consists of two primary components: the MDM Server and the
MDM Agent.

MDM Agent The MDM Agent is installed on a Mobile Device as an
application or is part of the Mobile Device’s OS. The MDM
Agent establishes a secure connection back to the MDM Server
controlled by the administrator.

Minutia Point Friction ridge characteristics that are used to individualize a
fingerprint image. Minutia are the points where friction ridges
begin, terminate, or split into two or more ridges. In many
fingerprint systems, the minutia points are compared for
recognition purposes.

Mobile Device User (User) The individual authorized to physically control and operate the
Mobile Device. Depending on the use case, this can be the
device owner or an individual authorized by the device owner.

(Biometric) Modality A type or class of biometric system, such as fingerprint
recognition, facial recognition, iris recognition, voice
recognition, signature/sign, and others.

Mutable Hardware Key These keys are stored as hardware-protected raw key and can
be changed or sanitized.

NIST Fingerprint Image Quality (NFIQ) A machine-learning algorithm that reflects the predictive
positive or negative contribution of an individual sample to the
overall performance of a fingerprint matching system.

NFIQ 1.0 scores are calculated on a scale from 1 to 5, where
NFIQ = 1 indicates high quality samples and NFIQ = 5
indicates poor quality samples.?

NFIQ 2.0 scores are calculated on a scale from 0 to 100, where
NFIQ = 0 indicates poor quality samples and NFIQ = 100
indicates high quality samples.®

Operating System (OS) Software, which runs at the highest, privilege level and can
directly control hardware resources. Modern Mobile Devices
typically have at least two primary operating systems: one,
which runs on the cellular baseband processor and one, which
runs on the application processor. The OS of the application
processor handles most user interaction and provides the
execution environment for apps. The OS of the cellular
baseband processor handles communications with the cellular
network and may control other peripherals. The term OS,
without context, may be assumed to refer to the OS of the
application processor.

2 Tabassi, Elham. “NIST Fingerprint Image Quality and relation to PIV.” NIST Information Technology
Laboratory, 2005. Retrieved June 13, 2015.
http://biometrics.nist.gov/cs_links/standard/archived/workshops/workshopl/presentations/Tabassi-Image-
Quality.pdf

® Tabassi, Elham et al. "Biometric Quality: The push towards zero error biometrics." International Biometrics
Performance Conference (IBPC), 2016. Retrieved May 30, 2016.
http://biometrics.nist.gov/cs_links/ibpc2016/presentations/ibpc2016_may04/13_tabassi_ibpc2016_nfiq_4May20
16.pdf
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Password Authentication Factor

A type of authentication factor requiring the user to provide a
secret set of characters to gain access.

PIN

A PIN factor is a set of numeric or alphabetic characters that
may be used in addition to a biometric factor to provide a
hybrid authentication factor. At this time it is not considered as
a standalone authentication mechanism.

Presentation Attack Detection (PAD)

A technique used to ensure that the biometric sample submitted
is from an end user. A presentation attack detection method can
help protect the system against some types of spoofing attacks.

Powered Off State

The device has been shut down such that no TOE function can
be performed.

PP

Protection Profile

Protected Data

Protected data is all non-TSF data, including all user or
enterprise data. Protected data includes all keys in software-
based secure key storage. Some or all of this data may be
considered sensitive data as well.

Rich Operating System (Rich OS)

This term is a synonym used to refer to the primary operating
system of the application processor defined above under
“Operating System (OS)”. This term is used to distinguish the
primary operating system from an operating system executing
in a smaller, isolated execution environment that may be
present on the processor.

Root Encryption Key (REK)

A key tied to the device used to encrypt other keys.

SAR

Security Assurance Requirement

Sensitive data

Sensitive data shall be identified in the TSS section of the
Security Target (ST) by the ST author. Sensitive data may
include all user or enterprise data or may be specific
application data such as emails, messaging, documents,
calendar items, and contacts. Sensitive data is protected while
in the locked state (FDP_DAR_EXT.2). Sensitive data must
minimally include some or all keys in software-based key
storage.

SFR

Security Functional Requirement

Software Keys

The Rich OS access the raw bytes of these keys during
runtime.

ST

Security Target

Target of Evaluation

A set of software, firmware, and/or hardware possibly
accompanied by guidance. [CC1]

(Biometric) Template

A digital representation of an individual’s distinct
characteristics, representing information extracted from a
biometric sample. This PP further defines enroliment templates
and authentication templates.

Threshold

A user setting for biometric systems operating in verification.
Thresholds are also used in enrollment if enrollment templates
are created and compared to each other. The acceptance or
rejection of biometric data in verification is dependent on the
match score falling above or below the threshold. The
threshold is adjustable so that the biometric system can be
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more or less strict, depending on the requirements of any given
biometric application.

TOE

Target of Evaluation

TOE Security Functionality (TSF)

A set consisting of all hardware, software, and firmware of the
TOE that must be relied upon for the correct enforcement of
the SFRs. [CC1]

TSS

TOE Summary Specification

Trust Anchor Database

A list of trusted root Certificate Authority certificates.

TSF Data

Data for the operation of the TSF upon which the enforcement
of the requirements relies.

Unenrolled state

The state in which the Mobile Device is not managed.

Unlocked State

Powered on and device functionality is available for use.
Implies user authentication has occurred (when so configured).

Verification (Biometrics)

A task where the biometric system attempts to confirm an
individual’s claimed identity by comparing a submitted sample
to one or more previously enrolled authentication templates.

See [CC1] for other Common Criteria abbreviations and terminology.

1.3 TOE Overview

This assurance standard specifies information security requirements for Mobile Devices for
use in an enterprise. A Mobile Device in the context of this assurance standard is a device,
which is composed of a hardware platform and its system software. The device typically
provides wireless connectivity and may include software for functions like secure messaging,
email, web, VPN connection, and VVoIP (Voice over IP), for access to the protected enterprise
network, enterprise data and applications, and for communicating to other Mobile Devices.

Figure 1 illustrates the network operating environment of the Mobile Device.

Page 15 of 209




8

Mublle User A

)
Mnblle Device {(‘ “)
and
Additional
l\ Compnnents y,

Cellular

Metworks
Mﬂl:nle UserB

{1g)
MDI:HIE Device h
and

Additional Wi-Fi

L\ Cnmpone nts y. \ J

Enterprise network
{Intranet)

Figure 1: Mobile Device Network Environment

Examples of a “Mobile Device” that should claim conformance to this Protection Profile
include smartphones, tablet computers, and other Mobile Devices with similar capabilities.

The Mobile Device provides essential services, such as cryptographic services, data-at-rest
protection, and key storage services to support the secure operation of applications on the
device. Additional security features such as security policy enforcement, application
mandatory access control, anti-exploitation features, user authentication, and software
integrity protection are implemented in order to address threats.

This assurance standard describes these essential security services provided by the Mobile
Device and serves as a foundation for a secure mobile architecture. The wireless connectivity
shall be validated against the Extended Package for WLAN Client. As illustrated in Figure 2,
it is expected that a typical deployment would also include either third-party or bundled
components. Whether these components are bundled as part of the Mobile Device by the
manufacturer or developed by a third-party, they must be separately validated against the
related assurance standards such as the Extended Package for Mobile Device Management
Agents, Extended Package for IPsec VPN Client, and VVoIP Application Extended Package. It
is the responsibility of the architect of the overall secure mobile architecture to ensure
validation of these components. Additional applications that may come pre-installed on the
Mobile Device that are not validated are considered to be potentially flawed, but not
malicious. Examples include email client and web browser.
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14 TOE Usage

The Mobile Device may be operated in a number of use cases. Appendix G provides use case
templates that list those selections, assignments, and objective requirements that best support
the use cases identified by this Protection Profile. In addition to providing essential security
services, the Mobile Device includes the necessary security functionality to support
configurations for these various use cases. Each use case may require additional
configuration and applications to achieve the desired security. A selection of these use cases
is elaborated below.

Several of the use case templates include objective requirements that are strongly desired for
the indicated use cases. Readers can expect those requirements to be made mandatory in the
next revision of this protection profile, and industry should aim to include that security
functionality in products in the near-term.

As of publication of this version of the Protection Profile, meeting the requirements in
Section 5 is necessary for all use cases.

[USE CASE 1] Enterprise-owned device for general-purpose enterprise use and limited
personal use

An enterprise-owned device for general-purpose business use is commonly called
Corporately Owned, Personally Enabled (COPE). This use case entails a significant degree of
enterprise control over configuration and, possibly, software inventory. The enterprise elects
to provide users with Mobile Devices and additional applications (such as VPN or email
clients) in order to maintain control of their Enterprise data and security of their networks.
Users may use Internet connectivity to browse the web or access corporate mail or run
enterprise applications, but this connectivity may be under significant control of the
enterprise.
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[USE CASE 2] Enterprise-owned device for specialized, high-security use

An enterprise-owned device with intentionally limited network connectivity, tightly
controlled configuration, and limited software inventory is appropriate for specialized, high-
security use cases. For example, the device may not be permitted connectivity to any external
peripherals. It may only be able to communicate via its Wi-Fi or cellular radios with the
enterprise-run network, which may not even permit connectivity to the Internet. Use of the
device may entail compliance with policies that are more restrictive than those in any
general-purpose use case, yet may mitigate risks to highly sensitive information. As in the
previous case, the enterprise will look for additional applications providing enterprise
connectivity and services to have a similar level of assurance as the platform.

[USE CASE 3] Personally-owned device for personal and enterprise use

A personally-owned device, which is used, for both personal activities and enterprise data is
commonly called Bring Your Own Device (BYOD). The device may be provisioned for
access to enterprise resources after significant personal usage has occurred. Unlike in the
enterprise-owned cases, the enterprise is limited in what security policies it can enforce
because the user purchased the device primarily for personal use and is unlikely to accept
policies that limit the functionality of the device. However, because the enterprise allows the
user full (or nearly full) access to the enterprise network, the enterprise will require their own
security controls to ensure that enterprise resources are protected from potential threats posed
by the personal activities on the device. These controls could potentially be enforced by a
separation mechanism built-in to the device itself to distinguish between enterprise and
personal activities, or by a third-party application that provides access to enterprise resources
and leverages security capabilities provided by the mobile device. Based upon the operational
environment and the acceptable risk level of the enterprise, those security functional
requirements outlined in Section 5 of this PP along with the selections in the Use Case 3
template defined in Section G.3 are sufficient for the secure implementation of this BYOD
use case.

[USE CASE 4] Personally-owned device for personal and limited enterprise use

A personally-owned device, which is used, for both personal activities and enterprise data is
commonly called Bring Your Own Device (BYOD). This device may be provisioned for
limited access to enterprise resources such as enterprise email. Because the user does not
have full access to the enterprise or enterprise data, the enterprise may not need to enforce
any security policies on the device. However, the enterprise may want secure email and web
browsing with assurance that the services being provided to those clients by the Mobile
Device are not compromised. Based upon the operational environment and the acceptable
risk level of the enterprise, those security functional requirements outlined in Section 5 of this
PP are sufficient for the secure implementation of this BYOD use case.
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2. CC Conformance

As defined by the references [CCL1], [CC2] and [CC3], this PP conforms to the requirements
of Common Criteria v3.1, Revision 4. The methodology applied for the PP evaluation is
defined in [CEM].

This PP satisfies the following Assurance Families: APE_CCL.1, APE_ECD.1, APE_INT.1,
APE_OBJ.2, APE_REQ.1 and APE_SPD.1.
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3. Security Problem Definition

3.1 Threats

Mobile devices are subject to the threats of traditional computer systems along with those
entailed by their mobile nature. The threats considered in this Protection Profile are those of
network eavesdropping, network attacks, physical access, malicious or flawed applications,
persistent presence, backup, cloud, biometric impersonation, revocation of biometric
credentials, and revocation of biometric template as detailed in the following sections.

3.1.1 T.EAVESDROP Network Eavesdropping

An attacker is positioned on a wireless communications channel or elsewhere on the network
infrastructure. Attackers may monitor and gain access to data exchanged between the Mobile
Device and other endpoints.

3.1.2 T.NETWORK Network Attack

An attacker is positioned on a wireless communications channel or elsewhere on the network
infrastructure. Attackers may initiate communications with the Mobile Device or alter
communications between the Mobile Device and other endpoints in order to compromise the
Mobile Device. These attacks include malicious software update of any applications or
system software on the device. These attacks also include malicious web pages or email
attachments, which are usually delivered to devices over the network.

3.1.3 T.PHYSICAL Physical Access

An attacker, with physical access, may attempt to access user data on the Mobile Device
including credentials. These physical access threats may involve attacks, which attempt to
access the device through external hardware ports, impersonate the user authentication
mechanisms, through its user interface, and also through direct and possibly destructive
access to its storage media.

Note: Defending against device re-use after physical compromise is out of scope for this
protection profile.

3.1.4 T.FLAWAPP Malicious or Flawed Application

Applications loaded onto the Mobile Device may include malicious or exploitable code. This
code could be included intentionally or unknowingly by the developer, perhaps as part of a
software library. Malicious apps may attempt to exfiltrate data to which they have access.
They may also conduct attacks against the platform’s system software, which will provide
them with additional privileges and the ability to conduct further malicious activities.
Malicious applications may be able to control the device's sensors (GPS, camera,
microphone) to gather intelligence about the user's surroundings even when those activities
do not involve data resident or transmitted from the device. Flawed applications may give an
attacker access to perform network-based or physical attacks that otherwise would have been
prevented.
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3.1.5 T.PERSISTENT Persistent Presence

Persistent presence on a device by an attacker implies that the device has lost integrity and
cannot regain it. The device has likely lost this integrity due to some other threat vector, yet
the continued access by an attacker constitutes an on-going threat in itself. In this case, the
device and its data may be controlled by an adversary as well as by its legitimate owner.

3.2  Assumptions

The assumptions for the Mobile Device are defined in Appendix A.1.1.
3.3 Organizational Security Policy

There are no OSPs for the Mobile Device.
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4. Security Objectives

4.1  Security Objectives for the TOE

The security objectives for the Mobile Device are defined as follows.
411 0O.COMMS Protected Communications

To address the network eavesdropping (T.EAVESDROP) and network attack
(T.NETWORK) threats described in Section 3.1, concerning wireless transmission of
Enterprise and user data and configuration data between the TOE and remote network
entities, conformant TOEs will use a trusted communication path. The TOE will be capable
of communicating using one (or more) of these standard protocols: IPsec, DTLS, TLS,
HTTPS, or Bluetooth. The protocols are specified by RFCs that offer a variety of
implementation choices. Requirements have been imposed on some of these choices
(particularly those for cryptographic primitives) to provide interoperability and resistance to
cryptographic attack.

While conformant TOEs must support all of the choices specified in the ST including any
optional SFRs defined in this PP, they may support additional algorithms and protocols. If
such additional mechanisms are not evaluated, guidance must be given to the administrator to
make clear the fact that they were not evaluated.

FCS_CKM.1, FCS_CKM.2(*), FCS_CKM_EXT.7(optional), FCS_COP.1(*),
FCS_DTLS_EXT.1 (optional), FCS_HTTPS_EXT.1, FCS_RBG_EXT.1,
FCS_RBG_EXT.2 (optional), FCS_SRV_EXT.1, FCS_TLSC_EXT.1,
FDP_BLT_EXT.1 (optional), FDP_IFC_EXT.1, FDP_STG_EXT.1,
FDP_UPC_EXT.1, FIA_BLT_EXT.1, FIA_ BLT_EXT.2, FIA_BLT_EXT.3,
FIA BLT_EXT.4, FIA_BLT_EXT.5 (optional), FIA_ X509 EXT.1,

FIA_ X509 EXT.2, FIA_X509 _EXT.3, FIA_X509 EXT.4 (optional),
FPT_BLT_EXT.1 (optional), FTP_BLT_EXT.1 (optional), FTP_BLT_EXT.2
(optional), FTP_ITC_EXT.1

4.1.2 O.STORAGE Protected Storage

To address the issue of loss of confidentiality of user data in the event of loss of a Mobile
Device (T.PHYSICAL), conformant TOEs will use data-at-rest protection. The TOE will be
capable of encrypting data and keys stored on the device and will prevent unauthorized
access to encrypted data.

FCS_CKM_EXT.1, FCS_CKM_EXT.2, FCS_CKM_EXT.3,
FCS_CKM_EXT.4, FCS_CKM_EXT.5, FCS CKM_EXT.6, FCS COP.1(*),
FCS_IV_EXT.1,  FCS_RBG EXT.1, FCS_STG EXT.l, FCS_STG_EXT.2,
FCS_STG EXT.3, FDP DAR EXT.l, FDP DAR _EXT.2,

FIA_ UAU EXT.1, FPT _KST EXT.1, FPT KST EXT.2, FPT KST EXT.3,
FPT JTA EXT.1
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4.1.3 O.CONFIG Mobile Device Configuration

To ensure a Mobile Device protects user and enterprise data that it may store or process,
conformant TOEs will provide the capability to configure and apply security policies defined
by the user and the Enterprise Administrator. If Enterprise security policies are configured
these must be applied in precedence of user specified security policies.

FMT_MOF EXT.1, FMT_SMF_EXT.1, FMT_SMF_EXT.2,
FTA_TAB.1 (optional)

414 O.AUTH Authorization and Authentication

To address the issue of loss of confidentiality of user data in the event of loss of a Mobile
Device (T.PHYSICAL), users are required to enter an authentication factor to the device
prior to accessing protected functionality and data. Some non-sensitive functionality (e.g.,
emergency calling, text notification) can be accessed prior to entering the authentication
factor. The device will automatically lock following a configured period of inactivity in an
attempt to ensure authorization will be required in the event of the device being lost or stolen.

Authentication of the endpoints of a trusted communication path is required for network
access to ensure attacks are unable to establish unauthorized network connections to
undermine the integrity of the device.

Repeated attempts by a user to authorize to the TSF will be limited or throttled to enforce a
delay between unsuccessful attempts.

FCS_CKM.2(1), FDP_PBA_EXT.1 (optional), FIA_AFL_EXT.1,
FIA_ BLT EXT.1, FIA BLT_EXT.2, FIA BLT _EXT.3,
FIA_ BMG_EXT.1 (optional), FIA_ BMG_EXT.2 (optional),
FIA_BMG_EXT.3 (optional), FIA_BMG_EXT.4 (optional),
FIA_BMG_EXT.5 (optional), FIA_BMG_EXT.6 (optional),
FIA_ PMG_EXT.1, FIA TRT_EXT.1, FIA_UAU EXT.1,
FIA_UAU_EXT.2, FIA_UAU_EXT.4 (optional), FIA_UAU.5,
FIA_UAU.6, FIA_UAU.7, FIA_X509 EXT.2,
FIA_X509 EXT.4 (optional), FTA_SSL_EXT.1

415 O.INTEGRITY Mobile Device Integrity

To ensure the integrity of the Mobile Device is maintained conformant TOEs will perform
self-tests to ensure the integrity of critical functionality, software/firmware and data has been
maintained. The user shall be notified of any failure of these self-tests. This will protect
against the threat T.PERSISTENT.

To address the issue of an application containing malicious or flawed code (T.FLAWAPP),
the integrity of downloaded updates to software/firmware will be verified prior to
installation/execution of the object on the Mobile Device. In addition, the TOE will restrict
applications to only have access to the system services and data they are permitted to interact
with. The TOE will further protect against malicious applications from gaining access to data
they are not authorized to access by randomizing the memory layout.
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FAU_GEN.1, FAU_SAR.1 (optional), FAU_SEL.1 (optional),

FAU STG.1, FAU STG.4, FCS_COP.1(2), FCS_COP.1(3),
FDP_ACF_EXT.1, FPT_AEX EXT.l, FPT_AEX_EXT.2, FPT_AEX_EXT.3,
FPT_AEX_EXT.4, FPT_BBD_EXT.1 (optional), FPT_NOT_EXT.1, FPT_STM.1,
FPT_TST_EXT.1, FPT_TST_EXT.2, FPT_TUD_EXT.1, FPT_TUD_EXT.2

416 O.PRIVACY End User Privacy and Device Functionality

In a BYOD environment (use cases 3 and 4), a personally-owned mobile device is used for
both personal activities and enterprise data. Enterprise management solutions may have the
technical capability to monitor and enforce security policies on the device. However, the
privacy of the personal activities and data must be ensured. In addition, since there are
limited controls that the enterprise can enforce on the personal side, separation of personal
and enterprise data is needed. This will protect against the T.FLAWAPP and
T.PERSISTENT threats.

FDP_ACF _EXT.1, FDP_BCK _EXT.1 (optional) FMT_SMF_EXT.1,
FMT_SMF_EXT.3 (optional)

4.2  Security Objectives for the Operational Environment

The objectives that are required to be met by the TOE’s operational environment are defined
in Appendix A.2.2.
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5. Security Functional Requirements

The individual security functional requirements are specified in the sections below. For a
complete list of requirements, see Appendix A.3, Security Functional Requirements Category
Mapping.

5.1 Conventions

The following conventions are used for the completion of operations:

o [ltalicized text within square brackets] indicates an operation to be completed by the
ST author.

e Underlined text indicates additional text provided as a refinement.

e [Bold and italicized text within square brackets] indicates the completion of an
assignment.

o [ltalicized text within square brackets] indicates the completion of a selection.

e Number in parentheses after SFR name, e.g. (1), indicates the completion of a
refinement.

5.2 Class: Security Audit (FAU)

5.2.1 Audit Data Generation (FAU_GEN)

| FAU_GEN.1 Audit Data Generation

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:

Start-up and shutdown of the audit functions;

All auditable events for the [not selected] level of audit;

All administrative actions;

Start-up and shutdown of the Rich OS;

Insertion or removal of removable media;

Specifically defined auditable events in Table 1;

[selection: Audit records reaching [assignment: integer value less than 100]

percentage of audit capacity, [assignment: other auditable events derived

from this profile]];

8. [selection: Specifically defined auditable event in Table 2, no additional
auditable events].

NooakrowdnpE

Application Note: Administrator actions are defined as functions labeled as mandatory for
FMT_MOF_EXT.1.2 (i.e. ‘M-MM’ in Table 4). If the TSF does not support removable media,
number 4 is implicitly met.

The TSF shall generate an audit record for all events contained in Table 1. Generating audit
records for events in Table 2 is currently objective. It is acceptable to include individual
SFRs from Table 2 in the ST, without including the entirety of Table 2.

FAU_GEN.1.2 The TSF shall record within each audit record at least the following
information:
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Date and time of the event;

type of event;

subject identity;

the outcome (success or failure) of the event;

additional information in Table 1,

[selection: [assignment: Additional information in Table 2], no additional
information].

SourwnE

Application Note: The subject identity is usually the process name/ID. The event type is often
indicated by a severity level, for example ‘info’, ‘warning’, or “error’,

If ““no additional auditable events” is selected in the second selection of FAU_GEN.1.1, then
“no additional information” shall be selected.

For each audit event selected from Table 2 in FAU_GEN.1.1 if additional information is
required to be recorded within the audit record, it should be included in this selection.

Table 1 Application Note: FPT_TST_EXT.1 — Audit of self-tests is required only at initial
start-up. Since the TOE “transitions to non-operational mode” upon failure of a self-test, per
FPT_NOT_EXT.1, this is considered equivalent evidence to an audit record for the failure of
a self-test.

Assurance Activity:

The evaluator shall check the administrative guide and ensure that it lists all of the auditable
events and provides a format for audit records. Each audit record format type must be
covered, along with a brief description of each field. The evaluator shall check to make sure
that every audit event type mandated by the PP is described and that the description of the
fields contains the information required in FAU_GEN.1.2.

The evaluator shall also make a determination of the administrative actions that are relevant
in the context of this PP including those listed in the Management section. The evaluator shall
examine the administrative guide and make a determination of which administrative
commands are related to the configuration (including enabling or disabling) of the
mechanisms implemented in the TOE that are necessary to enforce the requirements specified
in the PP. The evaluator shall document the methodology or approach taken while
determining which actions in the administrative guide are security relevant with respect to
this PP. The evaluator may perform this activity as part of the activities associated with
ensuring the AGD_OPE guidance satisfies the requirements.

The evaluator shall test the TOE’s ability to correctly generate audit records by having the
TOE generate audit records for the events listed in the provided table and administrative
actions. This should include all instances of an event. The evaluator shall test that audit
records are generated for the establishment and termination of a channel for each of the
cryptographic protocols contained in the ST. For administrative actions, the evaluator shall
test that each action determined by the evaluator above to be security relevant in the context
of this PP is auditable. When verifying the test results, the evaluator shall ensure the audit
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records generated during testing match the format specified in the administrative guide, and
that the fields in each audit record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing of the security
mechanisms directly. For example, testing performed to ensure that the administrative
guidance provided is correct verifies that AGD_OPE.1 is satisfied and should address the
invocation of the administrative actions that are needed to verify the audit records are

generated as expected.

Requirement

Auditable Events

Additional Audit Record Contents

FAU_GEN.1 None.
FAU_STG.1 None.
FAU_STG.4 None.
FCS_CKM_EXT.1 [selection: generation of a REK, None]. | No additional information.
FCS_CKM_EXT.2 None.
FCS_CKM_EXT.3 None.
FCS_CKM_EXT.4 None.

FCS_CKM_EXT.5

Failure of the wipe.

No additional information.

FCS_CKM_EXT.6

None.

Failure of key generation activity for

FCS_CKM.1 authentication keys. No additional information.
FCS_CKM.2(*) None.
FCS_COP.1(*) None.
FCS_IV_EXT.1 None.
FCS_SRV_EXT.1 None.

FCS_STG_EXT.1

Import or destruction of key.

[selection: Exceptions to use and
destruction rules, No other events].

Identity of key. Role and identity of
requestor.

FCS_STG_EXT.2

None.

FCS_STG_EXT.3

Failure to verify integrity of stored key.

Identity of key being verified.

FDP_DAR_EXT.1

Failure to encrypt/decrypt data.

No additional information.

FDP_DAR_EXT.2

Failure to encrypt/decrypt data.

No additional information.

FDP_IFC_EXT.1

None.

FDP_STG_EXT.1

Addition or removal of certificate from
Trust Anchor Database.

Subject name of certificate.

FIA_PMG_EXT.1 None.
FIA_TRT_EXT.1 None.
FIA_UAU_EXT.1 None.
FIA_UAU.5 None.
FIA_UAU.7 None.
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Requirement

Auditable Events

Additional Audit Record Contents

FIA_X509 EXT.1

Failure to validate X.509v3 certificate.

Reason for failure of validation.

FMT_MOF_EXT.1 None.
FPT_AEX_EXT.1 None.
FPT_AEX_EXT.2 None.
FPT_AEX_EXT.3 None.
FPT JTA_EXT.1 None.
FPT_KST_EXT.1 None.
FPT_KST_EXT.2 None.
FPT_KST_EXT.3 None.

FPT_NOT_EXT.1

[selection: Measurement of TSF
software, None].

[selection: Integrity verification value,
No additional information].

FPT_STM.1

None.

FPT_TST_EXT.1

Initiation of self-test.

Failure of self-test.

[selection: Algorithm that caused the
failure, none].

FPT_TST_EXT.2

Start-up of TOE.

No additional information.

[selection: Detected integrity violation,
noneJ.

[selection: The TSF code file that
caused the integrity violation, No
additional information].

FPT_TUD_EXT.1

None.

FTA_SSL_EXT.1

None.

Table 1: Mandatory Auditable Events

Requirement

Auditable Events

Additional Audit Record Contents

FAU_SAR.1 None.
All modifications to the audit
FAU SEL.1 configuration that occur while the audit | No additional Information.

collection functions are operating.

FCS_CKM_EXT.7

None.

FCS_DTLS_EXT.1

Failure of the certificate validity check.

Issuer Name and Subject Name of
certificate.

FCS_HTTPS_EXT.1

Failure of the certificate validity check.

Issuer Name and Subject Name of
certificate.

[selection: User’s authorization
decision, No additional information].

FCS_RBG_EXT.1

Failure of the randomization process.

No additional information.

FCS_RBG_EXT.2

None.

FCS_TLSC_EXT.1

Establishment/termination of a TLS
session.

Non-TOE endpoint of connection.

Failure to establish a TLS session.

Reason for failure.
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Requirement

Auditable Events

Additional Audit Record Contents

Failure to verify presented identifier.

Presented identifier and reference
identifier.

FDP_ACF_EXT.1 None.
FDP_BCK_EXT.1 None.
FDP_BLT_EXT.1 None.
FDP_PBA EXT.1 None.

FDP_UPC_EXT.1

Application initiation of trusted
channel.

Name of application. Trusted channel
protocol. Non-TOE endpoint of
connection.

FIA_AFL EXT.1 Excess of authentication failure limit. Authentication factor used.
User authorization of Bluetooth device. | User authorization decision. _

FIA_BLT_EXT.1 User authorization for local Bluetooth S:ﬂggg:ﬂ S?g{ﬁf and name of device.
Service. Identity of local service.

FIA_BLT EXT.2 Initiation of Bluetooth connection. Bluetooth address and name of device.
Failure of Bluetooth connection. Reason for failure.

FIA BLT EXT.3 Duplicate connection attempt. BD_ADDR of connection attempt

FIA BLT _EXT.4 None.

FIA_ BLT_EXT.5 None.

FIA BMG_EXT.1 None.

FIA BMG_EXT.2 None.

FIA BMG_EXT.3 None.

FIA BMG_EXT.4 None.

FIA BMG_EXT.5 None.

FIA BMG_EXT.6 None.

FIA_UAU_EXT.2

Action performed before authentication.

No additional information.

FIA_UAU.6

User changes Password Authentication
Factor.

No additional information.

FIA_UAU_EXT.4

None.

FIA_X509 EXT.2

Failure to establish connection to
determine revocation status.

No additional information.

FIA_X509_EXT.3

None.

FIA_X509 EXT.4

Generation of Certificate Enrollment
Request.

Issuer and Subject name of EST
Server. Method of authentication.
Issuer and Subject name of certificate
used to authenticate. Content of
Certificate Request Message.

Success or failure of enrollment.

Issuer and Subject name of added
certificate or reason for failure.

Update of EST Trust Anchor Database

Subject name of added Root CA.
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Requirement

Auditable Events

Additional Audit Record Contents

FMT_SMF_EXT.1

[selection: Initiation of policy update,
noneJ.

[selection: Policy name, none].

[selection: Change of settings, none]

[selection: Role of user that changed
setting, Value of new setting, none].

[selection: Success of failure of
function, none]

[selection: Role of user that performed
function, Function performed, Reason
for failure, none].

Initiation of software update.

Version of update.

Initiation of application installation or
update.

Name and version of application.

FMT_SMF_EXT.2

[selection: Unenrollment, Initiation of
unenrollment, none]

[selection: Identity of administrator
Remediation action performed, failure
of accepting command to unenroll,
none]

FMT_SMF_EXT.3 None.
FPT_AEX_EXT.4 None.
FPT_BBD_EXT.1 None.
FPT BLT EXT.1 None.

FPT_TUD_EXT.2

Success or failure of signature
verification for software updates.

No additional information.

Success or failure of signature
verification for applications.

No additional information.

FTA TAB.1 None.
FTP_BLT_EXT.1 None.
FTP_BLT_EXT.2 None.

FTP_ITC_EXT.1

Initiation and termination of trusted
channel.

Trusted channel protocol. Non-TOE
endpoint of connection.

Table 2: Additional Auditable Events

5.2.2 Security Audit Event Storage (FAU_STG)

FAU STG.1 Audit Storage Protection

FAU STG.1.1 The TSF shall protect the stored audit records in the audit trail from
unauthorized deletion.

FAU_STG.1.2 The TSF shall be able to prevent unauthorized modifications to the stored
audit records in the audit trail.

Assurance Activity:

The evaluator shall ensure that the TSS lists the location of all logs and the access controls of
those files such that unauthorized modification and deletion are prevented.
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Test 1: The evaluator shall attempt to delete the audit trail in a manner that the access
controls should prevent (as an unauthorized user) and shall verify that the attempt fails.

Test 2: The evaluator shall attempt to modify the audit trail in a manner that the access
controls should prevent (as an unauthorized application) and shall verify that the attempt
fails.

FAU STG.4 Prevention of Audit Data Loss

FAU_STG.4.1 The TSF shall overwrite the oldest stored audit records if the audit trail is full.
Assurance Activity:

The evaluator shall examine the TSS to ensure that it describes the size limits on the audit
records, the detection of a full audit trail, and the action(s) taken by the TSF when the audit
trail is full. The evaluator shall ensure that the action(s) results in the deletion or overwrite of
the oldest stored record.

5.3 Class: Cryptographic Support (FCS)
5.3.1 Cryptographic Key Management (FCS_CKM)

This section describes how keys are generated, derived, combined, released and destroyed.
There are two major types of keys: DEKs and KEKs. (A REK is considered a KEK.) DEKs
are used to protect data (as in the DAR protection described in Section 5.4.2). KEKs are used
to protect other keys — DEKS, other KEKSs, and other types of keys stored by the user or
applications. The following diagram shows an example key hierarchy to illustrate the
concepts of this profile. This example is not meant as an approved design, but ST authors will
be expected to provide a diagram illustrating their key hierarchy in order to demonstrate that
they meet the requirements of this profile. Please note if “biometric fingerprint” is selected in
FIA_UAU.5.1, the BAF shall be illustrated in the key hierarchy diagram, to include a
description of when and how the BAF is used to release keys. If “hybrid” is selected in
FIA_UAU.5.1, meaning that a PIN must be used in conjunction with the BAF this interaction
shall be included.
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Figure 3: An lllustrative Key Hierarchy

5.3.1.1 Cryptographic Key Generation

| FCS_CKM.1 Cryptographic key generation

FCS_CKM.1.1 The TSF shall generate asymmetric cryptographic keys in accordance with a
specified cryptographic key generation algorithm [selection:

e [RSA schemes] using cryptographic key sizes of [2048-bit or greater] that meet
[FIPS PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.3];

e [ECC schemes] using [“NIST curves” P-384 and [selection: P-256, P-521, no other
curves]] that meet the following: [FIPS PUB 186-4, “Digital Signature Standard
(DSS)”, Appendix B.4]], [Curve25519 schemes that meet the following: [RFC
7748]11;

e [FFC schemes] using cryptographic key sizes of [2048-bit or greater] that meet the
following: [FIPS PUB 186-4, “Digital Signature Standard (DSS)”’, Appendix B.1]

]
Application Note: The ST author shall select all key generation schemes used for key

establishment and entity authentication. When key generation is used for key establishment,
the schemes in FCS_CKM.2.1(1) and selected cryptographic protocols must match the
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selection. When key generation is used for entity authentication, the public key may be
associated with an X.509v3 certificate.

If the TOE acts as a receiver in the RSA key establishment scheme, the TOE does not need to
implement RSA key generation.

Curve25519 can only be used for ECDH and in conjunction with FDP_DAR_EXT.2.2.
Assurance Activity:

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the
ST specifies more than one scheme, the evaluator shall examine the TSS to verify that it
identifies the usage for each scheme.

The evaluator shall verify that the AGD guidance instructs the administrator how to configure
the TOE to use the selected key generation scheme(s) and key size(s) for all uses defined in
this PP.

Assurance Activity Note: The following tests require the developer to provide access to a test
platform that provides the evaluator with tools that are typically not found on factory
products.

Key Generation for FIPS PUB 186-4 RSA Schemes
The evaluator shall verify the implementation of RSA Key Generation by the TOE
using the Key Generation test. This test verifies the ability of the TSF to correctly
produce values for the key components including the public verification exponent e,
the private prime factors p and q, the public modulus n and the calculation of the
private signature exponent d.

Key Pair generation specifies 5 ways (or methods) to generate the primes p and q.
These include:
1. Random Primes:

e Provable primes

e Probable primes

2. Primes with Conditions:
e Primes pl, p2, q1,92, p and g shall all be provable primes
e Primes pl, p2, q1, and g2 shall be provable primes and p and q shall be
probable primes
e Primes pl, p2, q1,92, p and g shall all be probable primes

To test the key generation method for the Random Provable primes method and for all
the Primes with Conditions methods, the evaluator must seed the TSF key generation
routine with sufficient data to deterministically generate the RSA key pair. This
includes the random seed(s), the public exponent of the RSA key, and the desired key
length. For each key length supported, the evaluator shall have the TSF generate 25
key pairs. The evaluator shall verify the correctness of the TSF’s implementation by
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comparing values generated by the TSF with those generated from a known good
implementation.

If possible, the Random Probable primes method should also be verified against a
known good implementation as described above. Otherwise, the evaluator shall have
the TSF generate 10 keys pairs for each supported key length nlen and verify:
e N=p*q
p and g are probably prime according to Miller-Rabin tests
GCD(p-1,e) =1
GCD(g-1,e) =1
216 < e < 27256 and e is an odd integer
Ip-q| > 2(nlen/2 — 100)
p >= squareroot(2)*( 2~(nlen/2 -1) )
q >= squareroot(2)*( 2~(nlen/2 -1) )
2"\(nlen/2) < d < LCM(p-1,0-1)
e*d =1 mod LCM(p-1,9-1)

Key Generation for FIPS 186-4 Elliptic Curve Cryptography (ECC)
FIPS 186-4 ECC Key Generation Test
For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall
require the implementation under test (IUT) to generate 10 private/public key pairs.
The private key shall be generated using an approved random bit generator (RBG). To
determine correctness, the evaluator shall submit the generated key pairs to the public
key verification (PKV) function of a known good implementation.

FIPS 186-4 Public Key Verification (PKV) Test

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall
generate 10 private/public key pairs using the key generation function of a known
good implementation and modify five of the public key values so that they are
incorrect, leaving five values unchanged (i.e., correct). The evaluator shall obtain in
response a set of 10 PASS/FAIL values.

Key Generation for Curve25519
The evaluator shall require the implementation under test (IUT) to generate 10
private/public key pairs. The private key shall be generated as specified in RFC 7748
using an approved random bit generator (RBG). To determine correctness, the
evaluator shall submit the generated key pairs to the public key verification (PKV)
function of a known good implementation.

[Note: Assuming the PKV function of the good implementation will:

(@) confirm the private and public keys are 32-byte values

(b) confirm the three least significant bits of the most significant byte of the private
key are zero

(c) confirm the most significant bit of the least significant byte is zero

(d) confirm the second most significant bit of the most significant byte is one (e)
calculate the expected public key from the private key and confirm it matches the
supplied public key

]
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The evaluator shall generate 10 private/public key pairs using the key generation
function of a known good implementation and modify 5 of the public key values so
that they are incorrect, leaving five values unchanged (i.e., correct). The evaluator
shall obtain in response a set of 10 PASS/FAIL values.

Key Generation for Finite-Field Cryptography (FFC)

The evaluator shall verify the implementation of the Parameters Generation and the
Key Generation for FFC by the TOE using the Parameter Generation and Key
Generation test. This test verifies the ability of the TSF to correctly produce values for
the field prime p, the cryptographic prime q (dividing p-1), the cryptographic group
generator g, and the calculation of the private key x and public key y.

The Parameter generation specifies 2 ways (or methods) to generate the cryptographic
prime q and the field prime p:

Cryptographic and Field Primes:
e Primes q and p shall both be provable primes
e Primes g and field prime p shall both be probable primes

and two ways to generate the cryptographic group generator g:

Cryptographic Group Generator:
e Generator g constructed through a verifiable process
e Generator g constructed through an unverifiable process

The Key generation specifies 2 ways to generate the private key x:

Private Key:
e len(q) bit output of RBG where 1 <=x <=(-1
e len(q) + 64 bit output of RBG, followed by a mod g-1 operation where
1<=x<=¢-1

The security strength of the RBG must be at least that of the security offered by the
FFC parameter set.

To test the cryptographic and field prime generation method for the provable primes
method and/or the group generator g for a verifiable process, the evaluator must seed
the TSF parameter generation routine with sufficient data to deterministically generate
the parameter set.

For each key length supported, the evaluator shall have the TSF generate 25
parameter sets and key pairs. The evaluator shall verify the correctness of the TSF’s
implementation by comparing values generated by the TSF with those generated from
a known good implementation. Verification must also confirm

e ( 1= O,l

e (divides p-1
e ggmodp=1
e g™Xmodp=y
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for each FFC parameter set and key pair.
5.3.1.2 Cryptographic Key Establishment

FCS_CKM.2(1) Cryptographic key establishment

FCS_CKM.2.1(1) The TSF shall perform cryptographic key establishment in accordance
with a specified cryptographic key establishment method:

e [RSA-based key establishment schemes] that meets the following: [NIST Special
Publication 800-56B, “Recommendation for Pair-Wise Key Establishment Schemes
Using Integer Factorization Cryptography™T];

and [selection:

e [Elliptic curve-based key establishment schemes] that meets the following: [NIST
Special Publication 800-56A, “Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography’’];

e [Finite field-based key establishment schemes] that meets the following: [NIST
Special Publication 800-56A, “Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography”];

e No other schemes

1.

Application Note: The ST author shall select all key establishment schemes used for the
selected cryptographic protocols. FCS _TLSC EXT.1 requires ciphersuites that use RSA-
based key establishment schemes.

The RSA-based key establishment schemes are described in Section 9 of NIST SP 800-56B;
however, Section 9 relies on implementation of other sections in SP 800-56B. If the TOE acts
as a receiver in the RSA key establishment scheme, the TOE does not need to implement RSA
key generation.

The elliptic curves used for the key establishment scheme shall correlate with the curves
specified in FCS_CKM.1.1.

The domain parameters used for the finite field-based key establishment scheme are specified
by the key generation according to FCS_CKM.1.1.

Assurance Activity:

The evaluator shall ensure that the supported key establishment schemes correspond to the
key generation schemes identified in FCS_CKM.1.1. If the ST specifies more than one
scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each
scheme.

The evaluator shall verify that the AGD guidance instructs the administrator how to configure
the TOE to use the selected key establishment scheme(s).
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Assurance Activity Note: The following tests require the developer to provide access to a test
platform that provides the evaluator with tools that are typically not found on factory
products.

Key Establishment Schemes

The evaluator shall verify the implementation of the key establishment schemes supported by
the TOE using the applicable tests below.

SP800-56A Key Establishment Schemes

The evaluator shall verify a TOE's implementation of SP800-56A key agreement schemes
using the following Function and Validity tests. These validation tests for each key agreement
scheme verify that a TOE has implemented the components of the key agreement scheme
according to the specifications in the Recommendation. These components include the
calculation of the DLC primitives (the shared secret value Z) and the calculation of the
derived keying material (DKM) via the Key Derivation Function (KDF). If key confirmation
IS supported, the evaluator shall also verify that the components of key confirmation have
been implemented correctly, using the test procedures described below. This includes the
parsing of the DKM, the generation of MACdata and the calculation of MACtag.

Function Test

The Function test verifies the ability of the TOE to implement the key agreement
schemes correctly. To conduct this test the evaluator shall generate or obtain test vectors
from a known good implementation of the TOE supported schemes. For each supported
key agreement scheme-key agreement role combination, KDF type, and, if supported,
key confirmation role- key confirmation type combination, the tester shall generate 10
sets of test vectors. The data set consists of one set of domain parameter values (FFC) or
the NIST approved curve (ECC) per 10 sets of public keys. These keys are static,
ephemeral or both depending on the scheme being tested.

The evaluator shall obtain the DKM, the corresponding TOE’s public keys (static and/or
ephemeral), the MAC tag(s), and any inputs used in the KDF, such as the Other
Information field Ol and TOE id fields.

If the TOE does not use a KDF defined in SP 800-56A, the evaluator shall obtain only
the public keys and the hashed value of the shared secret.

The evaluator shall verify the correctness of the TSF’s implementation of a given
scheme by using a known good implementation to calculate the shared secret value,
derive the keying material DKM, and compare hashes or MAC tags generated from
these values.

If key confirmation is supported, the TSF shall perform the above for each implemented
approved MAC algorithm.

Validity Test

The Validity test verifies the ability of the TOE to recognize another party’s valid and
invalid key agreement results with or without key confirmation. To conduct this test,
the evaluator shall obtain a list of the supporting cryptographic functions included in
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the SP800-56A key agreement implementation to determine which errors the TOE
should be able to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test
vectors consisting of data sets including domain parameter values or NIST approved
curves, the evaluator’s public keys, the TOE’s public/private key pairs, MACTag, and
any inputs used in the KDF, such as the other info and TOE id fields.

The evaluator shall inject an error in some of the test vectors to test that the TOE
recognizes invalid key agreement results caused by the following fields being
incorrect: the shared secret value Z, the DKM, the other information field Ol, the data
to be MACed, or the generated MACTag. If the TOE contains the full or partial (only
ECC) public key validation, the evaluator will also individually inject errors in both
parties’ static public keys, both parties’ ephemeral public keys and the TOE’s static
private key to assure the TOE detects errors in the public key validation function
and/or the partial key validation function (in ECC only). At least two of the test vectors
shall remain unmodified and therefore should result in valid key agreement results
(they should pass).

The TOE shall use these modified test vectors to emulate the key agreement scheme
using the corresponding parameters. The evaluator shall compare the TOE’s results with
the results using a known good implementation verifying that the TOE detects these
errors.

SP800-56B Key Establishment Schemes
The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a
recipient, or both for RSA-based key establishment schemes.

If the TOE acts as a sender, the following assurance activity shall be performed to ensure the

proper operation of every TOE supported combination of RSA-based key establishment

scheme:
To conduct this test the evaluator shall generate or obtain test vectors from a known
good implementation of the TOE supported schemes. For each combination of
supported key establishment scheme and its options (with or without key confirmation
if supported, for each supported key confirmation MAC function if key confirmation
is supported, and for each supported mask generation function if KTS-OAEP is
supported), the tester shall generate 10 sets of test vectors. Each test vector shall
include the RSA public key, the plaintext keying material, any additional input
parameters if applicable, the MacKey and MacTag if key confirmation is
incorporated, and the outputted ciphertext. For each test vector, the evaluator shall
perform a key establishment encryption operation on the TOE with the same inputs
(in cases where key confirmation is incorporated, the test shall use the MacKey from
the test vector instead of the randomly generated MacKey used in normal operation)
and ensure that the outputted ciphertext is equivalent to the ciphertext in the test
vector.

If the TOE acts as a receiver, the following assurance activities shall be performed to ensure

the proper operation of every TOE supported combination of RSA-based key establishment

scheme:
To conduct this test the evaluator shall generate or obtain test vectors from a known
good implementation of the TOE supported schemes. For each combination of
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supported key establishment scheme and its options (with our without key
confirmation if supported, for each supported key confirmation MAC function if key
confirmation is supported, and for each supported mask generation function if KTS-
OAEP is supported), the tester shall generate 10 sets of test vectors. Each test vector
shall include the RSA private key, the plaintext keying material (KeyData), any
additional input parameters if applicable, the MacTag in cases where key
confirmation is incorporated, and the outputted ciphertext. For each test vector, the
evaluator shall perform the key establishment decryption operation on the TOE and
ensure that the outputted plaintext keying material (KeyData) is equivalent to the
plaintext keying material in the test vector. In cases where key confirmation is
incorporated, the evaluator shall perform the key confirmation steps and ensure that
the outputted MacTag is equivalent to the MacTag in the test vector.

The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In
accordance with NIST Special Publication 800-56B, the TOE must not reveal the particular
error that occurred, either through the contents of any outputted or logged error message or
through timing variations. If KTS-OAEP is supported, the evaluator shall create separate
contrived ciphertext values that trigger each of the three decryption error checks described in
NIST Special Publication 800-56B section 7.2.2.3, ensure that each decryption attempt
results in an error, and ensure that any outputted or logged error message is identical for each.
If KTS-KEM-KWS is supported, the evaluator shall create separate contrived ciphertext
values that trigger each of the three decryption error checks described in NIST Special
Publication 800-56B section 7.2.3.3, ensure that each decryption attempt results in an error,
and ensure that any outputted or logged error message is identical for each.

5.3.1.3 Cryptographic Key Establishment (While device locked)

FCS_CKM.2(2) Cryptographic key establishment (While device is locked) |

FCS_CKM.2.1(2) The TSF shall perform cryptographic key establishment in accordance
with a specified cryptographic key establishment method: [selection:

e [RSA-based key establishment schemes] that meets the following: [NIST Special
Publication 800-56B, “Recommendation for Pair-Wise Key Establishment Schemes
Using Integer Factorization Cryptography’];

e [Elliptic curve-based key establishment schemes] that meets the following:
[selection:

o [NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography”];
o [IETF draft-irtf-cfrg-curves, ""Elliptic Curves for Security'];

e [Finite field-based key establishment schemes] that meets the following: [NIST
Special Publication 800-56A, “Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography”];

] for the purposes of encrypting sensitive data received while the device is locked.

Application Note: The RSA-based key establishment schemes are described in Section 9 of
NIST SP 800-56B; however, Section 9 relies on implementation of other sections in SP 800-
56B. If the TOE acts as a receiver in the RSA key establishment scheme, the TOE does not
need to implement RSA key generation.
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The elliptic curves used for the key establishment scheme shall correlate with the curves
specified in FCS_CKM.1.1.

The domain parameters used for the finite field-based key establishment scheme are specified
by the key generation according to FCS_CKM.1.1.

Assurance Activity:

The test for SP800-56A and SP800-56B key establishment schemes is performed in
association with FCS_CKM.2.1(1).

Curve22519 Key Establishment Schemes
The evaluator shall verify a TOE's implementation of the key agreement scheme using the
following Function and Validity tests. These validation tests for each key agreement scheme
verify that a TOE has implemented the components of the key agreement scheme according
to the specification. These components include the calculation of the shared secret K and the
hash of K
Function Test
The Function test verifies the ability of the TOE to implement the key agreement
schemes correctly. To conduct this test the evaluator shall generate or obtain test
vectors from a known good implementation of the TOE supported schemes. For each
supported key agreement role and hash function combination, the tester shall generate
10 sets of public keys. These keys are static, ephemeral or both depending on the
scheme being tested.

The evaluator shall obtain the shared secret value K, and the hash of K.

The evaluator shall verify the correctness of the TSF’s implementation of a given
scheme by using a known good implementation to calculate the shared secret value K
and compare the hash generated from this value.

Validity Test

The Validity test verifies the ability of the TOE to recognize another party’s valid and
invalid key agreement results. To conduct this test, the evaluator generates a set of 30
test vectors consisting of data sets including the evaluator’s public keys and the
TOE’s public/private key pairs.

The evaluator shall inject an error in some of the test vectors to test that the TOE
recognizes invalid key agreement results caused by the following fields being
incorrect: the shared secret value K or the hash of K. At least two of the test vectors
shall remain unmodified and therefore should result in valid key agreement results
(they should pass).

The TOE shall use these modified test vectors to emulate the key agreement scheme
using the corresponding parameters. The evaluator shall compare the TOE’s results
with the results using a known good implementation verifying that the TOE detects
these errors.
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5.3.1.4 Cryptographic Key Support (REK)

FCS_CKM_EXT.1 Extended: Cryptographic Key Support

FCS_CKM_EXT.1.1 The TSF shall support [selection: immutable hardware, mutable
hardware] REK(s) with a [selection: symmetric, asymmetric] key of strength [selection: 112
bits, 128 bits, 192 bits, 256 bits].

FCS CKM_EXT.1.2 Each REK shall be hardware-isolated from Rich OS on the TSF in
runtime.

FCS_CKM_EXT.1.3 Each REK shall be generated by a RBG in accordance with
FCS_RBG_EXT.1.

Application Note: Either asymmetric or symmetric keys are allowed; the ST author makes
the selection appropriate for the device. Symmetric keys must be of size 128 or 256 bits in
order to correspond with FCS_COP.1(1). Asymmetric keys may be of any strength
corresponding to FCS_CKM.1.

The raw key material of “immutable hardware” REK(s) is computationally processes by
hardware and software cannot access the raw key material. Thus if “immutable-hardware”
is selected in FCS_CKM_EXT.1.1 it implicitly meets FCS_CKM_EXT.1.4. If “mutable-
hardware” is selected in FCS_CKM_EXT.1.1, FCS_CKM_EXT.1.4 must be included in the
ST.

The lack of a public/documented API for importing or exporting the REK, when a
private/undocumented API exists, is not sufficient to meet this requirement.

The RBG used to generate a REK may be a RBG native to the hardware key container or may
be an off-device RBG. If performed by an off-device RBG, the device manufacturer shall not
be able to access a REK after the manufacturing process has been completed. The assurance
activities for these two cases differ.

Assurance Activity:

The evaluator shall review the TSS to determine that a REK is supported by the TOE, that the
TSS includes a description of the protection provided by the TOE for a REK, and that the
TSS includes a description of the method of generation of a REK.

The evaluator shall verify that the description of the protection of a REK describes how any
reading, import, and export of that REK is prevented. (For example, if the hardware
protecting the REK is removable, the description should include how other devices are
prevented from reading the REK.) The evaluator shall verify that the TSS describes how
encryption/decryption/derivation actions are isolated so as to prevent applications and
system-level processes from reading the REK while allowing
encryption/decryption/derivation by the key.
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The evaluator shall verify that the description includes how the Rich OS is prevented from
accessing the memory containing REK key material, which software is allowed access to the
REK, how any other software in the execution environment is prevented from reading that
key material, and what other mechanisms prevent the REK key material from being written to
shared memory locations between the Rich OS and the separate execution environment.

If key derivation is performed using a REK, the evaluator shall ensure that the TSS
description includes a description of the key derivation function and shall verify the key
derivation uses an approved derivation mode and key expansion algorithm according to
FCS_CKM_EXT.3.2.

The evaluator shall verify that the generation of a REK meets the FCS_RBG_EXT.1.1 and
FCS_RBG_EXT.1.2 requirements:

e |If REK(S) is/are generated on-device, the TSS shall include a description of the
generation mechanism including what triggers a generation, how the functionality
described by FCS_RBG_EXT.1 is invoked, and whether a separate instance of the
RBG is used for REK(S).

e |f REK(S) is/are generated off-device, the TSS shall include evidence that the RBG
meets FCS_RBG_EXT.1. This will likely necessitate a second set of RBG
documentation equivalent to the documentation provided for the RBG assurance
activities. In addition, the TSS shall describe the manufacturing process that prevents
the device manufacturer from accessing any REK(s).

5.3.1.5 Cryptographic Data Encryption Keys

FCS_CKM_EXT.2 Extended: Cryptographic Key Random Generation

FCS_CKM_EXT.2.1 All DEKSs shall be randomly generated with entropy corresponding to
the security strength of AES key sizes of [selection: 128, 256] bits.

Application Note: The intent of this requirement is to ensure that the DEK cannot be
recovered with less work than a full exhaust of the key space for AES. The key generation
capability of the TOE uses a RBG implemented on the TOE device (FCS_RBG_EXT.1).
Either 128-bit or 256-bit (or both) are allowed; the ST author makes the selection
appropriate for the device. A DEK is used in addition to the KEK so that authentication
factors can be changed without having to re-encrypt all of the user data on the device.

Assurance Activity:

The evaluator shall review the TSS to determine that it describes how the functionality
described by FCS RBG_EXT.1 is invoked to generate DEKs. The evaluator uses the
description of the RBG functionality in FCS_RBG_EXT.1 or documentation available for the
operational environment to determine that the key size being requested is identical to the key
size and mode to be used for the encryption/decryption of the data.

Page 42 of 209



5.3.1.6 Cryptographic Key Encryption Keys

| FCS_CKM_EXT.3 Extended: Cryptographic Key Generation

FCS_CKM_EXT.3.1 The TSF shall use [selection: asymmetric KEKs of [assignment:
security strength greater than or equal to 112 bits] security strength, symmetric KEKs of
[selection: 128-bit, 256-bit] security strength] corresponding to at least the security strength
of the keys encrypted by the KEK.

Application Note: The ST author selects all applicable KEK types implemented by the TOE.

FCS_CKM_EXT.3.2 The TSF shall generate all KEKSs using one of the following methods:
a) derive the KEK from a Password Authentication Factor using PBKDF and

[selection:
b) generate the KEK using an RBG that meets this profile (as specified in
FCS_RBG_EXT.1)
c) generate the KEK using a key generation scheme that meets this profile (as specified
in FCS_CKM.1)
d) Combine the KEK from other KEKSs in a way that preserves the effective entropy of
each factor by [selection: using an XOR operation, concatenating the keys and use a
KDF (as described in SP 800-108), encrypting one key with another]

].
Application Note: The PBKDF is performed in accordance with FCS_COP.1(5).

It is expected that key generation derived from PBKDF, using an RBG or generation scheme,
and through combination, will each be necessary to meet the requirements set out in this
document. In particular, Figure 3 has KEKSs of each type: KEK_3 is generated, KEK_1 is
derived from a Password Authentication Factor, and KEK_2 is combined from two KEKSs. In
Figure 3, KEK_3 may either be a symmetric key generated from an RBG or an asymmetric
key generated using a key generation scheme according to FCS_CKM.1.

If combined, the ST author shall describe which method of combination is used in order to
justify that the effective entropy of each factor is preserved.

The documentation of the product's encryption key management should be detailed enough
that, after reading, the evaluator will thoroughly understand the product's key management
and how it meets the requirements to ensure the keys are adequately protected. This
documentation should include an essay and diagram(s). This documentation is not required
to be part of the TSS - it can be submitted as a separate document and marked as developer
proprietary.

Assurance Activity:
The evaluator shall examine the key hierarchy TSS to ensure that the formation of all KEKs

is described and that the key sizes match that described by the ST author. The evaluator shall
examine the key hierarchy section of the TSS to ensure that each key (DEKSs, software-based
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key storage, and KEKS) is encrypted by keys of equal or greater security strength using one
of the selected methods.

e The evaluator shall review the TSS to verify that it contains a description of the
PBKDF use to derive KEKS. This description must include the size and storage
location of salts. This activity may be performed in combination with that for
FCS_COP.1(5).

e |f the symmetric KEK is generated by an RBG, the evaluator shall review the TSS to
determine that it describes how the functionality described by FCS_RBG_EXT.1 is
invoked. The evaluator uses the description of the RBG functionality in
FCS_RBG_EXT.1 or documentation available for the operational environment to
determine that the key size being requested is greater than or equal to the key size and
mode to be used for the encryption/decryption of the data.

o |f the KEK is generated according to an asymmetric key scheme, the evaluator shall
review the TSS to determine that it describes how the functionality described by
FCS_CKM.1 is invoked. The evaluator uses the description of the key generation
functionality in FCS_CKM.1 or documentation available for the operational
environment to determine that the key strength being requested is greater than or
equal to 112 bits.

e |f the KEK is formed from a combination, the evaluator shall verify that the TSS
describes the method of combination and that this method is either an XOR, a KDF,
or encryption.

(conditional) If a KDF is used, the evaluator shall ensure that the TSS description includes a
description of the key derivation function and shall verify the key derivation uses an
approved derivation mode and key expansion algorithm according to SP 800-108. The
evaluator shall perform one or more of the following tests to verify the correctness of the key
derivation function, depending on the mode(s) that are supported:

Counter Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

e One or more pseudorandom functions that are supported by the implementation
(PRF).

e One or more of the values {8, 16, 24, 32} that equal the length of the binary
representation of the counter (r).

e The length (in bits) of the output of the PRF (h).

e Minimum and maximum values for the length (in bits) of the derived keying material
(L). These values can be equal if only one value of L is supported. These must be
evenly divisible by h.

e Up to two values of L that are NOT evenly divisible by h.

e Location of the counter relative to fixed input data: before, after, or in the middle.

For each supported combination of PRF, counter location, value of r, and value of L, the
evaluator shall generate 10 pseudorandom key derivation key values (K;). If there is only one
value of L that is evenly divisible by h, the evaluator shall generate 20 values of K; for it.
This means that a total of 40 values of K; are generated for each {PRF, counter location, r}
combination.
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For each value of Ky, the evaluator shall supply this data to the TOE in order to produce the
keying material output Ko. Depending on the location of the counter relative to the fixed input
data, the following data must also be supplied:
e Counter before fixed input data: fixed input data string length (in bytes), fixed input
data string value.
e Counter after fixed input data: fixed input data string length (in bytes), fixed input
data string value.
e Counter in the middle of fixed input data: length of data before counter (in bytes),
length of data after counter (in bytes), value of string input before counter, value of
string input after counter.

The results from each test may either be obtained by the evaluator directly or by supplying
the inputs to the implementer and receiving the results in response. To determine correctness,
the evaluator shall compare the resulting values to those obtained by submitting the same
inputs to a known good implementation.

Feedback Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

e One or more pseudorandom functions that are supported by the implementation
(PRF).

e The length (in bits) of the output of the PRF (h).

e Minimum and maximum values for the length (in bits) of the derived keying material
(L). These values can be equal if only one value of L is supported. These must be
evenly divisible by h.

e Up to two values of L that are NOT evenly divisible by h.

e Whether or not zero-length IVs are supported.

e Whether or not a counter is used, and if so:

o One or more of the values {8, 16, 24, 32} that equal the length of the binary
representation of the counter (r).
o Location of the counter relative to fixed input data: before, after, or in the middle.

For each supported combination of PRF, counter location (if a counter is used), value of r (if
a counter is used), and value of L, the evaluator shall generate 10 pseudorandom key
derivation key values (K). If the KDF supports zero-length Vs, five of these values will be
accompanied by pseudorandom 1Vs that are equal to the length of K; and the other five will
use zero-length IVs. If zero-length IVs are not supported, each value of K; will be
accompanied by an IV. If there is only one value of L that is evenly divisible by h, the
evaluator shall generate 20 values of K; for it. This means that a total of 40 values of K; are
generated for each {PRF, counter location (if used), r (if used)} combination, along with
either 20 or 40 associated IVs.

For each value of Ky, the evaluator shall supply this data to the TOE in order to produce the

keying material output Ko. If the KDF uses a counter in this mode, the following data must
also be supplied depending on the location of the counter relative to the fixed input data:
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e Counter before fixed input data: fixed input data string length (in bytes), fixed input
data string value.

e Counter after fixed input data: fixed input data string length (in bytes), fixed input
data string value.

e Counter in the middle of fixed input data: length of data before counter (in bytes),
length of data after counter (in bytes), value of string input before counter, value of
string input after counter.

The results from each test may either be obtained by the evaluator directly or by supplying
the inputs to the implementer and receiving the results in response. To determine correctness,
the evaluator shall compare the resulting values to those obtained by submitting the same
inputs to a known good implementation.

Double Pipeline Iteration Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

e One or more pseudorandom functions that are supported by the implementation
(PRF).

e The length (in bits) of the output of the PRF (h).

e Minimum and maximum values for the length (in bits) of the derived keying material
(L). These values can be equal if only one value of L is supported. These must be
evenly divisible by h.

e Up to two values of L that are NOT evenly divisible by h.

e Whether or not a counter is used, and if so:

o One or more of the values {8, 16, 24, 32} that equal the length of the binary
representation of the counter (r).
o Location of the counter relative to fixed input data: before, after, or in the middle.

For each supported combination of PRF, counter location (if a counter is used), value of r (if
a counter is used), and value of L, the evaluator shall generate 10 pseudorandom key
derivation key values (K;). If there is only one value of L that is evenly divisible by h, the
evaluator shall generate 20 values of K; for it. This means that a total of 40 values of K; are
generated for each {PRF, counter location (if used), r (if used)} combination.

For each value of K, the evaluator shall supply this data to the TOE in order to produce the
keying material output Ko. If the KDF uses a counter in this mode, the following data must
also be supplied depending on the location of the counter relative to the fixed input data:
e Counter before fixed input data: fixed input data string length (in bytes), fixed input
data string value.
e Counter after fixed input data: fixed input data string length (in bytes), fixed input
data string value.
e Counter in the middle of fixed input data: length of data before counter (in bytes),
length of data after counter (in bytes), value of string input before counter, value of
string input after counter.

The results from each test may either be obtained by the evaluator directly or by supplying
the inputs to the implementer and receiving the results in response. To determine correctness,
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the evaluator shall compare the resulting values to those obtained by submitting the same
inputs to a known good implementation.

5.3.1.7 Cryptographic Key Destruction

FCS CKM_EXT.4 Extended: Key Destruction

FCS_CKM_EXT.4.1 The TSF shall destroy cryptographic keys in accordance with the
specified cryptographic key destruction methods:

e Dby clearing the KEK encrypting the target key;

e inaccordance with the following rules:

o For volatile memory, the destruction shall be executed by a single direct
overwrite [selection: consisting of a pseudo-random pattern using the TSF’s
RBG, consisting of zeroes].

o For non-volatile EEPROM, the destruction shall be executed by a single direct
overwrite consisting of a pseudo random pattern using the TSF’s RBG (as
specified in FCS_RBG_EXT.1), followed by a read-verify.

o For non-volatile flash memory, that is not wear-leveled, the destruction shall
be executed [selection: by a single direct overwrite consisting of zeros
followed by a read-verify, by a block erase that erases the reference to
memory that stores data as well as the data itself].

o For non-volatile flash memory, that is wear-leveled, the destruction shall be
executed [selection: by a single direct overwrite consisting of zeros, by a block
erase].

o For non-volatile memory other than EEPROM and flash, the destruction shall
be executed by a single direct overwrite with a random pattern that is changed
before each write.

Application Note: The clearing indicated above applies to each intermediate storage area for
plaintext key/cryptographic critical security parameter (i.e., any storage, such as memory
buffers, that is included in the path of such data) upon the transfer of the key/cryptographic
critical security parameter to another location.

Because plaintext key material is not allowed to be written to non-volatile memory
(FPT_KST_EXT.1), the second selection only applies to key material written to volatile
memory.

FCS_CKM_EXT.4.2 The TSF shall destroy all plaintext keying material and critical
security parameters when no longer needed.

Application Note: For the purposes of this requirement, plaintext keying material refers to
authentication data, passwords, secret/private symmetric keys, private asymmetric keys, data
used to derive keys, values derived from passwords, etc. If “biometric fingerprint” is selected
in FIA_UAU.5.1 the enrollment or authentication templates are not subject to this
requirement, since templates are not suitable for deriving keying material. However, source
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biometric data (i.e. fingerprint image or friction ridge pattern), the features an algorithm
uses to perform biometric authentication for enrollment or verification (e.g. location of
minutia), threshold values used in making the match adjudication, intermediate values
calculated while building an enrollment or authentication template (i.e. direction maps,
minutia counts, binarized and skeletonized representations of friction ridge patterns, etc.),
and final match scores are examples of critical security parameters that must be destroyed
when no longer needed.

Key destruction procedures are performed in accordance with FCS_CKM_EXT.4.1.

There are multiple situations in which plaintext keying material is no longer necessary,
including when the TOE is powered off, when the wipe function is performed, when trusted
channels are disconnected, when keying material is no longer needed by the trusted channel
per the protocol, and when transitioning to the locked state (for those values derived from the
Password Authentication Factor or that key material which is protected by the password-
derived or biometric-unlocked KEK according to FCS_STG_EXT.2 — see Figure 3). For keys
(or key material used to derive those keys) protecting sensitive data received in the locked
state, “‘no longer needed”” includes ““while in the locked state.”

Trusted channels may include TLS, HTTPS, DTLS, IPsec VPNs, Bluetooth BR/EDR, and
Bluetooth LE. The plaintext keying material for these channels includes (but is not limited to)
master secrets, and Security Associations (SAS).

If REK(s) are processed in a separate execution environment on the same Application
Processor as the Rich OS, REK key material must be cleared from RAM immediately after
use, and at least, must be wiped when the device is locked, as the REK is part of the key
hierarchy protecting sensitive data.

Assurance Activity:

The evaluator shall check to ensure the TSS lists each type of plaintext key material (DEKS,
software-based key storage, KEKS, trusted channel keys, passwords, etc.) and its generation
and storage location.

The evaluator shall verify that the TSS describes when each type of key material is cleared
(for example, on system power off, on wipe function, on disconnection of trusted channels,
when no longer needed by the trusted channel per the protocol, when transitioning to the
locked state, and possibly including immediately after use, while in the locked state, etc.).

The evaluator shall also verify that, for each type of key, the type of clearing procedure that is
performed (cryptographic erase, overwrite with zeros, overwrite with random pattern, or
block erase) is listed. If different types of memory are used to store the materials to be
protected, the evaluator shall check to ensure that the TSS describes the clearing procedure in
terms of the memory in which the data are stored.

Assurance Activity Note 1: The following tests require the developer to provide access to a
test platform that provides the evaluator with tools that are typically not found on factory
products.
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For each software and firmware key clearing situation (including on system power off, on
wipe function, on disconnection of trusted channels, when no longer needed by the trusted
channel per the protocol, when transitioning to the locked state, and possibly including
immediately after use, while in the locked state) the evaluator shall repeat the following tests.

For these tests the evaluator shall utilize appropriate development environment (e.g. a Virtual
Machine) and development tools (debuggers, simulators, etc.) to test that keys are cleared,
including all copies of the key that may have been created internally by the TOE during
normal cryptographic processing with that key.

Test 1: Applied to each key held as plaintext in volatile memory and subject to destruction by
overwrite by the TOE (whether or not the plaintext value is subsequently encrypted for
storage in volatile or non-volatile memory). In the case where the only selection made for the
destruction method key was removal of power, then this test is unnecessary. The evaluator
shall:
1. Record the value of the key in the TOE subject to clearing.
2. Cause the TOE to perform a normal cryptographic processing with the key from Step
#1.
Cause the TOE to clear the key.
Cause the TOE to stop the execution but not exit.
Cause the TOE to dump the entire memory of the TOE into a binary file.
Search the content of the binary file created in Step #5 for instances of the known key
value from Step #1.
7. Break the key value from Step #1 into 3 similar sized pieces and perform a search
using each piece.

o0~ W

Steps 1-6 ensure that the complete key does not exist anywhere in volatile memory. If a
copy is found, then the test fails.

Step 7 ensures that partial key fragments do not remain in memory. If a fragment is
found, there is a miniscule chance that it is not within the context of a key (e.g., some
random bits that happen to match). If this is the case the test should be repeated with a
different key in Step #1. If a fragment is found the test fails.

Test 2: Applied to each key held in non-volatile memory and subject to destruction by
overwrite by the TOE. The evaluator shall use special tools (as needed), provided by the TOE
developer if necessary, to view the key storage location:
1. Record the value of the key in the TOE subject to clearing.
2. Cause the TOE to perform a normal cryptographic processing with the key from Step
#1.
3. Cause the TOE to clear the key.
4. Search the non-volatile memory the key was stored in for instances of the known key
value from Step #1. If a copy is found, then the test fails.
5. Break the key value from Step #1 into 3 similar sized pieces and perform a search
using each piece. If a fragment is found then the test is repeated (as described for test
1 above), and if a fragment is found in the repeated test then the test fails.
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Test 3: Applied to each key held as non-volatile memory and subject to destruction by
overwrite by the TOE. The evaluator shall use special tools (as needed), provided by the TOE
developer if necessary, to view the key storage location:
1. Record the storage location of the key in the TOE subject to clearing.
2. Cause the TOE to perform a normal cryptographic processing with the key from Step
#1.
3. Cause the TOE to clear the key.
4. Read the storage location in Step #1 of non-volatile memory to ensure the appropriate
pattern is utilized.

The test succeeds if correct pattern is used to overwrite the key in the memory location. If the
pattern is not found the test fails.

5.3.1.8 TSF Wipe

FCS_CKM_EXT.5 Extended: TSF Wipe

FCS_CKM_EXT.5.1 The TSF shall wipe all protected data by [selection:
e Cryptographically erasing the encrypted DEKSs and/or the KEKSs in non-volatile
memory by following the requirements in FCS_CKM_EXT.4.1;
e Overwriting all protected data according to the following rules:
o For EEPROM, the destruction shall be executed by a single direct overwrite

consisting of a pseudo random pattern using the TSF’s RBG (as specified in
FCS_RBG_EXT.1, followed by a read-verify.

o For flash memory, that is not wear-leveled, the destruction shall be executed
[selection: by a single direct overwrite consisting of zeros followed by a read-
verify, by a block erase that erases the reference to memory that stores data as
well as the data itself].

o For flash memory, that is wear-leveled, the destruction shall be executed
[selection: by a single direct overwrite consisting of zeros, by a block erase].

o For non-volatile memory other than EEPROM and flash, the destruction shall
be executed by a single direct overwrite with a random pattern that is changed
before each write.

1.

FCS_CKM_EXT.5.2 The TSF shall perform a power cycle on conclusion of the wipe
procedure.

Application Note: The ST author shall select which method of wipe the TSF performs.
Assurance Activity:

The evaluator shall check to ensure the TSS describes how the device is wiped; and the type
of clearing procedure that is performed (cryptographic erase or overwrite) and, if overwrite is
performed, the overwrite procedure (overwrite with zeros, overwrite three or more times by a
different alternating pattern, overwrite with random pattern, or block erase). If different types
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of memory are used to store the data to be protected, the evaluator shall check to ensure that
the TSS describes the clearing procedure in terms of the memory in which the data are stored
(for example, data stored on flash are cleared by overwriting once with zeros, while data
stored on the internal persistent storage device are cleared by overwriting three times with a
random pattern that is changed before each write).

Assurance Activity Note: The following test may require the developer to provide access to a
test platform that provides the evaluator with tools that are typically not found on consumer
Mobile Device products.

The evaluator shall perform one of the following tests. The test before and after the wipe
command shall be identical. This test shall be repeated for each type of memory used to store
the data to be protected.

Method 1 for File-based Methods:

Test 1: The evaluator shall enable encryption according to the AGD guidance. The evaluator
shall create a user data (protected data or sensitive data) file, for example, by using an
application. The evaluator shall use a tool provided by the developer to examine this data
stored in memory (for example, by examining a decrypted files). The evaluator shall initiate
the wipe command according to the AGD guidance provided for FMT_SMF_EXT.1. The
evaluator shall use a tool provided by the developer to examine the same data location in
memory to verify that the data has been wiped according to the method described in the TSS
(for example, the files are still encrypted and cannot be accessed).

Method 2 for Volume-based Methods:

Test 1: The evaluator shall enable encryption according to the AGD guidance. The evaluator
shall create a unique data string, for example, by using an application. The evaluator shall use
a tool provided by the developer to search decrypted data for the unique string. The evaluator
shall initiate the wipe command according to the AGD guidance provided for
FMT_SMF_EXT.1. The evaluator shall use a tool provided by the developer to search for the
same unique string in decrypted memory to verify that the data has been wiped according to
the method described in the TSS (for example, the files are still encrypted and cannot be
accessed).

5.3.1.9 Cryptographic Salt Generation

| FCS CKM_EXT.6 Extended: Salt Generation

FCS_ CKM_EXT.6.1 The TSF shall generate all salts using a RBG that meets
FCS_RBG_EXT.1.

Application Note: This requirement refers only to salt generation. In the examples given, a
salt may be used as part of the scheme/algorithm. Requirements on nonces and/or ephemeral
keys are provided elsewhere, if needed. The list below is provided for clarity, in order to give
examples of where the TSF may be generating cryptographic salts; it is not exhaustive nor is
it intended to mandate implementation of all of these schemes/algorithms. Cryptographic
salts are generated for various uses including:

e RSASSA-PSS signature generation
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DSA signature generation

ECDSA signature generation

DH static key agreement scheme

PBKDF

Key Agreement Scheme in NIST SP 800-56B
AES GCM

Assurance Activity:

The evaluator shall verify that the TSS contains a description regarding the salt generation,
including which algorithms on the TOE require salts. The evaluator shall confirm that the salt
is generated using an RBG described in FCS_RBG_EXT.1. For PBKDF derivation of KEKs,
this assurance activity may be performed in conjunction with FCS_CKM_EXT.3.2.

5.3.2 Cryptographic Operation (FCS_COP)

5.3.2.1 Confidentiality Algorithms

FCS_COP.1(1) Cryptographic operation

FCS_COP.1.1(1) The TSF shall perform [encryption/decryption] in accordance with a
specified cryptographic algorithm
e AES-CBC (as defined in FIPS PUB 197, and NIST SP 800-38A) mode,
e AES-CCMP (as defined in FIPS PUB 197, NIST SP 800-38C and IEEE 802.11-
2012), and
[selection:
e AES Key Wrap (KW) (as defined in NIST SP 800-38F),
AES Key Wrap with Padding (KWP) (as defined in NIST SP 800-38F),
AES-GCM (as defined in NIST SP 800-38D),
AES-CCM (as defined in NIST SP 800-38C),
AES-XTS (as defined in NIST SP 800-38E) mode,
AES-CCMP-256 (as defined in NIST SP800-38C and IEEE 802.11ac-2013),
AES-GCMP-256 (as defined in NIST SP800-38D and IEEE 802.11ac-2013),
no other modes]

and cryptographic key sizes 128-bit key sizes and [selection: 256-bit key sizes, no other key
sizes].

Application Note: For the first selection of FCS_COP.1.1(1), the ST author should choose
the mode or modes in which AES operates. For the second selection, the ST author should
choose the key sizes that are supported by this functionality. 128-bit CBC and CCMP are
required in order to comply with WLAN Client Extended Package.

Note that to comply with the WLAN Client EP, AES CCMP (which uses AES in CCM as
specified in SP 800-38C) with cryptographic key size of 128 bits must be implemented.
Optionally, AES-CCMP-256 or AES-GCMP-256 with cryptographic key size of 256 bits may
be implemented.
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Assurance Activity:

Assurance Activity Note: The following tests require the developer to provide access to a test
platform that provides the evaluator with tools that are typically not found on factory
products.

AES-CBC Tests

AES-CBC Known Answer Tests

There are four Known Answer Tests (KATSs), described below. In all KATSs, the plaintext,
ciphertext, and IV values shall be 128-bit blocks. The results from each test may either be
obtained by the evaluator directly or by supplying the inputs to the implementer and receiving
the results in response. To determine correctness, the evaluator shall compare the resulting
values to those obtained by submitting the same inputs to a known good implementation.

KAT-1. To test the encrypt functionality of AES-CBC, the evaluator shall supply a
set of 10 plaintext values and obtain the ciphertext value that results from AES-CBC
encryption of the given plaintext using a key value of all zeros and an IV of all zeros.
Five plaintext values shall be encrypted with a 128-bit all-zeros key, and the other
five shall be encrypted with a 256-bit all-zeros key.

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same
test as for encrypt, using 10 ciphertext values as input and AES-CBC decryption.

KAT-2. To test the encrypt functionality of AES-CBC, the evaluator shall supply a
set of 10 key values and obtain the ciphertext value that results from AES-CBC
encryption of an all-zeros plaintext using the given key value and an IV of all zeros.
Five of the keys shall be 128-bit keys, and the other five shall be 256-bit keys.

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same
test as for encrypt, using an all-zero ciphertext value as input and AES-CBC
decryption.

KAT-3. To test the encrypt functionality of AES-CBC, the evaluator shall supply the
two sets of key values described below and obtain the ciphertext value that results
from AES encryption of an all-zeros plaintext using the given key value and an IV of
all zeros. The first set of keys shall have 128 128-bit keys, and the second set shall
have 256 256-bit keys. Key i in each set shall have the leftmost i bits be ones and the
rightmost N-i bits be zeros, for i in [1,N].

To test the decrypt functionality of AES-CBC, the evaluator shall supply the two sets
of key and ciphertext value pairs described below and obtain the plaintext value that
results from AES-CBC decryption of the given ciphertext using the given key and an
IV of all zeros. The first set of key/ciphertext pairs shall have 128 128-bit
key/ciphertext pairs, and the second set of key/ciphertext pairs shall have 256 256-bit
key/ciphertext pairs. Key i in each set shall have the leftmost i bits be ones and the
rightmost N-i bits be zeros, for i in [1,N]. The ciphertext value in each pair shall be
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the value that results in an all-zeros plaintext when decrypted with its corresponding
key.

KAT-4. To test the encrypt functionality of AES-CBC, the evaluator shall supply the
set of 128 plaintext values described below and obtain the two ciphertext values that
result from AES-CBC encryption of the given plaintext using a 128-bit key value of
all zeros with an IV of all zeros and using a 256-bit key value of all zeros with an IV
of all zeros, respectively. Plaintext value i in each set shall have the leftmost i bits be
ones and the rightmost 128-i bits be zeros, for i in [1,128].

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same
test as for encrypt, using ciphertext values of the same form as the plaintext in the
encrypt test as input and AES-CBC decryption.

AES-CBC Multi-Block Message Test

The evaluator shall test the encrypt functionality by encrypting an i-block message where 1 <
i <=10. The evaluator shall choose a key, an IV and plaintext message of length i blocks and
encrypt the message, using the mode to be tested, with the chosen key and IV. The ciphertext
shall be compared to the result of encrypting the same plaintext message with the same key
and IV using a known good implementation.

The evaluator shall also test the decrypt functionality for each mode by decrypting an i-block
message where 1 < i <=10. The evaluator shall choose a key, an IV and a ciphertext message
of length i blocks and decrypt the message, using the mode to be tested, with the chosen key
and IV. The plaintext shall be compared to the result of decrypting the same ciphertext
message with the same key and 1V using a known good implementation.

AES-CBC Monte Carlo Tests
The evaluator shall test the encrypt functionality using a set of 200 plaintext, 1V, and key 3-
tuples. 100 of these shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and
IV values shall be 128-bit blocks. For each 3-tuple, 1000 iterations shall be run as follows:
# Input: PT, IV, Key
for i =1 to 1000:
ifi==1
CT[1] = AES-CBC-Encrypt(Key, 1V, PT)
PT=1V
else:
CTIi] = AES-CBC-Encrypt(Key, PT)
PT = CT[i-1]

The ciphertext computed in the 1000™ iteration (i.e., CT[1000]) is the result for that trial. This
result shall be compared to the result of running 1000 iterations with the same values using a
known good implementation.

The evaluator shall test the decrypt functionality using the same test as for encrypt,
exchanging CT and PT and replacing AES-CBC-Encrypt with AES-CBC-Decrypt.

AES-CCM Tests
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The evaluator shall test the generation-encryption and decryption-verification functionality of
AES-CCM for the following input parameter and tag lengths:
128 bit and 256 bit keys

Two payload lengths. One payload length shall be the shortest supported payload
length, greater than or equal to zero bytes. The other payload length shall be the
longest supported payload length, less than or equal to 32 bytes (256 bits).

Two or three associated data lengths. One associated data length shall be O, if
supported. One associated data length shall be the shortest supported payload length,
greater than or equal to zero bytes. One associated data length shall be the longest
supported payload length, less than or equal to 32 bytes (256 bits). If the
implementation supports an associated data length of 2'° bytes, an associated data
length of 2*° bytes shall be tested.

Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusive, shall
be tested.

Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be
tested.

To test the generation-encryption functionality of AES-CCM, the evaluator shall perform the
following four tests:

Test 1. For EACH supported key and associated data length and ANY supported
payload, nonce and tag length, the evaluator shall supply one key value, one nonce
value and 10 pairs of associated data and payload values and obtain the resulting
ciphertext.

Test 2. For EACH supported key and payload length and ANY supported associated
data, nonce and tag length, the evaluator shall supply one key value, one nonce value
and 10 pairs of associated data and payload values and obtain the resulting ciphertext.

Test 3. For EACH supported key and nonce length and ANY supported associated
data, payload and tag length, the evaluator shall supply one key value and 10
associated data, payload and nonce value 3-tuples and obtain the resulting ciphertext.

Test 4. For EACH supported key and tag length and ANY supported associated data,
payload and nonce length, the evaluator shall supply one key value, one nonce value
and 10 pairs of associated data and payload values and obtain the resulting ciphertext.

To determine correctness in each of the above tests, the evaluator shall compare the
ciphertext with the result of generation-encryption of the same inputs with a known good
implementation.

To test the decryption-verification functionality of AES-CCM, for EACH combination of
supported associated data length, payload length, nonce length and tag length, the evaluator
shall supply a key value and 15 nonce, associated data and ciphertext 3-tuples and obtain
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either a FAIL result or a PASS result with the decrypted payload. The evaluator shall supply
10 tuples that should FAIL and 5 that should PASS per set of 15.

AES-GCM Test
The evaluator shall test the authenticated encrypt functionality of AES-GCM for each
combination of the following input parameter lengths:

128 bit and 256 bit keys

Two plaintext lengths. One of the plaintext lengths shall be a non-zero integer
multiple of 128 bits, if supported. The other plaintext length shall not be an integer
multiple of 128 bits, if supported.

Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall
be a non-zero integer multiple of 128 bits, if supported. One AAD length shall not be
an integer multiple of 128 bits, if supported.

Two 1V lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV lengths
tested.

The evaluator shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and
IV tuples for each combination of parameter lengths above and obtain the ciphertext value
and tag that results from AES-GCM authenticated encrypt. Each supported tag length shall be
tested at least once per set of 10. The IV value may be supplied by the evaluator or the
implementation being tested, as long as it is known.

The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD,
and IV 5-tuples for each combination of parameter lengths above and obtain a Pass/Fail result
on authentication and the decrypted plaintext if Pass. The set shall include five tuples that
Pass and five that Fail.

The results from each test may either be obtained by the evaluator directly or by supplying
the inputs to the implementer and receiving the results in response. To determine correctness,
the evaluator shall compare the resulting values to those obtained by submitting the same
inputs to a known good implementation.

XTS-AES Test
The evaluator s