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Introduction Introduction 

Common Criteria: Delta EvaluationsCommon Criteria: Delta Evaluations
Evaluations are expensiveEvaluations are expensive

Maximizing investmentMaximizing investment

Evaluations take a long timeEvaluations take a long time
Keeping evaluation currentKeeping evaluation current

Just what options are or should be Just what options are or should be 
available?available?
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Topics Topics 

Assurance maintenance optionsAssurance maintenance options
Delta evaluationsDelta evaluations
Material availabilityMaterial availability
Security assurance requirementsSecurity assurance requirements
RecommendationsRecommendations
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Assurance Assurance 
Maintenance OptionsMaintenance Options

Currently recognized approachesCurrently recognized approaches
Assurance ContinuityAssurance Continuity

Developer drivenDeveloper driven

ReRe--evaluation (with maximum reuse)evaluation (with maximum reuse)
Complete evaluation, reusing previous findings Complete evaluation, reusing previous findings 
when possiblewhen possible

Component/Composed TOEComponent/Composed TOE
Evaluate component once, use many timesEvaluate component once, use many times

Component TOE evaluation yields composition artifactsComponent TOE evaluation yields composition artifacts
Composed TOE evaluation consumes composition Composed TOE evaluation consumes composition 
artifactsartifacts
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Delta EvaluationsDelta Evaluations

Delta evaluation reuse scenariosDelta evaluation reuse scenarios
Trivial reuseTrivial reuse

Developer assurance of no changesDeveloper assurance of no changes

Simple reuseSimple reuse
Evaluator determines no changesEvaluator determines no changes

Common reuseCommon reuse
Evaluator focus on identified changesEvaluator focus on identified changes

Complex reuseComplex reuse
Combining or reusing results from different Combining or reusing results from different 
sourcessources

Evaluator
Effort

Sponsor
Trust
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Material AvailabilityMaterial Availability

Evaluation related materialEvaluation related material
Evaluation resultEvaluation result

Certificate, ST, certification/validation reportCertificate, ST, certification/validation report

Evaluation evidenceEvaluation evidence
Evaluation inputsEvaluation inputs

Detailed evaluation resultsDetailed evaluation results
Evaluation technical report, work packagesEvaluation technical report, work packages
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Material for ReuseMaterial for Reuse

Evaluation Evaluation 
ResultResult

Evaluation Evaluation 
EvidenceEvidence

Detailed Detailed 
ResultsResults

Trivial Trivial 
ReuseReuse

YesYes NoNo NoNo

Simple Simple 
ReuseReuse

YesYes YesYes NoNo

Common Common 
ReuseReuse

YesYes YesYes MaybeMaybe

Complex Complex 
ReuseReuse

YesYes YesYes MaybeMaybe
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Security Assurance Security Assurance 
RequirementsRequirements

Security TargetSecurity Target

Trivial ReuseTrivial Reuse No No –– ST should always changeST should always change
Simple ReuseSimple Reuse Yes Yes –– PP conformance; PP conformance; 

‘‘borrowedborrowed’’ materialmaterial
Common ReuseCommon Reuse Yes Yes –– ST changes; PP tailoringST changes; PP tailoring
Complex ReuseComplex Reuse Yes Yes –– Multiple conformanceMultiple conformance
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Security Assurance Security Assurance 
RequirementsRequirements

Configuration management, Delivery, Configuration management, Delivery, 
LifeLife--cyclecycle

Trivial ReuseTrivial Reuse Yes Yes –– No change per developerNo change per developer

Simple ReuseSimple Reuse Yes Yes –– Evaluator determines no Evaluator determines no 
changechange

Common ReuseCommon Reuse Yes Yes –– Changes to applicable Changes to applicable 
processprocess

Complex ReuseComplex Reuse Yes Yes –– Combination of multiple Combination of multiple 
processesprocesses
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Security Assurance Security Assurance 
RequirementsRequirements

DesignDesign

Trivial ReuseTrivial Reuse Maybe Maybe –– Unlikely if TOE changedUnlikely if TOE changed
Simple ReuseSimple Reuse Maybe Maybe –– Unlikely if TOE changedUnlikely if TOE changed
Common ReuseCommon Reuse Yes Yes –– Changes to designChanges to design
Complex ReuseComplex Reuse Yes Yes –– Combination of multiple Combination of multiple 

design elements (products)design elements (products)
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Security Assurance Security Assurance 
RequirementsRequirements

Guidance (including operation)Guidance (including operation)
Trivial ReuseTrivial Reuse Yes Yes –– No change per developer; No change per developer; 

no other indicators of changeno other indicators of change
Simple ReuseSimple Reuse Yes Yes –– Evaluator determines no Evaluator determines no 

change; no other indicatorschange; no other indicators
Common ReuseCommon Reuse Yes Yes –– Changes to applicable Changes to applicable 

guidance or other inputsguidance or other inputs
Complex ReuseComplex Reuse Yes Yes –– Combination of multiple Combination of multiple 

guidance documentsguidance documents
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Security Assurance Security Assurance 
RequirementsRequirements

TestsTests

Trivial ReuseTrivial Reuse Maybe Maybe –– Unlikely if TOE Unlikely if TOE 
changed; independent testing changed; independent testing 
issuesissues

Simple ReuseSimple Reuse Maybe Maybe –– Unlikely if TOE changedUnlikely if TOE changed
Common ReuseCommon Reuse Yes Yes –– Changes to tests or test Changes to tests or test 

inputsinputs
Complex ReuseComplex Reuse Yes Yes –– Combination of multiple Combination of multiple 

productsproducts
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Security Assurance Security Assurance 
RequirementsRequirements

Vulnerability AnalysisVulnerability Analysis
Trivial ReuseTrivial Reuse Maybe Maybe –– Public domain (an Public domain (an 

input) is always changinginput) is always changing
Simple ReuseSimple Reuse Yes Yes –– Relevant public domain Relevant public domain 

information may be unchangedinformation may be unchanged
Common ReuseCommon Reuse Yes Yes –– Changes to vulnerability Changes to vulnerability 

analysisanalysis
Complex ReuseComplex Reuse Yes Yes –– Combination of multiple Combination of multiple 

productsproducts



8/14/2006 14

RecommendationsRecommendations

Delta evaluation approach should be Delta evaluation approach should be 
adoptedadopted

Reuse any evaluation findings where possibleReuse any evaluation findings where possible
DonDon’’t force use of information if not requiredt force use of information if not required
Acknowledge trust in developersAcknowledge trust in developers
Delta evaluation reportDelta evaluation report
Validation process for delta evaluationValidation process for delta evaluation

Delta certification/validation resultDelta certification/validation result

Mutually recognize delta evaluation resultsMutually recognize delta evaluation results
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ConclusionConclusion

Existing assurance continuity approaches Existing assurance continuity approaches 
each have pros and conseach have pros and cons
Delta evaluation concepts can be Delta evaluation concepts can be 
employed today, but only when it fits in employed today, but only when it fits in 
one of the existing approachesone of the existing approaches
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James ArnoldJames Arnold
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