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MOTIVATION

e Marketing / Management
- EAL4+
- CWA-14167-1
e CWA-14167-1
- “Qualified Certificates”
« Commercial (NATO)
-2 “CIMC”
e EAL4+ under PP-CIMC-SL3
— Approach similar to CWA-14167-1
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CERTIFICATION SCOPE

- TOE: KeyOne® 3.0 (3.0.04S2R1)

— PP: Certificate Issuing and
Management Components(CIMC),
Security Level 3

— Assurance Requirements for the CC
EAL4 plus ALC FLR.2

e TOE: subsystems that provide
specific functionalities of a PKI,
managing certificates for the
support of electronic signhature




CERTIFIED PRODUCTS _

Environment

time

SO



SECURING THE E-CONOMY,
WE HAVE THE KEY.

PROCEDURAL
IMPROVEMENTS

-




DEVELOPMENT PROCESS

e This system consists of the integration of
different tools in a single system
— Use of labels ( [Project:], [Release:], [S], [D:], ...)

— ATRY traceability of requirements, planning and
tracking

e Graphic view of executive requirements S:

= Graphic view of the product architecture

= Accounting (resources, hours)

= Tests cases under requirements D:
— Meeting minute LOTUS/SRLY related to requirements
— Electronic mail / Design Forum L0

e threads of discussion related to requirements
— CVSGNU implementation of requirements

— Documental servers™tY : versioned and publication of
documents

— Bugzilla®NY, against requirements
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IMPLEMENTATION OF
TRACEABILITY

[Project:Sample]
DueT0:20061201
Responsable:john.smith

time =2

[S:Sample]
Release:3.0.6S2R1
State:ACTIVE
AssignedTo:bill.smith

[D:requirement_1]

bug#number

el e e

[TC:test 1]
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CONFIGURATION MANAGEMENT
e TOE implementation representation

— Automated versioning tools for:

e Document Server: versions, changes, author,
modification data, roles (editors, readers,
reviewers), status of the document and changes
notifications, logs

e CVS: versions, changes, author, modification
data, roles, logs
— Better info access control

e Documental Server: PKI
e CVS: PKI

e List of configuration items (MPI)

— Changes of the current MPI (Master Product
Index): Implementation representation,
security flaws, evaluation evidence required
by the assurance components




IMPROVEMENTS ON LIFE
CYCLE MANAGEMENT

e [laws are corrected and the correction
Issued to TOE users
— Improvement of the management of bugs
— New development roles

— Controls and new procedures in the bug
resolving process

e Confidentiality and integrity of the TOE
design and implementation

— Improved access control, roles and logs in
CVS and Documental Server
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ACCESS CONTROL

« CWA-14167-1 // CIMC-PP

. Security based on sharing the
property of keys
. Security based on access control
to the system




ACCESO CoNTROL [2.1=2...]

PKCS #11




ACCESS CoNTROL [...~>3.01

PKCS #11

£

| PKCS #11




ACCESS CONTROL

e Security policy
— Definition of rGles (actions list)
— Incompatibilities among roles

« Available policies
— PP CIMC SL3 (certificate CC-EAL4+)

- CWA-14167-1
— Possibility of ad-hoc development




RALES

e PP CIMC SL3
— Administrator
— Officer
— Auditor

 CWA-14167-1

— Security Officer

— System Administrator
— System Operator

— System Auditor

— Registration Officer




LOGS INTEGRITY

. Full Database Integrity
— Digital Signature (PKI)

. Full Database Integrity
— Digital Signature (PKI)
— Transactional Integrity
— Fault-tolerant integrity
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