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Motivation

• Marketing / Management
EAL4+
CWA-14167-1

• CWA-14167-1
“Qualified Certificates”

• Commercial (NATO)
“CIMC”

• EAL4+ under PP-CIMC-SL3
– Approach similar to CWA-14167-1
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Certification
Scope
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Safelayer

Process

CNI: National Center of Intelligence 

INTA: Inst. of Aerospace Technique

CESTI: Information Tecnology 
Security Evaluation Center   

The Laboratory

KeyOne v3

The TOE

CC EAL4 + ALC_FLR2
(under KeyOne v3 ST)

((under PP CIMC SL3))

Assurance Requirements
Security Target
Protection Profile

CCN: National Cryptologic Center

The Certification Body
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Certification Scope

• TOE: KeyOne® 3.0 (3.0.04S2R1) 
– PP: Certificate Issuing and 

Management Components(CIMC), 
Security Level 3

– Assurance Requirements for the CC 
EAL4 plus ALC_FLR.2

• TOE: subsystems that provide 
specific functionalities of a PKI, 
managing certificates for the 
support of electronic signature
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Certified Products
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improvements
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Development Process

• This system consists of the integration of 
different tools in a single system
– Use of labels ( [Project:], [Release:], [S:], [D:], ...)
– ATRSFLY, traceability of requirements, planning and 

tracking
• Graphic view of executive requirements S:
• Graphic view of the product architecture 
• Accounting (resources, hours)
• Tests cases under requirements D:

– Meeting minute LOTUS/SFLY  related to requirements
– Electronic mail / Design Forum LOTUS

• threads of discussion related to requirements 
– CVSGNU, implementation of requirements
– Documental serverSFLY : versioned and publication of 

documents
– BugzillaGNU, against requirements
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SW Testing

SW Management

SW Development

Strategic 
Requirements 
(aka Roadmap )

Development 
Requirements

Resp: PEB
[S:  ]

Resp: Testing
[D: ] , Bug #

Resp: Dev
[D:  ]

Test Results Bugzilla

Resp: Dev
cpp, s, CVS

[D: ] , Bug #

Resp: Dev
HLD

Development and 
Test Plan
(Gantt…)

Test design
(aka Test -Cases)

Resp: Dev
[D:  ] 

Change Log 
limited 

distribution

Resp: DevResp: Dev
[D:  ]

End Release 
Report

Technical 
Requirements 

(aka Tech -strategy)

Resp: Dev
[S:  ]

Software Design & Programming

Executive 
Requirements

Tracking

Release and delivery

Software Design 
(aka HLD)

Testing

Code Programming 
and versioning 

(CM)

+D Workflow. jig. 6/juny/2006. 
v2.

Requirements   .

Requirements
[ D: ] , ... [D: ] , ...

Change Log 
External

Resp: PMM

Emergency 
Requirements 

(aka Incidences )

Release, 
Customer delivery,
Customer installation,
Customer bug report

Technical Service, 
Professional 

Services



www.safelayer.comJordi Íñigo 11

Implementation of 
Traceability

time 

[Project:Sample] 
DueTo:20061201
Responsable:john.smith

[S:Sample] 
Release:3.0.6S2R1
State:ACTIVE
AssignedTo:bill.smith

[D:requirement_1]

design

code
[TC:test_1]bug#number
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Improvements in 
configuration management

• TOE implementation representation
– Automated versioning tools for:

• Document Server: versions, changes, author, 
modification data, rôles (editors, readers, 
reviewers), status of the document and changes 
notifications, logs

• CVS: versions, changes, author, modification 
data, rôles, logs

– Better info access control
• Documental Server: PKI
• CVS: PKI

• List of configuration items (MPI)
– Changes of the current MPI (Master Product 

Index): Implementation representation, 
security flaws, evaluation evidence required 
by the assurance components

ACM:Config Management
ADO:Delivery & Operation
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Improvements on Life 
Cycle management

• Flaws are corrected and the correction 
issued to TOE users
– Improvement of the management of bugs
– New development rôles
– Controls and new procedures in the bug 

resolving process

• Confidentiality and integrity of the TOE 
design and implementation
– Improved access control, rôles and logs in 

CVS and Documental Server 

ALC:Life Cycle
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Product 
Improvements
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Access Control

• CWA-14167-1 // CIMC-PP
From 2.1: Security based on sharing the 

property of keys
To 3.0: Security based on access control 

to the system

KeyOne

BD

HSM

KeyOne

BD

HSM

KeyOne 2.1 KeyOne 3.0

CWA
(CIMC)
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Acceso Control [2.1 ...]

KeyOne 2.1

CWA
(CIMC)

KeyOne

BD

HSM

Code integrity

KeyOne 3.0

PKCS #11

SQL
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Access Control [... 3.0]

KeyOne 3.0

KeyOne

BD

HSM

“Obfuscation”

Code integrity

CWA
(CIMC)

PKCS #11

SQL

PKCS #11
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Access Control

• Security policy
– Definition of rôles (actions list)
– Incompatibilities among rôles

• Available policies
– PP CIMC SL3 (certificate CC-EAL4+)
– CWA-14167-1
– Possibility of ad-hoc development

Users Groups

Application Actions Rôles



www.safelayer.comJordi Íñigo 21

Rôles

• PP CIMC SL3
– Administrator
– Officer
– Auditor

• CWA-14167-1
– Security Officer
– System Administrator
– System Operator
– System Auditor
– Registration Officer
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Logs Integrity

• 2.1: Full Database Integrity
– Digital Signature (PKI)

• 3.0: Full Database Integrity
– Digital Signature (PKI)
– Transactional Integrity
– Fault-tolerant integrity
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