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Introduction

Common Criteria Consultants

s Freguently utilizea
Simple tasks to turn-key evaluations

n Usually beneficial
Reduce evaluation ISsues
Reduce Issue turn around to Improve schedule

n Enlisted primarily to expedite evaluations
Contend with evaluators on thelr terms
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Topics

s Products and Services
= Approaches

s Considerations

n Potentiall Impacts

s Recommendations
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Products...

s Common Criteria Evidence
n Protection Profiles
m Security Trargets
m Design| evidence
m [[est evidence
m Analysis evidence
s Guidance decuments
m Process documents
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... and Services

m Assistance in Evidence Development
s Advice
m Review.
n [[lemplates; examples; questionnaires
s EVidence creation
n [[urn-key evidence selution

ponso
Effort
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Approaches

n Guide by example

n [[emplates
Eill 1Al the blank

n Examples
Follew the example

m Questionnalres
Answer the guestions
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B
From Science to Solutions™

Approaches

m Evidence discovery
_ Hypotheses (WIHERNHETENSHP OLIEIRCIOICE)
= [nterviews (OPEdStA O PIOCESSES, Oapiller)
= Avallable documents (Ouedistanting placesNmiontwenkawith

fozlel ppelo)

s Other evaluation evidence: (ve=s: i

OIfEENVAUVENEVICENCES
SUCHNESIEIEINSES)

m Process audits (ProcEss =GN INIEECYCIENUE)IVERAISPECITIC)
m Reverse englneerlng (west for cdasiefn zlnlel derzios tesiine))

e
U2
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Considerations

m Property rights
n \Who owns the evidence?
m EValuator vs. consultant
n Similar skills, different perspective

m Consultant skills
m Better consultants = better results
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Potential Impacts

= Conflict of Interest
m Consulting and evaluating In Ssame erganization

s Evidence develepment
m [00 little nformation
m [00 much Information

= EIrst or second hand material
m [ranslation errors
m Second opinion

s Evidence ownership
m IS the evidence in the right hands?
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Recommendations

s Conflicts of interest boundaries

m Public evidence examples and guidance
= SPONSer responsinility:

m Careful consultant selection

x Viore evaluation; approach cheices

s Acknowledgement of consultant work
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Conclusion

s Common Criteria Consultants
m Proven to expedite evaluations
n Need to balance consultant/developer: effort
n Clhoese consultants carefully:
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Contact

James Arnold
SAIC CCTL Technical Director
James. L Ameld . Ji@salc.com
AL/ /AN SAIC. COMY/INTeSEC/Cetit ntm]
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