
11

Design and Development of a Design and Development of a 
KnowledgeKnowledge--based Tool for ST based Tool for ST 

Developers Based CC V3.1Developers Based CC V3.1

Guillermo Guillermo HoracioHoracio RAMIREZ CACERES          Yoshimi TESHIGAWARA RAMIREZ CACERES          Yoshimi TESHIGAWARA 
Graduate School of Engineering, Graduate School of Engineering, SokaSoka University, Tokyo, Japan University, Tokyo, Japan 

EE--mail:{guillerm,teshiga}@soka.ac.jpmail:{guillerm,teshiga}@soka.ac.jp
21 September 200621 September 2006



22

ContentsContents

Introduction
Research Issues 
Fundamental Research Target 
Knowledge-base Architecture
Conclusion
Future Works



33

IntroductionIntroduction



44

IntroductionIntroduction

20012001 20020022 20020033 20020044 20020055 20020066

The technical The technical 
languages used with languages used with 
the large number of the large number of 
new wordsnew words

ISOISO 1540815408ISOISO 1544615446
International StandardInternational Standard

ST developers can ST developers can 
find the necessary find the necessary 
information in ISO/IEC information in ISO/IEC 
1540815408

ST Developer's ST Developer's 
knowledge shortage can knowledge shortage can 
be supplemented by be supplemented by 
using this tool to access using this tool to access 
the necessary the necessary 
information in information in 
international standardsinternational standards

The new version of The new version of 
Knowledge base also Knowledge base also 
include a self training include a self training 
tool. tool. 
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Research IssuesResearch Issues

Research IssuesResearch Issues
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CC LanguageCC Language

Knowledge requiredKnowledge required
ISO/IEC 15408 consists of approximately 700 pages.
ISO/IEC TR 15446 consists of approximately 180 pages.
The ST developer must read many times when trying to 
create a ST for evaluation.

Relevant experienceRelevant experience
The ST developer must write a document between 50 and 
200 pages long.
STs or PPs evaluated by CC are published on the Internet. 
and the ST developer can use this evaluated STs or PPs as 
references.
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Example of CC Language Example of CC Language 
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ISO/IEC
15408

ISO/IEC
15446

Evaluated
ST

KnowledgeKnowledge--base base 

KnowledgeKnowledge experienceexperience

Security TargetSecurity Target

1. ST Introduction1. ST Introduction

2. Conformance Claims2. Conformance Claims

3. Security Problem Definition3. Security Problem Definition

4. Security Objectives4. Security Objectives

5. Extended Components Definition5. Extended Components Definition

6. Security Requirements6. Security Requirements

7. TOE Summary Specification7. TOE Summary Specification
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KnowledgeKnowledge--basbasee
ArchitectureArchitecture
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SQL ServerXML Access

UserEvaluated ST ISO/IEC 15446 ISO/IEC 15408

Knowledge Base

Quiz

Self Training System

Quiz & User

Knowledge base Knowledge base ArchitectureArchitecture

①① ②② ③③
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Published STPublished ST
KnowledgeKnowledge--basebase ①①
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Published Published STST KnowledgeKnowledge--basebase

IT products evaluated and authenticated based on 
CC are published on the Web Page of each country
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Published STPublished ST

ST3ST3ST2ST2ST1ST1ST ST 
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ExampleExample
Chapter 3 Chapter 4 Chapter 6

FTA_TSE.
FTP_TRP
FIA_AFL
FIA_UAU.
FIA_UID. 
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ISO/IEC 15408ISO/IEC 15408
ISO/IEC TR 15446ISO/IEC TR 15446 ②②
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ISO/IEC 15408ISO/IEC 15408

Part 1 "Introduction and general model"Part 1 "Introduction and general model"

Part 2 "Security functional components"Part 2 "Security functional components"

Part 3 "Security assurance components"Part 3 "Security assurance components"

ClassClass Family Family ComponentsComponents

ClassClass Family Family ComponentsComponents

EAL１~EAL7EAL１~EAL7

ISO/IEC 15408 ISO/IEC 15408 
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ISO/IEC TR 15446 ISO/IEC TR 15446 

ST ST ISO/IEC 15446ISO/IEC 15446
1. Introduction1. Introduction

2. Overview of the PP and ST2. Overview of the PP and ST

3. Descriptive parts of the PP and ST3. Descriptive parts of the PP and ST

4. The TOE security environment4. The TOE security environment

5. The security objectives5. The security objectives

6. Security requirements6. Security requirements

10. Functional and assurance packages10. Functional and assurance packages
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Security Target ContentsSecurity Target Contents
1. ST Introduction1. ST Introduction

2. Conformance Claims2. Conformance Claims

3. Security Problem Definition3. Security Problem Definition

4. Security Objectives4. Security Objectives

5. Extended Components Definition5. Extended Components Definition

6. Security Requirements6. Security Requirements

7. TOE Summary Specification7. TOE Summary Specification

Security objectives for 
the TOE

Security objectives for 
the operational 

environment

Threats Organisational Security 
Policies Assumptions 

Security Functional 
Requirements 

Security Assurance 
Requirements 
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Security Target ContentsSecurity Target Contents

3. Security Problem Definition3. Security Problem Definition

4. Security Objectives4. Security Objectives

6. Security Requirements6. Security Requirements

Security objectives for 
the TOE

Security objectives for 
the operational 

environment

Threats Organisational Security 
Policies Assumptions 

Security Functional 
Requirements 

Security Assurance 
Requirements 

Chapter 3 Chapter 4 Chapter 6

FTA_TSE.
FTP_TRP
FIA_AFL
FIA_UAU.
FIA_UID. 
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Section 3Section 3

The security problems to be addressed by the TOE
CC does not provide a framework for risk analysis
ST developers would be able to use a Threats Model 
tools

3. Security Problem Definition3. Security Problem Definition
Threats Organisational Security 

Policies Assumptions 

Authenticated

Unidentified

Unauthenticated

Local

Remote

Constructive

Negligent

Hostile

Human

Other

Display Data

Data on Storage
Media

Printer Data

Confidentiality

Integrity

Availability
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Section 6 Section 6 

ST ST 
11
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ISO/IEC 15408ISO/IEC 15408

・・・

・・・

6. Security Requirements6. Security Requirements
Security Functional 

Requirements 
Security Assurance 

Requirements 

Part 2 "Security functional components"Part 2 "Security functional components"

Part 3 "Security assurance components"Part 3 "Security assurance components"

ClassClass Family Family ComponentsComponents

ClassClass Family Family ComponentsComponents
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ISO/IEC 15408 ISO/IEC 15408 

１ 2

Class

Family FamilyFamily
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Package Package
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ISO/IEC 15408 KnowledgeISO/IEC 15408 Knowledge--basebase
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SFR : ClassSFR : Class
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SFR : FamilySFR : Family
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SFR : ComponentsSFR : Components
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Projects: Threats ModelProjects: Threats Model
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SelfSelf--Training SystemTraining System ③③
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Target audience of the CC

BeginnersBeginners

IntermediateIntermediate

AdvancedAdvanced

EvaluatorsEvaluatorsDevelopersDevelopersConsumersConsumers
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KnowledgeKnowledge--basedbased
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LoginLogin

LoginLogin

Create a new accountCreate a new account
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Main Menu Main Menu 

List of List of 
available available 
teststests

The user should be able to review the resultsThe user should be able to review the results
of the tests taken in the pastof the tests taken in the past
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Test  PageTest  Page

The user will see the questions and the possible 
answers, [1],[2],[3],[4]… they will pick one and click 
the next button
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Results of the quizResults of the quiz
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Knowledge Based Tool Knowledge Based Tool 

ConsumersConsumers DevelopersDevelopers EvaluatorsEvaluators

beginnersbeginners ・・ IntermediateIntermediate ・・ AdvancedAdvanced
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Conclusion &Conclusion &
Future WorksFuture Works
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ConclusionConclusion

Design and development of a knowledge-based tool 
for ST developers based on CCV3.1.
It was explained the architecture of the knowledge-
based tool and showed how it can help ST developers 
create STs that are to be evaluated by CC.
ST developer's knowledge deficiency can be 
supplemented by using this tool to access the 
necessary information on international standards.
ST developer's relevant experienceexperience faced by ST 
developer can also be supplemented by referring to 
evaluated information of STs which are classified by 
types and countries. 
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Future Works Future Works 

ISO/IEC 19791 is an international standard that must 
be used as the basis for evaluation of operating 
system.
This new standard will be included in the knowledge-
based tool.
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Questions & AnswersQuestions & Answers
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