L -

A
Ly o
T unve®

7thlICCC

Design and ‘ opment of a
" J Tool tor ST

Soka Unwersny :

Guillermo Horacio RAMIREZ CACERES Yoshimi TESHIGAWARA
Graduate School of Engineering, Soka University, Tokyo, Japan
E-mail:{guillerm,teshiga}@soka.ac.jp
21 September 2006



~\'/r Contents

¢ Introduction
# Research Issues

e Fundamental Research Target
e Knowledge-base Architecture
e Conclusion

e Future Works

Soka Llniversi'cy;



Sokajlniversity TUAPAN

fthICCEC



~\'/v Introduction

Umnﬁ*f}

International Standard
1SO 15446 |1SO 15408

1540¢ 2 The new version of
3 ST Developer's Knowledge baSE_
knowledge shortage can J,r'frlfjlu' a self training
pe supplemented by e

Using this tool to access

the necessar

Information in

International standards

Sokajlniversity TUAPAN

fthICCEC



Security Policy

Threat
Agents

@ 5
8=

eats

fﬁﬁ , -. User

7thlICCC




Alf Research Issu

‘;ﬁ.
LNVES

fthICCEC

SokalUniversity =JAPAN



/- CC Language
f ccranguage N

|_.|"'|.
1 e ?

¢ Knowledge required
¢ ISO/IEC 15408 consists of approximately 700 pages.
¢ ISO/IEC TR 15446 consists of approximately 180 pages.

e The ST developer must read many times when trying to
create a ST for evaluation.

e Relevant experience B

e The ST developer must write a document between 50 and
200 pages long.

e STs or PPs evaluated by CC are published on the Internet.
and the ST developer can use this evaluated STs or PPs as
references.
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2.5 The PP and ST Development Process

The presentation of the requirements for PPs and STs in [15408-1] annexes B and C, and in
[15408-3] clauses 3 to 5. might suggest that it 1s expected that PPs and STs are always developed

in a logical ‘top-down’ manner, e.g. (in the case of a PP) that: (47)

1.4.3 Usage of the PP and ST

A PP may be used to define a ‘standard’ set of security requirements with which one or more
products may claim compliance, or which systems used for a particular purpose within an
organisation must comply. (See [15408-1] subclause 2.3 for the definition of the terms product
and system, and also [15408-1] subclause 4.1.2 for a general discussion of the distinction between
the two). A PP may apply to a particular type of TOE (e.g. operating system. database
management system, smartcard, firewall, and so on), or it could apply to a set of products grouped
together m a composite TOE (system or product). (21)
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¢ IT products evaluated and authenticated based on
CC are published on the Web Page of each country

B Security_Tareet : 7—JJI r_ ”'Elrs_q
7 Product Manufacturer EalL_Obzervation Date Country AT _PDF
39 Firewalls Stonesoft StoneGate Firewall Y205 Stonesaft Corporation EAL 4 caugmented &LCG_FLRT [2/703 USA
40 Firewalls Symantec Enterprize Firewall, w80 Sy mantec Corporation EAL 4 7404 Eneland |
41 Firemallz Svmantec Enterprize Firewall, +7.04 running Svmantec Corporation EaL 4 9/03 Eneland O
42 Firewalls Symantec Enterprize Firewall, w70 Svmantec Corporation EAL 4 502 England |
43 Firemallz Symantec Enterprize Firewall on the Symar Symantec Corporation EaL 4 3404 England |
44 Firewalls Symantec Gateway Security w20 B400 Seriy Symantec Corporation EAL 4 augmented ALC FLR  4/04 Ereland |
45 Firewalls TeleWall Svztem, W 20 for NT 4.0 Securelogix Corporation EaL 2 Augmented ACM CGAPS | 0/01|Ganada
46 Firawallz Watcheguard LiveSecurity Swvstem w/Firebox Watcheuard Technologies EaL 2 2401 UsA
47 Guards DragonF v Companion, Wa 02, Build 129 ITT hdustries EaL 2 0401 USA
48 Guards DragonF v Guard Maodel G1.2 [TT Ihdustries EaL 2 001 USA
49 Guards Owl Computing Technologies Data Diode % Owl Computing Technologies, | EAL 2 1402 USh
50 IDS/IPS Cizco Intrusion Detection Syetem Applianc: Gisco Svstems, Inc. EaL 2 6/04 USA
51 IDS/IPS Cizco Intruzion Detection System Module 8 Gisco Syetems, Inc. EaL 2 fugmented LG FLR1  5/04|USA
52 IDS/IPS Enterasys Dragon-EAL™ Intrusion Defensze | Enterasys Metworks EaL 2 204 USA
53 IDS/IPS Intrushigld Intrusion Detection System M Afes, Inc. EaL 3 304 USh
54 IDS/IPS Intrusion, Ine. SecureMet Pro™ Intruzion Det| Intrusion, Ihe. SecureMet Pro™ EAL 2 2402 USA
55| ID5/IPS Lancope StealthWatch and Stealthiatch + 7 Lancope, nc. EaL 2 fSugmented ALCG FLR2 |6/04) USA
56 IDS/IPS Symantec CyberWalf, Wergion 20 Symantec Corporation EaL 2 604 USA
57/ ID5/IPS Symantes Manhunt Wersion 211 S martes Corporation EaL 3 2403 USA
58 IDS/IPS TippingPoint UnityOne™ Verzion 1.2 TippingPoint Techhologies, Inc EAL 2 2403 USh
59 IDS/IPS Top Laver Metworks IDS Balancer TM Wers Top Laver Metworks EaL 2 8/04 USA
60 Mizcellaneous BEF SienCubes, Verzion 1.5 (B5S-D57-CC- Bundzverband der Betriebzkra EAL 3 fugmented S0V IMP1 & 5/04| Ger mary |
il Mizcellaneous Canon imageRUNNER 2200/2800/3300 Ser Ganon US.A. Ihc. EaL 3 604 USA
62 Mizcellaneous Data-Defender V1.0 [BH-IMPEX Elektronik GmbH EAL 1 502 Germany |
i3 Mizcellaneous DER/PCI WVerzion 3.0 Bankszys MW EaL 3 Augmented A0W FSP2  8/03| Germany |
65 Mizcellaneous IBM Directory Server 5.2 (BSFDSZ-CC-020 IEM Corporation EaL 3 3404 | Ger many [l
66 Mizcellaneous IEM LPAR for POWER. 4 for the [EM pSerie [BM Corporation EaL 4 Augmented LG FLR1 | 1./04| Germany |
67 Mizcellaneous IBM Tiwali Access Manager for e-businezz | [BM Corporation EaL 3 + 0403 Gier many |
68 Mizcellaneous Image Owerwrite Security for Xerox WorkCe ¥erox Corporation EAL 2 5404 USA
0 Miscellaneuus Sharp Corporation Multifunction Device with Sharp Electronice Corporation  EAL 2 2/02 UsSA
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ISO/IEC 15408 ‘ .

Part 1 "Introduction and general model"

Part 2 "Security functional components”

Class Family Components||-:

Part 3 "Security assurance components”

.
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ISO/IEC 15446

1. Introduction

2. Overview of the PP and ST

3. Descriptive parts of the PP and ST

4. The TOE security environment

5. The security objectives

6. Security requirements

10. Functional and assurance packages
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1. ST Introduction

2. Conformance Claims

3. Security Problem Definition

Threats

: I

Organisational Security

I

Policies Assumptions

Security objectives for
the TOE

4. Security Objectives

|

Security objectives for
the operational
environment

| |

5. Extended Components Definition

6. Security Requirements

[ Security Functional J[

Security Assurance

J

Requirements

Requirements
7. TOE Summary Specification
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3. Securlty Problem Definition
Threats Orgamsatlo_ngl T Assumptions
Policies

e The security problems to be addressed by the TOE
e CC does not provide a framework for risk analysis

e ST developers would be able to use a Threats Model
tools

4 N N N - N/~ N E N
N o] ’ ., 0 Conflglelgtlallty} @
u Authenticatedl, || Constructive ..°@° “e., *||, Display Data
916 .u. ..‘h °, ta
Humda ‘e, oo o ’o,‘w
o e ﬂ. I | R Local K [ “Iptegrity } AR
'o*% || Unidentified”®. Negligent e ot '-.. Dafa on Storage
F I ..°o , o'.l..;F.S.“..‘? ...‘.o Me\dla
O:[“|Ter ....... ‘ ...... o Q [ Avallatnnty '1 .‘sj

“ Hostil Remote Printer Data
\_ ) @authentlcate/ \_ ostile ) \_ AN )
Zih{ICCC 4



|_.|"'|.
1 e f

6. Security Requirements

Security Functional Security Assurance
Requirements Requirements

ISO/IEC 15408 ST

Part 2 "Security functional components”

~

Part 3 "Security assurance components” _--
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Class B GG Families

Deszcription

Security audit

Introduction Security auditing in
=toring, and analysi( o = G0 Doupunzais E]
relevant activities (j »_/_“_J . . . .
TSP). The resulting | Family | FAU_SEL  Security audit event selection i -
determing which seg i ﬂ-
place and whom (nh Family [
Description Security audit an gm
Behaviour Thiz family define
activity and audi| Component [FALU_SELT
analysiz may wor Description |Se|ec:ti\-'e audit
imminent security
The actions to be Identification Selective audit, requires the ability to include or exclude events from the set of
FAU_ARP family audited events based upon attributes to be specified by the PRSST authar.
CGomponent Levelling
FAU_SAA Security audit analysis }_ Management a) maintenance of the rights to view/modify the audit events.
Audit 2] Minimal Al modifications to the audit configuration that ocour while the audit
collection functions are operating.

La—k W[ T ,|,,ELJ:|-|~": 4] 4| RN

Hierarchical |
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H Security Functional Requirenment : Class ‘

Introduction

FATT Zecurtty audit Securtty auditing involves recogrising, recording, stonng, and analysing mformation related to secunty
relevant activites {1e. activities controlled by the TSP, The resulting audit records can be examined
to determine which security relevant activities took place and whem (which user) i3 responsible for

thern.

FCO  Commumcation  This class prowides two families specifically concerned with assuring the identity  of a party
participating m a data exchange. These farmlies are related to assunng the identity of the onginator of
transmitted information (proof of ongin) and assunng  the identity of the recipient of transrmitted
wformation (proof of receipt). These farnidlies ensure that an originator cannet deny having sent the
message, nor can the recipent deny having recewved it

FC5  Cryptographic  The TSF may employ cryptographic funchionality to help satisfy several high-level securnty
suppott objectives. These include (but are not lirnited to): identification and  authentication, non-repudiation,

trusted path, trusted channel and data separation.  This class is used when the TOE implements
cryptographic functions, the mmplementation of which could be i hardware, frmware andfor
software. The FCS class 15 composed of two farmlies: FCS CEM Cryptographic key management
and FCS COP Cryptographic operation. The FCS CEM family  addresses the management
aspects of cryptographic keys, while the FCE COF  family is concerned with the operational use of
those cryptographic keys.

FDP  Tlser data This class contains families specifiing recuirements for TOE security functions and TOE security
protecton fimction policies related to protecting user data. FDP 15 split into four groups of families (listed below)
that address user data within a TOE, during inport, export, and storage as well as secunty attributes
directly related to user data.

SokalUniversity SJAPAN
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E Securiﬁ Functional Reﬂuiremnent : Class - Famllz ‘

Family Class Name hehaviour
FATT ARP FAT Zecurity audit  This family defines the response to be taken in case of detected events mdicative of a
autormatic potential securtty wiolation,
response

FATT GEN FATT Security audit  This family defines requirements for recording the ocourrence of security relevant events
data generation that take place under TSF control This farmily identifies the level of auditing, enumerates
the types of events that shall be auditable by the TSF, and 1identifies the munmum set of

audit-related mformation that should be prownded wathin various audit record types.

FATT Sa4 FAT Securty audit  This family defines requirements for automated means that analyse system activity and
analysis audit data looking for possible or real securnty wiolations. This analysis may worls in
support of mtrusion detection, or automatic response to an mmminent secunty vielation,
The actions to be taken based on the detection can be specified using the FATT ARP
family as desired.

FATT SAF FAT ZSecurity audit  This family defines the requirements for audit tools that should be available to authorised

TEVIEW users to assist m the revew of audit data.

FATT SEL FATT Secunty audit  This farmly defines requirements to select the events to be audited during TOE operation.
event selection Tt defines requirements to include or exclude events from the set of auditable events.

SokaUniversity SAPAN
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Component  Family Hame Identification MManagement Audit Hierarchical
FATT ARP 1 FAUT AET Secunty the TZF shall take actions i case a) the management a) IWrimal: Mo other
alarms a potential security violation is (addition, removal, Actions taken  components.
detected. ot modification) of  due to mminent
actions. SECULity
wclations.

FATT GEM.1 FATT GEN Audit data  Audit data generation defines the
generation  lewel of auditable events, and
specifies the lst of data that shall

ke recorded m each record.

FATT GEM.2 FATT GEN Tser TTzer identity association, the
1dentity TEF shall associate auditable
association  events to individual user

identifies.
FATT SAA 1 FATT A28 Potential  Potental wiclation analysis, basic  a) mamtenance of &) Iinmal;
wolation  threshold detection on the basis  the rules by Enabling and
analysis of a fized rule set is recuired. {adding, dizabling of any

meodifying, of the analysis

deletion) of rules echarnisms; b)

from the set of Tulinimal:

tules, Automated
TESpONSEs
petformed by
the tool.
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T Seeusity: Knowledgs Base

E Security Guidelines for Home User J

The knowledge base tool based on international standards was developed in this
research. ST Developer's knowledge deficiency can be supplemented by using this
tool to access the necessary mfonmation on international standards. Wloreover, 3T
developer's experience shortage can be supplemented by referring evaluated ST
nformation which are classified by product types and countries.

H EKnowledge Base for Production of ST J

The ISOIEC 15408 iz a standard to be used as the basis for evaluation of security
properties of IT products and systems. This IMutual Eecogmbion Arrangement of CC
(Cotnmon Criteria) 15 established by eight countries meluding the Thited States. The
IT products evaluated based on ISOIEC 12408 are increasing every vear
Heowever, one of the problems to make 3Ts (Securtty Targets) 15 that sufficient
knowledge and experience is crtically required for 5T developers The knowledge
base tool based on mternational standards was developed in this research. ST
Developer's knowledge deficiency can be supplemented by using this tool to access
the necessary information on international standards MWereowver, 5T developer's
expenience shortage can be supplemented by refernng evaluated ST mformation
which are classified by product types and countries.

E Threats Model J

SokalUniversity,
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Self-Training

Help File l

Self-Training 1 - =

Help File | ,  Threats Model

i ! Threats Model ; a . . . I
Teshigawaraihabountole]  Security Guidelines ——— = Security Guidelines

&R D — SO REIT, T LB EAS ASF DI TETET, | I

Z ot FIREROE LR, FOE v LA B ANGO S 4 - 0 ClES00ASEZ A e . B8
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FRAE T, —fR2—TOHEREEM0C, BRI B RERE SRR TELENT LoD —
RV ILERRLE. —i82—FHISO/IEC15408 Bk UHEE T HEFF S EA S F EIRE T E51E DU 7=,
TN TN = Y RT L EIRIUEL .,
IOV AT AT 2T REB IR AT LT T8, RRTLTE, 0 1o Ui 2= 0L~ L 0EHE
JGUITANEITOT D HIRS.
r,_ogin —
User Name: |

Password:l

™ Remember me next time.

Log In I
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ARETIE, —R2—TOHEFEEE DI, EFSEE G - BB RE BB TEAENIT Ly —
A= LEBRLL. —RE 22— HISO/IEC15408 B& UIE T 2 EFE S MBS T ER TE D HE DU koI,

IO TN —2 T URTF LEEILEL-,

IOV AT LT =P3RS AT L F 10T 3, BAVRT LT, 0F 1 Uiz 2= DL~ L DT HEL

JGUT=T ANEITOZ BN HRS.

[Login |

User Name: |

Password: | .

[ Remember me next time. L O g I n

Log In |
Forgot your password?

PNew User? Please Register —

User Name: | )

Password: |
Confirm Password: |
E-mail: |

Semtiy Quston | > Create a new account

Security Answer: |

Create User |
b s Ll idiiisoeboiallbische bl oo el el d
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t“‘umwﬁf’* r _

ISokalUniversity sleshigawaralllaboratory

horacio wellcome to the Self Traimig Test Application based on International Standars.
EFfRMEOVWTRIL T 2V TV RFBAKIED

PAvailable Test —
\

ISOMEC 15408 Part 1 {55 —A8ETIL

)L O, SO, STEAR L . 1 iEsCTEF 27—ttt it of
DB A IH NI T B, IST O

ISOMEC 15408 Part 2 122! ) FFifiRess(4 I
Ji—b2:PF o) FAREER (213, HERESS A, HeET 73, RUMSE R—F Dy ERZO F{HRTL sg'val I ab I e
HRea R =2 UMMITL A CNTTVE. COIL A MIT POTF 1 )T AEREEERTHS. 773N &
DLLEDUA—F M EENS. TUT, a7 7SUNTOT A—r . MIORERG, rERE -1 L eS TS

ISOMEC 15408 Part 3 TFaUF RIS

) S—b 3 BF ) FARTEF (2D, RIS R, (RI773Y, BRSO /R —2 b0y bERRO T T3,
F-, STOFHMERELTEELTHY, EALOIRIIES) (v —OERE A< TS,

 Test Result History #

Completed
2006/05/01 14-40:00 20

ISOMEC 15408 Part 1

ISOMEC 15408 Part 1 2006/05/01 14:41:00 100

The user should be able to review the results
of the tests taken in the past

SokalUniversity SJAPAN
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Al Test Page
e r .

: Title B O EF T AEREEHIENTTM ?
+ Answerl Z7Z)

E Answer2 I Ak

E Answer3 5

E Answerd aUR—R Uk

o° Your Answer: e
L ) ]
., IAnswerd vl K

The user will see the questions and the possible
answers, [1],[2],[3],[4]... they will pick one and click
the next button

SokallUniversity -SJAFPAN
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Select
Select
Select
Select
Select

Question

thh L~ W N

Correct Answer Your Answer
3 3 Correct
2 2 Correct
4 4 Correct
2 - Incorrect
3 4 Incorrect

AR R RERRERERRERRRRERNRRERERERRRERRERERREREREREREREERREERNREREERRERNRERERERRERERERRERERERNEDRHEHS.]

r Review —
Question No.: 5
Question: HRE D72 B THEETI- DI, N VETTN?
Answer 1: 5]
Answer 2: 6
Answer 3: 7
Answer 4: 8
Correct 3
Answer:
T7IBOMIT. a7 7S EERIL AT A0 LV BN MEIEIRE SOMEIRT IR T2, Sl
Esolanation: BA—BOBAERD, HFAERITFOROBRIDSIBRSINTHY, TOFTNIDINLFII5

ZOREWBRIEEIUED T, TORICTRYFEE77IOREOBRINEE,. 300 YYYOD LI737IN
(3%, 773)BO—EORVANL, 2R —x OB RETRAT S,

Return to Main Menu
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Consumers| Developers] Evaluators
E Secm‘iﬁ Functional Reﬂuiremnent : Class - Falmlz - Cumnonents ‘

Tdentification

Export of  Export of user data wi
usger data secunty attributes
with secunty requires that the TSF
attributes enforce the appropriate
=FPs using a fanction
that accurately and
unatbiguonusly
associates securty
attributes with the user
data that 1z exported.
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/- Conclusion ’

e Design and development of a knowledge-based tool
for ST developers based on CCV3.1.

» [t was explained the architecture of the knowledge-
based tool and showed how it can help ST developers
create STs that are to be evaluated by CC.

e ST developer's knowledge deficiency can be
supplemented by using this tool to access the
necessary information on international standards.

e ST developer's relevant experience faced by ST
developer can also be supplemented by referring to
evaluated information of STs which are classified by
types and countries.
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~\'/r Future Works

¢ |ISO/IEC 19791 Is an international standard that must
be used as the basis for evaluation of operating
system.

@ This new standard will be included in the knowledge-
based tool.
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