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Motivations

Automatize process and repetitive
tasks

Focus the evaluator effort on
processes which require cognitive skills

Understand potential automation in
CC evaluations

Learn about how XML and XSL
transformations can assist in the
process of automation

Not just less work, but smart work
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1. Why
2. How
3. With What
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1. Inputs
2. Processing
3. Outputs
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Automation

Reduce human intervention to a

minimum

1.1 Why — checking consistency

1.2 How
Synchronize the results obtained for

1.3 With What
each evaluator

2 Tool
3 Current Status Support the sponsor in avoiding typical
4 Future Work m|StakeS

Generate documentation using less
time and effort

— ETR from work units
— OR from problems




1 Automation

1.1 Why

1.2 How
1.3 With What
2 Tool

3 Current Status

4 Future Work

Why Automation?

Evaluators

Reduce evaluation time and cost
Detect errors earlier
Focus on vulnerability search

Track the evidences produced during
the evaluation process




1 Automation

1.1 Why

1.2 How
1.3 With What
2 Tool

3 Current Status

4 Future Work

Why Automation?

Developers

Help sponsor to reduce common errors
In documents

— Check common errors before sending
documentation

Reduce the sponsor effort (time and
cost)

Improve sponsor satisfaction



1 Automation

1.1 Why

1.2 How
1.3 With What
2 Tool

3 Current Status

4 Future Work

Why Automation?

e Agree on alanguage in common
between Developer and Evaluator
team

— Establish fluent communication
— Process automatically

Developers ﬁ Evaluators

Language in common



1 Automation

1.1 Why

1.3 With What
2 Tool

3 Current Status

4 Future Work

How Automation?

XML
— Structure independent from presentation
— Source human and machine readable
— Flexible markup language
— Platform independent

— Negotiated language between the man
and the machine

XSL Transformations
Python Processing

SVN
— Open source version control system
— Allow integration between evaluators



What Tools?

Pyt hon: Data processing

1 Automation

1.1 Why PyQr: User Interface

s FOP: XSL Transformations to PDF files

1.3 With what

2 Tool SVN: Configuration management tool

3 Current Status

4 Future Work




.. = W SECT: Security Evaluation CC Tool

Toaumien Aurarcjicin|

cc.xml st.xml checklist.xml macros.xml
1 Automation

111 1

211
TP xml Parser

2.2 Processing

= Accountability
2.3 Outputs

Project Consistency Checks
3 Current Status Information

4 Future Work PDF Generation m)  Audit

1 | L 1

Work Unit Observation ETR




s = Il SECT: Inputs

Toaumien Aurarcjicin|

| e Common Criteria Part 1-3 and CEM
1 Autoinatey (from CCN, Spain)

2 Tool

2.1 Inputs

2.2 Processing

2.3 Outputs

ment id="aom aut.l.2c" s
3 Current Status <para type="normal':
The evaluator shall check the (M documentation for
4 Future Work automated means to support generation of the TOE from
itz implementation representation.
<para type="normal" id="pygfId-710262":
In this work unit the term "~ generatiom''
applies to those processes adopted hy the developer to
progress the TOE from itz implementation to a state
ready to bhe delivered to the end customer.-</para>
<para type="normal" id="pgfId-710263">
The evaluator should verify the exi=stence of automated
generation support procedures within the M
documentation. </ parar
</m-workunits




s oo [ OECT. INPULS

Toaumien Aurarcjicin|

e Security Target
N — st.dtd (from CCN, Spain)

2.1 Inputs
<!ELEMENT introduction

2.2 Processing

1 Automation

[identification, overview, cc—olaim) >
<!ENTITY % parasedquence "(bhiblioentry|figure|glossentry|paralsubclause| table] 7>
2 3 C)utr)uts <!'ELEMENT identification [st-reference, toe-reference) >

<!ELEMENT owverview [sparasequence; ) >
<!'ELEMENT cc-claim [sparasedquencer ) >

3 Current Status

<!ELEMENT =t-reference [2t-title,=st-ver=ion,st-revision, st-author,st-publicacion-date) >
<!'ELEMENT toe-reference dewvelaoper, toe—name, toe-wersiaon) >
4 Future Work ! PEr, ’ !

<!'ELEMENT =st-title [H#PCDATL) >
<!'ELEMENT st-wversion [H#PCDATAL) *>
<!'ELEMENT st-revision [H#PCDATAL) *>
<!'ELEMENT st-author (#PCDATA) *>
<!'ELEMENT st-publication-date (#PCDATAL) *>
<!'ELEMENT dewveloper (#PCDATA) *>
<!'ELEMENT toe-nate (#PCDATA) *>
<!'ELEMENT toe-wversion [#PCDATA) *>




s oo [ OECT. INPULS

Toaumien Aurarcjicin|

e Checklists for each work unit
— checklist.xml

1 Automation

2 Tool

<assesswent-method types
21 |nputS wselect-from:>
<ol=-
i

22 ProceSSIng <foreach operation="=">

<item>label.packagingOrMedia</item>
23 Outputs <item>labhel.guidance</ item:>
<itemrlabel.operationalTOE</ item:>
</ foreach>

3 Current Status “ilis

Al

4 Future Work <foreach operation="=">

<itemrreference. TOE</ item>
<itewm>TOEreference. ST/ item:>
</ foreach>
<flix
<lix
<foreach operation="=">
<itemrlabel.operationalTOE</ item:>
<foreach operation="4+">
<item>labhel.operational TOEComponent</item:
</ foreach>
</ foreach:>-
</ 1lix
</olx
</select—from>
</ assessment-method>




s oo [ OECT. INPULS

Toaumien Aurarcjicin|

e Macros
— macros.xmi

1 Automation

2 Tool

hasicx
2_1 hqr)uts <Product3>FNMT Crypto</Productis
{Prnduct]_‘}WﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁW?T?T?T?T?T'ﬂ"ﬂ"ﬂ"ﬂ"ﬂ"ﬂ'#######{fpruduct]_‘:}

: <ProductV>***/ProductV>
22 ProceSSIng <ProductCrFarraas s s s &/ ProductCs
<EbLLevel>EAL 4</EilLLevel:
23 Outputs <EALAumentador<ul><li»ALC FLRE.1</1li><li>AVA VAN.5</li»</ul></EALAumentados>
<3ponsorI>FHNNT-RCHM</ 3ponsor3s
<3ponsorLrFabrica Nacional de Moneda v Timbre - Real Casa de la Moneda</3ponsorls
<S3ponsorAxFHMT-RCM<br/>Calle Odonnel<br/>28090 Madrid</Sponsorhs>
<Developer3>FNMT-RCM</ Developer3s
4 FUtL“TE VVCJ”< <DeveloperL>Fabrica WNacional de Moneda v Timbre - Real Casa de la Moneda</DeveloperL:
<Developer A>FNMT-RCM<br/ >Calle Odonnel<hr/>28020 Madrid</Dewveloperix
CCBS>CCN</CBIx
<CEL>Centro Criptolagico Nacional</CEL>
<CBAxOrganismo de Certificacidn<bhr/xAwda. Padre huidobro s/n<hr/>28023 Madrid<br/>http://f
<CCW=3 .1 RE«/CCV>
<CEMV:3.1 R2</CEMV:>
<Evallevel>EALd+ AVA VAN.S ¥ ALC_FLR.l{HEvalLEVEl>
<startDater12-02-Z2005</startDhate>
fbhasics

3 Current Status




Institute Macional de

Toaumien Aurarcjicin| CESTH

SECT: Processing

e Parsing XML: User writes in xml vs dtd
1 Automation
2 Tool

— Using a XML parser (Python)
2.1 Inputs

T sy ASE_[NT, 118
2.2 Processing e

Fhen prsallonfor mivel covefihm St (e hormalion nrenpiag’ menets ol negrahementy for covafiend oo premendatin of e nimre
ASE_[NT. 000

Fha 51 atrockicin shal coaian &7 5T aeeeanss, | T nSwrewi. 3 TOE ovirviper ind s TEE derpine.
: : i MMMIM Hres 5T itrod_ction oonksins an 5T reference;, 3 TOE nefmence, s TOE overdew and & TOE desoipbion
2.3 Outputs '
3 Current Status

4 Future Work

berbidfcites, §

Trowe Pobgwang drrons hares bean Found in sse_ind, 112 Opaning and ending (i mesatche §
Bt B l, b 12, cobumin 10

Troirsg bo =ave the best, Good Luck!)

o FRTT-RCN<M-cfLis

IFTERRRE PSRRI S R P TS R .1 T AL
ProacaHiv

RN S




SECT: Processing

 Checking consistency

1 Automation

2 Tool
o0 — ASE_REQ.2-3: The evaluator shall examine the ST to

2.1 Inputs determine that all subjects, objects, operations, security

attributes, external entities and other terms that are
used in the SFRs and the SARs are defined.

2.3 Outputs

3 Current Status — ASE_OBJ.2-2: The evaluator shall check that the

4 Future Work security objectives rationale traces all security
objectives for the TOE back to threats countered by the
objectives and/or OSPs enforced by the objectives.

— ASE_ECD.1-2: The evaluator shall check that the
extended components definition defines an extended
component for each extended security requirement.




.. < W SECT: Processing

Toaumien Aurarcjicin|

 Generating PDF (Report)
— XSL: Using FOP

1 Automation

2 Tool

2.1|rﬂjut3 < ?xml version="1.0" encoding="UTF-3" 2>

2.2 Processing <!-- STYLESHEET FOR REPORTS -—>

2.3 C)UtF)UtS <x=listylesheet

wversion=fm1.1"
xmlns:xsl="http:/fwww. w3 .org/ 1999/ 3L/ Transform™
xmlns:fo="http://wvvv. w3 .org/ 1999/ X3L/ Format "
¥mlns:axf="http: /S www. antennahouse . com namwmes/ XL/ Extensiona '
exclude-result-prefixes="fo"=>

3 Current Status

4 Future Work

<w=al:include href="param.xs1" >
<xzl:include href="attribute.xs1"/>
<xzl:strip-space elements="table tr td program"/>

“<xzl:template mwatch="report':=
| <fo:root ¥mlns:fo="http:/ www. w3 .orgs 1999/ X3L Format ">
: <fo: layout-master-set>
ﬁfp:simple—page—master master-name="PageMaster™
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 Work Unit / Subactivity / Activity Report

1 Automation

2 Tool * Observation Report

LR * Evaluation Technical Report

2.2 Processing # Sact 8.6RC2
2 Sec w

2 3 OUtpUtS F‘ru:uject. View  Windows  Search

BB '3
3 Current Status B (7] ase_int.1-1 FNMTCRYPTO

Workunits FMMTCRYPTO

4 Future Work - ASE_INT.1-1

Al Mine | Evaluator Sh Revisor | I | Dates | z6i02/2008 v | DateE | 26/02/2008 v | State

= Chahos | Guia

5@ validate ASE_INT.L.1E:

= | e evaliafor shall confim fhat éhe nformation providad meafs af reguiremeants for confent and prasantadion of aud
| 2 SvN Updats ASE_INT.L.1C:
R =

| & . e 5T mireduction shalf confain an 5T refarence, a TOE refarence, o FOE overaw and o TOE descrpbion,
| 2 S¥N Comnnit

| Procedure:

| /= Generake ETR The evaluatar shall check that the ST introduckion conkains an 5T reference, a TOE reference, a TOE overview and a
op ase_int.1-7 .
= ase_int.1-5
o ase_int.1-3
g ase_int,1-10
gy ase_int,1-11




Current Status

PDF Report Generation
1 Automation — Work Units

2 o — Observations
— Evaluation Technical Report

4 Future Work _
Intelligent Labels

Work with XML Security Targets that
meet a DTD

Evaluation Process Management and
Coordination

Checklist (ALC_CMC.4)




Future Work

CheckKlists (ALC site visit)

1 Automation

2 Tool Reports signed with electronic
3 Current Work Slg natures

Generate Plans, Procedures and

Reports automatically (ATE and AVA)

Work with XML Documents that meet a
DTD (not only the ST)

Incorporate requirements from
supporting documents
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Thank you

Maria Soraya Artiles Burgos
Security Technical Manager

artilesbs@inta.es
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