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Lessons from using attack potential (1)

Can we really rate things (reliably) with tables

in this way?

— yes, they give us structure and boundaries. But we
need to use guidelines and examples, and put
effort into achieving common experience, problem

solving and practice (e.g. working groups and
evaluation community forums)

What use is the single number (‘score’)?

— 1t allows a basic sorting and sifting, and almost
forces a sanity check. But it should be obviously
absurd to try to ‘use’ a single number as a

comparative and informative assurance measure

September 2008 11
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Future directions and CCv4 (2)

S0, noting the usefulness for risk management, can
we extend this idea of a visible discussion to more of
the evaluation?

It looks as though when we examine other assurance
properties then we could use a similar idea of
‘parameters’ that structure a discussion and
conclusion.

Although there may be a single ‘score’ or vector at
the end, this is given lower emphasis by reporting to
end-users (and hence risk managers) in a more
visible way, exposing the analysis

Of course some details have to remain non-public!

But perhaps not as much as at present.
September 2008 16
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Future directions and CCv4 (3)

Early vulnerability analysis and theoretical
attack potentials (attack potentials in
principle, or based on limited experiments)
can drive priorities for evaluation, could even
give a rationale for differences in depth and
type of evaluation activity for a specific TOE

We can learn to deal with this degree of
subjectivity in a positive way, based on
transparency and comprehensiveness in the
analysis

September 2008 7
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A division of NDS

Future directions and CCv4 (4)

It may even be a developmental (i.e. 'growing up’ or
maturing) step to move from a CC that requires us to
state evaluation as a series of TOE-independent
work units (in CEM) to one in which we feel
comfortable with judging the evaluation by its results
in the form of a vulnerability discussion

— of course the discussion remains constrained by the
structure imposed by the parameters, and by comparison
with good normative examples (perhaps supplemented by
expressing common security features in this form)

It remains a question as to how we do ‘quality

assurance’...but one that (I think) has an answer
September 2008 18
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