e e

o e
Tt
a0
B

.
e

o

o

.
.

.

Poonnseees Bl
;. 5
i s i S
a g g
. -
E e sae s Rs R e s B e
om0 -
F . o B
A aan

L

-
.

=
s
-

. e DO e
o e . e o o e e e oo
T
...

e s

.*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%*%
.. OO0
EEmaaaaaa e e

... ..

g
N
-

Cross-Border Collaboration

ivacy

tmchung@ece.skku.ac.kr

In Security & Pri

. Chung
Sungkyunkwan University, Korea

Tai



~ Internet Inside : Technology to Life

Dark side : Threats & Damage

, Lack of Cross-Border Collaboration

Suggestions for Safe & Secure World

Conclusion
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Communication Reservation, Banking

* receiving e-mails from the clients « paying his public utility bills

» chatting with friends » transferring money to mother

* video conferencing with managers  reserving an airline ticket for
in the branch offices abroad a business trip

Business : . Entertainment

» downloading music videos

] « watching movies while
Information moving

» updating the company’s web
page for promotional purpose

» checking the customer’s
claims . searching the * organizing the next

» ordering office lowest air fare for his week’s trip on his blog
supplies business trip




Usage
Growth
2000-2008

Africa 955,206,348 4,514,400 51,065,630 5.3 % 35% 1,031.2%

Population  Internet Users InternetUsers, % Population Usage
(2008 Est.) Dec/31,2000 June/30,2008 (Penetration) %o of World

World Regions

Asia 3,776,181,949 114,304,000 578,538,257 15.3% 39.5 % 406.1 %
Europe 800,401,065 105,096,093 384,633,765 48.1 % 26.3 % 266.0 %
Middle East 197,090,443 3,284,800 41,939,200 21.3 % 29% 1,176.8 %
North America 337,167,248 108,096,800 248,241,969 73.6 % 17.0 % 129.6 %
Latin America/Caribbean 576,091,673 18,068,919 139,009,209 24.1 % 9.5 % 669.3 %
Oceania / Australia 33,981,562 7,620,480 20,204,331 59.5 % 1.4 % 165.1 %

WORLD TOTAL 6,676,120,288 360,985,492 1,463,632,361 21.9 % 100.0%  305.5 %

1,463,632,361 ‘Jack’s are in the world !
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Scale of e-commerce

2008

2009

7611.6

8758

895.6

1156

6716

7601.9

Worldwide e-commerce
spending : Projected to
grow at CAGR of 23%,
exceeding $8.75 trillion in
2009

Growth of B2B spending :
Comparably strong at
CAGR of 22%, amounting
to $7.6 trillion by 2009
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B [nternet Users

" e-banking Users

320 million e-banking
service users in G8
countries, China, and
South Korea.

67% of Internet
users for e-banking
service in Canada,
most use in the world

About 1 quarter of
Internet users for e-
banking service in
most countries




- : CAGR of 20.4%,
=+-Digital Music Ze0e exceeding $21 trillion in 2012

=B-0Online Game

=4=[\/lobile Contents
CAGR of 21.5%,
14752 exceeding $29 trillion in 2012

CAGR of 22.9%,
exceeding $47 trillion in 2012,

Entertainment is one of the

biggest factor contributing

~ to the Internet growth
lately.
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Internet

Accessibility to Information Fast & Wide Spread of Attack
Easiness of Sharing Hard Prevention

By the Internet, we experience By the Internet, we experience

* various communication methods, « outflow of privacy information
devices, and services - diversification of forgery & crime

« vitalized internet economy * increase of security budget due

« entertaining human life with sharing to new kinds of threats arising

= T———

Internet Users increases The amount of damage is

for 305.5% than 2000 more than $200 million only
in U.S in 2007

Internet




*Reporting number is getting decreased
* Virus which spreads quantity of virus
causing major infection has not been

existed recently
*But, the amount of damage caused by
single virus is much more than the past




(Over' 1% GDP drops/week from each Internet blackout s

(Swiss Federal Institute of Technology,2005)

Employees of 75% companies experience cyber attacks
45% of business reported unauthorized access by

insiders (cs1/FeI Computer Crime and Security Survey, 2003)

30% of the global companies detected spywares on their
\I’IGTWOI‘ ks (Websense UK survey, 2003) /
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Q eBay - verify your account information - Avant Browser
| File Edit View Navigation Groups Favorites Tools Windows Help
(25 - ) oY F-428% 3 - [HERoos] e

Addr 5@http:ffwww.ebay.com@ﬁz.%.123.19/veﬁﬁm@ Do - | search: L

—k

Y,, @W de Services | Search | Help | Community |

N Be very, very careful
Forged whenever you see the
E-mail Server () verify your identity “@” sign in the URL

Your credit/debit card and bank account information along with your personal information will be verified instanth
the industry standard SSI encryption. All information is required and is kept confidential in accordance with eBa

» Your credit/debit card and checking account information is used to verify your identity.

Enter v Information
Ebay Useryl : |

TOp 5 |den1'|f|ed PhlShlng ‘|'ar'ge1's Password |

Email Address |

Pxxxxx 6,111 Phishes

Ixxxxx xxxxxx & Co. 233 Phishes

Bxxx of xxxxxxx Corp. 230 Phishes Enter Your Credit Card/Debit Card Information

GXXX, InC. 2 2 3 PhISheS Credit Card: Visa, MasterCard, American Express,

Discovaer.

CXXXXX XXX 16 3 PhlShes Credit card/debit | | Debit Card: Visa, MasterCard.

card number

eBay Welcomes




Spam /
Phishing

Threats of the
Internet

Attack motivation: from curiosity to
financial gain and criminal acts, e.g.
theft of personal information, digital
identities or corporate espionage.

Attack Methods: shifting from high
profile massive and random network
attacks towards stealthy, targeted

application-based combined attacks.

New Malware and the Attack
Vectors: In 2005 and 2006 we have
seen more malware than in the
previous 15 years altogether. In 2006,
almost 18% of the malware is now new,
never seen before







Spreading "Storm Worm Virus” [
' = . .\ PR :

1

The Storm Worm virus infected machine become part of the Storm
Worm Botnet

Botnets are used as a vehicle to facilitate other crimes

Storm Worm accounted for more than 20 percent of all spam messages
and had infected and was active in 1.4 million computers simultaneously.
Total amount of loss caused by Worm & Virus in 2006 is USD 13.3 billion
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Qops! No one Cares,
Legal chargelll | Not easy to catchlll

Security & Privacy problem has been a
"World- Wide Problem”




Sharing and discussion on the latest technology,
direction, problems, and requirements in cross-border
manner are important

_1S0  -RFC
JITU-T  -CCRA

1ssyes

« Indifferent to security engines &
standards for the security
products

« Count too much for individual
organization's interest

*Cross-border collaboration” to develop, share and deploy
technologies related to the Security & Privacy.




The effective combating, investigation and
prosecution of such crimes require international cooperation
between countries

- The Council of Europe’s
| Convention on Cybercrime
- OECD Security Guidelines
- APEC Cyber-security Strategy

E"fo'”cemen’f * Not many countries participate in

security working parties

il © & - Hard to reach the mutual
-|

agreements due to conflicts of
interests between countries

’ J
Need to organize cooper'ahon cenTer' or fClCI|I'|'IeS ‘ro enhance

pre-/post-treatment and balanced enforcement of security & |
privacy problems via the cross-border collaboration.




Sharing human resource, inspiring the importance of
security & privacy with globalized interests

- Change one's point of view

- Information Security about security & privacy

Expert Community
- Officially Recognized
Cel ate

. & Awareness J

~ + Security divide among nations

] Resources § .« Insensitive to foreign problems
4 \% ; Responsibility

> » Lack of information sharing &
‘ " people exchange among the

i ' Need to develo'b |5':'r'ogr'ams to implement better

information sharing, resource exchange, and other
collaboration works related to security & privacy




A safe and secure Internet is essential in order to:
- Maximize the social and economic benefits of the Information society
- Assure proper functioning of critical information infrastructures
- Build trust and confidence in e-business and e-government

Given the global and interconnected nature of the Internet:
- International cybercrime policy & law enforcement remains a significant challenge
- International cooperation is multi-layered: legal, policy, and technological
- Governments, civil society, public and private stakeholders should be working
together under the auspices of international forums to build a safer and more
secure Internet
- Develop collaboration strategies for technology, policy & people in diverse way
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Thank you.



