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TSE-CCCS, Turkey ‘®

Up to now:
- 20 products certified, 2 PPs have been certified

-15 PPs are under development.
- 15 products are under evaluation.

- Many products are in application.

%70 of the products are Smart Cards and Related

Devices with EAL 4+ and EAL 5+, the other product
categories are Firewalls, PKI, SW Applications, USB
Cryptobridge etc. g :




TSE-CCCS, Turkey
Licensed ITSEFs

O0CC Laboratories

-3 licensed ITSEFs.

— 2 candidate ITSEFs.
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3 licensed ITSEFs:

DokiimanNo: YTBD-01-01-L8-08 Tanh: 30/07/2013 Rev.No .00 Sayfa: 1/1
LABORATUVARIN ADI | Gegici Lisans | Siirekli Lisans ADRES/TEL/FAKS/E-MAIL IRTIBAT LABORATUVAR
o Tarihi Tarihi KL—RL—I__.-.{LCAK KAPSAMI
NAME OF LABORATORY Interim Permenant K18l Scope
Licence Licence CONTACT PERSON
TUBITAK BILGEM Bilgi Gitvenliyi ve Bilg
TUBITAK BILGEM Ortak Kriterler Test Merkezi (OKTEM) Teknolojisi Uriirleri
Ortak Kriterler Test Merkezi FK:74 41470 KOCAELI/TURKIYE Betiil Sovsal
(OKTEM) Tel: +00 262 6481363 . Information Security
1 EMail:oktem@tubitak. gov tr and Information
01/02/2008 10/05/2008 TUBITAK BILGEM Technology Products
TUBITAK BILGEM Common Critenia Test Center (OKTEM)
Common Criteria Test Center FE74 41470KOCAELITURKEY
(OKTEM)
Avdade la Vega, 1 Edificio VegaMova (Ed Information Security
3,2a-2) 28108 Alcobendas, Madnd Miguel Banon and Information
/ISPANYA SPAIN Technology Producis
2 EPOCHE & ESPRI 10/03/2011 14/06/2012 Tel. =34 81 45029 00
e R Fax.+34 91 66233 44
Email: mbp@epoche.es
7923 Jones Branch Dnve, Suite 3200 Information Security
McLean VA USA 22102-3321 Nithya Rachamadugn | and Information
Tel:703-8420883 703-27033531 Technology Products
3 . . Email: selinfo@ecynacom.com
CYGNACOM Solutions Inc 04/0112013 14.03.2013
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Some of the trainings taken by

TSE CCCS Certifiers

-CISSP

-Cyber Security

-Network Security

-EMV Trainings,

-Smart Card Security,

-Side Channel Analysis and Inverse Engineering
-Cryptology

-Certified Ethical Hacker

-QWEB Certification

etc.
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Product List (1/6)-Certified,Under
Evaluation

Diokiiman No: Y TBED-01-01-L5-04 Tarih: 23072013 Rey. Tarih 8203 | Rey. No 0l Sayfa 6
Sira | DRUN CELISTIRICT URON ADI DECERLEN CARANTI DECERLENDIREN EFLCELENDIRME | BEVCELEN | ppeprpwnip | ervESLIK
Na | SPONIOR J VERSIVONT URON TANIMI Snb SEVIVES LABORATUVAR DURUMU et ME FAPORT HEDEF!
I FRODUCT FRODUCT NAME FRODUCT EVALUATIO |  ASSURANCE EVALUATION CERTIFICATION | CERTIFICATI | CIR-lBICATIO | SECTEITY
_{? ot | VERSION DESCRIFTION ¥ CRITERIA LEVEL LABORATORY STATUS 00 DATE N REFORT TARGET

e- imza kok EAL3+ 17.12.2008
sertifika otoritesi (AVA_VAN3, o
fcaas | sTYBVO2 CCV3.1 |ADV TDS3A|TURITAKRILGRy| Delgelendiridi
1 T - e- signature root | 12 DV _IMP.1, OKTEM Certifiad
certificats ADV F5P4, -
authority ALC TATD)
28.05 2000
LABEIS Gitvenlik
Af Gegidiv1.6.7b N
, | DT | Lo . ccvas| EALS | TUBITAKBILGRy| Beleslendrld
Eilizim Ltd. 511 LABRIS Security - AIC FLR2 OETEM Certified
MNetwork Gatz -
vl6Th
02022010
Alkls kart iletim o
3 | TUBIAK i sistemi \ FAL4+ |TUBITAKBILGEM | Delgelendirildi
BILGEM AKISV1D CCWV23 ALC DVS.2 OKTEM
LUEEAE Smart card = - Certified
operzting system
X309 tzhanh
elektronik sem_ﬁ.ha
verme ve yinetm o ESYA ESYA
TUBITAK e aracl CC VI EAL4+ TUBITAK BILGEM Belgelendirild: s 1.0 ol Secusity
4 BILGENM ESTAV 1D 3 ALC FLR.2 OKTEM 02032010 on Tarset Lits
UEKAE X 509 certificate | " AL FLR Certified Report 1 0L0| = y1.0
generation and 3.2010.pdf
management
system softwars
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Product List (2/6)-Certified,Under
Evaluation

Diokiiman Ne: Y TED-01-01-L5-04 |Tar-.1‘.: 230070003 Rey. Tarih 82013 | Eev. Mo Sayfa: 2/6
AKiS Pacaport | AKIS
Alll Kart i5letim vl4n Corifica PL;._::M
sistemi temassir, fion  [XiaD
ICAQ 9303 Revort.pdf |Secusity
TUBITAK | 4R1S Pasaport| ,, S0OL CCV3i| EAL4+ |TUBITAKBILGRg| Beleclemduwldi | - s |0 &
BILGEM ] National Smart . e 13.07.2011
V14N : 13 ALC DVS2 OKTEM .
UEEAE Card uperaiii.}:lg = Certified AKiS ICAD | AKIS ICAOD
system contactless, “Pasaport Passport
ICAO 9303 gt | Tuls
compatibility ance Security
B R.‘EEE&E Tareat Lita
Alalh kart iletim
TUBITAK sistemi EAL4+ : Belgelendirildi AKSvI2IT| o ..
BILGEM | AKIS V1221 €| aLc pvsa |TUBTLARBILCEM 02.08.2011 | Cartification | ARSv12A
UEKAE Smart card T | AVAVANS Certified Report.pdf | foreetLite
operating system
Alalh kart iletim \Kis
TUBITAK sistemi EAL4+ Belgelendirildi AKiS w1 2N|  AA
BILGEM |AKISVI2IN €| aLcpvsy |TURTLATBILCEM 09.08.2011 | Certification | ELLIM
UEEAE Smart card = AVAVANS Certified Beport.pdf | 720
operzting system
USEK USEK
Cryptobridee | Crvptobride
v2.0 Model e v2.0 |
TAMARA . Integrated system A101 and Model
Elekironik USEK mcluded firmware Model A103 | AI101 and
Mihendislle | Cyptobridge | adhadrware | pe g TUBITAKBILGE\ | Belgelendirilds Certification |  Model
tngaat Masavirlik| “oedsl | modules which can) "7 27 EAL2 OKTEM 13.10.2011 | Raport.pdf Al03
S ve T T | Al01and | becategorised as 2 Certified Security
| Moddl AL03 | data protection Larzst i
product
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Product List (3/6)- Certlfled Under Evaluation

Dokiiman No: YTBD-01-01-L5-04 | Tarib: 25072013 Rey, Tarihi: 01/082013 | Rev. No:01 | Sayfa: 3/6
Alnll Eart Erigim
: : dJoelendirildi EKEC .
0 %]Egﬁg KKEC Cihaz CCV31| EAL4+ |TUBITAKEILGRg| Delgelendirddi Va0t | eLargs HE
UEKAE vl 41.06A Smart Card Access 3 AICDVS2 OKTEM Certified B Carfification |  Sacurity
Device ) Eeport..pdf | TarestLits
TUBITAK UETUM devrasi - - Eslgelendirildi UETUM 4.0 | UKTUM
: - CCV3il EALS+ TUBITAKBILGEM = 2 ansn | Cartification | vl Securite
10 BILGEM UET23T6dH 3 AVA VAN S OKTEM 03.07.2012 e oz | 1.0 Securit
UEEAE v 0 Smart card o SRR TR Certifiaed port..pat rpet Lite
integrated cirouit
Alnll Eart Erizim
Cihan Gomiili
T amlmm Komma i
TUBITAK ; - - _ Belgslendirildi EEC FEFP | KEC FEP
11| BIGEM | KEC FPP Profil R e e 05.09.2012 | Certification
T < _ < ifi= By _pdf
UEEAE PP for Smart Card Certifiad Esport..pdf
Accezz Device
Firmware
Tzl Alalh Eart
izletim siztemi ve
elD, PEI .
Tvanl: sloal=ndirildi KR v UEIS
IUBITAR oo | UvedamalEn | ecysy | EAr4+ | TUBITAKBILGRy| Beledemduwddi ) (UKISVIAL | RS
12 BILGEM UEIS V122 - AVA VANS OKTEM 05002012 | Cartification o
UEKAE National Smart = AVA_VAND Certified Bepost. pdf Ts”“‘ff}f‘;l
Card operatmg ~HERE
system znd eI,
PEI Applications
7 : Sanal Hava . EAL 4+ Eelgelendirildi VAGvI0S [VAGwIO3
13 | ASELSAN AS. umal mf Gap Boglugun (SAHAR) cC 1:11 AVA VAN 3 | EPFOCHE & ESPRI 12002012 | Cerification | Sscuritw
W ]-DJ 1¥'1ITEE]. ..dﬂI GEP I3 ‘dLLC_FLR.: Cﬂﬁ.ﬁﬁd F&'l:l l:l:l't..'l:ldl' Taresat Lita
| Hardwars Security
LEK&‘E&% M&duliﬂ;&‘&; HEM vl HEMv20
TUBITAK Serizt HSM Control Firmwars Vil EAL 4+ TUBITAKEILGEM Belgelendirildi i Ce;;ﬁ,m}w . 5::_;{} n‘p
14| BILGEM | HSMFlow B3 | ALC DVS2 OKTEM 13.03.2013 | 5 por pdf | TarserLite
UEEAE Contrel Donznm Gitvenlik T - Certified ]
Firmware v2.0 Mdodiili Akg
Eontrolil Kazmmn
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Product List (4/6)-Certified,Under
Evaluation

Dokiiman No: YTBD-01-01-L5-04 |?a--_1-_: 25072013 Rev, Tarih 82013 | Rev. No Sayfa: 4/6
RG10
BX4400 Belrelendivild RIOREY RIOREY
. RX2300 | DDOS Mitigation | CC V3.1 | EAL4+ CYGNACOM ‘gelenaiial | | Setifiestion | Security
15| RIOREY RX1800 Appliance $3 | ALC FIR1 | Solutions Inc Corc 15.05.2015 | Heport.pdf | TareetLite
RE1500 eriffied
RES00
Kontzkh Akl A
y _ Belzelendirild
TL-BITPLK LKI;L-I'J kﬂﬂ tum dﬂ erest [:l: '1;31 E...‘!'LLj_ TL-BITA.KBH_,GH\-I
16 | BILGEM | UKIZ3TGH 3 | AvAVANS OKTEM Certified
UEKAE v7.0 Smart card o AVAVAN.
mtegrated crcutt
Fontzkh Aklh
1-II|- %Egﬁ;li{ L%Tgis ]!:.Eﬂ tim dﬂ'ﬂﬁii ':': 1“_'31 E...dLLj_ ‘IL—BHE'LKBILGH\-I DEgﬂlEﬂ.dumEdE
Aled £3 AVA VAN S OKTEM . o
UEEAE v1.0 Smart card Under Evaluation
mt=grated ctrcuit
Alnlly Ezrt Isletim
Sistemi- (kemposit _
18 %jférﬁﬁ AKiS v1.4i deg.) CCV3il| EAL4+ |TUBITAKEILGRM | Deferlendimede
] i "I
UEKAE Pasaport Smart Card 3| ALCDVS. OKTEM Under Evaluation
Operating System-
(composit eval.)
Givenlik A
el A | G551 Yonetm o
1o | _LebrisTek Gegidi | MekeEYalm | coyay | papas BEAM | Degerlendimuede
Bilisim Ltd. Sti %ﬁﬁ Secure Gateway £3 ALC FLR.2 TEKNOLOM |y ao poapc
P Management
Software
Beloelendirildi
SISOFT Saglik Sisocare : . CC V3.1 | TUBITAKEILGEM .
20 | Bilg; Sisteraleri | (Sisohbys)v2.0| CSeRHEYS 3 EALZ OKTEM Certified
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Product List (5/6)-Certified,Under Evaluat

tion
Dokiiman No: YTED-01-01-L3-04 Tarih: 230072013 By, Tarihi: QL082013 | Bey. Mo Al | Sayfa: 5/6
Alall kart isletim Pegerlendimede
sistemi- (komposit N ) .
. Under Evaluation
TUBITAK deg.) - EATA+
21| BIGEM | AKISV221 €3 | aLc pvsa |TUBILARBILGEM
UEKAE Smart card =
operating system
(composit eval )
Alalh kart 13]=tm
sistemi- (komposit
TUBITAK deg.} - EAL4+ Degetlendirmede
22| BIGEM |AKISV22N €| arcpvsy |TUBTLARBILCEM
UEKAE Smart card = Under Evaluation
operzting system
(composit eval.)
NetBzfe L Degerlendumeade
23 NETSAFE hianagement -*JF?I%ER - TEEZE%I].:{JH
Softwars T . Under Evaluation
Belgelendr il
2s| Bicmr | Kemensu EAL4+ |TUBITAKBILGEM
UEEAE Portable v1.0 ALC FLE2 OKTEM Ceriifled
New generation | IP tzbanh Yazar
cash register Kaza Koruma
25 GELIR ISLERI ap}its fﬁﬂn Profili EAL2 TUBITAEBILGEM | Belgelendirildi
BASKANLIGI softwars IP based Cash OKTEM Ceriified
Protection | Feegister Protection
Profile Profile
Aselzan Savisal OVl EAL 4+ Degerlendimede
26 | ASELSAN AS. : Digital Tachograph e ATE DPT.2 | EPOCHE & ESPRI
Cihzm } AVA VANSJ Under Evaluation
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Product List (6/6)-Certified,Under Evaluation

Dokiiman No: YTED-01-01-L5-04 |?:_r-.1-.::.=:'::;5 Rey, Tarihi: 01/08/2013 | Rev, N Sayfa: 6/6
Smart Card EALZ+ -
27| Bicmr | Uisvaa | OperingSyem | CCV3L | ALC DVS2 | TUBITAKBILGEM | Defelendinmeds
UEKAE with I_C [cqmpﬂitte rd AVA VANS OKTEM Under Evaluation
evaluation)
" EAL 4+ Degerlendumede
28 | PARSARGE | pARSDT-101| Sapsal Tekogeat | €€ V3 | aTe ppT2 | TUBITARBICRM
; = AVA VANS Under Evzluation
E Dol Degerlendirmede
g9 | TUBILK H;;Bﬁ'c&’f‘ EBYS yamilm | CC VA1 EAL3 | TUBITAK BILGEM
BIIGEM ";fﬂ are iiriinii rd (ALC D¥5.2) OKTEM Under
B Evaluation
WNATEK e Degerlendirmede
30| NATEK Security CV Eas | TURTAEEECR T
Manager f Evaluation
VATEF Degerlendirmede
I ™ CCil rar 7 | TUBITAK BILGEM Under
ST\ MAIEE | Meowor *rfja Y EAL3 OKTEM Evaluation
Liegerlendirmens
- NATEE CcCrsl rir TUBITAK BILGEM Uncler
52| MATEK Monitoring Y £ OKTEM Evaluation
e Degerlendirmede
P NArEx cCvil| ., |TUBITAKBIGEM| — Under
™ Cm;ﬁ;% 1P R4 = OKTEM Evaluation

#% Common Criteria




TSE-CCCS, Turkey

Protection Profiles

-2 PPs have been certificed
— KEC_F PP: PP for Smart Card Access Device Firmware
— PP for IP Cashed Register

-15 PPs are being developed, these PPs have
new product category types that, until now there
have been no similar PPs exist in
WWW.commoncriteriaportal.org .

+% Common Criteria



http://www.commoncriteriaportal.org/

TSE-CCCS, Turkey

CYBER SECURITY SPECIAL COMMITY, April
2013

OOCYBER SECURITY SPECIAL COMMITY

- 30 External independent Experts

-23 new Cyber Security projects, 15 of them are
PPs

‘?-iCommon Criteria




Projects within the Scope of
Cyber Security

1. Secure Web Applications Protection Profile and Secure E-
Commerce Criteria

2. Secure EDMS(Electronic Document Management System)
Protection Profile

3. Secure GIS (Geographic Information Systems) Protection
Profile

Basic Level Security Certification
Site Security Certification
E-Identity Protection Profile
GEM Protection Profile

Mobile ID Protection Profile

Secure IC Protection Profile

O N o un R

10. Embedded Operating System Protection Profile S



Projects within the Scope of
Cyber Security

11. Determining Criteria for Software Developers and Test
Engineers-SCRUM and ISTQB

12. Cloud Computing Standard,Criteria
13. Health Information Management Systems Protection Profile
14. SSL Criteria

15. Determining administrative criteria for companies and staff
which do penetration tests

16. Preparing Test Criteria and Security Requirements for
Biometric Products and PP

1/. E-Passport
18. E-signature

19. E-driver’s license

£% Common Criteria



Projects within the Scope of
Cyber Security L

20. Data Centers (System Rooms) Certification
21. IT Products Vulnerability Gap Library Meetings
22.Determining Technical Criteria for Penetration Tests

23.Preparing training content of theoretical and practical
Penetration Test Demo Laboratory

24. Web Services PP

f‘Common Criteria



Projects within the Scope of ‘@
Cyber Security

Just Completed

B Site Security Certification

B Basic Level Security Certification

% Common Criteria
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Projects within the Scope of
Cyber Security

Site Security Certification

B Two external experts worked for this project

B Providing the certification of developing campus of products
subjects to Common Criteria Certification

B An approach to reduce cost and time for CC

% Common Criteria
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Projects within the Scope of
Cyber Security

Basic Security Certification

B Two external expert worked for this project

B A security evaluation program aiming simple,fast and effective
evaluation

B Evaluation time is normally 35 man/days. Total time is 8 weeks
for certification.

£% Common Criteria
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Projects within the Scope of

Cyber Security
Health Information Management Systems PP

B Six external experts (in different disciplines) have been working
for this project

B Providing a standardization on Health Informatics Systems

+% Common Criteria
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Projects within the Scope of

Cyber Security

Secure GIS (Geographic Information Systems)
Protection Profile

B Two external experts have been working for this project

B Providing a standardization on Geographic Informatics Systems
and determining minimum security requirements

£% Common Criteria
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Projects within the Scope of

Cyber Security

Preparing Test Criteria and Security Requirements for

Biometric Products
® One Internal,Six external experts have been working for this

project
B Contribution of the Establishment Turkish National Police

B Developing new generation biometric sensor,implementing
attacks and detecting countermeasures by developing test

methods

B Determining minimum security requriments for biometric
products

B Preparing Protectection Profile for Biometric Products

£% Common Criteria
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Projects within the Scope of

Cyber Security
Cloud Computing Standard,Criteria

B Two external experts have been working for this project

B Developing Cloud IT standard and criteria by analysing security
risks,assests.

£% Common Criteria

Page 24



Projects within the Scope of

Cyber Security
Ethical Hacker Certification

B Evaluating staff and companies which do penetration tests in
terms of administrative criteria

B Checking if white hat hackers provide criteria or not

£% Common Criteria
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SCS-TURKEY
SMART CARD SECURITY
TURKEY CONSOURTIUM, December 2012

SCS-Turkey s Members:
B TSE-CCCS

B TUBITAK BILGEM UEKAE (Smart Card Developers)
® TUBITAK BILGEM OKTEM (ITSEF)

m 3 UNIVERSITIES

® Many developers...

oY . -
©% Common Criteria
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To summarise CC;

m % 70 of ongoing and certified products are Smart Cards and
Related Devices,

m 20 products certified
m 2 PPs are certified
m 15 ongoing, 4 at application

M 15 PPs are being developed

B More contacts with international vendors...

Page 27



TSE
~ CRYPTO MODUL VALIDATION

PROGRAM
&
CRYPTO ALGORITHM VALIDATION
PROGRAM

TSE-CMVP
TSE-CAVP, Turkey

O ISO/IEC 19790 and ISO/IEC 24759-Crypto Modul Evaluation
and Certifications

-3 approved labs.
— Epoche & Espri
— Tubitak Bilgem OKTEM

— Cygnacom
ygnaco % Common Criteria



THANK YOU

Mariye Umay Akkaya
Zumrut Muftuoglu

Turkish Standards Institution
Common Criteria Certification Scheme,
TURKEY

TSE
CRYPTO ; - .
vt % Common Criteria
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