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Revision – CPA, what is it?  

 Commercial Product Assurance 
– A UK specific product assurance scheme 
– Based on evaluation of products against 

specified requirements (called Security 
Characteristics) 

– Use qualified labs and defined methodology 
– Certificates issued by CESG 
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Revision (2) – what was the state in Paris 

 Pilot Evaluations were complete 
 Methodology was published 
 Security Characteristics were more 

numerous 
 Build Standard was published 
 3 labs (one Fully approved, two interim) 
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Current Description 
 Commercial Product Assurance. CESG’s new 

scheme for the evaluation and certification of 
commercial security-enforcing products for use in the 
UK Public Sector. 

 Build Standard. A standard which describes 
properties of a developer’s security engineering 
approach which is assessed as part of a CPA 
evaluation. This is used to gain confidence in the 
product developer’s processes and to give assurance 
that the quality of a security product is not expected 
to decrease over the duration of a CPA certificate 
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Available SCs (Part 1) 
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Available SCs (Part 2) 
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Available SCs (Part 3) 
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In Development SCs 
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Archived SCs 
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CPA Process 
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Certified Products  



Products In Evaluation 
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CPA Labs 
Was 

Is now 
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CPA Process Document 
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CPA Process 
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CPA Process 



The Assurance Plan 
 Each mitigation 

– DEV 
– VER 
– DEP 

 
 How will Lab evaluate the product’s compliance 

with the mitigation? 
 

 Must be agreed with CESG – before: 
– Continuing with the evaluation 
– Product being listed as “In Evaluation” 
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Recent Developments 

 Publication of SCs with Common Criteria 
Protection Profile Mappings 
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Recent Developments 

 Publication of SCs with Common Criteria 
Protection Profile equivalence 



CPA and CC 



The (a) Fundamental Difference … 
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Next steps 

 Alignment of SCs with cPPs (e.g. encrypted 
USB stick) 

 Development of further SC to CC PP 
mappings 

 Develop further SCs where no cPP exists 
(e.g. Cross Domain Solutions; UK smart 
metering programme) 



Problems with CPA (from a Test Lab …) 

 It is still a new Scheme 
– Process documents iterating, so scoping an 

evaluation is difficult 
– Interpretations being made, sometimes 

inconsistently 
– No formal method of informing Labs and/or 

Vendors of “interpretations” 
– Demand from end users is patchy 
– Vendors are unsure of benefits 



CPA FAQs (just for Orlando …) 
 How long has CPA been around? 

– 1906 
– Fantasia 2000 
– The Thirteenth Year 



CPA FAQs (just for Orlando …) 
 Other names for CPA? 

– Bedtime Stories 
– The Black Hole 
– Blank Cheque 
– Can of Worms 
– Geek Charming 
– Go Figure 
– The Greatest Game Ever 

Played 
– The Haunted Mansion 
– Hocus Pocus 
– The Incredible Journey 
– Magic Kingdom 

 

 Continued … 
– Monsters Inc. 
– Monsters University 
– Never a Dull Moment 
– Now You See Him, Now 

You Don’t 
– Read It and Weep 
– Return to Never Land 
– Shipwrecked 
– Something Wicked This 

Way Comes 
– You Wish! 



CPA FAQs (just for Orlando …) 
 CPA Stakeholders? 

– An Absent Minded Professor 
– Alice in Wonderland 
– The Barefoot Executive 
– Beauty and the Beast 
– Dinosaur 
– Dumbo 
– My Favourite Martian 
– Unidentified Flying Oddball 
– The Muppets 
– Sleeping Beauty 
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