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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 
THE FIELD OF INFORMATION TECHNOLOGY SECURITY 

SERTIT ,  the Norwegian Cert i f ication Authority for  IT  Security ,  is  a member of  the 
above Arrangement and as such this  confirms that the Common Criter ia cert i f icate 
has been issued by or under the authority of a Party to this  Arrangement and is  the 
Party ’s  c laim that the cert i f icate has been issued in accordance with the terms of 
this  Arrangement 

The judgments contained in the cert if icate and Cert i f icat ion Report are those of  
SERTIT which issued it  and the Norwegian evaluation faci l i ty (EVIT)  which carr ied 
out the evaluation.  There is  no impl icat ion of acceptance by other Members of the 
Agreement Group of l iabi l i ty in respect of  those judgments or for  loss sustained as 
a result  of  re l iance placed upon those judgments by a third party .  
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1 Certification Statement 
The TOE is  GL1 Computer Software Component of  SkyView. SkyView is  the C2 
appl ication of NORGIL.  NORGIL is  the Norwegian Ground Infrastructure for  L ink 16.  
GL1 is  f i l ter ing messages in the system. 

GL1 Computer Software Component of  SkyView vers ion 2.0 .9-i2 has been evaluated 
under the terms of the Norwegian Cert i f ication Scheme for IT  Security and has met 
the Common Cr iter ia Part  3 conformant requirements of Evaluation Assurance Level  
EAL 4 for  the Common Criter ia Part  2 conformant functional ity when running on the 
platforms specif ied in Annex A.   

 

Author Arne Høye Rage 

Cert if ier  

Qual ity Assurance Lars Borgos 

Qual ity Assurance 

Approved Kjel l  W. Bergan 

Head of SERTIT 

Date approved 28 June 2011 
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2 Abbreviations 
CC  Common Criter ia for  Information Technology Security Evaluation 

CCRA Arrangement on the Recognit ion of Common Criter ia Cert i f icates in the 
Field of Information Technology Security 

CEM  Common Methodology for Information Technology Security Evaluation  

EAL  Evaluation Assurance Level 

EOR  Evaluation Observation Report 

ETR  Evaluation Technical  Report 

EVIT Evaluation Faci l ity under the Norwegian Cert i f icat ion Scheme for IT  
Security 

OSP Organizational  Security Pol icy 

SERTIT  Norwegian Cert i f icat ion Authority for  IT  Security 

SPM  Security Pol icy Model 

ST  Security Target 

TOE  Target of  Evaluation 

TSF  TOE Security Function 

TSFI  TOE Security Function Interface 

TSP  TOE Security Pol icy 
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4 Executive Summary 

4.1 Introduction 

This  Cert i f icat ion Report states the outcome of the Common Criter ia security 
evaluation of GL1 Computer Software Component of  SkyView version 2.0 .9-i2 to the 
Sponsor ,  FLO/I ,  and is  intended to assist  prospective consumers when judging the 
suitabi l i ty of  the IT  security of  the product for  their  part icular  requirements .  

Prospective consumers are advised to read this  report  in conjunction with the 
Security Target [1]  which specif ies the functional ,  environmental  and assurance 
evaluation requirements .  

4.2 Evaluated Product 

The vers ion of the product evaluated was GL1 Computer Software Component of 
SkyView and vers ion 2.0 .9-i2 .  

This  product is  a lso descr ibed in this  report  as the Target of  Evaluation (TOE) .  The 
developer was Thales Norway AS.  

Detai ls  of  the evaluated configuration,  including the TOE’s  support ing guidance 
documentation,  are given in Annex A.  

4.3 TOE scope 

The TOE is  the GL1 Computer Software Component of SkyView. SkyView is  a 
component of MASE Interface Units (MIU) ,  which in turn is  a component of NORGIL .  
SkyView is  the NORGIL C2 (Command and control )  appl icat ion,  processing radar 
inputs ,  L ink 1 and L ink 16 messages .  

GL1 shal l  ensure that i t  transmits only L ink 1 formatted messages to the L ink 1 
interfaces .   

GL1 shal l  prevent air  tracks protected by the SPI  (Special  Processing Indicator)  to be 
transmitted on L ink 1 interfaces ,  unless authorized by Emergency indicator or  Force 
Tel l  indicator .  

4.4 Protection Profile Conformance 

The Security Target [1] did not c laim conformance to any protection prof i le .  

4.5 Assurance Level 

The Security Target [1] specif ied the assurance requirements for the evaluation.  
Predefined evaluation assurance level  EAL 4 was used.  Common Criter ia Part  3 [4]  
descr ibes the scale of assurance given by predefined assurance levels  EAL1 to EAL7.  
An overview of CC is  given in CC Part  1 [2] .  
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4.6 Security Policy 

The TOE is  compliant with the pol icy for  handl ing SPI  protected information as 
outl ined in STANAG 5516 Ed 3 [17] .  

The descr ipt ion of the OSP is  as fol lows:   ”An air  track shal l  not be transmitted on 
Link 1 when a source is  marking this  track with SPI  = 1,  unless the track is  marked as 
Emergency or Force Tel l” .  

4.7 Security Claims 

The Security Target [1] ful ly  specif ies the TOE’s  security object ives ,  the threats and 
OSP’s  which these object ives meet and security functional  requirements and security 
functions to elaborate the object ives .  Al l  of  the SFR’s  are taken from CC Part  2 [3] ;  
use of this  standard faci l i tates comparison with other evaluated products .  

4.8 Threats Countered 

A TOE user  (TA.USER) may release SPI  protected tracks (AS.NS) to systems operat ing 
at lower security level without author izat ion.  

4.9 Threats Countered by the TOE’s environment 

No threats countered by the environment are descr ibed.  

4.10 Threats and Attacks not Countered 

No threats or  attacks that are not countered are described.  

4.11 Environmental Assumptions and Dependencies 

The processing resources of the TOE are assumed to be located within control led 
access faci l i t ies that wi l l  prevent unauthorized physical access .  

4.12 IT Security Objectives 

The IT  security Objectives are: 

O.AUDIT The TOE wil l  in it iate recording of  security relevant events ,  to ass ist  
a security off icer  in the detection of potential  v iolat ions of the 
security pol icy for  protect ion of SPI  protected information. 

O.SPI_L1_FILTER The TOE wil l  prevent information to be transmitted to Link 1 
according to P .SPI_L1 pol icy .  

 

4.13 Non-IT Security Objectives 

The non-IT Security Object ives are:  
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OE.ACCESS The TOE environment wi l l  provide the means of control l ing and 
l imit ing access to the TOE IT  environment to author ized users .  

OE.AUDIT The TOE environment wi l l  provide the means of recording security 
relevant events ,  so as to assist  a security off icer  in the detect ion 
of potential  v iolat ions of the security pol icy for protection of  SPI  
protected information, and also to hold users accountable for  any 
act ions they perform that are relevant to this  security pol icy .  

OE.AUDITLOG Administrators of  the TOE must ensure that audit  faci l i t ies are used 
and managed effect ively .  In particular :   

a)  Appropriate act ion must be taken to ensure continued audit  
logging,  e .g .  by regular archiving of logs before audit  trai l  
exhaustion to ensure suff ic ient free space.   

b)  Audit  logs should be inspected on a regular basis ,  and 
appropriate act ion should be taken on the detect ion of 
breaches of security .  

OE.L1_CHANNEL The TOE environment wil l  provide the means to ensure that only 
messages from the TOE are transmitted on Link 1 interfaces .  

OE.OS The operating system wil l  provide process isolat ion capabi l i ty 
including isolat ion of  data with respect to any other process 
running on the same computer .  

OE.PHYSICAL Those responsible for  the TOE and its  IT  environment must ensure 
that the hardware components of  the IT  environment is  protected 
from physical  attack which might compromise IT  security ,  and that 
the physical  protect ion for the hardware components is  suff ic ient 
for  protect ion of the information handled by the hardware 
components .  

4.14 Security Functional Requirements 

The TOE provides security functions to sat isfy the fol lowing SFRs: 

FAU_GEN.1 Audit  data generation 

FDP_ETC.1 Export of  user data without security attr ibutes 

FDP_IFC.2 Complete information f low control  

FDP_IFF.1 Simple security attr ibutes 

FPT_STM.1 Rel iable t ime stamps 
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4.15 Evaluation Conduct 

The evaluation was carr ied out in accordance with the requirements of the 
Norwegian Cert i f icat ion Scheme for IT  Security as descr ibed in SERTIT Document 
SD001 [5] .  The Scheme is  managed by the Norwegian Cert if icat ion Authority for  IT  
Security (SERTIT) .  As stated on page 2 of  this Cert i f ication Report ,  SERTIT is  a 
member of the Arrangement on the Recognit ion of  Common Criter ia Cert if icates in 
the Field of Information Technology Security (CCRA) ,  and the evaluation was 
conducted in accordance with the terms of this  Arrangement. 

The purpose of the evaluation was to provide assurance about the effect iveness of 
the TOE in meeting its  Security Target [1] ,  which prospective consumers are advised 
to read.  To ensure that the Security Target [1]  gave an appropriate basel ine for a CC 
evaluation, i t  was f irst  i tself  evaluated.  The TOE was then evaluated against this  
basel ine.  Both parts of  the evaluation were performed in accordance with CC Part 3 
[4]  and the Common Evaluation Methodology (CEM) [6] .  

SERTIT monitored the evaluation which was carr ied out by the Secode Norge AS 
Information Technology Security Evaluation Faci l ity ( ITSEF/EVIT) .  The evaluation was 
completed when the EVIT submitted the Evaluation Technical  Report (ETR) [7]  to 
SERTIT in 23.05.2011. SERTIT then produced this  Cert if icat ion Report .  

4.16 General Points 

The evaluation addressed the security functional ity c laimed in the Security Target [1]  
with reference to the assumed operat ing environment specif ied by the Security 
Target [1] .  The evaluated configurat ion was that specif ied in Annex A.  Prospective 
consumers are advised to check that this  matches their  identif ied requirements and 
give due considerat ion to the recommendations and caveats of  this  report .  

Cert i f icat ion does not guarantee that the IT  product is  f ree from security 
vulnerabi l it ies .  This  Cert if icat ion Report and the belonging Cert i f icate only ref lect 
the view of SERTIT at the t ime of cert if icat ion.  I t  is  furthermore the responsibi l i ty of  
users (both exist ing and prospective)  to check whether any security vulnerabi l i t ies 
have been discovered s ince the date shown in this  report .  This  Cert i f icat ion Report is  
not an endorsement of  the IT  product by SERTIT or  any other organizat ion that 
recognizes or gives effect to this  Cert i f icat ion Report ,  and no warranty of the IT  
product by SERTIT or  any other organizat ion that recognizes or  gives effect to this  
Cert i f icat ion Report is  e ither  expressed or impl ied.   
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5 Evaluation Findings 

5.1 Introduction 

The evaluation addressed the requirements specif ied in the Security Target [1] .  The 
results  of  this  work were reported in the ETR [7] under the CC Part 3 [4]  headings.  
The fol lowing sect ions note considerations that are of  part icular  relevance to either 
consumers or those involved with subsequent assurance maintenance and re-
evaluation of the TOE. 

5.2 Delivery 

On receipt of  the TOE, the consumer is  recommended to check that the evaluated 
vers ion has been supplied,  and to check that the security of  the TOE has not been 
compromised in del ivery .  

The del ivery documentation [8] ,  [9] ,  [10] ,  [11] and [12] descr ibes al l  procedures used 
to maintain security of  the TOE when distr ibuting the TOE to the user .  

5.3 Installation and Guidance Documentation 

The ST [1] ,  and the guidance documents [13] ,  [14] ,  [15] and [16] descr ibes the 
procedures necessary for the secure instal lation of  the TOE and the secure 
preparation of the operational  environment are in accordance to the ST .  

5.4 Misuse 

There is  always a r isk of  intentional  and unintentional  misconfigurat ions that could 
possibly compromise confidential  information.  Administrators  should fol low the 
guidance [13] ,  [14] ,  [15] and [16] for  the TOE in order to ensure that the TOE 
operates in a secure manner .   

The guidance documents adequately descr ibe the mode of operation of the TOE,  al l  
assumptions about the intended environment and al l  requirements for external  
security .  Suff ic ient guidance is  provided for the consumer to effect ively administer  
and use the TOE’s  security functions .  

5.5 Vulnerability Analysis 

The Evaluators ’  vulnerabi l i ty analysis  was based on both publ ic domain sources and 
the vis ibi l ity of  the TOE given by the evaluation process .  

The evaluators devised 3 penetration tests based on the independent search for  
potential  vulnerabi l i t ies .  These tests cover al l  i tems in the vulnerabi l i ty analysis .  

5.6 Developer’s Tests 

The developer has thoroughly tested al l  security functions of  the TOE and the tests 
are div ided in the fol lowing test case parts:  
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  SPI f i l ter ing & recording,  track inside L ink 1 Track Continuity Area (TCA) 

o  SF.SPI_Fi lter  

o  SF.L ink1_Enc 

o  SF.Audit   

  SPI f i l ter ing & recording,  track outside L ink 1 Track Continuity Area (TCA) 

o  SF.SPI_Fi lter  

o  SF.L ink1_Enc 

o  SF.Audit   

The number of  tests  performed by the developer is  28. 

5.7 Evaluators’ Tests 

The evaluation team decided to perform the devised test ing on al l  3 TSFs and on 7 of  
the TSFIs :  

  SF.SPI_FILTER 
  SF.L ink1_ENC 
  SF.AUDIT 

 

TSFI  external  to GL1 

  SYE 
  SYR 
  ACD 

 

TSFI  internal  in GL1 (to/from TSF) 

  SF.SPI_Fi lter  -> Link1_Mgmt 
  SF.SPI_Fi lter   -> SF.Audit  
  Link1_Mgmt -> SF.L ink1_Enc 
  SF.L ink1_Enc -> SF.Audit  

 

The TSFI  L ink1_Dec -> SF.Audit  was tested during sample test ing.  The L ink 1 decoding 
has no security functional ity .  

The evaluators devised and performed 8 tests .  

The evaluators have tested a sample of 28 (al l )  tests  of  the developer ’s  tests and 
ver if ied expected and actual  results .  
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6 Evaluation Outcome 

6.1 Certification Result 

After due considerat ion of the ETR [7] ,  produced by the Evaluators ,  and the conduct 
of the evaluation,  as witnessed by the Cert i f ier ,  SERTIT has determined that GL1 
Computer Software Component of SkyView vers ion 2.0 .9-i2 meets the Common 
Criter ia Part  3 conformant  requirements of  Evaluation Assurance Level  EAL 4 for  the 
specif ied Common Criter ia Part  2 conformant  functional ity ,  in the specif ied 
environment,  when running on platforms specif ied in Annex A.   

6.2 Recommendations 

Prospective consumers of GL1 Computer Software Component of SkyView vers ion 
2.0 .9-i2 should understand the specif ic  scope of the cert i f icat ion by reading this  
report  in conjunction with the Security Target [1] .  The TOE should be used in 
accordance with a number of  environmental  considerations as  specif ied in the 
Security Target .  

Only the evaluated TOE configuration should be instal led.  This  is  specif ied in Annex A 
with further re levant information given above under Sect ion 4.3 “TOE Scope” and 
Sect ion 5 “Evaluation Findings” .  

The TOE should be used in accordance with the support ing guidance documentation 
included in the evaluated configuration. 
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE consists  of :  

GL1 Computer Software Component of  SkyView (TOE vers ion 2.0 .9-i2) 

TOE Documentation 

The support ing guidance documents evaluated were [13] ,  [14] ,  [15] and [16] in the 
references l ist .  

TOE Configuration 

The fol lowing configuration was used for  testing: 

The GL1 Computer Software Component of  SkyView  test environment is  ful ly  
distr ibuted. GL1 Computer Software Component (TOE) is  instal led on (SkyView) HP 
Server ,  with HP-UX 11i v1 (OS Engl ish) .  


