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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 

THE FIELD OF INFORMATION TECHNOLOGY SECURITY 

SERTIT ,  the  Norweg ian  Cer t i f i ca t i on  Autho r i t y  fo r  IT  Secur i t y ,  i s  a  member  o f  the  above  

Ar rangement  and  as  such  th i s  con f i rms  tha t  the  Common Cr i te r ia  ce r t i f i ca te  has  been  i ssued  by  o r  

under  the  au tho r i t y  o f  a  Par ty  to  th i s  A r rangement  and  i s  the  Par t y ’ s  c la im tha t  the  ce r t i f i ca te  has  

been  i ssued  in  acco rdance w i th  the  te rms  o f  th is  A r rangement  

The  judgements  con ta ined i n  the  ce r t i f i ca te  and Cer t i f i ca t i on  Repor t  a re  those o f  SERTIT  wh ich  

i ssued  i t  and  the  Norweg ian  eva lua t ion  fac i l i t y  (EVIT )  wh ich  ca r r i ed  ou t  the  eva lua t ion .  There  i s  

no  imp l i ca t i on  o f  accep tance  by  o the r  Members  o f  the  Agreement  Group  o f  l i ab i l i t y  i n  respec t  o f  

those  j udgements  o r  fo r  l oss  sus ta ined  as  a  resu l t  o f  re l i ance  p laced  upon  those  judgements  by  a  

th i rd  pa r t y .  

The  Common Cr i te r ia  Recogn i t i on  A r rangement  l ogo  p r in ted  on  the  ce r t i f i ca te  i nd ica tes  tha t  th i s  

ce r t i f i ca t i on  i s  recogn ised under  the  te rms  o f  the  CCRA May 23 rd  2000 .  The recogn i t i on  under  

CCRA i s  l im i ted  to  EAL 4  and  ALC_FLR CC par t  3  componen ts .  
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Fusionsphere Version v5 EAL 3+

1 Certification Statement
Huawei Technology Co. Ltd. Fusionsphere is a a software system that can
provide multiple VMs on industry standard x86-compatible hardware
platforms (64-bit) and allows the management of these virtual machines
(VMs).

Fusionsphere version v5 has been evaluated under the terms of the
Norwegian Certification Scheme for lT Security and has met the Common
Criteria Part 3 (lSO/lEC 15408) conformant requirements of Evaluation
Assurance Level EAL 3 augmented with ALC_FLR.2 f or the specified
Common Criteria Part 2 (lSO/lEC 15408) conformant functionality in the
specified environment when running on the platforms specified in Annex A.

i

:Certifier fr/'^^.
:o uality Assurance iArne Høye Rage

,Quality Assurance h""^[.tfury:-
:Approved
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2 Abbreviations 
ACL  Access Control List 

AD  Activi ty Directory 

CC  Common Cri ter ia for Information Technology Securi ty Evaluation 

  ( ISO/IEC 15408) 

CCRA Arrangement on the Recognit ion of Common Criter ia Cert i f icates 
in the Field of Information Technology Securi ty 

CEM Common Methodology for Information Technology Securi ty 
Evaluat ion  

CNA  Compute Node Agent 

EAL  Evaluat ion Assurance Level 

EOR  Evaluat ion Observation Report 

ETR  Evaluat ion Technical Report 

EVIT Evaluat ion Faci l i ty under the Norwegian Cert i f ication Scheme for 
IT Securi ty 

EWP  Evaluat ion Work Plan 

FTP   Fi le Transfer Protocol  

GUI   Graphical User Interface  

HTTPS  Hypertext Transfer Protocol Secure 

NTP  Network Time Protocol 

O&M  Operat ion and Management 

OSS  Operat ing Support System 

POC  Point of Contact 

PP   Protect ion Prof i le  

QP  Quali f ied Part ic ipant 

SERTIT Norwegian Cert i f icat ion Authori ty for IT Securi ty 

SFR   Securi ty Funct ional Requirement  

SPM  Securi ty Pol icy Model 

ST  Securi ty Target 

TLS  Transport Layer Securi ty 

TOE  Target of Evaluat ion 

TSF  TOE Securi ty Functions 
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TSP  TOE Securi ty Pol icy 

UVP  Universal Virtual ization Platform 

VDC  Virtual Data Center 

VIF  Virtual Interface 

VLAN  Virtual Local Area Network 

VM   Virtual Machine  

VRF  Virtual Router Function 

VRM  Virtual ization Resources Management 
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4 Executive Summary 

4.1 Introduction 

This Cert i f ication Report states the outcome of the Common Cri teria securi ty 
evaluation of Fusionsphere version v5 to the Sponsor, Huawei Technology 
Co. Ltd.,  and is intended to assist prospective consumers when judging the 
suitabi l i ty of the IT securi ty of the product for their part icular requirements. 

Prospective consumers are advised to read this report in conjunction with the 
Securi ty Target[1] which specif ies the functional, environmental and 
assurance evaluat ion requirements. 

4.2 Evaluated Product 

The product evaluated was Fusionsphere version v5. 

This product is also described in this report as the Target of Evaluat ion 
(TOE). The developer was Huawei Technology Co. Ltd. 

Huawei FusionSphere is a software system that can provide mult iple VMs on 
industry standard x86-compatible hardware platforms (64-bit)  and al lows the 
management of these vir tual machines (VMs). I t  vir tual izes hardware 
resources so that one physical server can function as mult iple vir tual 
servers. I t  consol idates exist ing workloads on servers and al lows new 
appl icat ions and solut ions to be deployed to improve server ut i l ization and 
consolidation rat io.  

Huawei FusionSphere provides a unif ied O&M portal  for O&M engineers. 
O&M engineers can remotely access the FusionSphere system using a web 
browser and perform operations such as resource management, resource 
monitoring, and resource statist ics report ing.  

Detai ls of the evaluated configuration, including the TOE’s support ing 
guidance documentat ion, are given in Annex A. 

4.3 TOE scope 

The TOE scope is described in the ST[1],  chapter 1.4.3 and 1.4.5 

4.4 Protection Profile Conformance 

 The Securi ty Target[1] did not claim conformance to any protection prof i le. 

4.5 Assurance Level 

The Securi ty Target[1] specif ied the assurance requirements for the 
evaluation. The assurance incorporated predefined evaluation assurance 
level EAL 3, augmented by ALC_FLR.2. Common Cri ter ia Part 3[4] describes 
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the scale of assurance given by predefined assurance levels EAL1 to EAL7. 
An overview of CC is given in CC Part 1[2]. 

4.6 Security Policy 

There are no Organizational Securi ty Pol ic ies or rules with which the TOE 
must comply. 

4.7 Security Claims 

The Securi ty Target[1] ful ly specif ies the TOE’s securi ty object ives, the 
threats which these object ives counter and securi ty functional requirements 
and securi ty funct ions to elaborate the objectives. Al l  of the SFR’s are taken 
from CC Part 2[3]; use of this standard faci l i tates comparison with other 
evaluated products. 

4.8 Threats Countered 

 T.NOIDENTIFY  
A user who is not a user of the TOE gains access to the TOE. 
 

 T.NOAUTH  
A user of the TOE authorized to perform certain actions and access 
certain information gains access to function or information he is not 
authorized to access. 
 

 T. EAVESDROP 
An eavesdropper from the management network served by the TOE is 
able to intercept,  and potential ly modify or re-use the data that is being 
sent to the TOE. 
 

 T.VM_DOM_BYPASS 
A process running on one vir tual machine might compromise the 
securi ty of processes running on that and other virtual machines and 
i ts resources. 
 

 T .HOST_DOM_BYPASS 
An individual  may compromise the physical  machine processes and resources,  
potential ly  affect ing other VMs. 
 

 T .VNETWORK_BYPASS  
An individual  may access a virtual  network belonging to VMs that do not 
belong to such individual .  

4.9 Threats Countered by the TOE’s environment 

There are no threats countered by the TOE’s environment.  
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4.10 Threats and Attacks not Countered 

No threats or attacks that are not countered are described. 

 

4.11 Environmental Assumptions and Dependencies 

I t  is assumed the authorized administrators ( including northbound interface 
users) are not careless, wi l ful ly negl igent or hosti le, and wi l l  fol low and abide 
by the instruct ions provided by the TOE documentat ion. 

I t  is assumed the OS users are trusted and wi l l  not attack the TOE. 

I t  is assumed that the ETH interface of management and storage plane in the 
TOE wil l  be accessed only through an independent local network. This 
network is separate from the networks that use the other interfaces of the 
TOE. 

The FusionManager manages the NEs through the internal management 
network plane. I t  is assumed that the internal management network is secure 
and the NEs are trusted. 

I t  is assumed that the TOE is protected against unauthorized physical 
access. Unauthorized users cannot gain access to these devices or 
components. 

I t  is assumed the environment wi l l  provide rel iable t ime stamps for the 
generat ion of audit  records. 

I t  is assumed that the OSs for FusionManager, FusionStorage Manager and 
VRM are trusted and the third party OSS is trusted.  

4.12 IT Security Objectives 

 O.Authentication 
The TOE must authenticate users before al lowing them access to i ts 
management interface. 
 

 O. Authorization 
The TOE shal l  al low dif ferent authorizat ion levels to be assigned to 
administrators in order to restr ict  the functional i ty that is avai lable to 
individual administrators. 
 

 O. Communication 
The TOE shal l  provide a secure remote communicat ion channel for 
remote administrat ion of the TOE via SSL. 
 

 O.Audit 
The TOE must be able to generate and review audit records for 
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securi ty-relevant events. 
 

 O.VM_DOM_ISO 
The TOE must provide virtual  machines with a domain of execution and 
resources protection from interference and tampering by other v irtual  
machines running the same physical  host .  
 

 O.VNETWORK_ISO  
The TOE must maintain v irtual  networks used for  VMs isolated from each 
other .  

4.13 Non-IT Security Objectives 

 OE.PHY_PROTECTION 
The operat ional environment shal l  protect the TOE against 
unauthorized physical access.  
 

 OE.SEP_PHY_NETWORK 
The operat ional environment shal l  ensure that hat the ETH interface in 
the TOE wi l l  be accessed only through an independent local network. 
This network is separate from the networks that use the other 
interfaces of the TOE.  
The operat ional environment shall  ensure that the internal management 
network is secure and the NEs are trusted. 
 

 OE.TRUST_WORTHY_USER Personnel working as authorized 
administrators ( including northbound interface users) shal l  be careful ly 
selected for trustworthiness and trained for proper operat ion of the 
TOE. 
 

 OE.TIME_SRC  
The operat ional  environment shall  provide rel iable t ime source.  
 

 OE.OS_TRUSTED  
The operat ional  environment shall  ensure the OSs for  FusionManager ,  
FusionStorage Manager and VRM are trusted and the third party OSS is  trusted 
and wil l  not be used to attack the TOE. 

4.14 Security Functional Requirements 

 FAU_GEN.1 Audit  data generation 
 FAU_GEN.2 User identi ty association 
 FAU_SAR.1 Audit  review 
 FAU_SAR.2 Restr icted audit review 
 FAU_SAR.3 Selectable audit  review 
 FAU_STG.1 Protected audit t rai l  storage 
 FAU_STG.3 Action in case of possible audit  data loss 
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 FDP_ACC.1 Subset access control 
 FDP_ACF.1 Securi ty attr ibute based access control 
 FDP_IFC.1(1) Subset information f low control-  VM Data 
 FDP_IFF.1(1) Simple securi ty attr ibutes- VM Data 
 FDP_IFC.1(2) Subset information f low control-  VM Network 
 FDP_IFF.1(2) Simple securi ty attr ibutes- VM Network 
 FDP_RIP.1 Subset residual information protect ion 
 FIA_AFL.1 Authentication fai lure handl ing 
 FIA_ATD.1 User attr ibute defini t ion 
 FIA_SOS.1 Verif icat ion of secrets 
 FIA_UAU.2 User authenticat ion before any action 
 FIA_UID.2 User ident i f ication before any act ion 
 FMT_MOF.1 Management of securi ty funct ions behaviour 
 FMT_MSA.1 Management of securi ty attr ibutes 
 FMT_MSA.3 Static attr ibute ini t ial ization 
 FMT_SMF.1 Specif ication of Management Funct ions 
 FMT_SMR.1 Securi ty roles 
 FTA_SSL.3 TSF-ini t iated termination 
 FTA_TSE.1 TOE session establ ishment 
 FTP_TRP.1 Trusted path 
 FPT_ITT.1 Internal TOE TSF data transfer protection  

4.15 Evaluation Conduct 

The evaluat ion was carr ied out in accordance with the requirements of the 
Norwegian Cert i f icat ion Scheme for IT Securi ty as described in SERTIT 
Document SD001[5].  The Scheme is managed by the Norwegian Cert i f ication 
Authori ty for IT Securi ty (SERTIT). As stated on page 2 of this Cert i f icat ion 
Report, SERTIT is a member of the Arrangement on the Recognit ion of 
Common Cri ter ia Cert i f icates in the Field of Information Technology Securi ty 
(CCRA), and the evaluation was conducted in accordance with the terms of 
this Arrangement. 

The purpose of the evaluation was to provide assurance about the 
effect iveness of the TOE in meeting i ts Securi ty Target[1], which prospective 
consumers are advised to read. To ensure that the Securi ty Target[1] gave 
an appropriate basel ine for a CC evaluat ion, i t  was f i rst i tself  evaluated. The 
TOE was then evaluated against this basel ine. Both parts of the evaluat ion 
were performed in accordance with CC Part 3[4] and the Common Evaluation 
Methodology (CEM)[6]. 

SERTIT monitored the evaluation, which was carried out by Brightsight B.V 
Commercial  Evaluation Faci l i ty (EVIT). The evaluat ion was completed when 
the EVIT submitted the f inal Evaluat ion Technical Report (ETR)[7] to SERTIT 
in 11 September 2015. SERTIT then produced this Cert i f ication Report. 
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4.16 General Points 

The evaluat ion addressed the securi ty functional i ty claimed in the Securi ty 
Target[1] with reference to the assumed operating environment specif ied by 
the Security Target[1]. The evaluated conf iguration was that specif ied in 
Annex A. Prospective consumers are advised to check that this matches their 
identi f ied requirements and give due consideration to the recommendations 
and caveats of this report. 

Cert i f ication does not guarantee that the IT product is free from securi ty 
vulnerabi l i t ies. This Cert i f ication Report and the belonging Cert i f icate only 
ref lect the view of SERTIT at the t ime of cert i f ication. I t  is furthermore the 
responsibi l i ty of users (both exist ing and prospective) to check whether any 
securi ty vulnerabi l i t ies have been discovered since the date shown in this 
report.  This Cert i f icat ion Report is not an endorsement of the IT product by 
SERTIT or any other organization that recognizes or gives effect to this 
Cert i f ication Report, and no warranty of the IT product by SERTIT or any 
other organization that recognizes or gives effect to this Cert i f ication Report 
is ei ther expressed or impl ied.  
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5 Evaluation Findings 
The evaluators examined the fol lowing assurance classes and components 
taken from CC Part 3[4]. These classes comprise the EAL 3 assurance 
package augmented with ALC_FLR.2. 

Assurance class Assurance components 

Development ADV_ARC.1 Securi ty architecture descript ion 

ADV_FSP.3 Functional specif ication with complete 
summary 

ADV_TDS.2 Architectural design 

Guidance 
documents 

AGD_OPE.1 Operat ional user guidance 

AGD_PRE.1 Preparat ive procedures 

Life-cycle support ALC_CMC.3 Authorisation controls 

ALC_CMS.3 Implementat ion representation CM 
coverage 

ALC_DEL.1 Del ivery procedures 

ALC_DVS.1 Identi f ication of securi ty measures 

ALC_LCD.1 Developer def ined l i fe-cycle model 

ALC_FLR.2 Flaw report ing procedures 

Securi ty Target 
evaluation 

ASE_CCL.1 Conformance claims 

ASE_ECD.1 Extended components defini t ion 

ASE_INT.1  ST introduction 

ASE_REQ.2 Derived securi ty requirements 

ASE_SPD.1 Securi ty problem defini t ion 

ASE_OBJ.2 Securi ty object ives 

ASE_TSS.1 TOE summary specif icat ion 

Tests ATE_COV.2 Analysis of coverage 

ATE_DPT.1 Test ing: basic design 

ATE_FUN.1 Functional testing 

ATE_IND.2  Independent testing - sample 

Vulnerabi l i ty 
assessment 

AVA_VAN.2 Vulnerabi l i ty analysis 

Al l  assurance classes were found to be satisfactory and were awarded an 
overal l  “pass” verdict. 
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5.1 Introduction 

The evaluat ion addressed the requirements specif ied in the Securi ty 
Target[1].  The results of this work were reported in the ETR[7] under the CC 
Part 3[4] headings. The fol lowing sect ions note considerations that are of 
part icular relevance to ei ther consumers or those involved with subsequent 
assurance maintenance and re-evaluat ion of the TOE. 

5.2 Delivery 

On receipt of the TOE, the consumer is recommended to check that the 
evaluated version has been suppl ied, and to check that the securi ty of the 
TOE has not been compromised in del ivery. 

5.3 Installation and Guidance Documentation 

Instal lat ion of the TOE must be performed completely in accordance with the 
guidance l isted in the ST[1] chapter 1.4.3 and Preparat ive Procedures 
documents [9] provided by the developer. The Preparative procedures [9] and 
the Operat ional guidance [10] describe al l  necessary steps to conf igure the 
TOE in the cert i f ied configurat ion. 

These documents are a col lection of al l  securi ty relevant operations and 
sett ings that must be observed to ensure that the TOE operates in a secure 
manner. The readers are recommended to note the fol lowing point: 

 The TOE does not support the high avai labi l i ty (HA) conf igurat ion in 
the cert i f ied configuration. In the cert i f ied conf igurat ion the TOE only 
can work in standalone mode. 

5.4  Misuse 

There is always a r isk of intentional and unintent ional misconfigurat ions that 
could possibly compromise confidential  information. The user should always 
fol low the guidance for the TOE in order to ensure that the TOE operates in a 
secure manner. 

The guidance documents adequately describe the mode of operation of the 
TOE, al l  assumptions about the intended environment and al l  requirements 
for external securi ty.  Suff ic ient guidance is provided for the consumer to 
effect ively use the TOE’s securi ty funct ions. 

5.5 Vulnerability Analysis 

The Evaluators’  vulnerabi l i ty analysis was based on both publ ic domain 
sources and the visibi l i ty of the TOE given by the evaluation process. 
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The major funct ional i ty of the TOE is to provide a vir tual ization solut ion and 
is based on the open source hypervisor, the XEN project. The vulnerabi l i t ies 
are wel l  reviewed by the open source community. The technology and 
possible vulnerabi l i t ies are described in a series of publ ic documents. 

The evaluators assessed al l  possible vulnerabi l i t ies found during evaluation. 
Potential  vulnerabi l i t ies were found and several of them turned out to be 
possibly exploi table. As a result  the developer has to patch the TOE to 
mit igate the vulnerabi l i t ies, and updated the guidance to enhance the secure 
conf iguration of the TOE. As a result,  the issues discovered become moot.  

5.6 Developer’s Tests 

The Developer Test Plan consists of 8 di f ferent categories, each containing 
between 1 and 11 tests. The categories are based on major groupings of 
securi ty functional i ty,  and in combination cover al l  SFRs and TSFIs.  

5.7 Evaluators’ Tests 

For independent test ing i t  was decided to sample one test of each category 
to be repeated in his presence, thereby guaranteeing a good spread of these 
tests over the SFRs/TSFIs. The evaluator has also made sure that there is no 
overlap between these tests and the tests in the ATE IND, thereby 
maximizing coverage.   

The evaluator also analyzed the Developer Test Plan to see where addit ional 
ATE tests could be performed, and tests selected 4 addit ional (see further):  

Al l  of these tests were performed at both the Huawei premises in Xi ’An and 
at Brightsight during the period between 13 t h  October 2014 to 30 t h  June 2015.  
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6 Evaluation Outcome 

6.1 Certification Result 

After due consideration of the ETR[7],  produced by the Evaluators, and the 
conduct of the evaluat ion, as witnessed by the Cert i f ier, SERTIT has 
determined that Fusionsphere version v5 meets the Common Cri teria Part 3 
conformant requirements of Evaluation Assurance Level EAL 3 augmented 
with ALC_FLR.2 for the specif ied Common Cri teria Part 2 conformant 
functional i ty,  in the specif ied environment, when running on platforms 
specif ied in Annex A.  

6.2 Recommendations 

Prospective consumers of Fusionsphere version v5 should understand the 
specif ic scope of the cert i f icat ion by reading this report in conjunction with 
the Security Target[1]. The TOE should be used in accordance with a number 
of environmental considerations as specif ied in the Securi ty Target. 

Only the evaluated TOE configuration should be instal led. This is specif ied in 
Annex A with further relevant information given above under Section 4.3 
“TOE Scope” and Section 5 “Evaluat ion Findings”. 

The TOE should be used in accordance with the support ing guidance 
documentat ion included in the evaluated configurat ion. 
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE consists of the fol lowing software: 

 FusionCompute VRM  V100R005C00CP3002 

 FusionCompute CNA  V100R005C00CP3002 

 FusionCompute Tools V100R005C00SPC300 

 FusionManager  V100R005C00SPC302 

 FusionStorage Manager V100R003C02SPC301 

 FusionStorage Agent  V100R003C02SPC301 

And the fol lowing guidance: 

 FusionSphere Solution Documentat ion   V100R005C00 

 FusionSphere Preparative Procedures   V100R005C00 
Issue 02 

 FusionSphere Operat ional User Guidance   V100R005C00 
Issue 03 

 FusionManager Product Documentat ion   V100R005C00 

 FusionManager Tenant Guide    V100R005C00 

 FusionManager Administrator Guide   V100R005C00 

 FusionManager Software Instal lat ion Guide  V100R005C00 

 FusionCompute Product Documentat ion   V100R005C00 

 FusionCompute Securi ty Guide    V100R005C00 

 FusionCompute Configuration Management Guide V100R005C00 

 FusionStorage Product Documentat ion   V100R003C02 

TOE Documentation 

The support ing guidance documents evaluated were: 

[a] FusionSphere Solution Documentat ion, V100R005C00 

[b] FusionSphere Preparative Procedures, V100R005C00 Issue 02 

[c] FusionSphere Operat ional User Guidance, V100R005C00 Issue 03 

[d] FusionManager Product Documentat ion, V100R005C00 

[e] FusionManager Tenant Guide, V100R005C00 

[f ]  FusionManager Administrator Guide, V100R005C00 
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[g] FusionManager Software Instal lat ion Guide, V100R005C00 

[h] FusionCompute Product Documentat ion, V100R005C00 

[ i ]  FusionCompute Securi ty Guide, V100R005C00 

[ j ]  FusionCompute Configuration Management Guide, V100R005C00 

[k] FusionStorage Product Documentat ion, V100R003C02… 

Further discussion of the support ing guidance material  is given in Sect ion 5.3 
“Instal lat ion and Guidance Documentat ion”. 

TOE Configuration 

The fol lowing configuration was used for testing: 

ITEM IDENTIFIER 

HARDWARE N/A 

SOFTWARE All  of the software l isted in “TOE 
Identi f ication” conf igured according to [b] 
and [c] .  

MANUAL The appropriate guidance document in “TOE 
Documentat ion”  

Environmental Configuration 

The TOE is tested in the fol lowing test setups: 

The fol lowing f igure shows general setup for testing VM isolat ion and 
management interface: 

 

 The fol lowing network diagram describes the overal l  setup of the testing 
environment.  Two Virtual Private Cloud (VPC) were created. This test setup 
is mainly to test the virtual network separation. 
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