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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 
THE FIELD OF INFORMATION TECHNOLOGY SECURITY  

SERTIT,  the Norwegian Cert if ication Author ity for IT Sec ur ity,  is  a  member of the 
above Arrangement and as such this conf irms that the Common Criteria cert if icate 
has been issued by or under the authority of a Party to this Arrangement and is the 
Party’s cla im that the cert if icate has been issued in accordance with the terms of  
this Arrangement  

The judgements contained in the cert if icate and Cert if ication Report are those of  
SERTIT which issued it  and the Norwegian evaluation facil ity (EVIT)  which carried 
out the evaluation.  There is  no impl ication of acceptance  by other Members of the 
Agreement Group of l iabil ity in respect of those judgements or  for loss  sustained as 
a result  of  rel iance placed upon those judgements by a third party.  

The Common Criter ia Recognit ion Arrangement logo pr inted on the cert if icate   
indicates that this cert if ication is recognised under the terms of the CCRA  July 2n d  
2014. The recognit ion under CCRA is l imited to cPP related assurance   
packages or EAL 2 and ALC_FLR CC part 3 components.  

 

MUTUAL RECOGNITION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 
EVALUATION CERTIFICATES (SOGIS MRA)  

SERTIT,  the Norwegian Cert if ication Author ity for IT Secur ity,  is  a  member of the 
above Agreement and as such this confirms that the Common Cr iteria cert i f icate 
has been issued by or under the author i ty of  a Party to this Agreement and is the 
Party’s cla im that the cert if icate has been issued in accordance with the terms of  
this Agreement  

The judgements contained in the cert if icate and Cert if ication Report are those of  
SERTIT which issued it  and the No rwegian evaluation facil ity (EVIT)  which carried 
out the evaluation.  There is  no impl ication of acceptance by other Members of the 
Agreement Group of l iabil ity in respect of those judgements or  for loss  sustained as 
a result  of  rel iance placed upon those j udgements by a third party.  

The recognit ion under SOGIS MRA is for components up to EAL 4.  
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2 Abbreviations 
 

BAC  Basic Access control  

CC  Common Criteria  for Information Technology Secur ity Evaluat ion  

  ( ISO/IEC 15408)  

CCRA Arrangement on the Recognit ion of Common Criter ia Cert if icates in the 
Field of Information Technology Security  

CEM  Common Methodology for Information Technology Security  Evaluation  

EAC  Extended Access control  

EAL  Evaluation Assurance Level  

EOR  Evaluation Observation Report  

ETR  Evaluation Technica l Report  

EVIT Evaluation Faci l ity under the Norwegian Cert i f ication Scheme for IT 
Secur ity  

EWP  Evaluation Work Plan  

SERTIT  Norwegian Cert if ication Author ity for IT Security  

ST  Secur ity Target  

TOE  Target of Evaluation  

TSF  TOE Secur ity Functions  

TSP  TOE Secur ity Pol icy  
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4 Executive Summary 

4.1  Introduction 

This Cert if ication Report states the outcome of the Common Criter ia security 
evaluation of CEITEC ePassport Module ,  CTC21001  version v1.0  to the Sponsor,  Ceitec 
S.A. ,  and is intended to assist  prospective consumers when judging the suitabil ity of  
the IT security of the product for their part icular requirements.  

Prospective consumers are advised to read this report in conjunct ion with the 
Secur ity Target [1] which specif ies the functional ,  environmental and assurance 
evaluation requirements.  

4.2  Evaluated Product 

The version of the product evaluated was CEITEC ePassport Module,  CTC21001  and 
version v1.0.  

This product is  a lso described in this report as the Target of Evaluation (TOE) .  The 
developer was Ceitec S .A.  

The TOE is an electronic module for machine readable travel documents (MRTDs) 
based on the requirements of the International Civi l  Aviation Organization,  as 
defined in ICAO Doc 9303 [10] .  The TOE is developed and produced by Ceitec S.A.  and 
delivered to the Passport Manufacturer as micro modules .  

The TOE implements and supports BAC  and EAC.  A Personalization agent needs the 
EAC functionality  for authentication during the personalization for a specif ic e -
passport holder   

Details of  the evaluated configuration,  including the TOE’s supporting guidance 
documentation,  are given in Annex A.  

An overview of the TOE’s secur ity architecture can be found in Annex B.  

4.3  TOE scope 

The TOE scope is described in the Security Target [1] ,  chapter 1 

4.4  Protection Profile Conformance 

The Secur ity Target [1] claimed conformance to the following protect ion prof i le:  

PP-0056 

 

4.5  Assurance Level  

The Secur ity Target [1] specif ied the assurance requirements for the evaluation.  The 
assurance incorporated predef ined evaluation assurance level EAL 4,  augmented by 
ALC_DVS.2 and AVA_VAN.5 and extended by FAU_SAS.1,  FCS_RND.1,  FIA_API .1,  
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FMT_LIM.1,  FMT_LIM.2 and FPT_EMSEC.1 .  Common Criteria Part 3 [4] describes the 
scale of assurance given by predef ined assurance levels EAL1 to EAL7. An overview of 
CC is given in CC Part 1 [2] .  

4.6  Security Policy 

The TOE secur ity pol icies are detailed in  ST[1]  section 3.4 .  

4.7  Security Claims 

The Secur ity Target [1] fully specif ies the TOE’s secur ity objectives,  the threats and 
OSP’s  which these objectives counter or meet and secur ity functional  requirements 
and secur ity functions to elaborate the object ives.  Most of the SFR’s  are taken from 
CC Part 2[3];  use of this standard facil itates comparison with other evaluated 
products.  

The following SFRs are defined in the protect ion prof i le  [17]:  FAU_SAS.1,  FCS_RND.1,  
FIA_API .1,  FMT_LIM.1,  FMT_LIM.2 and FPT_EMSEC.1 .  

4.8  Threats Countered 

All threats that are countered are descr ibed in the Security Target [1] ,  sect ion 3.3  

4.9  Threats Countered by the TOE’s environment  

Threats that are covered by the TOE’s environment are identif ied in the Secur ity 
Target[1] ,  section 4.3  

4.10  Threats and Attacks not Countered  

No threats or attacks are described that are not countered  

4.11  Environmental Assumptions and Dependencies  

The assumptions that apply to this TOE are described in the Secur ity Target [1] ,  
section 3.2 

4.12  IT Security Objectives  

The security object ives  for the TOE that apply to this TOE are described in the 
Secur ity Target [1] ,  section 4.1  

4.13  Non-IT Security Objectives  

The security object ives for the environment that apply to this TOE are described in 
the Secur ity Target [1] ,  section 4.2  
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4.14  Security Functional Requirements  

The security functional  requirements that apply to this TOE are descr ibed in the 
Secur ity Target [1] ,  section 6.1  

Secur ity Functional Requirements  

FAU_SAS.1  Audit storage  

FCS_CKM.1 Cryptographic key generation  

FCS_CKM.4 Cryptographic key destruction  

FCS_COP.1/SHA Cryptographic operation  

FCS_COP.1/SYM 

FCS_COP.1/MAC 

FCS_COP.1/SIG_VER 

FCS_RND.1 Quality metric for random numbers  

FIA_UID.1  Timing of ident if ication  

FIA_UAU.1  Timing of authent ication  

FIA_UAU.4  Single-use authent icat ion mechanisms  

FIA_UAU.5  Multiple authent ication mechanisms  

FIA_UAU.6  Re-authent icating  

FIA_API .1  Authentication Proof of Identity  

  

FDP_ACC.1  Subset access contro l  

FDP_ACF.1  Basic Security attr ibute based access 
control  

FDP_UCT.1  Basic data exchange confident ial ity  

FDP_UIT.1  Data exchange integrity  

FMT_SMF.1  Specif ication of Management Funct ions  

FMT_SMR.1  Secur ity roles  

FMT_LIM.1  Limited capabi l it ies  

FMT_LIM.2  Limited availabil ity  

FMT_MTD.1/INI_ENA Management of  TSF data  

FMT_MTD.1/INI_DIS  

FMT_MTD.1/CVCA_INI  
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FMT_MTD.1/CVCA_UPD 

FMT_MTD.1/DATA 

FMT_MTD.1/KEY_WRITE  

FMT_MTD.1/CAPK  

FMT_MTD.1/KEY_READ 

FMT_MTD.3  Secure TSF data  

FPT_EMSEC.1  TOE Emanation  

FPT_FLS.1  Failure with preservation of secure 
state 

FPT_TST.1  TSF test ing  

FPT_PHP.3  Resistance to physical attack  

 

4.15  Security Function Policy  

The Basic access control pol icy wil l  enforce that only Subjects,  namely the 
Personalization Agent,  Basic Inspection System and Terminal ,  be ing properly 
authenticated can write content of f i les during personal ization or read content  of 
f i les dur ing operat ional use of the TOE , except for the biometric user data   

Biometric user data shall  only be accessible when Subjects are authenticated with 
the Enhanced Access Control authenticat ion.  

4.16  Evaluation Conduct 

The evaluation was carried out  in accordance with the requirements of the 
Norwegian Cert if ication Scheme  for IT Secur ity as described in SERTIT Document 
SD001[5].  The Scheme is managed by the Norwegian Cert if ication Authority for IT 
Secur ity (SERTIT) .  As stated on page 2 of this Cert if ication Report ,  SERTIT is a 
member of the Arrangement on the Recognit ion of Common Cr iteria  Cert if icates in 
the Field of Information Technology Security  (CCRA),  and the evaluation was 
conducted in accordance with the terms of this Arrangement.  

The purpose of the evaluation was to provide assurance about the effectiveness of 
the TOE in meet ing its Secur ity Target [1] ,  which prospective consumers are advised to 
read. To ensure that the Secur ity Target [1] gave an appropr iate baseline for a CC 
evaluation,  it  was f irst  itself evaluated.  The TOE was then evaluated against this 
baseline.  Both parts of  the evaluation were performed in accordance wi th CC Part 
3[4] and the Common Evaluation Methodology (CEM) [6] . Interpretation [7] is used as  
input for the vulnerabi l ity analysis   

SERTIT monitored the evaluation which was carried out by the Br ightsight  
Commercial Evaluation Facil ity ( EVIT) .  The evaluation was completed when the EVIT  
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submitted the f inal  Evaluation Technica l Report (ETR)  [13]to SERTIT on 15 December  
2016. SERTIT then produced this Cert if ication Report .  

4.17  General Points 

The evaluation addressed the security funct ionality c laimed in the Security Target [1] 
with reference to the assumed operating environment specif ied by the Secur ity 
Target[1] .  The evaluated configuration was that specif ied in Annex A. Prospect ive 
consumers are advised to check that this matches their identif ied requirements and 
give due consideration to the recommendations and caveats of t his report .  

Cert if ication does not guarantee that the IT product is f ree from security 
vulnerabil it ies .  This Cert if ication Report and the belonging Cert if icate only reflect 
the view of SERTIT at the t ime of cert if ication.  It  is furthermore the responsibi l i ty of 
users (both exist ing and prospective)  to check whether any secur ity vulnerabil it ies 
have been discovered s ince the date shown in this report .  This Cert if ication Report is 
not an endorsement of the IT product by SERTIT or any other  organization that 
recognizes or gives effect to this Cert if ication Report ,  and no warranty of the IT 
product by SERTIT or any other organizat ion that recognizes or gives effect to this 
Cert if ication Report is either expressed or implied.   
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5 Evaluation Findings 
The evaluators  examined the following assurance classes and components taken from 
CC part 3[4] .   These classes comprise the EAL4 assurance package augmented with 
ACL_DVS.2 and AVA_VAN.5.   

Assurance class  Assurance Components  

Development  ADV_ARC.1   Secur ity architecture descr iption  

ADV_FSP.4  Complete functional specif ication  

ADV_IMP.1  Implementation representation of the 
TSF 

ADV_TDS.3  Basic modular design  

Guidance documents  AGD_OPE.1 Operational user guidance  

AGD_PRE.1  Preparative procedures  

Life-cycle support  ALC_CMC.4  Production support ,  acceptance 
procedures  and automation  

ALC_CMS.4  Problem tracking CM coverage  

ALC_DEL.1  Delivery procedures  

ALC_DVS.2  Sufficiency of security measures  

ALC_LCD.1  Developer defined l ife -cycle model  

ALC_TAT.1  Well-defined l ife-cycle  model  

Secur ity Target 
evaluation  

ASE_CCL.1  Conformance cla ims  

ASE_ECD.1  Extended components defin it ion  

ASE_INT.1  ST introduct ion  

ASE_REQ.2  Derived security requirements  

ASE_SPD.1  Secur ity problem defin it ion  

ASE_OBJ.2  Secur ity objectives  

ASE_TSS.1  TOE summary specif ication  

Tests  ATE_COV.2  Analys is of coverage  

ATE_DPT.1  Test ing: bas ic design  

ATE_FUN.1  Functional test ing  

ATE_IND.2  Independent test ing - sample  

Vulnerabil ity 
assessment  

AVA_VAN.5  Focused vulnerabi l ity analysis  
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All  assurance classes were found to be satisfactory and were awarded an overall  
“pass” verdict .  

5.1  Introduction 

The evaluation addressed the requirements specif ied in the Security Target [1] .  The 
results of this work were reported in the ETR  [13] under the CC Part 3[4] headings.  
The following sections note considerations that are of part icular r e levance to e ither 
consumers or those involved with subsequent assurance maintenance and re -
evaluation of the TOE.  

5.2  Delivery 

On receipt of the TOE, the consumer is recommended to check that the evaluated 
versions of its  constituent components have been supp lied,  and to check that the 
security of the TOE has not been compromised in delivery.  

The delivery procedure is descr ibed in the supporting document [15].  

5.3  Installation and Guidance Documentation  

Installat ion procedures are descr ibed in supporting document [14]  

5.4  Misuse 

There is always a r isk of intentional and unintentional misconfigurations that could  
poss ibly compromise confidential information. Secur ity IC Embedded Software shal l  
fol low the guidance documentation  [14][15] for the TOE in order to ensure that the  
TOE is operated in a secure manner.  

The guidance documents adequa tely describe the mode of operation of the TOE, al l  
assumptions about the intended environment and all  requirements for externa l 
security.  Sufficient guidance is provided for the consumer to effect ively use the TOE’s  
security functions.  

5.5  Vulnerability Analysis 

The Evaluators’  vulnerabil ity analysis was based on both public domain sources and 
the vis ibi l ity of the TOE given by the evaluation process.  

An independent vulnerabil ity analysis was done, consist ing of the following steps:  

x  A design review and a code review were performed focusing on key security 
functionalit ies of the TOE (key functional it ies  are covering the SFRs claimed 
by the ST and Security Mechanisms claimed in ARC) .   The design review on the 
IC and the code review on the software was c learl y separated by us ing secure 
programmer guidel ines created by the IC development team.  The goal of the 
design and code review is to ident ify potentia l vulnerabil it ies that are later 
taken into account dur ing the vulnerabi l ity analysis .  
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x  The vulnerabil ity analysis is then performed using the f indings of the design 
review and the code review .  Dur ing the vulnerabil ity analysis also the secure 
programmer guidel ines were val idated.   The combined vulnerabi l ity analysis  
resulted in a penetration test plan .  Other available information was also taken 
into consideration as input for the vulnerabil ity analysis including Attack 
Methods for Smartcards and Simi lar Devices (controlled distr ibution) and 
internal knowledge on ePassport products .   

 

x  The penetration tests are performed according to the penetration test plan.  

 

x  Upon finalizing the vulnerabil ity analysis the evaluation project was stopped 
for a whi le .  A year later dur ing the restart one penetration test was redone 
and the vulnerabil ity analysis  was revis ited while f inal iz ing the vulnerabil ity 
analysis .   

 

5.6   Developer’s Tests  

The developer tests consist of different parts ,  focused on the different core 
components as described in Annex B.  

Test ing is performed using engineering samples ,  samples implementing a debug 
version and the f ina lized design.   

The tests  were performed on the hardware separately and on the software combined 
with the hardware in the fol lowing test suites.  

 

Hardware tests:  

x  Simulation tests on the design under verif ication  
x  Physical tests on engineering samples in the lab and on the wafer during 

production  
x  Conformance tests on the ISO-14443 interface  

 

Software tests:  

x  Prof i le BAC and ICAO Layer 6 (BAC functionali ty according ICAO standard [11])  
x  Standard Chip Layer 6 ( including M and N) (EAC functionality according to BSI 

standard [12])  
x  Proprietary test suites for (pre)-personalization  
x  Proprietary test suites for Inspect ions 
x  Proprietary test suites for l ifecycle test ing ,  implemented se lf -test 

functionality and sensor test ing.   
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5.7  Evaluators’ Tests  

The evaluator’s responsibi l ity for performing independent test ing is required by the  
ATE_IND class.  

Since developer’s test ing procedures have been found to be extensive and thorough  
the choice was made to perform the evaluator independent test ing by witnessing of 
test ing on the hardware at the developer’s premise s and repet it ion of a port ion of 
the developer ’s test cases,  us ing the developer’s tools ,  at the premises of  the EVIT.  

The evaluator employs a sampling strategy to select developer tests to val idate the 
developer’s test results .  The sampl ing strategy is fo cused especia lly on the 
proprietary test suites as the other test suites  are commercial tools ,  widely accepted 
within the industry :  

x  Proprietary test sui tes for (pre)-personalization  
x  Proprietary test suite for inspect ion  

 

In addit ion to this ,  the evaluator  has def ined addit ional test cases,  prompted by 
study of the developer’s documentation.  Independent test suite developed by the EVIT 
and focused on error behavior and blocking of the TOE .  
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6 Evaluation Outcome 

6.1  Certification Result 

After due consideration of the ETR [13] ,  produced by the Evaluators,  and the conduct 
of the evaluation,  as witnessed by the Cert if ier ,  SERTIT has determined that CEITEC 
ePassport Module,  CTC21001  version v1.0 meets the Common Cr iteria Part 3 
conformant  requirements of Evaluation Assurance Level EAL 4+ augmented with 
ALD_DVS.2 and AVA_VAN.5 for the specif ied Common Criteria Part 2 extended by 
FAU_SAS.1,  FCS_RND.1,  FIA_API .1,  FMT_LIM.1 ,  FMT_LIM.2 and 
FPT_EMSEC.1 .functionality as in the Protect ion Prof i le PP-0056, in the specif ied 
environment  descr ibed in the Security target [1] .  

6.2  Recommendations 

Prospective consumers of CEITEC ePassport Module ,  CTC21001  vers ion v1.0 should 
understand the specif ic scope of the cert if ication by reading this report in 
conjunction with the Security Target [1] .  The TOE should be used in accordance with a 
number of environmental considerations as specif ied in the Security Target .  

The TOE should be used in accordance with the supporting guidance documentation 
included in the evaluated configuration.  

These guidance documents include a number of recommendations re lating to the 
secure receipt ,  insta llat ion,  conf igurat ion and operation of the TOE.  
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE consists of:  

Component  Version Package 

Sil icon Integrated Circuit  COP V1R0 R Micro Module  

IC Software  1.0.0.719 Embedded in the hardware 

CEITECSA 5.410.031 -CTC21001 
User Guidance  

4.0 Document  

CEITECSA 5.410.022 -
Personalization Protocol  

5.0 Document  

CEITECSA 5.420.014 -Micromodule 
CTC21001 MM 

R00 Document  

TOE Documentation 

The supporting guidance documents evaluated were:  

[a]  CEITECSA 5.410.031 -CTC21001 User Guidance ,  version 4.0  

[b]  CEITECSA 5.410.022 -Personal ization Protocol  .  version 5.0  

[c]  CEITECSA 5.420.014 -Micromodule CTC21001 MM , R00 

[Further  discussion of  the supporting guidance material is g iven in Section 5.3 
“Instal lat ion and Guidance Documentation”. ]  

TOE Configuration 

The following conf iguration was used for test ing:  

The TOE Hardware conf iguration has been described in [15] and can be read from the 
IC surface V1R0 
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The TOE Software conf iguration has been described in  [15] and can be read before 
personalisat ion by the Get Data command as descr ibed in [14] .  

The software version has been identif ied conform [14] by:  

COMMAND NAME  COMMAND APDU  APDU RESPONSE  RESULT OF 
VERIFICATION  

READ_SOFTWARE_VERSION  0C CA 01 01 0D 
97 01 0A 8E 08 
21 52 78 CE 8B 
B7 AA E1 00  

37 31 39 90 00  As expected  
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Annex B: TOE’s security architecture  
 

In this ST the physica l TOE comprises the  chip with the MRTD appl ication ,  
encapsulated on a micro module,  which provides the contacts for  an external antenna  
(see[1]) .  The TOE is intended to be embedded in an in lay with an antenna as part of a 
booklet .  Together they represent a complete MRTD (e -passport) .   

 

 

From a logical  perspect ive the TOE provides the fol lowing:  

•  identi f ication and authenticat ion;  

•  access control for personalization;  

•  protect ion of integr ity of personal data;  

•  protect ion of conf ident ial ity of personal data;  

•  protect ion against abuse of functional ity;  

•  protect ion against information leakage;  

•  protect ion against physical tampering; and  

•  protect ion against malfunctions.  

 

A Personal ization Agent is granted access to the p ersonalization function of the TOE 
after a successful  BAC and EAC authent ication (where EAC comprise both the Chip 
Authentication and Terminal Authentication) .  The personalization is performed within 
a secure session that is establ ished dur ing the authentication.   

Figure 1:  Physical scope of the TOE 
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At the operat ional stage,  the Inspection System must authenticate himself us ing a 
BAC mechanism with keys der ived from the MRZ i nformation in order to read the 
biographical data of the MRTD Holder and TSF data.   

The optional biometric data can only be read after the Inspection System successfully 
performs a Chip Authentication and a Terminal Authentication procedure ( i .e .  EAC) .  

Integrity of the personal data is protected via  control of the TOE l ife -cycle stage.  The 
l ife-cycle management checks the result  of  the Personalization Agent authentication 
and decides whether the TOE can be switched to the personal ization state,  kept in 
the pre-personal ized state (await ing a new agent authentication attempt) or be 
permanently disabled ( if  a potent ial ly unsecure condit ion has been detected) .  

The TOE wil l  only transit ion to the “Operational Use” phase if  the personal ization is 
complete.  Any interrupted personal ization (e .g.  due to power loss)  wil l  be discarded 
and the personal ization process wil l  have to be executed from scratch on the next 
attempt.  Changes and addit ions to data on a personalized TOE are prevented.  

Conf ident ial ity of personal da ta is  protected by a secure communication mechanism 
between the TOE and external systems and via access control to regulate access to 
the assets stored on the TOE.  

A secure communication session is established between the TOE and the 
Personalization or the  Inspect ion System once the BAC and EAC procedures are 
successfully executed.  The secure communication uses data encrypt ion and message 
authentication according to [10] in order to protect the MRTD Holder’s data from 
eavesdropping and unauthorized access.  I f  the communication sess ion is f in ished or 
interrupted,  the session keys are destroyed and the TOE requires that the 
Personalization or Inspection System be re -authenticated by the BAC and EAC in 
order to resume the message exchange.  

Assets stored in the TOE are protected by measures that enforce their conf ident ial ity 
and/or  integrity.  The TOE private key for Chip Authenticat ion and the code memory 
are not accessible externally after the “Manufacturing” phase of the TOE. Also,  
integr ity of  TSF data objects  is checked before their use,  e .g.  by redundancy checks.  

Correct software execution is enforced by the use of logica l constructs and 
techniques designed to detect perturbations in the program f low .  

The integrated circuit  of the TOE provides a number of har dware security features 
aimed at protecting the stored information against leakage or disc losure.  

 


