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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN THE 
FIELD OF INFORMATION TECHNOLOGY SECURITY  (CCRA)  

SERTIT,  the Norwegian  Cert i f icat ion Author i t y for  IT Secur i t y,  is  a  member of  the above  
Arrangement  and as such th is  conf i rms that  the Com mon Cr i te r ia  cer t i f icate has been issued 
by o r  under the  author i ty o f  a  Par ty  to  th is  Ar rangement  and  is  the  Party ’s  c la im that  the 
cert i f icate has been issued in  accordance wi th  the terms of  th is  Arrangement  

The judgements  conta ined in  the cer t i f icate and  Cert i f ica t ion Report  a re those of  SERTIT 
which issued i t  and the evaluat ion fac i l i t y (EVIT)  which carr ied out  the evaluat ion.  There is 
no impl icat ion of  acceptance by other  Members of  the Agreement  Group of  l iab i l i t y in  respect  
o f  those judgements  or  for  loss susta ined as a resul t  o f  re l iance p laced upon those 
judgements  by a  th i rd  par ty.  

The Common Cr i ter ia  Recogni t ion Arrangement  logo pr in ted on th is  Cer t i f icat ion Report  and 
the Cer t i f icate ind icates that  th is  cer t i f icat ion is  recognised under the terms of  the CCRA July  
2 2014.  Mutual  Recogni t ion under the CC RA is  l imi ted  to  EAL 2  augmented wi th  ALC_FLR CC 
part  3  components .  
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2 Abbreviations 
CC Common Criteria for Information Technology Security 

Evaluat ion (ISO/IEC 15408) 

CCRA Arrangement on the Recognit ion of  Common Criter ia 
Cert if icates in the Field of  Information Technology Security  

CEM Common Methodology for Information Technology Security 
Evaluat ion 

EAL Evaluat ion Assurance Level  

ETR Evaluat ion Technical Report  

EVIT Evaluat ion Facil i ty under the Norwegian Cert if icat ion 
Scheme for IT Security  

ISO/IEC 15408 Information technology –-  Security techniques –- Evaluat ion 
criteria for IT security  

OSP Organizational Secur ity Pol icy  

SERTIT Norwegian Cert if icat ion Authority for IT Security  

ST Secur ity Target  

TOE Target of  Evaluation 

TSF TOE Security Funct ions  

TSFI TOE Security Funct ions Interface  

TSP TOE Security Pol icy 
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4 Executive Summary 

4.1 Introduction 
This Cert if icat ion Report states the outcome of  the Common Criteria secur ity 
evaluat ion of  Rubr ik Converged Data Management  3.1.11 to the developer, 
Rubr ik, Inc.  and is intended to assist prospective consumers when judging 
the suitabil i ty of  the IT security of  the product for their part icular 
requirements.  

Prospective consumers are advised to read this report in conjunction with the 
Secur ity Target  [6][7]  which specif ies the functional,  environmental and 
assurance evaluation components.  

4.2 Evaluated Product 
The version of  the product evaluated was Rubr ik Converged Data 
Management version 3.1.11. 

This product is  also descr ibed in this report as the Target of  Evaluat ion 
(TOE). The developer was Rubrik, Inc.   

Details of  the evaluated conf igurat ion, including the TOE’s support ing 
guidance documentation, are given in Annex A.  

4.3 TOE scope    
Rubr ik Converged Data Management  version 3.1.11 

4.4 Protection Profile Conformance 
The Secur ity Target  [6][7] did not c laim conformance to any Protect ion 
Prof i le.  

4.5 Assurance Level  
The Secur ity Target  [6][7] specif ied the assurance components for the 
evaluat ion. Predef ined evaluation assurance level EAL 2 augmented with 
ALC_FLR.1 was used. Common Criteria Part 3  [4] descr ibes the scale of  
assurance given by predef ined assurance levels EAL1 to EAL7. An overview 
of  CC is given in CC Part 1  [1].  

4.6 Security Policy 

4.7 Security Claims 
The Secur ity Target  [6][7] fully specif ies the TOE’s secur ity object ives, the 
threats and OSP’s  which these object ives meet and security functional 
components and security functions to elaborate the object ives.  Most of  the 
SFR’s are taken from CC Part 2  [3];  use of  this standard faci l i tates 
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comparison with other evaluated products.  The FAU_GEN_EXT.1 extended 
component is def ined. See ST [6][7]. 

4.8 Threats Countered by the TOE and the TOE environment  
Threats to the TOE and TOE environment are descr ibed in the ST [6][7]  
chapter 3.1.3 

4.9 Threats and Attacks not Countered 
No threats or attacks that are not countered are described.  

4.10 Environmental Assumptions and Dependencies 
Environmental assumtions and dependencied are described in the ST [6][7]  
chapter 3.3 

4.11 Security Objectives for the TOE 
The security object ives for the TOE are described in the ST [6][7] chapter 4.1 

4.12 Operational Environment Security Objectives 
The operational environment secur ity ob ject ives for the TOE are descr ibed in 
the ST [6][7] chapter 4.2 

4.13 Security Functional Components 
Security functional components 

FAU_GEN_EXT.1 Audit data generation 
FAU_GEN.2 User identity association 
FAU_STG.1 Protected audit trail storage 
FCS_CKM.1 Cryptographic key generation 
FCS_CKM.4 Cryptographic key destruction 
FCS_COP.1 Cryptographic Operation 
FIA_ATD.1 User attribute definition 
FIA_UAU.1 Timing of authentication 
FIA_UID.1 Timing of identification 
FMT_MTD.1 Management of TSF data 
FMT_SMF.1 Specification of Management Functions 
FMT_SMR.2 Restrictions on security roles 
FPT_STM.1 Reliable time stamps 

 

The full descr ipt ion of  the SFRs can be found in the Secur ity Target [6] [7], 
sect ion 6.1.  
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4.14 Evaluation Conduct 
The evaluation was carr ied out in accordance with the requirements of  the 
Norwegian Cert if icat ion Scheme for IT Security as descr ibed in SERTIT 
Document SD001E [5].  The Scheme is managed by the Norwegian 
Cert if icat ion Author ity for IT Security (SERTIT). As stated on page 2 of  this 
Cert if icat ion Report,  SERTIT is a member of  the Arrangement on the 
Recognit ion of  Common Criter ia Cert if icates in the Field of  Information 
Technology Secur ity (CCRA). The evaluat ion was conducted in accordance 
with the terms of  the Arrangement.   

The purpose of  the evaluation was to provide assurance  about the 
effect iveness of  the TOE in meeting its Security Target [6][7],  which 
prospect ive consumers are advised to read. To ensure that the Secur ity 
Target [6][7]  gave an appropriate basel ine for a CC evaluat ion, it  was f irst 
itself  evaluated. The TOE was then evaluated against this basel ine. Both 
parts of  the evaluation were performed in accordance w ith CC Part 3 [4] and 
the Common Evaluat ion Methodology (CEM)  [5].  

SERTIT monitored the evaluat ion which was carr ied out by Advanced Data 
Secur ity (EVIT). The evaluation was completed when the EVIT submitted the 
f inal Evaluation Technical Report (ETR)  [8] to SERTIT on the 30.10.2017. 
SERTIT then produced this Cert if icat ion Report.  

4.15 General Points 
The evaluation addressed the secur ity functionality c laimed in the Security 
Target [6][7] with reference to the assumed operating environment specif ied 
by the Security Target  [6][7].  The evaluated conf igurat ion was that specif ied 
in Annex A. Prospect ive consumers are advised to check that this matches 
their ident if ied requirements and give due considerat ion to the 
recommendat ions and caveats of  this report.  

Cert if icat ion does not guarantee that the IT product is f ree f rom security 
vulnerabi l i t ies. This Cert if icat ion Report and the belonging Cert if icate only 
ref lect the view of  SERTIT at the t ime of  cert if icat ion. I t  is furthermore the 
responsibi l i ty of  users (both exist ing and prospect ive) to check whether any 
secur ity vulnerabi l i t ies have been discovered since the date shown in this 
report.  This Cert if icat ion Report is not an endorsement of  the IT product by 
SERTIT or any other organizat ion that recognizes or gives ef fect to this 
Cert if icat ion Report,  and no warranty of  the IT product by SERTIT or  any 
other organization that recognizes or gives effect to this Cert if icat ion Report 
is either expressed or impl ied.  
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5 Evaluation Findings 
The evaluators examined the following  assurance classes and components 
taken from CC Part 3 [4].  These classes comprise the EAL 2 assurance 
package augmented with ALC_FLR.1 

Assurance Class  Assurance Components  

ADV: Development  ADV_ARC.1 Security architecture descript ion  

ADV_FSP.2 Secur ity-enforcing functional 
specif icat ion 

ADV_TDS.1 Basic design  

AGD: Guidance 
documents 

AGD_OPE.1 Operational user guidance  

AGD_PRE.1 Preparative procedures  

ALC: Life-cycle 
support  

ALC_CMC.2 Use of  a CM system 

ALC_CMS.2 Parts of  the TOE CM coverage 

ALC_DEL.1 Del ivery procedures  

ALC_FLR.1 Basic Flaw Remediat ion 

ASE: Secur ity Target 
evaluat ion 

ASE_CCL.1 Conformance claims  

ASE_ECD.1 Extended components def init ion  

ASE_INT.1 ST introduction  

ASE_OBJ.2 Secur ity object ives  

ASE_REQ.2 Der ived security requirements  

ASE_SPD.1 Secur ity problem def init ion  

ASE_TSS.1 TOE summary specif icat ion  

ATE: Tests ATE_COV.1 Evidence of  coverage  

ATE_FUN.1 Funct ional test ing  

ATE_IND.2 Independent test ing - sample 

AVA: Vulnerabi l i ty 
assessment AVA_VAN.2 Vulnerabi l i ty analysis  

 

5.1 Introduction 
The evaluation addressed the requirements specif ied in the Secur ity 
Target[6][7]. The results of  this work were reported in the ETR  [8] under the 
CC Part 3 [4] headings. The following sections note considerat ions that are 
of  part icular relevance to  either consumers or those involved with 
subsequent assurance maintenance and re -evaluat ion of  the TOE. 
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5.2 Delivery       
On receipt of  the TOE, the consumer is recommended to check that the 
evaluated version has been suppl ied, and to check that the security of  the 
TOE has not been compromised in delivery.  

5.3 Installation and Guidance Documentation  
The preparat ive procedures and instal lat ion of  the TOE should be done as 
descr ibed in the Instal lat ion Guidance  [9]  

This incudes  

�  Ensure that the TOE has at least 3 nodes to ensure init ia l c luster 
functionality;  

�  Bootstrap the cluster, following the user guide instruct ions.  This 
init ial izes the cluster into fully secure operational mode;  

�  Conf igure local or AD user account/authorizat ion sett ings  for secure 
access 

5.4 Misuse 
Administrators should follow the Installat ion Guidance for the TOE in order to 
ensure that the TOE is installed and conf igured in a secure manner.  

The TOE should be used as descr ibed in the Operational User Guide.  

See Annex A for references to guidance documentat ion.  

5.5 Vulnerabil ity Analysis 
The Evaluators’ vulnerabil i ty analysis was successful ly completed as  they 
examined sources of  information publ ic ly available to ident ify poten t ial 
vulnerabi l i t ies in the TOE and conducted a search of  ST, guidance 
documentation, functional specif icat ion, TOE design and security 
architecture descript ion evidence to ident ify possible potent ial  
vulnerabi l i t ies in the TOE.  
 
Specif ically, for each binary that is present  in the TOE the evaluators  have 
performed a vulnerabi l i ty search using publ ic ly avai lable vulnerabil i ty 
database.  
 
The evaluators devised and conducted  penetrat ion tests based on the 
independent search for potent ial vulnerabil i t ies .  
 
The evaluators overal l conclusion af ter complet ing the penetrat ion tests  is 
that the TOE is resistant to attackers possessing Basic attack potential,  
per requirements of  EAL2 
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5.6 Developer’s Tests  
The evaluators have examined the test coverage evidence and determined 
that the correspondence between the tests identif ied in the test 
documentation and the TSFIs descr ibed in the functional specif icat ion is 
accurate 

They have examined the test plan and determined that  it  describes the 
scenar ios for performing each test,  including any ordering dependencies on 
results of  other tests. The test plan provides information about the test 
conf igurat ion being used: both on the conf igurat ion of  the TOE and on any 
test equipment being used, as wel l as information about how to execute the 
tests. This information is detailed enough to ensure that the test 
conf igurat ion is reproducible .  

The evaluators report that the tests satisfy the requirements of  EAL2. In 
part icular, extent to wh ich the test documentation is required to cover the 
TSF is dependent upon the coverage assurance component, which is 
ATE_COV.1.  

5.7 Evaluators’ Tests  
The evaluators have employed a combination of  a random sampling method 
and a method based on the intent to cover the TSFI, Security Funct ions, and 
subsystems to the maximum extent possible. They took into considerat ion the 
potent ial secur ity impact of  the tests, as well as the number of  subsystems 
that contr ibute to successful complet ion of  the tests . 

The evaluators have produced the test documentation for the test subset that 
is suf f iciently detai led to enable the tests to be reproducible. The 
independent test report provides this information, including the approach that 
was used, the interfaces that  were used to test and observe responses, and 
the init ial condit ions.  

The evaluators have conducted the tests and recorded the test results. The 
independent test report describes the results. All results were of  passing 
grade. 
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6 Evaluation Outcome 

6.1 Certification Result  
Af ter due considerat ion of  the ETR[8], produced by the Evaluators, and the 
conduct of  the evaluation, as witnessed by the Cert if ier,  SERTIT has 
determined that Rubrik Converged Data Management  3.1.11 meets the 
Common Criteria Part 3 [4] conformant components of  Evaluat ion Assurance 
Level EAL 2 augmented with ALC_FLR.1  for the specif ied Common Criter ia 
Part 2 [3] extended functional ity in the specif ied environment, when running 
on platforms specif ied in Annex A.  

6.2 Recommendations 
Prospective consumers of  Rubrik Converged Data Management  3.1.11 should 
understand the specif ic scope of  the cert i f icat ion by reading this report in 
conjunct ion with the Secur ity Target [6][7].  The TOE should be used in 
accordance with a number of  environmental considerat ions as specif ie d in 
the Security Target [6] [7].  

Only the evaluated TOE conf igurat ion should be installed. This is specif ied in 
Annex A. 

The TOE should be used in accordance with the support ing guidance 
documentation included in the evaluated conf igurat ion.  
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Annex A: Evaluated Configuration 

TOE Identification 
The TOE is ident if ied as:  

Name: Rubrik Converged Data Management  

Version: 3.1.11 

TOE Documentation 
The support ing guidance documents evaluated were:  

[a] Rubrik Converged Data Management Security Target, 
Version: 1.2 

[b] Rubrik Converged Data Management Security Target, 
Version 1.3 (Public Version) 

[c]  Rubrik Guidance Documentation, v. 1.2 

[d] Rubrik User Guide, Version 3.1 
[e] Rubrik CLI Reference Guide, Version 3.1 

[f ] Rubrik REST API, Version 1.0 

Further discussion of  the support ing guidance mater ial is given in Section 5.3 
Instal lat ion and Guidance Documentation . 

TOE Configuration 
The following conf igurat ion was used for test ing:  
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Figure 1: Single Converged, Scale -out Fabric  

 

 
 

Figure 2: Rubrik Technology Stack  

 

 


