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Conventions and Terminology

Through this document, operations performed in Common Criteria requirements are highlighted like this.

Acronyms and Abbreviations

Acronym Meaning

Agent Deep Security Agent

Appliance Deep Security Virtual Appliance

cC Common Criteria for Information Technology Security Evaluation
CCs Canadian Common Criteria Scheme
CEM Common Methodology for Information Technology Security Evaluation
EAL Evaluation Assurance Level

1T Information Technology

Manager Deep Security Manager

PP Protection Profile

SAR Security Assurance Requirements
SFP Security Function Policy

SFR Security Functional Requirements
SOF Strength of Function

ST Security Target

TBD To Be Determined

TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Function

TSFI TOE Security Function Interface
TSP TOE Security Policy

VMware ESX vSphere ™ ESXi from VMware Inc.
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Document Organization

Section 1 provides the introductory material and identification information for the Security Target and a TOE
overview and description

Section 2 provides a conformance claims for the ST

Section 3 provides a discussion of the expected environment for the TOE. This section also defines the set of
threats that are to be addressed by either the technical countermeasures implemented in the TOE hardware or
software or through the environmental controls.

Section 4 defines the security objectives for both the TOE and the TOE environment.

Section 5 contains definitions for extended SFRs.

Section 6 contains the functional and assurance requirements derived from the Common Criteria Parts 2 and 3,
respectively, that must be satisfied by the TOE. This section also provides the rationale for the security objectives,
requirements, and the TOE summary specifications as to their consistency, completeness, and suitability.
Section 7 describes the details specific to the TOE implementation of the security measures described in this
document.

All rights reserved.

www.trendmicro.com

-6 -



J
=
-0
om

© Copyright 2011 Trend Micro Inc.

»Z
S w)

1 Introduction

This section identifies the Security Target (ST) and Target of Evaluation (TOE) identification, ST conventions, ST
conformance claims, and the ST organization. This ST describes a set of security requirements and specifications to
be used as the basis for evaluation of an identified Information Technology (IT) product.

The subject of this evaluation described in this ST is the Trend Micro Deep Security 7.5, developed by Trend Micro,
Inc. throughout this document; it will also be referred to as Deep Security 7.5 or the Target of Evaluation (TOE).
Deep Security 7.5 enables its users to create and enforce comprehensive IT security policies that proactively
protect sensitive data, applications, hosts or network segments.

1.1 ST Reference

Title: Trend Micro Deep Security 7.5 Security Target (EAL4+)
ST Version: Draft
TOE Identification:  Trend Micro Deep Security 7.5 SP2.

Components:

L] Deep Security Manager version 7.5.6323

L] Deep Security Agent version 7.5.0.5535 (for Windows), 7.5.0.5533 (for AIX),
7.5.0.5531 (other platforms)

=  Deep Security Virtual Appliance version 7.5.0.5534

L] Deep Security Filter Driver version 7.5.0.5435

PP Identification: U.S. Government Protection Profile Intrusion Detection System System for Basic Robustness,
Version 1.7, July 25, 2007

Author: Marion Chase

Vetting Status: Official Release

1.2 TOE Overview

The subject of this evaluation described in this ST is the Trend Micro Deep Security 7.5 SP2, which is a product
release from the Deep Security 7 product family. Throughout this document it will also be referred to as Deep
Security 7.5 or the Target of Evaluation (TOE).

Trend Micro Deep Security is a software intrusion detection and prevention software system that protects
customers’ IT system servers and applications. This solution can identify suspicious activity and behavior, and take
proactive or preventive measures to ensure the security of the machines on which it is deployed. Several protection
features are combined in centrally managed software agents, adding a comprehensive suite of protection
functionality to the intrusion detection and prevention system.

Deep Security provides the ability to protect itself and associated data from unauthorized access or modification
and provides an audit trail to ensure accountability for authorized actions.

The Deep Security Agent component can be deployed on physical servers or virtual machines, while the Deep
Security Virtual Appliance can be deployed on VMware ESXi cloud computing hosts, providing protection
services to virtual machines in that environment without requiring the presence of an in-guest Agent. The
Appliance protects short lived and reverted virtual machines, as well as virtual machines and other appliances
whose operating systems are not directly accessible, even those machines being managed by other administrators.
Virtual machines running in this environment can also be protected by the Deep Security Agent in a coordinated
approach.

All rights reserved.

www.trendmicro.
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Trend Micro Deep Security provides the following protection modules:
e Anti-Malware
e  Stateful firewall
e Deep packet inspection enabling:
e Intrusion detection and prevention (IDS/IPS)
e Web application protection
e Application control
File and system integrity monitoring
e Log inspection

Anti-Malware

Deep Security Anti-Malware for Virtual Machines employs agent-less scanning technology for detecting malicious
files on Virtual Machines in a VMware ESX environment. File writes and reads are remotely scanned by the
appliance for malware. The Anti-Malware module is only available on the Appliance for VMwareESX in this version
of Deep Security.

Stateful Firewall

The Deep Security Firewall module is enterprise-grade, bi-directional, and stateful. It is used to limit
communication by source and destination port, IP, MAC addresses, and is protocol-aware. By limiting traffic, the
attack surface of systems is reduced, and the risk of unauthorized access to the system is also reduced. The
stateful firewall is available in both the Agent and Appliance for VMware ESX.

Deep Packet Inspection

The high-performance deep packet inspection engine intelligently examines the content of network traffic entering
and leaving hosts. The traffic is inspected for protocol deviations, content that signals an attack, or policy
violations.

Deep Packet Inspection protects operating systems, commercial off-the-shelf applications, and custom web
applications against attacks such as SQL injection and cross-site scripting. Detailed events provide valuable
information, including the source of the attack, the time, and what the potential intruder was attempting to exploit.
The Deep Packet Inspection module is available in both the Agent and Appliance for VMware ESX.

Integrity Monitoring

Integrity Monitoring is the ability to monitor critical operating system and application elements (files, directories,
registry keys and values, etc.) for changes such as content, ownership, permissions and generate alerts to provide
visibility into the changes that have occurred. This capability is provided by the Agent.

Log Inspection & Collection

Log Inspection & Collection provides the ability to collect and analyze operating system and application logs for
important security events. Log Monitoring enables administrators’ visibility into suspicious activity occurring in their
environment and is a critical component to any forensic or auditing activities. This capability is provided by the
Agent.

1.3 TOE Description

Deep Security 7.5 is comprised of a browser-based management console called the Deep Security Manager and
small traffic filtering engines called Deep Security Agents available for various operating systems. In VMware ESX
environments Anti-Malware, Firewall and DPI capabilities can be provided in an agent-less mode with the Deep
Security Virtual Appliance. The Virtual Appliance uses VMware's VMsafe-NET API and is supported on VMware
vSphere 4.

The Deep Security Manager is deployed simply by downloading and installing the application on the designated
management computer.

Deep Security Agents are deployed by downloading the software packages and installing on the physical or virtual
machines to be protected, then using the Manager to activate them.

The Deep Security Manager contains functionality which assists the administrator to prepare and deploy the Deep
Security Virtual Appliance - the VMWare ESX Server must first be prepared for Appliance deployment by installing
the Deep Security ESX Filter Driver, before the Appliance can be installed and activated.

The deployed Agents/Appliances implement Security Profiles defined by an Administrator using the Deep Security
Manager.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
All rights reserved. -8-



J
=
-0
om

»Z
S w)

Security Profiles are made up of sets of rules selectively applied to network traffic based on a variety of conditions
such as application type, interface type, protocol, and direction of traffic flow.

The system can be configured to send alert notifications when particular rules are triggered or when other system
events occur. An administrator uses the Deep Security Manager to define and distribute Security Profiles to the
Agents/Appliances over the network.

The Deep Security Manager can also be configured to automatically retrieve Deep Security Rule Updates and Anti-
Malware components over the internet from Trend Micro Active Update and distribute them to some or all the
Agents/Appliances across your network.

For additional security, the administrator can manage the methods and timing of the communications between the
Deep Security Manager and individual Agents/Appliances.

1.3.1 Deep Security Manager

Deep Security Manager

Deep Security Manager is a powerful, centralized web-based management system that allows Administrators to
create and manage comprehensive security policies and track threats and preventive actions taken in response to
them. All of this can be done in real-time, from the desktop.

Security Profiles

Security Profiles are policy templates that specify the security rules to be configured and enforced automatically for
one or more Computers. These compact, manageable rule sets make it simple to provide comprehensive security
without the need to manage thousands of rules. Default Security Profiles provide the necessary rules for a wide
range of common Computer configurations, ensuring rapid deployment.

Dashboard
e The customizable, web-based UI (User Interface) makes it easy to quickly navigate and drill down to
specific information. It provides:
e Extensive system, event and Computer reporting, with drill-down capabilities

e  Graphs of key metrics with trends, with drill-down
e Detailed event logs, with drill-down
e Ability to save multiple personalized dashboard layouts

Built-in Security

Role-based access allows multiple Users, each with different sets of access and editing rights, to edit and monitor
different aspects of the system and receive information appropriate to them. Digital signatures are used to
authenticate system components and verify the integrity of rules. Session encryption protects the confidentiality of
information exchanged between components.

1.3.2 Deep Security Agent and Deep Security Virtual Appliance

The Deep Security Agent ("the Agent") is a high performance, small footprint, software component that sits directly
on a Computer, and defends it by monitoring incoming and outgoing network traffic for protocol deviations or
contents that might signal an attack. When necessary, the Agent intervenes and neutralizes the threat by either
blocking or correcting traffic.

The Deep Security Virtual Appliance (DSVA) performs the same functions as the Agent, but is specifically designed
for VMware vSphere (ESX/ESXi 4.1) environments and protects Virtual Machines (VMs) on the same ESX Server,
each with its own individual security policy.

Anti-Malware Configurations
Anti-malware configurations specify:
e The applicable real-time policies that apply during different periods of the day/week
e  The policy for full scheduled or manual scans
e  Exclusions of file types and directories
¢ Real-time behaviour (scanning reads and/or writes) and applicable actions

Stateful Firewall Rules
Some of the primary features and capabilities of the Deep Security Firewall include:

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
All rights reserved. -9-
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Virtual machine isolation: Allows VM’s to be isolated virtual environments, providing virtual
segmentation without the need to modify virtual switch configurations or network architecture
Fine-grained filtering: Firewall rules filter traffic bas on source and destination IP address, port, MAC
address, etc. Different rules can be applied to different network interfaces. For end-user systems, the
firewall is location aware, and is able to limit interface use such that only a single interface can be
used at one time.

Reconnaissance detection: Detect reconnaissance activities such as port scans.

Flexible control: The stateful firewall is flexible, allowing complete bypass of inspection, when
appropriate, in a controlled manner.

Deep Packet Inspection Rules
Intrusion Detection and Prevention rules fall into several categories:

Vulnerability rules shield a known vulnerability — for example, those disclosed on Microsoft Tuesday -
from any number of exploits and exploit variants. Trend Micro Deep Security includes protection for
over 100 applications and operating system, including database, web, email, and FTP servers running
on Windows, Solaris, or Linux. Rules that shield newly discovered vulnerabilities are automatically
delivered, often within hours, and can be pushed-out to thousands of servers and end-user systems
within minutes, without the need for disruptive system restarts.

Smart rules provide broad protection, and low-level insight, for servers and end-user systems. For
operating systems and applications, the rules limit variations of elements of traffic, limiting the ability
of attackers to investigate possible attack vectors since many attacks are based on exceeding
expected characteristics. For servers and end-user systems, smart rules also provide tremendous
insight into application activity and unexpected traffic (HTTP on an unexpected port, use of a web
browser on a server, etc).

Application Control rules provide increased visibility into, or control over, the applications that are
accessing the network. These rules are also used to identify malicious software accessing the
network.

Integrity Monitoring Rules
Integrity Monitoring includes:

Extensive file property checking whereby files and directories are monitored for changes to contents
or attributes (ownership, permissions, size, etc). Addition, modification, or deletion of Windows
registry keys and values, access control lists, or web site files are further examples of what can be
monitored.

Auditable reporting is generated within Deep Security Manager, along with alert generations, and
automated report creation and delivery.

Security Profiles allow Integrity Monitoring rules to be configured for groups of systems, or individual
systems. For example, all Windows 2003 servers use the same operating system rules which are
configured in a single Security Profile which is used by several servers. However, each server has
unique requirements which are addressed at the individual Host configuration level.

Flexible, practical monitoring optimizes monitoring activities. The intuitive rule creation and
modification interface includes the ability to include or exclude files using wildcards filenames, control
over inspection of sub-directories, and other features.

Log Inspection Rules

Log Inspection rules optimize the identification of important security events buried in multiple log entries. These
events can be sent to a security information and event management (SIEM) system, or centralized logging server
for correlation, reporting, and archiving. All events are also securely collected centrally at Deep Security Manager.
Log Inspection enables:

Suspicious behaviour detection.

Collecting events across heterogeneous environments containing different operating systems and
diverse applications

Insight and knowledge of important events such as error and informational events (disk full, service
start/shutdown, etc), including administrator activity (administrator login/logout, account lockout,
policy change, etc).

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
All rights reserved.
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Figure 1-1 Deep Security 7.5 Overview
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The TOE includes only Deep Security Manager components, represented by Trend Micro icons. In Figure

1-1, these components are: the Deep Security Manager (Manager) installed on a server in the Manager Cluster, the
Deep Security Agent (Agent) installed on physical servers or on virtual machines (VMs), and Deep Security Virtual
Appliance (Virtual Appliance) installed in a VMware ESX server environment.

Trend Micro Active Update supplies the source of new pattern files. The connection to an LDAP or Active Directory
(LDAP/AV) server is optional for administration and computer discovery.

Figure 1-1 demonstrates the relationship of the components in the TOE to the supporting components required for
the operation of Deep Security.

The components represented by green and blue boxes are part of the VMware vSphere line of products. vCenter is
the central management console for vSphere and provides the connection point for Deep Security Manager to
discover and manage Virtual Machines, Virtual Appliances and the components installed in the ESX environment.
vShield Manager is a required component for agent-less Anti-Malware protection of Virtual Machines. Deep Security
Manager connects to vShield Manager to initialize Anti-Malware protection. ESX/ESXi is the hypervisor component
in the vSphere line of products and is used to host Virtual Machines and Virtual Appliances.

Figure 1-2 below looks closer at the elements of the TOE and defines the boundary.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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1.4 Required Non TOE hardware/software/firmware

To install the Deep Security Manager requires a computer with a Microsoft Windows Server 2003 or Server 2008
operating System.

The Deep Security Manager also requires the use of a Database. The Deep Security Manager supports the use of
either an Oracle or SQL database for storing configuration and audit data. The Database is outside the TOE
boundary.

To install the Deep Security Agent requires a physical or virtual machine with a Windows, Solaris, Linux, AIX or HP-
UX operating system.

The Deep Security Virtual Appliance and Filter Driver can only be installed in a VMWare ESX environment. The
requirements are:
e Operating System: VMware vCenter 4.1.0 and ESX/ESXi 4.1.0
e Additional VMware Utilities: VMware Tools, VMware vShield Manager, VMware vShield Endpoint Security
1.0 (including VMware Endpoint Thin Agents for each virtual machine.)

VMware vShield Endpoint Security (EPSEC) provides the Thin Agent used to interact with the Deep Security Virtual
Appliance when providing agent-less anti-malware protection for each virtual machine.

This is the thin client VMware uses to “interact” with the security appliances provided by their partners, and
contains the driver for virtual machines to offload file events.

The TOE also requires an IT infrastructure that includes

e Deep Security Manager access to Trend Micro Active Update via the internet

e Connection between the Deep Security Manager and Agent/Appliance components via network or internet
See Section 1.5.4 for more details of the TOE environment configuration.

Full details of the supported operating systems and system requirements are available in the Deep Security 7.5
Installation Guide.

1.5 TOE Boundary
1.5.1 Physical Boundary

The TOE physical boundary encompasses only the software components of both the Deep Security Manager and the
Deep Security Agents/Appliances. The Deep Security 7.5 Installation Guide gives details of the software
components contained in the TOE and how to deploy them.

The Deep Security 7.5 User’s Guide gives details of how to configure the TOE and its interfaces after installation.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
All rights reserved. -12 -
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Figure 1-2 TOE physical boundary
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1.5.2 Logical Boundary

The logical TOE boundary is defined by the security functions performed by the TOE and include the following:
e  SF.AUDIT (Audit)
e SF.RBAC (Role Based Access Control)
e SF.I&A (Identification and Authentication)
e SF.SECCOM (secure intra-TOE communication)
e  SF.IDPS (Intrusion detection and prevention)

e SF.AV (Anti-Virus)

These descriptions are outlined below and expanded upon in the Statement of TOE IT Security Functions found in
section 7.1 of this document.

SF.AUDIT

Deep Security 7.5 maintains information regarding the administration and management of its security functions as
part of the audit records. SF.AUDIT is responsible for the generation, storage and reviewing of these audit records.

SF.RBAC

Deep Security 7.5 restricts Authorised TOE administrators’ access to the system using role based access control. All
TOE administrators are assigned roles at creation. Authorised TOE administrators can only access the TOE through
the administrative interface. They have full access to the functions permitted by their roles.

SF.I&A

The identification and authentication mechanism used by Deep security 7.5 is based on user ID and password. For
each user being created, the creator is required to assign them with a user id, an initial password and a role.

SF.SECCOM

All communications between the Deep Security Agents/Appliances and the Deep Security Manager are protected
from disclosure or modification. This is achieved by deploying symmetric encryption algorithms for protection of the
communication channel.

SF.IDPS

The TOE provides intrusion detection and prevention functions. The intrusion detection and protection functionality
includes Firewall and DPI capabilities. The TOE also provides Integrity Monitoring and Log Inspection functionality
for detection of changes on the protected computers. System data is collected and analyzed by Deep Security
Agents/Appliances and is passed to the Deep Security Manager for review and storage.

SF.AV

The TOE provides anti-virus functions. Data is collected and analyzed by Deep Security Virtual Appliances and is
passed to the Deep Security Manager for review and storage.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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1.5.3 Excluded Functionality

The following features of the TOE are excluded in the Common Criteria Evaluated Configuration of the TOE:

e Command Line Interface to Deep Security Agent (for installation only)

e Graphical User Interface to the Deep Security Agent (for trouble-shooting only)

e Application Programming Interface to the Deep Security Manager (disabled by default)

e Command Line Interface to Deep Security Manager (for installation and trouble-shooting only)

e Console Access to Deep Security Virtual Appliance (for installation and trouble-shooting only)

1.5.4 TOE Environment Configuration

The TOE environment contains the following elements:

Deep Security Manager
e Memory: 2 GB
e Disk Space: Minimum 1.5 GB (5 GB recommended)
e Deep Security Manager running on the following Operating System:
o  Windows Server 2008 R2 (64 bit)
e Database: Oracle 10g or 11g Express Edition

Deep Security Agent
e Memory: 128 MB
e Disk Space: 100 MB (200 MB recommended, primarily for logging)
e Agents running on the following Operating Systems:
o Windows Server 2008 R2
o  Windows Server 2008 R2 running in a VMware ESX4 Virtual Machine
o Solaris 10
o Linux Red Hat Enterprise Edition 5
o  Linux SUSE 11
o AIX6.1
o HP-UX 11i

Deep Security Virtual Appliance
e Memory: 1024 MB
e Disk Space: 20GB
e  DSVA running on the following Operating System:
o VMware ESX 4.1

Deep Security Virtual Appliance Filter Driver
e Memory: Not Applicable
e Disk Space: Not Applicable
e Installed in ESX/ESXi Hypervisor

All rights reserved.
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2 Conformance Claims

2.1 CC Conformance Claim
2.1.1 CC Version: 3.1.3

General Status: Ready for release

Keywords: Commercial-off-the-shelf (COTS), intrusion detection, intrusion detection system (IDS),
intrusion prevention, intrusion prevention system (IPS), log inspection, integrity monitoring,
anti-virus(AV), sensor, scanner, analyzer.

2.1.2 CC Conformance

The Trend Micro Deep Security 7.5 is conformant to Common Criteria for Information Technology Security
Evaluation Part 2: Security functional requirements (Version 3.1.3, July 2009) extended.

The Trend Micro Deep Security 7.5 is conformant to Common Criteria for Information Technology Security
Evaluation Part 3: Security assurance requirements (Version 3.1.3, July 2009).

The Deep Security 7.5 is being evaluated to Evaluation Assurance Level 4 augmented with ALC_FLR.1 (EAL4+)

under the Canadian Common Criteria Scheme (CCS) using the Common Methodology for Information Technology
Security Evaluation, Evaluation methodology, Version 3.1.3, July 2009.

2.2 PP Claim

The ST claims conformance to U.S. Government Protection Profile Intrusion Detection System System for
Basic Robustness Environments, Version 1.7, July 25, 2007.

The Precedent Decision specifically associated with this PP is PD-0097 Compliance with IDS System PP Export
Requirements.

The Security Functional Requirements conforming to this PP are described in Section 6.
The ST augments the conformance to the U.S. Government Protection Profile Intrusion Detection System System

for Basic Robustness Environments with additional SARs in order to increase the level of assurance from EAL2 to
EAL4+.

2.3 Conformance Rationale
2.3.1 PP Conformance Rationale

Deep Security is an information technology (IT) intrusion detection and prevention system operating on a computer
network. It monitors computers (both real-time and statically) in the IT system that are protected by a Deep
Security Agent (DSA) or Deep Security Virtual Appliance (DSVA) for activity that may inappropriately affect the IT
System’s assets.

Sensors and scanners in the DSAs and DSVAs collect information regarding IT System activity and vulnerabilities,
and forward the collected information to analysers that report the collected information and perform the required

protective actions. The Deep Security Manager (DSM) collects the information and controls the functionality of the
analysers.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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Deep Security also provides the ability to protect itself and its associated data from unauthorized access or
modification and ensures accountability for authorized actions by providing an audit trail.

Deep Security provides a level of protection which is appropriate for IT environments that require detection of
malicious and inadvertent attempts to gain inappropriate access to IT resources, where the System can be
appropriately protected from hostile attacks. Deep Security is suitable for use in both commercial and government
environments.

As such, Deep Security is a suitable solution to the generic security problem described in the Intrusion Detection
System System Protection Profile specified in Section 2.2. The threats, organizational security policies, and
assumptions contained in this ST are consistent with those in the PP. The security objectives contained in this ST
are consistent with those in the PP, except for:
e The AUDIT_SORT objective, which is provided by the TOE rather than by the environment as part of the
FAU_SAR.3 requirement.
e The additional security objective of O.VIRUS described in this ST is related to the anti-virus functionality
provided in the Extended Security Functional Components described in section 5.2.

All security functions and assurances in the PP (together with changes resulting from precedent decisions or
guidance instructions) are part of this ST and are addressed by Deep Security, except for:
. FPT_STM.1 Reliable timestamps are treated in this as an IT Environment SFR, which the author believes is
consistent with the intention of the PP based on its stated security objectives (see section 6.1.4)

The additional Extended Security Functional Components defined in section 5.2 are complementary to the IDS
System PP, and describe additional security functionality provided by the Deep Security Virtual Appliance (DSVA)
component of the TOE to detect and act upon viruses discovered. The security functionality specified in the PP is
not affected by these additional components, and since the DSVA is completely integrated into the Deep Security
system, all the functional components from the PP are also consistent with the system functionality provided by
this component.

2.3.2 Assurance Requirements Rationale

EAL4+ was chosen to provide a maximum level of assurance that is consistent with good commercial practices. The
chosen assurance level is appropriate with the threats defined for the environment. While the System may monitor
a hostile environment, it is expected to be in a non-hostile position and embedded in or protected by other
products designed to address threats that correspond with the intended environment. At EAL4+, the System will
have incurred a search for obvious flaws to support its introduction into the non-hostile environment, and
reasonable assurance is provided to ensure the secure operation of the system.

The SARs are described in Section 6.2.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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3 Security Problem Definition

The TOE security environment consists of the threats to security, organizational security policies, and security
assumptions as they relate to the TOE. All these are described in detail in this section.

3.1 Threats to Security

The following are threats identified for the TOE and the IT System the TOE monitors. The TOE itself has threats and
the TOE is also responsible for addressing threats to the environment in which it resides. The assumed level of
expertise of the attacker for all the threats is unsophisticated.

3.1.1 TOE Threats

T.COMINT An unauthorized user may attempt to compromise the integrity of the data collected and
produced by the TOE by bypassing a security mechanism.

T.COMDIS An unauthorized user may attempt to disclose the data collected and produced by the
TOE by bypassing a security mechanism.

T.LOSSOF An unauthorized user may attempt to remove or destroy data collected and produced by
the TOE.

T.NOHALT An unauthorized user may attempt to compromise the continuity of the System'’s
collection and analysis functions by halting execution of the TOE.

T.PRIVIL An unauthorized user may gain access to the TOE and exploit system privileges to gain
access to TOE security functions and data

T.IMPCON An unauthorized user may inappropriately change the configuration of the TOE causing
potential intrusions to go undetected.

T.INFLUX An unauthorized user may cause malfunction of the TOE by creating an influx of data
that the TOE cannot handle.

T.FACCNT Unauthorized attempts to access TOE data or security functions may go undetected.

3.1.2 IT System Threats

The following identifies threats to the IT System that may be indicative of vulnerabilities in or misuse of IT

resources.

T.SCNCFG Improper security configuration settings may exist in the IT System the TOE monitors.

T.SCNMLC Users could execute malicious code on an IT System that the TOE monitors which causes
modification of the IT System protected data or undermines the IT System security
functions.

T.SCNVUL Vulnerabilities may exist in the IT System the TOE monitors.

T.FALACT The TOE may fail to react to identified or suspected vulnerabilities or inappropriate
activity.

T.FALREC The TOE may fail to recognize vulnerabilities or inappropriate activity based on IDS data
received from each data source.

T.FALASC The TOE may fail to identify vulnerabilities or inappropriate activity based on association
of IDS data received from all data sources.

T.MISUSE Unauthorized accesses and activity indicative of misuse may occur on an IT System the
TOE monitors.

T.INADVE Inadvertent activity and access may occur on an IT System the TOE monitors.

T.MISACT Malicious activity, such as introductions of Trojan horses and viruses, may occur on an
IT System the TOE monitors.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com

All rights reserved. -18 -



)
==
-
om
2 2
] w)

3.2 Organizational Security Policies

An organizational security policy is a set of rules, practices, and procedures imposed by an organization to address
its security needs. This section identifies the organizational security policies applicable to the ST.

P.DETECT Static configuration information that might be indicative of the potential for a future
intrusion or the occurrence of a past intrusion of an IT System or events that are
indicative of inappropriate activity that may have resulted from misuse, access, or
malicious activity of IT System assets must be collected.

P.ANALYZ Analytical processes and information to derive conclusions about intrusions (past,
present, or future) must be applied to IDS data and appropriate response actions taken.

P.MANAGE The TOE shall only be managed by authorized users.

P.ACCESS All data collected and produced by the TOE shall only be used for authorized purposes.

P.ACCACT Users of the TOE shall be accountable for their actions within the IDS.

P.INTGTY Data collected and produced by the TOE shall be protected from modification.

P. PROTCT The TOE shall be protected from unauthorized accesses and disruptions of TOE data and
functions.

3.3 Security Assumptions

This section contains assumptions regarding the security environment and the intended usage of the TOE.

3.3.1 Intended Usage Assumptions

A.ACCESS The TOE has access to all the IT System data it needs to perform its functions.

A.DYNMIC The TOE will be managed in a manner that allows it to appropriately address changes in
the IT System the TOE monitors.

A.ASCOPE The TOE is appropriately scalable to the IT System the TOE monitors.

3.3.2 Physical Assumptions

A.PROTCT The TOE hardware and software critical to security policy enforcement will be protected
from unauthorized physical modification.
A.LOCATE The processing resources of the TOE will be located within controlled access facilities,

which will prevent unauthorized physical access.
Note: The assumptions A.LOCATE refer specifically to physical access to the Deep Security Manager component of

the TOE. For IT System computers being protected by the TOE, it is assumed that they are physically protected in
a manner appropriate to the security risk and defined usage of each computer.

3.3.3 Personnel Assumptions

A.MANAGE There will be one or more competent individuals assigned to manage the
TOE and the security of the information it contains.

A.NOEVIL The authorized administrators are not careless, wilfully negligent, or hostile, and will
follow and abide by the instructions provided by the TOE documentation.

A.NOTRST The TOE can only be accessed by authorized users.

Note: Users with Administrator rights on the Computers being protected by the TOE are not considered to be
managers of the TOE. However, as authorized administrators of the IT system computers being monitored, they
are considered to be covered by the Personnel Assumptions A.NOEVIL and A.NOTRST.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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4 Security Objectives

This section identifies the security objectives of the TOE and its supporting environment. The security objectives
identify the responsibilities of the TOE and its environment in meeting the security needs.

4.1 1T Security Objectives for the TOE

The following are the TOE security objectives:

O.PROTCT The TOE must protect itself from unauthorized modifications and access to its functions
and data.
0O.IDSCAN The Scanner must collect and store static configuration information that might be

indicative of the potential for a future intrusion or the occurrence of a past intrusion of
an IT System.

O.IDSENS The Sensor must collect and store information about all events that are indicative of
inappropriate activity that may have resulted from misuse, access, or malicious activity
of IT System assets and the IDS.

O.IDANLZ The Analyzer must accept data from IDS Sensors or IDS Scanners and then apply
analytical processes and information to derive conclusions about intrusions (past,
present, or future).

0O.RESPON The TOE must respond appropriately to analytical conclusions.

O.EADMIN The TOE must include a set of functions that allow effective management of its functions
and data.

O.ACCESS The TOE must allow authorized users to access only appropriate TOE functions and data.

O.IDAUTH The TOE must be able to identify and authenticate users prior to allowing access to TOE
functions and data.

0.0FLOWS The TOE must appropriately handle potential audit and System data storage overflows.

0.AUDITS The TOE must record audit records for data accesses and use of the System functions.

O.INTEGR The TOE must ensure the integrity of all audit and System data.

O.EXPORT When any IDS component makes its data available to another IDS component, the TOE
will ensure the confidentiality of the System data.

0.VIRUS The TOE will detect and take action against known viruses introduced to the protected
computer via network traffic or removable media.

O.AUDIT_SORT The TOE Environment will provide the capability to sort the audit information

4.2 Security Objectives for the Environment

OE.AUDIT_PROTECTION The IT Environment will provide the capability to protect audit

information.

OE.TIME The IT Environment will provide reliable timestamps to the TOE.

OE.INSTAL Those responsible for the TOE must ensure that the TOE is delivered, installed,
managed, and operated in a manner which is consistent with IT security.

OE.PHYCAL Those responsible for the TOE must ensure that those parts of the TOE critical to
security policy are protected from any physical attack.

OE.CREDEN Those responsible for the TOE must ensure that all access credentials are protected by
the users in a manner which is consistent with IT security.

OE.PERSON Personnel working as authorized administrators shall be carefully selected and trained
for proper operation of the System.

OE.INTROP The TOE is interoperable with the IT System it monitors.
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5 Extended Components Definition

5.1 Extended Security Functional Components in the PP

Deep Security 7.5 claims conformance to the IDS System PP as detailed in section 2.2 of this ST.

This section lists extended IDS security functionality provided by Deep Security that is already part of the IDS
System PP.

The functionality in this extended class addresses the requirements provided by the Deep Security system to
detect, analyse and react to possible intrusions on computers protected by Deep Security Agents or Deep Security
Virtual Appliances.

Table 5-1 PP Extended Security Functional Requirements
Security Functional
Requirement

Name

Extended Security Functional Requirements from the PP

IDS_SDC.1 System Data Collection (EXT)

IDS_ANL.1 Analyser Analysis (EXT)

IDS_RCT.1 Analyser react (EXT)

IDS_RDR.1 Restricted data review (EXT)

IDS_STG.1 Guarantee of System Data Availability (EXT)
IDS_STG.2 Prevention of System data loss (EXT)

Full definitions of these requirements can be found in section 5.6 of the IDS System PP.

5.2 Additional Extended Security Functional Components

This section defines extended security functionality provided by Deep Security that is not part of the IDS System
PP.

All of the Extended SFR claims in this section are based on the Anti-Virus (Extended Requirements) class (FAV)
from the U.S. Government Protection Profile Anti-Virus Applications for Workstations in Basic
Robustness Environments. Version 1.2, July 25, 2007.

The functionality in this extended class addresses the requirements provided by the Deep Security Virtual Appliance
component of the TOE to detect and act upon viruses discovered.

Table 5-2 TOE Extended Security Functional Requirements
Security Functional
Requirement

Name

Extended Security Functional Requirements for the TOE

FAV_ACT_(EXT).1 Anti Virus actions

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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Security Functional

Requirement Name
FAV_ALR_(EXT).1 Anti-Virus Alerts
FAV_SCN_(EXT).1 Anti-Virus Scanning

5.2.1 Anti-Virus component requirements (FAV)

Anti-Virus Actions (FAV_ACT.1, EXT)

FAV_ACT_(EXT).1.1 Upon detection of a file-based virus, the TSF shall perform the actions specified by the
authorized administrator. Actions are administratively configurable on a per-Appliance basis and consist of:
a) Clean the virus from the file,
b) Quarantine the file,
c) Delete the file
d) [selection: [assighment: list of other actions], no other actions].

Anti-Virus Alerts (FAV_ALR.1, EXT)

FAV_ALR_(EXT).1.1 The System shall be able to collect an audit event from a computer indicating detection of a
virus. The event shall identify the computer originating the audit event, the virus that was detected and the action
taken by the TOE.

FAV_ALR_(EXT).1.2 The System shall send an alarm to [assignment: alarm destination] and take [assignment:
appropriate actions] when a virus is detected.

Anti-Virus Scanning (FAV_SCN.1, EXT)

FAV_SCN_(EXT).1.1 The TSF shall perform real-time, scheduled, and on-demand scans for file-based viruses
based upon known signatures.

FAV_SCN_(EXT).1.2 The TSF shall perform scheduled scans at the time and frequency configured by the
authorized administrator.

5.3 Extended Security Requirements Rationale
5.3.1 Extended Security Objectives Rationale

The Extended Security Objectives to collect and analyse IDS system data O.IDSCAN, O.IDSENS, and O.IDANLZ are
included with the Security Objectives described in Section 6.3.

The Extended Security Objective O.VIRUS is included with the Security Objectives described in Section 6.3.

5.3.2 Extended Security Functional Requirements Rationale

The family of IDS requirements was created to specifically address the data collected and analyzed by an IDS, and
is taken from the IDS System PP. It addresses the functionality provided by the Deep Security system to detect,
analyse and react to possible intrusions on computers protected by Deep Security Agents or Deep Security Virtual
Appliances, and provide for requirements about collecting, reviewing and managing the data. These requirements
have no dependencies since the stated requirements embody all the necessary security functions.
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This extended class of FAV requirements is based on the Anti-Virus Protection Profile detailed above, but modified
to specifically address Deep Security’s anti-virus functionality provided by the Deep Security Virtual Appliance to
protect the ESX virtual environment. The purpose of this class of requirements is to address the unique nature of
anti-virus protection for the Virtual Appliance.

Since the Anti-Virus functionality is completely integrated with the Deep Security IDS system for Data Collection
and Alerts, there is some overlap of FAV functionality with the IDS_SDC.1 and IDS_RCT.1 described in Section 6.
Anti-Virus event data is also protected by the IDS_STG functions described in Section 6. The rationale for the
Extended SFRs is described in Section 6.3.3.

5.3.3 Extended Security Functions Rationale

The rationale for the IDS Extended Security Functions SF.IDPS is described in section 6.3.6.

Although the IDS requirements in the PP do contain measures to address the threat of malicious activity in the
form of viruses (T.MISACT) entering the System via network traffic, the additional explicitly stated requirements
for Anti-Virus derived from the Anti-Virus PP in order to address the threat of file-based viruses that may enter the
system by other means, such as removable media.

The Extended Security Functions Rationale for SF.AV is included in the TOE Security Functions Rationale described
in Section 6.3.6
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6 Security Requirements

6.1 Security Functional Requirements

Table 6-1 TOE Security Functional Requirements

Security Functional

Requirement

Name

Security Functional Requirements for the TOE

FAU_GEN.1 Audit data generation

FAU_SAR.1 Audit review

FAU_SAR.2 Restricted audit review

FAU_SAR.3 Selectable audit review

FAU_SEL.1 Selective audit

FAU_STG.2 Guarantees of audit data availability
FAU_STG.4 Prevention of audit data loss
FIA_UAU.1 Timing of authentication

FIA_ATD.1 User attribute definition

FIA_UID.1 Timing of identification

FMT_MOF.1 Management of security functions behaviour
FMT_MTD.1 Management of TSF data

FMT_SMR.1 Security roles

FPT_ITT.1 Basic internal TSF data transfer protection
FCS_COP.1 Cryptographic Operation

FPT_STM.1 Reliable time stamps

IDS_SDC.1 System Data Collection

IDS_ANL.1 Analyzer analysis

IDS_RCT.1 Analyzer react

IDS_RDR.1 Restricted Data Review

IDS_STG.1 Guarantee of System Data Availability
IDS_STG.2 Prevention of System data loss
FAV_ACT_(EXT).1 Anti Virus actions

FAV_ALR_(EXT).1 Anti-Virus Alerts
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Security Functional Name

Requirement

FAV_SCN_(EXT).1 Anti-Virus Scanning

6.1.1 Security audit (FAU)

Audit data generation (FAU_GEN.1)

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the basic level of audit; and

c) Access to the System and access to the TOE and System data.™V-G&E\-1-t

| Application Note: The auditable events in b) above are described in table 6-2. The System Data in c) above |s I
1 defined as TSF configuration data as well as events collected by the IDS system and the Anti-Virus system. I

Table 6-2 Auditable Events

Component Audited Events Details
FAU_GEN.1 Start-up and shutdown of audit functions
FAU_GEN.1 Access to System
FAU_GEN.1 Access to the TOE and System data Object IDs, Requested
access
FAU_SAR.1 Reading of information from the audit records
FAU_SAR.2 Unsuccessful attempts to read information from
the audit records
FAU_SEL.1 All modifications to the audit configuration that
occur while the audit collection functions are
operating
FIA_UAU.1 All use of the authentication mechanism User identity, location
FIA_UID.1 All use of the user identification mechanism User identity, location
FMT_MOF.1 All modifications in the behaviour of the functions
of the TSF
FMT_MTD.1 All modifications to the values of TSF data
FMT_SMR.1 Modifications to the group of users that are part User identity
of a role

: Application Note: The IDS_SDC and IDS_ANL requirements in this ST address the recording of results from IDS |
; scanning, sensing, and analysing tasks (i.e. System data). The FAV_ALR requirement in this ST addresses the |

_________________________________________ A
The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity, and the outcome (success or failure) of the
event; and
b) For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, the additional information specified in the Details column of Table 6-2 Auditable
EVentS. FAU_GEN.1.2
© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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Audit review (FAU_SAR.1)
The TSF shall provide authorized administrators with the capability to read audit information which they have been
granted access to from the audit records,MUV-SAR-1-1
The TSF shall provide the audit records in a manner suitable for the user to interpret the information,fAU-SAR-1.2
1 Application Note: Administrators with the default configuration roles named “Full Access” and “Auditor” are |
1 granted access to all TOE audit records. I
Restricted audit review (FAU_SAR.2)
The TSF shall prohibit all users read access to the audit records, except those users that have been granted explicit
read-access. FAV-SAR-2.1
Selectable audit review (FAU_SAR.3)
The TSF shall provide the ability to perform sorting of audit data based on date and time, subject identity, type of
event, and success or failure of related event,™-SAR-3-1
Selective audit (FAU_SEL.1)
The TSF shall be able to include or exclude auditable events from the set of audited events based on the following
attributes:
a) event type;
b) no other attributes.FY-SE-1-1
Guarantees of audit data availability (FAU_STG.2)
The TSF shall protect the stored audit records from unauthorised deletion.™V-ST¢-2:1
The TSF shall be able to detect modifications to the audit records.™V-576-22
The TSF shall ensure that_the previously recorded audit records will be maintained when the following conditions
occur: failure and attack.™Y-576-23
| Application Note: The audit records are stored in a database and are protected in part by the hosting T I
| énvironment. See section 6.3. gy
Prevention of audit data loss (FAU_STG.4)
The TSF shall prevent auditable events, except those taken by the authorised user with special rights and send an
alarm if the audit trail is full.FAV-STG41
|= = = T W m s = = e s s = s s s s s = = = = = = = = = === ="
i Application Note: Auditable events in general shall be prevented by the TOE upon detection of a full audit trail. For i
i unpreventable events, the TOE shall record them by saving the events in temporary storage until space is made i
, available and the events can be written to the database. r
© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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6.1.2 Identification and authentication (FIA)

User attribute definition (FIA_ATD.1)

The TSF shall maintain the following list of security attributes belonging to individual users:
a) User identity;
b) Authentication data;
¢) Authorisations; and
d) no other attributes.

FIA_ATD.1.1

Timing of authentication (FIA_UAU.1)

The TSF shall allow no action on behalf of the user to be performed before the user is authenticated. A-YAY-21
The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on
behalf of that user.MA-UAv-22

Timing of identification (FIA_UID.1)

The TSF shall allow no action behalf of the user to be performed before the user is identified. fA-VIP-11
The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on
behalf of that user. FA-VID-1.2

6.1.3 Security management (FMT)

Management of security functions behaviour (FMT_MOF.1)

The TSF shall restrict the ability to modify the behaviour of the functions of System data collection, analysis and
reaction to authorised System administrators.™™-MoF-1.1

Management of TSF data (FMT_MTD.1a)

The TSF shall restrict the ability to query and add System and audit data, and shall restrict the ability to guery and
modify all other TOE data to the Full Access role. ™MT-MTD-1.1

| Application Note: The TOE allows additional roles to be defined (by authorized administrators with suff|<:|ent I
| privileges) that grant the ability to query and modify a sub-set of System data. I

| Application Note: “Audit data” refers to auditable events generated in the FAU GEN requirement of this ST. |
1 “System data” refers to TSF configuration data and to events collected by the IDS_SDC, IDS_ANL and FAV_ALR
| requirements. I
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Management of TSF data (FMT_MTD.1b)

The TSF shall restrict the ability to guery audit data and all other TOE data to the Full Access role and Auditor role.
FMT_MTD.1.1

I Application Note: By default, the “Full Access” and “Auditor” roles have read-only access to all of the audit 1
I records. The default configuration “Auditor” role has the ability to query audit data and other TOE data but not to 1
1 modify it as in FMT_MTD.1a. The TOE allows other roles to be defined (by authorized administrators with 1
1 sufficient privileges) that grant the ability to query a sub-set of System data. 1

Security roles (FMT_SMR.1)

The TSF shall maintain the roles authorised administrator, authorised System administrator, Full Access and
Auditor roles,™™-SMR-1-1
The TSF shall be able to associate users with roles.

FMT_SMR.1.2

Application Note: The TOE only allows management functions to be performed through Deep Security Manager-I
during its operation, hence the “authorised administrator ”, “‘authorised System administrator” roles listed in this
SFR are equivalent with regard to the TOE, and in the default configuration this role is named “Full Access” by the

TOE. 1

I Application Note: Following NIAP precedent decision 0097, the requirements FPT_ITA.1, FPT_ITC.1, and I
| FPT ITI.1 have been replaced with FPT ITT.1 as they were ‘incorrectly included [in the PP]’. The author intended |
I these requirements to protect communications between the components in an IDS system. I

Basic internal TSF data transfer protection (FPT_ITT.1)

The TSF shall protect TSF data from disclosure and modification when it is transmitted between separate parts of
the TOE.FPTJ‘I'I'.I.I

Reliable time stamps (FPT_STM.1)

The TSF shall be able to provide reliable time stamps for the TOE to use.F"™-S™11

! Application Note: FPT STM.I is included in the IDS System PP; however, this contradicts OE.TIME: “The IT-I

Environment will provide reliable timestamps to the TOE”, which is also part of the IDS System PP. This ST wzll
! treat FPT_STM.1 as an IT Environment SFR.

1 Application Note: FCS_CKM functions are not listed as dependencies, following the guidance of CCS Instruction |
1 Number 4, version 1.10. 1
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Cryptographic operation (FCS_COP.1)

The TSF shall perform [the cryptographic operations listed in the Cryptographic Operations column of Table 6-3] in
accordance with a specified cryptographic algorithm [the cryptographic algorithms listed in the Cryptographic
Algorithm column of Table 6-3] and cryptographic key sizes [the cryptographic key sizes listed in the Key Sizes

(bits) column of Table 6-3] that meet the following: [the list of standards in the Standards column of Table 6-3].

FCS_COP.1.1

Table 6-3 Cryptographic Operations

Cryptographic Cryptographic Key Size Standard Certificate Deep
Operations Algorithm (bits) # Security
Symmetric Encryption AES-256 256 FIPS 197 1754 DSM
and Decryption 1667 DSA
1753 DSVA
Message Digest SHA-1, SHA-256 N/A FIPS 180-3 1541 DSM
1460 DSA
1540 DSVA
Key management, RSA 1024, 2048 FIPS 186-3 873 DSM
authentication, digital 828 DSA
signature 872 DSVA

6.1.6 IDS component requirements (IDS)

System Data Collection (IDS_SDC.1, EXT)

The System shall be able to collect the following information from the targeted IT System resource(s):

a) Start-up and shutdown, network traffic, detected malicious code, detected known vulnerabilities, and

b)no other events. (EXT) 1PS-SPc-11

At a minimum, the System shall collect and record the following information:

a) Date and time of the event, type of event, subject identity, and the outcome (success or failure) of the

event; and

b) The additional information specified in the Details column of Table 6-4 IDS Events. (EXT) 1PS-SPc.1:2

Table 6-4 IDS Events

Component Event Details
IDS_SDC.1 Start-up, shutdown and host None
system reboot
IDS_SDC.1 Network traffic Protocol, source address, destination
address
IDS_SDC.1 Start-up and shutdown of audit None
functions
IDS_SDC.1 Detected malicious code Location, identification of code
IDS_SDC.1 Detected known vulnerabilities Identification of the known vulnerability

1 Application Note: Note that while the IDS_SDC.1 requirement in the PP indicates additional information content, |
I that content is dependent upon the data that is collected. The specific data collected depends on the TOE |
1 configuration and the data collection functionality available on specific Operating Systems or platforms.

© Copyright 2011 Trend Micro Inc.
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Analyser analysis (IDS_ANL.1, EXT)

The System shall perform the following analysis function(s) on all IDS data received:
a) statistical, signature, integrity; and
b) no other analytical functions. (EXT) PS-ANL-1.1

The System shall record within each analytical result at least the following information:
a) Date and time of the result, type of result, identification of data source; and
b) action taken, Data destination. (EXT) 1PS-ANL-1-2

Analyser react (IDS_RCT.1, EXT)

The System shall send an alarm to the authorized administrator and record the attempt as system data record and
(if configured to do so) terminate the attempt when an intrusion is detected. (EXT) !PS-RCT-1-1

Restricted Data Review (IDS_RDR.1, EXT)

The System shall provide users assigned the Full Access and auditor roles with the capability to read all data from
the System data. (EXT) 'PS-RPR-11

The System shall provide the System data in a manner suitable for the user to interpret the information, IPS-RPR-1.2
(EXT)

The System shall prohibit all users read access to the System data, except those users that have been granted
explicit read-access. (EXT) PS-RPR.1.3

1 Application Note: Users with the default configuration “Full Access” or “Auditor” roles have the capability to read I
; all System Data and Audit Data. The TOE allows other roles to be defined (by authorized administrators with |
1 sufficient privileges) that restrict the review to a sub-set of the System data. !

Guarantee of System Data Availability (IDS_STG.1, EXT)

The System shall protect the stored System data from unauthorised deletion. (EXT) PS-STG-1:1

The System shall protect the stored System data from modification. (EXT) PS-5T6-1-2

The System shall ensure that the most recent System data will be maintained when the following conditions occur:
System data storage exhaustion. (EXT) IPS-STG-1.3

Application Note: Once collected by the Deep Security Manager, IDS System Data is stored securely in the
database, which is protected in part by the hosting IT environment. Action in the event of storage exhaustion is the
same as for Audit Events in FAU_STG.2 and FAU_STG.4. See section 6.3.

being protected by Deep Security Agents / Appliances. This data is protected in part by the hosting IT environment,
and can only be deleted by an authorised user with administrative privileges on the host computer. If the temporary
storage on the host computer becomes exhausted before the System Data can be collected by the Deep Security
Manager, then the oldest events in the temporary storage will be overridden by newer events.

1 1
1 1
1 1
1 1
| Before collection by the Deep Security Manager, IDS System Data is stored temporarily on the host computers
1 1
1 1
1 1
1 I

Prevention of System data loss (IDS_STG.2, EXT)

The System shall ignore System data and send an alarm if the storage capacity has been reached. (EXT) PS-ST6-21

Application Note: Once collected by the Deep Security Manager, IDS System Data is stored securely in the I
database, and is protected in the same way as for FAU_STG.4.An alarm is sent if the storage capacity has been
reached. !

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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; Collection of System Data from the Agents/Appliances will be paused until database storage capacity is made | I
| available.

I Application Note: The FAV functionality is only available on computers that are protected by the Deep Security 1
I Virtual Appliance (DSVA) component.

Anti-Virus Actions (FAV_ACT.1, EXT)

Upon detection of a file-based virus, the TSF shall perform the actions specified by the authorized administrator.
Actions are administratively configurable on a per-DSVA basis and consist of:

a) Clean the virus from the file,

b) Quarantine the file,

c) Delete the file

d) [no other actions]. PAV-ACT-(EXD-1.1

Anti-Virus Alerts (FAV_ALR.1, EXT)

The System shall be able to collect an audit event from a computer indicating detection of a virus. The event shall

identify the computer originating the audit event, the virus that was detected and the action taken by the TOE.
FAV_ALR_(EXT).1.1

The System shall send an alarm to the authorized administrator and record the attempt as system data record
FAV_ALR_(EXT).1.2

Table 6-5 FAV Events

Component Details

FAV_ACT_(EXT).1  Action taken in response to detection of a virus Virus detected, action
taken, file or process
identifier

Application Note: The anti-virus event data collection and administrator alarms are handled by the same | I

mechanisms as the IDS system provided by the IDS_SDC, IDS_RCT and IDS_RDR requirements.

Anti-Virus Scanning (FAV_SCN.1, EXT)

The System shall perform real-time, scheduled, and on-demand scans for file-based viruses based upon known
signatures. FAV_SCN_(EXT).1.1

The System shall perform scheduled scans at the time and frequency configured by the authorized administrator.
FAV_SCN_(EXT).1.2

All rights reserved.

www.trendmicro.com

-31 -



3
==
-4
om
o Z
Slw)

6.2 Security Assurance Requirements

This product claims CC Version 3.1.3 Part 3 conformant and claims Evaluation Assurance Level 4 augmented with
ALC_FLR.1 (EAL4+) including all relevant International Common Criteria interpretations from the Interpreted CEM
as of July 2009. The security assurance requirements are listed in Table 6-6.

Table 6-6 Security Assurance Requirements

Assurance component ID Assurance component name
ADV_ARC.1 Architectural Design
ADV_FSP.4 Complete Functional specification
ADV_IMP.1 Implementation representation
ADV_TDS.3 Modular design
AGD_OPE.1 Operational User Guidance
AGD_PRE.1 Preparative Procedures
ALC_CMC.4 Production support, acceptance procedures and

automation
ALC_CMS.4 Problem tracking CM coverage
ALC_DEL.1 Delivery Procedures
ALC_DVS.1 Identification of security measures
ALC_LCD.1 Developer defined life-cycle model
ALC_TAT.1 Well defined development tools
ALC_FLR.1 Basic Flaw Remediation
ATE_COV.2 Analysis of coverage
ATE_DPT.1 Testing: basic design
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing — sample
AVA_VAN.3 Focused vulnerability analysis
© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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6.3 Security Requirements Rationale

This section provides the rationale for the selection of the IT security functions, requirements, objectives,
assumptions, and threats. In particular, it shows that the IT security requirements are suitable to meet the security
objectives, which in turn are shown to be suitable to cover all aspects of the TOE security environment. This is
achieved using a set of cross-referencing tables; each covering two adjacent sets of requirements.

This section also provides the rationale for choosing the IT Assurance Requirements and Measures.

6.3.1 Rationale for IT Security Objectives

This section provides a rationale for the existence of each assumption, threat, and policy statement that compose
the ST. Table 6-7 Security Environment vs. Objectives demonstrates the mapping between the assumptions,
threats, and polices to the security objectives is complete. The following discussion provides detailed evidence of
coverage for each assumption, threat, and policy.

Table 6-7 Security Environment vs. Objectives

Objectives TOE Environment
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S TOE Environment

T.INFLUX

T.FACCNT

T.SCNCFG

T.SCNMLC

T.SCNVUL

T.FALACT

T.FALREC

T.FALASC

T.MISUSE

T.INADVE

T.MISACT

P.DETECT

P.ANALYZ

P.MANAGE

P.ACCESS

OSPs

P.ACCACT

P.INTGTY

P.PROTCT

A.ACCESS

A.DYNMIC

A.ASCOPE

A.PROTCT

A.LOCATE

A.MANAGE

A.NOEVIL

A.NOTRST
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The TOE has access to all the IT System data it needs to perform its functions.

The OE.INTROP objective ensures the TOE has the needed access.

The TOE will be managed in a manner that allows it to appropriately address changes in the IT
System the TOE monitors.

The OE.INTROP objective ensures the TOE has the proper access to the IT System. The
OE.PERSON objective ensures that the TOE will be managed appropriately.

The TOE is appropriately scalable to the IT System the TOE monitors.

The OE.INTROP objective ensures the TOE has the necessary interactions with the IT System it
monitors.

The TOE hardware and software critical to security policy enforcement will be protected from
unauthorized physical modification.

The OE.PHYCAL provides for the physical protection of the TOE hardware and software.

The processing resources of the TOE will be located within controlled access facilities, which will
prevent unauthorized physical access.

The OE.PHYCAL provides for the physical protection of the TOE.

There will be one or more competent individuals assigned to manage the

TOE and the security of the information it contains.

The OE.PERSON objective ensures all authorized administrators are qualified and trained to
manage the TOE.

The authorized administrators are not careless, wilfully negligent, or hostile, and will follow and
abide by the instructions provided by the TOE documentation.

The OE.INSTAL objective ensures that the TOE is properly installed and operated and the
OE.PHYCAL objective provides for physical protection of the TOE by authorized administrators.
The OE.CREDEN objective supports this assumption by requiring protection of all authentication
data.

The TOE can only be accessed by authorized users.

www.trendmicro.com
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T.COMINT

T.COMDIS

T.LOSSOF

T.NOHALT

T.PRIVIL

T.IMPCON

T.INFLUX

T.FACCNT

T.SCNCFG

T.SCNMLC

T.SCNVUL

T.FALACT

T.FALREC

The OE.PHYCAL objective provides for physical protection of the TOE to protect against
unauthorized access. The OE.CREDEN objective supports this assumption by requiring protection
of all authentication data.

An unauthorized user may attempt to compromise the integrity of the data collected and
produced by the TOE by bypassing a security mechanism.

The O.IDAUTH objective provides for authentication of users prior to any TOE data access. The
0.ACCESS objective builds upon the O.IDAUTH objective by only permitting authorized users to
access TOE data. The O.INTEGR objective ensures no TOE data will be modified. The O.PROTCT
objective addresses this threat by providing TOE self protection.

An unauthorized user may attempt to disclose the data collected and produced by the TOE by
bypassing a security mechanism.

The O.IDAUTH objective provides for authentication of users prior to any TOE data access. The
0.ACCESS objective builds upon the O.IDAUTH objective by only permitting authorized users to
access TOE data. The O.EXPORT objective ensures that confidentiality of TOE data will be
maintained. The O.PROTCT objective addresses this threat by providing TOE self-protection.

An unauthorized user may attempt to remove or destroy data collected and produced by the TOE.
The O.IDAUTH objective provides for authentication of users prior to any TOE data access. The
O.ACCESS objective builds upon the O.IDAUTH objective by only permitting authorized users to
access TOE data. The O.INTEGR objective ensures no TOE data will be deleted. The O.PROTCT
objective addresses this threat by providing TOE self protection.

An unauthorized user may attempt to compromise the continuity of the System’s collection and
analysis functions by halting execution of the TOE.

The O.IDAUTH objective provides for authentication of users prior to any TOE function accesses.
The O.ACCESS objective builds upon the O.IDAUTH objective by only permitting authorized users
to access TOE functions. The O.IDSCAN, O.IDSENS, and O.IDANLZ objectives address this threat
by requiring the TOE to collect and analyze System data, which includes attempts to halt the
TOE.

An unauthorized user may gain access to the TOE and exploit system privileges to gain access to
TOE security functions and data.

The O.IDAUTH objective provides for authentication of users prior to any TOE function accesses.
The O.ACCESS objective builds upon the O.IDAUTH objective by only permitting authorized users
to access TOE functions. The O.PROTCT objective addresses this threat by providing TOE self-
protection.

An unauthorized user may inappropriately change the configuration of the TOE causing potential
intrusions to go undetected.

The OE.INSTAL objective states the authorized administrators will configure the TOE properly.
The O.EADMIN objective ensures the TOE has all the necessary administrator functions to
manage the product. The O.IDAUTH objective provides for authentication of users prior to any
TOE function accesses. The O.ACCESS objective builds upon the O.IDAUTH objective by only
permitting authorized users to access TOE functions.

An unauthorized user may cause malfunction of the TOE by creating an influx of data that the
TOE cannot handle.

The O.OFLOWS objective counters this threat by requiring the TOE handle data storage
overflows.

Unauthorized attempts to access TOE data or security functions may go undetected.

The O.AUDITS objective counters this threat by requiring the TOE to audit attempts for data
accesses and use of TOE functions.

Improper security configuration settings may exist in the IT System the TOE monitors.

The O.IDSCAN objective counters this threat by requiring a TOE that contains a Scanner, collect
and store static configuration information that might be indicative of a configuration setting
change. The ST will state whether this threat must be addressed by a Scanner.

Users could execute malicious code on an IT System that the TOE monitors which causes
modification of the IT System protected data or undermines the IT System security functions.
The O.IDSCAN and O.VIRUS objectives counters this threat by requiring a TOE that contains a
Scanner, collect and store static configuration information that might be indicative of malicious
code. The ST will state whether this threat must be addressed by a Scanner.

Vulnerabilities may exist in the IT System the TOE monitors.

The O.IDSCAN objective counters this threat by requiring a TOE that contains a Scanner, collect
and store static configuration information that might be indicative of a vulnerability. The ST will
state whether this threat must be addressed by a Scanner.

The TOE may fail to react to identified or suspected vulnerabilities or inappropriate activity.

The O.RESPON objective ensures the TOE reacts to analytical conclusions about suspected
vulnerabilities or inappropriate activity.

The TOE may fail to recognize vulnerabilities or inappropriate activity based on IDS data received
from each data source.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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T.FALASC

T.MISUSE

T.INADVE

T.MISACT

P.DETECT

P.ANALYZ

P.MANAGE

P.ACCESS

P.ACCACT

P.INTGTY

P. PROTCT

The O.IDANLZ objective provides the function that the TOE will recognize vulnerabilities or
inappropriate activity from a data source.

The TOE may fail to identify vulnerabilities or inappropriate activity based on association of IDS
data received from all data sources.

The O. IDANLZ objective provides the function that the TOE will recognize vulnerabilities or
inappropriate activity from multiple data sources.

Unauthorized accesses and activity indicative of misuse may occur on an IT System the TOE
monitors.

The O.AUDITS, O.IDSENS and O.VIRUS objectives address this threat by requiring a TOE that
contains a Sensor, collect audit and Sensor data.

Inadvertent activity and access may occur on an IT System the TOE monitors.

The O.AUDITS and O.IDSENS objectives address this threat by requiring a TOE, that contains a
Sensor, collect audit and Sensor data.

Malicious activity, such as introductions of Trojan horses and viruses, may occur on an IT System
the TOE monitors.

The O.AUDITS, O.IDSENS and O.VIRUS objectives address this threat by requiring a TOE that
contains a Sensor, collect audit and Sensor data.

Static configuration information that might be indicative of the potential for a future intrusion or
the occurrence of a past intrusion of an IT System or events that are indicative of inappropriate
activity that may have resulted from misuse, access, or malicious activity of IT System assets
must be collected.

The O.AUDITS, O.IDSENS, O.IDSCAN and O.VIRUS objectives address this policy by requiring
collection of audit, Sensor, and Scanner data. OE.TIME supports this policy by providing the audit
functions with reliable time stamps.

Analytical processes and information to derive conclusions about intrusions (past, present, or
future) must be applied to IDS data and appropriate response actions taken.

The O.IDANLZ objective requires analytical processes be applied to data collected from Sensors
and Scanners.

The TOE shall only be managed by authorized users.

The OE.PERSON objective ensures competent administrators will manage the TOE and the
O.EADMIN objective ensures there is a set of functions for administrators to use. The OE.INSTAL
objective supports the OE.PERSON objective by ensuring administrator follow all provided
documentation and maintain the security policy. The O.IDAUTH objective provides for
authentication of users prior to any TOE function accesses. The O.ACCESS objective builds upon
the O.IDAUTH objective by only permitting authorized users to access TOE functions. The
OE.CREDEN objective requires administrators to protect all authentication data. The O.PROTCT
objective addresses this policy by providing TOE self protection.

All data collected and produced by the TOE shall only be used for authorized purposes.

The O.IDAUTH objective provides for authentication of users prior to any TOE function accesses.
The O.ACCESS objective builds upon the O.IDAUTH objective by only permitting authorized users
to access TOE functions. The O.PROTCT objective addresses this policy by providing TOE self-
protection. The OE.AUDIT_PROTECTION objective supports this policy by ensuring that there will
be no back door for accessing the audit data using meanings outside the TSC.

Users of the TOE shall be accountable for their actions within the IDS.

The O.AUDITS objective implements this policy by requiring auditing of all data accesses and use
of TOE functions. The O.IDAUTH objective supports this objective by ensuring each user is
uniquely identified and authenticated. OE.TIME supports this policy by providing the audit
functions with reliable time stamps.

Data collected and produced by the TOE shall be protected from modification.

The O.INTEGR objective ensures the protection of data from modification.

The TOE shall be protected from unauthorized accesses and disruptions of TOE data and
functions.

The O.OFLOWS objective counters this policy by requiring the TOE handle disruptions. The
OE.PHYCAL objective protects the TOE from unauthorized physical modifications.

6.3.2 Rationale for Security Objectives in the Environment

The purpose for the environmental objectives is to provide protection for the TOE that cannot be addressed
through IT measures. The defined objectives provide for physical protection of the TOE, proper management of the
TOE, and interoperability requirements on the TOE. Together with the IT security objectives, these environmental
objectives provide a complete description of the responsibilities of TOE in meeting security needs.

In particular, the environment contains a Database, which should be managed according to best practices for
database security in a production environment.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
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6.3.3 Security Functional Requirements Rationale

This section demonstrates that the functional components selected for the ST provide complete coverage of the
defined security objectives. The mapping of components to security objectives is depicted in the following table.

Table 6-8 Requirements vs. Objectives Mapping

Objectives TOE ENV
=
S
'_
|l zZz|w Z|lz|lw|lc| 2 un| x|k g i
C|lz|2|3J|6|8|a|E|z2|B|6|x|Q|3|Yw|5
Elg|lw|Zz|la|z W DS|o|gag|lo|9|z2 =
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B8 B |8l |d|g|8|6(2|&|Q|Z|8|u|,
d|o|o|o|c|o|o|o|loc|lo|o|oc|°|2|°|R
o o)
. <
Requirements ]
o
FAU_GEN.1 v
FAU_SAR.1 v
FAU_SAR.2 v | v
FAU_SAR.3 v v
FAU_SEL.1 v v
FAU_STG.2 v 4 4 4 v 4
FAU_STG.4 v | v v
FIA_UAU.1 v | v
FIA_ATD.1 v
FIA_UID.1 v | v
L
O FMT_MOF.1 v v | v
l_
FMT_MTD.1a v % v
FMT_MTD.1b v % v
FMT_SMR.1 v
FPT_ITT.1 V| v
ADV_ARC.1 v v v v | v
FCS_COP.1 v v | v
FPT_STM.1 v v
IDS_SDC.1 V| v
IDS_ANL.1 v
IDS_RCT.1 v

© Copyright 2011 Trend Micro Inc.
All rights reserved.

www.trendmicro.com

-37-



)
==
-
om
2 2
] w)

ives TOE ENV

IDS_RDR.1 v v v

IDS_STG.1 v v v v v v

IDS_STG.2 4

FAV_ACT_(EXT).1 v

FAV_ALR_(EXT).1 v

FAV_SCN_(EXT).1 v

O.PROTCT

O.IDSCAN

O.IDSENS

O.IDANLZ

O.RESPON

O.EADMIN

O.ACCESS

The TOE must protect itself from unauthorized modifications and access to its functions and data.
The System is required to protect the System data from any modification and unauthorized
deletion [FCS_COP.1], and to protect the audit data from deletion as well as guarantee the
availability of the audit data in the event of storage exhaustion, failure or attack [FAU_STG.2].
The System is required to protect the System data from any modification and unauthorized
deletion, as well as guarantee the availability of the data in the event of storage exhaustion,
failure or attack [IDS_STG.1]. The TOE is required to provide the ability to restrict managing the
behavior of functions of the TOE to authorized users of the TOE [FMT_MOF.1]. Only authorized
administrators of the System may query and add System and audit data, and authorized
administrators of the TOE may query and modify all other TOE data [FMT_MTD.1a and
FMT_MTD.1b]. The TOE must ensure that all functions are invoked and succeed before each
function may proceed [ADV_ARC.1]. The TSF must be protected from interference that would
prevent it from performing its functions [ADV_ARC.1].

The Scanner must collect and store static configuration information that might be indicative of
the potential for a future intrusion or the occurrence of a past intrusion of an IT System.

A System containing a Scanner is required to collect and store static configuration information of
an IT System. The type of configuration information collected must be defined in the ST
[IDS_SDC.1].

The Sensor must collect and store information about all events that are indicative of
inappropriate activity that may have resulted from misuse, access, or malicious activity of IT
System assets and the IDS.

A System containing a Sensor is required to collect events indicative of inappropriate activity that
may have resulted from misuse, access, or malicious activity of IT System assets of an IT
System. These events must be defined in the ST [IDS_SDC.1].

The Analyzer must accept data from IDS Sensors or IDS Scanners and then apply analytical
processes and information to derive conclusions about intrusions (past, present, or future).

The Analyzer is required to perform intrusion analysis and generate conclusions [IDS_ANL.1].
The TOE must respond appropriately to analytical conclusions.

The TOE is required to respond accordingly in the event an intrusion is detected [IDS_RCT.1].
The TOE must include a set of functions that allow effective management of its functions and
data.

The TOE must provide the ability to review and manage the audit trail of the System
[FAU_SAR.1, FAU_SAR.3, FAU_SEL.1]. The System must provide the ability for authorized
administrators to view all System data collected and produced [IDS_RDR.1].

The TOE must ensure that all functions are invoked and succeed before each function may
proceed [ADV_ARC.1]. The TSF must be protected from interference that would prevent it from
performing its functions [ADV_ARC.1].

The TOE must allow authorized users to access only appropriate TOE functions and data.

The TOE is required to restrict the review of audit data to those granted with explicit read-access
[FAU_SAR.2]. The System is required to restrict the review of System data to those granted with
explicit read-access [IDS_RDR.1]. The System is required to protect the audit data from deletion
as well as guarantee the availability of the audit data in the event of storage exhaustion, or
failure [FAU_STG.2].

The System is required to protect the System data from any modification and unauthorized
deletion [IDS_STG.1]. Users authorized to access the TOE are defined using an identification and
authentication process [FIA_UID.1, FIA_UAU.1]. The TOE is required to provide the ability to
restrict managing the behaviour of functions of the TOE to authorized users of the TOE
[FMT_MOF.1]. Only authorized administrators of the System may query and add System and
audit data, and authorized administrators of the TOE may query and modify all other TOE data
[FMT_MTD.1].
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O.IDAUTH The TOE must be able to identify and authenticate users prior to allowing access to TOE functions
and data.
The TOE is required to restrict the review of audit data to those granted with explicit read-access
[FAU_SAR.2]. The System is required to restrict the review of System data to those granted with
explicit read-access [IDS_RDR.1]. The System is required to protect the audit data from deletion
as well as guarantee the availability of the audit data in the event of storage exhaustion, or
failure [FAU_STG.2].
The System is required to protect the System data from any modification and unauthorized
deletion, as well as guarantee the availability of the data in the event of storage exhaustion,
failure or attack [IDS_STG.1]. Security attributes of subjects use to enforce the authentication
policy of the TOE must be defined [FIA_ATD.1]. Users authorized to access the TOE are defined
using an identification and authentication process [FIA_UID.1, FIA_UAU.1]. The TOE is required
to provide the ability to restrict managing the behaviour of functions of the TOE to authorized
users of the TOE [FMT_MOF.1]. Only authorized administrators of the System may query and add
System and audit data, and authorized administrators of the TOE may query and modify all other
TOE data [FMT_MTD.1]. The TOE must be able to recognize the different administrative and user
roles that exist for the TOE [FMT_SMR.1]. The TOE must ensure that all functions are invoked
and succeed before each function may proceed [ADV_ARC.1]. The TSF must be protected from
interference that would prevent it from performing its functions [ADV_ARC.1].

0.0FLOWS The TOE must appropriately handle potential audit and System data storage overflows.
The TOE is required to protect the audit data from deletion as well as guarantee the availability of
the audit data in the event of storage exhaustion, or failure [FAU_STG.2]. The TOE must prevent
the loss of audit data in the event that its audit trail is full [FAU_STG.4]. The System is required
to protect the System data from any modification and unauthorized deletion, as well as
guarantee the availability of the data in the event of storage exhaustion, failure or attack
[IDS_STG.1]. The System must prevent the loss of System data in the event that its storage
capacity has been reached [IDS_STG.2].

0.AUDITS The TOE must record audit records for data accesses and use of the System functions.
Security-relevant events must be defined and auditable for the TOE [FAU_GEN.1]. The TOE must
provide the capability to select which security-relevant events to audit [FAU_SEL.1]. The TOE
must prevent the loss of collected data in the event its audit trail is full [FAU_STG.4]. The TOE
must ensure that all functions are invoked and succeed before each function may proceed
[ADV_ARV.1]. The TSF must be protected from interference that would prevent it from
performing its functions [ADV_ARC.1]. Time stamps associated with an audit record must be
reliable [FPT_STM.1].

O.INTEGR The TOE must ensure the integrity of all audit and System data.
The TOE together is required to protect the audit data from deletion as well as guarantee the
availability of the audit data in the event of storage exhaustion, or failure [FAU_STG.2]. The
System is required to protect the System data from any modification and unauthorized deletion
[IDS_STG.1]. Only authorized administrators of the System may query or change audit and
System data [FMT_MTD.1]. The TOE must protect the system data’s confidentiality and ensure its
integrity when the data is transmitted to between different parts of the TOE [FPT_ITT.1,
FCS_COP.1]. The TOE must ensure that all functions to protect the data are not bypassed
[ADV_ARC.1]. The TSF must be protected from interference that would prevent it from
performing its functions [ADV_ARC.1].

O.EXPORT When any IDS component makes its data available to another IDS component, the TOE will
ensure the confidentiality of the System data.
The TOE must protect the system data’s confidentiality and ensure its integrity when the data is
transmitted to between different parts of the TOE [FPT_ITT.1, FCS_COP.1].

0.VIRUS The TOE will detect and take action against known viruses introduced to the protected computer
via network traffic or removable media. The anti-virus scanner collects and stores information
and performs an analysis to identify possible viruses [FAV_SCN.1]. The System takes action to
quarantine or remove viruses [FAV_ACT.1], and alert the authorised users [FAV_ALR.1].

O.AUDIT_SORT The System will provide the capability to sort audit information.
The System must provide the ability to review and manage the audit trail of the System to
include sorting the audit data [FAU_SAR.3].

OE.AUDIT_PROTECTION The IT Environment will provide the capability to protect audit information.
The TOE is required to protect the audit data from deletion as well as guarantee the availability of
the audit data in the event of storage exhaustion, or failure [FAU_STG.2, IDS_STG.1]. The TOE is
informed of data storage exhaustion by the environment and takes appropriate action in
protecting the audit data and System data [FAU_STG.2, FAU_STG.4, IDS_STG.2].

OE.TIME The IT Environment will provide reliable time stamps to the TOE.
Time stamps associated with an audit record must be reliable [FPT_STM.1].
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6.3.4 Explicitly Stated Requirements Rationale

The claimed Intrusion Defense System PP creates a family of IDS requirements to specifically address the data
collected and analyzed by an IDS. The audit family of the CC (FAU) was used as a model for creating these
requirements. The purpose of this family of requirements is to address the unique nature of IDS data and provide
for requirements about collecting, reviewing and managing the data. These requirements have no dependencies
since the stated requirements embody all the necessary security functions.

The explicitly stated Extended (FAV) SFRs in Section 5 are additional requirements created to specifically address
Anti-Virus protection for viruses that do not enter via network traffic and therefore may not be detectable by the
IDS system. However, this family of requirements uses the same IDS PP to provide the requirements for collecting,
reviewing an managing the data.
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6.3.5 Security Functional Requirements Dependency Rationale

The SFRs in Section 6 do satisfy all the requirement dependencies of the Common Criteria. Table 6-9 Requirement

Dependencies Rationale lists each requirement from the ST with a dependency and indicates whether the

dependent requirement was included. As the table indicates, all dependencies have been met.

Table 6-9 Requirement Dependencies Rationale

SFR ID Dependencies Dependency Met

FAU_GEN.1 FPT_STM.1 Yes, FPT_STM.1 is provided by the IT
environment.

FAU_SAR.1 FAU_GEN.1 Yes

FAU_SAR.2 FAU_SAR.1 Yes

FAU_SAR.3 FAU_SAR.1 Yes

FAU_SEL.1 FAU_GEN.1 and FMT_MTD.1 Yes

FAU_STG.2 FAU_GEN.1 Yes

FAU_STG.4 FAU_STG.2 Yes, FAU_STG.2 is provided in part by
the IT environment.

FIA_UAU.1 FIA_UID.1 Yes

FMT_MOF.1 FMT_SMR.1 Yes

FMT_MTD.1 FMT_SMR.1 Yes

FMT_SMR.1 FIA_UID.1 Yes

FCS_COP.1 FCS_CKM.1 and FCS_CKM.4 N/A, FCS_CKM functions are not
included, following the guidance of
CCS Instruction #4, version 1.10.
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6.3.6 TOE IT Security Functions Rationale

This section demonstrates that the security functions selected for the ST provide complete coverage of the defined
security functional requirements. The mapping of security functions to SFRs is depicted in the following table,
rationales are provided to support the mapping.

Table 6-10 TOE Security Functions Rationale

IT Security ]
Functions L Rationale

SF.AUDIT supports the generation of audit records in
FAU_GEN.1 accordance with Table 6-2.
FAU_SAR.1 SF.AUDIT allows only authorised administrators read
FAU_SAR.2 access to audit information.
FAU_SAR.3 SF.AUDIT sm_Jpports the sorting of audit records using
records attributes.
SF.AUDIT . - . .
FAU_SEL.1 SF.AUDIT provides the capability of selective auditing.
SF.AUDIT protects the audit data from deletion as well
FAU_STG.2 as guaranteeing the availability of the audit data in the
event of storage exhaustion or failure.
SF.AUDIT prevents auditable events from occurring
FAU STG.4 and records unpreventable events by overwriting the
- ’ oldest stored audit records when audit trail becomes
full.
FMT MOF.1 SF.RBAC allows only administrators with appropriate
- ) roles to modify TOE security functions/data.
FMT_MTD.1a S_F.RBAC assigns users w_|th Full _Access role with the
right to perform all security functions.
SF.RBAC SF.RBAC all Audit | d to all
EMT_MTD.1b SF. - allows Auditor only read access to a
information.
Full Access and Auditor are the default roles supported
FMT_SMR.1 by SF.RBAC.
FIA_ATD.1 SF.I&A maintains user security attributes.
SF.IRA FIA UAU.1 SF.I&A requires users to be positively authenticated,
— ' before granting access to the TOE.
SF.I&A requires users to be positively identified, before
FIA_UID.1 ]
granting access to the TOE.
FPT_ITT.1 . N .
SF.SECCOM fFﬁ;ggiMeﬁifurgzrﬁhe internal communication using
FCS_COP.1 4 yption.
SF.IDPS supports the generation of audit records in
IDS_SDC.1 accordance with Table 6-4.
SF.IDPS performs analysis of network traffic based on
IDS_ANL.1 statistics, attack signatures or integrity of the network
traffic.
Upon discovery of attacks, SF.IDPS sends email alarms
IDS_RCT.1 to the appropriate administrator and prevents the
SF.IDPS
attack.
IDS_RDR.1 SF.IDES .aIIows aythorlsed administrators read access
to audit information.
IDS_STG.1 SF.IDPS protects the event logs and overwrites the
oldest stored records with newest records upon
IDS_STG.2 storage exhaustion.
SF.AV SF.AV performs an analysis of virus data, and upon
FAV_ACT.1 discovery of a virus, acts to eliminate the effect of the
virus.
© Copyright 2011 Trend Micro Inc. www.trendmicro.com

All rights reserved.

-42 -



IT Security

Functions

Rationale

SF.AV performs an analysis of virus data, and upon
FAV_ALR.1 discovery of a virus, sends email alarms to the
appropriate administrator
FAV_SCN.1 SF.AV performs real time scans for viruses
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6.3.7 TOE Security Assurance Measures Rationale

This section demonstrates that the Assurance Measures selected for the ST provide complete coverage of the
defined security assurance requirements. The mapping of Assurance Measures to SARs is depicted in the following
table, descriptions are provided. This list supports the Security Assurance Measures Rationale described in Section

2.3.1.

Table 6-11 TOE Assurance Measures Rationale

Assurance Assurance Rationale

component Measures
The Architectural Design provides a description of the
security architecture that provides details of the SFR

Trend Micro Deep enforcing design. It describes the security domains

ADV_ARC.1 Security 7.5 maintained by the TSF, how the initialisation process is
Architectural Design secure, how the TSF protects itself from tampering and
prevents bypass of the SFR enforcing functionality.
The Functional Specification provides a complete
Trend Micro Deep representation of the TSF. It includes a description of the
. security functions provided by the TOE and the external
ADV_FSP.4 ESEES%;'S interfaces to the TSF. The Functional Specification covers
. the purpose and method of all interfaces and a list of effects,

Specification exceptions, and error messages for each external TSF

interface.
The TSF Implementation document describes the
Trend Micro Deep ?mpleme_ntation r_epresentation of the ent_ir_e TSF. The
ADV IMP.1 Security 7.5 TSF information provides a level of deFall sufficient for _
- Imol tati developers to generate the TSF without further design
plementation o ;

decisions, and the source code /schematic show a
correspondence with the design description.
The Modular Design documentation provides a basic modular
design description mapping from the functional specification
to the low level in the TOE design. It describes the structure

Trend Micro Deep of the TOE in terms of subsystems and modules. The design

ADV_TDS.3 Security 7.5 Modular identifies and describes each subsystem of the TSF, the

Design interactions among all subsystems of the TSF, and their
mapping to the modules of the TSF. The design describes
each SFR-enforcing module and interface in terms of its
purpose and relationship with other modules.

The Deep Security 7.5 User’s Guide provides user guidance
on how to securely operate the TOE.
The Guidance provides descriptions of the security functions
. provided by the TOE for each user role. Additionally, it
AGD OPE.1 'Sl'rend.Mlcro Deep, provides detailed accurate information for operating the TOE
| . ecurity 7.5 User’s ; .

Guide in a secure manner apd how tg effectlyely use the TSF
privileges and protective functions. It identifies all modes of
operation, warnings and error messages, and also describes
the security measures for the operation environment that
should be followed for secure operation.

The Deep Security 7.5 Installation Guide provided by Trend

Trend Micro Deep Micro details the procedures for secure acceptance,

AGD_PRE.1 Security 7.5 preparation of the operational environment and installation

Installation Guide of the TOE, placing the TOE in a secure state.
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Assurance
component

ALC_CMC.4

Assurance
Measures

Trend Micro - Deep
Security Configuration
Management

Rationale

The Life Cycle documentation provides a description of
Production support, acceptance procedures and automation
at Trend Micro.

It describes the system of identification used to uniquely
label the TOE. It describes the configuration management
system and tools used at Trend Micro, and describes the CM
procedures that are used to control and track changes that
are made to the TOE. The documentation also describes the
product acceptance and production support procedures used
to ensure quality.

ALC_CMS.4

Trend Micro - Deep
Security 7.5
Configuration List

The Configuration List uniquely identifies the items that
comprise the TOE. This list includes all evaluation evidence,
the parts that comprise the TOE, the implementation
representation (source code, schematics etc.) and security
flaw reports and resolution status.

ALC_DEL.1

Trend Micro - Deep
Security Delivery
Procedures

The Delivery Procedures documentation provides a
description of the secure delivery procedures implemented
by Trend Micro to protect against TOE modification during
product delivery.

ALC_DVS.1

Trend Micro - Deep
Security Development
Security Measures

The Security Measures documentation provides a description
of the physical and personnel measures used to provide
development security at Trend Micro. It describes the
procedures that are used by Trend Micro to protect the
confidentiality and integrity of the TOE design and
implementation.

ALC_LCD.1

Trend Micro - Deep
Security Development
Life Cycle Model

The Life Cycle Model documentation describes the life-cycle
model used to develop and maintain the TOE. It describes
how the model provides the necessary controls.

ALC_TAT.1

Trend Micro - Deep
Security Development
Life Cycle Tools

The Life Cycle Tools documentation identifies and describes
the development tools being used, and defines the meaning
of all implementation-dependent options of each
development tool.

ALC_FLR.1

Trend Micro - Deep
Security Development
Life Cycle, Service
Engineering

The Service Engineering document outlines the steps taken
at Trend Micro to capture, track and remove bugs. The
documentation shows that all flaws are recorded and that
the system tracks them to completion. It describes how
Trend Micro provides user information on flaws, corrections
and guidance on corrective actions.

ATE_COV.2

Trend Micro Deep
Security 7.5 Test
Coverage Analysis

The Coverage Analysis demonstrates the testing performed
against the functional specification. The Coverage Analysis
demonstrates the extent to which the TOE security function
interfaces were tested as well as the level of detail to which
the TOE was tested.

ATE_DPT.1

Trend Micro Deep
Security 7.5 Test
Depth Analysis

The Depth Analysis demonstrates the testing performed
against the subsystems described in the design and
architecture descriptions. Depth Analysis also demonstrates
the extent to which the TOE security functions were tested
as well as the level of detail to which the TOE was tested.

ATE_FUN.1

Trend Micro Deep
Security 7.5
Functional Test
Results

Trend Micro Functional Test Results details the overall efforts
of the testing and break down the specific steps taken by a
tester. It shows that the tests are performed correctly and
that the actual results are consistent with those expected.

ATE_IND.2

Trend Micro Deep
Security 7.5 TOE

The TOE and equipment necessary to achieve the evaluated
configuration

AVA_VAN.3

Trend Micro Deep
Security 7.5
Vulnerability Analysis

A focused Vulnerability Assessment is performed by the
evaluator to demonstrate ways in which an entity could
violate the TSP and provide a list of identified vulnerabilities.
Additionally, the document provides evidence of how the
TOE is resistant to potential attacks.
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/ TOE Summary Specification

7.1 Statement of TOE IT Security Functions

The TOE provides the following security functions in meeting the SFR’s specified in section 6.1:
e  SF.AUDIT (Audit)
e SF.RBAC (Role Based Access Control)
e  SF.I&A (Identification and Authentication)
e SF.SECCOM (secure intra-TOE communication)
e SF.IDPS (Intrusion detection and prevention)
e SF.AV (Anti-Virus)

/7.1.1 SF.AUDIT

Deep Security 7.5 maintains information regarding the administration and management of its security functions as
part of the audit records. This security function addresses the generation; storage and reviewing of these audit
records.

Authorised TOE administrators are only allowed to interact with the TOE through a browser based graphical user
interface supported by the Deep Security Manager. All the security relevant actions as specified in Table 6-2 taken
by the authorized administrators are recorded as a part of the audit log.

All audit records generated are stored within a database. All audit records include the date and time of the event,
type of event, subject identity, the outcome (success or failure) of the event. No TOE administrator has direct
access to the database.

When the capacity of the database has been reached, an emergency email is sent to a pre-selected administrator
alerting them of the situation. The TOE will prevent TOE users from starting new user sessions with the TOE. For
existing live user sessions, any attempts at modifying the TOE data will be prevented and reading of the TOE data
remain granted. The TOE records new auditable events such as reading of TOE data, user requests failure by
overwriting the oldest auditable events in the database with records of these new events.

Authorised TOE administrators can only read audit records through the TOE’s administrative interface and their
access rights to the audit records is restricted based on their role definition. No administrator is given write access
to the audit records. The SF.AUDIT audit logs are all classified as “system events” at the administrative interface.
The Authorised TOE administrators are given the capability of selecting/sorting the system events to be displayed
based on Event Time, Event Type, Event ID/Name, Target System, or User ID of who performed the Action.

In addition, an authorised administrator with appropriate roles assigned has the ability to include or exclude
auditable events from the set of audited events based on the audit event type.

7.1.2 SF.RBAC

Deep Security 7.5 restricts Authorised TOE administrators’ access to the system using role based access control. All
TOE administrators are assigned roles at creation. Authorised TOE administrators can only access the TOE through
the administrative interface. They have full access to the functions permitted by their roles.

By default, two predefined roles are available upon successful installation of Deep Security Manager. And these are
“Full Access” and “Auditor”. Users assigned the “Full Access” role have access to all the system functions, including
the capability of defining new roles and assigning users to these roles; Users of the “Auditor” role are only allowed
read access to all data/configuration.

7.1.3 SF.IRA

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
All rights reserved. - 46 -



J
=
-0
om

»Z
S w)

The identification and authentication mechanism used by Deep Security 7.5 is based on user ID and password. For
each user being created, the creator is required to assign them with a user id, an initial password and a role.
Before users are granted access through the administrative interface, they are required to provide their credentials
at the browser based interface and these are verified by the TOE. Identification is performed by finding the
matching administrator based on a case-insensitive match to the username. Authentication takes place by
matching one-way hashed passwords against values previously stored in the database.

Users are allowed to modify their own passwords; however, they must follow the password policy.

7.1.4 SF.SECCOM

All communications between the Deep Security Agents/Appliances and the Deep Security Manager are protected
from disclosure or modification. This is achieved by deploying asymmetric and symmetric encryption algorithms for
protection of the communication channel.

7.1.5 SF.IDPS

The TOE provides intrusion detection and prevention functions. Data is first collected, analyzed and stored by Deep
Security Agents/Appliances and is then passed to the Deep Security Manager for consolidated review and storage.
If Deep Security Manager reaches its storage capacity, event data will no longer be collected from Deep Security
Agents/Appliances until space is made available at the Deep Security Manager. If Deep Security Agents/Appliances
reach their log storage capacity they will overwrite the oldest log file (in the rotating set of log files) and
immediately communicate with Deep Security Manager. Deep Security Manager will raise an Alert and send an
Email notification regarding the Agent’s lack of storage space to the administrators with a valid email address who
have elected to receive notifications and have the view rights to the host.

Deep Security Agents sit directly on a host, and defend it by monitoring incoming and outgoing network traffic for
protocol deviations or contents that might signal an attack. Deep Security Appliance intercepts traffic before it
reaches the destination virtual machine. Authorized administrative Users of the TOE configure the Agents or Virtual
Agents (protecting VMs inside the appliance) through functionalities offered by the Deep Security Manager. Rules
are defined for each individual Agent/Virtual Agent or a group of Agents/Virtual Agents as a whole to manage their
actions. The Deep Security Manager is populated with commonly used rules, targeted at known vulnerabilities for
each type of hosts. These rule configurations can be categorized into Anti-Malware Configurations, Firewall Rules,
Stateful Configurations, DPI Rules, Integrity Monitoring Rules and Log Inspection Rules. Anti-malware rules define
the policy for anti-malware real-time and scheduled scans. Firewall Rules examine the control information of
network packets, and determine if a network connection should be allowed. Stateful Configuration filters analyze
each network packet in the context of traffic history, correctness of TCP and IP header values, and TCP connection
state transitions, manages existing network sessions with great efficiency. DPI Rules examine the actual content of
a network packet or a sequence of packets performing deep packet inspection. Based on predefined DPI Rules,
various actions are carried out by the Agents/Appliances on these packets: from replacing specifically defined or
suspicious byte sequences, to completely dropping packets and resetting the connection. Integrity Monitoring rules
define the content to be hashed and compared with future scans. Log Inspection Rules define the logs, decoding
and parsing techniques for analyzing logs.

Deep Security Agents/Virtual Agents/Appliances generate log records in accordance with details as specified in
Table 6-4, regarding their own startup and shut down, the network traffic and malicious codes or vulnerabilities
detected, and pass these records to the Deep Security Manager for review, storage and reports generation. Within
each record, event time, event type, action taken, data source and destination are recorded. Authorized
administrators can use functionalities provided by the Deep Security Manager to control the behaviour of the Deep
Security Manager log collection process. This could be configured occur on demand or at regular intervals.

Deep Security Manager groups the information received from Deep Security Agents/Appliances into System, Anti-
Malware, Firewall, DPI, Integrity and Log Inspection events based on their Event ID (type). Generally speaking, the
records of Agents/Appliances Start up and Shut downs are regarded as System Events; Information collected on
network traffic and detected known vulnerabilities are grouped into Firewall or DPI events and log data collected
regarding the detection of Malicious codes are placed into the DPI events. System integrity changes are collected
as Integrity events, and events generated by monitoring the Agent logs are collected as Log Inspection events.
Anti-Malware events are generated by appliances within Virtual Agents (a representation per VM being protected).
Deep Security Manager offers only pre-authorized administrators of appropriate roles with read access to these
events logs. When a predefined event has been detected, email alarms are sent to pre-selected administrator.

7.1.6 SF.AV

The TOE provides anti-virus functions. Data is first collected, analyzed and stored by Deep Security Virtual
Appliances and is then passed to the Deep Security Manager for consolidated review and storage.
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Protection and storage of event data, alerts and email notifications are handled as for SF.IDPS (above).

Deep Security Virtual Appliance sits directly on an ESX host, and defends it by monitoring files for viruses based on
known signatures. Authorized administrative Users of the TOE configure the Appliances through functionalities
offered by the Deep Security Manager.

Deep Security Virtual Appliances generate Anti-Malware event records in accordance with details as specified in
Table 6-5, regarding viruses detected, and pass these records to the Deep Security Manager for review, storage
and reports generation. Within each record, event time, event type, action taken, and data source are recorded.
Authorized administrators can use functionalities provided by the Deep Security Manager to control the behaviour
of the Deep Security Manager log collection process. This could be configured occur on demand or at regular
intervals.

Deep Security Manager groups the anti-virus information received from Deep Security Virtual Appliances into AV
events based on their Event ID (type). Deep Security Manager offers only pre-authorized administrators of
appropriate roles with read access to these events logs. When a predefined event has been detected, email alarms
are sent to pre-selected administrator.

© Copyright 2011 Trend Micro Inc. www.trendmicro.com
All rights reserved. -48 -



