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I Introduction

This section identifies the Security Target (STydet of Evaluation (TOE), and the organizatiorthef

ST. The TOE is the NetApp Data ONTAP® v8.1.1 7-Mpdnd will hereafter be referred to as the TOE or
Data ONTAP® v8.1.1 7-Mode throughout this documernthe TOE is a software-only microkernel
operating system that supports multi-protocol smwiand advanced data management capabilities for
consolidating and protecting data for enterprispliagtions and users. The TOE includes a separate
software-only management GUtalled the System Manager which is used to matiagé OE security
functions. NetApp’s storage appliances are basedhe Data ONTAP® v8.1.1 7-Mode microkernel
operating system, where a single storage applisncapable of running one version of the TOE.

.1 Purpose

This ST is divided into nine sections, as follows:

e Introduction (Section 1) — Provides a brief summafythe ST contents and describes the
organization of other sections within this documetit also provides an overview of the TOE
security functions and describes the physical agitél scope for the TOE, as well as the ST and
TOE references.

» Conformance Claims (Section 2) — Provides the itleation of any Common Criteria (CC),
Protection Profile, and Evaluation Assurance LefleAL) package claims. It also identifies
whether the ST contains extended security requinésne

» Security Problem (Section 3) — Describes the tkreatganizational security policies, and
assumptions that pertain to the TOE and its enwient.

» Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the TOE
and its environment.

 Extended Components (Section 5) — Identifies nempmnents (extended Security Functional
Requirements (SFRs) and extended Security Assur&emirements (SARs)) that are not
included in CC Part 2 or CC Part 3.

e Security Requirements (Section 6) — Presents tiRsSiRd SARs met by the TOE.

 TOE Summary Specification (Section 7) — Descriltesgdecurity functions provided by the TOE
that satisfy the security functional requirememtd abjectives.

» Rationale (Section 8) - Presents the rationaletfersecurity objectives, requirements, and SFR
dependencies as to their consistency, completeardssuitability.

» Acronyms and Terms (Section 9) — Defines the aarengnd terminology used within this ST.

1.2 Security Target and TOE References
Table 1 below shows the ST and TOE references.
Table | ST and TOE References

ST Title NetApp, Inc. Data ONTAP® v8.1.1 7-Mode Security Target
ST Version | Version 0.7

ST Author Corsec Security, Inc.

ST Publication Date [RIVb¥Ipldb}
TOE Reference NetApp Data ONTAP® v8.1.1 7-Mode

! Graphical User Interface
NetApp Data ONTAP® v8.1.| 7-Mode Page 4 of 73
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1.3 Product Overview

The Product Overview provides a high level desmipbf the product that is the subject of the eatin.
The following section, TOE Overview, will providée introduction to the parts of the overall product
offering that are specifically being evaluated.

Data ONTAP® v8.1.1 7-Mode is a proprietary micraledroperating system developed by NetApp. The
microkernel is included in the distribution of sealeof NetApp’s storage solution products includihg
Fabric Attached Storage (FAS) and V-Series appéiancData ONTAP® v8.1.1 7-Mode provides data
management functions that include providing sedata storage and multi-protocol access.

Data ONTAP® v8.1.1 7-Mode is a software product tkaistributed with the following NetApp storage
solution products:

« FAS: NetApp’'s FAS systems offer seamless sste a full range of enterprise data for users
on a variety of platforms. FAS systems supportwoek File System (NFS) and
Common Internet File System (CIFS) for file accesswell as Fibre Channel Protocol
(FCP) and Internet Small Computer System Inter{g2€S]I) for block-storage access.

* V-Series: The V-Series product family providesfigoi Network Atached Storage (NAS) and

Storage Area Network (SAN) access to data storédldre Channel (FC) SAN storage
arrays enabling data center storage deployment.

V-Series and FAS products use the same hardwareotilenand run the Data ONTAP® v8.1.1 7-Mode
operating system. The key difference between a&leS system front ending a storage array and a FAS
system with NetApp disks is that the V-Series odliér no longer runs Redundant Array of Independent
Disks (RAID) 4 or RAID-DP™. Instead, the V-Series system offloads the RAlBtgxtion to the storage

array. V-Series storage pools are large RAID (pstisets of iSCSI or Fibre Channel Logical Unit
Numbers (LUNS).

For more information on NetApp Storage Controlienswhich the product operates, see section 1h2.
products support both single controller and Highaikability controller pairs as Storage Controllgtions
on some models.

Data ONTAP® v8.1.1 7-Mode supports multiple autietton mechanisms:

«  For CIFS shares, Data ONTAP® v8.1.1 7-Mode can enttbate end users with Kerbetasr
New Technology Local Area Network Manager (NTLUMjgainst an Active Directory (AD)
domain, with NTLM against an Windows NT-style domain, or locallyngsiNT-style NTLM
authentication against a local user database.

« For NFS shares, the TOE can authenticate end wsignisKerberos against both an Active
Directory domain and a Network Information Servi@¢lS) domain, or locally against User
Identifiers (UID) and passwords in local UNIX idéntstores and et c/ passwd/ .

« For administration, the TOE authenticates admiatsts against a local user repository.

2 RAID-DP — a NetApp proprietary Double Parity RABmplementation that prevents data loss when
two drives fail

" Off-box Identification and Authentication to a Nt AD domain via either NTLM or Kerberos is a
functionality provided by the IT Environment. Id#ication and Authentication of end-users is not a
claimed security functionality of the TOE whethecdl or remote.
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The following section, TOE Overview, will providée introduction to the parts of the overall product
offering that are specifically being evaluated.

For management of the common storage system funsctiobrowser based graphical user interface (GUI)
called the System Manager is used. System Manggrosts the following operating systems shown
below.

Windows system can run on one of the following 238t or 64-bit configuration:
*  Windows XP Pro SP3
* Windows Vista SP2
* Windows 7 Enterprise
*  Windows Server 2003 SP2
*  Windows Server 2008 SP2

Linux system can run on one of the following in 3i2€onfiguration:
* Red Hat Enterprise Linux Server 5
e SUSE Linux Enterprise Server 11

See section 1.4.3 for the specified test environroenfiguration for System Manger.

1.4 TOE Overview

The TOE Overview summarizes the usage and majarisgdeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgitg the TOE type, describing the product, and
defining the specific evaluated configuration. E&imnality included in the logical software-only EO
boundary includes:

»  Secure Multi-protocol Data Storage Access

Secure storage is provided by the TOE by implemgnstrict access control rules to data
managed by the TOE. Multi-protocol access supioprovided by the TOE by supporting both
NFS and CIFS clients and providing transparentsste data.

* |dentification and Authentication

The TOE supports on-box Identification and Autheation of administrators against a local user
repository.

« Domain Separation

The TOE can function as a storage server for malgpoups of users within the TOE’s scope of
control which must remain isolated from one anottheough the implementation of NetApp’s
MultiStore virtualization technology.

* Management

The Management functionality included in the TOWgical boundary supports functionality that
enables users to modify TOE Data and TSF secuwritgtional behavior.

e Audit

The Audit functionality provided by the TOE genestudit records for administrator logins and
configuration changes.

NetApp Data ONTAP® v8.1.| 7-Mode Page 6 of 73
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Figure 1 shows the details of a sample deploymemntiguration of the TOE. The following acronymstno
yet defined are used in Figure 1:

SATA - Serial Advanced Technology Attachment
SAS - Serial Attached Small Computer Systems laterf{SCSI)

1
!
!
1
!
Management Workstation 1
!
1
1
!

NetApp FAS or o - .
V—SerieslAppIiance

End User Workstation

FC, SAS, or SATA Disk Drives

File/Web/Mail/Application Server

Figure | Sample Deployment Configuration of the TOE

1.4.1 Brief Description of the Components of the TOE

Data ONTAP® v8.1.1 7-Mode is divided into four coomgnts: Write Anywhere File Layout® (WAFL),
System Administration, Operating System Kernel, gredSystem Manager GUI. The four components are
described below.

WAFL - The TOE’s WAFL component is responsible for iempkenting the TOE'’s Discretionary Access
Control (DAC) Security Functional Policy (SFP). eflDAC SFP includes enforcing access rules to user
data based on client type, client security attebufile types, file security attributes and accesgiest
(create, read, write, execute, delete, change psiom, and change owner).

System Administration - The System Administration component provides ammiaistrator with a
Command Line Interface (CLI) that supports admiatstr functions including enforcing identificatiamd
authentication, user roles, and providing the nesmgsuser interface commands that enable an améubri
administrator to support the TOE’s security funcélity. The System Administration function is
performed by a user with thieot, oradminrole, and this functionality is available locallgcaremotely via

a CLI, or remotely via one of several managemenériaces detailed in section 7.1.4. System
Administration functions are audited by default.
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Operating System Kernel - The Kernel facilitates communication between ttemponents of the
Operating System. The Kernel is a small portiorthef operating system through which all refererioes
information and all changes to authorizations npass.

System Manager GUI - The System Manager GUI component provides anoaizttd administrator with a
web based GUI that supports administrator functionkiding enforcing identification and authentioat
user roles, and providing the necessary user aderfommands that enable an authorized administato
support the TOE's security functionality. The ®ystManager GUI function is performed by a user with
the root, or adminrole and provides remote management of the TOErisgdunctions. All security
relevant actions within the System Manager GUlaudited by default. The System Manager GUI is a
separate TOE component that must be installedroarsgement workstation.

1.4.1.1 WAFL Functionality Detail

The TOE’s WAFL Component protects User data. TldETuses the subject, subject’s security attributes,
the object, the object’s security attributes arelrfguested operation to determine if access idegta The
subjects are end users on remote systems thatsateesTOE via NFS or CIFS. Figure 2 depicts the
WAFL functionality.

The following acronyms not yet defined are useBigure 2 WAFL Functionality Detail below:
* ACL - Access Control List
* ACE - Access Control Entry
* GID - Group Identifier
* NTFS — New Technology File System
» SD - Security Descriptor
» SID - Security Identifier
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UNIX-Style Subject Security Attributes: NTFS-Style Subject Security Attributes:
. e UNIX User ID e NT UserSID
DAC Subject e Primary UNIX User GID e NTUserGID
Attributes e  Secondary UNIX User GID

DAC Rules compare subject security
attributes against object security attributes

DAC' ObjeCt UNIX-Style Object Security Attributes: NTFS.-Stylgé)bJect Security Attributes:
Attributes e UNIX File UID R
. UNIX File GID . ACL
. Access Mode . ACE
A /

[ ]
UNIX-Style File NTFS-St _Ie File
: File Type: File Type:
DAC ObjeCt e Direct e  Directory
ol ] Regular File
. Symbolic Link
. Regular File

UNIX Qtree T NTFS Qtree

. . CIFS
DAC Subjects NFS Client Client

Figure 2 WAFL Functionality Detail

1.4.1.1.1 User Data

The User Data that is covered by the DAC SFP adilbs that reside within the TOE’s scope of cohtr
(i.e. user files on NetApp disks attached to an F&8es appliance, or SANs attached to a V-Series
appliance). Each file maintained by the TOE héiteastyle associated with it. The TOE maintaihsete
styles of files: NFSv3 UNIX-Style files, NFSv4 UNi&tyle files, and NTFS-Style files. NFSv3 UNIX-
Style files have UNIX-Style security attributes, 88 UNIX-Style files have NFSv4 security attribytes
and NTFS-Style files have NTFS-Style security htttés.

In addition to a file style, each file has a fijgée. The file types may be directories, symbadli&d, or
regular files. UNIX-Style files may be a directpigy symbolic link or a regular file. NTFS-Stylée§ do
not have symbolic links; therefore the file typdl e either a directory or a regular file.

A Qtree is a disk space partition. In additiontite file type, the TOE maintains three differerdrage
types: UNIX Qtrees, NTFS Qtrees and Mixed QtreeNIX Qtrees store UNIX-Style files with UNIX-
Style security attributes. NTFS Qtrees store NHige files with NTFS Style security attributes. ixigd
Qtrees store both styles of files. Files storetflired Qtrees always have the security attributsoaiated
with the client that was last used to change the@ress permissions or ownership. Mixed Qtreesatre
part of the evaluated configuration.
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A file's security attributes are determined whee file is created. The TOE will create UNIX-Style
security attributes for a file stored in a UNIX @& The TOE will create NTFS-Style security atités
for a file stored in an NTFS Qtree. These secutitybutes are outlined in Table 2 below:

Table 2 Security Attribute Descriptions

Security Attribute Description

A data structure associated with NTFS-Style files. Each ACE explicitly allows or

Access Control Entry denies access to a user or group for a specific NTSF-Style supported operation.

A data structure associated with NTFS-Style files. Each ACL includes one or

Access Control List more ACEs.

A data structure associated with a UNIX-Style Files. An access mode string is
the last nine characters of a UNIX-Style File Permission string (drwxrwxrwx).
The nine characters represent the access mode for the file in three sets of rwx
triplets. The first triplet specifies the permission for the file’s owner (UID). The
next triplet specifies the permissions for the group associated with the file
(UNIX file GID). The last three characters specify the permission for the users
who are neither the owner nor members of the file’s group (other). The rwx
triplet identifies the permission for that set (owner, group, other). The three
characters represent read, write or execute privileges. If the character is a dash,
the set does not have permissions to perform the specific action.

Access Mode

A data structure associated with a UNIX-Style file. The file permission string is
represented in ten characters common to all UNIX files (e.g. drwxrwxrwx). The
first character contains one of three characters that identify the file type: d for
directory, | for a symbolic link, or a dash (-) indicates the file is a regular file. The
following 9 characters represent the access mode for the file in three sets of rwx
triplets.

File Permission String

. . A data structure associated with NTFS-Style files. A SD contains a SID and an
Security Descriptor

ACL.
Security ldentifier The CIFS User SID of the file’s owner.
Group ldentifier A UNIX File GID identifies the groups associated with the UNIX-Style file.
User ldentifier The UNIX User UID of the file’s owner.

1.4.1.1.2 TOE Clients

End user access to user data is possible throwghigt of either the NFS or CIFS client protocab. al
typical deployment as depicted in Figure 1 above] eser workstations or the file, web, mail, or
application servers of the IT Environment connecthe TOE that hosts the user data residing on the
storage arrays. The TOE is positioned betweeretmeskstations and servers, and the storage arrays,
facilitating seamless NFS or CIFS connectivity betw them while adding increased performance,
efficiency, manageability, scalability, securitgdundancy, and fault tolerance.

End system workstations and the file, web, mail,application servers authenticate with the TOE
according to the operating procedures of the omgaioin and IT Environment. Typical scenarios ideu
the file, web, mail, or application servers promgtiend users for credentials as they attempt tesaca
web page, e-mail system, or stand alone applicatiothe TOE prompting end users for credentialdhag
attempt to access shared network directories (NFEIBS). The TOE facilitates server and end-user
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authentication of the end users attempting to actles TSF data residing within the TOE's scope of
control via NFS or CIFS.

To determine if file access is allowed, the TOE panes a client’s security attributes with the fle’
security attributes, listed in Table 3 below. Tigge of client security attributes (UNIX-Style ofTRS-
Style) required by the TOE depends on the typeeslsty attributes maintained by the file and the
operation requested. The file or operation witjuiee UNIX-Style subject security attributes (NFS#3
NFSv4), NTFS-Style subject security attributes othb If the file or operation requires UNIX-Style
security attributes for a client, the TOE will attet to obtain the client’'s UNIX User UID and UNIXser
GID. If the file or operation requires NTFS-Stydabject security attributes, the TOE will attempt t
acquire the client's Windows User SID and a Winddser GID. Because of the native operating systems
of the two clients, NFS clients are associated Wit X-Style security attributes and CIFS Client® ar
associated with NTFS-Style security attributes.

The resolution of client security attributes is gessed differently by the TOE for each type of rilie
because the two protocols are different. NTFSeS$glcurity attributes for a CIFS client are restiwdhen
the CIFS client logs into the remote system andsjghe Windows domain (of which the TOE is a
member). Therefore, NTFS-Style security attributeis a CIFS client is completed before the TOE
receives a CIFS request. Alternatively, NFS clismturity attributes are resolved per NFS requé$ie
UNIX User UID is passed in each NFS request angl thD is used to resolve the required client séguri
attributes.

Table 3 TOE Client Security Attribute Descriptions

Security Attribute Description

The Windows user ID number. Each user in a Windows

Windows User SID system is assigned a unique Windows User SID.

The Windows group ID number. Each user in a Windows
Windows User GID | system is assigned to a group and that group is assigned a

unique GID.

The UNIX user ID number. Each user in a UNIX system is
UNIX User UID assigned a unique UNIX User UID.

The UNIX group ID number. Each user in an UNIX system
UNIX User GID is assigned to a group and that group is assigned a unique

GID.

1.4.2 TOE Environment Hardware

The IT Environment Hardware includes the appliahaelware of the FAS, V-Series systems, and System
Manager V2.0.2. The product functionality providedthe FAS and V-Series products is supplied gy th
IT Environment. For a complete list of NetApp Stge Controllers on which the TOE operates, refer to
the “New and changed platform and hardware supm@ttion of the release notes for Data ONTAP®
v8.1.1 7-Mode.

1.4.3 TOE Environment Software

The IT Environment Software includes several congmts of the NetApp storage solutions that are datsi
the TOE boundary. The following functionality isad by the TOE; however, it is not evaluated:

* CIFS Client software, CIFS Server software, NF®@ilisoftware, and NFS Server software
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The TOE provides secure access to files under aonitthe TOE. The TOE provides a protective
layer between NFS Clients and CIFS Clients and I$EB/ers and CIFS Servers ensuring that
only authorized users (clients) can access TOEepted files. The CIFS Client, NFS Client,
CIFS Server and NFS Server software is suppliethyT Environment.

e {SCSI Protocol, FCP Protocol

Storage systems can be fabric-attached, netwaakfadtl, or direct-attached to support iSCSI over
TCP?IP* as well as SCSI over FCP for block-storage access.

* RAID Manager

The RAID Manager supports multiple disk drives whjgrovide fault tolerance and performance.
The RAID Manager is supplied by the IT Environment.

e TCP/IP Protocol
The UDP/TCP/IP protocol stack is supplied by the IT Enmimgent.
» Browser Software, SNMPv3 Protocol

The web browser used to access the Security Manegeinterface and the SNMPv3 protocol used
to communicate between the remote workstation badrOE are supplied by the IT Environment.
The System Manager V2 does not support SNMPv3; assalt, the community string can be
changed to use SNMPv1/v2c.

Before an authorized administrator begins the sofvsetup process, he must ensure that the netmark
storage environment for the new storage system leen prepared according to the Guidance
Documenation. For further information, refer taen “Prerequisites to initial configuration” ihé Data
ONTAP® 8.1 7-Mode Software Setup Guidéhe following sections must be referred to ia freviously
stated document:

* Requirements for the administration host

» High-availability (HA) requirements

* Requirements for Windows domains

» Requirements for Active Directory authentication

» Time services requirements

»  Switch configuration requirements for interfaceups

e DHCP requirements for remote access

e Managing feature licenses

* Requirements for creating array LUNSs for V-Serigstems

e V-Series system licensing requirements

Once the proper configuration have been met, tmeirdstrator must gather the appropriate configorati
items from the network and storage environementlkasgh them handy for proper installation of the TOE
If the V-Series is ordered with native disks, tlaetbry has pre-installed Data ONTAP® v8.1.1 7-Mode
software and licenses for the TOE administratérthé system was ordered without native disks, Tt
administrator must install the Data ONTAP® v8.1-M@de software and licenses after running the setup
program.

3 TCP - Transport Control Protocol
* IP — Internet Protocol
® UDP — User Datagram Protocol
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System Regquirementsfor System M anager

To ensure that the required host system configuratbperating system, and browser to run the System

Management software.

Host system must meet the following minimum requieets:
e Pentium x86 processor
+ 1-GB°RAM’
+  40-GB HDD
* Wireless or Ethernet connection to the network
* A 32-bit Windows or Linux operating system or alGitWindows operating system
» Adobe Flash Player 8.0 or later
*  32-bit Sun Java Runtime Environment (JRE) 6
o Note: Itis best to use 32-bit JRE 6 update 2ter.

Windows system must be running:
*  Windows Server 2008 SP2 32-bit

Web Browser must be one of the following:
»  32-bit Internet Explorer 7.0 or 8.0 (for Windows)
»  32-bit Mozilla Firefox 3.0, 3.5, or 3.6 (for bothikdows and Linux)
0 Note: System Manager is best viewed using the uésal 1280 by 1024 pixels.

Storage systems must be running the following vesbf Data ONTAP:
+ Data ONTAP® v8.1.1 7-Mode

See the Netapp Interoperability Matrix Tool for fhéest versionghttp://now.netapp.com/matrixNote:

This web site requires a login to view the matrix.

® GB - Gigabyte
" RAM — Random Access Memory
8 HDD — Hard Disk Drive
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1.5 TOE Description

This section primarily addresses the physical aogichl components of the TOE included in the
evaluation.

1.5.1 Physical Scope

Figure 3 illustrates the physical scope and thesighy boundary of the overall solution, its deplayrhin a
networked environment, and ties together all of tdhenponents of the TOE and the constituents of the
TOE Environment. The essential physical compof@anthe proper operation of the TOE in the evaldate
configuration is the Data ONTAP® v8.1.1 7-Mode a@igrg system which consists of the WAFL, the
System Administration, System Manager installedtiom Management Workstation (software-only), and
the Operating System Kernel as depicted in Figuvel8w:
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System Administration
Module

A

File/Web/Mail/Application Server

)
S

End User Workstation
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Operating System Kernel

FC, SAS, or SATA Disk Drives (

Figure 3 Physical TOE Boundary

1.5.1.1 TOE Software

The TOE software is a microkernel operating systdrith runs on a subset of NetApp’s proprietary &4-b
x86-based storage controller platforms listed aboveection 1.4.2.

The following statements describe the TOE's evaldiabnfiguration:

Thewaf | . root _onl y_chown option in the evaluated configuration is disablélhen enabled, only a
root user has permission to change the owner dé.a ¥When disabled, theaf | . root _only_chown
option enables the owner of a file to change owriprsf a file.
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All authorized NetApp Administrators have the TSHren role.

The security. adni n. aut henti cati on parameter is set to “internal”. When set to “intd”,
administrators are authenticated locally, and Mghight Directory Access Protocol (LDAP), NIS, etc.
authentication is disabled.

The security. passwd. rul es. everyone parameter is set to “on”. When set to “on”, all
administrative users, including the ‘root’ and ‘adrstrator’ accounts are subject to password raleh as
account lock-out.

The options auditl og. enabl e parameter is set to “on”. When set to “on”, thediting
functionality of the TOE is enabled.

The evaluated configuration does not support chengiQtree’s style once the Qtree is configured.

1.5.1.2 Guidance Documentation
The following guides are required reading and pathe TOE:

1. Administrator and User guidance for Data ONTAP CamncCriteria deployments for Data
ONTAP® v8.1.1 7-Mode

2. Data ONTAP® v8.1.1 7-Mode System Administration s

3. Data ONTAP® v8.1.1 7-Mode MultiStore Managementd&si

4. Data ONTAP® v8.1.1 7-Mode File Access and Protottdsmagement Guides

5. Data ONTAP® v8.1.1 7-Mode Release notes

6. Data ONTAP® 8.1.1 7-Mode Data Protection Tape Backud Recovery Guide

7. Data ONTAP® 8.1.1 7-Mode Network Management Guide

8. Data ONTAP® 8.1.1 7-Mode Software Setup Guide

9. Data ONTAP® 8.1.1 7-Mode Storage Efficiency Managathisuide

10. Data ONTAP® 8.1.1 7-Mode Storage Management Guide

11. Data ONTAP® 8.1.1 7-Mode High-Availability Configation Guide

12. Data ONTAP Security Guidance

13. NetApp, Data ONTAP® 8.0 7-Mode Commands: ManualeéPRgference, Volume 1

14. NetApp, Data ONTAP® 8.0 7-Mode Commands: ManualeéPRgference, Volume 2

15. OnCommand™ System Manager 2.0R1 Quick Start Guide

16. OnCommand™ System Manager 2.0R1 Help For Use Witia DNTAP® 7-Mode

17. OnCommand® System Manager 2.0.2 Help For Use witta DNTAP® Cluster-Mode

18. V-Series Systems Installation Requirements andrBefe Guide

1.5.2 Logical Scope

The logical boundary of the TOE will be broken dointo the following security classes which are Ifiert
described in sections 6 and 7 of this ST. Thecklgscope also provides the description of the ritgcu
features of the TOE. The security functional reguients implemented by the TOE are usefully grouped
under Security Function Classes.

1.5.2.1 Security Audit

The TOE keeps track of auditable events throughAtindit Log, stored irf et ¢/ | og/ audi t | og. An audit
log is a record of commands executed at the corsadesecure shell (SSH). All the commands execute
in a source file script are also recorded in thditalog. Administrative Hypertext Transfer Protbco
(HTTP) operations, such as those resulting fronugeeof System Manager, are logged. All loginmapts

to access the storage system, with success orefadlte also logged.
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In addition, changes made to configuration and stegifiles are logged. Read-only Application
Programming Interfaces (APIs) by default are nggkd but an administrator can enable auditing thieh
audi t| og. readonl y_api . enabl e option.

For configuration changes, the audit log showdalewing information:
* What configuration files were accessed
* When the configuration files were accessed
* What has been changed in the configuration files

For commands executed through the console or an S8, the audit log shows the following
information:

 What commands were executed

*  Who executed the commands

* When the commands were executed.

The TOE ensures that the audit trail storage isepted by rotating log files as they reach an adstrator-
configurable maximum size, and overwriting the eslddog file when the audit trail reaches an
administrator-configurable maximum size. In aduifi the log files are accessible for viewing by an
authorized administrator via NFS, CIFS, or HTTPS.

1.5.2.2 User Data Protection

User data protection defines how users connectinthé TOE are allowed to perform operations on
objects.

User access to objects controlled by the TOE iegwmd by the enforcement of the DAC SFP. Access to
NTFS-Style files via a CIFS share is authorizedllycby file ACEs. Access to NFSv3 UNIX-Style fie
via an NFSv3 export is authorized locally by filedttory ownership and UNIX-Style security attribat
Access to NFSv4 UNIX-Style files via an NFSv4 experauthorized locally by file ACEs.

The TOE provides authorized administrators withesamanagement interfaces outlined in sectior45.
to configure end-user network access. The manageimirfaces provide for the creation of rulesttha
define actions the TOE is to take based on a sebmditions. The conditions and actions affediegitthe
allowed access to user data by end-users (DAC S¥FB)e way administrators interact with the TOE.

For more information on the User Data Protectiancfionality of the TOE, see section 7.1.2.

1.5.2.3 Identification and Authentication

The Identification and Authentication (I&A) functiality of the TOE enforces human administrators to
identify and authenticate themselves to the TOBieedllowing any modifications to TOE managed TSF
Data. Authentication credentials are maintainethigyTOE in a local registry.

The TOE enforces minimum password strength requirgsn Passwords must have a length of at least 8
characters and contain at least one numeric clegract at least two alphabetic characters.

The TOE will lock out an administrator accounthietuser fails to enter the proper credentials &ftailed
login attempts.

For more information on the 1&A functionality oféiTOE, see section 7.1.3.

1.5.2.4 Security Management

The TSF management functionality provides the reargsfunctions to allow a NetApp administrator to
manage and support the TSF. Included in this fanatity are the rules enforced by the TOE thairaef
access to TOE-maintained TSF Data and its correpgrsecurity attributes, and TSF Functions.
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The security attributes include authentication dated to authenticate end users), roles, seaititjpute
data (used for DAC SFP enforcement) and other T&R (used for DAC SFP subject security attribute
resolution).

The TOE maintains the following roles for usexot, admin, power, backup, compliance, audit, noAe
“NetApp Administrator” is defined to be any humaseu who is assigned any of the administrative roles
(except fomong listed above.

The TSF Functions include the following groups apabilities (which are defined in detail in Tab?)2
login, CLI, security, API, compliancandSystem Manager

For more information on the TSF management funation see section 7.1.4.

1.5.2.5 Protection of TOE Security Functions

The TOE protects the TOE Security Function (TSHE) tie implementation of domain separation made
possible by MultiStore virtualization functionality

For more information on domain separation and [etimte of the TSF, see section 7.1.5.

1.5.2.6 TOE Access

The TOE mitigates unauthorized administrator actgsautomatically terminating administrator session
after 10 minutes of inactivity at the CLI

1.5.3 Product Physical and Logical Features and Functionality
not included in the TOE

Features and Functionality that are not part oetreduated configuration of the TOE are:

« Appliance hardware and firmware

» High Availability appliance pairs

» Cluster Mode

» Remote resolution of authentication data via tisswi t ch. conf passwd file (i.e. UNIX
LDAP)

e Cross-protocol support (NFS access to NTFS-Stijss, fCIFS access to UNIX-Style files)

* Shared level ACLs

e Bypass traverse checking option

*  Windows Group Policy Objects

« wafl.root_only_chown is disabled in the evaluated version (when dighiee owners, in
addition to the root account, can change ownershfipes)

» Native File Blocking (File Screening)

* Mixed Qtrees

e Changing a Qtree’s style once the Qtree has bedfigaced

* Remote CLlIs accessible via:

«  Ethernet connections to an REMr a SB® or a BMC installed in the appliance

» A Telnet session to the appliance

« Aremote shell program, such as R&H

« FTP

» Trivial File Transfer Protocol (TFTP)

° RLM — Remote Local Area Network (LAN) Management
195p — Service Processor

' BMC — Baseboard Management Controller

12 RSH — Remote Shell
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*  HTTP (including WebDAV support)
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2 Conformance Claims

This section provides the identification for any ,&otection Profile (PP), and EAL package confarosa
claims. Rationale is provided for any extensionawgmentations to the conformance claims. Raf#ona
for CC and PP conformance claims can be found ati&e8.1.

Table 4 CC and PP Conformance

Common (oY [T7F) Common Criteria for Information Technology Security Evaluation, Version 3.1,
(o) I [ [ 1 [T Ta L) ) Revision 3, July 2009; CC Part 2 extended; CC Part 3 conformant; PP claim
and Conformance (none); Parts 2 and 3 Interpretations of the CEM" as of 12/1/2011 were
reviewed, and no interpretations apply to the claims made in this ST.

PP ldentification None

Evaluation EAL2+ Augmented with Flaw Remediation ALC_FLR.3
Assurance Level

13 Common Evaluation Methodology
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3 Security Problem

This section describes the security aspects ofethéronment in which the TOE will be used and the
manner in which the TOE is expected to be employédprovides the statement of the TOE security
environment, which identifies and explains all:

* Known and presumed threats countered by eitheF@te or by the security environment
» Organizational security policies with which the T@tst comply

« Assumptions about the secure usage of the TOER)dirmgd physical, personnel and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to thé*l@issets against which protection is required byTi®& or by
the security environment. The threat agents avidelil into three categories:

e Attackers who are not TOE users: They have pubiimkedge of how the TOE operates and are
assumed to possess a low skill level, limited resesito alter TOE configuration settings or
parameters and no physical access to the TOE.

» TOE users: They have extensive knowledge of howltBE operates and are assumed to possess
a high skill level, moderate resources to alter T@iafiguration settings or parameters and
physical access to the TOE. (TOE users are, hawassumed not to be willfully hostile to the
TOE.)

» Agents or processes working either on behalf @fchttrs or autonomously: They may or may not
have knowledge of the public or proprietary TOE fa@uration settings/parameters. These agents
and processes can take many forms, such as bobotoets designed to exploit common
vulnerabilities or deny others access to IT proslactd services.

All are assumed to have a low level of motivatiofhe IT assets requiring protection are the *f%fd
user data saved on or transitioning through the B@Q& the hosts on the protected network. Removal,
diminution and mitigation of the threats are throutpe objectives identified in Section 4 Security
Objectives. The following threats are applicalbl¢hie TOE:

Table 5 Threats

Name Description

T.MASQUERADE A TOE user or process may masquerade as another entity in order to
gain unauthorized access to data or TOE resources.

T.TAMPER A TOE user or process may be able to bypass the TOFE’s security
mechanisms by tampering with the TOE or TOE environment.

T.UNAUTH A TOE user may gain access to security data on the TOE, even
though the user is not authorized in accordance with the TOE
security policy.

T.DATALOSS Threat agents may attempt to remove or destroy data collected and
produced by the TOE.

T.NO_AUDIT Threat agents may perform security-relevant operations on the TOE
without being held accountable for it.

1T — Information Technology
15 TSF — TOE Security Functionality
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Name Description
r T ]

T.IA Threat agents may attempt to compromise the TOE or network
resources controlled by the TOE by attempting actions that it is not
authorized to perform on the TOE or network resources.

3.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a ses@€urity rules, procedures, or guidelines impdsedn
organization on the operational environment of itd. There are no OSPs defined for this ST.

3.3 Assumptions

This section describes the security aspects ofintended environment for the evaluated TOE. The
operational environment must be managed in accoedarith assurance requirement documentation for
delivery, operation, and user guidance. The fdlhgwspecific conditions are required to ensure the
security of the TOE and are assumed to exist iaraironment where this TOE is employed.

Table 6 Assumptions

Name Description

A.PEER Any other systems with which the TOE communicates are assumed to
be under the same management control and use a consistent
representation for specific user and group identifiers.

A.NETWORK Security Management shall be provided to protect the Confidentiality
and Integrity of transactions on the network.

A.MANAGE There will be one or more competent individuals assigned to manage
the TOE and the security of the information it contains.

A.NO_EVIL_ADM The system administrative personnel are not hostile and will follow
and abide by the instructions provided by the administrator
documentation.

A.COOP Authorized users possess the necessary authorization to access at
least some of the information managed by the TOE and are expected
to act in a cooperating manner in a benign environment.

A.PROTECT The processing resources of the TOE critical to the security policy
enforcement will be protected from unauthorized physical
modification by potentially hostile outsiders.

A.ADMIN_ACCESS Administrative functionality shall be restricted to authorized
administrators.

ANTP The IT Environment will be configured to provide the TOE to retrieve
reliable time stamps by implementing the Network Time Protocol
(NTP).
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4 Security Objectives

Security objectives are concise, abstract statesrafnthe intended solution to the problem defingdhe
security problem definition (see Section 3). Tle¢ af security objectives for a TOE form a highdev
solution to the security problem. This high-legelution is divided into two part-wise solutionghe
security objectives for the TOE, and the securitjectives for the TOE’s operational environmentiisT
section identifies the security objectives for TReE and its supporting environment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE aréallsws:
Table 7 Security Objectives for the TOE

Name Description

O.ADMIN_ROLES The TOE will provide administrative roles to isolate administrative
actions.

O.AUDIT The TOE will audit all administrator authentication attempts, whether
successful or unsuccessful, as well as TOE user account configuration
changes.

O.DAC_ACC TOE users will be granted access only to user data for which they

have been authorized based on their user identity and group
membership.

O.ENFORCE The TOE is designed and implemented in a manner that ensures the
security policies can’t be bypassed or interfered with via mechanisms
within the TOFE’s scope of control.

O.A The TOE will require users to identify and authenticate themselves.

O.MANAGE The TSF will provide functions and facilities necessary to support the
authorized administrators that are responsible for the management of
TOE security.

O.STRONG_PWD The TOE must ensure that all passwords will be at least 8 characters
in length and will consist of at least one number and at least two
alphabetic characters. Password construction will be complex enough
to avoid use of passwords that are easily guessed or otherwise left
vulnerable, e.g. names, dictionary words, phone numbers, birthdays,
etc. should not be used.

O.INACTIVE The TOE will terminate an inactive management session after a
configurable interval of time.

O.TIMESTAMP The TOE will provide a reliable timestamp for use by the TOE.
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4.2 Security Objectives for the Operational
Environment

4.2.1 IT Security Objectives

The following IT security objectives are to be sh#id by the environment:

Table 8 IT Security Objectives

Name Description

OE.ACCESS The IT Environment will ensure that users gain only authorized access
to the data the IT Environment manages.

OE.ADMIN_ROLES The IT Environment will provide administrative roles to isolate
administrative actions.

OE.ENFORCE The IT Environment will support the TOE by providing mechanisms to
ensure the TOE is neither bypassed nor interfered with via
mechanisms outside the TSC.

OE.IA The IT Environment must require authorized CIFS and NFS Clients to
successfully I1&A before allowing access to the TOE.

OE.NETWORK The network path between the TOEs is a trusted channel. The
network path between the CLI client and the TOE is a trusted
channel.

OE.NTP The IT Environment will enable the TOE to provide reliable time
stamps by implementing the Network Time Protocol (NTP).

OE.SUBJECTDATA The IT Environment will provide the TOE with the appropriate

subject security attributes.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectivare to be satisfied without imposing technical
requirements on the TOE. That is, they will noquiee the implementation of functions in the TOE
hardware and/or software. Thus, they will be $atislargely through application of procedural or
administrative measures.

Table 9 Non-IT Security Objectives

Name Description

ON.CREDEN Those responsible for the TOE must ensure that all access credentials,
such as passwords, are protected by the users in a manner that
maintains IT security objectives.

ONLINSTALL Those responsible for the TOE and hardware required by the TOE
must ensure that the TOE is delivered, installed, configured, managed,
and operated in a manner which maintains IT security objectives.

ON.PHYSICAL Those responsible for the TOE must ensure that those parts of the
TOE and the IT Environment critical to security policy are protected
from any physical attack that might compromise the IT security
objectives.

NetApp Data ONTAP® v8.1.| 7-Mode Page 23 of 73

© 2012 NetApp, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 0.7 October 22,2012

Name Description

ON.TRAINED Those responsible for the TOE will be properly trained and provided
the necessary information that ensures secure management of the
TOE and the IT Environment.
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5 Extended Components

This section defines the extended SFRs and exteBddts met by the TOE. These requirements are
presented following the conventions identified acfon 6.1.

5.1 Extended TOE Security Functional

Components

This section specifies the extended SFRs for thE. TOhe extended SFRs are organized by class.eTabl
10 identifies all extended SFRs implemented byniG&

Table 10 Extended TOE Security Functional Requirements

Description

FPT_SEP_EXT.| | TSF domain separation for software TOEs
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5.1.1 Class FPT: Extended Protection of the TSF

Families in this class address the requirementsufoctions to implement domain separation functibya
as defined in CC Part 2.

5.1.1.1 Family FPT_SEP_EXT: TSF Domain Separation for Software TOEs
Family Behaviour

This family defines the requirements for domainasafion of TSF data. This section defines theraded
components for the FPT_SEP_EXT family.

Component Leveling

FPT_SEP_EXT: TSF Domain Separation for Software TOEs 1

Figure 4 TSF Domain Separation for Software TOEs family decomposition

The extended FPT_SEP_EXT.1 component is consideried part of the FPT_SEP_EXT family.

FPT_SEP _EXT.1: TSF Domain Separation for SoftwB@Es provides the capability of the TOE to
maintain a separate security domain to protectoinfuntrusted objects in the TOE’s scope of control
The extended family “FPT_SEP_EXT” was modeled afteer FDP SFRs.

Management: FPT_SEP_EXT.1
The following actions could be considered for thenagement functions RPT_SEP_EXT.1

» Physical storage system administrators performimgntanance (deletion, modification, addition) of
vFiler units, volumes, users, and groups of usamnsl, their assignment to various vFilers within the
TOE’s scope of control.

» VFiler (security domain) administrators performimgintenance (deletion, modification, addition) of
volumes, users, and groups of users within therggalomain’s scope of control.

Audit: FPT_SEP_EXT.1

The following actions should be auditable if FAU [&ESecurity audit data generation is included in the
PP/ST:

* Maintenance (deletion, modification, addition) &iler units, users, and groups of users, and their
assignment to various security domains within tR¥® scope of control.

FPT_SEP_EXT.1 TSF Domain Separation for Software TOEs

Hierarchical to: No other components

FPT_SEP_EXT.1.1
The TSF shall maintain a security domain that mtstét from interference and tampering by
untrusted subjects in the TOE’s scope of control.

FPT_SEP_EXT.1.2
The TSF shall enforce separation between the $gaoimains of subjects in the TOE'’s scope of
control.

Dependencies. No Dependencies
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5.2 Extended TOE Security Assurance

Components
There are no extended TOE Security Assurance Coemen
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6 Security Requirements

This section defines the SFRs and SARs met by @E.TThese requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8i1s Selected presentation choices are discussedidne
aid the Security Target reader.

The CC allows for assignment, refinement, selecsiod iteration operations to be performed on sgcuri
functional requirements. All of these operations ased within this ST. These operations are padd
as described in Part 2 of the CC, and are shoviollag/s:

» Completed assignment statements are identifiedysalicized text within brackels

» Completed selection statements are identified uginderlined text within brackdts

» Refinements are identified usitopld text. Any text removed is stricken (Example-—+SFData
and should be considered as a refinement. In kgepith these conventions, in the event a
refinement is within an assignment, it will be depd asbold italicized text, and when a
refinement is within a selection, it will be demdtinbold underlined text.

* Extended Functional and Assurance Requirementglangified using “_EXT” at the end of the
short name.

» lterations are identified by appending a letteparentheses following the component title. For
example, FAU_GEN.1(a) Audit Data Generation wouddthe first iteration and FAU_GEN.1(b)
Audit Data Generation would be the second iteration

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Haistion organizes the SFRs by CC class. Table 11
identifies all SFRs implemented by the TOE and datis the ST operations performed on each
requirement.

Table 11 TOE Security Functional Requirements

Name Description S |AR|I ‘
FAU_GEN.| Audit data generation Vv |
FAU_GEN.2 User Identity Association

FAU_SAR.I Audit review v
FAU_SAR.2 Restricted audit review

FAU_STG.I Protected audit trail storage 4

FAU STG.4 Prevention of audit data loss v v
FDP_ACC.I Subset access control v
FDP_ACF.| Security attribute based access control v
FIA_AFL.1 Authentication failure handling v v
FIA_ATD.I User attribute definition v
FIA_SOS.1 Verification of secrets v
FIA_UAU.2 User authentication before any action 4
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Name Description S|AR]|I ‘
FIA_UID.2 User identification before any action v ] ]
FMT_MOF.1 Management of security function behaviour v v v
FMT_MSA.I Management of security attributes v v
FMT_MSA.3 Static attribute initialisation v v
FMT_MTD.I(a) Management of TSF data v v v
FMT_MTD.I(b) Management of TSF data v v v
FMT_SMF.1 Specification of management functions 4
FMT_SMR.I Security roles v
FPT_SEP_EXT.I TSF domain separation for software TOEs

FPT_STM.I Reliable Time Stamps

FTA _SSL.3 TSF-initiated termination v |V

Note: S=Selection; A=Assignment; R=Refinement;drdtion
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6.2.1 Class FAU: Security Audit

FAU_GEN.1  Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redatiedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for the [not specifiddyel of audit; and
c) [The events specified in Table 12 bdlow
FAU_GEN.1.2
The TSF shall record within each audit record astiehe following information:
a) Date and time of the event, type of event, sub¢amttity (if applicable), and the outcome
(success or failure) of the event; and
b) For each audit event type, based on the audital#etedefinitions of the functional
components included in the PP/Sthd additional event information specified in Table
12 below.

Table 12 FAU_GEN.|.2 Audit Generation Details

SFR Addressed Auditable Events Additional Event Information

FIA_UAU.2, . . . :

FIA_UID.2 Successful local logon User identity, security domain

FIA_UAU.2, . . . . .

FIA_UID.2 Unsuccessful local logon | User identity supplied, security domain

EMT SMF.| User created User ID. created, .User ID qf the admlnlstrator

- performing the action, security domain

FMT_SMF.I User deleted User ID.deIeted, U.ser ID of.the adml.nlstrator
performing the action, security domain

FMT_SMF.| Group created Group c.reated, Us.er ID of the admln.lstrator
performing the action, security domain

FMT_SMF.| Group deleted Group d.eleted, Usgr ID of the admln]strator
performing the action, security domain

FMT_SMF.| Group member added | User ID and group associated, User D of the
administrator performing the action, security domain

FMT_SMF. | Group member deleted Uset" I'D and group dlsz.lssouated,' user ID of the .
administrator performing the action, security domain

Dependencies:. FPT_STM.1 Reliabletime stamps

181D - Identifier
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FAU_GEN.2 User identity association

Hierarchical to: No other components.

FAU_GEN.2.1
For audit events resulting from actions of ideptifiusers, the TSF shall be able to associate each
auditable event with the identity of the user tteatised the event.

Dependencies. FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU SAR.1 Audit review

Hierarchical to: No other components.

FAU_SAR.1.1
The TSF shall provide aluthorised administratofswith the capability to reada]l audit
informatior from the audit records.

FAU_SAR.1.2
The TSF shall provide the audit records in a marmsmétable for the user to interpret the
information.

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.2 Restricted audit review

Hierarchical to: No other components.

FAU_SAR.2.1
The TSF shall prohibit all users read access tatltét records, except those users that have been
granted explicit read-access.

Dependencies: FAU_SAR.1 Audit review

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU_STG.1.1
The TSF shall protect the stored audit recordénaudit trail from unauthorised deletion.
FAU_STG.1.2
The TSF shall be able to [preveninauthorised modifications to the stored audiords in the
audit trail.
Dependencies. FAU_GEN.1 Audit data generation

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

FAU_STG.4.1
The TSF shall Joverwrite the oldest stored audibrdd and jno other action§if the audit trail is
full.

Dependencies: FAU_STG.1 Protected audit trail g@ra
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6.2.2 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1

The TSF shall enforce th®PAC SFR on [the subjects, objects, and operations among subpead objects
listed in Table 13 belolw

Table 13 FDP_ACC.I.I Detail

Object (Files on the Storage Appliance)

Operation among
Subject and Object

Subject
File Style  File Type Qtree covered by the DAC
Type SFP
Create, read, write,
NFSv3 Client NFSv3'UNIX- I?lrectory, Symbollc UNIX Qtree execute, delete, change
Style File Link, Regular File permissions, change
ownership
Create, read, write,
NFSv4 Client NFSv4.Un|x- I?lrectory, Symbollc UNIX Otree execute, delete, change
Style File Link, Regular File permissions, change
ownership
Create, read, write,
CIFS Client NTFS-Style File | Directory, Regular File |NTFS Qtree | &XeCute: delete, change
permissions, change
ownership
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.11

The TSF shall enforce th®AC SFR to objects based on the followinthé subjects, objects, operations,
and associated security attributes listed in Tablebelow]

Table 14 FDP_ACF.I.I Detail

Subject Other
. Object (file) Objects and
o tion Subiect Object . . Security
PEERS ) (File) Security Other TSF  Security Attributes
Attribute Data Attribute used for DAC
SFP
UNIX Parent
Directory UID,
NFSv3 UNIX User
NESV3 | UNiX-seyle |UID, UNix | UNIX N/A UNIX Parent
Client Username Directory GID
file User GID and access
Create mode
UNIX Parent
NFSv4 UNIX User .
NFSVE | UNIX-Style |UID, UNIX | UNIX N/A Directory UID,
Client file User GID Username UNIX Parent
Directory ACEs
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Subject Other
Object (ﬁle) Objec'ts and
Operation Subject . : ST
P ) Security Other TSF Security Attributes
Attribute Data Attribute used for DAC
SFP
. Qtree type,
CIFS  [NTFS-Style | 1/ndows USer vy o Parent
. SID, Windows N/A . ,
Client file User GID Username directory’s SID
and ACEs
NESv3 NFSv3 UNIX User UNIX file UID,
Cli vt UNIX-Style | UID, UNIX None UNIX file GID, | None
en file User GID access mode
Read, Write, |NFsv4 |NNFov4 UNIX User UNIX User
. UNIX-Style | UID, UNIX None None
Execute Client UID, ACEs
file User GID
Windows User .
CIFS NTFS-Style | 51D, Windows | V¥ indows SID and ACEs | None
Client file Username
User GID
UNIX Parent
Directory UID,
NFsy3 NP3 UNIX User 1 j\ix UNIX Parent
. UNIX-Style | UID, UNIX None .
Client Username Directory GID
file User GID
and access
mode
Delete UNIX Parent
NFSv4 l'jllilsl\)/?-St le SII\I:I)I)[(JEIS)e(r None UNIX User Directory UID,
Client [\ 4 User GID © UID, ACEs UNIX Parent
Directory ACEs
Windows User . Parent
g:'; Snt ?l'eTFS'StY'e SID, Windows a:‘i‘:mz SID and ACEs | directory’s SID
' ! User GID and ACEs
UNIX Parent
Directory UID,
NFsy3 NP3 UNIX User 1 j\ix UNIX Parent
. UNIX-Style | UID, UNIX None .
Client Username Directory GID
file User GID
and access
mode
Change
>, UNIX Parent
Permission NFSv4 l'jllilsl\)/?-St le Sn:l)lﬁﬁf)e(r None UNIX User Directory UID,
Client file 4 User GID UID, ACEs UNIX Parent
Directory ACEs
Windows User . Parent
g:l': Snt EfeTFS'StY'e SID, Windows a:‘i‘:mz SID and ACEs | directory’s SID
User GID and ACEs
Change NFSv3 L'\Jlllilsl\)/? Style UNIX User N UNIX User N
Owner Client |~ 7€ uiD one uID one
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Subject Other

Object (file) Objects and
Operation Subject ol . : ST
P ) (File) Secu'nty Other TSF Secu.rlty Attributes
Attribute Data Attribute used for DAC
SFP
NFSv4 BIIEISI\)/?-St le UNIX User None UNIX User None
Client | 7€ luD uID

Windows User
SID, Windows |None SID and ACEs | None
User GID

CIFS NTFS-Style
Client file

FDP_ACF.1.2
The TSF shall enforce the following rules to deteemif an operation among controlled subjects and
controlled objects is allowedagcess is granted if one of the following condgitigted in Table 15 below is
true;]

Table 15 FDP_ACF.I.2 Detail

Operation Subject Object (File) =DAC Rule

I. The subject is the owner of the parent
directory and the owner has been granted Write
and Execute access (UNIX-Style security
attributes).

2. The subject is not the owner of the parent

. NFSv3 UNIX- d!rectory’but is a member of the parent'

NFSv3 Client Style file directory’s group and the group has Write and
4 Execute access (UNIX-Style security attributes).

3. The subject is neither the owner of the parent
directory nor a member of the parent directory’s
group but Write and Execute access has been
granted to all subjects (UNIX-Style security
attributes).

4. The subject is the owner of the parent
directory and the owner has been granted Write
and Execute access (UNIX-Style security
attributes).

Create

5. There is no parent directory ACE that denies
Write or Execute access to the subject and
. NFSv4 UNIX. |Parent dlrecto'ry'ACEs exist that grant Write and
NFSv4 Client Execute permission to the subject (NFSv4-Style
Style file . .
security attributes).

6. There is no parent directory ACE that denies
Write or Execute access to any group that the
subject is a member of and parent directory
ACEs exist that grant Write and Execute
permission to any group the subject is a member
of (NFSv4-Style security attributes).

7. There is no parent directory ACE that denies

CIFS Client NTFS-Style file Write or Execute access to the subject and
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Operation

‘ Subject

Object (File) =DAC Rule

parent directory ACEs exist that grant Write and
Execute permission to the subject (NTFS-Style
security attributes).

8. There is no parent directory ACE that denies
Write or Execute access to any group that the
subject is a member of and parent directory
ACEs exist that grant Write and Execute
permission to any group the subject is a member
of (NTFS-Style security attributes).

Read, Write
Execute

NFSv3 Client

NFSv3 UNIX-
Style file

9. The subject is the owner of the file and the
owner has been granted access for the specific
operation (UNIX-Style security attributes).

10. The subject is not the owner of the file but is
a member of the object’s group and the object’s
group has access for the specific operation
(UNIX-Style security attributes).

I'l. The subject is neither the owner of the file
nor a member of the object’s group but the
specific access request has been granted to all
subjects (UNIX-Style security attributes)

NFSv4 Client

NFSv4 UNIX-
Style file

12. The subject is the owner of the file and the
owner has been granted access for the specific
operation (UNIX-Style security attributes).

[3. There is no ACE that denies access to the
subject for the specific operation and an ACE
exists that grants permission to the subject for
the specific operation (NFSv4-Style security
attributes).

[4. There is no ACE that denies access for the
specific operation to any group that the subject is
a member of and an ACE exists that grants
permission to any group the subject is a member
of for the specific operation (NFSv4-Style
security attributes).

CIFS Client

NTFS-Style file

I5. There is no ACE that denies access to the
subject for the specific operation and an ACE
exists that grants permission to the subject for
the specific operation (NTFS-Style security
attributes).

16. There is no ACE that denies access for the
specific operation to any group that the subject is
a member of and an ACE exists that grants
permission to any group the subject is a member
of for the specific operation (NTFS-Style security
attributes).

Delete

NFSv3 Client

NFSv3 UNIX-
Style file

[7.Rule I, 2 or 3 above is true (subject has
Write and Execute UNIX-Style permission for
parent directory).
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Operation

‘ Subject

NFSv4 Client

Object (File) =DAC Rule

NFSv4 UNIX-
Style file

18. Rule 12, 13, or 14 above is true (subject has
Delete NFSv4-style permission or is UNIX
owner for parent directory)

CIFS Client

NTFS-Style file

19. Rule 15 or 16 above is true for Delete
operation (subject has Delete NTFS-Style
permission for object).

20. Rule 12 above fails and Rule 14 or |5 below
are true (subject has Delete Child NTFS-Style
permission for parent directory)

21. There is no parent directory ACE that denies
Delete Child access to the subject and a parent
directory ACE exists that grants Delete Child
permission to the subject (NTFS-Style security
attribute).

22. There is no parent directory ACE that denies
Delete Child access to any group that the subject
is a member of and an object ACE exists that
grants Delete Child permission to a group the
subject is a member of (NTFS-Style security
attribute).

Change
Permission

NFSv3 Client

NFSv3 UNIX-
Style file

23. Rule I, 2 or 3 above is true (subject has
Write and Execute UNIX-Style permission for
parent directory) and rule 6, 7 or 8 above is true
for Write operation (UNIX-Style permission for
object).

NFSv4 Client

NFSv4 UNIX-
Style file

24. Rule 4, 5, or 6 above is true (subject has
Write and Execute NFSv4-Style permission for
parent directory) and rule 12, |3, or 14 above is
true for Change Permission operation (UNIX
and NFSv4 Style permission for object)

CIFS Client

NTFS-Style file

25. Rule 7 or 8 above is true (subject has Write
and Execute NTFS-Style permission for parent
directory) and rule 15 or 16 above is true for
Change Permission operation (NTFS-Style
permission for object).

Change
Ownership

NFSv3 Client

NFSv3 UNIX-
Style file

26. If the UNIX UID is root, or the owner of the
file, the operation is allowed.

NFSv4 Client

NFSv4 UNIX-
Style file

27. Rule 12, 13, or 14 above is true for Change
Ownership operation (subject has Change
Owner NFSv4-Style permission or is UNIX-Style
owner for object)

CIFS Client

NTFS-Style file

28. Rule 15 or 16 above is true for Change
Ownership operation (subject has Change
Owner NTFS-Style permission for object).

FDP_ACF.1.3

The TSF shall explicitly authorise access of subjeo objects based on the following additionalesul
[access is granted fhe object is a UNIX-Style file and the subjecbis].
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FDP_ACF.14
The TSF shall explicitly deny access of subjectshjects based on th#o[lowing additional rule: access is
denied if the subject does not have an Administa®olé.

Dependencies: FDP_ACC.1 Subset access control

FMT_M SA.3 Static attribute initialization

6.2.3 Class FlA: Identification and Authentication

FIA_AFL.1 Authentication failure handling

Hierarchical to: No other components.

FIA_AFL.1.1
The TSF shall detect wher6][ unsuccessful authentication attempts occur relate login
attempté

FIA_AFL.1.2

When the defined number of unsuccessful autherditattempts has been [surpagdséide TSF
shall lock the user, except for the root accountt of the systen

Dependencies:. FIA_UAU.1 Timing of authentication
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.

FIA_ATD.1.1

The TSF shall maintain the following list of sedyrattributes belonging to individual users:
[TOE user name, password, group membershiglX User UID and GID; Windows User SID
and GIDO.

Dependencies. No dependencies
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
FIA SOS.1.1

The TSF shall provide a mechanism to verify thatets meetthe following criteria: at least 8
characters in length and consist of at least oneber and at least two alphabetic characters

Dependencies: No dependencies

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_UAU.2.1

The TSF shall require each-usgministrator to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that.us

Dependencies. FIA_UID.1 Timing of identification
FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification
FIA UID.2.1

The TSF shall require each-useministrator to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

Dependencies: No dependencies
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6.2.4 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.1.1
The TSF shall restrict the ability tadé
behavieur-ofperform] the functions Pefault capablhty aSS|gnments in Table 16 bdldxw[the
roles listed in Table 16 beldw
Dependencies. FMT_SMF.1 Specification of management functions

Table 16 Roles maintained by the TOE

Default capability assignments Sumrr??r.y of default granted
capabilities

root * Grants all possible capabilities.

Admin cli-*, api-*, login-*, security-* Grant.s. .aII CLI, API, login, and security

capabilities.
Grants the ability to :
cli-cifs*, cli-exportfs*, cli-nfs*, cli-|Invoke all cifs, exportfs,nfs, and useradmin

Power useradmin®,  api-cifs-*,  api-nfs-*, | CLI commands
login-telnet, login-http-admin, login-| Make all cifs and nfs APIcalls
rsh, login-ssh,api-system-api-* . .

Log in using Telnet, HTTP,RSH, and SSH
sessions

Backup login-ndmp Grants the ability to make NDMP requests.

Grants compliance-related capabilities in
cli-cifs*, cli-exportfs*, cli-nfs*, cli- addition to all the capabilities granted by the
useradmin®,  api-cifs-¥,  api-nfs-*, | Power role.

Compliance Iogin-telljlet, Iogin-'http-admint Iogin'- Note: The compliance role is the default role
rsh, Iogln-ssh,. apl-system-apl-.*,. cli-|for the Compliance Administrators group.
snaplo.ck*, api-snaplock-*, api-file-*, | The compliance role cannot be removed
compliance-* from the Compliance Administrators group

or added to other groups.

Audit ADi-ShMD-get. ADi-SNMb-get-next Grants the ability to make snmp-get and
P p-get ap P8 snmp-get-next API calls.

None none Grants no administrative capabilities.

FMT_M SA.1 Management of security attributes
Hierarchical to: Noother components.
FMT_MSA.1.1
The TSF shall enforce th®©AC SFR to restrict the ability to_[modify, deleteadd the security attributes
[TOE User UID and Primary TOE User GID maintainedcdtly by the TOR to [an authorised
administratot.
Dependencies: FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset infor mation flow control]
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FMT_MSA.3 Static attributeinitialisation
Hierarchical to: No other components.
FMT_MSA.3.1
The TSF shall enforce th®AC SFR to provide [restrictive default values for security attributes that are
used to enforce the SFP
FMT_MSA.3.2
The TSF shall allow thenp authorized identified rolgdo specify alternative initial values to overrideet
default values when an object or information isated.
Dependencies: FMT_M SA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MTD.1(a) Management of TSF data

Hierarchical to: No other components.

FMT_MTD.1.1
The TSF shall restrict the ability to [query, mgdifieleté the [local user account repositoryo [authorised
administrators with the root or Admin rdle

Dependencies: FMT_SMF.1 Specification of management functions

FMT_MTD.1(b) Management of TSF data

Hierarchical to: No other components.

FMT_MTD.1.1
The TSF shall restrict the ability to [modjfthe [state of the TOEto [authorised administrators with the
root or Admin rolé.

Dependencies: FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Hierarchical to: No other components.

FMT_SMF.1.1
The TSF shall be capable of performing the follagyvimanagement functionsmpnagement of security
functions behaviour, management of security attébuand management of TSF data

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1
The TSF shall maintain the rolesogt, Admin, Power, Backup, Compliance, Audit, None
FMT_SMR.1.2
The TSF shall be able to associate users with.roles
Dependencies: FIA_UID.1 Timing of identification

6.2.5 Class FPT: Protection of the TSF

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
FMT_STM.1.1
The TSF shall be able to provide reliable time gt&m
Dependencies: No dependencies.

FPT_SEP_EXT.1 TSF Domain Separation for Software TOEs
Hierarchical to: No other components
FPT_SEP _EXT.1.1
The TSF shall maintain a security domain that mtstét from interference and tampering by untrusted
subjects in the TOE'S scope of control.
FPT_SEP_EXT.1.2
The TSF shall enforce separation between the $galomains of subjects in the TOE'S scope of cdntro
Dependencies: No dependencies.
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6.2.6 Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
Hierarchical to: No other components.
FTA_SSL.3.1

The TSF shall terminate an interactive sessiom dft6 minutes of user inactivity at the LI
Dependencies: No dependencies
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6.3 Security Assurance Requirements

This section defines the assurance requirementhéil OE. Assurance requirements are taken fram th
CC Part 3 and are EAL2 augmented with ALC_FLR.3.

Table 17 summarizes the requirements.

Table 17 EAL2 Assurance Requirements

Assurance Requirements ‘

Class ASE: Security Target ASE_CCL.I Conformance claims
evaluation

ASE_ECD.| Extended components definition
ASE_INT.I ST introduction
ASE_OB]J.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.| Security problem definition

ASE_TSS.|I TOE summary specification

Class ALC : Life Cycle Support ALC_CMC.2 Use of a CM system
ALC_CMS.2 Parts of the TOE CM Coverage
ALC_DEL.| Delivery procedures

ALC_FLR.3 Systematic Flaw Remediation

Class ADV: Development ADV_ARC.I Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.I Basic design

Class AGD: Guidance documents AGD_OPE.| Operational user guidance

AGD_PRE.| Preparative procedures
Class ATE: Tests ATE_COV.I Evidence of coverage

ATE_FUN.I Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis
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7 TOE Summary Specification

This section presents information to detail how T@E meets the functional requirements described in
previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assacidéscriptions correspond to the security functions
Hence, each function is described by how it spegliff satisfies each of its related requirementhis
serves to both describe the security functions eatbnalize that the security functions satisfy the
necessary requirements.

Table 18 Mapping of TOE Security Functions to Security Functional Requirements

TOE Security Function SFR ID Description
Security Audit FAU_GEN.I Audit data generation
FAU_GEN.2 User Identity Association
FAU_SAR.| Audit review
FAU_SAR.2 Restricted audit review
FAU_STG.I Protected audit trail storage
FAU STG.4 Prevention of audit data loss
User Data Protection FDP_ACC.I Subset access control
FDP_ACF.| Security attribute based access
control
Identification and Authentication FIA_AFL.1 Authentication failure handling
FIA_ATD.I User attribute definition
FIA_SOS.| Verification of secrets
FIA_UAU.2 User authentication before any
action
FIA_UID.2 User identification before any
action
Security Management FMT_MOF.| Management of security function
behaviour
FMT_MSA.I Management of security attributes
FMT_MSA.3 Static attribute initialisation
FMT_MTD.I(a) Management of TSF data
FMT_MTD.I1(b) Management of TSF data
FMT_SMF.1 Specification  of  management
functions
FMT_SMR.I Security roles
Protection of TOE  Security FPT_SEP_EXT.I TSF  domain  separation for
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TOE Security Function SFR ID Description

Functions software TOEs
FPT_STM.I Reliable Time Stamps

TOE Access FTA_SSL.3 TSF-initiated termination

7.1.1 Security Audit

The TOE generates audit event records for evemtshiimg administrator logons as well as configurati
changes, specifically for locally-defined users gndups. The audit function is normally executargyy
time the TOE is operational and thpt i ons audi t | og. enabl e parameter is set to “on”. If the audit
function is started or stopped, an audit eventnieegenerated. All audit event records includeleble
timestamp.

The TOE ensures that the audit trail storage itepted by rotating log files as they reach an adstator-
configurable maximum size, and overwriting the eldéog file when the audit trail reaches an
administrator-configurable maximum size.

The maximum size of the audit-log file is specifiegd theaudi t| og. max_fil e_si ze option. The
maximum size of an audit entry in the audit-log fi6 200 characters. An audit entry is truncate8Q0
characters if it exceeds the size limit.

Every Saturday at midnight, theet ¢/ | og/ audi t | og file is copied to/ et ¢/ | og/ audi t| og. O,
/etc/log/auditlog.O is copied to et ¢/l og/ audi tl og. 1, and so on. This also occurs if the
audit-log file reaches the maximum size specifigadbdi t | og. max_fil e_si ze.

The system saves audit-log files for six weeksesmlany audit-log file reaches the maximum size, in
which case the oldest audit-log file is discarded.

Administrators can access the audit-log files ughmgg NFS or CIFS clients, or using HTTPS. The TOE
ensures that the audit trail storage is protecteth funauthorized deletion or modification by enfogc
role-based permissions to the audit trail as deedrin Table 19 below:

Table 19 Audit Trail Storage Access by Role

Role Permission

root create, read, write, execute, delete, change permission, change owner
Admin create, read, write, execute, delete, change permission
Power read

Backup read

Compliance | read

Audit none

None none

To access the log files via NFS, the administratorust mount the root directory
<system nane>:/vol /vol 0) to a desired mount point on the management watikst (where
<syst em name> is the short name, Fully Qualified Domain Name [FQ, or IP address of the storage
system). The administrator can then change dinestdo<nount poi nt>/etc/| og/ to view log
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files in a text editor program (wherarount poi nt > is the desired mount point on the management
workstation).

To access the log files via CIFS, the administratoist mount thé \ <syst em name>\ C$ share to a
desired drive letter on the management workstatidrere<syst em name> is the short name, FQDN,
or IP address of the storage system). The admatist can then change directories <dri ve
letter>\etc\log\ to view log files in a text editor program (wherelrive |etter> is the
desired drive letter on the management workstation)

To access the log files via HTTPS, the administratast ensure that the t pd. aut oi ndex. enabl e
option is set tmn and that theéht t pd. adni n. access option is set t@llow administrative access.
The administrator can then point the web browser te management workstation to
https://<system nane>/ na_admin/logs/ to download log files to the management
workstation (where<syst em name> is the short name, FQDN, or IP address of theagisystem).

Log files are in Microsoft Windows Event Viewer foat (EVT) and can be opened by Windows Event
Viewer.

Administrators can also configure auditing for sfiedile access protocols, and forward audit ldgsa
remote Syslog log host.

The System Manager generates audit records bas#itecsudit logging level configured in the System
Manager. The System Manager enables an authoddeunistrator to refine the logging output by
selecting which type of log statements are outp®y default, system logging is set to INFO. An
authorized administrator can choose one of thevatig log levels:

TRACE
DEBUG
INFO
WARN
ERROR
FATAL
OFF

These levels function hierarchically. If the lay¢l is set to OFF indicates no logging of messagieshe
evaluated configuration, the audit level cannoséeto OFF. The TRACE level logging includes atid
ranging from DEBUG to FATAL. These audit recordslude the date and time of the event, the type of
event, and the outcome (success or failure) oktremt. The System Manager associates each aeditab
event (command executed) with the identity of tlenmistrator that initiated the event. The System
Manager stores the log files on the local machiher® the System Manager is installed. The System
Manager only displays the following ONTAP logs thgh the System Manager:

* SyslLog
* Audit Log
e SnapMirror Log

All the logs that are displayed via the System Mganare read only. An authorized administratomcan
modify or delete any logs from the System Managtarface.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_GEN.2, FAU_SAR.1,
FAU_SAR.2, FAU_STG.1, FAU_STG.4
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7.1.2 User Data Protection

The TSF mediates access of subjects and objedts.sUbjects covered by the DAC SFP are NFS Clients
and CIFS Clients. The objects covered by the DAP @re files (user data). The TOE maintains files
with either NTFS-Style security attributes or UNStyle security attributes. The access modes cdvgye
the DAC SFP are: create, read, write, executetelatbange permission and change owner.

The DAC SFP is detailed below:

7.1.2.1 Discretionary Access Control (DAC) Security Function

The DAC SFP protects user data (FDP_ACC.1). Th&B%P uses the subject type, subject’s security
attributes, the object, the object’s security htttés and the access mode (operation) to deteifraceess

is granted. For some operations, the securitibaters of the object’s parent directory are alsedusThe
following sections describe the DAC SFP and provtte Security Functional Requirements that meet the
Security Function.

7.1.2.1.1 DAC SFP Object Security Attributes

The User Data that is covered by the DAC SFP &e {pobjects). Each file maintained by the TOE has
file style associated with it. The type of sequsttributes associated with the file defines a éityle. The
TOE maintains two styles of files: UNIX-Style filesmid NTFS-Style files. UNIX-Style files have UNIX-
Style security attributes and NTFS-Style files haVEFS-Style security. Each file style is assigned
different security attributes that are used byDi#¢C SFP to determine if access is granted for gestib

In addition to a file style, each file has a filgé. The file types may be directories, symbalikd or
regular files. UNIX-Style files may be a directpgysymbolic link or a regular file (FDP_ACC.1).TRS-
Style files do not have symbolic links; therefotke file type will be either directory or regulaitef
(FDP_ACC.1).

In addition to the file type, the TOE maintainsaedifferent storage types: UNIX Qtrees, NTFS Gtree
mixed Qtrees. A Qtree is a disk space partititiNIX Qtrees store UNIX-Style files with UNIX-Style
security attributes. NTFS Qtrees store NTFS-Silds with NTFS-Style security attributes. Mixedr€es
store both styles of files. Any file may have eittUNIX-Style security attributes or NTFS-Style gety
attributes associated with them. Mixed Qtrees wdt be part of the evaluated configuration. The
following sections describe the security attribiassociated with the objects.

7.1.2.1.1.1 NFSv3 UNIX-Style File Security Attribute Description

A UNIX-Style file managed by the TOE has elevenusitg attributes that are used to determine file
access. The security attributes include a UND¢€ EIID, a UNIX file GID and a nine character access
mode string. The UNIX File UID is the UID of thiefs owner. The UNIX file GID is the GID assocéat
with the file. The access mode is a subset ofatdtars within the file’s file permission string.hd file
permission string is represented in ten charactensmon to all UNIX files (e.g. drwxrwxrwx). Thersit
character contains one of three characters thatifg¢he file type: d for directory, | for a symbolink, or

a dash (-) indicates the file is a regular fileheTfollowing 9 characters represent the access rHwdbe
file in three sets of rwx triplets. The first ti@h specifies the permission for the file’s ownei). The
next triplet specifies the permissions for the gragsociated with the file (UNIX file GID). Theskthree
characters specify the permission for the users arkeaeither the owner nor members of the file@ugr
(other). The rwx triplet identifies the permissifor that set (owner, group, other). The threerati@rs
represent Read, write or execute privileges. dfdharacter is a dash, the set does not have @#ongso
perform the specific action (FDP_ACF.1). A diragfe permission string may also contain a “stickly b
represented at the end of the nine character aoweds string by a “T” (e.g. drwxrwxrwxT). A stickyjt-
enabled directory signifies that files or foldersated within this directory can only be deletedtty file
owner.

To determine if a client has read, write or execpgemission for a UNIX-Style file, the TOE first
compares the client’s UNIX User UID with the filelD. If a match occurs (the client is the ownanyd
the file's access mode specifies permission forsiecific access request (rwx), the request isvaitb If
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the owner does not have permission to perform ¢geest, the request is denied. If the client isthe
file’'s owner, the TOE determines if the client isrember of the file’s group by comparing the client
Primary UNIX User GID to the file’s GID. If the @nt is a member of the file’s group and the acossde
specifies permission for the specific access rdgules request is allowed. If the group does rateh
permission to perform the request, the requestised. If the client is not the file’s owner omeember of
the file’s group, the TOE then determines if alhats (the last triplet) have permission to perfdaha
request. If all others have permission, the regugshonored. Otherwise the request is denied
(FDP_ACF.1).

For the remainder of this document, when the DA® $#les state that the TOE determines if a client,
using UNIX-Style security attributes, has accehks, dbove steps are what the TOE performs: the TOE
walks through the owner, group and other attribtdedetermine access.

7.1.2.1.1.2 NFSv4 UNIX-Style File

The TOE’s NFSv4 UNIX-Style file security attributese NFSv4 ACLs. Each file has a data structure
associated with it containing the file owner’'s Uddd an ACL. Each ACL consists of one or more ACE.
Each ACE explicitly allows or denies access toraylei user or group. Access is allowed if ther@as
ACE that denies access to the user or any groupthkauser is a member of and if an ACE exists that
grants permission to the user or any group theissemember of.

This determination is made by consulting the owmigrspermissions, and ACEs on the file or directory
and comparing against the UID and GID of the retjngsuser. The group memberships (and possibly
username to UID number mapping) are obtained frooallfiles or a directory service, while the file
permissions and ACLs are stored in the file system.

For the remainder of this document, when the DA® SHles state that the TOE determines if a client,
using NFSv4 UNIX-Style security attributes, hasess; the above steps are what the TOE performs to
determine access.

7.1.2.1.1.3 NTFS-Style File Security Attributes Description

The TOE’s NTFS-Style file security attributes atanslard Windows file security attributes. Each fias

a data structure associated with an SD. This Siiagts the file owner's SID, group’s SID, DAE|and
SACL'™ Each ACL consists of one or more ACEs. Each Agglicitly allows or denies access to a
single user or group. Access is allowed if therad ACE that denies access to the user or anyghai
the user is a member of and if an ACE exists thamtg permission to the user or any group the igser
member of.

For the remainder of this document, when the DA® 3lles state that the TOE determines if a client,
using NTFS-Style security attributes, has accémsabove steps are what the TOE performs to determi
access.

7.1.2.1.2 DAC SFP Access Requests

Access requests define what operation a subjeciests| to perform on an object. The TOE’'s DAC SFP
addresses seven access requests: create, reaq exeitute, delete, change permissions, and cloavger
(FDP_ACC.1). The following sections define the giens.

7.1.2.1.2.1 UNIX-Style Access Requests
The following table identifies the operations obgcts on UNIX-Style files (objects) covered by thAC
SFP and explains what each of the file access stqueans.

" DACL — Discretionary ACL: Used to determine persitiss.
18 SACL — System ACL: Used for auditing purposes.
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DAC SFP

Operation

Table 20 UNIX Style File Access Requests

UNIX-Style File Types

Directory

Symbolic Link

Normal File

Create Create a directory. Create a symbolic link. | Create a file.
Read Get info about the directory or its|Read the file the|Read the file.
contents. symbolic link contains
the name of.
Write Add afile in the directory. Write to the file the | Append/write/truncate
symbolic link contains | the file.
the name of.
Execute Traverse the directory; change the|Execute the file the|Execute the file.
working directory or access a file or | symbolic link contains
subdirectory in the directory. the name of.
Delete Delete the directory. Delete the symbolic|Delete the file.
link.
Change Change the permission of the|Change the permission|Change the permission of
Permission directory. of the symbolic link. the file.
Change No effect. Become the symbolic|Become the file’s owner.
Owner link’s owner-.
7.1.2.1.2.2 NTFS-Style File Access Requests

The NTFS-Style file security attributes define maoeess modes than UNIX does. There are, howewer,
symbolic links in NTFS-Style files. The followingble identifies the operations of subjects on NTFS

Style files (objects) covered by the DAC SFP angla@rs what each of the basic file access requeansn
Table 21 NTFS Style File Access Requests

NTFS-Style File Types

DAC SFP
Operation . .
P Directory Normal File

Create Create a directory Create a file.

Read Get info about the directory or its contents | Read the file.

Write Add afile in the directory Truncate, append, or overwrite the file.

Execute No effect If the file has an extension of .exe or .com,
attempt to execute it as a native binary. If it
has an extension of .bat or .cmd, attempt to
execute it as a batch or command file using
the command interpreter.

Delete Delete the directory. Delete privilege must | Delete the file.
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NTFS-Style File Types

DAC SFP
Operation

Directory Normal File

be explicitly granted on the contained files
and subdirectories before they can be
deleted. A directory may not be deleted
unless it is empty.

Change Change the permissions on the directory | Change the file’s ACL.
Permission (change the directory’s ACL)

Change Become the directory’s owner Become the file’s owner.
Owner

7.1.2.1.3 DAC Operations and Rules

In general the TOE supports access to all objeotn fill subjects. However, the following exceptiao
apply:

e« Client The DAC SFP supports client protocol-specific surpffor create, read, write, execute,
delete, change permission and change owner opesatio

* File Style The file style (UNIX-Style or NTFS-Style) is consietd in the TOE’s DAC SFP Rules
because the type of security attributes maintalmgedhe object aids in determining the type of
security attributes required by the client.

» FileType The file type (directory, symbolic link or regulfile) is considered when determining
if object access is allowed for a subject. TheSHrotocol does not know about symbolic links.
Therefore, CIFS Clients will not request an operafior a symbolic link; the only operations for
objects with file type of symbolic link applicable the DAC SFP are NFS Client operations for
UNIX-Style files.

e Additional Data As well as client security attributes and objsetcurity attributes, certain
operations require the TOE to examine the secutiybutes of other objects to determine if
access is allowed, specifically, the object's paminectory. The TOE examines the security
attributes of an object’s parent directory for tee@elete and change permission operations.

» Operation The operations supported by the DAC are: CreateadR®/rite, Execute, Delete,
Change Permissions, and Change Owner. The exeouteand is treated differently for the
different file styles and file types. Executing BITFS directory has no effect. Executing a
UNIX-Style directory means to traverse the diregtahange the working directory, or access a
file or subdirectory in the directory.

7.1.2.1.4 DAC SFP Subject Security Attributes

The subjects that apply to the DAC SFP are subjeitts or without administrative roles; they accéss
TOE as NFS Clients and CIFS Clients (FDP_ACC.19.d&termine if access is permitted for an objdat, t
TOE requires the security attributes associateld thi¢ client. These security attributes may belvesl by
the TOE or the IT Environment.

The subject security attributes required by the DSEP depend on the type of security attributes
maintained by the object; the object will requiither UNIX-Style subject security attributes or NI+
Style subject security attributes to determined€ess is permitted. Based on the native systerRS, N
clients are typically associated with UNIX-Stylecasgty attributes and CIFS Clients are associatét w
NTFS-Style security attributes. The following sent describe the TOE’'s subject security attribute
resolution used to enforce the DAC SFP.
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7.1.2.1.5 Derivation of UNIX-Style Client Subject Security Attributes

If the TOE determines that NFSv3 UNIX-Style seqguattributes should be used to determine access for
an object, the TOE requires a client’s (subjedyB)iX User UID and UNIX User GID (FDP_ACF.1).

If the TOE determines that the NFSv4 UNIX-Stylewséy attributes should be used to determine access
for an object, the TOE requires a client’s (sub@®dtNIX User UID and GID with permission matching
the file’s ACL (FDP_ACF.1).

If the access request is initiated by an NFS Clidgre TOE received the NFS Client's UNIX User UID i
the NFS request (IT Environment). The TOE thendess the IT Environment to get the UNIX User GID
and UNIX username (FDP_ACF.1).

7.1.2.1.5.1 Derivation of NTFS-Style Client Subject Security Attributes
If the TOE determines that NTFS-Style securityilatites should be used to determine access for jactpb
the TOE requires two subject security attributédfindows User SID and a Windows User GID.

If the access request is initiated by a CIFS Clidré TOE obtained the CIFS Client’'s username (\0ivel
username) when the client logged onto the remaesyand joined the Windows Domain. In addition to
this, the IT Environment queried the domain comgraio obtain the Windows User SID and the Windows
User GID.

7.1.2.1.6 DAC SFP Rules

The DAC SFP rules that apply depend on the sultjeetoperation, and the object. In addition, thgcts
file type (directory, symbolic link and regular)used to determine access and the type of Qtrefldhie
stored in. The six access modes under the caoftthe TOE DAC SFP are described below.

Create Access Request
To determine if a client has permissions to creatée, the TOE first looks at the parent directsry
security attributes.

If the parent directory is NTFS-Style, the TOE ub8s-S-Style security attributes for both subjectl an
object to determine if access is permitted. If thient does not have write and execute privilepethe
parent directory, the request is denied. If thentl has write and execute privileges for the paren
directory, the file is created (FDP_ACF.1). In BiATFS Qtree, the new file inherits the NTFS-Style
security attributes from the parent directory (FNWISA.3).

If the parent directory is NFSv3 UNIX-Style, the EQises NFSv3 UNIX-Style security attributes forthot
subject and object to determine access. If tremtlloes not have write and execute privilegebagarent
directory, the request is denied. If the cliens haite and execute privileges for the parent dimg the

file is created (FDP_ACF.1). In a UNIX Qtree, thew file’s NFSv3 UNIX-Style security attributes are
determined by the file mode creation mask, alsowknas the User Mask (umask) of the user-owned
process creating the file (FMT_MSA.3).

If the parent directory is NFSv4 UNIX-Style, the EQuses NFSv4-Style ACL security attributes for the
object, and UNIX user UID and GID for the subjedt.the client has write and execute privileges tfoe
parent directory, the file is created (FDP_ACF.It).an NFSv4 UNIX-Style Qtree, the new file inherihe
NFSv4 UNIX-Style security attributes from the pardimectory (FMT_MSA.3).

Read, Write, Execute Access Requests

To determine if a client has permission to readtensr execute a file, the TOE first examines thent
type. If a client requests access to a file witfiM3 UNIX-Style security attributes, the TOE ub#sSv3
UNIX-Style security attributes for both subject aobject to determine if read, write or execute asce
request is permitted. If the client has read, evdt execute permission for the file, access isnpitrd
(FDP_ACEF.1). If the client does not have accdssréquest is denied.
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Otherwise, the TOE uses the file’s ACL to determifread, write or execute permission is alloweékhe
TOE uses NFSv4 or NTFS-Style security attributesbfoth subject and object to determine access. The
TOE determines if the file’s ACEs allow permissifam the specific request. If they do, access @ntgd
(FDP_ACF.1). If the ACEs do not grant permissiacgess is denied.

Client Delete Access Reguest
To determine if a client has permission to delefdeathe TOE looks at the styles of the file goarent
directory.

NFESv3 UNIX-Style File stored in a UNIX-Style Pardbirectory

The TOE, using NFSv3 UNIX-Style security attribufes both subject and object, determines if therdli
has write and execute access for the file’s patigattory. If the client does, the delete accegsermitted
(FDP_ACEF.1). Otherwise, access is denied.

NFSv4 and NTFES-Style File stored in an NTFS-Stydect Directory

The TOE, using NFSv4 and NTFS-Style security aiteb for both subject and object, first determiifies
the file’'s ACL grants the client delete accessmfile. If so, access is granted (FDP_ACF.1)théf file’s
ACEs do not grant delete permission for the cli¢mé¢, TOE determines if the parent directory hasGa D
(Delete Child) ACE that grants access for the stbjelf the parent does, delete access is permitted
(FDP_ACF.1). Otherwise, access is denied.

Change Per mission Access Requests

To determine if a client has permission to chamgepgermissions of a file, the TOE looks at theestydf
the file and parent directory.

NFESv3 UNIX-Style File stored in a UNIX-Style Pardbitrectory

The TOE, using NFSv3 UNIX-Style security attribufes both subject and object, determines if therdli
has write and execute access for the file's patgattory. If the client does, and the client atss write
access for the file, the change permission acsgssrimitted (FDP_ACF.1). Otherwise, access isatkni

NFSv4 and NTFS-Style File stored in an NTFS-Styeet Directory

The TOE, using NFSv4 and NTFS-Style security aitek for both subject and object, determines if the
file’'s ACL grants the client change permission ascto the file. If so, the TOE determines if tteagmt
directory’'s ACL grants write and execute access tfar subject. If so, change permission access is
permitted (FDP_ACF.1). Otherwise, access is denied

Change Owner Access Requests

The DAC SFP distinguishes between the NFS Clieran@a Owner (chown) UNIX command and the
CIFS Client Change Owner (Change Ownership) command

NFSv3 Clients

If an NFSv3 Client requests a Change Owner reqebstvn) for an NTFS-Style file, the request is @eni
(FDP_ACF.1). If an NFS Client sends a Change Oweeguest (chown) for an NFSv3 UNIX-Style
directory, the request is denied. For other UNBg&Tile types, the TOE determines if the cliestroot
(UNIX User UID is root UID) or the file owner. the client is root or the file owner, access isw#d
(FDP_ACF.1) and the TOE changes the object’'s owméne owner specified in the chown request. éf th
object had an ACL, the TOE removes the ACL.

NFESv4 Clients

If an NFSv4 Client requests a Change Owner reqgfemstn NTFS-Style file, the request is denied
(FDP_ACF.1). If the file is an NFSv4 UNIX-Styleldj the TOE determines if the client has Change
Owner ACE privileges for the file. If the client & access is allowed (FDP_ACF.1). The TOE will
replace the existing owner ACE with the new ACEtsanthe command. If the NFSv4 Client does not
have Change Owner privileges, the request is denied
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CIFS Client

If a CIFS client requests a change owner requestafoUNIX-Style file, the request is denied
(FDP_ACF.1). If the file is an NTFS-Style file,dhTOE determines if the client has change owner
privileges for the file. If the client does, chang allowed (FDP_ACF.1). The TOE will replace the
existing owner with the new owner sent in the comdhalf the CIFS client does not have change owner
privileges, the request is denied.

TOE Security Functional Requirements Satisfied: FDP_ACC.1, FDP_ACF.1

7.1.3 ldentification and Authentication

The TOE's I&A functionality enforces human adminggbrs to identify and authenticate themselvei¢o t
TOE before allowing any modifications to TOE marmad&F Data (FIA_UID.2, FIA_UAU.2).

Administrators’ authentication credentials are naimed by the TOE in a local registry. The filextains
the username, password, full name, password agolg, and other similar characteristics for each
administrator. Authentication credentials are rtaiired by the TOE in a local registry. Severa¢sabxist
for administrator authenticatiorroot, admin, power, backup, compliane@daudit

The TOE enforces minimum password strength requirgsn Passwords must have a length of at least 8
characters and contain at least one numeric cleiraot at least two alphabetic characters (FIA_$PS.
The TOE also maintains the following attributes &oiministrative accountsTOE user name, password,
group membershjdJNIX User UID and GID, and Windows User SID and GHDA_ATD.1).

Administrators are authenticated locally using twdsed access control.

The TOE will lock out an administrator accounthietuser fails to enter the proper credentials &ftailed
login attempts (FIA_AFL.1).

TOE Security Functional Requirements Satisfied: FIA_AFL.1, FIA_ATD.1, FIA_SOS.1, FIA_UAU.2,
FIA_UID.2
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7.1.4 Security Management

The Administrative Security Function provides trec@ssary functions, or capabilities, to allow aAygt
administrator to manage and support the TSF. tladun this functionality are the rules enforcedthy
TOE that define access to TOE-maintained TSF Daih BSF Functions. The TSF Functions are
categorized into the groups of capabilities listedable 22 below:

Table 22 Security Functions Capabilities

Capability
Type

Capabilities

Grants the specified role login capabilities.
Login-* grants the specified role the capability to log in through all supported protocols.

Login-protocol grants the specified role the capability to log in through a specified protocol.
Supported protocols include the following:

) login-console grants the specified role the capability to log in to the storage system using
Login the console.

Login-ndmp grants the specified role the capability to make NDMP requests.

Login-snmp grants the specified role the capability to log in to the storage system using
SNMPv3.

Login-ssh grants the specified role the capability to log in to the storage system using SSH.

Grants the specified role the capability to execute one or more Data ONTAP command
line interface (CLI) commands.

cli-* grants the specified role the capability to execute all supported CLI commands.

cu cli-cmd* grants the specified role the capability to execute all commands associated with the
CLI command cmd.

Note: Users with cli capability also require at least one login capability to execute CLI
commands.

Grants the specified role security-related capabilities, such as the capability to change other
users’ passwords or to invoke the CLI priv set advanced command.

Security-* grants the specified role all security capabilities
security-capability grants the specified role one of the following specific security capabilities:

security-passwd-change-others grants the specified role the capability to change the
Security passwords of all users with equal or fewer capabilities.

Security-priv-advanced grants the specified role the capability to access the advanced CLI
commands.

Security-load-Iclgroups grants the specified role the capability to reload the Iclgroups.cfg file.

Security-complete-user-control grants the specified role the capability to create, modify,
and delete users, groups, and roles with greater capabilities.

Grants the specified role the capability to execute Data ONTAP API calls.
Api-* grants the specified role all API capabilities.

API Api-api_call_family-* grants the specified role the capability to call all API routines in the
family api_call_family.

Api-api_call grants the specified role the capability to call the API routine api_call.
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Capability . . pilities

Type

Grants the specified role the capability to execute compliance-related operations.

Compliance-* grants the specified role the capability to execute all compliance-related
operations.

Compliance Compliance-privileged-delete grants the specified role the capability to execute privileged
deletion of compliance data.

Note: The compliance capabilities (compliance-*) are included in the default capabilities of
the compliance role. The compliance capabilities cannot be removed from the compliance
role or added to other roles.

Only end users associated with the spedifies as outlined in Table 16 may modify the assom
between users, groups, and any of the above céjeehil

The TOE provides several interfaces for administeato use to manage the behavior of the TSFs. The
various management interfaces available to admitéss are outlined below:

CLI
Local CLI available via a serial terminal connectedhe console port of the appliance
Remote CLI available via a secure shell prograrohss SSH, OpenSSH, PuTTY, etc.

(See section 1.5.3 for a list of other methodsankasing the CLI which are not included in the eatdd
configuration of the TOE)

System M anager GUI

The System Manager GUI is installed on a separateagement workstation. The System Manager GUI
makes API calls to the System Administration TOEnponent for management of the TOE security
functions.

Editing of Configuration Files

By mounting the root directory of the storage systen a UNIX workstation
By mounting the C$ share of the storage system\Winaows workstation

7.1.4.1 Management of Security Attributes

The TOE protects TSF data via the implementatiothefDAC SFP as described in section 7.1.2.1 above.
The security attributes upon which the DAC SFPegefior access control are configurable only by suser
who are owners of the object or users who are msditheroot, admin,or powerrole.

The management of security attributes is perforimgaditing the attributes of individual objects Buas
the SD of NTFS-Style files, the ACL of NFSv4 UNIXy& files, or the nine character access modegstrin
of NFSv3 UNIX-Style files, by editing the file’s gup membership, or by editing a user's membership i
group. For more information on the security atités of TSF data, see section 7.1.2.1.1 and isestibns
above.

7.1.4.2 Management of TSF Data

The TOE’'s Administration Security Function includdsSF Data Management. The TSF Data
Management includes management of both authemticatta and security attributes. The followingadat
is managed by the TOE:

 TOE Username Management.
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* Deny unauthorized administrative login attemptsiéa ONTAP.

* Implement a “Sleep Mode” function call to Data ONH Ao deny access and initiate a time out
period for further login attempts, to counter brigece password guessing.

TOE User name M anagement

The TOE maintains authentication data locally tisatised to authenticate the NetApp Administrators.
This authentication database can only be accebseulgh the useradmin command.

7.1.4.3 Management of Roles

The TOE maintains the following roles for usemsot, admin, power, backup, compliance, audit, none
The root and admin roles have the default capability to administelffvaccess the TOE and modify
security attributes. The other administrative sdiave varying functionality as defined in Table 16

NetApp Administrators are required to identify armithenticate themselves to the TOE. The
authentication data used for I&A, username and wash is maintained locally by the TOE;
administration of user authentication data by th&hvironment is not supported. NetApp Adminigtrat
are allowed to modify TOE-managed TSF data inclgdinthentication data, security attributes androthe
TSF Data.

Non-administrators are users who access the TOR wanote system using NFS or CIFS client software
(process acting on behalf of a user). Non-admitists have access to TOE managed user data, imatdo
have authority to modify TOE managed TSF data. eAscto TOE managed user data by non-
administrators is covered by the TOE's DAC SFP.

TOE Security Functional Requirements Satisfied: FMT_MOF.1, FMT_MSA.1, FMT_MSA.3,
FMT_MTD.1(a), FMT_MTD.1(b), FMT_SMF.1, FMT_SMR.1

7.1.5 Protection of the TSF

The TOE protects the TOE Security Function (TSHE) tie implementation of domain separation made
possible by MultiStore virtualization functionality

MultiStore enables administrators to partition sherage and network resources of a single storggfera

so that it appears as multiple storage systemshennetwork. MultiStore is an individually licensed
software feature of Data ONTAP® v8.1.1 7-Mode. lEaatual storage controller created as a result of
partitioning is called a vFiler™ unit, while the ysfical storage controller is known as the hostager
system.

A virtual storage controller is a lightweight inst& of a multiprotocol server. Physical resourcethe
storage system such as system memory and procassa@hared between virtual storage controllers. A
virtual storage controller consists of data storeé volume or a Qtree, the IP address(es) negessar
reach the virtual storage controller, and the sgcand other attributes associated with the datam the
client systems and management software perspetievdata is completely secured and isolated frdm al
other virtual storage controllers.

As illustrated in Figure 5 below, a virtual storagentroller’s configuration allows it to store anetrieve
data in the correct context in its storage unitisTnformation also allows the virtual storage trother to
correctly interpret the access control and secuelgted metainformation embedded in its storage.
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Figure 5 Multistore enables secure multi-tenancy for shared storage implementations

Enabling a MultiStore license will create a virtssbrage controller named “vFiler0”. “vFiler0” isferred

to as a default virtual storage controller and cartse renamed. Any other virtual storage controlle
created on the storage system is referred to amdefault virtual storage controller. The “vFiléndnit
owns all the resources of the storage system. Vdbeministrators create vFiler units and assignuess

to them, the resources are assigned from “vFilerOherefore, “vFiler0” owns all resources that agt
owned by nondefault vFiler units.

A virtual storage controller configuration includix following:
* Quota, exports, and log information
e Configuration for hosts, DNS, and NIS
e CIFS domain info, local users, groups, shares
e The subset of storage system options that arefaptra virtual storage controller
» Virtual storage controller registry data

Administrators of vFiler unit can manage all vFilenits that they are authorized to access. However
vFiler unit administrators have access rights déifé from those of storage system administratorbe
hosting storage system administrator can accedbellata contained in a vFiler unit by using tfikew
context or the vfiler run commands. However, afigsigning a Qtree or volume to a vFiler unit, thetimg
storage system administrator no longer has acodke tata in that Qtree or volume.

The system clock is set at boot via the Network & Pmotocol and provides reliable timestamps forluse
the TOE.

TOE Security Functional Requirements Satisfied: FPT_SEP_EXT.1, FPT_STM.1

7.1.6 TOE Access

The TOE mitigates unauthorized administrator actgsautomatically terminating administrator session
after 10 minutes of inactivity at the CLI.

TOE Security Functional Requirements Satisfied: FTA_SSL.3
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8

Rationale

8.1 Conformance Claims Rationale

This Security Target conforms to Part 2 extendedi Rart 3 conformant of the Common Criteria Standard
for Information Technology Security Evaluations,rsfen 3.1 Revision 3. This ST does not conforma to
PP.

8.2 Security Objectives Rationale

This section provides a rationale for the existeateach threat, policy statement, and assumptian t
compose the Security Target. Sections 8.2.1 aB® &lemonstrate the mappings between the threats,
policies, and assumptions to the security objestiasee complete. The following discussion provides

detailed evidence of coverage for each threatcpodind assumption.

8.2.1

Security Objectives Rationale Relating to Threats

Table 23 Threats:Objectives Mapping

Threats
T.MASQUERADE

Rationale

Access to the TOE or network

A TOE user or process may
masquerade as another entity in
order to gain unauthorized access
to data or TOE resources.

Objectives

O.ADMIN_ROLES

The TOE will provide
administrative roles to isolate

administrative actions.

resources controlled by the TOE
will only be granted to user
accounts associated with the root,
admin, power, backup,
compliance, or audit role. This
prevents threat agents from
gaining unauthorized access to the
TOE or network resources.

O.DAC_ACC

TOE users will be granted access
only to user data for which they
have been authorized based on
their user identity and group
membership.

The TOE will prevent access to
TSF data by users masquerading as
other entities by implementing
discretionary  access  control.
Users shall be granted access only
to data for which they have been
authorized based on their user
identity and group membership.

T.TAMPER

A TOE user or process may be
able to bypass the TOFE'’s security
mechanisms by tampering with the
TOE or TOE environment.

O.ADMIN_ROLES
The TOE will
administrative roles
administrative actions.

provide

to isolate

The TOE will monitor attempts to
access configuration data or other
trusted data that could result in

system  failure  resulting in
unauthorized access to trusted
data. Authorized roles are

required for users to perform
administrative procedures, thus
isolating the amount of damage a
user can perform.

O.IA
The TOE will require users to
identify and authenticate

The TOE will monitor attempts to
access configuration data or other
trusted data that could result in
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Threats Objectives Rationale
themselves. system  failure  resulting in
unauthorized access to trusted
data.  Users are required to
identify and authenticate
themselves to the TOE before
attempting to modify TSF data or
administrative functions.
O.MANAGE The TOE will have defined
The TSF will provide functions|methods and permissions for
and facilities necessary to support | modification of configuration data.
the authorized administrators that
are responsible for the
management of TOE security.
O.STRONG_PWD The TOE will have defined
The TOE must ensure that all | password rules that require
passwords will be at least 8|strong passwords. The default
characters in length and will | password rules require passwords
consist of at least one number and | that are at least 8 characters in
at least two alphabetic characters. | length and consist of at least one
Password construction will be|numeric and as least two
complex enough to avoid use of |alphabetic characters.
passwords that are easily guessed
or otherwise left vulnerable, e.g.
names, dictionary words, phone
numbers, birthdays, etc. should
not be used.
OE.ACCESS The IT Environment will monitor
The IT Environment will ensure|attempts to access configuration
that users gain only authorized | data or other trusted data that
access to the data the IT|could result in system failure
Environment manages. resulting in unauthorized access to
trusted data.
OE.ADMIN_ROLES The IT Environment will monitor
The IT Environment will provide |attempts to access configuration
administrative roles to isolate|data or other trusted data that
administrative actions. could result in system failure
resulting in unauthorized access to
trusted data. Authorized roles
are required for users to perform
administrative procedures, thus
isolating the amount of damage a
user can perform.
T.UNAUTH O.ADMIN_ROLES The TOE will require authorized
A TOE user may gain access to|The TOE will provide roles for users to perform
security data on the TOE, even|administrative roles to isolate |administrative procedures
though the user is not authorized | administrative actions. therefore, isolating the amount of
in accordance with the TOE damage a user can perform.
security policy. O.ENFORCE The TOE will ensure the security
The TOE is designed and|policy enforcement of the TOE is
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Threats Objectives Rationale

implemented in a manner that|invoked and not interfered with

ensures the security policies can’t | inside the TOE.

be bypassed or interfered with via

mechanisms within the TOFE’s

scope of control.

O.A The TOE will require users to

The TOE will require users to |identify and authenticate

identify and authenticate | themselves before attempting to

themselves. modify TSF data or security
attributes.

O.MANAGE The TOE will have defined

The TSF will provide functions|methods and permissions for

and facilities necessary to support | modification of configuration data.

the authorized administrators that

are responsible for the

management of TOE security.

O.INACTIVE The TOE will prevent users from

The TOE will terminate an|gaining access to security data on

inactive management session after | the TOE, even though the user is

a configurable interval of time. not authorized in accordance with
the TOE security policy, by
terminating an inactive
management session after a
configurable interval of time.

OE.ACCESS The IT Environment will enforce

The IT Environment will ensure | restrictive access and modification

that users gain only authorized rules for security attributes and

access to the data the IT|TSF Data managed by the IT

Environment manages. Environment and used by the
TOE to enforce the DAC SFP.

OE.ADMIN_ROLES The IT Environment will require

The IT Environment will provide |authorized roles for users to

administrative roles to isolate|perform administrative

administrative actions. procedures thus, isolating the
amount of damage a user can
perform.

OE.ENFORCE The IT Environment will ensure

The IT Environment will support|the security policy enforcement of

the TOE by providing mechanisms |the TOE is invoked and not

to ensure the TOE is neither |interfered with outside the TOE.

bypassed nor interfered with via

mechanisms outside the TSC.

T.DATALOSS O.IA The TOE will mitigate

Threat agents may attempt to
remove or destroy data collected
and produced by the TOE.

The TOE will require users to
identify and authenticate
themselves.

unauthorized attempts to remove
or destroy data collected and
produced by the TOE by requiring
that access to subject data is
granted only after a user has been
identified and authenticated.
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Objectives
O.AUDIT

Rationale

The TOE will prevent a threat

Threats

T.NO_AUDIT

Threat agents may perform
security-relevant operations on the
TOE  without being held

accountable for it.

The TOE audit  all
administrator authentication
attempts, whether successful or
unsuccessful, as well as TOE user
account configuration changes.

will

agent from performing a security-
related action without being held
accountable by auditing all
security-related activity on the
TOE and associating users with
those activities.

O.TIMESTAMP
The TOE will provide a reliable
timestamp for use by the TOE.

The TOE will prevent a threat
agent from performing a security-
related action without being held
accountable by auditing all
security-related activity on the
TOE and recording the time those
activities were performed.

OE.NTP

The IT Environment will enable
the TOE to provide reliable time
stamps by implementing the
Network Time Protocol (NTP).

The IT Environment will ensure
that the TOE is able to perform
reliable auditing by ensuring that
the timestamp is reliable through
the implementation of the
Network Time Protocol.

T.IA

Threat agents may attempt to
compromise the TOE or network
resources controlled by the TOE
by attempting actions that it is not
authorized to perform on the TOE
or network resources.

O.ADMIN_ROLES

The TOE will provide
administrative roles to isolate
administrative actions.

The TOE will prevent attempts to
compromise the TOE or network
resources controlled by the TOE
by threat agents attempting
actions that they are not
authorized to  perform by
providing an administrator role
and restricting access to the
resources to users associated
with that role.

O.DAC_ACC
TOE users will be granted access
only to user data for which they

The TOE will prevent attempts to
compromise the TOE or network
resources controlled by the TOE

have been authorized based on|by threat agents attempting

their user identity and group |actions that they are not

membership. authorized to perform by only
granting users access to user data
for which they have been
authorized based on the identity
of users and groups of users.

O.A The TOE will prevent attempts to

The TOE will require users to
identify and authenticate
themselves.

compromise the TOE or network
resources controlled by the TOE
by threat agents attempting
actions that they are not
authorized to  perform by
requiring users to identify and
authenticate themselves.

OE.IA

The IT Environment will prevent
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Threats

Objectives

Rationale

The IT Environment must require

authorized CIFS and NFS Clients
to successfully I&A  before
allowing access to the TOE.

attempts to compromise the TOE
or network resources controlled
by the TOE by threat agents
attempting actions that they are
not authorized to perform by
requiring users to identify and
authenticate themselves.

Every Threat is mapped to one or more Objectivesthia table above.

demonstrates that the defined security objectivemier all defined threats.

8.2.2 Security Objectives Rationale Relating to Assumptions

Table 24 Assumptions:Objectives Mapping

Assumptions

A.PEER

Any other systems with which the
TOE communicates are assumed
to be under the same management
control and use a consistent
representation for specific user and
group identifiers.

Objectives

OE.SUBJECTDATA

The IT Environment will provide
the TOE with the appropriate
subject security attributes.

Rationale

The security attributes provided
by the IT Environment will be
meaningful because the
representations between the TOE
and IT Environment systems are
consistent.

ANETWORK

Security Management shall be
provided to protect the
Confidentiality and Integrity of

transactions on the network.

OE.NETWORK

The network path between the
TOEs is a trusted channel. The
network path between the CLI
client and the TOE is a trusted
channel.

The channel between the TOEs
which are replication partners,
and the channel between the TOE
and the CLI client are trusted
channels.

AMANAGE

There will be one or more
competent individuals assigned to
manage the TOE and the security
of the information it contains.

ONL.INSTALL

Those responsible for the TOE
and hardware required by the
TOE must ensure that the TOE is

The TOE will be managed
appropriately by one or more
competent individuals.

delivered, installed, configured,

managed, and operated in a

manner  which  maintains T

security objectives.

ON.TRAINED Those responsible for the TOE
Those responsible for the TOE |will be properly trained and
will be properly trained and|provided the necessary
provided the necessary | information that ensures secure

information that ensures secure
management of the TOE and the
IT Environment.

management of the TOE and the
IT Environment.

ANO_EVIL_ADM
The system administrative
personnel are not hostile and will

ON.INSTALL
Those responsible for the TOE
and hardware required by the

The TOE will be delivered,
installed, managed, and operated
by a non-hostile administrator in a
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Assumptions Objectives Rationale
follow and abide by the|TOE must ensure that the TOE is | manner which  maintains IT
instructions  provided by the|delivered, installed, configured,|security objectives.
administrator documentation. managed, and operated in a

manner  which  maintains [T

security objectives.
A.COOP ON.CREDEN Authorized user will provide for
Authorized users possess the|Those responsible for the TOE |the physical protection of the
necessary authorization to access must ensure that all access|TOFE’s access credentials.

at least some of the information
managed by the TOE and are
expected to act in a cooperating
manner in a benign environment.

credentials, such as passwords,
are protected by the users in a
manner that maintains IT security
objectives.

APROTECT

The processing resources of the
TOE critical to the security policy
enforcement will be protected
from unauthorized physical
modification by potentially hostile
outsiders.

ON.PHYSICAL

Those responsible for the TOE
must ensure that those parts of
the TOE and the IT Environment
critical to security policy are
protected from any physical attack
that might compromise the IT
security objectives.

The security critical components
of the TOE are protected from
physical attacks by ensuring that
that the TOE is protected from
unauthorized physical modification
by hostile outsiders.

A.ADMIN_ACCESS

Administrative functionality shall be
restricted to authorized
administrators.

O.ADMIN_ROLES
The TOE will
administrative roles
administrative actions.

provide

to isolate

The TOE will provide a distinct
role for administrators, thereby
enabling administrative functions
to be associated with just that
role.

O.A The TOE will provide a
The TOE will require users to|mechanism to I&A specific users,
identify and authenticate |which is a prerequisite for
themselves. associating a role with a user.

O.MANAGE The TOE will provide

The TSF will provide functions
and facilities necessary to support
the authorized administrators that

administrative functions that can
be restricted to administrative
roles.

are responsible for the

management of TOE security.
ANTP OE.NTP The IT environment will provide
The IT Environment will be|The IT Environment will enable|the TOE to synchronize a reliable

configured to provide the TOE to
retrieve reliable time stamps by
implementing the Network Time
Protocol (NTP).

the TOE to provide reliable time
stamps by implementing the
Network Time Protocol (NTP).

timestamp through NTP.

Every assumption is mapped to one or more Objextimethe table above.

demonstrates that the defined security objectipé®ld all defined assumptions.
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8.3 Rationale for Extended Security Functional
Requirements

The TOE contains the following explicitly stateadtsgty functional requirements:

- FPT_SEP_EXT.1

FPT_SEP_EXT.1 is an explicitly-stated functionajugement. The SFR family “TSF Domain Separation
for Software TOES” was created to specifically @ddrthe separation of virtual storage from eackroth
when running within the TOE, as opposed to separadf the TOE’s domain of execution from outside
entities. The SFR in this family has no dependessince the stated requirement embodies all regess
security functions. This requirement exhibits flimality that can be easily documented in the ADV
assurance evidence and thus do not require anti@addiAssurance Documentation.

8.4 Rationale for Extended TOE Security

Assurance Requirements
There are no Extended SARs defined for this ST.

8.5 Security Requirements Rationale

The following discussion provides detailed evidenteoverage for each security objective.

8.5.1 Rationale for Security Functional Requirements of the TOE
Objectives

Table 25 Objectives:SFRs Mapping

Objective Requirements Addressing the | Rationale
Objective
O.ADMIN_ROLES FMT_SMR.I Defines the user roles
The TOE will provide | Security roles implemented by the DAC SFP
administrative roles to isolate requiring authorized roles for
administrative actions. NetApp Administrators to
perform administrative
procedures.
O.AUDIT FAU_GEN.I Requires the TOE to generate
The TOE  will audit all|Audit data generation audit  event records for
administrator authentication administrator logons and
attempts, whether successful or configuration changes, and defines
unsuccessful, as well as TOE user the information saved in these
account configuration changes. records.
FAU_GEN.2 Requires the TOE to associate a
User Identity Association specific user with the audit event
records.
FAU_SAR.| Requires the TOE to allow users
Audit review to review audit event records.
NetApp Data ONTAP® v8.1.| 7-Mode Page 62 of 73

© 2012 NetApp, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 0.7

October 22,2012

Objective

Requirements Addressing the

Rationale

Objective

FAU_SAR.2
Restricted audit review

Requires the TOE to only allow
administrators to review audit
event records.

FAU_STG.I
Protected audit trail storage

Requires the TOE to restrict the
ability to modify or delete the
audit trail to administrators, and
to detect any such behavior by
auditing all management
operations.

FAU STG.4
Prevention of audit data loss

The TOE will continue to audit
management activity if the audit
trail is full by backing up the
current audit trail, deleting the
oldest audit trail file, and creating
a new audit trail file.

O.DAC_ACC

TOE users will be granted access
only to user data for which they
have been authorized based on

FDP_ACC.I
Subset access control

Identifies the subjects, objects,
and operation of subjects on
objects covered by the DAC SFP.

FDP_ACF.I

Identifies the subject and object

::;:bel::E:p. identity and  group Security attribute based access |security attributes used to enforce
control the DAC SFP, and defines the
DAC rules enforced by the TOE
that define access rules for TOE
managed user data.
FMT_MSA.3 Ensures restrictive default values
Static attribute initialisation are defined for the TOFE’s object
security attributes used to enforce
the DAC SFP.
O.ENFORCE FPT_SEP_EXT.I The TOE tracks user sessions
The TOE is designed and|TSF domain separation for|individually and enforces the TSP
implemented in a manner that|software TOEs appropriately for each session.

ensures the security policies can’t
be bypassed or interfered with via

User sessions cannot interfere
with one another within the TOE.

mechanisms  within the TOE's Without this assurance, there
scope of control. would not be assurance that the

TOE could not be interfered with.
O.IA FIA_AFL.1 Protects the TOE from malicious

The TOE will require users to
identify and authenticate
themselves.

Authentication failure handling

brute-force and dictionary
password attacks by locking out
accounts after a configurable
number of failed login attempts.

FIA_UAU.2
User authentication before any
action

Ensures that users must
authenticate themselves before
any TSF mediated access to the
TOE functions or TSF data is
allowed.

FIA_UID.2

Ensures that users must identify
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Objective Requirements Addressing the | Rationale
Objective
User identification before any|themselves before any TSF
action mediated access to the TOE
functions or TSF data is allowed.
O.MANAGE FIA_ATD.I Identifies the TOE maintained

The TSF will provide functions and
facilities necessary to support the
authorized administrators that are
responsible for the management of
TOE security.

User attribute definition

subject security attributes of TOE
maintained objects.

FMT_MOF.I
Management of security function
behaviour

Defines the restrictions enforced
by the DAC SFP to modify roles
associated with adminstrators
managed by the TOE and used to
enforce the DAC SFP.

FMT_MSA.I
Management of security attributes

Only authorized NetApp
Administrators responsible for the
management of TOE security may
modify, delete or add the security
attributes (TOE User UID and
Primary TOE User GID)
maintained locally by the TOE and
used to enforce the DAC SFP.

FMT_MTD.I(a)
Management of TSF data

Defines the restrictions enforced
by the DAC SFP to modify user
accounts and roles managed by
the TOE and used to enforce the
DAC SFP.

FMT_MTD.I(b)
Management of TSF data

Defines the restrictions enforced
by the DAC SFP to modify the
listening state of the TOE.

FMT_SMF.1 Defines the TSF management
Specification ~ of  management |functions provided by the TOE
functions that ensures the TOE’s SFPs can

be enforced.
O.STRONG_PWD FIA_SOS.| The TOE ensures that all
The TOE must ensure that all| Verification of secrets passwords will be at least 8
passwords will be at least 8 characters in length and will

characters in length and will consist
of at least one number and at least
two alphabetic characters.
Password construction will be
complex enough to avoid use of
passwords that are easily guessed
or otherwise left vulnerable, e.g.
names, dictionary words, phone
numbers, birthdays, etc. should not
be used.

consist of at least one number and
at least two alphabetic characters.

O.INACTIVE
The TOE will terminate an inactive
management  session after a

FTA_SSL.3
TSF-initiated termination

The TOE will terminate an
administrator's session after a
configurable interval of time.
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Objective

Requirements Addressing the | Rationale

Objective

configurable interval of time.

O.TIMESTAMP
The TOE will provide a reliable
timestamp for use by the TOE.

FPT_STM.I
Reliable Time Stamps

The Operating System Kernel will
provide a reliable timestamp for
use by the TOE.
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8.5.2 Security Assurance Requirements Rationale

EAL2 was chosen to provide a low to moderate lefelssurance that is consistent with good commiercia
practices. As such, minimal additional tasks deexqd upon the vendor assuming the vendor follows
reasonable software engineering practices and caide support to the evaluation for design antirigs
efforts. The chosen assurance level is appropwitethe threats defined for the environment. TIiG@E

is expected to be in a non-hostile position and exdbd in or protected by other products designed to
address threats that correspond with the intendedomment. At EAL2, the TOE will have incurred a
search for obvious flaws to support its introduetioto the non-hostile environment. The augmeniatif
ALC_FLR.3 was chosen to give greater assurancleeofiéveloper’s on-going flaw remediation processes.

8.5.3 Dependency Rationale

This ST does satisfy all the requirement dependsnoif the Common Criteria. Table 26 lists each
requirement to which the TOE claims conformancédwidependency and indicates whether the dependent
requirement was included. As the table indica#tslependencies have been met.

Table 26 Functional Requirements Dependencies

SFR ID Dependencies Dependency Rationale
Met

FAU_GEN.I FPT_STM.I v

FAU_GEN.2 FIA_UID.2 v Although FAU_GEN.2 is
dependent on FIA_UID.I
which is not claimed, the
dependency = SFR s
substituted by FIA_UID.2
which is hierarchical to
FIA_UID.l and claimed
because the TOE does
not permit any TSF-
mediated actions before
users are identified.

FAU_GEN.I v

FAU_SAR.I FAU_GEN.I v

FAU_SAR.2 FAU_SAR.I v

FAU_STG.I FAU_GEN.I v

FAU STG.4 FAU_STG.I v

FDP_ACC.I FDP_ACEF.| v

FDP_ACEF.1 FDP_ACC.I v

FMT_MSA.3 v

FIA_AFL.1 FIA_UAU.2 v Although FIA_AFL.l is
dependent on FIA_UID.|
which is not claimed, the
dependency = SFR s
substituted by FIA_UID.2
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SFRID Dependencies Dependency Rationale
Met
which is hierarchical to
FIA_UID.l and claimed
because the TOE does
not permit any TSF-
mediated actions before
users are identified.
FIA_ATD.I No dependencies
FIA_SOS.I No dependencies
FIA_UAU.2 FIA_UID.2 v Although FIA_UAU.2 is
dependent on FIA_UID.I
which is not claimed, the
dependency = SFR s
substituted by FIA_UID.2
which is hierarchical to
FIA_UID.l and claimed
because the TOE does
not permit any TSF-
mediated actions before
users are identified.
FIA_UID.2 No dependencies
FMT_MOF.1 FMT_SMF.1 v
FMT_SMR.I v
FMT_MSA.I FMT_SMR.I v
FMT_SMF.1 v
FDP_ACC.I v
FMT_MSA.3 FMT_MSA.1(a) v
FMT_MSA.1(b) v
FMT_SMR.I v
FMT_MTD.I(a) FMT_SMR.I v
FMT_SMF.1 v
FMT_MTD.I(b) FMT_SMR.I v
FMT_SMF.1 v
FMT_SMF.1 No dependencies
FMT_SMR.I FIA_UID.2 v Although FMT_SMR.I is

dependent on FIA_UID.I
which is not claimed, the
dependency  SFR  is
substituted by FIA_UID.2
which is hierarchical to
FIA_UID.l and claimed
because the TOE does
not permit any TSF-
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Dependencies

Dependency
Met

Rationale

mediated actions before
users are identified.

FPT_SEP_EXT.I No dependencies
FPT_STM.I No dependencies
FTA_SSL.3 No dependencies
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9 Acronyms and Terms

This section describes the acronyms and terms.

9.1 Terminology

Table 27 Terms

7 Definition

LE13- a4 'd The domain of network and managed devices to be analyzed by the TOE.

9.2 Acronyms

Table 28 Acronyms

Acronym | Definition

Access Control Entry

Access Control List

Active Directory

Advanced Encryption Standard

American National Standards Institute

Baseboard Management Controller

Common Criteria

Common Evaluation Methodology

Common Internet File System

Configuration Management

Critical Security Parameters

Counter Mode

Discretionary Access Control

Double Parity

Deterministic Random Bit Generator

Digital Signature Algorithm

Evaluation Assurance Level
EC Elliptical Curve
FC Fibre Channel

FAS Fabric Attached Storage
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Acronym | Definition

Fibre Channel Protocol

FQDN Fully Qualified Domain Name

(c]:] Gigabyte

Group ldentifier

Graphical User Interface

Hard Disk Drive

Hashed Message Authentication Code

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure

Internet Protocol

Internet Small Computer System Interface

Information Technology

Java Runtime Environment

Lightweight Directory Access Protocol

Logical Unit Numbers

Manual

Network Attached Storage

Network File System

NIS Network Information Service

NIST Institute of Standards and Technology

NTFS New Technology File System

NTLM New Technology Local Area Network Manager

(o 1) Operating System

Protection Profile

RAID Redundant Array of Independent Disks

RAM Random Access Memory

RFC Request for Comment

RLM Remote Local Area Network (LAN) Management

RSH Remote Shell

SAN Storage Area Network

SAR Security Assurance Requirement

SAS Serial Attached SCSI

SATA Serial Advanced Technology Attachment

NetApp Data ONTAP® v8.1.| 7-Mode
© 2012 NetApp, Inc.

Page 70 of 73

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 0.7 October 22,2012

Acronym | Definition

Small Computer Systems Interface

Security Descriptor

Security Functional Policy

Security Functional Requirement

Secure Hash Algorithm

Security Identifier

Service Processor

Secure Shell

Secure Sockets Layer

Security Target

Transport Control Protocol

Trivial File Transfer Protocol

Target of Evaluation

TOE Scope of Control

TOE Security Functionality

TOE Security Policy

User Datagram Protocol

User ldentifier

Write Anywhere File Layout®

NetApp provides no representations or warrantiganding the accuracy, reliability or serviceabilifyany
information or recommendations provided in this lpattion, or with respect to any results that may b
obtained by the use of the information or obsergant any recommendations provided herein. The
information in this document is distributed AS #d the use of this information or the implemeotatf

any recommendations or techniques herein is a meste responsibility and depends on the customer’s
ability to evaluate and integrate them into thet@orer's operational environment. This document doed
information contained herein must be used solelgoinnection with the NetApp products discussedhis t
document.
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