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1. INTRODUCTION
1.1 Purpose
This document is the security target for the CC evaluation of the CyberGuard Firewall
Verson 4.3 (for UnixWare 2.1.3) product. The developers of the TOE are
CyberGuard Corporation.
The role of the security target within the development and evaluation process is
described in the CC: the Common Criteria for Information Technology Security
Evaluation [CC].
1.2 ST overview

CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) safeguards informetion held
on interna networks, by controlling the access of external users and protecting the
integrity, availability, authentication data and anonymity of the internal network.
Configuration and Reporting is performed with a local Graphical User Interface
(GUI). Additiona network interfaces (up to 32) provide DMZ or further internal/
externa network connections.

The firewall runs on UnixWare 2.1.3 either as a singe or multi-processor, on the Intel
family of processors! including:

- Pentium

- Pentium Pro

- Pentium I

- Pentium 111

- Pentium Il Xeon

Security features within the scope of this ST include:

- Connection level Access Control for IP packets e.g. permit/deny source &
degtination addresses or ports, divert IP packetsto a proxy process (FTP, HTTP,
SMTP, NNTP, TELNET).

- Accounting, auditing and statistics of firewall traffic and security related events.
- Alerts(e.g. log-file, email, SNMP traps) for security events.

- Network address trand ation facility for networks and hosts.

- Split Domain Name Server (SDNS).

1 These are members of the IA-32 family of processors that use the same (4-ring)
protection architecture specified in the Intel Architecture Software Devel oper's Manual
Vol 1 (Basic architecture), which is built on by the UnixWare operating system.
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1.3

14

1.5

The firewall relies on unevaluated functionality provided by the UnixWare operating
system to perform identification and authorisation of the FTP and TELNET proxies.
The auditing performed by the firewall is an extenson of the UnixWare® auditing
subsystem.

CC Conformance
This ST is CC Part 2 [CC2] conformant and CC Part 3 [CC3] conformant for EALA4.

This ST does not claim conformance with any Protection Profile. There are no
explicitly stated IT security requirements that are not in [CC2].

Scope
The structure of this document is as defined by [CC] Part 1 Annex C.

- Section 2 is the TOE Description, which concentrates on the evaluated
configurations of the CyberGuard 4.3 Firewall for UnixWare and a summary of
the security features of the TOE.

- Section 3 provides the statement of TOE security environment, in particular the
Environmental and Method of Use assumptions, the assumed threats and the
Organisational Security Policies that collectively define the *security problem’ to
be addressed by the TOE.

- Section 4 provides the statement of security objectives to be met by the TOE and
its environment.

- Section 5 provides the statement of IT security requirements, detailed by the TOE
Security Functional Requirements, the claimed Strength of the TOE Security
Functions, the TOE Security Assurance Requirements and the Security
Reguirementsfor the IT Environment.

- Section 6 provides the TOE summary specification; this is broken down into the
IT Security Functions, the Required Security Mechanisms, and Assurances
measures.

- Annex A provides the ST Rationale, comprising the rationales for the security
objectives, security requirements and TOE summary specification.

Terminology

This section contains technical definitions of terms that are used with a meaning
specific to this document. Terms defined in the [CC] are not reiterated here, unless
stated otherwise. The following are selected terms used within the firewall arena and
are included by way of genera relevance to this Security Target. They are based on
the definitions provided by [MANUAL M].

CYBERGSARD EVALUATION-IN-CONFIDENCE 1°6icq
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Air-Gap:

Access Router:

A physcal separation between two networks. Data can only be
transferred across an air-gap using removable computer media
Thereisno such thingasalogical air gap.

An Access Router is an IP Router that has been configured to
prevent the Internal Masquerade variant of IP Source-Address
Spoofing attacks. Typically, an Access Router has two physical
connections (ports), one to the externa network (Internet) and one
to the interna network. Such a device is configured so that IP
packets that have source addresses purporting to be from the
internal network will not be alowed through if they arrive on the
externa port. Likewise, IP packets that have source addresses
purporting to be from the external network (Internet) will not be
allowed through if they arrive on the internal port. It would aso
deny access to any IP datagram with the Loose Source-Router flag
set. No device can prevent the External Masguerade variant of
Source-Address Spoofing attacks.

Acknowledgement (or ACK) Flag:

Anonymity:

Within the TCP protocol, an acknowledgement system is used
within each conversation. When a conversation isfirst started, aflag
within the TCP packet is cleared (the Acknowledgement (or ACK)
Flag), on al subsequent pats of the conversation the
Acknowledgement (or ACK) Flag is set. i.e. When the
Acknowledgement (or ACK) Flagis set in a TCP packet, the packet
is part of an aready edtablished conversation. (Note it may be
possible for an attacker to tamper with the ACK flag.)

The process of preventing an external process (whether automated
or manned) from determining the source of a piece of information,
or the identity of an individua or an organisation. i.e. the
outside(rs) cannot determine the identity of the insde(rs).

Application Level Gateway:

ARD
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See Firewall.
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Bastion Host:

The Bastion Host provides the primary line of defence against
outside attack, and must be suitably strengthened. It may provide
anonymity to the users of the interna network, and to the topology
of the interna network itself. It must have a minimal configuration,
and musgt have a minimum number of users (e.g. perhaps only the
adminigtrator account). A Bastion Host can operate as an
Application Level Gateway or Circuit Level Gateway, or both.
Some Bagtion Hosts appear to act as strengthened Screening
Routers (though they don't route packets), whilst others provide
transparent or non-transparent Proxy Services.  The latest
generation of Bagtion Hosts provide both of these services
smultaneoudy.

See Firewall.

Blocking Router: An IP Router configured to prevent the Interna variant of IP

Source-Address Spoofing Attacks, and al connection requests - i.e.
it only supports acknowledgement packets from the external
network. They can be viewed as a Smilar functionality as a Guard,
but do not solve any data separation or confidentiality issues. See
Access Router.

Circuit level gateway: See Firewall.

De-Militarized Zone (DMZ): Same as No-Mans-Network (q.v.).

Domain Name Service (DNS):

A system that alows users or applications to match user-friendly
domain names (such as www.itsec.gov.uk) to numeric IP Addresses
(such as 123.123.123.123), and vice-versa. The DNS database can
hold information about hardware types, operating system verson
numbers, and system administrators names, and much more. DNS
has to be supported by a ste wishing to connect to the Internet,
though it is sometimes provided by the service provider.

Drop safe logging:

Encryption:

ARD

CYBERGS

WORLDWIDE

The practice of protecting audit logs from modification by an
attacker. Example means of achieving this include dumping audit
logs to a dedicated PC via a seria line from the firewall machine, or
using protected media such as Write Once Read Many (WORM)
discs.

(& In-line IP encryption employs an in-line hardware device, that
encrypts the payload ( data portion plus trangport and application
headers ) of each IP packet. The IP headers are l€eft in clear so that
packets can gill be routed.

EVALUATION-IN-CONFIDENCE 1°6icq
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(b) Off-line encryption uses a software utility to encrypt a message
a the usersworkgation before it is sent. Only the data is encrypted,
%0 all headersarein clear.

File Transfer Protocol (FTP):

Firewall:

ARD

CYBERGS

WORLDWIDE

The File Transfer Protocol allows the transfer of files to and from
remote hosts on the Internet. It uses two Smultaneous TCP
sessions - one for the data and one for management.

A Firewall is a collection of Hardware and Software components
that collectively provide an actively managed channel between
networks with differing security policies. Legitimate communication
may only be made through this channel, and when such
communication takes place, it is tightly controlled and heavily
audited. Attempts at unauthorised communication will be detected,
though not necessarily prevented. A Firewall can be anything from a
suitably configured Screening Router, through to a fully-fledged
Bastion Host, to a combination of measures. This definition is
intentionally broad to reflect the vast array of differing products
described as a Firewall. In fact, firewalls can be one of four distinct
types.

(a) Packet level firewalls use filter rules to mediate access at the IP
level, and are typically specially modified routers. Hence, access
control decisons are based upon IP addresses. They can aso base
the decision on packet attributes such as TCP/UDP port number or
ACK flag status. An example of a packet filtering gateway is a
Screening Router.

Advantages

- fat

- inexpensve

- applicableto al protocols and services

- trangparent to user and applications

Disadvantages

- generaly no logging or darms

- filter rulesare complex and have limited granul arity

- they rely on trustworthiness of servers running on end system
ports since the application data is not visble to the router
filtering rules

EVALUATION-IN-CONFIDENCE H
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- direct connection to outsde

- dateless, so have difficulty with fragmented IP packets and with
connectionless protocols such as UDP

- no network addresstrandation (NAT)
- no authentication services can be provided

(b) Circuit level gateways, unlike packet filters, use proxying so that
there is no direct connection between the externa network and your
internal network. The circuit level gateway checks the legitimacy of
the connection, and if it is legitimate, then relays packets between
the two networks. Circuit level gateways typicaly do not have any
knowledge of the application protocol, and exhibit weaker
authentication than an application level gateway. In contrast to
application gateways, a circuit level gateway istotally transparent to
the user, on the condition that he uses a specialy modified client.
They are therefore most suitable for controlling out-bound traffic.
One popular means of creating a circuit level gateway is to use the
public domain SOCKS package, with the software residing on a
Bastion Host.

(c) Application level gateways are proxying firewalls which mediate
access a the level of TCP/IP applications (e.g. FTP, SMTP), and
are thus able to exert a much finer granularity of control than either
packet filters or circuit level gateways. Therefore, a different proxy
must be developed for each application, and that proxy may always
be trangparent to the user (e.g. he may have to connect to the
firewall itself, then request an onward connection to the destination
host). An application level gateway is typically implemented on a
Bastion Host.

Advantages

smple proxy, which is more verifiable than whole application
- finer granularity of filtering

- network addresstrandation (NAT)

- logging and alarm capability

- dateful

- grong authentication of clients

Disadvantages

EVALUATION-IN-CONFIDENCE 1°6icq
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Gateway:

Guard:

CYBERGS
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- applicationslimited by proxy availability

- proxy may not be transparent to user or application

- adminidrative burden

- may be running on a complex operating system, prone to bugs

d) Screensfilter packets but operate at the data link layer, thus have
no IP address and are not visble to attackers. How much of
incoming packets are examined depends upon the product.

For maximum security and flexibility, a combination of such devices
is usually required. For example, initial checks on incoming traffic
can be handled by a packet filtering router, and a bastion host can
provide application level checks of particular protocols and services.
Outgoing traffic can be mediated using a circuit level gateway.
However, most modern firewall products now combine many of the
services traditionally provided by packet, circuit and application
level gateways in one box. Such hybrid devices may either
implement a mixture of packet filtering and proxying functionality
(filtering on al open ports but providing proxies for specific
applications), or may implement an extended form of packet filtering
where application data is examined as well as address and port
number.

Note: the CyberGuard Firewall is a combination of a packet level
firewall and application level gateway (router).

See Bagtion Host, Proxy Service, Screening Router.

See Firewall. Note: In the United States a Router isreferred to asa
Gateway.

A Guard is a device that controls information flow between
networks operating at differing protective marking levels. Some
Guards only allow information to flow one way, from the network
with a low or no protective marking to a network with a higher
marking. Others act on security labels attached to each piece of
information, and allow certain pieces of information to flow from the
highly marked network to the lowly marked network in a controlled
manner - i.e. the highly marked network is treated as a multi-level
network.

A guard can be viewed as a particularly specialised type of firewall.
Also see Mall Guard.
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Internet Protocol (1P):

IP Router:

The Internet Protocol is designed for use in systems of packet-
switched computer networks. IP transmits blocks of data called
datagrams from sources to destinations, where both the sources and
dedtinations are identified by fixed length addresses. [P aso
provides fragmentation and reassembly facilities for datagrams that
are too long to be passed through networks that can only process
smaller packet sizes. Datagrams are passed, by use of the Internet
(IP) Address, from one router to another until they reach their
dedtination.

IP contains no mechanisms to improve end-to-end data reliability,
flow control, sequencing, or other services commonly found in host-
to-host protocols. |IP treats each Datagram as independent from any
other Datagram. There are no connections or logical circuits
(virtual or otherwise).

An IP Router is a sandalone hardware device, or host, whose sole
function isto route IP packets according to itsinternal configuration
("filtering”) rules. By configuring an IP router appropriately, the
Internal Masguerade variant of 1P Source-Address Spoofing attacks
can be prevented. Note: In the United States a router is referred to

asagateway.

IP Source-Address Spoofing Attacks:

ARD
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IP Source-Address Spoofing is a method of attacking a network's
trugt relationships. To launch the attack, |P packets are created by
hand with incorrect source addresses. The source addresses inserted
into the packets are based on the addresses used in the trust
relationships on the network being attacked. The aim of the attack
isfor ahost on the network to believe the source address and to act
on the contents of the packets. Such packets often change routing
tables, or request information about the internal structure of the
network. There are two types of IP Source Address Spoofing
attacks, as described below.

(& Internal Masquerade Variant:

In an Interna Masguerade attack, an attacker forges IP packets to
clam that they are from a host on the network being attacked. A
suitably configured router can prevent such attacks. This attack is
often combined with a TCP Sequence Number Prediction Attack to
hijack an established TCP connection, and the Loose-Source
Routing option of IP.

(b) External Masguerade Variant:

EVALUATION-IN-CONFIDENCE 1°6icq
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In an External Masquerade attack, an attacker forges IP packets to
claim that they are from another host on the Internet. i.e. The Time
Server that your site uses, or an Internet DNS Server. This type of
attack cannot be prevented without cryptographic mechanisms
providing strong authentication and connection integrity between
your ste and the hosts you wish to communicate with, and these
mechanisms are not supported between standard Internet hosts.

IP Tunnelling (Defensive):

IP Tunnelling is a method of passing a particular protocol through a
Bastion Host without the Bastion Host providing a Proxy-Service.
When a connection request arrives a the Bastion Hog it is
redirected to another host to be actioned.

IP Tunnelling (Offensive):

Mail Guard

IP Tunnelling is a method that an attacker may use to pass
information through a firewall. If an attacker can find a suitable
internal hogt, such as one running the Mbone protocol, it can pass
messages to it, to try and persuade the hogt to run the enclosed
information.

The main purpose of a mail guard is to ensure only authorised
information is exported from a system. The mail guard will work in
conjunction with the mail application, which will provide security
information for each message. The security information provided by
the mail application will include security labelling, and the digital
signature of the originating user, who will have signed using their
secret  authentication key. This information will be used by the mail
guard to authenticate the user, and check that the information has
been authorised, by the user, for release.

Multimedia Internet Mail Extensons (MIME):

An extenson to SMTP that alows binary files (containing, for
example, executable files, images) to be transported across the
Internet.

Network News Transfer Protocol (NNTP):

The Network News Transfer Protocol is a text-based TCP protocol
which is used to transfer Usenet news around the Internet. Thisis
essentialy agobal bulletin board system.

Network Time Protocol (NTP):

ARD
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NTP is used to synchronise time and co-ordinate time-distribution
across the Internet, and is based on the provison of a distributed
network of time servers operating in a self-organising hierarchy.
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No-Man's Network: A Network which contains no users, but acts as an intermediate

buffer area between two networks with different trust levels that
have real users.

Post Office Protocol (POP):

The Pogt Office Protocol provides the SMTP equivaent of the P7
protocol in X.400 Messaging - i.e. it allows a user to access a
message stored on a remote host.

Packet filtering gateway: See Firewall.

Proxy-Service: A service provided by a Firewall (usually on the Bastion Host) on

behalf of a user on an internal network. For example, a user may
wish to use the FTP protocol to transfer files from an externa
system on the Internet to their local host. The user would request
an FTP connection to the externa host via the proxy server, and as
far as the external system is concerned the request originates at the
proxy server - this allows an organisation to hide their interna
network structure behind a proxy serving host. The FTP protocol-
dialogue would then take place between the proxy-server and the
external system. The proxy server would "vet" the incoming data
before passngit on to the internal system.

Proxy servers can be used to provide an application level gateway,
which unlike a circuit level gateway, does not require the use of
modified clients. However, this means that the proxy server may not
be fully transparent to the user.

See Firewall.

Screening Router: An IP Router which has been configured to prevent the Interna

Masquerade variant of IP Source-Address Spoofing Attacks, and to
allow communication between specific sets of hosts. Example, any
interna user would be alowed to connect to a Bastion Host, but the
Bastion Host would not be able to connect to anything within an
internal network. See Firewall, Access Router.

Simple Message Transfer Protocol (SMTP):

The simple message transfer protocol is a text-based TCP protocol
which is used for transferring text-only electronic mail messages
around the Internet. This protocol is defined in RFC 822.

Simple Network Management Protocol (SNMP):

CYBERGEARD

WORLDWIDE

The smple network management protocol is used to remotely
configure and manage network components such as routers, hosts
and bridges. Firewall components should not support this protocol.
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Transmission Control Protocol (TCP):

TCP is the TCP/IP standard transport level protocol that provides
the reliable connection-oriented service on which most applications
protocols depend. TCP alows an application program on one
machine to establish a virtual connection across the network to an
application program on another. TCP includes a protocol port
number, to distinguish between multiple application programs on a
given remote machine (a particular connection is uniquely identified
by the combination of source and destination port numbers, and
source and dedtination addresses). Before transmitting data,
participants must establish a connection with each other. All data
travels in TCP segments (or packets) that travel across the Internet
on IP datagrams. The entire protocol suite is often referred to as
TCP/IP because TCP and IP are the two fundamental protocols.

TCP Sequence Number Prediction Attacks:

This attack involves the attacker predicting the (supposedly) random
sequence number placed on the firs TCP packet of a gven
connection. A good Firewall would have a good random initial
sequence number. A typical UNIX operating system increases this
number by a fixed amount, making it fully deterministic. These
attacks have been seen in use on the Internet.

TCP Session Hijacking Attack:

An attack that allows an attacker to take over an already established
TCP sesson. To the valid user it just appears that the sesson is
lost. These attacks are normally aimed at terminal log in sessons,
after the user is authenticated.

User Datagram Protocol (UDP):

ARD
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UDP is the TCP/IP standard protocol that allows an application
program on one machine to send a datagram to an application on
another. It uses IP to deliver the datagrams. Like TCP, UDP
includes a protocol port number, to distinguish between multiple
application programs on a given remote machine. UDP optionally
includes a checksum over the data being sent.

UDP delivery is termed "best-effort bass'. That is, it does not
provide error correction, retransmisson or detection of log,
duplicated or re-ordered packets. However, its overheads are much
lower than TCP.
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Virtual Circuit: Path egtablished through a network over which a connection is

established. In some systems it is possible to have no IP addresses
assigned, thereby making the circuit "invisble" to network sniffers
(e.g. high-speed collapsed backbone systems). Bastion Hosts and
Guards usualy use virtual circuits internally to pass information
from one network to another.

Virtual Private Network (VPN):

Private network, which partly makes use of public network
connections (eg. the Internet). Tunnelling encrypted
communications over the untrusted links ensures privacy over the
public segments of the network. From the user's perspective, it
appears that the entire private network belongs to the organisation.

1.6 Document L ayout

IT security functions are assigned a unique reference identifier of the form Name_x to
enable ease of reference, where x relates to a sequence in ascending order of that
particular category of Security Function. For example, DAC_1, IA_5 and AUD_2.

ARD
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2. TOE DESCRIPTION
2.1  Introduction
This part of the ST describes the TOE as an aid to the understanding of its security
requirements. The scope and boundaries of the TOE are described in general terms
both in a physical way (hardware and/or software components'modules) and a logical
way (IT and security features offered by the TOE).
2.2  Intended Use

CYBERGSHARD

The CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) Firewall is intended for
use in organisations that need to safeguard information held on their internal network,
by controlling the access that external network users have to that network. The
firewal is intended to protect the integrity, availability, authentication data and
anonymity of the internal network. The access that internal users have to the external
network can aso be controlled by CyberGuard Firewall Verson 4.3 (for UnixWare
2.1.3).

CyberGuard Firewall provides mediation of network traffic (IP packets). It is able to
enforce a number of controls on the traffic (such as denying access, or directing users
to an additional identification and authentication process). The controls that are
applied are configurable and should be used in accordance with a defined network
security policy.

The network security policy should cover al aspects of CyberGuard Firewall Version
4.3 (for UnixWare 2.1.3)'s operation. Specificaly, it should cover physcal and
procedural measures (e.g. location of the firewall hardware in a physically secure area,
and rules on which events are to be logged or configured as aerts) in addition to
electronic aspects (e.g. guidelines on which internal services are to be accessible from
the external network).

It must be emphasised that the definition of the network security policy is likely to be
the most important stage in the implementation of the firewall security sysiem. Note
also that the network security policy should be defined in accordance with section 2.3
“Evaluated Configurations’, which describes the product set-up and features that may
be used within the scope of the evaluation.

There are a number of possible connection topologies for firewalls. A firewall can be
multi-homed (multiple network interfaces) or singe-homed — which dictates whether
all network traffic must pass through the firewall system. Firewalls enforce their
security policy usng techniques such as IP packet filtering, circuit-level (SOCKYS)
controls, or application-level proxies — which dictates the granularity of security
control that can be imposed upon the network communications.
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The CyberGuard Firewall evaluated in this evaluation is a multi-homed configuration
providing both IP packet filtering and application-level proxies. CyberGuard Firewall

for UnixWare aso provides circuit-level (SOCKS) controls, however, this feature of
the product is not being eval uated.

In a multi-homed gateway scheme the firewall is connected to two or more networks
and is assgned a network address on each. This is illustrated in Figure 1, below,
which shows a typical scenario in which CyberGuard Firewall Verson 4.3 (for
UnixWare 2.1.3) is used to protect an organisation’s internal network from the

Internet.
............................. Physical Protection Boundary
Internet
, - Service
Firewall ; e
Provider |
Intermal s
Network

External
Network

Figure 1 - Typical Internet Firewall Connection

However, this does not demondirate the full versatility of the product. The internal
and externa networks can be any networks, which use IP protocol and therefore
CyberGuard Firewal Verson 4.3 (for UnixWare 2.1.3) is equaly suited to the
implementation of security between departmental networksin a Sngle organisation, or
a combination of internal security and protection from the Internet. An example of
CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) used between networks in a
small systems environment isillustrated in Figure 2 overleaf.
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Physical Protection Bound

Firewall
R&D SRUUNN IUURRURRRPRRIY F t | A&P
Hosts| | Hosts| |
[ [
Research & Development Accounts & Personnel
Network Network

Figure 2 - Typical Departmental Firewall Connection

The firewall acts as an IP packet filtering gateway, determining the source and
degtination of every IP packet which attempts to flow across the gateway. It then uses
a Rule Set to determine whether any given requested connection should be permitted
or denied. This is illugtrated in Figure 3. CyberGuard Firewal Verson 4.3 (for
UnixWare 2.1.3) also implements state based logic so that control of the traffic can be
performed on a higher ‘connection level’, hence giving more intelligent mediation than
smple IP packet filtering.
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Internd External
Network Network

Figure 3 - IP Packet Filtering Gateway

CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) supports TCP/IP, ICMP and
UDP protocols, and recognises many standard services such as SMTP, FTP, and
Telnet. The Rule Set can permit or deny IP packets from flowing through the
gateway, or direct them to a proxy server.

Where proxy access is configured, the firewall will invoke an application on the
firewall to mediate the connection. The proxy will usualy provide a secondary login
facility, and then indirect (but transparent) access to the requested service. Proxy
configuration can be unidirectional, so that for example incoming FTP connections to
a specific internal host are always handled by a proxy server, but outgoing FTP
connections from that host are permitted directly.

The following application proxies are provided by CyberGuard Firewall Verson 4.3
(for UnixWare 2.1.3) and are part of the TOE: Telnet, FTP (file transfer services),
SMTP (e-mail), HTTP (World Wide Web) and NNTP (electronic news).
CyberGuard Firewall for UnixWare a so provides a proxy for the circuit-level gateway
known as SOCKS which can provide additional security to services for which no
application proxy is available. SOCKS is not part of the evaluation.

According to specific needs, and the chosen network security policy a major optional
feature of CyberGuard Firewal Verson 4.3 (for UnixWare 2.1.3) may be employed
which is having an additional network adapter available. Controls can then be applied
at the interface level, giving a finer granularity than smply the digtinction between the
one internal network and one externa network.
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2.3  Evaluated Configurations
2.3.1 Hardwareand Software

The Target of Evaluation (TOE) is the CyberGuard Firewall Verson 4.3 (for
UnixWare 2.1.3) running on SCO UnixWare verson 2.1.3. The evauated
configuration will be the Intel platform (min speed 133MHZz) running SCO UnixWare
verson 2.1.3 and CyberGuard Firewall for UnixWare Release 4.32. This includes the
CyberGuard Firewall Appliance Product line, which conssts of a series of Intel based
platforms running SCO UnixWare 2.1.3 and CyberGuard Firewall Release 4.3. The
CyberGuard Firewall Appliance Product line conssts of the following products:

FireSTAR is available as a compact 1U size unit and is designed for use in mid-
Size, growing network environments.

KnightSTAR isavailable asa2U or 5U size unit and is designed to provide powerful
protection for enterprises, data centres and service providers.

STARLord isavalable asa4U sze unit and is designed to provide comprehensive
security for high-bandwidth data centres, web hosting and ISP/ASP
markets.

The system will be connected to an Internet Provider (acting as an external network)
and an interna network. Additiona hardware includes multiple Ethernet interfaces, a
disk storage device, memory, a CD player, and a tape drive. Before CyberGuard
acknowledges a platform as being capable for using the CyberGuard Firewall, the
platform must pass platform verification. This verification is performed according to
CyberGuard’s platform compliance and certification process. This is described in
[Plat_Comp].

2 A description of Security Hardening measures can be found in [UWSecHarden)].
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Although the operating system clearly is a part of the definition of the Target of
Evaluation, the security features of the CyberGuard Firewall are being implemented
without using known UnixWare specific security measures. We are providing the
network security measures independent of the operating system. For the packet
filtering process and network address trand ation, add-ons to the kernel are compiled
into the kernel. The UnixWare kernel is changed to call two modules, one for packet
filtering and one for address trand ation. We provide modules for packet filtering and
address trandation. For the proxies, redirection of IP-packets is performed in our
packet filtering modules. All other security measures are applications running
independent of the operating system. Issues that play arole obvioudy are file system
controls, user identification and authentication, and network reliability. We make no
claims about the security of these modules. Also, the verson of UnixWare is not the
evaluated verson. It is UnixWare version 2.1.3. Our security claims will be only
about the CyberGuard Firewall and its modules.

Network Security Policy

In the evaluated configuration the standard supplied hardware and software products
must be configured in accordance with a defined network security policy. Services
other than those explicitly alowed by the network security policy must not be
enabled, so that traffic permitted to flow through the firewall is restricted to that
which isauthorised.

In defining a network security policy, it is necessary to follow the guidelines provided
in [MANUAL M]. In particular that the firewall will be configured so that no direct
connections to the firewall are alowed (this refers to connections such as Telnet and
FTP sessions, rather than proxy or other services which result from use of the firewall
asaBastion Host).

The recommendations outlined in the CyberGuard Firewal Verson 4.3 (for
UnixWare 2.1.3) Firewall Manua [CGFM] must be followed in addition to the advice
given here. These recommendations cover adminidtrative actions ensuring that
adminigtration users have passwords assigned, that the passwords are not disclosed,
that the system isimplemented and tested in incremental stages, and that the audit trail
is configured to record invalid IP packets rather than all IP packets.

IP Packet Filtering Rules

The Rule Set must be written as “ permit” indructions with the default rule being
“deny”. Thisis the default rule for CyberGuard Firewall. However for administration
purposes, the last line in the Rule Set should be “deny ALL EVERYONE
EVERYONE", which specifies that all connections must be denied unless they are
expresdy permitted. This rule will be present when the firewall is supplied, thereby
ensuring that the firewall will behave like an Air Gap until “ permit” rules are added.

EVALUATION-IN-CONFIDENCE 1°6icq

WORLDWIDE



EVALUATION-IN-CONFIDENCE
Page 22 of 60 Common Criteria Security Target
CLEF.EC25402.40.1/ Issue 3.0
05 February 2003

CyberGuard packet filtering can be configured to disable interface checking by using
the NO_IF_CHECK option. This feature should not be used in the evaluated
configuration.

2.34 Network Address Trandation

Network Address Trandation (NAT) should be enabled for the external interface
only3. Thisensuresthat the source addressistrandated for packets travelling through
the firewall from the internal networks.

235 Auditing

If auditing is on and the audit trail becomes full, then no further auditable actions will
be alowed by the TOE. The reason behind this action isto avoid writing over existing
records when the audit trail becomes full. This is a configurable option that is
specified in the default audit configuration file, audit. There are three settings that can
be configured when audit trail becomes full. DISABLE (disable auditing),
SHUTDOWN (stop network traffic and disable auditing), or EXECUTE (issue a
specified command). The default setting is SHUTDOWN, which shuts down network
traffic and disables auditing and therefore does not allow any additiona auditable
actionsto take place.

Auditing can be turned off by the administrator using a privileged command, auditoff.
This command is not used in the evaluated configuration.

2.3.6  Split Domain Name Server

The [CGFM] provides guidance on how to configure this server. In the evaluated
configuration this is enabled with the external server attending to requests from the
external network and the interna server atending to requests from the interna
network.

2.3.7 Proxies

Proxies are a significant aid to network topology hiding and therefore the use of
proxies is recommended if the chosen network security policy defines address hiding
to be desirable. A proxy authentication database may aso resde on the systems.

Specifically, the following proxies are being used in the eval uation:
- Telnet proxy

- FTP proxy

- SMTP proxy

3 Network Address Trandation can be enabled for both internal and external addresses at the
same time. However, doing this causes no packetsto travel through the firewall.
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- HTTP proxy

- NNTP proxy

238
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The [CGFM] provides guidance on how to configure these proxies. For a minimum
security dtate al five proxies should be enabled and configured to proxy inbound
traffic to the firewall and outbound traffic through the firewall4. Keep in mind that
some of the proxies have features which permit less than secure operation. For
instance, some can be configured to alow the client address to be passed (the Pass
Client Address option) from an internal network to an external network. Features
such as these are not consistent with the evaluated configuration and should not be
part of a minimum security state.

Year 2000 Compliance Testing

The evaluated configuration has passed Y 2K tests.

Summary of Security Features
The primary security features of the product are:

- Connection level Access Control for IP packets flowing to or through the
firewall. The following controls can be applied: permit/deny source and
dedtination addresses or ports, validate source address against network interface,
permit/deny service, time-outs, suppress/allow replies, divert IP packets to a
proxy process for additional processing, suppress/allow IP packet forwarding.

- Accounting and auditing of firewall traffic and security related events, plus
display of IP packet filtering statistics.

- Alerts (console messages, e-mail, logging, SNMP traps or custom program
execution) for significant security related events.

- Address trandation facility for interna networks and hosts, hiding the network
topology from external users.

- Split domain name server facility, which provides different responses to DNS
requests depending on which port the requests are received on.

These features are described briefly in sections 2.4.1. to 2.4.5. In addition to these
security features, arange of administration facilities exists for configuring the product.

4 If Network Address Trandation is turned on, the ftp proxy needs to be configured to proxy
inbound traffic at the firewall in order to function properly.
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Connection Level Access Control

CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) can perform packet filtering
based on the source and destination addresses of packets received on the network
interfaces. The addresses are determined by extracting the 32-bit IP addresses directly
from the “self identifying” headers of IP packets. Controls can be applied in terms of
hosts, networks or subnets.

Of greater benefit, the product implements more advanced controls at the connection
level. This is facilitated by the maintenance of a list of temporary ‘dynamic rules,
which are updated when connections are established or closed. The dynamic rule base
also actsas arule caching facility, improving firewall performance.

Controls which can be applied to connections are: permit, deny, or redirect to proxy
server. In the case of SMTP connections, the provided proxy server re-writes mail
headersto hide the internal network topology - thisis one of three facilities which can
be configured to work together to hide the interna network (see 2.4.4. below). NNTP
proxy provides address hiding for news, and HTTP proxy ensures that the appropriate
information is digplayed for World Wide Web services.

Accounting and Auditing

An audit trail is implemented by CyberGuard Firewall Verson 4.3 (for UnixWare
2.1.3) for firewall traffic and security related events, in addition to the facilities
provided by the operating system. This ensures that a record of all security relevant
actions is, or can be, maintained. Individual hosts, networks and events can be
selected for review and analysis by the system administrator. Audit output for each
auditable event can be sent to any of a number of possible destinations.

Alerts

For significant security related events that should be brought to the attention of an
adminigtrator as quickly as possible, CyberGuard Firewall Version 4.3 (for UnixWare
2.1.3) may be configured to perform a number of special actions. It can produce an
alert message on the system console, send e-mail to an administrator, add a message
to alogfile, respond to SNMP traps, or execute a custom program.

Address Trandation

This facility supports anonymity for internal network hodts. It will re-write IP packet
headers so that the real IP addresses of the hosts never appear on the external
network. The address trandator will instead substitute the address of the firewal,
record the state of the connection, and smilarly re-route the response IP packet to the
originating internal network host.
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In this way the trandation is transparent. It hides the internal network topology from
external examination of the information included in IP packet headers. When used
together with proxies (see 2.4.1.) and the Split Domain Name Server facility (see
2.4.5.), theinterna network topology will be fully hidden.

Split Domain Name Server

Thisfacility is aso used to provide anonymity for internal network hosts. It allows the
firewall to respond to host look-up requests differently for each interface defined
within the system. For example, returning correct network topology informetion when
DNS requests originate from the internal network, but giving the appearance that all
hosts are at a sngle IP address when requests originate from the external network.

It istherefore able to hide the internal network topology from external users requests
via DNS. When used together with proxies (see 2.4.1.) and the Address Trandation
facility (see 2.4.4.), the internal network topology will be fully hidden.

Management Interface

CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) should only be managed viaa
directly connected management console. This interface is a Motif based Windows in
GUI front end to the configuration files that are used by the underlying constructs of
the CyberGuard firewall, described above. The evaluation covers this interface.
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3. TOE SECURITY ENVIRONMENT
3.1 Introduction
The statement of TOE security environment describes the security aspects of the
environment in which the TOE is intended to be used and the manner in which it is
expected to be employed.
To this end, the statement of TOE security environment identifies and ligts the
assumptions made on the operational environment (including physical and procedural
measures), states the intended method of use of the product, defines the threats that
the product is designed to counter, and identifies the organisational security policies
with which the product is designed to comply.
3.2  Environmental and Method of Use Assumptions
321 Physcal
A.PHYSICAL It isassumed that only Firewall Administrators have physical access
to the firewall hardware. (Formerly Assertion_2)
322 Personnd
A.TRAIN Firewall Adminigrators are assumed to be suitably qualified.
(Formerly Assertion_6)
3.3  Sourcesof Threatsand Methods of Attack
3.3.1 Introduction

The IT assets to be protected comprise the information and resources resding within
the internal network. In particular, the integrity, availability, authentication data and
anonymity of the internal network isto be protected.

The table below shows the relationship between threat agents (perpetrators), their
possible levels of expertise, resources and corresponding levels of motivation to
ingtigate a breach of security for the own purposes.
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Table 3.3.1, Potential sources of threats
Threat Agents Expertiselevel | Level of Available Resources | Motivation level
Casual browser Low None, Ordinary Internet Noneto Low, Non-
browser (e.g.) Netscape malicious user, (e.g.)
Navigator ‘accidenta’ hacks
Knowledgeableuser | Medium Medium, Network Knowledge | Low, for ‘fun’ or
and (e.g.) packet sniffingtools | ‘prestige’
Professional hacker High High, Specialist training and High, Paid for results
(e.g.) Stealth tools (e.g.) data harvested

Attacks could potentially be mounted by sources with different levels of opportunity
to breach a security policy. Insiders, Outsiders or 3™ Parties (such as contractors).
The Insder would probably be able to mount an attack more easily than an outsider,
however it islikely that person would also be easer to detect. Conversely an outside
attacker may not be have easy accessto a data asset but may be much harder (or
perhaps practically impossible) to locate. 3 Parties would fall somewhere in between

with perhaps limited windows of opportunity to do damage.

The table below illustrates attack types correlating them with what event occurs how
and the possible consequences of such attacks.

Table 3.3.2, Attack methods, mechanisms and consequences of attacks

Attack Type What can happen | How it can happen Consequences

Disclosureof | Eavesdropping A service provider could be Proprietary information

Information breached, or could be (e.g. customer information,
run/managed by product specifications,
unprofessional or dishonest industry pricing model!)
people. A disgruntled may end up in the hands of
employee could ‘ligen’ to a competitor.
communications on the
network.

Password sniffing | A programme which Employees, managers’, or

‘collects passwordsis administrators passwords
ingalled on aservice are disclosed, possibly
provider’s computer without | leading to unauthorised
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Attack Type What can happen | How it can happen Consequences
their knowledge. access to systems.
Accidental An employee inadvertently Proprietary information is
disclosure sends a highly confidential disclosed to the public,
electronic mail messagetoa | leadingto aloss of
wide distribution over the competitive advantage
Internet (e.g. anewsgroup, or | and/or reputation.
an electronic mailing list).
Unauthorised | Internal systemsare | A holein gateway software Systems could be brought
accessto breached could be exploited (e.g. down.
systems and WWW server, electronic mail
applications gateway). All data and applications
could be modified or
User passwords can be stolen | erased.
or guessed.
Information can be stored
on the system by the
‘hacker’.
Systems could be modified
to foil recovery attempts.
Spoofing A third party can impersonate | Asabove.
trusted user and act with that
user’'sprivilegesin order to Communications could be
gain access to a system. diverted to athird party,
e.g. acompetitor or the
press.
‘Viruses or ‘Trojan
Horses' could be planted in
the system to restrict the
ability of the organisation
to ‘see’ or investigate the
attacker.
Attack on other Attacks on other Legal and financia liability.
systems launched organisations are launched
from an internal system, by Loss of public confidence.
either an intruder or an )
unscrupulous insider. Damage to reputation.
Loss of Modification of Message contents are Diversion of funds.
datain trandt ‘eavesdropped’, dtered, and

information
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Attack Type What can happen | How it can happen Consequences
Integrity retransrmitted. Modification of contracts
or transactions.
Misrepresentation of an
organisation.
Modification of Unauthorised accessas a False information given to
data on a system privileged user. partnergclients.
Introduction of viruses. Damage or destruction of
data.
Alteration of file contents
on asystem.
Denial of Packet storms A large quantity of datais Inability to conduct
service sent to a computer which business.
must processit. The o _
computer can not do anything | Possibility for unauthorised
else during thistime. access via‘ spoofing'.
A network is deliberately
flooded with extraneous
information. Due to itslimited
capacity, it cannot transmit
valuable information.
Network outage Unauthorised accessto a Asabove.
service provider brings down
anetwork.
3.3.2 Examplesof specific technical attack methods

Thismay include (but is not limited to) the following:

- TFTP daemon attacks: Remote users on the Internet may access world-readable
files on an internal network using an unregtricted TFTP service. Thus sensitive
files could be retrieved by an adversary on the external side of the firewall.
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IP Spoofing attacks: Firewalls are vulnerable to IP spoofing attacks, including
TCP SYN Flooding attacks. Firewalls should have a mechanism to handle SYN
Flooding attacks. Firewalls should be capable of preventing traffic from entering
the protected local network when packets claim to originate from local network,
broadcast network, reserved network, or loopback network addresses.

UDP attacks: Tools exist to flood UDP ports with packets causing degradation
in syssem performance and increased network congestion. Firewalls must be
capable of being configured to filter all UDP services.

3.3.3 Examplesof specific exploitable vulnerabilities

This may include (but is not limited to) the following:

FTP daemon wulnerabilities In certain versons of the FTP daemon, a
vulnerability exists alowing local and remote users to gain root privileges. Thisis
accomplished through different means for distinct verson such as through the
sgna handling routine increasing process privileges or through exploiting the
SITE EXEC command.

rlogin with TERM environment variable vulnerability: If, during a rlogin attempt
on certain vulnerable systems, the buffer containing the value of the TERM
environment variable is overflowed, arbitrary code can be executed as root.

- Telnet Environment Option vulnerability: If the syssem to which the Telnet
connection attempt is directed is running Telnet daemons that are RFC 1408
or RFC 1572 compliant and the system supports shared object libraries then
the sysem may be wulnerable. Both users with and without accounts on the
system could become root by transferring environment variables that influence
the login program called by the Telnet daesmon.

- ICMP (ping) vulnerability: Large ICMP datagrams may cause systems to
crash, freeze, or reboot, resultingin adenial of service.

- IP loose source route option vulnerability: Firewalls should be capable of
rejecting packets that use the IP loose source route option. A TCP connection
where the loose source route option is enabled alows an attacker to explicitly
route packets through the network to a destination without following the
usual routing process. A malicious attacker can pose as a hos that is on the
return path for this type of TCP traffic since, according to RFC 1122, the
traffic must follow the reverse order of the route which it followed from
source to destination.
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DNS wulnerabilities A flood of DNS responses injected into the network
could cause a denia of service since the DNS server may become confused.
A DNS resolver may check several different levels before checking the
correct one. If a host, FOO.BAR.COM, attempts to connect to ONE.TWO,
the check will be made fird& to ONE.TWO.BAR.COM and then to
ONE.TWO.COM and finally to ONE.TWO. Thus a malicious host can
impersonate a domain that the resolver would encounter before encountering
the appropriate level. If an attacker can contaminate a target's DNS
responses cache before the call is made, the target can be fooled into believing
that the cross-check it performs is legitimate. As a result, the attacker gains
access.

34 Assumed Threats

In the previous section examples of threat agents and assets were shown. This section
formalises the threats into a more focused and concise form.

The assumed threats are listed bel ow.

T1

T2

T3

T4

T5

A connection being established across the firewall between hogs,
networks or subnets which can be exploited by an attacker to
compromise the assets

A remote connection to the firewall being established which could
be exploited by an attacker to compromise the assets.
This may range from a single user attempting a smple Telnet
session, to adetermined attacker using atool such as SATAN.

An attacker (whether using an authorised path through the firewall
or not) makes repeated attempts to compromise the assets, and
eventually succeeds without being detected.

An attacker compromises the assets by exploiting the use of tools
which contain known security faults (such as e-mail, news and FTP
applications).

An unauthorised user gaining accessto a system on an opposing side
of the firewall, by sending an IP packet with a fake source address.

It is envisaged that the attacker may use the IP protocol Source Routing option to
ensure that other systems in the Internet route the IP packet according to the
attacker’ swishes, but thisis not assumed by this threat.

T6

A hogt on the internal network being configured insecurely, or being
wvulnerable to exploitation of faults in the protocol stacks of the
services which it provides.
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3.5 Organisational Security Policies
There are no organisational security policies with which the TOE must comply.
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4. SECURITY OBJECTIVES

4.1  Security Objectivesto be met by the TOE

The CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) product is intended to
satisfy a number of security objectives. The following security objectives relate to the
firewall software and the IP traffic processed by the firewall. These objectives will
formthe bass for the eval uation:

O.CONTROL

O.PROXY

O.NETHIDE

O.AU

DIT

The firewall must ensure that services which are available on either
the internal or external network are accessble to users on the
opposte sde of the firewall if and only if the firewal has been
configured to allow the access.

The firewall must invoke a proxy to mediate all access to the
services that are configured on the firewall to be accessble via
proxy, and must provide where appropriate (in conjunction with the
environment) the means to identify and authenticate users before
accessis permitted.

The firewall must provide the means to hide the internal network
topology from external attackers.

The firewall, in conjunction with the underlying operating system,
must provide a means of recording information about the IP packets
flowing through the firewall.

4.2  Security Objectivesto be met by the TOE Environment
O.ADMIN

O.AU

DIT

The underlying operating sysem shal ensure administration
facilities for the configuration of the host and rule databases are
only available to Firewall Adminigtrative Users.

The firewall, in conjunction with the underlying operating system,
must provide a means of recording information about the IP packets
flowing through the firewall.

This security objective is repeated for the environment in accordance with [CC1,
C.2.5].

O.AUDITMAN Procedures shal exist to ensure that the audit trails are regularly

analysed and archived. (Formerly Assertion_3)

O.EXTMASQ Those responsble for the TOE shall accept the risk posed by

CYBERGS
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External Masguerade attacks.
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This type of attack cannot be prevented without cryptographic mechanisms providing
strong authentication and connection integrity between the internal network and hosts
on the external network with which communicate is required. Such mechanisms are
not supported between standard Internet hosts.

O.IMU

O.NS

O.PHYSICAL

O.RE

P

MOTE

The firewall will be configured in accordance with the Evaluated
Configuration section of the Security Target, and with the chosen
network security policy. No optional features shal be enabled unless
recommended in the Evaluated Configuration.

Those responsible for the TOE shall define a network security policy
prior to any attempted ingtallation or implementation of the firewall.
The network security policy shall cover physical and procedural
measures in addition to electronic issues. The network security
policy shal be reviewed and revised according to the perceived
needs.

Those responsble for the TOE shall establish appropriate measures
and procedures to ensure that only Firewal Administrative Users
have physcal access to the firewall hardware. (Formerly
Assertion_2)

Firewall Administrators should NOT use a privileged account for
remote proxy authentication.

This eliminates the possbility of the privileged passwords being detected using

network sniffers.

O.TRAIN

CYBERGS
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Firewall Administrators should have received training, taken a
course in firewall administration, or something equivalent.
(Formerly Assertion_6)
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5. SECURITY REQUIREMENTS

5.1  TOE Security Functional Requirements
In the specification of SFRs within this section the following notation is used:

- italicised text is used to denote the completion of an assgnment or selection
operation on a functional component

- emboldened text isused to denote the refinement of a functional component.
5.1.1 FDP_IFC.1 Subset information flow control
FDP_IFC.1.1 The TSF shall enforce the Firewall Information Flow Control Policy on:

a) subjects: external IT entities that send and receive information through the
firewall to one another

b) information: traffic sent through the TOE from one subject to another

C) operation: pass information.

5.1.2 FDP_IFF.1 Simple security attributes

FDP_IFF.1.1 The TSF shall enforce the Firewall Information Flow Control Policy based on
at least the following types of subject and information security attributes:

a) subject security attributes:
- presumed address;

b) information security attributes:

user identity;

- presumed address of source subject;

- presumed address of destination subject;

- transport layer protocol;

- TOE interface on which traffic arrives and departs;

- service; i.e. FTP, Telnet, SMTP, DNS, NNTP, HTTP

- security-relevant service command.
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FDP_IFF.1.2

FDP_IFF.1.3

FDP_IFF.1.4

CYBERGS

The TSF shall permit an information flow between a controlled subject and
another controlled subject via a controlled operation if the following rules
hold:

a) subjects can cause information to flow through the firewall to another
connected network only if the rules specified by the authorised
administrator unambiguously permit such information flow, based on the
information security attributes; and

b) the connection is via a proxy service, if this is required by the
administrator-specified rules.

The TSF shall enforce the following additional information flow control rules:

a) if an FTP service is permitted via proxy, then users of the service will be
subject to the access rights configured in the FTP Proxy Database;

b) it shall be possible to range restrict the service port to be the same as that
of the destination port;

c) it shall be possible to enable the reply path for a limited period for specified
rules.

The TSF shall provide the following additional capabilities to ensure
addresses and names of internal hosts are hidden:

a) If optionally enabled, the external name server processes requests to and
from the external network.

b) If optionally enabled, the internal name server processes requests to and
from only the internal network and can make requests to the external
name server, subject to Rule c).

¢) When configured for address translation the TOE will re-write the headers
of IP packets flowing from the internal network to the external network, so
that the real addresses of internal hosts are hidden.

d) When the SMTP proxy is enabled the TOE will re-write the headers of mail
messages flowing through it, so that the real addresses of internal hosts
are hidden.

e) The TOE will correctly re-route incoming mail (arriving on the external
interface) for hosts which are hidden (connected to the internal TOE
interface).

f) If the NNTP proxy is enabled the TOE will re-write the headers of news
messages flowing through it.

g) The TOE will ensure that appropriate information is displayed for internal
World Wide Web type documents.

- EVALUATION-IN-CONFIDENCE 1°6icq

WORLDWIDE



EVALUATION-IN-CONFIDENCE
Common Criteria Security Target Page 37 of 60
CLEF.EC25402.40.1/ Issue 3.0
05 February 2003

FDP_IFF.1.5 The TSF shall explicitly authorise an information flow based on the following
rules: [none].

FDP_IFF.1.6 The TSF shall explicitly deny an information flow based on the following
rules:

a) The TOE shall reject requests for access or services where the information
arrives on an external TOE interface, and the presumed address of the
source subject is an external IT entity on an internal network.

b) The TOE shall reject requests for access or services where the information
arrives on an internal TOE interface, and the presumed address of the
source subject is an external IT entity on the external network.

Application Note: The TOE can make no clam as to the rea address of any source or
dedtination subject, therefore the TOE can only suppose that these addresses are accurate.
Therefore, a “ presumed address’ is used to identify source and destination addresses. A
“service”, listed in FDP_IFF.1.1(b), could be identified, for example, by a source port number
and/or destination port number.

5.1.3 FIA_UID.2 User identification before any action

FIA_UID.2.1 The TSF shall require each user to identify itself before allowing use of any
Telnet or FTP functions on behalf of that user.

Application Note: This component has been refined to replace ‘ other TSF-mediated functions
with ‘Telnet or FTP functions .

514 FIA_UAU.2 User authentication before any action

FIA_UAU.2.1 The TSF shall require each user to be successfully authenticated before
allowing use of any Telnet or FTP functions on behalf of that user.

Application Note: This component has been refined to replace ‘ other TSF-mediated functions
with ‘Telnet or FTP functions .

515 FPT_RVM.1 Non-bypassability of the TSP

FPT_RVM.1.1 The TSF shall ensure that TSP enforcement functions are invoked and
succeed before each function within the TSC is allowed to proceed.

51.6 FAU_GEN.1 Audit data generation

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable
events:

a) Start-up and shutdown of the audit functions;

WORLDWIDE
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b) All auditable events as listed below:

network access attempts that were denied
- interface spoofing attempts
- network access attempts that failed to match an IP packet filter rule

- network access attempts that were permitted due to a network
configuration rule

- traffic flow in terms of IP address, port, bytes sent/received
c) All auditable events as listed below:

- attempts to forward IP packets through the firewall when configured as
a Bastion Host

- attempts of external systems to scan the firewall ports.

FAU_GEN.1.2 The TSF shall record within each audit record at least the following
information:

a) Date and time of the event, type of event, subject identity, and the
outcome (success or failure) of the event.

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, other audit relevant
information as specified below:

- For the events listed in FAU_GEN.1.1b): Identification of the physical
port on which the IP packet was received or transmitted; source IP
address of the IP packet; destination IP address of the IP packet;
protocol name; source port; and destination port.

Application Note: The outcome (success or failure) of an event is to be recorded explicitly
only where applicable to the event.

517 FAU_SAR.1 Audit review

FAU_SAR.1.1 The TSF shall provide the Firewall Administrator with the capability to read
audit information from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

5.2  Strength of Function
The claimed SoF rating for this TOE is SOF-Medium.
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5.3  TOE Security Assurance Requirements

The target evaluation assurance level for the product isEAL4 [CC]. The evaluation assurance
level has been augmented by addition of the CC classALC_FLR. This requires definition of
procedures and mechanisms employed by CyberGuard to address any security flaws,
vulnerability reports or functional problemswith the product.

5.4  Security Requirementsfor thelT Environment
The IT environment (i.e. the underlying operating system) is required to provide:

- protected permanent storage of the audit trails generated by the firewall, and also
provide reliable timestamps in support of auditing (O.AUDIT);

- identification and authentication in support of FTP and Telnet authentication
(O.PROXY);

- the means to ensure that only Firewall Adminisirators are able to access facilities
for the configuration of the host and rule databases (O.ADMIN).

As a minimum, therefore, the following security functional requirements are to be
satisfied by the IT environment.

Table5.4: SFRson thelT Environment

SFR SFR Description

FAU_STG.1 Protected audit trail storage
FPT_STM.1 Reliable time stamps
FMT_MSA.3 Static attribute initialisation
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FIA_UID.2 Timing of identification
FIA_UAU.2 Timing of authentication
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6. TOE SUMMARY SPECIFICATION

6.1 IT Security Functions

Listed below are the IT Security Functions (SFs) provided by the TOE. The are
grouped in under the three categories of:

- |ldentification and Authentication,

- Discretionary Access Control and

- Accountability and Audit.

6.1.1 Identification And Authentication

IA_L:

IA_3:

ARD
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CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) will, by default
configuration, discard all IP packets which are received on a network
interface other than that which isimplied by their source address.

CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) proxy servers
for Telnet and FTP provide user identification and authentication
through interfaces to the underlying operating system. This IT security
function assumes that the interfaces are correctly implemented by the
underlying operating system.

When configured for address trandation, CyberGuard Firewall Verson
4.3 (for UnixWare 2.1.3) will re-write the headers of IP packets
flowing from the internal network to the externa network, so that the
real addresses of internal hosts are hidden.

When the Split Domain Name Server facility is enabled, CyberGuard
Firewall Verson 4.3 (for UnixWare 2.1.3) will respond to DNS
requests differently for each defined network interface. The External
name server processes requests to and from the external network. The
Interna name server processes requests from only the internal
network. The Internal name server can make requests to the external
name server.

N.B. IA_3 provides hiding of addresses and names of the internal
network.

If the SMTP proxy is enabled, CyberGuard Firewall Verson 4.3 (for
UnixWare 2.1.3) will re-write the headers of mail messages flowing
through the firewall, so that the real addresses of internal hosts are
hidden. CyberGuard Firewal Verson 4.3 (for UnixWare 2.1.3) will
correctly re-route incoming mail for hosts which are hidden.
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If the NNTP proxy is enabled, it will perform smilar header re-writing
on news messages flowing through the firewall. If the HTTP proxy is
enabled, it will ensure appropriate information is displayed as defined
in the httpd-proxy.conf file for internal World Wide Web documents.

6.1.2 Discretionary Access Control °

DAC_1. The product shall be able to correctly determine which rule from the
Rule Set should be applied to all IP packets. For every IP packet the
rule applied shal be the first found in the dynamic rule base or the Rule
Set which matches the source, dedtination, service, and protocol
characteristics of a given IP packet.

DAC 2: The IP packet sources and destinations which can be specified for each
rule in the Rule Set (and enforced by the product) may be any pair-
wise combination of the following:

a) an individua user-defined hogt, network or subnet (can be an
internet address in dotted quad notation, a host from the Host
Database, or a network/subnet mask pair).

b) membership of a goup identified by the keywords
INTERNAL_INTERFACES (all traffic via internal network
interface), EXTERNAL_INTERFACES (al traffic via external
network interface), ALL_EXTERNAL, ALL_INTERNAL, or
EVERYONE (all hosts);

c) the firewall, referred to using the identifier FIREWALL or
LOCAL_HOST (maintained for backward compatibility)

d) all traffic via a specific port, specified by an identifier of the form
interface NETWORK, or using the keyword
interface IPADDRESS to refer to the IP address of a specific
interface.

DAC_3: The IP packet services and protocols which can be specified for each
rule in the Rule Set (and enforced by the product) may be any one of
the following:

5 More optional keywords are available than are covered by the Security Functions. Those
which are not covered are not under evaluation. They are not included in the CyberGuard
Firewall Verson 4.3 (for UnixWare 2.1.3) Evaluated Configuration.
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a) a gpecific recognised service or service/protocol pair defined in
the Service Database. If the service is ambiguous, because it is
defined for more than one protocol, then the protocol must be
specified explicitly;

b) membership of a group identified by the keyword ALL (all
services), or the combination ALL/protocol (which specifies any
service that uses a given protocol). The protocol may be numeric
or one from the Protocol Database;

c) an identifier of the form icmp_type/ICMP, denoting internet
control messages.

DAC_4: The IP packet controls which can be specified for each rule in the Rule
Set (and enforced by the product) may be any one of the following:

a) theidentifier ‘permit’, which shall allow the specified connection
to take place. If applied to a TCP/IP protocol then the reply path
will dso be enabled;

b)  theidentifier ‘deny’, which shall prevent the specified connection
from taking place;

c) theidentifier ‘proxy’, which shall alow the specified connection
to take place only via a proxy service provided by the firewall;

DAC_5: If an FTP service is permitted via proxy, then users of the service will
be subject to the access rights’ configured in the FTP Proxy Database.

DAC_6: If the symbol ‘=" appears before the service component in any rule then
the service port shal be range redtricted to be the same as that of the
dedtination port.

DAC 7. If the identifier ‘enable_reply’ appears after any rule then the operation
of a rule shall be modified such that the reply path is enabled (for a
limited time). Note that:

a) the time-out period will be determined by the status of the
connection.

b) if attached to a deny rule, then the firewall will generate a return
IP packet which indicates that the destination is unreachable.

6 FTP proxy access rights are enforced at the granularity of a single user. The enforceable
rights are denoted by identifiers such as DELE, STOR, and CWD. The full list of rights is
listed on the ftpd-proxy(1M) manual page.
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6.1.3 Accountability and Audit

AUD_1:

AUD_2:

AUD_3:
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The product shall contain an accountability component which is able to
log security relevant events relating to IP traffic to or through the
firewall. This SF assumes that the underlying operating system
interfaces that are utilized are correctly implemented by the underlying
operating syssem. The following logs will be maintained by the
product:

ForwardD  Lists attempts to forward IP packets through the
firewall when configured as a Bastion Host.

NetguardD  Liststhe network access attempts that were denied.
Netguardl Lists interface spoofing attempts.

NetguardM  Lists network access attempts that failed to match an IP
packet filter rule.

NetguardP  Lists network access attempts that were permitted due
to anetwork configuration rule.

NetguardS ~ Summary of the following logs: ForwardD, NetguardD,
Netguardl, NetguardM and NetguardP;, i.e. al IP
Events.

NetguardT  Lists traffic in terms of IP address, port, bytes
sent/received, and number of IP packets.

Portscan Lists attempts of external systems to scan the firewall
ports.

The following data, when CyberGuard Firewall is configured to not
overwrite audit files, is always recorded in each audit log listed in SF
AUD_1:

Date; time; record type (records success or failure of the
attempts, or other special conditions).

The network logs contain the following information:

Identification of the physical port on which the IP
packet was received or transmitted; source IP address
of the IP packet; destination IP address of the IP packet;
protocol name; source port; and destination port.

There exists documented tools to maintain the accountability files and
examine the files for the purposes of audit.

EVALUATION-IN-CONFIDENCE 1°6icq



EVALUATION-IN-CONFIDENCE

Page 44 of 60 Common Criteria Security Target
CLEF.EC25402.40.1 / Issue 3.0
05 February 2003
AUD_4: It is possible to configure the Rule Set such that the operation of arule
is modified by the following optional identifier: dont_audit. This
overrides AUD_1, preventing an IP Event from being recorded in the
audit log.
6.2  Required Security Mechanisms

No specific security mechanisms are mandated by this security target.

6.3  Assurance Measures
The assurance requirements for EAL4 and their corresponding assurance measures
which satisfy them are tabul ated bel ow.
Table 6.3: Assurance measures.

Assurance class | Assurance components How satisfied

Configuration ACM_AUT.1 Configuration Management Plan and

Management

Partial CM automation

Procedures will be provided.

Configuration
Management

ACM_CAPA4
Generation support and acceptance
procedures

Configuration Management Plan and
Procedures will be provided.

Configuration

ACM_SCP.2

Configuration Management Plan and

M anagement Problem tracking CM coverage Procedures will be provided.

Delivery and ADO_DEL.2 Delivery Procedures will be

Operation Detection of modification provided.

Delivery and ADO_IGS1 CyberGuard Firewall Administrators

Operation Ingtallation, generation, and start-up | Manual will be provided.
procedures

Devel opment ADV_FSP.2 CyberGuard Firewall Functional
Fully defined externa interfaces Specification will be provided.

Devel opment ADV_HLD.2 High Level Design will be provided.
Security enforcing high-level design

Devel opment ADV_IMP.1 Source code will be provided.

Subset of the implementation of the
TSF
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Assurance class | Assurance components How satisfied

Devel opment ADV_LLD.1 Low Level Design will be provided.
Descriptive low-level design

Devel opment ADV_RCR.1 Thiswill be provided within the
Informal correspondence design documentation.
demonstration

Devel opment ADV_SPM.1 Thiswill be satisfied by the CC
Informal TOE security policy model | Security Target

Guidance AGD_ADM.1 CyberGuard Firewall Manua will be

documents Adminigtrator guidance provided.

Guidance AGD_USR.1 CyberGuard Firewall Manua will be

documents User guidance provided.

Lifecycle ALC_DVS1 Devel oper Security Procedures will

support Identification of security measures be provided.

Lifecycle ALC LCD.1 Definition of Life-cycle mode will

support Devel oper defined life-cycle model be provided.

Lifecycle ALC TAT.1 List of development tools and

support Well defined devel opment tools Languages will be provided.

Tests ATE_COV.2 Developer’s Tests will be provided.
Analysis of coverage

Tests ATE_DPT.1 Test Coverage Analysiswill be
Testing: low-level design provided.

Tests ATE_FUN.1 Developer’s Tests will be provided.
Functional testing

Tests ATE_IND.2 Independent testing - TOE will be provided for testing
sample

Vulnerability AVA_MSU.2 Misuse Analysiswill be provided.

assessment Validation of analyss

Vulnerability AVA_SOF.1 Strength of Function Analysiswill

assessment Strength of TOE security function be provided.

evaluation
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Assurance class | Assurance components How satisfied

Vulnerability AVA VLA.2 Operational and Construction

assessment Independent vulnerability analyss Vulnerability Analysswill be

provided.
Flaw ALC FLR Flaw Remediation Procedures will
Remediation Flaw Remediation Procedures be provided.
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A SECURITY TARGET RATIONALE
This annex providesthe ST rationale which isdivided into the following sections:
- Security objectives rationale
- security requirements rationae
- TOE summary specification rationale.

A.1  Security Objectives Rationale

This annex presents the security objectives rationale, showing how each of the threats
enumerated in section 3.3 are countered by the security objectives (in sections 4.1 and
4.2), and aso how each of the assumptions enumerated in section 3.2 are upheld by
the security objectives.

The approach taken isfirst to show the correlation of the security objectivesto threats
and assumptions in tabular form. This is then followed by a judtification of why the

security objectives are suitable to counter the threats and uphold the assumptions.

TableA.l.a: Threats correlation with Security objectives:

Threats TOE Environment
Objectives Objectives
T1 | A connection being established across the firewall O.CONTROL O.EXTMASQ
between hosts, networks or subnets which can be
exploited by an attacker to compromise the assets. O.PROXY
O.NETHIDE
T2 | A remote connection to the firewall being O.CONTROL O.EXTMASQ
established which could be exploited by an attacker
to compromise the assets. O.PROXY O.REMOTE
T3 | An attacker (whether using an authorised path O.PROXY O.AUDITMAN
through the firewall or not) makes repeated
attempts to compromise the assets, and eventually O.NETHIDE O.REMOTE
succeeds without being detected. O.AUDIT
T4 | An attacker compromises the assets by exploiting O.CONTROL
the use of tools which contain known security faults
(such as e-mail, news and FTP applications). O.PROXY
O.NETHIDE
T5 | Anunauthorised user gaining access to a system O.CONTROL O.EXTMASQ
on an opposing side of the firewall, by sending an
IP packet with a fake source address. O.PROXY
O.NETHIDE
T6 | A hoston the internal network being configured O.CONTROL O.EXTMASQ
insecurely, or being vulnerable to exploitation of
faults in the protocol stacks of the services which it O.PROXY
provides.

CYBERGS

EVALUATION-IN-CONFIDENCE

ARD

WORLDWIDE

‘Ioaicq




Page 48 of 60

EVALUATION-IN-CONFIDENCE
Common Criteria Security Target
CLEF.EC25402.40.1/ Issue 3.0
05 February 2003

CYBERGSHARD

In addition to the specific correlation given in the above table, O.ADMIN, O.IMU,
O.NSP, O.PHYSICAL and O.TRAIN are of globa importance. They are required to
counter al threats, because they relate to the integrity of the firewall, CyberGuard
Firewall Verson 4.3 (for UnixWare 2.1.3)'s sysem files, and the correct
configuration of the product in accordance with the chosen network security policy.
In order to avoid clutter, these assertions are not explicitly listed againgt the threats
unless they specifically relate to an aspect of the thret.

The judtification of the suitability of the security objectivesto counter the threatsis as
follows.

T1 A connection being established across the firewall between hosts,
networks or subnets which can be exploited by an attacker to
compromise the assets.

This threat is countered by the security objective O.CONTROL which imposes
controls on permitted connections to or through the firewall. All requested
connections are received in the form of IP packets, and therefore the controls
operate by examining the IP packets and denying connections if necessary.

O.CONTROL dates that the appropriate rule from the Rule Set will always be
applied. If no matching rule is found then access will be denied due to the
incluson of the last rule “ deny ALL EVERYONE EVERY ONE” asrequired by
the evaluated configuration (O.IMU).

If proxy controlled access is configured, then O.PROXY will ensure that the
user isidentified and authenticated before access is permitted.

O.NSP provides essential support by ensuring that a network security policy is
defined which will identify which connections can be permitted without placing
assets on the internal network at risk.

These measures therefore ensure that the network security policy for
connections is enforced, provided that the IP packets correctly identify their
source and degtination. Unfortunately, no method for preventing IP packets
from containing fake addresses is currently employed in standard IP protocols,
and therefore this resdua risk has to be accepted in accordance with
O.EXTMASQ. See T5, below, for further discussion of this deficiency in the IP
protocol .

T2 A remote connection to the firewall being established which could be
exploited by an attacker to compromise the assets.

This threat is smilar to T1, but involves an attack on the firewal itsalf. It is
countered by the same security objectives as T1, i.e. O.CONTROL and
O.PROXY together with acceptance of the resdua risk from External
Masquerade attacks (O.EXTMASQ).
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T3

T4

T5

CYBERGS

O.NSP provides essential support by ensuring that a network security policy is
defined which will identify which connections can be permitted without placing
assetson the internal network at risk.

The TOE objectives address all aspects other than access to the firewall through
the Administration Port. This aspect of T2 is controlled by physical measures as
directed by O.PHY SICAL.

An attacker (whether using an authorised path through the firewall or
not) makesrepeated attempts to compromise the assets, and eventually
succeeds without being detected.

This threat is countered by O.AUDIT which provides the capability to audit the
attacker’s attempts at defeating the security objectives. This objective is
provided by the TOE in conjunction with its IT environment. Supporting
O.AUDIT is O.AUDITMAN which states the requirement for an administrator
to check the audit log. The attack is therefore both recorded and brought to the
attention of an administrator, and therefore the threat is countered.

O.REMOTE reduces the risk of successful undetected attack based on the
detection of privileged passwords using network sniffers.

An attacker compromises the assets by exploiting the use of tools which
contain known security faults (such as e-mail, newsand FTP
applications).

This threat is countered by O.PROXY which provide for the introduction of
proxies. Proxies provide an additional layer of security and/or authentication.
They run on the firewall, forming a first contact with an external user. The
proxy will determine whether the user is to be allowed access to an interna
service and then connect and mediate accessto the service.

The proxy therefore handles identification, authentication and other security
controls irrepective of any known faults of the internal services, preventing the
internal service faults from being exploited.

Note that the use of proxies for these services is optiona - this threat therefore
will not be countered unless the chosen network security policy indicates that
the firewall should be configured for proxy access to al internal network
services (O.NSP).

An unauthorised user gaining accessto a system on an opposing side of
thefirewall, by sending an IP packet with a fake source address.

The threat of IP source-address spoofing is countered by O.CONTROL which
ensures that IP network interface spoofing attempts are countered, by
discarding dl traffic which is received on one network interface, but claims (in

ARD“ EVALUATION-IN-CONFIDENCE 1°6icq

WORLDWIDE



Page 50 of 60

EVALUATION-IN-CONFIDENCE
Common Criteria Security Target
CLEF.EC25402.40.1/ Issue 3.0
05 February 2003

T6

its IP source address) to have come from another. This is a common form of
attack which is effectively countered by refusing to process any such traffic.

It is accepted, however, that whilst this case is fully countered by
O.CONTROL, the definition of the IP protocol does not allow for the detection
of IP source-address spoofing in the case that a host issues IP packets claiming
to be from another host on the same network interface. This case cannot be
countered by any firewall, because there is no known defence. Therefore, it is
necessary to accept thisresidual risk as described in O.EXTMASQ.

A host on theinternal network being configured insecurely, or being
vulnerable to exploitation of faultsin the protocol stacks of the services
which it provides.

This threat describes the need for a migration of the responsibility for network
security from the hosts on an interna network to the firewall. It encapsulates
both the convenience of a sngle point a which the network security policy can
be implemented (O.NSP), as well as the hiding of vulnerabilities that individua
hosts may otherwise exhibit (due to faults in applications or errors in
configuration).

To achieve this, CyberGuard Firewal Verson 4.3 (for UnixWare 2.1.3)
implements the IP protocol and proxy controls in accordance with O.IMU and
O.PROXY. The resdua risk posed by External Masguerade attacks has to be
accepted as described by O.EXTMASQ.

In addition, O.NETHIDE provides defence againgt attackers by hiding the
internal network topology from external users. This prevents an attacker from
gaining vital information about the network and very much reduces the chance
of any form of attack on an interna host being successful. This objective covers
all of the methods that an attacker can use to discover the information, so long
as internal network services are made available by proxy only, in accordance
with O.IMU.

The judtification of the suitability of the security objectives to satisfy the assumptions

isasfollows:

Table A.1.b: Showing the correlation of Assumptionswith Objectives:

Assumptions Objectives
A.PHYSICAL O.PHYSICAL
A.TRAIN O.TRAIN
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The mapping between assumptions and objectivesis straightforward, and it is clear
from the definition of the objectivesthat they directly uphold the relevant assumption.

A.2  Security Requirements Rationale

A.2.1  Security Functional Requirements Suitable to Achieve the Security Objectives

This section provides the correlation and judtification of suitability between the
objectives and the Security Functional Requirements. The approach taken is first to
show the correlation of the SFRs to the security objectives. Thisisthen followed by a
justification of why the SFRs are suitable to achieve the security objectives.

Table A.2.1: Correlation of Security Objectiveswith SFRs.

Security Objective for the TOE SFR
O.CONTROL/| The firewall must ensure that services which are available on FDP IFC.1
either the internal or external network are accessible to users on -
the opposite side of the firewall if and only if the firewall has FDP_IFF.1
been configured to allow the access. FIA UID.2
FIA_UAU.2
FPT_RVM.1
O.PROXY The firewall must invoke a proxy to mediate all access to the FDP IFC.1
services that are configured on the firewall to be accessible via -
proxy, and must provide where appropriate (in conjunction with FDP_IFF.1
the environment) the means to identify and authenticate users FIA UID.2
before access is permitted — ’
FIA_UAU.2
FPT_RVM.1
O.NETHIDE | The firewall must provide the means to hide the internal network FDP IFF.1
topology from external attackers. -
O.AUDIT The firewall, in conjunction with the underlying operating FAU GEN.1
system, must provide a means of recording information about -
the IP packets flowing through the firewall. FAU_SAR.1

The justification of the suitability of the SFRsto achieve the security objectives by the
TOE isasfollows.

O.CONTROL The firewall must ensure that services which are available on either
the internal or external network are accessble to users on the
opposte sde of the firewal if and only if the firewall has been
configured to allow the access.

FDP_IFF.1 describes the general behaviour of CyberGuard Firewall Version 4.3
(for UnixWare 2.1.3), stating that the appropriate rule from the Rule Set will
always be applied.

FDP_IFF.1.1 describes the different IP packet sources and degtinations for
which connections can be controlled, and also describes the different protocols
and services for which connections can be control led.
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FDP_IFF.1.2 describes the controls that can be applied. Connections can be
denied if required by the chosen network security policy. Connections can be
permitted where alowed by the chosen network security policy.

FDP_IFF.1.3 will also ensure that the connections are also redricted to a
specific port, if so required by the network security policy.

FDP_IFC.1 describes the general way in which the TOE will behave with
respect to the information flow control policy.

FDP_IFC.1.1 identifies what attributes (subjects, information & operation) the
TOE uses to make decisons to apply the information flow control policy.

FIA_UID.2 describes TOE actions with respect to identification of users,

FIA_UID.2.1 specifically identifies that the Telnet and FTP functions require
usersto be identified before they are able to use those functions.

FIA_UAU.2 describes TOE actions with respect to authentication of users.

FIA_UAU.2.1 specifically identifies that the Telnet and FTP functions require
usersto be authenticated before they are able to use those functions.

FPT_RVM.1 describes the non-bypassability of the TOE functionality.

FPT_RVM.1.1specifically ensures that the TSP enforcement functions are
operating as required and terminate legally and gracefully before other functions
within the TSC can proceed.

O.PROXY The firewall must invoke a proxy to mediate all access to the
services that are configured on the firewall to be accessible via
proxy, and must provide where appropriate (in conjunction
with the environment) the means to identify and authenticate
users before access is permitted.

Proxies provide an additional layer of security and/or authentication. They run
on the firewall (invoked autometicaly if the Rule Set indicates “proxy”),
forming a first contact with an external user. The proxy will determine whether
the user is to be allowed access to an interna service and then connect and
mediate access to the service.

The proxy therefore handles identification, authentication and other security
controls irrepective of any known faults of the internal services, preventing the
internal service faults from being exploited.

FDP_IFF.1 describes the genera behaviour of CyberGuard Firewall Version 4.3
(for UnixWare 2.1.3), gtating that the appropriate rule from the Rule Set will
always be applied.

ARD
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FDP_IFF.1.1 describes the different protocols and services for which
connections can be controlled.

FDP_IFF.1.2 describes the controls that can be applied. Connections are
controlled by proxiesif required by the chosen network security policy.

If proxy controlled access is configured, then FIA_UID.2 and FIA_UAU.2 will
ensure that the user isidentified and authenticated before accessis permitted.

In addition, FDP_IFF.1 which relates to the SMTP, NNTP and HTTP proxies,
helps achieve this objective by avoiding sendmail faults and re-writing
information within IP packets. It smilarly relates to the FTP proxy, providing
additional FTP security in addition to enforcing an additional set of access
rights.

FDP_IFC.1 describes the general way in which the TOE will behave with
respect to the information flow control policy.

FDP_IFC.1.1 identifies what attributes (subjects, information & operation) the
TOE usesto make decisions to apply the proxy mediation rules.

FPT_RVM.1 describes the non-bypassability of the TOE functionality.

FPT_RVM.1.1specifically ensures that the TSP enforcement functions are
operating as required and terminate legally and gracefully before proxy
functions can proceed.

THIDE  The firewall must provide the means to hide the internal network
topology from external attackers.

CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) is able to defend against
attackers by hiding the internal network topology from external users. This
prevents an attacker from gaining vital information about the network and very
much reduces the chance of any form of attack on an interna host being
successful.

The measures implemented to hide the network cover: hiding of e-mail and host
addresses by the SMTP and NNTP proxies, hiding of addresses via DNS
requests, and the hiding of addresses in IP packet headers. FDP_IFF.1
implements all of this.

FDP_IFF.1 alows CyberGuard Firewall Verson 4.3 (for UnixWare 2.1.3) to
respond to bogus messages with appropriate error messages, in accordance with
good network etiquette. This can be used if permitted by the chosen network
Security policy.
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O.AUDIT The firewall, in conjunction with the underlying operating system,

must provide a means of recording information about the IP packets
flowing through the firewall.

This security objective is satisfied by auditing the attacker's attempts at
defeating the security objectives as described in FAU_GEN.1. This records
information such as login attempts, attempts to access security related files
usng FTP, and network interface spoofing attempts. Since any breach of
security objectives will include either at least one received IP packet (remote
attack), or at least one console login attempt (local attack), then FAU_GEN.1
will potentially (i.e. according to configuration) ensure that the attempts are

logged.

FAU_GEN.1 ligts the details that are recorded for each auditable event. No
minimum amount of information is required to counter the threat, and therefore
the threat is countered by any configuration which satisfies the network security
policy. FAU_SAR.1 dates that a tool exists to examine the audit logs. This
enables an administrator to detect the attacker once FAU_GEN.1 has recorded
the attack.

FAU_GEN.1 alows certain events to be excluded from auditing if permitted by
the chosen network security policy.
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Table A.2.2

Security Objective for the IT Environment

SFR

O.ADMIN

The underlying operating system shall ensure administration facilities
for the configuration of the host and rule databases are only available
to Firewall Administrative Users.

FMT_MSA.1
FMT_MSA.3
FMT_SMR.1

O.AUDIT

The firewall, in conjunction with the underlying operating system, must
provide a means of recording information about the IP packets flowing
through the firewall.

FAU_STG.1
FPT_STM.1

O.AUDITMAN

Procedures shall exist to ensure that the audit trails are regularly
analysed and archived. (Formerly Assertion_3)

Procedural

0.EXTMASQ

Those responsible for the TOE shall accept the risk posed by External
Masquerade attacks.

Procedural

O.IMU

The firewall will be configured in accordance with the Evaluated
Configuration section of the Security Target, and with the chosen
network security policy. No optional features shall be enabled unless
recommended in the Evaluated Configuration.

Procedural

O.NSP

Those responsible for the TOE shall define a network security policy
prior to any attempted installation or implementation of the firewall.
The network security policy shall cover physical and procedural
measures in addition to electronic issues. The network security policy
shall be reviewed and revised according to the perceived needs.

Procedural

O.PHYSICAL

Those responsible for the TOE shall establish appropriate measures
and procedures to ensure that only Firewall Administrative Users have
physical access to the firewall hardware. (Formerly Assertion_2)

Procedural

O.REMOTE

Firewall Administrators should NOT use a privileged account for
remote proxy authentication.

Procedural

O.TRAIN

Firewall Administrators should have received training, taken a course
in firewall administration, or something equivalent. (Formerly
Assertion_6)

Procedural

The judtification of the suitability of the SFRsto achieve the security objectivesto be
met by the TOE environment is as follows.

O.ADMIN The underlying operating sysem shall ensure administration
facilities for the configuration of the host and rule databases are
only available to Firewall Administrative Users.

CyberGuard Firewall Version 4.3 (for UnixWare 2.1.3) isable to achieve this
security objective since logins to such facilities are available from the consol e to
which administrators must login. In addition the underlying operating syssemisa
multi-level system (MLS) which compartments processes running at different levels.

FMT_MSA.1 ensuresthat the security attributes identifying and authenticating
administrators match their assigned profiles (e.g. if there is more than one
administrator or firewall security officer) so that only the appropriate database(s) are
accessble.

FMT_MSA.3 ensuresthat the appropriate initial security attributes are created that
match their assigned profiles and can only be given alternative initial values that
match the their profile.
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A.2.2

A.2.3

A24

CYBERGSHARD

FMT_SMR.1 ensures that users, administrators and (if configured) different
administrators with specific profiles are distinguished and recognised by the TOE.

O.AUDIT The firewall, in conjunction with the underlying operating system,
must provide a means of recording information about the IP packets
flowing through the firewall.

The TOE can be configured to audit various events and functions such as
information related to IP packets and their flow through the TOE in the audit log(s).

FAU_STG.1 ensuresthat the audit trail is appropriately protected and only available
to those authorised to accessit.

FPT_STM.1 ensures that a reliable timestamp is provided to the auditing function to
append to the events recorded in the audit logs by the TOE.

Security Assurance Requirements Appropriate

An assurance level of EAL4 was chosen since it is roughly equa to the ITSEC E3
level of assurance that was edtablished in previous versons of the TOE. This
represents the maximum level of assurance attainable by a product that has not been
specifically designed with the assurance criteria in mind. The addition of flaw
remediation (ALC_FLR) procedures augments the EAL4 assurance with a view to
giving confidence in the ongoing support of the product.

Particular aspects of EAL4 that were considered appropriate for afirewall are:

- confidence in the correct implementation of the security functions at the source
code level (pointing to ADV_IMP.1 and components on which this depends);

- secure configuration is a particular concern with firewalls (pointing to the need for
amisuse anayss, i.e. AVA_MSU.2).

Strength of Function Claims Appropriate

A level of SOF-Medium was chosen as being commensurate with an assurance |evel
of EAL4. Note that in the TOE Summary Specification, there are no security
functions that have an associated SOF claim.

Dependencies Satisfied

The following tables demonstrate that all dependencies of CC Part 2 functional
components are satisfied within this ST, giving rise to requirements on either the TOE
or its IT environment (i.e. underlying operating system). All dependencies between
CC Part 3 assurance components are satisfied since the assurance requirement is
defined purely in terms of a self-contained assurance package, i.e. EAL4.
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Note: in thefollowingtable, ‘[E]’ denotes arequirement on the IT environment.

Table A.2.4: SFR Dependencies

SFR
FAU_STG.1[E]
FDP_IFC.1
FDP_IFF.1
FIA_UID.2
FIA_UAU.2
FIA_UAU.2 [E]

FMT_MSA.1[E]

FMT_MSA.3[F]

FMT_SMR.1[E]

FPT_RVM.1
FPT_STM.1[E]

FAU GEN.1

FAU SAR.1

Dependencies satisfied by

No dependencies

FDP_IFF.1

FDP_IFC.1

No dependencies

FIA_UID.2 (hierarchica to FIA_UID.1)
FIA_UID.2 [E]

FDP_IFC.1
FMT_SMR.1[E]

FMT_MSA.1[E]

FIA_UID.2 [E] (hierarchicad to
FIA_UID.1)

No dependencies
No dependencies
FPT_STM.1[E]

FAU GEN.1

Security Requirements Mutually Supportive

It can be taken that snce the above table shows dependencies, this also implicitly
shows support between the SFRs since it is merely a different perspective of the same
relationship. Therefore, the preceding section shows that the SFRs are mutually
supportive since all dependencies between CC Part 2 functional components are

satisfied.

Additional instances of support between SFRs are as follows:

- FAU_GEN.1 supports FDP_IFF.1 and FDP_IFC.1 by providing the means to
detect security relevant events that might undermine the firewall information flow
control policy, and FAU_SAR.1 provides the means to review and interpret this

information.
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- FPT_RVM.1 enaures that the firewall information flow control policy cannot be
bypassed.

- FIA_UID.2 and FIA_UAU.2 provide identification and authentication of FTP and
Telnet users, in support of the firewall information flow control policy.

- A.PHYSICAL ensuresthat only Firewall Administrators have physical accessto the
firewall hardware so asto prevent tampering for example.

- A.TRAIN ensures that Firewall Administrators are assumed to be suitably qualified
and that they are competent enough not as to accidentally deactivate any security
functionality through lack of knowledge.

A.3 TOE Summary Specification Rationale

A.3.1 Suitability of IT Security Functions

This section demongtrates the suitability of the IT Security Functions to address the
Security Functional Requirements.
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Table A.3.1: SFR to SF corrédation:

SFR Security Function
FDP_IFC.1
FDP IFC.1.1 IA 1, 1A 2 IA3 IA 4 IA5
DAC_1, DAC_2, DAC 3, DAC 4
FDP_IFF.1
FDP IFF.1.1 IA 1, 1A 2 IA3 IA 4 IA5
DAC_1, DAC_2, DAC 3, DAC 4
FDP IFF.1.2 DAC_1, DAC_2, DAC 3, DAC 4
FDP_IFF.1.3 DAC_5, DAC_6, DAC 7
FDP IFF.1.4 IA_3,1A_4,1A_5
FDP_IFF.1.5 Not Applicable - Null Requirement
FDP_IFF.1.6 IA_1
DAC 1
FIA_UID.2
FIA_UID.2.1 IA_2
FIA_UAU.2
FIA_UAU.2.1 IA_2
FPT_RVM.1
FPT_RVM.1.1 IA 1, 1A 2 IA_3 IA 4 IA5
DAC_1, DAC_2, DAC_3,DAC 4
FAU GEN.1
FAU GEN.1.1 AUD 1, AUD 4
FAU GEN.1.2 AUD 1, AUD 2
FAU SAR.1
FAU SAR.11 AUD_3
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A.3.2

A4

SFR Security Function

FAU_SAR.1.2 AUD_3

The magjority of the TOE capability is provided by FDP_IFF.1 to which all of the
DAC SFsand most of the IA SFs correlate. FIA_UID.2 and FIA_UAU.2 are for the
express purpose of the standard identification and Authentication capability to which
IA_2 maps. The FAU_GEN.1 coversthe auditing capability of the TOE and AUD_1,
AUD_2 and AUD_4 provide for this. The last remaining SF is AUD_3 which maps
directly onto FAU_SAR.1 which concerns the reading and interpretation of raw audit
data.

Suitability of Assurance Measures

Section 6.3 provides a table which maps assurance measures to each of the EAL4 and
ALC_FLR assurance requirements, demongtrating that these will be sufficient to
ensure the assurance requirements are met.

Protection Profile Conformance

This ST makes no claims of conformance with any PP.
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