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1 Glossary

CA Certificate Authority

CcC Common Criteria

DC2K Datacryptor 2000

DCAP Datacryptor Advanced Performance

DEK Data Encryption Key

FPGA Fed-Programmable Gate Array

IP Internet Protocol

KEK Key Encryption Key

PCB Printed Circuit Board

RoHS Redtriction of the use of certain hazardous substances in eectrical and dectronic
equipment

SFP Security Function Policy

SGSS Secure Generic Sub-System

TOE Target of Evduation

TSF TOE Security Functions

TSP TOE Security Policy

0562B218.001 4 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

2 References

[1] CCIMB-99-031, CCIMB-99-032, CCIMB-99-033, Common CriteriaVerson 2.1 Parts 1,
2and 3

[2] 0550a109, “Key Management Specification”

[3] THALESENG/DEV/002 “Project Filing’

[4] 05620245, “Datacryptor 2000 Configuration List”

[5] ENG/PM/001 “Managing Projects in the Engineering Group v1.10

[6] THALESENG/DEV/006 “Problem Reporting and Change Control”

[7] THALESENG/DEV/012 “Document and Part Numbering v1.0

[8] THALESENG/DEV/STD/006 “Software Tools Standard v1.3”

[9] THALESOPS/005 — “In-house stores/dispatch v1.7”

[10] 12708357, “Datacryptor 2000 Commercid Verson User Manua”

[11] 12708374, “Datacryptor AP Commercia Verson User Manual”

[12] dc2000.sdt - Datacryptor 2000 SDL

[13] 0562b247, “Datacryptor 2000 Architecturd Desgn”

[14] 0562b248, “DC2000 Representation Correspondence Anaysis’

[15] 0562b243, “DC2000 Security Policy Mode & Functiona Specification/Security Policy
Model Correspondence’

[16] Not Allocated

[17] THALESENG/DEV/STD/008 “Coding Standard — C v2.0"

[18] THALESENG/DEV/STD/011 “VHDL Coding v1.0”

[19] 0562b250, “Datacryptor 2000 Test Coverage Anaysis’

[20] 0562b251, “Datacryptor 2000 Depth of Testing Analysis’

[21] 0558a363, “Datacryptor 2000 3.4aHMG System Test Specification (Commercid tests
only)”

[22] 0558a368, “Datacryptor 2000 1P100 System Test Specification”

[23] 0562b252, “DC2000 Guidance Documentation Anayss’

[24] 0562b268, “DC2000 Descriptive Low-leve Desgn”

[25] 0562b269, “DC2000 Semiforma High-levd Design”

[26] 05628218, “Datacryptor 2000 Security Target”

[27] 05628253, “Datacryptor 2000 Vulnerabilities Andyss’

[28] 0562b254, “DC2000 Semiforma Functiond Specification”

[29] 0562b276, “DC2000 Functiona Testing (Common Criteria)”

[30] ENG/DEV/013 “Engineering Release Procedure’

0562B218.001 5 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

3 Inter-Document References

The following terms defined in this Security Target may be referenced in other associated
documentation. Note that the identifiers DC2K and SGSS are used to distinguish between functions
provided or security objectives met by the SGSS and the DC2K.

3.1 Threats

T extract data from secure _domain

T record_plaintext_data from insecure_domain
T _cryptanalyse data_within_insecure_domain
T access to_secret_authentication_key

T _access to_secret_key exchange alg keys
T _access to_keys within_unit

T access to_algorithm within_unit

T access to_algorithm outside unit

T _cryptanalyse _keys within_insecure_domain
T loss of commissioned_unit

T _tamper_with_unit

T _application_replacement
T_algorithm_replacement

T certificate_authority replacement

T key exchange certificate_replacement

3.2 Assets

A user data
A user key
A user_algorithm

3.3 Security Objectives

OBT_DC2K_provide data_confidentiality
OBT_DC2K_provide_secure_key management
OBT_DC2K_provide secure algorithm load
OBT_DC2K_provide secure CA load
OBT_DC2K_provide secure key exchange keyset load

OBT_SGSS provide resistance to_physical_attack
OBT_SGSS provide _secure_application load

OBE_protect_secure_domain
OBE_transmit_data_through_TOE
OBE_apply_suitable TOE_mode to_data
OBE_protect_key material
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OBE_protect_algorithms
OBE_protect_keyed_unit
OBE_check for_unit_tamper

3.4 Security Functions

SF DC2K_data_authentication_implementation
SF DC2K_key exchange _algorithm
SF DC2K_encryption_algorithm

SF_SGSS data_authentication_implementation
SF SGSS Random Number Generator
SF _SGSS alarm _circuitry
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4 Introduction

4.1 Security Target Identification

4.1.1 Security Target Information

Security Target Title: Datacryptor 2000 Security Target (Common Criteria)
Part Number: 0562B218
Verson Number:001

4.1.2 Target of Evaluation Information

TOE Title Datacryptor 2000
Top Leve
Part Numbers: Datacryptor 2000: 1600x320,

Datacryptor Advanced Performance: 1600A371, 1600C371,
1600L 371, 1600M 371

Part Numbers: Datacryptor 2000: 1600A321 Rev 5-8, 1600B321 Rev 006,
1600E321 Rev 7
Datacryptor Advanced Performance: 1600A372 Rev 3, 1600L372
Rev 1, 1600M372 Rev 1

Note that the issued verson of a unit can be confirmed by contacting
Thaes e-Security.

Software
Verson Numbers: Datacryptor 2000 Application Software 3.41.
Datacryptor Advanced Performance Application Software 3.511.

Evduaiontoindude  Communications protocols:
Datacryptor 2000: Link, Frame Relay and IP5 (5Mb).
Datacryptor Advanced Performance: P10 (10Mb) and 1P100
(10/200Mby).

Evduationtoexclude  RoHS compliant versgon.

Communications protocols:

Datacryptor 2000: Link/Channdlised, Link/Channelised E1 or
T1, Frame Relay E1, X.25, IP — Trunk mode

Datacryptor Advanced Performance:  Link E3/TS3,

0562B218.001 8 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

Cryptographic Algorithms:
Key Exchange Algorithms:
Diffie-Hellman (ANSI X9.42 Hybridl)
Data Encryption Algorithms:
Triple DES (Data Encryption Standard, as specified in FIPS PUB 46-3)
AES 128, 256 (Advanced Encryption Standard, as specified in FIPS PUB 197)
Evduation to exclude: AES 192
Data Authentication Algorithms:
DSA (Digitd Signature Algorithm, as specified in FIPS PUB 186-2)
Data Hashing Algorithms:

SHA-1 (Secure Hash Algorithm, as specified in FIPS PUB 180-2)

This Security Target has been derived using [1].
4.2 Security Target Overview

The Datacryptor 2000 (DC2K) is arange of network encryption products that support severa
different network protocols (e.g. IP, Frame Relay etc.). The primary purpose of the product isto
provide data confidentidity. It has been designed with flexibility in mind and provides a secure soft-
upgrade capability to change the network protocol and cryptographic algorithms supported. The
DC2K uses public key cryptography techniques to minimise the adminidrative overhead of key
management, and implements sophisticated measures to resst physical attack in order to safeguard
key materid and sengtive dgorithms.

All information in the supplied ddliverables that refersto ‘ Datacryptor 2000, ‘DC2K’, ‘DC2000" or
smilar actudly refers to both the Datacryptor 2000 and the Datacryptor Advanced Performance
(DCAP) unlessit ismade clear that they refer only to one or the other ether explicitly or from the
context.

This document describes the security requirements and operating assumptions of the Datacryptor
2000. Section 5 gives ahigh level description of the physica and logical attributes of the Datacryptor
2000, and the product’ s scope and boundaries.
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The assumed operational environment of the Datacryptor 2000 is discussed in section 6, aswell asthe
perceived threats within that environment; a satement of the security objectives intended to counter
such threatsis provided in section 7.

Detailed IT security requirements are discussed in section 8 which is split into functional and assurance
agpects. A Target of Evauation Summary Specification is given in section 9, which provides a
description of how the TOE IT security functions and assurance measures are met by the Datacryptor
2000.

Section 11 provides arationde for the security target. In particular it describes the correlation
between the TOE security objectives and the threats arising from the TOE' s environment, a
judtification of the suitability of the security requirements with respect to the security objectives, and
finally the means by which TOE security functions and assurance measures meet the security
requirements.

4.3 Common Criteria Conformance

The Datacryptor 2000 conforms to the Common Criteriawithin the meaning of [1] asfollows:

Part 2 Conformant
Part 3 Conformant at the Evauation Assurance Levd 4.

No clams are made with respect to the Datacryptor 2000’ s conformance to any Protection Profile.
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5 Target Of Evaluation Description

5.1 Product Type
The Datacryptor 2000 is arange of network encryption products.

5.2 Basic Purpose

DC;K 1 encrypts d_ata DC2K 2 decrypts data
received from A prior received from DC2K 1
to passing into insecure »  and passesonto B
domain
~ - -
~ \\\ ] 7/ 7
Secure Y Insecure Domain e
H ~
domain ~o /
A AN /7 /
N /
\\ , Vs
\ /
\ !
DC2P1 1 DCPK 2
A / \ —
/ \
,// \\
O ‘\
// \\
// AN
// \
7
7/ N
7 4 h
e DCZK 1 decrypts data DC2K 2 encrypts data N
, received from DC2K 2 P received from B prior
and passes onto A < to passing into
insecure domain

Network/machine/switch within
physically secure domain containing
sensitive data

Network/machine/switch within
physically secure domain containing
sensitive data

Figure 1- DC2K usage

Figure 1 givesapictoria representation of the primary purpose of the Datacryptor 2000. It shows a
smple example of sengtive data being transmitted from one physicaly secured domain to another
through a domain in which no physical security is assumed to be present.

At afundamentd leve, the units operate in encrypting/decrypting pairs ensuring thet confidentidity is
afforded to data sent between the two. In thisway, sengitive information may be secured whilst itisin
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an insecure domain. In fact, more typicaly, groups of DC2K's are deployed in various configurations
to support many different network topologies and protocols, with the data passed between each pair
subject to the unit’s confidentiaity services.

The DC2K does not provide data security services to information whilst it remains within the secure
domain as defined in figure 1.

5.3 Physical Description

Severd host/network interface protocols are supported (see section 4.1.2), and 2 unit management
ports are provided. The unit has 5 externd interfaces.

power connector

host data port

network data port

an RS232 (serid) management data port
a 10baseT Ethernet management data port

The stlandard unit congsts of the Secure Module, dso known as the Secure Generic Sub-System
(SGSS), and the DC2K baseboard.

The SGSS contains dl components relevant to the secure operation of the unit. The board is
subjected to physca protection usng amesh and resin technique. Alarm circuitry provided within the
SGSS detects intrusion and voltage attacks, as well as movement, extremes of temperature, and
pressing the erase button, where the user enables these darms. In the event of an darm, dl the unit's
sengitive contents are erased.

The baseboard provides the power interface and basic communications support.

The unit operates within the temperature range +5°C to +40°C and may be stored within the
temperature range -5°C to +60°C.

5.3.1 Peripherals

Aswidl asthe unit itsdf, the following items are supplied to the customer.

externa power supply
network and host cables as necessary
CD containing unit management software and product ingdlation and user manuds

Network and host cables are supplied where necessary to provide the physicad and dectrica
conversion required between the Datacryptor 2000's proprietary externa connectors and the
communications protocol used by the customer.
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The management software (a standard Windows application) runs on a PC and provides the customer
with the cgpability to configure the unit’s security and communications settings as required.

5.4 Logical Description

The Datacryptor 2000 consists of the following modules:

The SGSS application
The Datacryptor 2000 application
The encryption and key exchange dgorithms which are externdly loaded

54.1 SGSS Software Application

The SGSS application runs on the SGSS. It consists of a secure bootstrap program that initiaises the
DC2K system and confirms the authenticity of the Datacryptor 2000 application subsequently loaded.
Once the Datacryptor 2000 application has been loaded and its authenticity verified by the bootstrap,
operationa control passes from the SGSS application to the DC2K gpplication.

5.4.2 Datacryptor 2000 Software Application

The DC2K gpplication provides the following functions:

Cryptographic verification of encryption agorithms, key exchange agorithms, Certificate
Authorities and key exchange certificates subsequently loaded

Authentication of key exchange protocol, as described in [2], section 4.2.1, (validation of
public data exchange)

Unit to management centre communication protocol and data path

Unit to unit communication protocol and data path support

Interface to encryption and key exchange dgorithms

5.4.3 Key Exchange Algorithm

The externdly loaded key exchange dgorithm provides the unit with the capability to securely derive a
shared key with another unit which can subsequently be used to encrypt and decrypt data transmitted
between the two units (see section 5.4.4). This protocol isexplained fully in [2], section 4.2.2 (steps 1
—8) and section 4.1.1 (steps 1 - 5).

5.4.4 Encryption Algorithm

The externaly |oaded encryption agorithm provides the DC2K with the capability to encrypt and
decrypt data transmitted and received respectively.

5.4.5 Excluded Product Functionality

Functiondity excluded from the TOE includes:
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Use of the communications ports, other than in respect of the cryptographic protection given
to user traffic (e.g. remote monitoring via the network port, usng network management utilities
viathe network port)

Hot Standby functionality.

Remote Unit Management
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6 Target of Evaluation Security Environment

6.1 Assumptions

6.1.1 Assumed Usage

The assumed usage of the Datacryptor 2000 is as shown in figure 1 of section 5.2 to provide data
confidentidity to the user’ s information and data assets.

Additionaly, it is assumed that the Datacryptor 2000’ s data confidentiality capability will be applied to
al sengtive data to be passed between two secure domains over an insecure domain, and that
appropriate policies exist with respect to:

Choice of Key lifetime— use of keysfor prolonged periods may dlow cryptanayss.
Enabling of motion sensor as appropriate to the environment e.g. motion darms should be
enabled where theft of the unit isathrest.

Action on pressing erase button e.g. in a hostile environment, pressing the erase button
aone should have the effect of darming the unit.

Action in the event of suspected tampering, loss or theft of unit.

Specific advice on these agpects should be sought from the appropriate security authority.

6.1.1.1 Limitationsof Use

The Datacryptor 2000 does not provide any protection to data whilst it resdesin the secure
environment as defined in figure 1 of section 5.2. Neither does it provide any protection where datais
trangmitted from the secure environment that does not pass through the unit, or where datais passed
through the unit without the encryption capability of the unit having been gpplied by the operator.

Therefore, it is assumed that:

The secure environment is protected to a suitable level by appropriate means

All sensitive data is transmitted through the Datacryptor 2000

A suitable mode of operation (e.g. encrypt mode) is gpplied to sendtive data passing
through the Datacryptor 2000.

6.1.2 Protection of Assets

The vaue of the assats protected by the TOE should be appropriate for the EAL4 assurance level
clamed for it: thiswill be rdaivey high, and can only be determined by the administrator in light of
locdl conditions.

0562B218.001 15 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

6.1.3 Assumed Environment of Operation

6.1.3.1 Management

It is assumed that, for the purposes of management, the administrator has access to gppropriate
management software and a PC on which to run such software.

In order to provide the necessary functiondity, the management centre must be capable of encrypting
and decrypting management information exchanged between itsdf and the unit under management.

Note that athough the management centre utilises security services such as encryption, the DC2K
under management will not respond to management requests unless it successfully decrypts
information sent to it. In this way, the Datacryptor 2000 itself provides the security enforcing aspects
necessary to ensure authorised management, Since incorrect or non-existent encryption by the
management centre will fail to be decrypted correctly and hence will not be acted upon. The
implementation and functiondity of the management centre itself, (which may be provided by the
company, or developed by the user) is outside of the scope of evauation.

6.1.3.2 Physical Protection Measures

It is assumed that physical security measures are gpplied to information within the secure domain
only as appropriate to the value of the data being protected. Aswell as the dataitsdlf, such physical
protection should be afforded to:

Any Key materid which ishdd externdly to the unit

Any sengtive key exchange or encryption agorithm held externdly to the unit

The unit itsdf while keyed

The management centre (and any network to which the management centre is connected)

6.1.3.3 Connectivity

It is assumed that during normal operation, the unit is connected in an equivaent manner to that shown
infigure 1 of section 5.2. In addition, it is assumed that when unit management is required, a separate
connection is made to one of the unit's two management ports, and that neither management port is
connected to the host network.

Where secret keys or sengtive dgorithms are to be loaded into the unit, this must be done over a
physically secured network or link.

6.1.3.4 Personn€
It is assumed that:

Adminigrative personnel provided with key materia enabling them to make changesto the
security configuration of the unit (i.e. line mode, darm settings, key lifetimes) are trusted
appropriately.

Access to keyed unitsis only provided to trusted administrative personnel

Access to sengtive dgorithmsis only provided to trusted administrative personnel.
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In addition it is assumed that adminigtrative personnel have the necessary skill to operate a Sandard
Windows application and that they have read the appropriate User Manua [10] or [11].

Note that in the context of this TOE, basic “users’ of the product are those people whose datais
protected by it. Since the Datacryptor 2000 is a network encryptor, the user does not have any direct
interaction with the TOE — instead, adminigirative personnel control al product configuration and
operation. As such, there are no requirements or assumptions placed on users themsdlves.

6.2 Threats

This section describes threats to the DC2K .

Note that some of these threats are potentia attacks on the SGSS component of the DC2K. The
threats have therefore been divided into two categories. threats to the SGSS and thregts to the
DC2K. (However threats to the SGSS, when the SGSSis ingtaled as a component of the DC2K,
are aso threats to the DC2K itself.)

6.2.1 Extraction of Data from Within the Secure Domain

Inter-document reference T_extract_data_from secure_domain
Thisisathreat to the DC2K.

The DC2K does not provide any security servicesto datawhilst it resides within the secure domain.
Instead it operates by encrypting any data passed into its host port from the host network, machine or
switch within the secure domain, prior to passing the encrypted data out into the insecure domain.

A threat exists whereby athreat agent could gain access to unencrypted data whilst it resides within
thisarea.

6.2.1.1 Attack
The attack isto gain physical access to the secure domain and record data from within that domain.

6.2.1.2 Asset
Inter-document Reference— A _user_data

The asset under threst isthe user’s data
6.2.1.3 Threat Agent
Expertise: A low leve of expertiseis required.
Daawithin thisdomain is not subject to any technicd protection, but

the threat agent will require the cagpability to extract the data and
decode it from standard network protocols. Such decoding iswithin
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the cgpability of any individud with a basic understanding of common,
public domain network protocols.

Resource: Limited resource is required.

Some means of recording and decoding the data from the secure
domain is required. However, such tools are available, and,
depending on the protocol, are relatively cheap. IP recording and
decoding tools for example are primarily smple software Windows
aoplications.

Moativation: Since the vdue of the asst isrdaively high, it must be assumed that
moativation to mount this atack is high.

Vulnerabilities Exploited: Within the definition of the thresat, the asset is not subject to the
protection of the TOE. Therefore no TOE vulnerabilities need be
exploited in order to mount a successful attack.

Opportunity: If the threat agent has obtained access to the secure domain (either by
virtue of authorisation, or by breaching physical security measures),
opportunity to mount the attack is high.

Otherwise, opportunity is extremely limited.
6.2.2 Recording of Plaintext Data L eaked into I nsecure Domain
Inter-document reference T_record_plaintext_data from insecure_domain
Thisisathreat to the DC2K.
Unencrypted data may be present in the insecure domain for two reasons.

The data has not been sent viaa channd that passes through the DC2K prior to entering
the insecure domain.

The data has been sent through a channd that passes through the DC2K, but the DC2K’s
encryption capability has not been applied to the data. i.e. the unit’s line mode has been
et to an insecure mode.

A threat exists whereby a threat agent records such unencrypted data from the insecure domain.

6.2.2.1 Attack
The attack isto record any unencrypted data from the insecure domain.
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6.2.2.2 Asset
Inter-document Reference— A _user_data

The asset under threst isthe user’ s data.

6.2.2.3 Threat Agent
Expertise: A low level of expertiseis required.

Unencrypted datawithin this domain is not subject to any technica
protection, but the threat agent will require the capability to extract the
data and decode it from standard network protocols. Such decoding
iswithin the capability of any individud with abasc understanding of
common, public domain network protocols.

Resource: Limited resourceis required.

Some means of recording and decoding the data from the insecure
domain is required. However, such tools are available, and,
depending on the protocol, are relatively cheap. 1P recording and
decoding tools for example are primarily smple software Windows
goplications.

Moativation: Since the vaue of the asst is rdatively high, it must be assumed that
moativation to mount this attack is high.

Vulnerabilities Exploited: Within the definition of the threet, the asset has not been subject to the
protection of the TOE. Therefore no TOE vulnerabilities need be
exploited in order to mount a successful attack.

Opportunity: Where such unencrypted data is present in the insecure domain, the
opportunity for the threat agent to mount this attack is high.

6.2.3 Cryptanalysisof data in the insecure domain
Inter-document Reference — T_cryptanalyse data within_insecure_domain

Thisisathreat to the DC2K.

In norma usage, it is anticipated that sengtive data resding within the secure domain will be subjected
to the TOE' s data confidentiality measures prior to it being passed into an insecure domain.

A threat exists for an attacker to record encrypted data sent across the insecure domain and subject it
to cryptanalysisin an attempt to discover the underlying plaintext data.
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6.2.3.1 Attack

The attack isto record encrypted data from the insecure domain, decode it and perform cryptanaysis
to reved the underlying plaintext data.

6.2.3.2 Asset
Inter-document Reference— A _user_data

The assat under threat isthe user’ s data.

6.2.3.3 Threat Agent

Expertise: Assuming that an gppropriate encryption adgorithm is used, its
implementation is not flawed, and thet key materia has not been
lesked, ahigh leve of expertiseis required to successfully gain
plaintext from encrypted data.

Resource: The resource requirements to mount an attack of thistype are high —a
very large amount of computing power, either distributed or within
one unit would be required.

Moativation: Sincethe vaue of the asst is rdaively high, it must be assumed that
moativation to mount this atack is high.

Vulnerabilities Exploited: If avulnerability were present in the TOE' s encryption dgorithm or in
itsimplementation, this may be exploited to decrease the leve of
expertise or resource required for success.

Opportunity: Where such encrypted datais present in the insecure domain, the
opportunity for the threat agent to mount this attack is high.

6.2.4 Exposure of Secret Authentication Key
Inter-document Reference— T_access to_secret_authentication_key

Thisisathreat to the DC2K.

Secret authentication keys (although not loaded into the unit) are used to generate Sgned key
exchange certificates.

If it were possible for an attacker to gain access to such materid asit exigts externdly to the unit, it
may be possible for him to ultimately determine the key used to encrypt the user’ s data, and then use
the key to decrypt encrypted data.

There are two means by which access may be provided to a threat agent:
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An individua with authorised access to the materia may lesk the detaintentiondly or

unintentionaly

An unauthorised individua may breach physica measuresto gain access to the materia

6.2.4.1 Attack

A threat agent who has gained access to the secret authentication key may forge signed key exchange
certificates. Thiswould dlow an active “man-in-the-middle’ attack to be mounted between two units
whereby both units are spoofed into establishing a shared key encryption key with the threat agent
rather than the other unit. A smilarly shared data encryption key could then be generated using the
rogue key encryption key, and then used to decrypt the user’ s data.

6.2.4.2 Asset

Inter-document Reference— A _user_key

A user_data

The asset under threat isthe user group secret authentication key, exposure of which may ultimatey
lead to exposure of the user’s data.

6.2.4.3 Threat Agent

Expertise;

Resource:

Moativation:

Vulnerahilities Exploited:

A high leved of expertiseisrequired.

Even assuming successful access to the secret authentication key, the
attack is a very sophidticated real-time active attack. It requires
insertion and deletion of data from the line between two units without
ether unit “noticing” the presence of the third party.

A high levd of resourceis required.

Equipment to insart and remove traffic from thelinein red-timeis
required, as is equipment which can spoof the entire key exchange
protocol, and subsequently react appropriately to any peer-unit
requestsi.e. subsequent data encryption key updatesin atimely
faghion.

Since the value of the asset isrelatively high, it must be assumed that
motivation to mount this atack is high. In particular, repeated
goplication of this attack could give rise to the successful decryption
of traffic within the entire lifetime of the secret authentication key.

Within the definition of the threet, the asset has not been subject to the
protection of the TOE. Therefore no TOE vulnerabilities need be
exploited in order to mount a successful attack.
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Opportunity: If the threat agent has obtained access to the secure domain (either by
virtue of authorisation, or by breaching physical security measures),
opportunity to mount the attack is high.

Otherwise, opportunity is extremely limited.
6.2.5 Exposureof Secret KeysUsed in the Key Exchange Algorithm

Inter-document Reference — T_access to_secret_key exchange alg _keys
Thisisathreat to the DC2K.

In some modes of use, secret key exchange agorithm keys are loaded into the unit from an externd
source.

If it were possible for an attacker to gain access to such materid asit exigs externdly to the unit, it
may be possible for him to ultimately determine the key used to encrypt the user’ s data, and then use
the key to decrypt encrypted data.

There are three means by which access may be provided to a thregt agent:

Anindividua with authorised access to the materid may lesk the data intentiondly or
unintentionaly

An unauthorised individua may breach physica measuresto gain access to the materia
The unit may be commissioned with secret key materid over an unprotected link or
network, to which athreat agent may have access.

6.2.5.1 Attack

Long term secret keys are input by both units participating in the KEK derivation agorithm, and in
some modes of operation, these are loaded from an externa source. However, the dgorithm aso
utilises rdlatively substantia quantities of one-time random data generated by the unit’s themselves.
Thisrandom datais never exposed outsde the unit. Assuming that the units' random number
generator is operating properly, athreat agent would have to guess (or exhaust over) these random
values to be able to determine the key encryption key and subsequently the data encryption key used.

6.2.5.2 Asset

Inter-document Reference— A _user_key
A user_data

The asset under threat isthe user’s secret key exchange agorithm keys, exposure of which may
subsequently lead to exposure of the user’s data.

6.2.5.3 Threat Agent
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Expertise: A high leved of expertiseisrequired.

The threat agent would have to efficiently exhaust over al possble
vaues of one-time random input to the key exchange agorithm to be
able to determine the key encryption key established between the two
units, and subsequently determine the data encryption key.

Resource: An extremély high level of resourceis required.

Assuming thet at least one of the unit’s random number generatorsis
operating correctly, a huge amount of computing resource would be
required to exhaust over al possible one-time random inputs to the
dgorithm.

Moativation: Since the vaue of the asset isrelaively high, it must be assumed that
motivation to mount this attack is high. In particular, repeated
goplication of this attack could give rise to the successful decryption
of traffic within the entire lifetime of the secret key exchange agorithm

key.

Vulnerabilities Exploited: Within the definition of the threet, the asset has not been subject to the
protection of the TOE. Therefore no TOE vulnerabilities need be
exploited in order to mount a successful attack.

Opportunity: If the threat agent has obtained access to the secure domain (either by
virtue of authorisation, or by breaching physica security measures), or
to an insecure commissioning Session, opportunity to mount the attack
ishigh.

Otherwise, opportunity is extremely limited.
6.2.6 Discovery or Subgtitution of any Key Material Stored within Unit

Inter-document Reference— T_access to_keys within_unit
Thisisathresat to the SGSS (and hence dso to the DC2K — see 6.2).

Most secret key materid (i.e. key encryption keys and data encryption keys) is generated and stored
internaly by the DC2K unit. If it were possible for athreat agent to discover such key values or
subdtitute them for values known to him, it may be possible for that information to be used in the
decryption of user data.
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6.2.6.1 Attack

The attack is to gain access to the unit’s sensitive storage areas and extract some or dl of their
contents without triggering an alarm (which would cause the sensitive contents to be erased).

6.2.6.2 Asset
Inter-document Reference— A _user_key
A user_data
The asset under threst is potentidly al of the user’s secret key materid, exposure of which may
subsequently lead to exposure of the user’s data.

6.2.6.3 Threat Agent

Expertise: A high leve of expertiseis required.
The threat agent would have to extract keys from the unit without
triggering an darm.

Resource: A high levd of resourceis required.

The threat agent would require sophisticated and specialised
equipment to breach the unit’s physica protection mechanisms. Such
equipment might include X-ray cgpability, extremely fine drills,
chemica solvents etc.

Moativation: Since the vaue of the asst isrdaively high, it must be assumed that
moativation to mount this attack is high. In particular, information
gained from this attack could be used to determine keys and hence
traffic for the lifetime of the key or keys extracted.

Vulnerabilities Exploited: If avulnerability were present in the TOE' s physica protection design
or implementation, this may be exploited to decrease the leve of
expertise or resource required for success.

Opportunity: Opportunity to undertake this attack islimited by the availability of
access to the unit itsdlf.

6.2.7 Extraction of Sengtive Cryptographic Algorithm From Unit

Inter-document Reference— T_access to_algorithm within_unit
Thisisathresat to the SGSS (and hence dso to the DC2K — see 6.2).
In some cases, the cryptographic dgorithms used to provide data and key confidentiaity servicesto

the user are sensitive. Extraction of such a sengtive cryptographic dgorithm from the unit may be
undesirable for palitica reasons, and possibly assgs future cryptandysis.
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6.2.7.1 Attack

The attack isto gain access to the unit’s sensitive storage areas and extract some or al of ther
contents without triggering an alarm (which would cause the sensitive contents to be erased).

6.2.7.2 Asset
Inter-document Reference — A _user_algorithm

The asset under threet is the user’s sengitive cryptographic agorithms.

6.2.7.3 Threat Agent

Expertise: A high leved of expertiseisrequired.
The threat agent would have to extract the dgorithm from the unit
without triggering an darm.

Resource: A high leve of resourceiis required.

The threat agent would require sophisticated and specialised
equipment to breach the unit’s physica protection mechanisms. Such
equipment might include X-ray cgpability, extremely fine drills
chemica solvents etc.

Moativation: Since the vaue of the asset ishigh, it must be assumed that motivation
to mount this attack is high. In particular, information gained from this
attack could be used to determine information about protective
messures applied by other secure applications owned by the user.

Vulnerabilities Exploited: If avulnerability were present in the TOE's physical protection design
or implementation, this may be exploited to decrease the level of
expertise or resource required for success.

Opportunity: Opportunity to undertake this attack islimited by the availability of
access to the unit itsdf.

6.2.8 Compromise of Sensitive Cryptographic Algorithm when external to unit
Inter-document Reference — T_access to_algorithm outside unit

Thisisathreat to the DC2K.

In some cases, the cryptographic adgorithms used to provide data and key confidentiaity servicesto
the user are sengtive. Exposure of such a senstive cryptographic agorithm when it is stored externdly
to the unit may be undesirable for politica reasons, and possibly asssts future cryptanayss.
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6.2.8.1 Asset
Inter-document Reference — A _user_algorithm

The asset under threet isthe user’s sendtive cryptographic agorithms.

6.2.8.2 Attack

The attack is to gain access to the user’ s sengitive cryptographic agorithms, wherever those may be
dtored, with intent to gain expertise in cryptandysis of the user’'s communications.

6.2.8.3 Threat Agent
Expertise: A low leve of expertiseis required.

When stored externdly to the unit, the dgorithm is not subject to any
technica protection

Resource: Limited resource is required.

Moativation: Since the vaue of the asset is high, it must be assumed that maotivation
to mount this attack is high. In particular, information gained from this
attack could be used to determine information about protective
messures applied by other secure applications owned by the user.

Vulnerabilities Exploited: Within the definition of the threst, the asset has not been subject to the
protection of the TOE. Therefore no TOE vulnerabilities need be
exploited in order to mount a successful attack.

Opportunity: If the threat agent has obtained access to the secure domain (either by
virtue of authorisation, or by breaching physical security measures),
opportunity to mount the attack is high.

Otherwise, opportunity is extremely limited.
6.2.9 Cryptanalysisof Encrypted Keysin the insecure domain
Inter-document Reference — T_cryptanalyse keys within_insecure_domain
Thisisathreat to the DC2K.

Two communicating Datacryptor 2000s must undertake a key exchange protocol prior to exchanging
encrypted data. Full details of the key exchange protocols are provided in sections 4.2.2 (steps 1 — 8)
and 4.1.1 (steps 1 —5) of [2]; the use of public key cryptography alows two commissioned units
operating within the same user group to negotiate a shared Key Encryption Key, and subsequently a
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data encryption key. These protocols operate in such away that there is no requirement for any secret
data to be transmitted from ether unit.

A threat exists whereby an attacker may perform cryptanalyss on the key exchange protocols to
determine the key encryption keys and or data encryption keys subsequently used by the unit. An
aternative attack may be to force the re-use of akey, possbly leading to esser cryptanays's of
encrypted data.

6.2.9.1 Attack

The attack is to perform cryptanadysis on the DC2K’ s key exchange protocols with intent to use key
information to decrypt traffic transmitted between the units.

6.2.9.2 Asset

Inter-document Reference— A _user_key
A user_data

The asset under thresat isthe user’ s key encryption keys and data encryption keys.

6.2.9.3 Threat Agent

Expertise: Assuming that an appropriate key exchange and key encryption
agorithms are used, and their implementations are not flawed, ahigh
level of expertiseis required to successfully gain keys from the key
exchange protocols.

Resource: The resource requirements to mount an attack of thistype are high —a
very large amount of computing power, either distributed or within
one unit would be required.

Moativation: Since the vaue of the asst isrdaively high, it must be assumed that
moativation to mount this attack is high. Access to the unit’s keys could
potentidly lead plaintext for the lifetime of the key exposed.

Vulnerabilities Exploited: If avulnerability were present in the TOE' s key exchange or key
encryption agorithms or implementations, this may be exploited to
decrease the level of expertise or resource required for success.

Opportunity: Where such encrypted keys are present in the insecure domain, the
opportunity for the threat agent to mount this attack is high.

6.2.10 Unit theft or loss

Inter-document Reference— T _loss_of commissioned unit

Thisisathreat to the DC2K.
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A commissoned unit that is subsequently lost or stolen has dl the necessary keysin place to engagein
an encrypted session with another unit, that may il be encrypting legitimate user data. If the unit's
disappearance goes unnoticed for aperiod of time, the user may unknowingly be sending his
information to an attacker.

6.2.10.1 Attack

The attack congsts of athreat agent gaining access to a commissoned unit and using the unit to
decrypt traffic sent to it by a unit gill within the user’s possession.

6.2.10.2 Asset
Inter-document Reference— A _user_data

The asset under threat isthe user’s data.

6.2.10.3 Threat Agent

Expertise; A low level of expertiseisrequired to sted the box, and to
subsequently use it to decrypt traffic tranamitted by another unit within
the same user group.

Resource: The resource requirement to mount an attack of thistypeislow. No

specidist equipment is required.

Moativation: Sincethevdue of the asst isrdatively high, it must be assumed that
moativation to mount this attack is high.

Vulnerabilities Exploited: Within the definition of the threset, the asset has not been subject to the
protection of the TOE. Therefore no TOE vulnerabilities need be
exploited in order to mount a successful attack.

Opportunity: If the threset agent has obtained access to the secure domain (either by
virtue of authorisation, or by breaching physica security measures), or
auser has Imply logt a unit within the insecure domain, opportunity to
mount the attack is high.

Otherwise, opportunity is extremely limited.
6.2.11 Unit tampering

Inter-document Reference — T_tamper_with_unit

Thisisathreat to the DC2K.
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It may be possible to tamper with aunit that is transmitting encrypted data in such away that the
Security provided by the unit is undermined. If such tampering were to go unnoticed, alarge amount of
data could be leaked.

6.2.11.1 Attack

The attack congsts of a threat agent gaining access to a unit and tampering with it so asto cause
plaintext datato be leaked into the insecure domain. Such unprotected data could then be recorded
from within the insscure domain.

6.2.11.2 Asset
Inter-document Reference— A _user_data

The asset under threet isthe user’ s data.

6.2.11.3 Threat Agent

Expertise: A moderate level of expertiseis required to dter the box in such a
way that it causes insecure operation and the tampering goes
unnoticed by the user.

Resource: The resource requirement for such an attack is moderate — specidist

equipment may be required to ater the box in an unnoticegble fashion.

Moativation: Since the vaue of the asst isrdaively high, it must be assumed that
moativation to mount this atack is high.

Vulnerabilities Exploited: Within the definition of the threet, the asset has not been subject to the
protection of the TOE. Therefore no TOE vulnerabilities need be
exploited in order to mount a successful attack.

Opportunity: If the threat agent has obtained access to the secure domain (either by
virtue of authorisation, or by breaching physical security measures),
opportunity to mount the attack is high.

Otherwise, opportunity is extremely limited.
6.2.12 Loading of Malicious Application Code
Inter-document Reference T_application_replacement

Thisisathreat to the DC2K.

Amongst other security critica functions, the Datacryptor 2000’ s application code controls the
cryptographic protection measures that are provided to the user’ s data. If that application were
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replaced by arogue application that subverted the security provided by the application, it is possble
that data, keys and algorithms could al be exposed.

6.2.12.1 Asset
I nter-document Reference:

A user_data
A user_key
A user_algorithm

The assats a threat from this attack are the user’ s data, keys and dgorithms

6.2.12.2 Attack

The attack requires the generation of a substitute gpplication that induces insecurity into the system. In
addition, the application must be formatted and digitaly sgned by the secret authentication key
corresponding to the public key embedded in the SGSS's secure bootstrap code. Having generated
such an application, the threat agent also needs to load it into the unit.

6.2.12.3 Threat Agent

Expertise:

Resource:

Moativation:

Vulnerabilities Exploited:

Opportunity:

Assauming that the data authentication agorithm and its
implementations are not flawed, and that the code secret
authentication key is unavailable, ahigh leve of expertiseisrequired
to successfully generate an gpplication that will be verified by the
SGSS' s bootstrap.

The resource requirements to mount an attack of thistype are
extremdy high — avery large amount of computing power, ether
distributed or within one unit would be required to generate an
application whose authenticity would be verified by the SGSS.
Furthermore, the only way to achieve the attack is by iteratively
generating and attempting to load the gpplication into a unit.

Since the vadue of the asst is rdatively high, it must be assumed that
moativation to mount this attack is high. A sufficiently insecure
goplication might yidd plaintext, keys and dgorithms to the threat
agent.

If avulnerability were present in the SGSS s secure bootsirap
implementation, or in the data authentication agorithm used, this may
be exploited to decrease the level of expertise or resource required
for success.

Where an attacker has access to the unit into which to load arogue
application (either by virtue of being provided with authorised access,
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or by breaching physical security measures), the opportunity for the
threat agent to mount this attack is present.

Otherwise, opportunity is extremely limited.
6.2.13 Loading of Malicious Encryption or Key Exchange Algorithm

Inter-document Reference T_algorithm _replacement
Thisisathresat to the DC2K.

The Datacryptor 2000's encryption and key exchange a gorithms are soft-1oaded under the
cryptographic control of the application. If those agorithms were replaced by rogue agorithms that
performed poor (or non-existent) data or key encryption, the user’ s keys and data may be exposed.

6.2.13.1 Asset

Inter-document Reference: A _user_data
A user_key

The assets at threat from this attack are the user’s data and keys.

6.2.13.2 Attack

The attack requires the generation of subgtitute algorithms that induces insecurity into the system. In
addition, the agorithms must be formatted and digitally sgned by the secret authentication key
corresponding to the public key embedded in the Datacryptor’ s application code. Having generated
such agorithms, the threat agent aso needs to be able to load them into the unit.

6.2.13.3 Threat Agent

Expertise: Assuming that the data authentication agorithm and its
implementations are not flawed, and that the secret dgorithm
authentication key is unavailable, ahigh level of expertiseisrequired
to successfully generate an agorithm that will be verified by the
DC2K application.

Resource: The resource requirements to mount an attack of thistype are
extremdy high — avery large amount of computing power, ether
distributed or within one unit would be required to generate an
agorithm whose authenticity would be verified by the DC2K
application. Furthermore, the only way to achieve the attack is by
iteratively generating and attempting to load the dgorithmsinto a
unit.
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Moativation: Since the vaue of the asset isrdatively high, it must be assumed that
moativation to mount this attack is high. A sufficiently insecure
agorithm might yield plaintext and keys to the threet agent.

Vulnerabilities Exploited: If avulnerability were present in the DC2K’ s agorithm authentication
implementation, or in the data authentication agorithm used, this may
be exploited to decrease the level of expertise or resource required
for success.

Opportunity: Where an attacker has access to the unit into which to load arogue
agorithm (either by virtue of being provided with authorised access,
or by breaching physical security measures), the opportunity for the
threat agent to mount this attack is present.

Otherwise, opportunity is extremely limited.
6.2.14 Loading of Certificate Authorities Known to the Attacker

Inter-document Reference T_certificate_authority replacement
Thisisathreat to the DC2K.

The Datacryptor 2000 s Certificate Authorities are signed and loaded under the cryptographic control
of the gpplication. If this key materia were replaced with equivaent key materiad known to the threat
agent in two units, it may be possible for him subsequently to load consistent known or degenerate
key exchange keysets into both units. Ultimately this attack might lead to the threat agent being able to
determine the key used to encrypt the user’ s data, and use this key to decrypt encrypted data.

6.2.14.1 Attack

Long term public and secret keys are input by both units participating in the KEK derivation algorithm.
However, the dgorithm aso utilises rdlatively substantia quantities of one-time random data generated
by the unit's themsdlves. This random data is never exposed outside the unit. Assuming that the units
random number generator is operating properly, athreat agent would have to guess (or exhaust over)
these random values to be able to determine the key encryption key and subsequently the data
encryption key used.

6.2.14.2 Asset
Inter-document Reference— A_user_key

The asset directly under threet isthe integrity of the user’s Certificate Authority, dteration of which
may subsequently lead to the exposure of key encryption keys, data encryption keys, and findly
exposure of the user’s data

6.2.14.3 Threat Agent
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Expertise: A high leved of expertiseisrequired.

Firgly, the threat agent would have to generate a signed Certificate
Authority whose authenticity would be verified by the DC2K
goplication, and load it into the unit, together with known key
exchange keysets authorised by that CA. Secondly, even having
achieved this, he would have to efficiently exhaust over dl possible
values of one-time random input to the key exchange agorithm to be
able to determine the key encryption key established between the two
units, and subsequently determine the data encryption key.

Resource: An extremdy high level of resourceis required both to generate the
sgned CA and to determine the one-time random input to the key
encryption key generation process.

Moativation: Since the vdue of the asst isrdaively high, it must be assumed that
moativation to mount this attack is aso high. In particular, repeated
gpplication of this attack could give rise to the successful decryption
of traffic within the entire lifetime of the CA.

Vulnerabilities Exploited: If avulnerability were present in the DC2K’ s certificate authentication
implementation, or in the data authentication agorithm used, this may
be exploited to decrease the level of expertise or resource required
for success.

Opportunity: Where an attacker has access to the unit into which to load a
replacement CA and keysat (either by virtue of being provided with
authorised access, or by breaching physica security measures), the
opportunity for the threat agent to mount this attack is present.

Otherwise, opportunity is extremely limited.
6.2.15 Loading of Key Exchange Certificates Known to the Attacker

Inter-document Reference T_key _exchange certificate replacement
Thisisathreat to the DC2K.

The Datacryptor 2000's Key Exchange public key certificates (and in some instances the
corresponding secret key) are signed and loaded under the cryptographic control of the application. If
this keyset were replaced with equivaent key materia known to the threat agent, it may be possible
for him to determine the key encryption key and data encryption key, and findly use thiskey to
decrypt encrypted data.
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6.2.15.1 Attack

Long term public and secret keys are input by both units participating in the KEK derivation agorithm.
However, the dgorithm dso utilises rdatively substantid quantities of one-time random data generated
by the unit’sthemsdves. Thisrandom datais never exposed outside the unit. Assuming thet the units
random number generator is operating properly, athreat agent would have to guess (or exhaust over)
these random values to be able to determine the key encryption key and subsequently the data
encryption key used.

6.2.15.2 Asset
Inter-document Reference — A _user_key

The asst directly under threet isthe user’ s key exchange agorithm keys, exposure of which may
subsequently lead to key encryption keys, data encryption keys, and findly exposure of the user’s
data

6.2.15.3 Threat Agent
Expertise: A high leved of expertiseisrequired.

Firgly, the threat agent would have to generate a Signed key exchange
keysat whose authenticity would be verified by the DC2K application,
and load it into the unit. Secondly, even having achieved this, he
would have to efficiently exhaust over dl possble values of one-time
random input to the key exchange agorithm to be able to determine
the key encryption key established between the two units, and
subsequently determine the data encryption key.

Resource: An extremely high leve of resource isrequired both to generate the
sgned keyset and to determine the one-time random input to the key
encryption key generation process.

Moativation: Since the vaue of the asst is rdaively high, it must be assumed that
motivation to mount this attack is aso high. In particular, repeated
goplication of this attack could give rise to the successful decryption
of traffic within the entire lifetime of the key exchange certificates.

Vulnerabilities Exploited: If avulnerability were present in the DC2K’ s key exchange keyset
authentication implementation, or in the data authentication agorithm
used itsdlf, this may be exploited to decrease the level of expertise or
resource required for success.

Opportunity: Where an attacker has access to the unit into which to load a
replacement keyset (either by virtue of being provided with authorised
access, or by breaching physical security measures), the opportunity
for the threst agent to mount this attack is present.
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Otherwise, opportunity is extremely limited.
6.3 Organisational Security Policies

No claims are made regarding the Datacryptor 2000’ s compliance with specific organisationa security
policies.
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7 Security Objectives
7.1 Security Objectivesfor the Target of Evaluation

7.1.1 Datacryptor Security Objectives

7.1.1.1 Provison of Data Confidentiality Service
Inter-document Reference OBT_DC2K_provide data_confidentiality

The DC2K shdl provide the option of a confidentiaity service to dl data that is transmitted through it.

7.1.1.2 Provision of Secure Key Management Service
Inter-document Reference OBT_DC2K_provide secure_key management

The DC2K shdl provide a means of securely exchanging key materid for usein the provison of data
confidentidity.

7.1.1.3 Provision of Secure Algorithm Loading Capability
Inter-document Reference OBT_DC2K_provide secure_algorithm |oad

The DC2K shdl provide ameans by which the authenticity of a cryptographic adgorithm may be itself
cryptographicaly verified prior to itsloading and usage.

7.1.1.4 Provision of Secure Certificate Authority Loading Capability
Inter-document Reference OBT_DC2K_provide secure CA load

The DC2K shdl provide a means by which the authenticity of a Certificate Authority may be
cryptographicaly verified prior to itsloading and usage.

7.1.1.5 Provision of Secure Key Exchange Keyset L oading Capability
Inter-document Reference OBT_DC2K_provide secure key exchange keyset load

The DC2K shdl provide ameans by which the authenticity of a Key Exchange Keyset may be
cryptographicaly verified prior to itsloading and usage.

7.1.2 SGSS Security Objectives

7.1.2.1 Provision of Physical Security Measuresto Sensitive Data Stored Within TOE
Inter-document Reference OBT_SGSS provide resistance to_physical_attack

0562B218.001 % 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

The SGSS shdl provide physica resstance to direct technica attack aimed at the extraction of
sendtive data from within the unit.

7.1.2.2 Provison of Secure Application Loading Capability
Inter-document Reference OBT_SGSS provide secure application_load

The SGSSshall provide a means by which the authenticity of a Datacryptor 2000 application
may be cryptographically verified prior to its loading and storage.

7.2 Security Objectivesfor the Environment

7.2.1 Application of Physical Protection to the Secure Domain

Inter-document Reference - OBE_protect_secure_domain

Physica protection measuresi.e. securely locked premises, guards etc. must be gpplied as necessary
to the secure domain in which sensitive and otherwise unprotected data resides. The vadue of the
assets protected by the TOE should be gppropriate for the EAL4 assurance leve damed for it: this
will be relaively high, and can only be determined by the adminigrator in light of loca conditions.

7.2.2 Application of TOE to all sengtive data transmitted

Inter-document Reference - OBE_transmit_data _through TOE

All sengtive data held within the secure domain must be passed through the TOE prior to it reaching
the insecure domain.

7.2.3 Appropriate Use of TOE’s Protection Capabilities

Inter-document Reference - OBE_apply suitable TOE_mode to data

The DC2K’s“encrypt line mode’” must be gpplied to al sengtive data passng through the unit.
7.2.4 Application of Physical Security to External Key Material

Inter-document Reference - OBE_protect_key material

Physicd protection measuresi.e. securely locked premises, guards etc. must be gpplied as necessary
to sengdtive key materid where thisis stored externdly to the unit.

7.25 Application of Physical Security to External Sengtive Algorithms

Inter-document Reference - OBE_protect_algorithms

Physica protection measuresi.e. securely locked premises, guards etc. must be applied as necessary
to sengtive dgorithms where these are stored externdly to the unit.
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7.2.6 Application of Physical Security to Unit When Keyed

Inter-document Reference - OBE_protect_keyed unit

Physical protection measuresi.e. securely locked premises, guards etc. must be applied as necessary
to units that have been commissioned.

7.2.7 Check For Signsof Unit Tampering

Inter-document Reference - OBE_check for_unit_tamper

Units should be checked periodically for signs of tampering. If tampering is deemed to have taken
place, this should be reported immediately to the appropriate authority.
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8 IT Security Requirements
8.1 Target of Evaluation Security Requirements

8.1.1 Target of Evaluation Security Functional Requirements

The following security functional regquirements, defined in the form of components extracted from [1],
are required to fully support the TOE security objectives. The assgnment operation on the security
requirementsisindicated by normal underlined text in square brackets.

Section 11.4.1 ligs the TOE security functions that meet each of the security functiond requirements.
Please see section 9.1 for adiscussion of the TOE security functions provided by the SGSS and
DC2K.

(Note that athough assurance component AVA_SOF.1 isincluded in the TOE Security Assurance
requirements, al TOE Security Functions redised by a probabiligtic or permutational mechanism are
cryptographic. Hence a statement regarding their strength leve is outside the scope of this Security
Target.)

8111 FCS CKM.1-_Cryptographic Key Generation

FCS CKM.1.1

The TSF shdl generate cryptographic keys in accordance with specified cryptographic key generation
agorithms [described in [2]] and specified cryptographic key sizes [as specified in section 4.1.2] that
mest the following: [agorithm specification defined or sandards referenced in section 4.1.2].

8.1.1.2 FCS CKM.2-Cryptographic Key Digtribution

FCS CKM.2.1

The TSF shdl digtribute cryptographic keys in accordance with a specified cryptographic key
distribution method [as defined in [2]] that meets the following: [standards referenced in section
4.1.2].

8.1.1.3 FCS COP.1- Cryptographic Operation

FCS COP.1.1

The TSF shall perform [data authentication', key exchange protocol, data encryptior] in accordance
with a specified cryptographic dgorithm [lised in section 4.1.2] and cryptographic key szes[asin the
agorithm specification] that meet the following: [standards referenced within section 4.1.2].

! In the context of a cryptographic product, data authentication has a precise meaning; it is ameans by which the
receiver of data can cryptographically ascertain its origin, such that the sender of the data cannot masquerade as
someone else.
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8.1.1.4 FPT_PHP.3-Resistanceto Physical Attack

FPT_PHP.3.1

The TSF shall resst [physical intrusion, high and low voltage attacks and attacks requiring temperature
extremes] to the [SGSS component of the TOE] by responding automaticaly such that the TSP is not
violated.

8.1.2 Target of Evaluation Security Assurance Requirements

The TOE is compliant with the assurance components required by Evaluation Assurance Leve 4 (see
[1]).

8.2 Security Requirementsfor thelT Environment

There are no security requirements for the Datacryptor 2000’ s assumed I T environment. (See
sections 6.1.3.1 and 9.1.7).
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9 Target of Evaluation Summary Specification

9.1 Target of Evaluation Security Functions

For reference a previous Security Target [26] is supplied that covered the same Security Functions
and obtained EAL4 againg the UK Common Criteria

(Note that athough assurance component AVA_SOF.1 isincluded in the TOE Security Assurance
requirements, al TOE Security Functions redlised by a probabiligtic or permutational mechanism are
cryptographic. Hence a statement regarding their strength level is outside the scope of this Security

Target.)
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9.1.1 TOE System Architecture

Figure 2 — Datacryptor 2000 Architecture

Figure 2 depicts the high levd architecture of the Datacryptor 2000. It demonstrates the organisation
of the product at alogica and physical level and provides a context in which to discussthe
ingtantiation of the TOE' s security functions.
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9.1.2 SGSSApplication

The SGSS application performs 2 functions:

Non security-relevant system start-up — this aspect will not be discussed here
Cryptographic authentication of any DC2K gpplication to be loaded using a data authentication
agorithm lised in section 4.1.2. This aspect is discussed below.

The SGSS contains an implementation of a data authentication agorithm, aslisted in section 4.1.2. In
addition, a& manufacture time, a public key vaue is embedded in the SGSS application. When the
DC2K agpplication is generated, a digitd sgnature is generated over the gpplication using the
corresponding secret key, which isheld securely at the development site. The applicetionis
concatenated with the Sgnature.

On loading the DC2K gpplication, the signature concatenated with the application is verified by the
SGSS gpplication’ s data authenti cation implementation using the public key embedded within it. If the
verification is successful, the gpplication is loaded into the SGSS hardware and may be used.
Otherwise, the gpplication is rgected and cannot be loaded into the unit.

In thisway, only DC2K applications that have been signed by the manufacturer may be run in the unit.

Inter-document Reference S-_SGSS data_authentication_implementation

9.1.3 SGSSHardware

9.1.3.1 Random Number Generator

The SGSS hardware contains a hardware random number generator that generates high quality
random numbers for use in the Key Exchange Protocol (see sections 4.2.2 (steps1—8) and 4.1.1
(steps 1 —5) of [2]). The random number generator output is subject to frequent background
diagnodtic Satistical testing, failure of which causes the unit to cease transmission of data. This ensures
that al random numbers used for security relevant purposes are of high qudlity.

Inter-document Reference SF_SGSS Random_Number _Generator

9.1.3.2 Alarm Circuitry

The physical security provided by the SGSS operates as a protection mechanism for al the
Datacryptor 2000’ s sengtive contents (keys, sengitive agorithms etc.), by providing resistance to
physica intruson and voltage attacks, and temperature and motion sensors.

Intrusion protection is provided by a copper mesh that consists of two circuits - acontinuity circuit
and aguard circuit. The SGSSis surrounded by the mesh and potted in an opagueresin. An darmis
triggered if the continuity circuit is broken or if the two circuits are bridged. The wires of the circuit are
lacquered so that they cannot bridge smply by touching. Any attempt to drill through the resin and
mesh should result in an darm being triggered ether by bresking the continuity circuit or by shorting

0562B218.001 42 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

the two circuits. Similarly, attempting to dissolve the resin to gain access to the secure areawould
dissolve the lacquer on the wires of the mesh, causing the two circuits to short.

The darm circuit is powered from the main power supply when thisis available, or by a battery
otherwise. Should the battery fail or become disconnected (i.e. voltage drops), an darm will be
triggered. Smilarly, if the voltage levels surge or are actively driven above the normal levels, an darm
istriggered. This prevents both high and low voltage attacks.

A temperature sensor causes the alarm circuit to be triggered at temperatures above 60°C or below -
5°C, and amovement sensor triggers an darm on detection of movement. In the evaluated
configuration the temperature sensor is enabled. (Note that the motion sensor is unlikely to respond to
asmall movement of the unit.)

The effect of triggering an darm isto force the voltage supply railsto dl devices containing sengtive
information to ground, causing them to lose their contents. Additiondly the interface lines into the
DC2K specific hardware are disconnected to prevent an attacker from attempting to prevent device
erasure by externdly driving in supply voltage.

Inter-document Reference — SF_SGSS alarm _circuitry

9.14 DC2K Application

The DC2K application is responsible for severd security critica functions, discussed below:

cryptographic authentication of key exchange agorithm
cryptographic authentication of encryption agorithm
cryptographic authentication of Certificate Authorities
cryptographic authentication of Key Exchange Algorithm Keysets

Note that dl four functions employ the same data authentication implementation (managed in one
library made available to the SGSS application and the DC2K application) as described in section
9.1.2.

9.1.4.1 Authentication of Key Exchange Algorithm

The DC2K gpplication contains an implementation of a data authentication agorithm aslisted in
section 4.1.2. In addition, at manufacture time, the “DC2K gpplication” public key vaue is embedded
inthe DC2K application. When a Key Exchange Algorithm is generated, adigital sgnatureis
generated over the dgorithm using the corresponding secret key, which is held securdly at the
development Ste. The agorithm is concatenated with the sSignature.

On loading the Key Exchange Algorithm, the signature concatenated with the dgorithm is verified by
the DC2K application’ s data authentication implementation using the public key embedded within it. If
the verification is successful, the agorithm is loaded into the SGSS hardware and may be used.
Otherwise, the dgorithm is rgected and cannot be loaded into the unit.
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In thisway, only Key Exchange Algorithms that have been sgned by an authorised body may be run
in the unit.

Inter-document Reference S-_DC2K_data_authentication_implementation

9.14.2 Authentication of Encryption Algorithm

The DC2K gpplication contains an implementation of a data authentication agorithm aslisted in
section 4.1.2. In addition, at manufacture time, the “DC2K gpplication” public key vaue is embedded
inthe DC2K application. When an Encryption Algorithm is generated, adigitd signature is generated
over the dgorithm using the corresponding secret key, which is held securely at the development site.
The dgorithm is concatenated with the signature.

On loading the Encryption Algorithm, the signature concatenated with the adgorithm is verified by the
DC2K gpplication’s data authentication implementation using the public key embedded within it. If the
verificaion is successful, the dgorithm is loaded into the SGSS hardware and may be used.
Otherwise, the dgorithm is rgected and cannot be loaded into the unit.

In this way, only Encryption Algorithms that have been sgned by an authorised body may berunin
the unit.

Inter-document Reference S-_DC2K_data_authentication_implementation

9.1.4.3 Authentication of Certificate Authorities

Authentication of Certificate Authorities occurs when signed Certificate Authorities are loaded during
the unit's commissioning process or a alater stage. The sgnature on the Certificate Authority is
verified by the DC2K’ s data authentication implementation, and may only be loaded and subsequently
used if the vadidation is successful. If the CA isloaded, its public key may be used in turn to verify the
sggnatureson agorithmsand key exchange keysets.

Inter-document Reference S=_DC2K_data_authentication_implementation

9.1.4.4 Authentication of Key Exchange Algorithm Keysets

Authentication of Key Exchange Algorithm Keysets occurs at two points in Datacryptor 2000
operation:

9.1.4.4.1 Unit Commissioning

During the unit's commissioning process, Key Exchange Algorithm Keysats sgned by aCA are
loaded. The Sgnature on the keyset is verified by the DC2K’ s data authentication implementation, and
may only be loaded and subsequently used if the vaidation is successful.

9.1.4.4.2 Key Exchange Protocol

During the key exchange protocol (see[2], section 4.2.1), units exchange sgned key exchange
certificates. Both units must positively verify that the keyset has been authorised by a CA thet they are
operating under before proceeding to generate a shared key encryption key. The DC2K application’s
data authentication implementation is used for this purpose
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Note that this procedure isidentical whether a unit is communicating with another unit, or with the
management centre.

Inter-document Reference S-_DC2K_data_authentication_implementation
9.1.5 DC2K Key Exchange Algorithm

A secure key exchange dgorithm dlows two units, (or a unit and a management centre) to establish a
common Key Encryption Key (KEK) without ether party having to transmit any secret data.

An implementation of a secure key exchange agorithm, aslisted in section 4.1.2, is used for this
purpose, which requires the input of both parties signed public and secret keys. In addition to these
vaues, each unit inputs a random one-time public-secret key pair (using the SGSS random number
generator), ensuring that every KEK generated between the two partiesis unique.

Thisdgorithm isdiscussed in detall in [2], sections 4.2.2 (steps 1 — 8) and 8.2.
Inter-document Reference S-_DC2K_key exchange algorithm

9.1.6 DC2K Encryption Algorithm

The Datacryptor 2000 uses an encryption agorithm for two purposes — key encryption and data
encryption for user and management traffic.

9.1.6.1 Key Encryption

Having agreed aKEK as described in section 9.1.5, the two units (or aunit and its management
centre) must securely derive a data encryption key (DEK). Thisis achieved by both entities generating
random data, encrypting it with the KEK, and sending it to the other party.

The encrypted random data is decrypted by both entities, and combined to generate a shared DEK.
Thisisdescribed in section 4.1.1 (Steps 1 - 5) of [2].

9.1.6.2 DataEncryption

Having agreed a DEK, the encryption agorithm may now be used to encrypt transmitted user (or
management) data and decrypt received user (or management) data.

Inter-document Reference S DC2K _encryption_algorithm
9.1.7 Unit Management

A unit may be managed (i.e. its security and communications attributes changed) by use of the
management centre previoudy discussed. The DC2K and the management centre communicate in the
same way that two units communicate; firgtly a cryptographic key must be established according to the
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key management protocol described in [2], and subsequently, al traffic sent between the management
centre and the unit is subject to encryption.

To provide this functionality, the management centre has the encryption and key exchange capabilities
that are equivaent to those of the Datacryptor 2000 unit. However, the unit (rather then the
management centre) enforces security by failing to act on amanagement request if it cannot decrypt it.

In order to be able to successfully decrypt data sent to it by the management centre, both entities must
be using the same key for data encryption. Similarly, in order to agree a common key, both entities
must successfully complete the key exchange protocol. This requires the management centre to have
access to key materia that has been authorised by the same CA as the unit is operating under.

It is assumed that only authorised individuas have access to such key materid.
9.2 Assurance Measures

In the sections that follow, nortitaic font is used to state the developer actions of the assurance
requirements (extracted directly from [1]), and italic font describes the evauation deliverables that
will provide the necessary assurance.

9.21 ACM_AUT.1 Partial CM automation

Developer action elements
ACM_AUT.1.1D The deveoper shal useaCM system.
ACM_AUT.1.2D The developer shdl provide aCM plan.

TOE devel opment conforms to the Project Filing Procedure provided at [ 3] . The plan
describes the use of automated tools for configuration management.

9.22 ACM_CAP.4 Generation support and acceptance procedures

Developer action elements
ACM_CAP.4.1D The developer shdl provide areference for the TOE.

A unique TOE referenceis provided in section 4.1.

ACM_CAP.4.2D The developer shdl useaCM system.
ACM _CAP.4.3D The developer shdl provide CM documentation.

TOE development conforms to the Project Filing Procedure at [ 3] . The procedure describes
the use of automated tools for configuration management. References[4] and [5] provide a
Configuration List and the procedure for Managing Projects in the Engineering Group
respectively. Documentation describing the use of an automated version control systemis
provided at [6] Problem Reporting and Change Control.

0562B218.001 46 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

9.2.3 ACM_SCP.2 Development tools CM coverage

Developer action elements
ACM _SCP.2.1D The deveoper shdl provide CM documentation.

Documentation management conforms to the Project Filing Procedure described at [3]. In
addition, references[7] and [8] discuss the production of documentation and tracking of
softwar e tools respectively.

9.24 ADO_DEL.2 Detection of modification

Developer action elements

ADO_DEL.2.1D The developer shdl document procedures for delivery of the TOE or parts of it to
the user.

ADO_DEL .2.2D The developer shal use the delivery procedures.

TOE delivery conforms to the company Packing and Despatch procedures provided at
reference[9].

9.25 ADO_IGS1Ingallation, generation, and start-up procedures

Developer action elements
ADO_1GS.1.1D The developer shall document procedures necessary for the secure ingtalation,
generation, and start-up of the TOE.

The TOE is shipped with a manual. Thisis provided at reference [10] and [11] .
9.2.6 ADV_FSP.2 Fully Defined External I nterfaces

Developer action elements
ADV_FSP.2.1D The developer shdl provide afunctiona specification.

A functional specification of the TOE Security Functionsis provided at [ 28] .
9.27 ADV_HLD.2 Security enforcing high-level design

Developer action elements
ADV_HLD.2.1D The developer shdl provide the high-level design of the TSF.

A high-level design of the TOE Security Functionsis provided at [25] . .
9.2.8 ADV_IMP.1 Subset of thel mplementation of the TSF

Developer action elements
ADV_IMP.1.1D The developer shdl provide the implementation representation for a selected subset
of the TSF.

0562B218.001 47 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

The TSF implementation representation shall be provided in the form of C source, VHDL (Very
High Speed Integrated Circuit Hardware Description Language), and hardwar e schematics for
the version under evaluation.

9.29 ADV_LLD.1Descriptive low-level design

Developer action elements
ADV_LLD.1.1D The developer shdl provide the low-leve design of the TSF.

A descriptive low-level design of the TOE Security Functionsis provided at [ 24] .
9.2.10 ADV_RCR.1 Informal correspondence demonstration

Developer action elements
ADV_RCR.1.1D The developer shal provide an andlys's of correspondence between all adjacent
pairs of TSF representations that are provided.

Reference [ 14] provides an analysis of the correspondence between all adjacent pairs of the
TS

9.2.11 ADV_SPM .1 Informal TOE security policy model

Developer action elements

ADV_SPM .1.1D The developer shal provide a TSP modd.
ADV_SPM .1.2D The developer shal demonstrate correspondence
between the functiond specification and the TSP modd.

A TOE Security Policy Model, along with a correspondence with the TOE functional
specification, is provided in [ 15] .
9.2.12 AGD_ADM .1Adminigtrator guidance

Developer action elements
AGD_ADM.1.1D The developer shdl provide administrator guidance addressed to system
adminigrative personnd.

The TOE is shipped with a manual. Thisis provided at reference [10] and [11].
9.2.13 AGD_USR.1 User guidance

Developer action elements
AGD_USR.1.1D Thedeveloper shall provide user guidance.

The TOE is shipped with a manual. Thisis provided at reference] 10] and [11] . (Note,
however, that users will have no direct interaction with the TOE — see 6.1.3.4. This means that
in the context of this evaluation there is no user documentation.)
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9.2.14 ALC _DVS.1 Identification of security measures

Developer action elements
ALC DVS.1.1D The developer shdl produce development security documentation.

Development of the TOE conforms to the standar ds defined within the UK Government’s
Manual of Protective Security.

9.2.15 ALC_LCD.1 Developer defined life-cycle model

Developer action elements

ALC_LCD.1.1D The developer shdl establish alife-cycle mode to be used in the development and
maintenance of the TOE.

ALC_LCD.1.2D The developer shdl provide life-cycle definition documentation.

A life-cycle model for the Datacryptor 2000 is defined at [5] ..
9.2.16 ALC_TAT.1 Wéll-defined development tools

Developer action elements

ALC _TAT.1.1D The developer shdl identify the development tools being used for the TOE.

ALC _TAT.1.2D The deveoper shal document the sdected implementati on-dependent options of
the development tools.

TOE devel opment tools used are described in the software tools registry, as defined in [8] . The
coding standards used are described at references[17] and [18] (‘C’ and VHDL coding
standards respectively)

9.2.17 ATE_COV.2 Analysis of coverage

Developer action elements
ATE_COV.2.1D The developer shal provide an analysis of the test coverage.

An analysis of the Datacryptor 2000 Test Coverageis provided at reference [19] .
9.2.18 ATE_DPT.1 Testing: high-level design

Developer action elements
ATE_DPT.1.1D The developer shdl provide the analysis of the depth of testing.

An analysis of the depth of testing carried out on the TOE is provided at reference [ 20] . The
analysis includes a description of the correspondence between the tests performed and the high
level design specification.

0562B218.001 49 27" April 2007



Thales e-Security
Commercial in Confidence DC2000 Security Target (Common Criteria)

9.2.19 ATE_FUN.1 Functional testing

Developer action elements
ATE_FUN.1.1D The developer shal test the TSF and document the results.
ATE_FUN.1.2D The developer shdl provide test documentation.

The Datacryptor 2000 has been tested as defined in references [21] and [22] inclusive and
[29], which include test results.

9.2.20 ATE_IND.2 Independent testing - sample

Developer action elements
ATE_IND.2.1D The developer shall provide the TOE for testing.

The TOE is available for independent testing as required.
9.2.21 AVA_MSU.2 Validation of analysis

Developer action elements
AVA_MSU.2.1D The developer shdl provide guidance documentation.
AVA_MSU.2.2D The developer shal document an andysis of the guidance documentation.

Guidance documentation is provided at reference [ 10] and [11] . An analysis of the guidance
documentation is given at reference [ 23] .

9.2.22 AVA_SOF.1 Strength of TOE security function evaluation

Developer action elements
AVA_SOF.1.1D The developer shdl perform astrength of TOE security function analyss for esch
mechanism identified in the ST as having a srength of TOE security function daim.

All TOE Security Functions realised by a probabilistic or permutational mechanism are
cryptographic. Hence a statement regarding their strength level is outside the scope of this
Security Target.

9.2.23 AVA VLA.2 Developer vulnerability analysis

Developer action elements

AVA _VLA.2.1D The developer shdl perform and document an andysis of the TOE deliverables
searching for ways in which a user can violate the TSP.

AVA _VLA.2.2D The developer shal document the disposition of identified vulnerabilities.

A Vulnerability Analysis has been carried out on the Datacryptor 2000. Thisis provided at
reference[27] .
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10 Protection Profile Claims

No claims of conformance to a Protection Profile are made.
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11 Rationale

11.1 General Statement

The security objectives are designed to counter the threets in line with the threet
descriptions given in section 6.2.

11.2 Security Objectives Rationale

Threst Asset TOE Security Objective | Environment Security
Objective

T extract_data from_ | A user_data OBE_protect_secure

secure_domain domain

T record plaintext_data| A user_data OBE_transmit_data

_from _insecure_domain through TOE
OBE_apply_suitable
TOE _mode to data

T cryptanalyse data A user_data OBT_DC2K provide

within_insecure_domain data_confidentiality

T access to_secret A user_key OBE_protect_key

authentication_key A user_data material

T access to secret_key | A user key OBE_protect_key

_exchange_alg_keys A user data material

T _access to_keys A user_key OBT_SGSS provide

within_unit A_user_data resistance to

physical _attack

T access to_algorithm _

A user_algorithm

OBT_SGSS provide

within_unit resistance to

physical attack
T access to_algorithm_ | A user_algorithm OBE_protect_
outside unit algorithms
T cryptanalyse keys A user_key OBT_DC2K _provide
within_insecure_domain A _user_data secure key

management
T loss of A user data OBE_protect_keyed
commissioned unit unit
T tamper_with_unit A user_data OBE_check for_unit

_tamper
OBE_protect_keyed
unit

T application

A user_algorithm

OBT_SGSS provide
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replacement A user_key secure_application_
A user data load

T algorithm _ A user key OBT_DC2K provide

replacement A user data secure_algorithm_

- load

T certificate_authority | A user_key OBT_DC2K _provide

replacement A _user_data secure_CA _load

T key exchange A user_key OBT_DC2K _provide

certificate_replacement A _user_data secure_key exchange

_keyset |oad

Table 1 — correlation between threats and security objectivesrequired to fully counteract threat

Table 1 ligs each of the threats identified in section 6.2, and for each, gpplies sufficient security
objectives (taken from section 7) to fully counteract the threat. Since every threet is counteracted, the
security objectives are sufficient to meet dl of the assumed thredts.

The following shows thet, for each threet, the security objectives gpplied to it in Table 1 successfully
counter that threst.

The threet that an attacker with physica access to the secure domain gains access to data assets
resding there (T_extract_data_from_secure_domain) is countered by
OBE_protect_secure_domain, which applies physica protection measures to the secure domain.

The threet that an attacker is able to access sengtive data because it has been sent unencrypted into
the insecure domain (T_record_plaintext_data from insecure _domain) is countered by two
security objectives, OBE_transmit_data_through TOE and

OBE_apply suitable TOE_mode _to data. Thefirst ensuresthat dl data transmitted from the
secure domain to the insecure domain passes through the TOE. The second ensures that the TOE
encrypts sengtive data passing through it. Clearly, if both objectives are met then the threet is removed
because sengitive datawill not exist in an unencrypted form within the insecure domain.

The threat that an attacker gains access to data by recording it in its encrypted form whilein the
insecure domain and then employing cryptandysis (T_cryptanalyse _data_within_insecure_domain)
is countered by the security objective OBT_DC2K _provide data_confidentiality, which implements
aconfidentiaity service by the use of encryption. If correctly implemented, this objective diminishes
the threat by requiring greater expertise and resources on the part of the attacker.

The threet of disclosure of the externdly held secret authentication key

(T_access to_secret_authentication_key) makes a man-in-the-middle attack possible. Thisthregt is
countered by the security objective OBE_protect_key material, which ensures the appropriate
physica protection measures are used for key materia stored externdly to the TOE.

The threet of disclosure of secret key exchange agorithm keys that are loaded into the TOE from an
external source (T_access to_secret_key exchange alg_keys) isaso countered by
OBE_protect_key material, which applies physical security measures to key materia stored
externdly.
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The threet of an attacker gaining knowledge of secret key materid stored within the TOE
(T_access to_keys within_unit) is countered by

OBT_SGSS provide resistance to_physical_attack, which provides resistance to such forms of
direct physica attack.

Smilarly, the threat of an attacker gaining knowledge of sengtive dgorithms while they are stored
within the TOE (T_access to_algorithm_within_unit) isaso countered by

OBT_SGSS provide resistance to_physical_attack asit provides resstance to such forms of
direct physicd attack

The threet of an attacker gaining knowledge of sengtive dgorithms while they are externd to the TOE
(T_access to_algorithm_outside_unit) is countered by the objective OBE_protect_algorithms
which ensures that appropriate physica security measures are gpplied to agorithms stored externaly
to the TOE.

The threat of an attacker determining key encryption keys or data encryption keys by cryptanaysis of
the key exchange protocol between two instances of the TOE

(T _cryptanalyse_keys within_insecure_domain) is countered by security objective
OBT_DC2K_provide_secure_key management, which provides ameans of exchanging key
materid securdly. If this objective is met correctly then the threet is greetly diminished because the
method of attack becomes impractical.

The threat of an attacker gaining possession of acommissioned unit (T_loss of commissioned_unit)
is countered by security objective OBE_protect_keyed unit, which gpplies physica protection
measures to commissioned units. This reduces the opportunity and so diminishes the threst.

Thethresat of an attacker physically tampering with the TOE so that it did not encrypt transmitted data
(T_tamper_with_unit) is countered by two, security objectives OBE_check for_unit_tamper and
OBE_protect_keyed_unit.

Thefirg ensures that units are checked periodicaly for sgns of tampering. The objective will mitigate
the effects of the threat by ensuring that such an attack is detected. The second gpplies physica
protection measures to commissioned units. This reduces the opportunity and so diminishes the threst.

The threat of an attacker subverting the security of the TOE by ingtdling their own application
(T_application_replacement) is countered by the TOE security objective

OBT_SGSS provide_secure_application_|load, which provides a means of cryptographicaly
verifying the authenticity of an gpplication. Implemented correctly, this objective greetly reducesthe
likelihood of this attack being successful.

Similarly, the threat of an attacker ingaling a rogue encryption or key exchange dgorithm
(T_algorithm_replacement) is countered by the TOE security objective

OBT_DC2K_provide secure_algorithm load, which provides a means of cryptographicaly
verifying the authenticity of an agorithm prior to itsloading and use. This reduces the likdihood of a
successful attack.

If an attacker manages to load their own Certificate Authorities into two communicating instances of
the TOE, it may lead to the exposure of key materid and ultimately to the exposure of user data. This
threat (T_certificate_authority_replacement) is countered by the TOE security objective
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OBT_DC2K_provide secure CA load, which provides a means of cryptographicaly verifying the
authenticity of a CA beforeits loading and use. This reduces the likelihood of a successful attack.

Likewise, the threat of an attacker loading known Key Exchange certificates so that keys and user
dataisexposed (T_key exchange certificate_replacement) is countered by the TOE security
objective OBT_DC2K_provide secure key exchange keyset |oad, which provides ameans of
cryptographicaly verifying the authenticity of a Key Exchange Keysat prior to itsloading and use. This
reduces the likelihood of a successful attack.

Therefore, the security objectives are suitable to counter all identified thresats.

11.3 Security Requirements Rationale

11.3.1 Environment Assumptions

Environment Objectives Environment Assumptions defined in
section 6.1

OBE_protect secure domain 6.1.1.1,6.1.2

OBE _transmit_data through TOE 6.1.1.1,6.1.3.3

OBE_apply suitable TOE mode to data | 6.1.1.1, 6.1.3.1

OBE_protect_key material 6.1.3.2,6.1.3.4

OBE_protect_algorithms 6.1.3.2,6.1.3.4

OBE_protect_keyed unit 6.1.3.2,6.1.34

OBE_check for_unit_tamper 6.1.1

Table 2 — Environment Assumptions required to meet each Environment Objective

Table 2 lists each of the environment objectives identified in section 7, and for each, goplies sufficient
environment assumptions (taken from section 6.1) to meet the objective. Since every environment
objective is met, the environment assumptions are sufficient to meet dl of the environment objectives.

In addition, where each objective is fulfilled by exactly one assumption, it follows that the assumptions
must be necessary as well as sufficient to meet the objective.

While some objectives require more than one assumption to be fully met, it is clear that these are
consstent with the standard operation of a secure environment. For example, protection of key
materid, asidentified by objective OBE_protect_key material requires both

procedural measures to physicaly protect key materid (6.1.3.2), and
trusted personnd to perform this duty (6.1.3.4),

and the same arguments follow for objectives OBE_protect_algorithmsand
OBE_protect_keyed unit.
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The objective OBE_check for_unit_tamper requiresthat:
action be taken in the event of suspected tampering (6.1.1).

The objective OBE_protect_secure_domain requires both that:
the secure environment is protected by appropriate means (6.1.1.1), and that
the value of the assets protected by the TOE should be appropriate for the EAL4
assurance leve damed for it: thiswill be rlatively high, and can only be determined by
the adminigrator in light of loca conditions (6.1.2).

The objective OBE_transmit_data_through_ TOE requires both that:

sengtive datais transmitted through the TOE (6.1.1.1), and that
suitable connectivity existsto alow thisto occur (6.1.3.3).

Finally, the gpplication of a suitable TOE mode to sendtive data, as defined by objective
OBE_apply_suitable TOE_mode_to_data requires that:

a suitable mode to be applied to sendtive data (6.1.1.1), and that
a secure management cgpability by which this action may be taken (6.1.3.1)

These arguments demonstrate the consstency of the environment assumptions with respect to the
environment objectives.

11.3.2 Functional Requirements

Security Objective IT Functiona Requirement
OBT_DC2K_provide data confidentiality FCS COP.1
OBT_DC2K_provide secure FCS_CKM.1, FCS CKM.2, FCS COP.1

key management

OBT_SGSS provide resistance to_physical_a | FPT_PHP.3

ttack
OBT_SGSS provide secure_application FCS COP.1
load
OBT_DC2K_provide secure_algorithm _ FCS_COP.1
load
OBT _DC2K provide secure CA load FCS COP.1
OBT_DC2K_provide _secure key FCS_COP.1

exchange keyset load

Table 3 - IT functional requirements required to meet each of the TOE’s security objective.
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Table 3 ligs each of the security objectives identified in section 7, and for each, applies sufficient IT
functiond requirements (taken from section 8.1.1) to meet the objective. Since every security
objectiveismet, the IT functiona requirements are sufficient to meet dl of the security objectives.

In addition, where each objective is met by exactly one IT functiond requirement, it follows that the
functiond requirement must be necessary as well as sufficient to meet the objective.

Each security objective from Table 3 is consdered below where the indicated I'T functiona
requirements are shown to met it.

The objective OBT_DC2K_provide_data_confidentiality isfor the TOE to provide the option of a
confidentidity serviceto dl data tranamitted through it. Data confidentidity is achieved using
encryption and is fully covered by the data encryption component of the functiond requirement
FCS_COP.1 (Cryptographic Operation).

The objective OBT_DC2K_provide _secure_key management requiresthree IT functiona
requirements to fully meet it, FCS_CKM.1 (Cryptographic Key Generation), FCS_ CKM.2
(Cryptographic Key Digtribution) and FCS_COP.1 (Cryptographic Operation). Public data exchange
isachieved by FCS COP.1 (see[2] section 4.2.1). FCS CKM.1 and FCS_CKM.2 respectively
achieve generation and digtribution of keys. Logicdly, dl three requirements are needed to satisfy this
objective fully.

The objective OBT_SGSS provide resistance to_physical_attack isfor the TOE to provide
resstance to direct physica attacks aimed a extracting sengtive data. The functiona requirement
FPT_PHP.3 (Resstance to Physica Attack) satisfies this objective by ressting the physical tampering
scenarios liged in its definition.

The remaining four objectives (OBT_SGSS provide _secure_application_load,
OBT_DC2K_provide secure_algorithm load, OBT_DC2K_provide secure CA load,
OBT_DC2K_provide secure key exchange keyset |oad) are dl concerned with providing a
means to cryptographically verify the authenticity of a piece of data (namely a Datacryptor 2000
application, a cryptographic adgorithm, a Certificate Authority, and a Key Exchange Keyset). All are
satisfied by the data authentication componert of the functiond requirement FCS_COP.1
(Cryptographic Operation).

11.3.3 Dependencies of Functional Requirements

Reference [1] statesthat some I T functional requirements are dependent on others (and in addition,
some dependencies themsaves have further dependencies), as shown below:

IT functiona Requirements Dependencies
FCS CKM.1 FCS CKM.2
FCS CKM.4
FMT MSA.2
FCS CKM.2 FCS CKM.1
FCS CKM.4
FMT _MSA.2
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FCS CKM .4 FCS CKM.1
FMT MSA.2
FMT_MSA.2 ADV_SPM.1
FDP ACC.1
FMT MSA.1
FMT SMR.1
(ADV_SPM.1) (see section 11.3.4)
FDP ACC.1 FDP ACF.1
FMT _SMR.1 FA _UID.1
FMT MSA.1 FDP ACC.1
FMT _SMR.1
FDP_ACF.1 FMT MSA.3
FDP _ACC.1
FIA _UID.1 No dependency
FMT MSA.3 FMT MSA.1
FMT _SMR.1
FCS COP.1 FCS CKM.1
FCS CKM .4
FMT MSA.2
FPT PHP.3 No dependency

Table4 - 1T Functional Requirements Dependencies, with claimed I T functional requirementsinbold type.

Table 4 shows the dependencies of components (with iterated dependencies of dependencies). It
should be noted that only those componentsin bold, i.e. FCS CKM.1, FCS CKM.2, FCS COP.1
and FPT_PHP.3 have been claimed as I T functiona requirements for the Datacryptor 2000. Taking
each (unclaimed) dependency in turn, the following sections provide a rationde as to why these
dependencies are inappropriate and/or irrelevant in the context of the Datacryptor 2000 evaluation.

11.3.3.1 Cryptographic Key Destruction

FCS CKM .4

The Datacryptor 2000 disables cryptographic keys as aresult of key expiry or adeletion request from
the user. However, such disabling does not condtitute “key destruction” as such, it Smply ensures that
the keys are unavailable for subsequent use by the product.

Unlike a standard software system or product, the Datacryptor employs physical protection measures
to prevent both unauthorised and authorised access to cryptographic key values (see section 8.1.1.4).
This meansthat FCS_CKM 4 is effectively subsumed by FPT_PHP.3 (Resistance to Physical
Attack). Thus dependency FCS CKM .4 is not relevant in the context of Datacryptor 2000.

11.3.3.2 Management of Security Attributes
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FMT_MSA.2

In the manner in which they are described in [1], management of security attributes, is a function that is
most meaningful in the context of atypical software security product or system. In such aSituation,
users might log on to adminigtratively assigned accounts using unique user 1Ds and passwords, and
they may be redtricted to only performing certain actions (e.g. read, write) on fileswith certain
ownership criteria (e.g. owner, group, al).

In the context of the TOE however the capability to view and ater security attributes such as key
lifetimes, unit darm settings etc., (rather than to the information under protection itself) is performed by
edtablishing an encrypted “management session” between a management centre and the unit under
management. Individuas performing these tasks are Smply considered as authorised or unauthorised,
and as stated in section 9.1.7, it isassumed that only authorised individuas have access to the key
material. Individuals without access to the appropriate key materid (i.e. unauthorised individuas) are
unable to manage the box in such away asto view or dter sengtive information.

In thisway, the Datacryptor’s claimed IT functiond requirements of cryptographic operation,
cryptographic key distribution, cryptographic key generation and resistance to physical attack provide
al the necessary support for the dependency FMT_MSA.2. In the manner in which it is described in
[1], this dependency is ingppropriate for this target of evaluation.

11.3.4 Assurance Requirements

The assurance requirements specified in this security target are exactly those specified by the
Evauation Assurance Leve 4. The actua Evauation Assurance Leve required for the evauation is
gpecified in section 8.1.2 It may be any EAL up to and including 4. Where the EAL is4, thisset is
condggtent and mutualy supportive. All dependencies are implicitly met by inclusion of the dependent
component itself or a stronger component from the same assurance family within the set. Where the
EAL islower than 4, the actua evaluation assurance requirements are a subset of those at EAL 4, and
aretherefore at least met, if not exceeded by those specified in this document.

Choice of the assurance component set of the EAL defined in section 8.1.2 is appropriate to the
evauation for company marketing reasons.

11.3.5 Security Requirementsare Mutually Supportive and Internally Consistent

The security requirements do not conflict as they apply to distinct but related operations.
FCS CKM.1 and FCS_CKM.2 apply to the generation and digtribution of keys respectively. They
support each other in the overal objective of secure key management.

FCS_CORP.1 applies to the operations of data authentication, data encryption, and key exchange
protocol. These do not conflict with FCS_CKM.1 and FCS_CKM.2.

The final security requirement, FPT_PHP.3, is concerned with resistance to physica attack and
clearly does not conflict with the other requirements, al of which are related to cryptographic services.
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The preceding shows that the set of security requirementsis internaly consstent. It aso shows that
they are mutudly supportive in that they support each other where necessary.

11.4Target of Evaluation Summary Specification Rationale

11.4.1 Satisfaction of TOE Security Functional Requirements

IT Functiona Requirements TOE Security Functions

FCS CKM.1 S SGSS Random Number Generator
S DC2K _key exchange algorithm
S _DC2K_encryption_algorithm

FCS CKM.2 SF DC2K key exchange algorithm

FCS COP.1 S SGSS data_authentication_implementation
SF DC2K data authentication implementation
S DC2K_encryption_algorithm

S _DC2K_key exchange algorithm

FPT_PHP.3 S SGSS alarm circuitry

Table 5— Use of TOE Security Functionsto meet IT functional Requirements

Table 5 ligts each of the IT Functiond Requirements identified in section 8.1.1, and identifies al the
TOE security functions needed to meet that requirement. Since every requirement is met by one or
more security functions, the security functions are sufficient to meet dl of the IT Functiona
Requirements.

In addition, where each IT Functiond Requirement is met by exactly one security function (and
assuming the requirement is vaid), it follows that the security functions must be necessary aswel as
aufficient to counter the threet.

The suitability of the security functions to meet the IT Functiond Requirementsis shown as follows.

The functiond requirement FCS_CKM.1 (Cryptographic Key Generation) is met by the security
functions SF_SGSS Random Number_Generator, S&_DC2K_key exchange algorithm and
SF DC2K_encryption_algorithm. SF_SGSS Random_Number _Generator provides a hardware
random number generator for useby SF_DC2K_key exchange algorithm and

SF DC2K_encryption_algorithm in the generation of KEK s and DEK s respectively.

The functiond requirement FCS_CKM.2 (Cryptographic Key Digtribution) is met by the security
function SF_DC2K_key exchange_algorithm which provides an implementation of a secure key
exchange dgorithm (see 9.1.5).

The functiond requirement FCS_COP.1 (Cryptographic Operation) is met by four security functions,
namdy SF_DC2K_key exchange_algorithm, SF_DC2K_encryption_algorithm,
SF DC2K_data_authentication_implementation, and
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SF SGSS data_authentication_implementation. It is clear from previous sections of this document
(9.1 and 11.3 for example), that al four functions are required to support the security objectives met
by FCS COP.1. Therefore the four security functions are necessary and sufficient to counter the
thresat.

Finally the functional requirement FPT_PHP.3 (Resistance to Physical Attack) is met by the security
function S=_SGSS alarm circuitry as can be seen by comparing 8.1.1.4 and 9.1.3.2.

It follows that the set of security functions is both necessary and sufficient to support the IT Functiona
Reguirements. Note also that the security functions work together so as to satisfy the Functiond
Requirements (i.e. the security functions do not conflict with each other and are mutually supportivein
satisfying the Functional Requirements).

11.4.2 Compliance of Assurance M easureswith Assurance Requirements

Section 9.2 lists every assurance requirement, and separately addresses the assurance measures for
each. Since this provides a one-to-one mapping between assurance requirements and assurance
measures, (and assuming the suitability of each assurance measure), the set of assurance measures
must provide full compliance with the set of assurance requirements.
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