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CHAPTER 1

Introduction

This document is the security target for the CC evaluation of the Sony Contactless
Smart Card RC-S860 FeliCa product.

Therole of the security target within the development and evaluation processis
described in the | SO Standard 15408, the Common Criteria for Information Tech-
nology Security Evaluation [ CC].

The smart card architecture usually contains the following logically and physically
distinct components:

e The smart card;
= The smart card reader/writer device;
= Theterminal device which executes service provider’s applications.

This ST document is concerned with the smart card only.

ST and TOE identification

This section provides information needed to identify and control this ST and its
TOE, the Sony Contactless Smart Card RC-S860 FeliCa product.

Sony Corporation Security Level B / Confidential 11



Introduction

ST Title: FeliCa RC-S860 Contactless Smart Card Security Tar-
get (Public Version)

TOE ldentification: Sony FeliCa RC-S860 Contactless Smart Card
I C chip specification: SONY CXD9559
ROM: version 6

FeliCa OS: version 3.1

CC ldentification: SO 15408 standard, Common Criteria for Information
Technology Security Evaluation [CC]

ST Preparation: Sony Corporation,
Broadband Network Center,
i-Card System Solution Division

ST Evaluation: LogicaUK, Ltd.

ST overview

The RC-S860 Contactless Smart Card is a thin, compact card conforming to 1 SO/
IEC7810ID-1 dimensions. The card surface is made of PET material that haslittle
environmental impact when incinerated.

An IC chip and antenna are built into the card. The card itself contains no battery
but operates from low-power electromagnetic signals received from the reader/
writer. The card thusis exceptionally durable. The card chip contains an 8-bit RISC
CPU specialy developed by Sony combining built-in EEPROM, RAM, ROM,
encryption processing and RF functionsin a single chip.

The contactless smart card, reader/writer, communication of important data
between the card and the reader/writer, as well as communication between a termi-
nal and the reader/writer are all protected by an encryption system that prevents
eavesdropping and fraudulent use. Even with such encryption, processing speeds
meet the strict needs of transit fare collection applications.

Built-in safeguards insure that, even if atransaction isinterrupted while new datais
being written to a card, the original data remains intact.

12
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CC Conformance

Since each card can facilitate unique access rights set by several different service
providers, asingle card can be used for avariety of applications while assuring
individual security. Separate, unique keys providing individual access rightsto dif-
ferent memory areas on the card control both dedicated and common files. For
examples of practical functions, the tolls can be debited with a single card when a
passenger changes between the lines of different transport companies. The single
card acts as an “electronic wallet” that can be used for payments to the different
companies.

CC Conformance
This Security Target conforms to part 2 and part 3 of the Common Criteriafor

Information Technology Security Evaluation [CC2][CC3]. The conformanceis
claimed to EAL 4.

This Security Target does not claim conformance to any Protection Profile.

Scope

The structure of this document is as defined by [CC] Part 1 Annex C.

= Chapter 2, “TOE Description,” on page 19 is the TOE description.

= Chapter 3, “ TOE Security Environment,” on page 25 provides the statement of
TOE security environment.

= Chapter 4, “ Security Objectives,” on page 35 provides the statement of security
objectives.

= Chapter 5, “IT Security Requirements,” on page 43 provides the statement of IT
security requirements.

= Chapter 6, “ TOE Summary Specification,” on page 55 provides the TOE sum-
mary specification.

= Chapter 7, “Removed,” on page 67 provides the security objectives rationale.
= Chapter 8, “Removed,” on page 75 provides the security requirements rationale.

= Chapter 9, “Removed,” on page 87 provides the TOE summary specification
rationale.
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Introduction

Terminology

This section contains definitions of technical terms that are used with a meaning
specific to this document. Terms defined in the [CC] are not reiterated here, unless
stated otherwise.

Application
Intended final use for the smart card. This may include (but is not
limited to) such activities as payment, telephony, identification,
secure information storage, or loyalty.

Activation

A process that gives a card the required operational capability for
the cardhol der.

Bond-out chips
Raw 1Cs which have been mounted on asmall board. TheICis
glued by ACF to the carrier. Bond-out chips are sometimes
referred to as amodule.

Card block
The IC function related to limiting temporarily the functions
allowed to be performed. Card blocking is temporary and can be
reset by the proper authorities.

Card disablement
The IC function related to terminating al operations other than
possibly some limited audit functions. Card disablement is per-

manent.
Card embedder

A manufacturer who assembles a card and integrated circuit.
Card holder

A person to whom a card has been legitimately issued (a user).
Card issuer

An institution which issues cards to card holders.

Card reader/writer
A machine capable of reading and/or writing to a card.

14
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Terminology

Card Operating System (COS)
Operating system devel oper specific code, written in the micro-
processors native or machine code.

Carrier
The holder in which an operational integrated circuit is placed.
Thisistypically the thin, credit card sized piece of plastic that is
known as a smart card.

Die

The semiconductor |C without any packaging or connections.

Differential power analysis (DPA)
A technique combining physical measurements of such things as
power consumption with statistical signal processing techniques
toidentify 1C operating details. DPA can, in some instances, pro-
vide information leading to recovery of internal operational
parameters, keys, etc.

Electrically Erasable Programmable Read Only Memory (EEPROM)
A non-volatile memory technology where data can be electrically
erased and rewritten.

Failure analysis
The compilation of techniques used by semiconductor develop-
ment and testing labs to identify the operating problemsin newly
designed or modified integrated circuits. Such techniquesinclude
not only observation (to determine what is not functioning prop-
erly) but also modification of IC internal structure (to determine
fixes).

First use indication
The IC function related to setting a specific audit bit indicating
that the smart card is now in the issued, operational state and can
be used for its intended function.

Integrated Circuit (IC)
Electronic component(s) contained on a single chip and designed
to perform processing and/or memory functions.

Sony Corporation Security Level B / Confidential 15



Introduction

Integrated Circuit Card (ICC)
A card which consists of acarrier with an IC and an antennae
inserted into it.

Initialization
The process of writing specific information into Non-Volatile
Memory during |C manufacturing and testing as well as execut-
ing security protection procedures by the |C manufacturer.

Life cycle identifiers
The specific identification of chip fabricator identifier, operating
software identifier, chip module identifier, chip embedder identi-
fier, initializer identifier, initialization equipment identifier, per-
sonalizer identifier, and personalization equipment identifier.

Non-volatile memory
A semiconductor memory that retains its content when power is
removed. (i. e. ROM, EEPROM, FLASH).

Operational keys
The cryptographic keys loaded into the assembled smart card
product for use by the cardholder during normal operation.

Operating Software (OS)
That software resident on the TOE which isrequired for TOE
operation up to supporting secure load. This may, or may not, be
afull operating system in the conventional sense.

Personalization
The process of writing specific information into the non-volatile
memory in preparing the 1C for issuance to users.

PET
Poly Ethylene Terephthal ate

Photomask
A mask which is used during chip manufacturing to protect
selected parts of asilicon wafer from alight source while allow-
ing other parts of the surface of the wafer to be exposed. The pur-
poseisto expose the photoresist on the surface so that subsequent
etching processes can generate the desired substrate structure.
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Terminology

The photomask is the means by which the chips circuits, and
therefore its functionality, are placed on the chip.

Pilot
A test application in which a system is deployed to a limited geo-
graphic area or card holder population so that data on acceptabil-
ity and operational capability can be gathered prior to full-scale
introduction.

Platform

A term representing an operational smart card system.

Post-issuance
The time period during which the smart card isin the hands of the
card holder. In some smart cards, additional functionality can be
loaded into the smart card post-issuance.

Production keys
The cryptographic keys loaded into the |C for security during
production.

Random Access Memory (RAM)
A volatile, randomly accessible memory (used in the IC) that
requires power to maintain data.

Read Only Memory (ROM)
A non-volatile memory (used in the I C) that requires no power to
maintain. ROM datais often contained in one of the numerous
masks used during manufacture.

Reverse engineering
The compilation of techniques used by semiconductor develop-
ment and testing |abs to generate design documentation and spec-
ifications for an unknown integrated circuit. Reverse
engineering, in its most complete sense, would allow the identifi-
cation of a complete fabrication package given only an unidenti-
fied integrated circuit as a starting point.

RF
Radio Frequency

Sony Corporation Security Level B / Confidential 17



Introduction

RISC

Reduced Instruction Set Computer

Simple Power Analysis (SPA)

Smart card

Terminal

Transport keys

A technique in which physical measurements of power consump-
tion over time are used to identify |C operating details. SPA can,
in some instances, provide information leading to recovery of
internal operational parameters, keys, etc.

A shaped piece of plastic or other carrier with a small computer
chip embedded into it. Theterms“IC Card” and “ Smart Card”
are used in this document interchangeably.

The device used in conjunction with the card reader/writer at the
point of transaction.

The cryptographic keys loaded into the IC for security during
transport of ICs, modules, and assembled products prior to issu-
ance.

18
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CHAPTER 2 TOE Description

This part of the ST describes the TOE as an aid to the understanding of its security
requirements, and addresses the product or system type. The scope and boundaries
of the TOE are described in general terms both in a physical way (hardware and
software components and modules) and alogical way (IT and security features
offered by the TOE).

TOE Introduction

A smart card or integrated circuit card (ICC) is a computer chip embedded into a
carrier. The chip is a semiconductor (silicon) integrated circuit (IC) fabricated in a
complex microelectronic process, which involves repeatedly masking and doping
the surface of a silicon substrate to form transistors, followed by patterning metal
connections, and applying a protective overcoat. This process eventually yields a
design comprising several hundred thousand transistors. The design consists of a
central processing unit, a cryptographic co-processor, input and output lines, and
volatile and non-volatile memory.

The chip is aso designed to be secure. In order to be secure, it makes appropriate
use both of specific design features that are dedicated to security, e.g. environmen-
tal sensors, and also of technological properties of the materials and processes used.
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TOE Description

A part of the manufacturing processis the inclusion of operating software (OS).
Thisis developer-specific code, usually written in the microprocessors native or
machine code. Operating software is usually contained in one of the numerous
masks used during manufacture, referred to in this document as the Read-Only
Memory (ROM).

The IC itself is packaged. The chip together with the antennae is encapsulated in a
board made of protective material (PET). The board conformsto the 1SO/
IEC78101D-1 standard credit card size. The resulting PET board can be applied
with printing, magnetic stripe, security features such as holograms which are out-
side the scope of the current evaluation.

The communication channel of the RC-S860 Contactless Smart Card isimple-
mented using electromagnetic wave coupling on a single frequency. This commu-
nication channel is used for both communication between the card and the reader /
writer and the power supply of the card.

The RC-S860 has a built-in high-speed, power-efficient RISC microprocessor and
dedicated hardware for cryptographic operations like encryption and random num-
ber generation. The dedicated hardware allows for the encryption of wireless com-
munication path with reader/writer and processing of the mutual authentication at a
high speed as required by some applications.

The RC-S860 Contactless Smart Card 1C contains the software pre |oaded during
manufacturing. The software cannot be altered at alater stagein thelife cycle of the
card. The application download is not supported by thisIC.

Intended Use

The TOE isintended to be suitable for use in financial services systems, but is not
limited to that application. The applications can be developed by the card issuers
independently and multiple applications can use the same card.

The card supports a wide range of applications. The simplest application would be
avalue check for a stored value application. In this function, the card reader/writer
performs asimple query on the card returning the amount of value remaining on the
card. Such application does not support or require awrite capability and no other
function is possible.

20
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TOE Environment Introduction

More complex applications require a write capability. For example, an application
may read some stored value from the card, perform some operation, and write it
back to the card. In an electronic purse application, the reader/writer would issue a
command that makes the card subtract a given value from the amount stored for
some value.

TOE Environment Introduction

The environment of the TOE is represented by the carrier in which the chip is
embedded and the environment of the resulting smart card. The carrier is made of
PET material and helps to prevent the chip from the damage during normal use.

Smart card environments are highly variable and to some extent application depen-
dent. In general, asmart card is assumed to be in the uncontrolled possession of the
cardholder. The card must therefore protect its assets against unauthorized alter-
ation that may be accomplished with standard IT equipment or with laboratory
equipment used without any supervision.

Cryptographic functions are necessary to support some applications. These include
storing the keys; providing cryptographic operations such as encryption and
decryption; or processing secure card data for transmission over the RF link
between the card and the reader/writer. In order to maintain the security of these
operations, the card is equipped with security modules providing protection to this
information.

Summary of IT and Security Features

The RC-S860 Contactless Smart Card provides secure storage for user data and
associates security attributes with the stored data. These attributes are used to deter-
mine whether the access to particular block of data should be granted or not.

The memory of the card is partitioned into files which are organized into a hierar-
chical file structure. Each file may be accessed independently of the others provid-
ing flexible support for multiple applications. The card supports simultaneous
access to amaximum of 8 files for writing or 12 files for reading in a single opera-
tion.
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TOE Description

The software allows a user to access the files of three basic service types:

= Random Access File, where the files can be accessed freely by specifying the
desired block number;

= Cyclic Access File, where the access is controlled by the wrap-around type of
block numbers and all blocks are arranged in chronological order;

= Purse Access File, where the accessis limited to special actions like subtracting
from the specified data, adding a value within the range subtracted before etc.

Each type of serviceisalso attributed for access in secure mode, insecure mode,
read-only mode, or read/write mode.

Files may be protected by an access key for secure storage of the data while other
files that need not be protected may be read and written without cryptographic sup-
port. Various access right attributes can be set to afile providing flexible support
for such applications that require, e.g., shared file access.

A service provider may allocate service filesin the area that was granted to it. A
service provider may also reallocate space insideit’s areato other service provid-
ers.

An occasional power loss while writing data into non-volatile memory is unavoid-
able in a contactless smart card that does not have an internal power supply and
operates on the power supplied by the reader/writer via el ectromagnetic waves. The
RC-S860 preserves the data in the non-volatile memory at the state before the inter-
rupted writing transaction took place and guarantees the consistency of the data.
The system is guaranteed to automatically return to the state before the power fail-
ure.

The RC-S860 Contactless Smart Card supports a special separation function that
allows to divide the memory of the card into 2 areas. The resulting areas are used
completely independently from each other just like if two cards were used. This
allows for a complete isolation of information stored by different providers on dif-
ferent ‘virtual cards .

Evaluated Configurations

For the purposes of this evaluation the physical boundary of the system is defined
to be the physical boundary of the IC embedded in the carrier. The carrier itself is

22
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Evaluated Configurations

considered to be the TOE environment and is not included in the evaluation. Logi-
cally, the target of evaluation (TOE) for this security target is an operational smart
card platform, consisting of the integrated circuit and operating software, including
the mechanisms that allow communication with the outside world. The TOE con-
sists of sufficient hardware and software elements to be capable of establishing a
secure channel to atrusted source for application execution or for other potentially
privileged commands.

The evaluated configuration constitutes the RC-S860 Contactless Smart Card as it
is delivered by Sony to the card issuer. In this configuration the card does not con-
tain any applications. The assurance of the security of the applicationsis aresponsi-
bility of the card issuer. The card only provides for the confidentiality and integrity
of the data stored by an application. The card in the evaluated configuration is con-
figured.
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CHAPTER 3

TOE Security
Environment

The statement of TOE security environment describes the security aspects of the
environment in which the TOE is intended to be used and the manner in whichitis
expected to be employed.

To this end, the statement of TOE security environment identifies and lists the
assumptions made on the environment and the intended method of use of the TOE,
defines the threats that the TOE is designed to counter, and the organizational secu-
rity policies with which the TOE is designed to comply.

Assets

The primary asset of concern for this Security Target is the user data representing
the information to be protected. In the context of this TOE, user data may be
defined as the ultimate end user (card holder) data or as application data that was
loaded to the TOE by the card issuer. The actual final user of the datais not visible
for the TOE operations.

Certain data is required to support the secure operations regarding the above
defined user data. This TSF data includes security attributes, authentication data,
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TOE Security Environment

access control attributes, and the various cryptographic keys which are used in the
security processes of the TOE.

The use characteristics of smart cards require them to be in the uncontrolled posses-
sion of the users for prolonged periods of time. This can be considered a hostile
environment as discussed in “ TOE Environment Introduction” on page 21. Itis
therefore necessary to consider the protection of those characteristics of the TOE
and its design that support the preservation of security for the primary assets. These
secondary assets of concern include:

= theIC design and specifications;

= the software design and specifications, implementation, and related documenta-
tion;

= the|C and software development tools and technology.

All assets are to be protected in terms of confidentiality and integrity.

Environmental and Method of Use Assumptions

This section describes the assumptions about the environment in which the TOE is
to be used and its intended method of use. Each assumption is stated in bold type
font and is followed by an application note, in normal font, which supplies addi-
tional information and interpretation.

A.Carrier Tamper detecting carrier

It is assumed that the carrier of the TOE is produced in such a way as to
permit tamper-detection.

Removal, modification, and re-insertion of that TOE into acarrier could be used
to pass such a combination as an original. This might then be used to access the
assets to be protected. We assume that the carrier of the TOE is produced using
special techniques that allow detection of tampering with the carrier, especially
an indication of chip removal and re-insertion.

A.Sec_Com Card Reader / Writer Secure

A Card Reader / Writer to which the TOE establishes a secure link is
assumed to be secure.
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Environmental and Method of Use Assumptions

The Reader/Writer may have the capability to establish a secure communication
channel with the TOE. This may be accomplished through shared private keys,
public/private key pairs, and/or generation of session keys derived from other
stored or generated keys. It is assumed that when such a secure link is estab-
lished, the TOE may consider the Reader/Writer to be adequately secure for
trusted communications. The Reader/Writer is considered to be beyond the
scope of this Security Target.

A.Data_Store Off-TOE Data Storage

Management of TOE data off of the TOE is assumed to be performed in a
secure manner.

Significant information regarding TOE profile, personalization, ownership may
be held by issuers or service providersin data bases not associated with the
TOE. Thisinformation could contribute to a cloning attack. It is therefore
important that the security of such data be adequately maintained.

A.Key_Supp Cryptographic Key Support

All imported cryptographic keys are assumed to be supported off-card in a
secure manner.

A variety of keys may be imported for use by, and in conjunction with, the
TOE. These are shared secret keys and synthetic combined keys. These keys
will be supplied from the various bodies controlling the operation of the system
in which the TOE is functioning. It is assumed that the generation, distribution,
maintenance, and destruction of these keys is adequately secure.

A.Power Power Supply

Power supply comes from the Reader/Writer. This is not considered a reli-
able source.

The TOE isinternally unpowered, so support must be delivered to the card from
the card Reader/Writer. The power can be interrupted or reset in the normal
course of business. The Reader/Writer is independent from the TOE and may
belong to a different entity that can be considered in some way hostile. Power
may deviate from the design level and may be supplied intermittently.

A.Priv Abuse by Privileged Users

It is assumed that administrators and other privileged users are trustwor-
thy and competent individuals.

Sony Corporation Security Level B / Confidential 27



TOE Security Environment

A privileged user or administrator could directly implement or facilitate attacks
based on any of the threats described here. We assume that thisthreat is handled
through the organizational policies and controls.

Assumed Threats

The TOE will be required to counter threats categorized below. Each threat is stated
in bold type font and is followed by an application note, in normal font, which sup-
plies additional information and interpretation.

T.P_Probe Physical Probing of the IC

An attacker may perform physical probing of the TOE to reveal design
information and operational contents.

Such probing is done using mechanical or electrical functions but is referred to
here as physical sinceit requires direct contact with the chip internals. Physical
probing may entail reading data from the chip through techniques commonly
employed in IC failure analysis and I C reverse engineering efforts. The goal of
the attacker is to identify such design details as hardware security mechanisms,
access control mechanisms, authentication systems, data protection systems,
memory partitioning, or cryptographic programs. Determination of software
design, initialization data, personalization data, passwords, or cryptographic
keys may also beagoal.

T.P_Modify Physical Modification of the IC

An attacker may physically modify the TOE in order to reveal design or
security related information.

This modification may be achieved through techniques commonly employed in
IC failure analysis and | C reverse engineering efforts. The goal isto identify
such design details as hardware security mechanisms, access control mecha-
nisms, authentication systems, data protection systems, memory partitioning, or
cryptographic programs. Determination of software design, including initializa-
tion data, personalization data, passwords, or cryptographic keys may also be a
goal. Thisthreat is distinguished from T.P_Probe Physical Probing of the IC by
the actual modification of the | C rather than only observation.

28
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Assumed Threats

T.Power Power Supply Failure Data Protection

Power supply comes from the Reader/Writer. Power failure may cause
data corruption.

The TOE isinternally unpowered, so the power is delivered to the card from the
card Reader/Writer. The power can be interrupted or reset in the normal course
of business. The power failure during a transaction may cause corruption of
data stored in the TOE memory.

T.E_Manip Electrical Manipulation of the IC

An attacker may utilize electrical probing and manipulating of the TOE to
modify security critical data so that the TOE can be used fraudulently.

This modification may include manipulation of the IC circuits through tech-
niques commonly used in | C failure analysisand I C reverse engineering efforts.
Thegoal isto modify the chip in such away asto defeat the security of the TOE
and to be able to use the TOE for fraudulent purposes. This threat is distin-
guished from T.P_Probe and T.P_Modify by the intent to utilize a modified
TOE rather than to derive information from the TOE.

T.Forced_Rst Forced Reset

An attacker may force the TOE into a non-secure state through inappro-
priate termination of selected operations.

Attempts to generate a non-secure state in the TOE may be made through pre-
mature termination of transactions or communications between the TOE and the
card reader/writer, by insertion of interrupts, or by withdrawal of power supply.

T.Logic_Atk Logical Attack

An attacker or authorized user of the TOE may compromise the security
features of the TOE by defeating the logic of the TOE.

The attacker may be able to determine the logical structure and operation of the
TOE through a number of techniques. Insertion of selected inputs followed by
monitoring the output for changesis arelatively well known attack method for
cryptologic devices that can be applied to this TOE aswell. The intent isto
determine user and TSF related information based on how the TOE respondsto
the selected inputs. Invalid input may take the form of operations which are not
formatted correctly, requests for information beyond register limits, or attempts
to find and execute undocumented commands.
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TOE Security Environment

T.Reuse Replay Attack

An unauthorized user may penetrate the TOE through reuse of previously
valid authentication data.

Attempts to replay a completed (or partially completed) operation may be used
in an attempt to bypass security mechanisms or to expose security-related infor-
mation.

T.Access Invalid Access

A user or an attacker of the TOE may access information or resources
without having permission from the person who owns or is responsible for
the information or resources.

Each authorized role has certain specified privileges which alow access only to
selected portions of the TOE and its contained information. Access beyond
those specified privileges could result in exposure of secure information.

T.First_Use Fraud on First Use

An attacker may gain access to TOE information by unauthorized use of a
new, previously unissued TOE.

The process of issuance involves setup of the TOE and/or |oading security-
related information to the TOE. Attempts to use an unissued TOE without such
mandated approval could result in fraudulent use.

T.LC_Ftn Use of Unallowed Life Cycle Functions

An attacker may exploit interactions between life-cycle functions to expose
sensitive TOE or user data.

Interactions are characterized by execution of commands that are not required
or allowed in the specific phase of operation being executed. Examples are use
of test, debug, or native COS functions that are unnecessary or that could com-
promise security.

T.Crypt_Atk Cryptographic Attack

An attacker may defeat security functions through a cryptographic attack
against the algorithm or through a brute-force attack.

This attack concentrates on either encode/decode functions or random number
generators.
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Assumed Threats

T.l_Leak Information Leakage

An attacker may exploit information which is leaked from the TOE during
normal usage.

L eakage may occur through emanations, variations in power consumption, 1/O
characteristics, clock frequency, or by changesin processing time requirements.
Thisleakage may be interpreted as a covert channel transmission but is more
closely related to measurement of operating parameters, which may be derived
either from direct (contact) measurements or measurement of emanations and
can then be related to the specific operation being performed.

T.Env_Strs Environmental Stress

An attacker may exploit failures in the TOE induced by environmental
stress.

Exposure of the IC to conditions outside its specified operating range may result
in malfunction or failure of security critical components, allowing manipulation
of programs or data. These conditions could either be extremes (high or low) in
normal parameters such astemperature, voltage, or clock frequency, or could be
abnormal conditions such as external energy fields. The goal may beto generate
animmediate failure leading to unauthorized exposure of secure information, or
simulation of premature aging, thereby generating an end of life failure.

T.Clon Cloning

An attacker may clone part or all of a functional TOE to develop further
attacks.

Theinformation necessary to successfully clone part or all of a TOE may derive
from detailed inspection of the TOE itself or fromillicit appropriation of design
information.

T.Delivery Attacks during delivery

The TOE may be intercepted and/or modified by an attacker during deliv-
ery.

An attacker may intercept the software and/or hardware that comprise the TOE
during delivery. The attacker may be able to uncover information pertaining to
the design of the TOE and security information contained in the delivered parts.
The attacker also may be able to induce changes into the TOE security mecha-

nisms that can be used later to mount an attack.
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Organizational Security Policies

The TOE must comply with the organizational security policies stated below. Each
policy is stated in bold type font and is followed by an application note, in normal
font, which supplies additional information and interpretation.

P.Crypt_Std Cryptographic Standards

Cryptographic entities, data authentication, and approval functions must
be in accordance with 1SO and associated industry or organizational stan-
dards.

Various cryptographic operations such as DES, triple DES, and RSA are well
defined. These, or others of similar maturity and definition, should be used for
al cryptographic operationsin the TOE.

P.Data_Acc Data Access

Except for a well-defined set of allowed operations, the right to access spe-
cific data and data objects is determined on the basis of: the owner of the
object, the identity of the subject attempting the access, and the implicit or
explicit access rights to the object granted to the subject by the object
owner. Once established, conditions for access to data and data objects will
never be reduced.

The TOE may be associated with anumber of different authoritieswhich arethe
system integrator, the card issuer, and the system manager. Each of these may
have specific rules for accessing the data contained in the TOE. Certain rules
can be established in all cases as represented in the access control SFP detailed
in security functional requirement FDP_ACF.1. Others need to be explicitly
supplied in policy statements determined by the owner of the object in question.

P.ldent Identification
The TOE must be capable of being uniquely identified.

The TOE consists of hardware and software elements. The software might be
stored in a hard mask (through incorporation in the ROM photomask) or could
be stored in non-volatile memory. The hardware could have optional features
which might or might not be enabled. An accurate identification must therefore
be established for the exact instantiation of the final product compliant to this
ST. Thisrequires unique identification for the TOE.
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P.Sec_Com Secure Communications

Secure communications protocols and procedures shall be supported
between the TOE and a trusted terminal.

The TOE may engage in avariety of communications ranging from simple sta-
tus checking through secure data transfer. Under the variety of communications
we understand the multitude of scenarios for communication between the TOE

and the card reader/writer that is carried out using the command interface of the
card. At the minimum, the TOE must be capable of establishing a secure chan-

nel to atrusted source for execution of potentially privileged commands.
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CHAPTER 4

Security Objectives

This section describes the security objectives for the TOE and the TOE environ-
ment in response to the security needs identified in the “ TOE Security Environ-
ment” section.

Security objectives for the TOE will be satisfied by technical countermeasures
implemented by the TOE. Security objectives for the environment are to be satis-
fied by either technical measuresimplemented by the IT environment, or by non-IT
measures.

Security Objectives to be met by the TOE

The TOE will meet the security objectives detailed below. Each objective is stated
in bold type font. It is followed by an application note, in normal font, which sup-
plies additional information and interpretation.

O.Crypt Cryptography

The TOE must support cryptographic functions in accordance with
P.Crypt_Std Cryptographic Standards.
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The TOE must perform any cryptographic operations consistent with estab-
lished cryptographic usage policies and standards in order to maintain the secu-
rity level provided by the basic cryptographic functions in accordance with
P.Crypt_Std Cryptographic Standards.

O.Data_Acc Data Access Control

The TOE must provide its users with the means of controlling and limiting
access to the objects and resources they own or are responsible for, on the
basis of individual users or identified groups of users, and in accordance
with the set of rules defined by the P.Data_Acc Security Policy.

The TOE may have avariety of users, administrators, card issuers, associations,
etc., each requiring some control over the assets being handled. Some rules will
apply in all cases. These are represented in security functional reguirement
FDP_ACF.1. The remainder must be explicitly stated as required by the needs
of the owners of the data.

O.Env_Strs Environmental Stress

The TOE must protect itself against compromise by having a structure
which neither reveals security information nor operates in an insecure
fashion when exposed to out of standard conditions (high or low) in the
environment represented by the following factors: temperature, voltage,
clock frequency, or external energy fields.

The basic TOE must be designed and fabricated so that it continuesto provide

security toits critical information comprised of user assets and internal security
information (as detailed in chapter “ Assets” on page 25), even when exposed to
environmental stress. Environmental stress may be aresult of the normal envi-

ronment in which the TOE is used, but may also be representative of an attack

against it. In the event of attack, stress may be the only driving force or it may

be used in conjunction with one or several other attacks. This objective should

work to prevent disclosure of secure information in any of these conditions.

O.HW_Test Hardware testing

The TOE must be able to demonstrate that the hardware and firmware
operates correctly when requested.

The TOE must be capable of demonstrating that the hardware and firmware that
supports the application software of the system operates correctly. For this pur-
pose the TOE must support loading and executing suits of tests.
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O.1_Leak Information Leakage

The TOE must provide the means of controlling and limiting the leakage of
information in the TOE so that no useful information is revealed over the
power or 1/O lines.

The TOE must be designed and programmed so that analysis of power con-
sumption or communication patterns does not reveal information about process-
ing operations or compromise secure information.

O.ldent TOE Identification
The TOE must support the recording and preservation of identification
information.

The TOE consists of hardware and software elements. The softwareis stored in
ahard mask (through incorporation in the ROM photomask). The hardware and
software features differ for different versions of the product. It is therefore
essential that an accurate identification be established for the exact instantiation
of thefinal product compliant to this Security Target. Thisrequires unique iden-
tification for the TOE.

O.Init Initialization

The TOE must assume its initial state immediately upon power-up, reset,
or after other restart conditions.

The TOE must always start in adefined and controlled state regardless of how it
was reset. This objective works to prevent attacks which attempt to upset the
operation and leave the TOE in an undefined state.

O.Life_Cycle Life Cycle Functions

The TOE must provide means of controlling and limiting the use of life-
cycle-specific commands to the life cycle stages in which they are intended.

The design and implementation of the TOE must be such that the only com-
mands available to a specific operation are related to the life-cycle appropriate
to that application. Thus, the debug functions or one time loading of identifica-
tion information functions should never be available during operational TOE
use.
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O.Log_Prot Logical Protection

The TOE must protect itself against logical compromise by having a struc-
ture which is resistant to logical manipulation or modification.

The TOE must be designed and programmed so that it resists attempts to com-
promise its security features through attacks on its logical operation. The TOE
must prevent the release of secure information while it is operating properly in
the presence of logical probes and command modifications.

O.Phys_Prot Physical Protection

The TOE must be resistant to physical attack or be able to create difficul-
ties in understanding the information derived from such an attack.

The TOE must be designed and fabricated so that it requires a combination of
complex equipment, knowledge, skill, and time to be able to derive detailed
design information or contents of memory which could contribute to a compro-
misein TOE security through a physical attack on the IC. This objective should
work to prevent disclosure of secure information.

O.Power Power Loss Recovery

The TOE shall protect the integrity of data from accidental power loss.

The TOE is not internally powered. The power is supplied by the reader/writer

and the power supply can be interrupted during a transaction. The TOE shall

recover from power loss in such away that the stored datais not corrupted.
O.Reuse Replay

The TOE shall protect its resources against replay attacks.

The TOE must act so that no assets can be compromised through an attacker’s
attempt to replay or restart an operation which might have been completed suc-
cessfully or interrupted in process.

0O.Sec_Com Secure Communications

The TOE must be able to support secure communication protocols and
procedures with a trusted terminal.

The TOE must provide a mechanism for establishing and maintaining a secure
information link into the Card Reader/Writer.
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O.Set_Up Set-Up Sequence

The TOE must require a defined sequence of operations prior to general
utilization.

The TOE must be placed into operation in a controlled and defined manner.
This objective acts to prevent use of TOE before all of the protective measures
may be enabled or protective codes entered.

Security Objectives to be met by the TOE
Environment

IT Security Objectives for the TOE Environment

Thefollowing are IT security objectives that are to be satisfied by imposing techni-
cal requirements on the TOE Environment. These security objectives are required
by the Security Target to be in placein the TOE environment. They are included as
necessary to support the TOE security objectivesin addressing the security problem
defined in the TOE security environment. Each objectiveis stated in bold type font.
It isfollowed by an application note, in normal font, which supplies additional
information and interpretation.

OE.Sec_Com Reader/Writer Secure Communication

A trusted Reader/Writer is available for secure communication with the
TOE.

The Reader/Writer is capable of accepting and maintaining a secure communi-
cations link with the TOE.

OE.Key_Supp  Cryptographic Key Support

All imported smart card related cryptographic keys must be supported
according to the owners’ needs.

A variety of shared keys may be imported for use by, and in conjunction with,
the TOE. These keys will be supplied from the various bodies controlling the
operations of the system in which the TOE is functioning. The personnel and
systemsin charge of these keys are responsible for the required security of their
generation, distribution, maintenance, and destruction.
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Non-IT Security Objectives for the TOE Environment

The following are non-1T security objectives that are to be satisfied without impos-
ing technical requirements on the TOE. That is, they do not require the implementa-
tion of functionsin the TOE hardware or software. These security objectives are
assumed by the Security Target to be in place in the TOE environment. They are
included as necessary to support the TOE security objectives in addressing the
security problem defined in the TOE security environment. Each objective is stated
in bold type font. It is followed by an application note, in normal font, which sup-
plies additional information and interpretation.

OE.Data_Store Off-TOE Data Storage

All TOE data stored off of the TOE must be controlled for confidentiality
and integrity according to the owner’s needs.

A variety of TOE information may be stored separately from the TOE. This
information is related to ownership, issuer data, personalization data. The per-
sonnel and systems in charge of this information are responsible for the mainte-
nance of its required security.

OE.Pers Personnel

Personnel working as administrators or in other privileged positions shall
be carefully selected and trained for reliability.

Careful selection and training of administrators and othersin privileged posi-
tions works to detect, prevent, or counter other attacks.

OE.Power Power Supply
The Reader/Writer supplies power to the TOE.
The TOE isinternally unpowered, so support must be delivered to the card from
the card Reader/Writer device.

OE.Tamper Tamper Indication

The carrier for the TOE shall provide an indication of tampering if the
TOE has been removed and re-inserted.

The personnel in charge of inspecting the TOE carrier are responsible for the
detection of tampering with the carrier. This objective can only apply in those
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cases when the carrier is presented to such personnel and it is physically avail-
able for inspection.

OE.Delivery Delivery procedures

The TOE must be delivered in a secure way.

The TOE software and hardware must be delivered using approved procedures
that ensure that an attacker cannot easily intercept the TOE or parts of it. The
procedure must include measures for verification of the TOE integrity and con-
fidentiality.
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CHAPTER 5 IT Security Requirements

IT security requirements include:

1. TOE security functional requirements (SFRs), that is, requirements for security
functions such as information flow control, identification and authentication.

2. Strength of function, claims a minimum strength level consistent with the secu-
rity objectives that the functions realized using a probabilistic or permutational
mechanism must provide.

3. TOE security assurance requirements (SARs), provide grounds for confidence
that the TOE meets its security objectives (for example, configuration manage-
ment, testing, vulnerability assessment.)

4. Security requirements for the TOE's environment (that is, for hardware, soft-
ware, or firmware external to the TOE, as well as operating procedures and pol-
icies, and upon which satisfaction of the TOE’ s security objectives depends.)

These requirements are discussed separately below.
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TOE Security Functional Requirements

This section presents the SFRs for the TOE. In accordance with the methodol ogy
described in Section 1.4, Security Target Preparation Methodology, this section
presents the following three types of SFRs:

1. Restated SFRs: those CC security functional requirements with which the ST
claims compliance and for which no additional operations are to be performed.
These CC SFRs are included in the ST verbatim.

2. Tailored SFRs: those CC security functional requirements with which the ST
claims compliance but for which additional operations are to be performed.

3. SFRswith Strength of Function (SOF) declarations: any security functional
requirements that require a SOF declaration.

TABLE 1. TOE Security Functional Requirements summary

Functional Functional Strength
Component Functional Component of
ID Component Name Use Operation Function
FCS CKM.1 | Cryptographic key gen- | tailored assignment | basic
eration refined
FCS_CKM.4 | Cryptographic key tailored assignment
destruction refined
FCS_COP.1 Cryptographic operation | tailored assignment | basic
refined iteration
FDP_ACC.1 Subset access control tailored assignment
iteration
FDP_ACF.1 Security attribute based | tailored assignment
access control iteration
FDP_DAU.1 | Basic dataauthentica- tailored assignment | basic
tion
FDP_ETC.1 Export of user data tailored assignment
without security
attributes
FDP_IFC.1 Subset information flow | tailored assignment
control
FDP_IFF.1 Simple security tailored assignment
attributes refined

Sony Corporation Security Level B / Confidential



TOE Security Functional Requirements

TABLE 1. TOE Security Functional Requirements summary

Functional Functional Strength
Component Functional Component of
ID Component Name Use Operation | Function
FDP_ITC.1 Import of user data tailored assignment
without security
attributes
FDP_SDI.1 Stored data integrity tailored assignment
monitoring
FPT_AMT.1 Underlying abstract tailored selection
machine test refined
FPT_FLS.1 Failure with preserva- tailored assignment
tion of secure state
FPT_ITC.1 Inter-TSF confidential- restated -
ity during transmission
FPT_ITI.1 Inter-TSF detection of tailored assignment | basic
modification
FPT_RCV.4 Function recovery tailored assignment
FPT_RPL.1 Replay detection tailored assignment
FTP_ITC.1 Inter-TSF trusted chan- | tailored selection
nel assignment

The TOE shall satisfy the SFRs stated below.

FCS_CKM.1
FCS_CKM.1.1

FCS_CKM.4
FCS_CKM.4.1

Cryptographic key generation

The TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm Session Key
Generation Algorithm and specified cryptographic key sizes 56
that meet the following standards: [], [DES Implementation
Guidelines].

Cryptographic key destruction

The TSF shall destroy cryptographic keys in accordance with a
specified key destruction method volatile memory erasure at the
end of session that meets the following standard: [DES Imple-
mentation Guidelines].
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FCS_COP.1
FCS_COP.1.1A

FCS_COP.1.1B

FDP_ACC.1
FDP_ACC.1.1A

FDP_ACC.1.1B

FDP_ACF.1
FDP_ACF.1.1A

FDP_ACF.1.2A

FDP_ACF.1.1B

FDP_ACF.1.2B

Cryptographic operation

The TSF shall perform data encryption and decryption in accor-
dance with a specified cryptographic algorithm DES and crypto-
graphic key sizes 56 that meet the following standards: [DES],
[DES Modes of Operation], and [DES Implementation Guide-
lines].

The TSF shall perform cryptographic key encryption and
decryption in accordance with a specified cryptographic algo-
rithm triple DES and cryptographic key sizes 112 that meet the
following standards: [DES], [DES Modes of Operation], and
[DES Implementation Guidelines].

Subset access control

The TSF shall enforce Access Control Policy on any subject’s
read and write access to service areas and service files.

The TSF shall enforce Reader/Writer Authentication Policy on
Reader/Writer’s access to the card.

Security attribute based access control

The TSF shall enforce Access Control Policy to objects based on
access key.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objectsis
alowed:

1). The access key provided by the subject must correspond to
the access key of the object.

or

2) The object must be marked with the “insecure access”
attribute.

The TSF shall enforce Reader/Writer Authentication Policy to
objects based on authentication key.

The TSF shall enforce the following rulesto determine if an
operation among controlled subjects and controlled objectsis
allowed: the authentication key provided by the Reader/Writer
corresponds to the authentication key stored in the card.
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FDP_ACF.1.3

FDP_ACF.14

FDP_DAU.1
FDP_DAU.1.1

FDP_DAU.1.2

FDP_ETC.1
FDP_ETC.1.1

FDP_ETC.1.2

The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: none.

The TSF shall explicitly deny access of subjects to objects based
on the none.

Basic data authentication

The TSF shall provide a capability to generate evidence that can
be used as a guarantee of the validity of the firmware.

The TSF shall provide an authenticated Reader/Writer with the
ability to verify evidence of the validity of the indicated informa-
tion.

Export of user data without security attributes

The TSF shall enforce the Access Control Policy and Reader/
Writer Authentication Policy when exporting user data, con-
trolled under the SFP(s), outside the TSC.

The TSF shall export the user data without the user data' s associ-
ated security attributes.

Application Note for FDP_ETC.1 and FDP_ITC.1.

The only security related attributes of the data are the access key and “secure
access” attribute. These attributes are not exported together with the data when the
dataisread. The attributes are set on the data storage rather than the dataitself and
those attributes are never exported or imported with the data.

FDP_IFC.1
FDP_IFC.1.1

FDP_IFF.1
FDP_IFF.1.1

FDP_IFF.1.2

Subset information flow control

The TSF shall enforce the Information Separation Policy onall
operations with the virtual cards.

Simple security attributes

The TSF shall enforce the Information Separation Policy based
on the following types of subject and information security
attributes: System Code.

The TSF shall permit an information flow between a controlled
subject and controlled information via a controlled operation if
the following rules hold: none.

Application note for FDP_IFC.1 and FDP_IFF.1.
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The information flow is not allowed between the parts that implement ‘virtual
cards’ under any circumstances. The virtual cards that result from the separation
are accessed completely independently. The use of this separation function is
optional and this requirement applies only in the case when such separation has
been applied to the card.

The requirements FDP_IFF.1.3 to FDP_IFF.1.6 are not applicable since there are
no additional policies, capabilities or rules associated with this requirement.

FDP_ITC.1
FDP_ITC.11

FDP_ITC.1.2

FDP_ITC.1.3

FDP_SDI.1
FDP_SDI.1.1

FPT_AMT.1
FPT_AMT.1.1

Import of user data without security attributes

The TSF shall enforce the Access Control Policy and Reader/
Writer Authentication Policy when importing user data, con-
trolled under the SFP, from outside the TSC.

The TSF shall ignore any security attributes associated with the
user data when imported from outside the TSC.

The TSF shall enforce the following rules when importing user
data controlled under the FSP from outside the TSC: none.
Stored data integrity monitoring

The TSF shall monitor user data stored within the TSC for integ-
rity errors on all objects, based on the following attributes: CRC
checksum.

Abstract machine testing

The TSF shall run a suite of tests [other conditions] to demon-
strate the correct operation of the security assumptions provided
by the abstract machine that underlies the TSF.

Application note for FPT_AMT.1

The TSF must allow loading and executing suites of tests at any time to demon-
strate the correct operation of the hardware. The TSF must prevent the disclosure
of the information stored on the card before the execution of the tests.

FPT_FLS.1
FPT_FLS1.1

FPT_ITC.1

Failure with preservation of secure state

The TSF shall preserve a secure state when the foll owing types of
failures occur: power failure, communication failure.

Inter-TSF confidentiality during transmission
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FPT_ITC1.1

FPT_ITI.1
FPT_ITI.1.1

FPT_ITI.1.2

FPT_RCV.4
FPT_RCV .4.1

FPT_RPL.1
FPT_RPL.1.1

FPT_RPL.1.2

FTP_ITC.1
FTP_ITC11

FTP_ITC.1.2

FTP_ITC.1.3

The TSF shall protect all TSF data transmitted from the TSFto a
remote trusted I'T product from unauthorised disclosure during
transmission.

Inter-TSF detection of modification

The TSF shall provide the capability to detect modification of all
TSF data during transmission between the TSF and aremote
trusted IT product within the following metric: the strength of
the modification metric shall be as provided by DES.

The TSF shall provide the capability to verify the integrity of all
TSF data transmitted between the TSF and aremote trusted I'T
product and perform data discard and connection termination if
modifications are detected.

Function recovery

The TSF shall ensure that Power Failure and Communication
Failure scenarios have the property that the SF either completes
successfully, or for the indicated failure scenarios, recoversto a
consistent and secure state.

Replay detection

The TSF shall detect replay for the following entities: card ordi-
nary commands, card issue commands, reader/writer operation
commands, reader/writer management commands.

The TSF shall perform command discard when replay is
detected.

Inter-TSF trusted channel

The TSF shall provide a communication channel between itself
and aremote trusted I T product that is logically distinct from
other communication channels and provides assured identifica-
tion of its end points and protection of the channel data from
modification or disclosure.

The TSF shall permit the remote trusted IT product to initiate
communication viathe trusted channel.

The TSF shall initiate communication via the trusted channel for
user data exchange and TSF data exchange.
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Strength of Function

| Theoveral Strength of Function claim for the TOE is SOF-basic in accordance
with the recommendations of [CC3].

| "Request for CC interpretation number 142" (R1142) shall be used for the evalua-
tion of the hardware aspects of the platform. This automatically invokes the Joint
Interpretation Library (JIL) and specifies that the hardware evalaution is donein
accordance with JIL recommendations.

TOE Security Assurance Requirements

Table 2 on page 50 identifies the security assurance components drawn from CC

part 3: Security Assurance Requirements, EAL4.

The assurance requirements are stated verbatim from [ CC3].

TABLE 2. TOE Security Assurance Requirements summary

Assurance
Component ID

ACM_AUT.1
ACM_CAP.4
ACM_SCP.2
ADO_DEL.2
ADO_IGS.1

ADV_FSP.2

ADV_HLD.2
ADV_IMP.1

Assurance Component Name

Partial CM automation

Generation support and acceptance procedures
Problem tracking CM coverage

Detection of modification

Installation, generation, and start-up procedures
Fully defined external interfaces

Security enforcing high-level design

Subset of the implementation of the TSF
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Security Requirements for TOE Environment.

TABLE 2. TOE Security Assurance Requirements summary

Assurance
Component ID

Assurance Component Name

ADV_LLD.1  Descriptive low-level design
ADV_RCR.1  Informal correspondence demonstration
ADV_SPM.1 Informal TOE security policy model
AGD_ADM.1  Administrator guidance

AGD_USR.1 User guidance

ALC_DVS.1 Identification of security measures
ALC_LCD.1  Developer defined life-cycle model
ALC_TAT.1  Well-defined development tools
ATE_COV.2  Analysis of coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample
AVA_MSU.2  Validation of analysis

AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.2 Independent vulnerability analysis

Security Requirements for TOE Environment.

The requirements for the TOE environment are based on those specified in the
[CC2].

Security requirementsin the TOE environment are described in the Table 3 on
page 52. These requirements are handled as requirements for the issuing system of
TOE.
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Requirements are not completed in this part. The completion of the requirements
will depend on the application of the TOE and the service provider. Therefore the
completion of the requirementsis left to the service provider to provide for suffi-
cient flexibility in choosing their own environment.

The requirements stated here were all refined to replace “ TSF” with “IT Environ-
ment” so that there is no misunderstanding as to what they refer to.

TABLE 3. TOE Security Requirements for IT Environment Summary

Functional
Component
ID

FCS CKM.1
FCS CKM.2
FCS CKM.4

FCS_COP.1

FTPITC.1

Functional
Functional Component
Component Name Use

Cryptographic key gen-  tailored
eration

Cryptographic key dis-  tailored
tribution

Cryptographic key tailored
destruction

Cryptographic opera- tailored
tion

Inter-TSF trusted chan-  tailored
nel

Operation
assignment

assignment

assignment

assignment

selection
assignment

Strength
of function

basic

basic

The TOE Security Requirementsfor IT Environment are discussed further in detail.

FCS_CKM.1
FCS_CKM.1.1

FCS_CKM.2
FCS_CKM.2.1

Cryptographic key generation

The IT Environment shall generate cryptographic keysin accor-
dance with a specified key generation algorithm [assignment:
cryptographic key generation algorithm] and specified crypto-
graphic key sizes 56 bits or 112 bits as appropriate that meet the
following standard(s): [DES], [DES Implementation Guide-

lines].

Cryptographic key distribution

The IT Environment shall distribute cryptographic keys in accor-
dance with a specified cryptographic key distribution method

52
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FCS_CKM.4
FCS_CKM.4.1

FCS_COP.1
FCS_COP.1.1

FTP_ITC.1
FTP_ITC11

FTP_ITC.1.2

FTP_ITC.1.3

[assignment: cryptographic key distribution method] that
meets the following: [DES Implementation Guidelines].

Cryptographic key destruction

The IT Environment shall destroy cryptographic keys in accor-
dance with a specified cryptographic key destruction method
[assignment: cryptographic key destruction method] that
meets the following: [DES Implementation Guidelines].

Cryptographic operation

The IT Environment shall perform data encryption and decryp-
tion in accordance with a specified cryptographic algorithm DES
and cryptographic key sizes 56 bits or 112 bits as appropriate
that meet the following: [DES], [DES Modes of Operation], and
[DES Implementation Guidelines] standards.

Inter-TSF trusted channel

The TSF shall provide a communication channel between itself
and aremote trusted I T product that is logically distinct from
other communication channels and provides assured identifica-
tion of its end points and protection of the channel data from
modification or disclosure.

The TSF shall permit the TSF to initiate communication via the
trusted channel.

The TSF shall initiate communication via the trusted channel for
user data exchange and TSF data exchange.
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CHAPTER 6

TOE Summary
Specification

This chapter describes the IT security functions provided by the TOE to meet the
security functional requirements specified in “1T Security Requirements’ on

page 43. Every security function is given alabel that allows to refer to a particular
function.

This chapter also describes the Assurance Measures that are taken to ensure the
safety of development, delivery, and operation of the TOE.
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IT Security Functions

TABLE 4. Security Functions and Security Functional Requirements

Security Functional Requirements

FIF|F|F|F F|F|F|F|F F|F|F| F|F|F|F|F
clc/lc/p/p/p/D D DD D|/P P P P|PIP|T
S|s|s|P/ P PIPI/P|/PPPIT|T|T T|T|T|P
C/C/C/A/AID|E|[T|T |1 |S|A[F|I I |R|RJI

K|K|o|c|c/A|T|F|F|T D/M|L|T|T|C|P|T
M| M|P|C|F|lUu|C|C|F|lC|I |T|s|Cc|l Vv|L|C

Securify Functions

Grou 14111111i111111411
Acces{ Control X | X X | X | X|X
Data Encryption X X | X X | X
Data Pjotection X X| X | XX X X
Mutual Authentication X X X X | X X | X
File Rdgistration X| X[ X X|X X | X
Key Change X | X|X

[AC] Access Control

The access control features of the RC-S860 Contactless Smart Card were devel-
oped to allow for special operations vital for the contactless smart cards:

= hierarchical alocation of resources;
= simultaneous access to multiple areas;
= fine-grained access control rules;

= gpecia access modes.

[AC.1] Hierarchical file system
The provider can register servicefiles, used to store various data, in the memory

areawhere the provider is granted use in the card. Moreover, the provider is permit-
ted to reallocate recursively the area where the provider is granted access to other
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providers. This system makes it possible to register service filesin a hierarchical
structure. A unique access key can be set for each area and each servicefile.

[AC.2] Service Area and Service File access

the memory of the card in blocks that The RC-S860 Contactless Smart Card is
designed to give each manager authorization to access the card. The relations
between managers can be illustrated by atree structure, in which an issuer is root
and the issuer and each manager takes responsibility for own service files and the
files of offspring branches, i.e. sub-managers.

FIGURE 1. Removed

REMOVED

Each Card manager is assigned an area, consisting of usable range of service Code
and number of blocks, by its parent, i.e., issuer or higher manager, and such man-
ager can create its own service and give a part of its areato its offspring, sub-man-

ager.

Service without protection, i.e. without any key, can be included in the service list
for accessing simultaneously but such service is not included in the pass for key
generation.

[AC.3] Authentication
Mutual authentication is done utilizing the service file to be accessed and the user

service key as well as the group service key synthesized from the areain which
such servicefileislocated.
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Since the user service key and the group service key can be synthesized without
direct disclosure of the area key or the service key, access control is done while
grouping the service files up to 16 blocks during authentication providing simulta-
neous access to 12 blocks of a service filefor reading or 8 blocks of a servicefile
for writing at atime. Access to other services without authorization isinhibited
even if such services are located within a same card. Prevention of illegal accessto
servicefilesis possible.

[AC.4] Service File types

Availablefile types are discussed below:

1. Random Access File

The blocks of random access files can be accessed freely by specifying the desired
block number.

2. Cyclic Access File

Cyclic accessfiles are controlled by the wraparound type of block numbers. In this

control system, al blocks are arranged in chronological order starting from the old-
est file. A new file overwritten on the oldest block.

3. PurseBlock File

Purse block files functions for subtracting the specified data, adding a value within
the range of subtraction of immediately before, and others.

TABLE 5. Removed

REMOVED
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TABLE 5. Removed

REMOVED

Functional Requirements satisifed : FDP_ACC.1, FDP_ACF.1, FDP_ETC.1,
FDP_ITC.1.

[AC.5] Card separation function

The card separation function works by creating 2 images of the card in the memory.
Each image is accessed independently using own issuance information and selected
by the System Caode. This function allows a complete separation of the information
stored on the resulting ‘virtual cards'.

Functional Requirements satisifed : FDP_IFC.1, FDP_IFF.1
[DE] Data Encryption

High-level data encryption technologies are employed to prevent a) illegal accessto
the card, b) counterfeiting the card, and c) fraudulent use of the card. The high-level
data encryption technologies are also adopted to keep the data confidential.

[[DE.2] Transaction ID and Transaction Key

Two random numbers obtained during the course of Mutual Authentication Process
are utilized as the transaction 1D (Session ID) and the transaction key (Session
Key).Thetransaction ID is placed at the top of data to improve the security level of
the encryptionin CBC mode. In addition, the transaction ID is updated and checked
at every transaction to restrict the same command can be used only once during a
session.Using the transaction key as the key in data encryption process by DES, in
addition, it is possible to use the transaction key as a key disposable at the end of
each session for improvement of the security level of system.
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[DE.3] Packet Parity Generation

By calculating a data-dependent parity and adding such a parity to the data before
encryption process, checking whether the data was altered or not is done during the
decryption process of data. DESisused in calculation of the parity.

[DE.4] Data Encryption System

In the encryption process of data, DESin CBC mode is adopted. CBC mode is able
to provide a data security level higher than that of EBC mode generally used. If a
random number is placed to the top of data (i.e., randomized Session ID), the ran-
domness of datais especially improved.

Functional Requirements Satisfied: FCS_COP.1, FPT_ITC.1. FPT_ITI.1,
FPT_RPL.1, FTP_ITC.1

[DP] Data Protection

[DP.1] Transaction protection

When atransaction is interrupted during writing, the card recovers al data blocks
that are affected by the write command. All system and user memory blocks
affected are examined and the information is restored to the original state by the
memory protection mechanism.

[DP.2] Protection of communication

All wireless communication paths are encrypted by random numbers, which pro-
vides superior protection against variousillegal attacks such as wiretapping, falsifi-
cation or reuse of the card session.

[DP.3] Detection of data corruption

The persistent memory of the card utilizes check sums for the detection of corrup-
tion of data stored in the memory.

[DP.4] Software and hardware validation

The correctness of additional application and system software loaded onto the card
(can verify) REMOVED in the course of normal operation of the card.
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The hardware operation and the correctness of the firmware are verified by loading
and executing suits of tests using the special test mode of the TOE. Entering the test
mode brings the TOE to the original state before issuing by erasing al datain
TOE’s memory.

Functional Requirements satisfied: FDP_DAU.1, FPT_ITC.1, FTP_ITC.1,
FPT_FLS.1, FPT_RCV.4, FDP_SDI.1, FPT_AMT.L.

[RWMA] Reader/Writer Mutual Authentication

Mutual authentication means the process to establish the access key between the
card and the Reader/Writer. Transmission and reception of the access key data are
encrypted by generating random numbersfor each other so that the key information
cannot be wiretapped or reused.

RC-S860 Contactless Smart Card uses an improved system derived from the 3-way
handshake system defined in 1SO9798. Based upon the confidential communica-
tion system after the mutual authentication completed, an improved security level
of system isimplemented.

For the encryption/decryption processes used in the mutual authentication, Triple
DES System is adopted to achieve a higher security level of the system.

All wireless communication paths are encrypted by session keys generated as ran-
dom numbers, which provides superior protection against variousillegal attacks
such as wiretapping, falsification or reuse of the card sessions. The details of the
process are described in [DE] Data Encryption.

Evaluation of DES's security strength is done all over the world because it is pub-
licly open. By applying DES algorithm to the original text 3 times, Triple DES
achieves the longer length of key actually used. DES encrypts a block of data con-
sisting of 64 bits using a single key of 56 bits, and decrypts the data thus encrypted
using the same key. Triple DES s able to provide a higher level of security than
Single DES.

Functional Requirements Satisfied: FDP_ETC.1, FDP_ITC.1, FPT_ITC.1,
FPT_ITI.1, FPT_RPL.1, FTP_ITC.1, FCS COP.1
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[FR] File Registration

The new service file or area can be registered to a card using the issue information.
Thisissue information contains the issue parameters describing the service/areato
be set up. Theissue information is divided into blocks and encrypted with a syn-
thetic key.In addition, One card can separate to logical two cards REMOVED.

Functional requirements Satisfied: FCS_CKM.1, FCS_CKM.4, FCS _COP.1,
FDP_ACC.1, FDP_ACF.1, FDP_IFC.1, FDP_IFF.1

[KC] Key Change
[KC.1] At the time of IC card manufacturing

During the manufacturing process the IC chip is protected by a |C manufacturing
key. This key must be supplied any time the information in the card needs to be
changed. The identification of the manufacturer is also written to the card during
the manufacturing process after the IC card was assembl ed.

[KC.2] At the time of IC card transportation

Before transportation the | C manfuacturing key is changed to a special transpor-
taion key. The specified security key (IC card shipping key) protects the IC card
during its transportation.

[KC.3] At the time of IC card issuance to customer

The customer has to replace the 1C card shipping key with the individual customer

key before setting up the card. The new security key isbundled into a special pack-
age called key issuance information. The customer has to input this information to

the card and the card will be then available for the customer to set up services.

[KC.4] At the time of adding a service file

It is mandatory to make only the person who knows the security key set uptotheIC
card by the customer is ableto add servicefiles. To achieve this, registration of area
fileis doneto make service files under the management of such areafile can bereg-
istered only by the person who knows the key for such area.

Functional Requirements Satisfied: FCS_CKM.1, FCS_CKM .4, FCS_COP.1
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Required Security Mechanisms

The security functions require the following security mechanisms to be imple-
mented in the TOE:

1. A random number generator.
2. A DES encryption module.

Assurance Measures

This section describes the assurance measures applied to the RC-S860 Contactless
Smart Card to satisfy the CC EAL 4 assurance requirements.

Configuration Management

The configuration management measures applied include assigning a unique prod-
uct identifier for each release of the TOE. Associated with this Product Identifier is
alist of hardware and software configuration items that comprise a single instance
of the TOE. These configuration measures are documented within the following
document: “REMOVED Development Configuration Management”.

Requirements satisfied: ACM_AUT.1, ACM_CAP.4, ACM_SCP.2.

Development

The architecture documents satisfy the functional requirements and the high level
design specification requirements. These are specified in the following documents:

= “Function Specification REMOVED”
= “High Level Design REMOVED”

= “|C Development Specification”

= “Low Level Design REMOVED”

= Implementation source code.

Requirements satisfied: ADV_FSP.2, ADV_HLD.2, ADV_LLD.1, ADV_IMP.1.
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Security policy model

The Security Policy Model is represented by this Security Target. Additionally, the
secure states of the card are defined in the “ Security Reference Manual”.

Requirements satisfied: ADV_SPM.1.

Guidance, delivery and operation

The guidance documentation provided with the TOE includes the administrator and
user guidance as well as a complete API reference of the card commands. The
Delivery and Operation documentation describes the delivery procedures that are
used for the delivery of the TOE and theinitialization procedure for the enabling of
the TOE. These guidance, delivery and operation measures are documented in the
following documents:

* “Security Manual”;

= “Security Reference Manual”;

e “REMOVED User'sManua”;

= “Rewriting Transport Key”;

= “"REMOVED Operation Manual”;
e “Card Issue Procedure”;

= “Delivery Procedure”.

Requirements satisfied: AGD_ADM.1, AGD_USR.1, ADO_DEL.2, ADO_IGS.1.

The documentation is analysed for completeness and the results of the analysis are
provided in the document “Missue Correspondence Table REMOVED”.

Requirements satisfied: AVA_MSU.2.

Development security

The devel opment security measures are identified in the document “1CSS Division
Security Policy”.

Requirements satisfied: ALC_DVS.1.
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Life-Cycle Model

The Life-Cycle Model is represented by this Life-Cycle Model document.
Requirements satisfied: ALC_LCD.1

Testing

The TOE testing policies and procedures and results of the tests are presented in the
following documents:

= “Test Specification”;

= “Function Test Procedure”;

e “Command Test Procedure”;

= “Error Test Procedure”;

= “Function Test Result”;

e “Command Test Result”;

= “Error Test Result”

e “REMOVED Test Script Tool Users Manual”
e “DESTest Specification”

* “DESTest Procedure’

e “DESTest Result”

= “Random Generator Specification”
= “Random Generator Procedure”

= “Random Generator Result”

Requirements satisfied: ATE_DPT.1, ATE_FUN.1, ALC_TAT.L

The examination of test coverage is documented in “REMOVED Test Coverage
Results” document.

Requirements satisfied: ATE_COV.2.

SOF

The Strength-Of-Function analysisis presented in the document “REMOVED
Strength Of Function Analysis’.
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Requirements satisfied: AVA_SOF.1.

Vulnerability analysis

The developer vulnerability analysisis performed as a part of the design and testing
process. The goal of the analysisisto identify and analyze security vulnerabilities
and to confirm that they cannot be exploited in the TOE’ s intended environment.
The results of the analysis are documented in “REMOVED Developer Vulnerabil-
ity Analysis’ document.

Requirements satisfied: AVA_VLA.2.
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TABLE 8. Removed

REMOVED
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Py Version Information

This chapter provides the detailed version information for this Security Target doc-
ument. The following table summarizes the changes applied to the document in

chronological order.

TABLE 17. The version information for Security Target

Version Release Date Name

Verl.0 24 June 2002 Koichiro

Draft-01 Tokunaga

Verl.0 10 July 2002 Koichiro

Draft-02 Tokunaga

Verl.0 20 August 2002 Albert Dorofeev
Koichiro
Tokunaga
Hiroki Ebisawa

Summary of release
Thefirst release.

Correction of Minor Error and
Misstypo.

Release Verl.0.
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