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1 Introduction

The TOE is the LogRhythm Integrated Solution v7.8 with Microsoft SQL Server 2016
SP1 Standard Edition software. The TOE is a fully integrated Security Information and
Event Management (SIEM) solution that collects, categorizes, identifies, and
normalizes log data from log sources such as Windows events, syslog, flat file,
NetFlow, sFlow, databases, and applications, and provides automated alerting
capabilities. The TOE can detect security and compliance issues, such as anomalies in
authentication activity, and brute force attacks on monitored servers.

The TOE provides automated centralization of log collection, archival and recovery,
automated reporting, forensic investigation abilities, anomaly and insider threat
detection, turnkey appliance configuration, and a console management interface.

The purpose of this document is to enable developers to provide assured products to
the IT consumer community in a timely and efficient manner against the certified and
updated version of the TOE as in Table 1 identification below.

Table 1 - Identification Information

Assurance Maintenance MO18

Identifier

Project Identifier Co074

Evaluation Scheme Malaysian Common Criteria Evaluation and
Certification (MyCC) Scheme

Impact Analysis Report LogRhythm Integrated Solution v7.8.0 with Microsoft
SQL Server 2016 SP1 Standard Edition Impact Analysis
Report

New TOE LogRhythm Integrated Solution v7.8.0 with Microsoft SQL
Server 2016 SP1 Standard Edition

Certified TOE LogRhythm Integrated Solution v7.3 with Microsoft
SQL Server 2016 SP1 Standard Edition

New Security Target LogRhythm Integrated Solution v7.8 with Microsoft
SQL Server 2016 SP1 Standard Edition, Version 1.0, 13
May 2022

Evaluation Level EAL2 Augmented (ALC_FLR.2)

Evaluation Technical Evaluation Technical Report V0.2, 11 February 2019

Report (ETR) (EAU000631.01-S034-ETR)

Criteria Common Criteria for Information Technology Security

Evaluation, Part 1: Introduction and general model,
April 2017, Version 3.1, Revision 5
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Common Criteria for Information Technology Security
Evaluation Part 2: Security Functional Components,
April 2017, Version 3.1, Revision 5

Common Criteria for Information Technology Security
Evaluation Part 3: Security Assurance Components,
April 2017, Version 3.1, Revision 5

Assurance Continuity: CCRA Requirements version 2.1,
June 2012

Methodology

Common Evaluation Methodology for Information
Technology Security Evaluation, April 2017, Version
3.1 Revision 5

Common Criteria
Conformance

CC Part 2 Extended
CC Part 3 Conformant
Package conformant to EAL2 Augmented (ALC_FLR.2)

Protection Profile None
Conformance
Sponsor LogRhythm Incorporated
4780 Pearl East Circle, Boulder, Colorado 80301 USA.
Developer LogRhythm Incorporated

4780 Pearl East Circle, Boulder, Colorado 80301 USA
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Description of Changes

4 LogRhythm Inc. has issued a new release of the LogRhythm Integrated Solution v7.8
with Microsoft SQL Server 2016 SP1 Standard Edition since its re-certification version
7.3 on April 2019.
2.1 Changes to the SFRs claimed in the ST
5 The changes that have been made do not affect the Security Functional Requirements
(SFRs) in the ST (Ref [2]). The lists of changes have been documented in the Impact
Analysis Report (IAR) (Ref [2]).
Table 2 - SFR Mapping
SFR Changes | Description of Impact | Rationale
(Yes/No) | Changes
FAU_GEN.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FAU_SAR.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FAU_SAR.2 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FAU_SAR.3 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FAU_SEL.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FAU_STG.2 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FAU_STG.4 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
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SFR Changes | Description of Impact | Rationale
(Yes/No) | Changes
FIA_UAU.2 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FIA_ATD.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FIA_UID.2 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FMT_MOF.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FMT_MTD.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FMT_SMF.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FMT_SMR.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
FPT_ITT.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
SEM_ANL_EXT.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
SEM_RCT_EXT.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
SEM_RDR_EXT.1 No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
SEM_STG_EXT.1(1) | No No changes have Minor | No functionality changes

been made to this
SFR.

have been made that
affect this SFR.
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SFR Changes | Description of Impact | Rationale
(Yes/No) | Changes
SEM_STG_EXT.1(2) | No No changes have Minor | No functionality changes

been made to this
SFR.

have been made that
affect this SFR.

SEM_STG_EXT.1(3) | No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
SEM_STG_EXT.2(1) | No No changes have Minor | No functionality changes
been made to this SFR. have been made that
affect this SFR.
SEM_STG_EXT.2(2) | No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
SEM_STG_EXT.2(3) | No No changes have Minor | No functionality changes
been made to this have been made that
SFR. affect this SFR.
SEM_LDC_EXT.1 No No changes have Minor | No functionality changes

been made to this
SFR.

have been made that
affect this SFR.
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3 Affected Developer Evidence

The affected developer evidence submitted for the assurance continuity required by
the CCRA Assurance Continuity: CCRA Requirements Version 2.1 (2012-06-01) June
2012 (Ref [4]) are as below:

Table 3 - Affected Developer Evidence

PUBLIC

Evidence Description of Changes Rationale Impact
Identification

Security Target: | Maintained Security Target: The changes/ | CB

LogRhythm LogRhythm Integrated Solution Eg\c/j:fe:ahnat ::to:sﬂder

Integrated v7.8 with Microsoft SQL Server de i Mi

Solution v7.3 with | 2016 SP1 Standard Edition ”]l? i,'s ”t‘:]t inor

Microsoft SQL | Security Target, Version 1.0, 30 ESIFSSC c;rr]g €

Server 2016 SP1 | Apr 2022 functionality

Standard Edition,

Version 0.93, 16 Fhat was i

Jan 2019 Changes in the maintained ST included in

are: the scope of
e Section 1.1 - Updated the previous
identification of ST evaluation.
e Section 1.1 - Updated TOE
software version
e Section 2 - product version
number
e Section 2.2.1.1 - product
version number
e Section 2.2.3 - excluded
functionality
e Section 2.3 - Updated list of
TOE documentation for
updated guides

Guidance: Maintained Guidance: The changes/ | CB

LogRhythm Client update that consider

Console LogRhythm Enterprise SIEM, have been it as

Reference Guide, | SePtember 14, 2021 (LogRhythm | o046 is not | Minor

. NextGen-SIEM-7.8.0-Help .

Version 7.3.3, RevA.pdf) affecting the

March 21, 2018 SFRs or
functionality

The content of the Client Console Fhat was ]
Reference Guide has been included in
included in the Enterprise SIEM the scop-e of
document. Some material has the previous
been rearranged to support on- evaluation.
line display in a web browser.

Guidance: Maintained Guidance: The changes/ | CB
update that consider
have been
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Evidence Description of Changes Rationale Impact
Identification
LogRhythm 7.3 This document was specific to made is not it as
Reference Card LogRhythm 7.3 and is not affecting the | Minor
included in documentation for SFRs or
LogRhythm 7.8. functionality
that was
included in
the scope of
the previous
evaluation.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm LogRhythm System Monitor, May update that consider
Compatibility and 04, 2022 (LogRhythm-System- have been it as
System Monitor Monitor-7.8.0.8012-RevA) made is not Minor
Functionality affecting the
Guide, Version SFRs or
7.3.3,RevB Document updated to include functionality
details of System Monitor 7.8. that was -
Some material has been included in
rearranged to support on-line the Scope of
display in a web browser. the previous
evaluation.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm LogRhythm / Enterprise SIEM / update that Fonsider
Release Notes LogRhythm Release Notes / 7.8.0 | have been It as
Version 7.3.3, GA Release Notes made is not Minor
March 21, 2018 | (https://docs.logrhythm.com/doc affecting the
s/enterprise/logrhythm-release- | >FRS OF
notes/7-8-0-ga-release-notes) functionality
that was
included in
the scope of
the previous
evaluation.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm LogRhythm Install a New update that consider
Software LogRhythm Deployment, August | nave been it as
Installation 9, 2021 (LogRhythm-Software- made is not Minor
Guide, Version Install-Guide-7.8.0-RevA.pdf). affecting the
7.3.3, March 21, SFRs or
2018 functionality
that was
included in
Page 7 of 12
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Evidence Description of Changes Rationale Impact
Identification
Document updated for updated the scope of
version of LogRhythm. Some the previous
material has been rearranged to evaluation.
support on-line display in a web
browser.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm This document was specific to update that | consider
Software Upgrade LogRhythm 7.3.3 and is not have b_een it as
Guide 6.3.x to included in documentation for mﬁa:lde.ls not | Minor
7.3.3, Version LogRhythm 7.8. affecting the
7.3.3, March 21, SFRs or
2018 functionality
that was
included in
the scope of
the previous
evaluation.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm Web | LogRhythm Web Console User update that | consider
Console User Guide, September 13, 2021 have been it as
Guide, Version (Gl_o%Rh;/tgg-XVetXC%?)sole-User made is not | Minor
7.3.3, March 21, uide-7.c.U-RevA.p affecting the
2018 SFRs or
Document updated for updated functionality
; that was
version of LogRhythm. Some ) .
. included in
material has been rearranged to
. ) : the scope of
support on-line display in a web :
the previous
browser. )
evaluation.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm LogRhythm Upgrade a LogRhythm | ypdate that | consider
Software Upgrade Deplozmﬁnt, Sefptember ]3,d202] have been it as
Guide 7.x.x to (GLO%R_;/tS r(1)1_-|§0 "cA\\Na(rje]:c;Upgra € made is not Minor
7.3.3, Version uide-7.c.U-RevA.p affecting the
7.3.3, March 21, SFRs or
2018 Document updated for updated functionality
X that was
version of LogRhythm. Some ) .
. included in
material has been rearranged to
. . . the scope of
support on-line display in a web i
the previous
browser. )
evaluation.
Page 8 of 12
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Evidence Description of Changes Rationale Impact
Identification
Guidance: Maintained Guidance: The changes/ | CB
What's New in This document was specific to update that consider
LogRhythm 7.3, LogRhythm 7.3.3 and is not have b_een it as
Version 7.3.3, included in documentation for made is not | Minor
March 21, 2018 LogRhythm 7.8. affecting the
SFRs or
functionality
that was
included in
the scope of
the previous
evaluation.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm MPE | LogRhythm Message Processing | update that | consider
Rule Builder Engine Rule Builder, September have been it as
Parsing Guide, éii’ljgrz_lla(rlg?r?la_?ﬁizn;';ﬂgEéR”Ie made is not | Minor
April 26,2017 — | g™ o 9 S affecting the
Revision A SFRs or
functionality
Document updated for updated Fhat was ]
version of LogRhythm. Some included in
material has been rearranged to the scop-e of
support on-line display in aweb | the previous
browser. evaluation.
Guidance: Maintained Guidance: The changes/ | CB
LogRhythm LogRhythm Schema Dictionary update that consider
Schema and Guide, September 13, 2021 have been It as
glc_zllonilry andb (LogRhythm-Schema-Dictionary- ”;?de_'s n%t Minor
uide, November i i affecting the
28, 2017 and-Guide-7.8.0-RevA.pdf) SFRS or
Revision A functionality
Document updated for updated | thatwas -
version of LogRhythm. Some included in
material has been rearranged to | the scope of
support on-line display in a web the previous
browser. evaluation.
Test Evidence: Maintained Test Evidence: The changes/ | CB
LogRhythm LogRhythm Integrated Solution update that | consider
Integrated v7.8 Test Plan, Version 1.0, 11 have been it as
Solution v7.3 November 2022 made is not Minor
Test Plan, Version affecting the
0.21, 16 January SFRs or
Page 9 of 12
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Evidence Description of Changes Rationale Impact
Identification
2019 All tests specified in the original functionality
test plan have been executed on that was
LogRhythm Integrated Solution included in

v7.8 and the results documented | the scope of
in the updated Test Plan. All tests | the previous
passed, producing the same evaluation.
results as documented in the Test
Plan for LogRhythm Integrated
Solution v7.3.
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4 Result of Analysis

7 The outcome of the review found that none of the modifications significantly affects
the security mechanisms that implement the functional requirements of the Security
Target (Ref [2]) as required in accordance of Assurance Continuity: CCRA Requirements
version 2.1 (2012-06-01) June 2012 (Ref [4]).

8 The nature of the changes leads to the conclusion that they are classified as MINOR
changes. Therefore, it is agreed based on the evidences given that the assurance is
maintained for this version of the product.
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