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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 

THE FIELD OF INFORMATION TECHNOLOGY SECURITY  

SERTIT,  the Norwegian Cert if ication Authority for IT Sec ur ity,  i s  a member of the 

above Arrangement and as such this conf irms that the Common Criteria cert if icate 

has been issued by or under the authority of a Party to this Arrangement and is the 

Party’s cla im that the cert if icate has been issued in accordance with the terms of 

this Arrangement  

The judgements contained in the cert if icate and Cert if ication Report are those of 

SERTIT which issued it  and the Norwegian evaluation facil ity (EVIT)  which carried 

out the evaluation.  There is  no impl ication of acceptance  by other Members of the 

Agreement Group of l iabil ity in respect of  those judgements or  for loss  sustained as 

a result  of  rel iance placed upon those judgements by a third party.  [ *]  

 

 *  Mutual Recognit ion under the CC recognit ion arrangement applies to EAL 4 but not 

to AVA_VAN.5,  ALC_DVS.2 and ASE_TSS.2 .  
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2 Abbreviations 

AA  Active Authentication  

APDU  Applicat ion Data Unit  

BAC  Basic Access Control  

CC Common Criteria for Information Technology Secur ity Evaluat ion  

( ISO/IEC 15408)  

CCRA Arrangement on the Recognit ion of Common Criter ia Cert if icates in the 

Field of Information Technology Security   

CEM  Common Methodology for Information Technology Security Evaluation  

CRC  Cyclic Redundancy Check  

EAL  Evaluation Assurance Level  

EOR  Evaluation Observation Report  

ETR  Evaluation Technica l Report  

EVIT Evaluation Faci l ity under the Norwegian Cert i f ication S cheme for IT 

Secur ity  

ICAO  International Civi l  Aviation Organization  

MRTD  Machine Readable Travel Document  

NVM  Non Volati le Memory (=EEPROM)  

PA  Passive Authent ication  

POC  Point of Contact  

QP  Qualif ied Part ic ipant  

RSA  Rives,  Shamir and Ableman (encry ption scheme)  

SERTIT   Norwegian Cert if ication Author ity for IT Security  

SPM  Secur ity Pol icy Model  

ST  Secur ity Target  

TOE  Target of Evaluation  

TSF  TOE Secur ity Functions  

TSP  TOE Secur ity Pol icy  

IC  Integrated Circuit  
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4 Executive Summary 

4.1  Introduction 

This Cert if ication Report states the outcome of the Common Criter ia security 

evaluation of Toshiba TOSMART-P080-AAJePassport  vers ion 01.07.05 + NVM 

Ver.01.00.00 to the Sponsor ,  TOSHIBA CORPORATION Social Infrastructure Systems 

Company, and is intended to ass ist  prospective consumers when judging the 

suitabi l ity of the IT security of the product for their part icular requ irements.  

Prospective consumers are advised to read this report in conjunct ion with the 

Secur ity Target [1] which specif ies the functional ,  environmental and assuranc e 

evaluation requirements.  

4.2  Evaluated Product 

The version  of the product evaluated was Toshiba TOSMART-P080-AAJePassport  and 

version 01.07.05 + NVM Ver.01.00.00 .  

This product is  a lso described in this report as the Target of Evaluation (TOE) .  The 

developer was TOSHIBA CORPORATION Social Infrastructure Systems Company .  

The TOE is a composite  secur ity IC,  consist ing of the hardware T6ND1, which is  used 

as the evaluated under lying platform and the Machine Readable Travel Document (OS 

and appl ication) software,  which is bui lt  on this hardware platform.  The T6ND1 is a 

secure s ingle chip microcontrol ler with a RF type communication interface compliant 

to ISO-14443 type B.  I t  consists of a central processing unit (CPU) ,  memory elements 

(ROM, RAM, NV memory) ,  and c ircuitry for the RF external interface that have been 

integrated with consideration given to tamper resistance.  The software that is 

incorporated in the memory e lement is capable of providing secur ity functions for 

the Machine Readable Travel  Document (MRTD)  

The MRTD consists of a  secure operating system and application on top of the T6ND1.  

The operating system contains the embedded software functions used by the MRTD 

appl ication.   

The MRTD application provides Act ive Authentication,  Basic Access Control ,  and  

facil itates Pass ive Authentication.  The TOE consists of the security functions: 

Memory access control ,  Sensit ive data with CRC checksum, encrypted key data on 

NVM. 

Details of  the evaluated configuration,  including the TOE’s supporting guidance 

documentation,  are given in Annex A.  

4.3  TOE scope 

The TOE is a composite  product compris ing an integrated circuit  ( IC)  and an 

ePassport  application with a card operating system.  

The IC,  Toshiba T6ND1 is a secure single  chip micro controller with a  RF type 

communication interface compl iant to ISO-14443 type B.  It  consists of a central 

processing unit (CPU) ,  memory elements (ROM, RAM, NVM), and circuitry for the RF 
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external interface.  The IC enables that embedded software can run securely.  The 

T6ND1 is compliant to the IC  platform protect ion prof i le [PP-0035] .  

The ePassport  application with the operating system form the Machine Readable 

Travel  Document (MRTD) .  The MRTD appl ication provides Active Authentication (AA) ,  

Basic Access Control (BAC) ,  and facil itates Passive Auth entication (PA) .  The TOE 

consists of the security funct ions: Memory access control ,  Sensit ive data with CRC 

checksum, encrypted key data on Non Volati le Memory (=EEPROM). The TOE fol lows 

the international guidelines of ICAO for MRTD as defined in [ICAO_930 3].  

The f igure below presents the TOE. The red l ine denotes the composite TOE boundary.  

The blue l ine denotes the part that was added on the T6ND1.  

Architectural view on the TOE  

 

Logica lly the TOE consists of the fol lowing  subsystems:  

1.  The Card OS, providing services to the applications with the subsystems:  

a .  Protocol management,  which handles the ISO14443 type B T=CL 

protocol ,  sends the REQB, sets up the communication protocol as 

defined in ISO14443, and contains the funct ion ality  to send/receive 

APDUs handling management;  

b.  Dispatcher,  which transfers the control to the appl ication and provides 

soft patching funct ionality to that appl ication;  

Arch itec tu ra l  v iew on  the TOE  
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c.  Low level control ,  a set of modules that directly control hardware 

registers .  

d.  File management,  which provides ISO f i le system primit ives (MF, DFs,  

EFs with write and read operations)  to applications;  

e .  Phase management,  which checks the card l i fe cycle management data 

in NV memory and sets  a phase f lag in RAM;  

f .  Secur ity management,  consist ing of genera l routines with secur ity 

services,  such as comparison with security f lags;  

g.  Common API ,  containing genera l rout ines (without specif ic secur ity 

services) ;  

2.  The In it ial isation commands subsystem, containing the APDU commands only 

used in the manufactur ing phase;  

3.  The Personalization commands subsystem, containing the ADPU commands 

only used in the personalizat ion phase;  

4.  The Operation (LDS) commands subsystem, containing the remaining APDU 

commands.  

4.4  Protection Profile Conformance 

The Secur ity Target [1] claimed conformance to the protection prof i le:  

Protect ion Profi le  for ePassport IC with Active Authenticat ion [PP -C0247EN]  

4.5  Assurance Level 

The Secur ity Target [1] specif ied the assurance requirements for the evaluation.  The 

assurance incorporated predef ined evaluation assurance level EAL4 augmented with 

AVA_VAN.5,  ALC_DVS.2 and ASE_TSS.2 .  Common Cr iteria Part 3 [4] describes the scale 

of assurance given by predef ined assurance levels EAL1 to EAL7 .  An overview of CC is 

given in CC Part 1[2] .  

4.6  Security Policy 

The TOE secur ity pol icies are detailed in Protection Profi le for ePassport IC with 

Active Authentication [PP-C0247EN],  the Organisational Security Polic ies defined in 

section 3.2 of the Protection Profi le are val id for this TOE.  

4.7  Security Claims 

The Secur ity Target [1] and the PP [18] fully specif ies the TOE’s security objectives,  

the threats ,  Organisational security  Policies  which these object ives  meet and security 

functional requirements and security funct ions to elaborate the objectives.  Al l  of the 

SFR’s are taken from CC Part 2 [3];  use of  this  standard facil itates comparison with 

other evaluated products.  

4.8  Threats Countered 

The threats countered by the TOE are detailed in Protection Prof i le for ePassport IC 

with Act ive Authentication [PP -C0247EN].  




