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Toshiba TOSMART-P080-AAJePassport EAL4 augmented with AVA_VAN.5,

.. .. Version 01.07.05 + NVM Ver.01.00.00 ~ ~ ~  ALC_DV5.2 and ASE_T55.2

ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN
THE FIELD OF INFORMATION TECHNOLOGY SECURITY

SERTIT, the Norwegian Certification Authority for IT Security, is a member of the
above Arrangement and as such this confirms that the Common Criteria certificate
has been issued by or under the authority of a Party to this Arrangement and is the
Party's claim that the certificate has been issued in accordance with the terms of
this Arrangement

The judgements contained in the certificate and Certification Report are those of
SERTIT which issued it and the Norwegian evaluation facility (EVIT) which carried
out the evaluation. There is no implication of acceptance by other Members of the
Agreement Group of liability in respect of those judgements or for loss sustained as
a result of reliance placed upon those judgements by a third party. [*]

* Mutual Recognition under the CC recognition arrangement applies to EAL 4 but not
to AVA_VAN.5, ALC_DVS.2 and ASE_TSS.2.
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1 Certification Statement

TOSHIBA CORPORATION Social Infrastructure Systems Company Toshiba TOSMART-
P080-AAJePassport is a The TOE is a Machine Readable Travel Document (MRTD),
consisting of the hardware T6ND1, which is used as the evaluated underlying
platform and the MRTD (0OS and application) software, which is built on this
hardware platform.

Toshiba TOSMART-P080-AAJePassport version 01.07.05 + NVM Ver.01.00.00 has been
evaluated under the terms of the Norwegian Certification Scheme for IT Security and
has met the Common Criteria Part 3 conformant requirements of Evaluation
Assurance Level EAL4 augmented with AVA_VAN.5, ALC_DVS.2 and ASE_TSS.2 for the
specified Common Criteria Part 2 conformant functionality in the specified
environment when running on the platforms specified in Annex A. It has also met the
requirements of Protection Profile for ePassport IC with Active Authentication [PP-
C0247EN].
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2 Abbreviations

AA
APDU
BAC
CC

CCRA

CEM
CRC
EAL
EOR
ETR
EVIT

ICAO
MRTD
NVM
PA
POC
QP
RSA
SERTIT
SPM
ST
TOE
TSF
TSP
IC
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Active Authentication
Application Data Unit
Basic Access Control

Common Criteria for Information Technology Security Evaluation
(ISO/IEC 15408)

Arrangement on the Recognition of Common Criteria Certificates in the
Field of Information Technology Security

Common Methodology for Information Technology Security Evaluation
Cyclic Redundancy Check

Evaluation Assurance Level

Evaluation Observation Report

Evaluation Technical Report

Evaluation Facility under the Norwegian Certification Scheme for IT
Security

International Civil Aviation Organization
Machine Readable Travel Document

Non Volatile Memory (=EEPROM)

Passive Authentication

Point of Contact

Qualified Participant

Rives, Shamir and Ableman (encryption scheme)
Norwegian Certification Authority for IT Security
Security Policy Model

Security Target

Target of Evaluation

TOE Security Functions

TOE Security Policy

Integrated Circuit
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4 Executive Summary

4.1 Introduction

This Certification Report states the outcome of the Common Criteria security
evaluation of Toshiba TOSMART-P080-AAJePassport version 01.07.05 + NVM
Ver.01.00.00 to the Sponsor, TOSHIBA CORPORATION Social Infrastructure Systems
Company, and is intended to assist prospective consumers when judging the
suitability of the IT security of the product for their particular requirements.

Prospective consumers are advised to read this report in conjunction with the
Security Target[1] which specifies the functional, environmental and assurance
evaluation requirements.

4.2 Evaluated Product

The version of the product evaluated was Toshiba TOSMART-P080-AAJePassport and
version 01.07.05 + NVM Ver.01.00.00.

This product is also described in this report as the Target of Evaluation (TOE). The
developer was TOSHIBA CORPORATION Social Infrastructure Systems Company.

The TOE is a composite security IC, consisting of the hardware T6ND1, which is used
as the evaluated underlying platform and the Machine Readable Travel Document (0S
and application) software, which is built on this hardware platform. The T6ND1 is a
secure single chip microcontroller with a RF type communication interface compliant
to 1SO-14443 type B. It consists of a central processing unit (CPU), memory elements
(ROM, RAM, NV memory), and circuitry for the RF external interface that have been
integrated with consideration given to tamper resistance. The software that is
incorporated in the memory element is capable of providing security functions for
the Machine Readable Travel Document (MRTD)

The MRTD consists of a secure operating system and application on top of the T6ND1.
The operating system contains the embedded software functions used by the MRTD
application.

The MRTD application provides Active Authentication, Basic Access Control, and
facilitates Passive Authentication. The TOE consists of the security functions:
Memory access control, Sensitive data with CRC checksum, encrypted key data on
NVM.

Details of the evaluated configuration, including the TOE's supporting guidance
documentation, are given in Annex A.

4.3 TOE scope

The TOE is a composite product comprising an integrated circuit (IC) and an
ePassport application with a card operating system.

The IC, Toshiba T6ND1 is a secure single chip micro controller with a RF type
communication interface compliant to 1ISO-14443 type B. It consists of a central
processing unit (CPU), memory elements (ROM, RAM, NVM), and circuitry for the RF
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external interface. The IC enables that embedded software can run securely. The
T6ND1 is compliant to the IC platform protection profile [PP-0035].

The ePassport application with the operating system form the Machine Readable
Travel Document (MRTD). The MRTD application provides Active Authentication (AA),
Basic Access Control (BAC), and facilitates Passive Authentication (PA). The TOE
consists of the security functions: Memory access control, Sensitive data with CRC
checksum, encrypted key data on Non Volatile Memory (=EEPROM). The TOE follows
the international guidelines of ICAO for MRTD as defined in [ICAO_9303].

The figure below presents the TOE. The red line denotes the composite TOE boundary.
The blue line denotes the part that was added on the T6ND1.
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Architectural view on the TOE

Logically the TOE consists of the following subsystems:
1. The Card OS, providing services to the applications with the subsystems:

a. Protocol management, which handles the 1SO14443 type B T=CL
protocol, sends the REQB, sets up the communication protocol as
defined in ISO14443, and contains the functionality to send/receive
APDUs handling management;

b. Dispatcher, which transfers the control to the application and provides
soft patching functionality to that application;
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c. Low level control, a set of modules that directly control hardware
registers.
d. File management, which provides ISO file system primitives (MF, DFs,
EFs with write and read operations) to applications;
e. Phase management, which checks the card life cycle management data
in NV memory and sets a phase flag in RAM;
f. Security management, consisting of general routines with security
services, such as comparison with security flags;
g. Common API, containing general routines (without specific security
services):
2. The Initialisation commands subsystem, containing the APDU commands only
used in the manufacturing phase;
3. The Personalization commands subsystem, containing the ADPU commands
only used in the personalization phase;
4. The Operation (LDS) commands subsystem, containing the remaining APDU
commands.

4.4 Protection Profile Conformance
The Security Target[1] claimed conformance to the protection profile:

Protection Profile for ePassport IC with Active Authentication [PP-C0247EN]

4.5 Assurance Level

The Security Target[1] specified the assurance requirements for the evaluation. The
assurance incorporated predefined evaluation assurance level EAL4 augmented with
AVA_VAN.5, ALC_DVS.2 and ASE_TSS.2. Common Criteria Part 3[4] describes the scale
of assurance given by predefined assurance levels EAL1 to EAL7. An overview of CC is
given in CC Part 1[2].

4.6 Security Policy

The TOE security policies are detailed in Protection Profile for ePassport IC with
Active Authentication [PP-C0247EN], the Organisational Security Policies defined in
section 3.2 of the Protection Profile are valid for this TOE.

4.7 Security Claims

The Security Target[1] and the PP [18] fully specifies the TOE's security objectives,
the threats, Organisational security Policies which these objectives meet and security
functional requirements and security functions to elaborate the objectives. All of the
SFR's are taken from CC Part 2[3]; use of this standard facilitates comparison with
other evaluated products.

4.8 Threats Countered

The threats countered by the TOE are detailed in Protection Profile for ePassport IC
with Active Authentication [PP-C0247EN].
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