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1 Security Target Introduction

This section identifies the Security Target (STardget of Evaluation (TOE), ST conventions, ST comi@nce
claims, and the ST organization. The Target oflatson is the Blue Coat ProxySG Operating Systen?.%.1,
and will hereafter be referred to as SGOS or th& Ti@oughout this document. The TOE is a proprjetgerating
system developed specifically for use on a hardwamdiance that serves as an Internet proxy. Thpgse of the
appliance is to provide a layer of security betwaaninternal and External Network (typically anicdf network
and the Internet).

1.1 Purpose

This ST contains the following sections to providepping of the Security Environment to the Security
Requirements that the TOE meets in order to remdinanish, or mitigate the defined threats:

» Security Target Introduction (Section 1) — Providelsrief summary of the content of the ST and dessr
the organization of other sections of this document

 TOE Description (Section 2) — Provides an overvieivthe TOE security functions and describes the
physical and logical boundaries of the TOE.

e Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE tand i
environment.

» Security Objectives (Section 4) — Identifies theuwsgy objectives that are satisfied by the TOE dtsd
environment.

» Security Requirements (Section 5) — Presents tlerBg Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE arileby OE’s environment.

» TOE Summary Specification (Section 6) — Descriltesdecurity functions provided by the TOE to sstisf
the security requirements and objectives.

» Protection Profile Claims (Section 7) — Provides ithentification of any ST Protection Profile (R#dims
as well as a justification to support such claims.

» Rationale (Section 8) — Presents the rationaletlier security objectives, requirements, and the TOE
summary specifications as to their consistency,etaness, and suitability.

» Acronyms (Section 9) — Defines the acronyms useldimvthis ST.

1.2 Security Target, TOE and CC Identification and  Conformance

Table 1 — ST, TOE, and CC ldentification and Confor mance

ST Title Blue Coat Systems, Inc. ProxySG Operating System v4.2.5.1 Security Target

ST Version Version 0.94

Corsec Security, Inc.

Author Darryl H. Johnson and Nathan Lee

TOE lIdentification Blue Coat ProxySG Operating System v4.2.5.1

Common Criteria for Information Technology Security Evaluation, Version 2.3, August
2005 (aligned with ISO/IEC 15408:2005); CC Part 2 extended; CC Part 3 augmented; PP
claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of 2007-01-05
were reviewed, and no interpretations apply to the claims made in this ST.

Common Criteria (CC)
Identification and
Conformance

PP I|dentification None

Evaluation Assurance EAL2+
Level

Proxy, Blue Coat, Gateway, Traffic Filtering, Content Filtering, Transparent
Authentication, Proxy SFP, Web Security, Safe Browsing

Keywords

Blue Coat ProxySG Operating System v4.2.5.1 Page 1
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1.3 Conventions, Acronyms, and Terminology

1.3.1 Conventions

There are several font variations used within 8iIs Selected presentation choices are discusgedihaid the
Security Target reader.

The Common Criteria for Information Technology SgétyuEvaluation (CC) allows for several operaticnsbe
performed on security requirements: assignmenitegfent, selection, and iteration. All of theseeigions are
used within this ST. These operations are preddéntthe same manner in which they appear in Raaisd 3 of the
CC with the following exceptions:

Completed assignment statements are identifiedygalicized text within brackels

Completed selection statements are identified Usinderlined italicized text within brackéts

Refinements are identified usimgld text. Any text removed is stricken (Example-H-8atg and should
be considered as a refinement.

Iterations are identified by appending a letteparenthesis following the component title. Forragée,
FAU_GEN.1(a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.2 Acronyms and Terminology

The acronyms and terms used within this ST areritbestin Section 9 — “Acronyms.”

Blue Coat ProxySG Operating System v4.2.5.1 Page 2
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2 TOE Description

This section provides a general overview of the T&8EnN aid to understanding the general capabibtiel security
requirements provided by the TOE. The TOE dedonpprovides a context for the TOE evaluation bgnitifying
the product type and describing the evaluated gardkion.

2.1 Product Type

The Blue Coat ProxySG Operating System v4.2.5.1Sfds a proprietary operating system developedifipally
for use on a hardware appliance that serves astamét proxy. The purpose of the appliance isrtwvide a layer
of security between an Internal and External Nekwitypically an office network and the Internet).

2.2 Product Description

SGOS is delivered on one of several appliances faatuted by Blue Coat Systems. These appliancggda the
SG200, SG510, SG810, and SG8100 lines of produetery appliance runs the same TOE software biimage.
Differences in each model are to allow for diffarparformance and scalability requirements in eadtomer site.

Figure 1 below shows the details of a typical grise deployment scenario.

Branch Office

Regional Office

S$G8100

SG510
‘ N
Remote Office \ O ~

Y
Do 3

Figure 1 — Typical Enterprise Deployment of the TOE

The security provided by the SGOS can be used miralp protect, and monitor the Internal Networkise of
controlled protocols on the External Network. Tueatrolled protocols implemented in the evaluatedfiguration
are:

Blue Coat ProxySG Operating System v4.2.5.1 Page 3
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» Hypertext Transfer Protocol (HTTP)

» File Transfer Protocol (FTP)

*+ SOCKS

» Instant Messaging (AOL, Microsoft Network, and YaHo

Control is achieved by enforcing a configurableigo{Proxy SFB) on controlled protocol traffic to and from the
Internal Network users. The policy may includehautication, authorization, content filtering, aaetiting.

2.2.1 SGOS Concepts

2.2.1.1 Administrative Access

Administrative access to the TOE is provided byRnexySG Serial Console. Users access the Saviaddle using
a terminal emulator over a direct serial connectmthe appliance. The Serial Console controles&to the Setup
Console (used for initial configuration only) arttetCommand Line Interface (CLI), which is used fimrmal
administrative operations. The Serial Consolersfeemenu with choices for the Setup Console amdCtt.

2.2.1.2 Initial Configuration

The TOE must be configured using the Setup Coniselere it is installed into the client's network-he Setup
Console is used to specify the IP address, subaekniefault gateway, Domain Name System (DNS)esetiie
Console username and password, and the Setup €gesdword. Note that in this evaluated confifmaonce
the TOE is operational, the Setup Console is ngdomised. Access to the Setup Console is medigtéide Serial
Console and (in the evaluated configuration) istgoted by a password. Additional configuration gadicy
definition is done through the CLI by selecting ikl from the Serial Console menu.

2.2.1.3 Security Functional Policies

After initial configuration, the TOE is consideregerational and behaves as a proxy that, by defdetties all
traffic. To enable controlled protocol traffic ¥lp an authorized administrator defines informafiomw policy rules,
which comprise the Proxy SFP.

These rules can require authentication of End Uséus authorized administrator creates End Usersidigg the
management interfaces to create unique user accouatlocal user list. End Users can be grantkdirsstrative
privileges by defining access control policy rulesijch comprise the Administrative Access SFP.

The policy rules that define the Proxy SFP and Adstiative Access SFP are expressed using thexsgnthrules
described in the Blue Coat Systems, Inc. ProxyS@téu Policy Language Guide, 4.2.5 (Document Nuni34 -
02780).

2.2.1.4 Explicit and Transparent Network Environmen  ts

In order to act as a proxy and manage controlledopol traffic between the Internal and Externabiak, all of

the targeted traffic must flow through the appliencArranging for controlled protocol traffic tooflv through the
appliance requires configuration of the organizgionetwork environment. There are two kinds ofwoek

deployments: explicit and transparent. In an eiplieployment, the users’ client software (e.gveb browser) is
configured to access the External Network via thexy. The client software presents the trafficthe Internal
Network port of the proxy for service. In a traasgnt deployment, the network and proxy are confidiso that
the proxy can intercept controlled protocol traffitended for the External Network. The userstwafe is not
changed and the user may be unaware that contymid¢dcol traffic is passing through the proxy.

! SFP — Security Functional Policy

Blue Coat ProxySG Operating System v4.2.5.1 Page 4
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2.2.1.5 Deployment Configurations

ProxySG appliances are deployed in two differemtfigoirations: Forward Proxy Deployment (or Gatevizrpxy)
and Reverse Proxy Deployment (or Server Proxy)e Fbrward Proxy deployment is more common for qusts,
and allows a ProxySG device to apply policy rulesdients in a single area such as an office callarea network

(LAN).

L4 Switch

non-controlled
protocol traffic

Browser Client

controlled
protocol traffic

Original Content
servers KN
(OCS)

ProxySG
Proxy Server

Figure 2 — Forward (Gateway) Proxy Deployment

In the Forward Proxy deployment (depicted in Figdrabove), all controlled protocol traffic flowsrtlugh the
ProxySG, forcing browsers to access all Originaht€at Servers (OCS) through the ProxySG. Thiswallo
ProxySG to act as a policy enforcement node beferging up web pages. A layer-four switch can remdiall
other traffic around the ProxySG. In this configtimn, non-controlled protocol traffic flows norrhabnd clients
are unaware of the existence of the proxy. Thaglient configuration is required after ProxySGtailation.

5
N
N
S

Original Content ProxySG Browser Client
Server Proxy Server
(ocs)

Figure 3 — Reverse (Server) Proxy Deployment

In the Reverse Proxy deployment, a ProxySG is @&ssacwith an OCS web server (as depicted in FiGuabove).
The ProxySG can cache and deliver pictures and oitwe-variable content rapidly, offloading thoséodf from
the OCS. This frees the OCS to perform applicaliased services (such as dynamic web page gemgratio

2.2.1.6 Protection of TOE Assets and Functions

The assets of the TOE are the:
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» Local user list

e Proxy SFP rules

» Administrative Access SFP rules
» Audit logs

» System configuration

The two primary security capabilities of the TOI &t) restricting controlled protocol traffic beterethe Internal
and External Networks and (2) managing the SGOBe ta@ngible assets and management functions atecprd

by restricting access to administrators. Only adstiators can log into the TOE management intedaaccess the
SGOS configuration, and configure policies.

2.3 TOE Boundaries and Scope

This section addresses what physical and logicadpoments of the TOE are included in evaluationguFeé 4
illustrates the physical and logical boundarieshef overall solution and ties together all of tlenponents of the
TOE and the constituents of the TOE Environment.

LEGEND:

TOE PHYSICAL BOUNDARY | TOE LOGICAL BOUNDARY
.

- F

Internal ‘

External Network
Interface Card

Internal Network

‘ Serial Port ‘
Interface Card

|_ o \em—— e m— o A
Storage Device I

> ‘ Security Mgmt ‘ ‘ Proxy SFP ‘ ‘ I/a ‘

Central I ‘ Admin SFP ‘ ‘ Audit ‘ I

Unit

| |

ProxySG Appliance

Figure 4 — TOE Physical and Logical Boundaries

2.3.1 Physical Boundary

The TOE is a proprietary operating system whictsran custom, purpose-built hardware. The phy&ioahdary
includes the kernel and all of the security and aggment engines of the SGOS. The kernel provitedasic
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operating system functions, including system resdunanagement and communications between the hardnd
software.

2.3.1.1 TOE Environment

The TOE is intended to be deployed in a physicsdigured data center with the appropriate levehgéigal access
control and physical protection (e.g. fire contiokks, alarms, etc.). Access to the physical cnport on the
appliance itself should be restricted via a locilath cabinet within the data center as well. TO&Ts intended to
be managed by administrators operating under &stenssecurity policy.

The TOE provides a layer of security between aari@l and External Network, and is meant to conpobtect,
and monitor the Internal Network’s use of contrdllprotocols on the External Network. For this joemte
correctly, all plaintext controlled protocol traffimust traverse the appliance on which the TOE.ruhse TOE
environment is required to provide for this configtion.

2.3.2 Logical Boundary

The logical boundary includes the security and rgangent engines of SGOS (see Figuyemvhich address the
security functional requirements imposed on the TOHe security functional requirements implemertigdthe
TOE are usefully grouped under the following Segufunction Classes:

e Security Audit

* User Data Protection

» ldentification and Authentication

» Protection of the TOE Security Function (TSF)
» Security Management

2.3.2.1 Security Audit

The SGOS has two separate auditing capabilitiggraside an audit trail of security relevant evenfBhese are

System Event Logging and Access Logging. The @ydiwent Log records system boot events, autheiticat
events, changes to the SGOS configuration, andselik@ failed communication to external devicekhe System

Event log can be viewed by Privileged Administrator

Access Logging makes a record of all controlledqrol traffic that enters the TOE. An administratan specify
exactly what information goes into these recor8sandard logging formats like SQUID and NCdke provided
for convenience, and custom log formats can benddfiusing W3& Depending on the policy, the SGOS can
create multiple log files for different policy agtis. For example, single user actions or groupr&tan be logged
where necessary. If an audit log ever fills tacitsfigured capacity, the oldest records will bergwritten with new
records. Access logs can be transferred to anathehine (as configured by an administrator) falysis.

2.3.2.2 User Data Protection
User data protection defines how users of the T@EHkowed to perform operations on objects.

The TOE provides authorized administrators with dbdity to define security policies using the Py8%G Content
Policy Language (CPL). The CPL provides for theation of rules that perform certain actions baseda set of
conditions. The conditions and actions dependhenkind of policy being written. Policies writtém CPL are
evaluated according to the rules described in e Boat Systems, Inc. ProxySG Content Policy LagguGuide,
4.2.3 (Document Number 231-02780).

2 NCSA — National Center for Supercomputing Appliizas

3 W3C — World Wide Web Consortium
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2.3.2.2.1 Administrative Access Control Policy

An Administrative Access SFP is defined by the eystadministrator to control access to the admatise
functions of the TOE. The conditions for theseigqes can be constructed from attributes of theiest) such as
user identity and kind of access needed (read-anitgad/write). Other attributes include time ayygnd date. The
actions include requiring an authenticated sesaishallowing or denying access.

2.3.2.2.2 Information Flow Protection (IFP) Policy

A Proxy SFP is defined by the system administratorcontrol controlled protocol traffic through theroxy
appliance. The conditions can be constructed foset of attributes including whether the traffiigmated from
the Internal Network or the External Network and/ @embination of characteristics of the controligatocol
traffic such as:

» User identity

» Universal Resource Locator (URL)
* Time

» Method (requested action)

* Content type

* HTTP compression

* Required bandwidth

SGOS also offers a policy-based feature called pgrgaData Type filtering. This feature identifidata content
associated with Microsoft Dd%ind Windows executable files. When used in a gerligy, drive-by installation of
spyware is blocked. File types that are blocketlihe:

» Executable files (.exe)

» Data link libraries (.dll)

« OLE® custom controls (.ocx)

e Cabinet (compressed archive) files(.cab)

The actions that policies can take are allow, deeguire an authenticated session, select the @tithBon mode,
rewrite a portion of the traffic (e.g. URL redirgcstrip active content, present corporate insionstto End Users,
and email a warning. For example, policies carwkitien to restrict access to certain URLs for soonall End

Users, restrict traffic for specified URLs to autlzed End Users or to specific times of day, opsépecific content
types from controlled protocol traffic in eithereétion. These policies can be applied based aracteristics such
as the user, group, time of day, and network addres

2.3.2.3 Identification and Authentication

The TOE provides the ability for administratorstanage the security functions of the TOE. Thetifleation and
Authentication security function ensures that asdesthis management capability is restricted tihaized TOE
administrators and protected by the entry of crédisn Administrators are assigned a role to deiee what
aspects of the TOE they are allowed to manage.

2.3.2.4 Protection of the TSF

The Protection of the TSF function provides thegnity and management of the mechanisms that priftecT SF.
The SFRs in this evaluation are impossible to bypgmsause the TOE is designed in such a way thatecess is
possible without passing through key security festusuch as identification and authentication acwkss control

* DOS - Disk Operating System

® OLE — Object Linking and Embedding
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mediation. The TOE maintains its own domain foe@xion and does not share any hardware with other
applications.

2.3.2.5 Security Management

The Security Management function provides admiaietis with the ability to properly manage and cgufe the
TOE to store and access it$ Assets. Using a proprietary policy-drafting lamges SGOS allows administrators to
create Administrative Access SFP rules that gradtgovern administrative access, and to createyP3&P rules
that control the flow of controlled protocol tradffi

2.3.3 Excluded Features and Functionality
The following physical/logical features and funaiédity are not included in the evaluated configiorabf the TOE:

» The following proxies:

o Streaming proxies (Microsoft Media Server, Real &i8treaming Protocol)
Shell proxies (Secure Shell (SSH), telnet)
Peer-to-Peer (P2P) network proxies (BitTorrent, @&y, Gnutella, Kazaa)
Secure Sockets Layer (SSL) proxy
Transmission Control Protocol (TCP) Tunneling proxy
DNS proxy

o Remote Procedure Call (RPC) Endpoint Mapper proxy
» Off-box content filtering and virus scanning
* Remote management via telnet
 Remote management via SSH
* Remote management via Management Console webdoterf
» Bridging (hardware and software)
» Dynamic and Static Bypass
» Refresh and Pipelining
» Internet Control Protocol (ICP) and Web Cache GarRRrotocol (WCCP)
* Visual Policy Manager
+ Attack-detection
» Authentication realms other than “local”
e Clusters, fail-over, and chained proxies
« RADIUS’ and TACACS# splash pages
+ Content-management commands
» syslog, health monitoring, health checks, heartheatd diagnostics
» Simple Network Management Protocol (SNMP) and Segail Transfer Protocol (SMTP) alerts
» <forward> policy
» authenticate.mode() settings other than as desktiibnis document
* Encrypted access logs
» Session Monitor
+ Certificate Revocation Lists
* Dynamic Real-Time Rating (DRTR™)

O o0Oo0oo0oo

®IT — Information Technology
"RADIUS — Remote Authentication Dial-In User Segvic

8 TACACS+ — Terminal Access Controller Access CohBiystem
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3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It plesithe statement of the TOE security environmehich
identifies and explains:

» All assumptions about the secure usage of the Ti@kiding physical, personnel, and connectivityexsp
» All known and presumed threats countered by eitieeT OE or by the security environment
» All organizational security policies with which tH®©E must comply

3.1 Assumptions

This section describes the security aspects oirttemded environment for the evaluated TOE. Theragonal
environment must be managed in accordance withrasse requirement documentation for delivery, of@naand
user guidance. The specific conditions listed abI€ 2 below are required to ensure the securitheT OE and are
assumed to exist in an environment where this T&#riployed.

Table 2 — Assumptions

Assumption Description

A.ENVIRON The TOE is located in an environment that provides physical security,
uninterruptible power, air conditioning, and all other conditions required for
reliable operation of the hardware. Physical access to the appliance is
restricted to authorized persons.

A.INSTALL The SGOS device has been installed and configured according to the
appropriate installation guides.

A.NETWORK All plaintext controlled protocol traffic between the Internal and External
Networks traverses the SGOS device; there is no other connection between
the Internal and External Networks for plaintext controlled protocol traffic.

A.NO_EVIL_ADMIN Administrators are non-hostile and follow all administrator guidance when
using the TOE. Administration is competent and on-going.

A.PASSWORD Passwords for administrative access to the TOE and for End User accounts
are at least eight characters in length and comprise at least one letter (from a
set of 26 upper-case letters and 26 lower-case letters), one special character
or symbol (from a set of 32), and one number (from a set of 10).

A.PLATFORM The hardware platform used to host the TOE supports all required SGOS
functions, and is dedicated to supporting SGOS only.

A.SECURE_PATH Security-related TOE data transmitted to and from the TOE over a network
connection is protected from compromise by appropriate measures.

A.TIMESTAMP The IT environment provides the TOE with the necessary reliable
timestamps.

3.2 Threats to Security

Table 3 below identifies the threats to the IT &ssgainst which protection is required by the T@Bby the
security environment. The threat agents are divide two categories:

Blue Coat ProxySG Operating System v4.2.5.1 Page 10
© 2007 Blue Coat Systems, Inc.



Security Target, Version 0.94 October 19, 2007

» Attackers who are not TOE users: They have publmakedge of how the TOE operates and are assumed
to possess a low skill level, limited resourcesalter TOE configuration settings/parameters angmgsical
access to the TOE.

» TOE users: They have extensive knowledge of howTf& operates and are assumed to possess a high
skill level, moderate resources to alter TOE camfigion settings/parameters and physical accesketo
TOE. (TOE users are, however, assumed not to lifellyi hostile to the TOE)

Both are assumed to have a low level of motivati®he IT assets requiring protection are the uaéa daved on or
transitioning through the TOE and the hosts onpitetected network. Removal, diminution, and mitiga of the
threats are through the objectives identified inti®a 4 of this document.

Table 3 — Threats

Name Description

T.EXTERNAL_NETWORK A user or process on the Internal Network may access or post content on the
External Network that has been deemed inappropriate or potentially harmful
to the Internal Network.

T.MASQUERADE A user or process may masqguerade as another entity in order to gain
unauthorized access to data or TOE resources.

T. TAMPERING A user or process may be able to bypass the TOE's security mechanisms by
tampering with the TOE or TOE environment.

T.UNAUTHORIZED_ACCESS A user may gain access to security data on the TOE for which they are not
authorized according to the TOE security policy through the improper use of
valid credentials.

3.3 Organizational Security Policies

An organizational security policy is a set of rylpsactices, and procedures imposed by an orgamiztt address
its security needs. The specific security objetigre listed in Table 4 below.

Table 4 — Organizational Security Policies

Name Description

P.ACTIVE_CONTENT The TOE shall provide a means to remove active content (e.g. Java,
JavaScript, ActiveX) in HTML® pages delivered via controlled protocols.

P.ADMIN Only authorized individuals shall have the ability to perform administrative
actions on the TOE.

P.AUDIT The TOE shall record events of security relevance at the “basic level” of
auditing. The TOE shall record the resulting actions of the Proxy SFP.

P.CONTENT_TYPE End Users shall not access unauthorized content types via controlled
protocols on the External Network.

® HTML — Hypertext Markup Language
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Name Description

P.FILTERED_URLS End Users shall not access unauthorized URLSs via controlled protocols on
the External Network.

P.MANAGE The TOE shall provide secure management of the system configuration, the
Proxy SFP, and the Administrative SFP.

P.NON_ANONYMOUS Access to some resources via controlled protocols on the External Network
may be restricted to particular End Users.

P.POST_TYPE End Users shall not post unauthorized content types to the External Network
using controlled protocols.
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment. The sgcobjectives
identify the responsibilities of the TOE and its/iganment in meeting the TOE’s security needs.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE astéeldl in Table 5 below.

Table 5 — Security Objectives for the TOE

Name Description

O.AUDIT The TOE must record events of security relevance at the “basic level” of
auditing. The TOE must record the resulting actions of the Proxy SFP.

O.AUTHENTICATE The TOE must require the Administrator to authenticate before gaining
access to the administrative interfaces of the TOE, and End Users to
authenticate if their controlled E)rotocol traffic matches a Proxy SFP rule
which requires authentication™.

O.MANAGE The TOE must provide secure management of the system configuration, the
Administrative Access SFP and the Proxy SFP.

O.NO_TOE_TAMPER The TOE must protect itself against external interference or tampering by
untrusted subjects, or attempts by untrusted subjects within the scope of its
control to bypass the TOE security functions.

O.REMOVE_ACTIVE The TOE must be able to remove active content from HTML pages delivered
via a controlled protocol as defined by the Proxy SFP.

O.SCREEN_TYPE The TOE must disallow controlled protocol traffic of given content types as
defined by the Proxy SFP.
O.SCREEN_URL The TOE must disallow controlled protocol traffic for given URLs as defined

by the Proxy SFP.

4.2 Security Objectives for the Environment

4.2.1 IT Environment Security Objectives

The following table lists the specific IT securdpjectives to be satisfied by the environment.

Table 6 — IT Security Objectives for the TOE Enviro nment

Description

OE.NETWORK All plaintext controlled protocol traffic between the Internal and External
Networks must traverse the SGOS device.

19 Not all Proxy SFP rules require authenticatioee SDP_IFF.1 for details of the Proxy SFP.
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Name Description

OE.NO_HW_TAMPER The hardware platform hosting the TOE must protect the TOE against
external interference or tampering by untrusted subjects, or attempts by
untrusted subjects within the scope of control of the hardware to bypass the
TOE security functions.

OE.PLATFORM The TOE hardware must support all required SGOS functions; this platform
must be dedicated to supporting SGOS processes only, and must function
according to the documentation for the SGOS.

OE.SECURE_PATH The IT environment must provide a means to protect against the compromise
of security-related TOE data transmitted to and from the TOE.

OE.TIMESTAMP The hardware platform hosting the TOE must provide a reliable timestamp for
use by the TOE.

4.2.2 Non-IT Environment Security Objectives
The following non-IT environment security objectvare to be satisfied without imposing technicgureements

on the TOE. That is, they will not require the lepentation of functions in the TOE hardware andfoftware.
Thus, they will be satisfied largely through apation of procedural or administrative measures.

Table 7 — Non-IT Security Objectives for the TOE En  vironment

Name Description

OE.ADMIN The administrator must be non-malicious and competent, and must follow all
guidance.
OE.ENVIRON The physical environment must be suitable for supporting a computing device

in a secure setting.

OE.PASSWORD Passwords for the Administrator and End User accounts and the “enable”
password will be at least eight characters in length and comprise at least one
letter (from a set of 26 upper-case letters and 26 lower-case letters), one
special character or symbol (from a set of 32), and one number (from a set of
10).
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5 Security Requirements

This section defines the SFRs and SARs met by @€, as well as SFRs met by the TOE IT environmdiitese
requirements are presented following the conveatidantified in Section 1.3.1.

5.1 TOE Security Functional Requirements
This section specifies the SFRs for the TOE. Bhistion organizes the SFRs by CC class. Table®iftes all

SFRs implemented by the TOE and indicates the Fatipns (if applicable) performed on each requaem Any
explicit-stated requirements are also indicatetthéntable.

Table 8 — TOE Security Functional Requirements

Name Description S A R I E
FAU_GEN.1 Audit data generation v v v
FAU_SAR.1(a) Audit review v v
FAU_SAR.1(b) Audit review v v
FAU_STG.1 Protected audit trail storage v
FAU_STG.4 Prevention of audit data loss v
FDP_ACC.1 Subset access control v
FDP_ACF.1 Security attribute based access control v v
FDP_IFC.1 Subset information flow control v
FDP_IFF.1 Simple security attributes v v
FIA_ADM_PCR.1(a) | Password controlled role v v
FIA_ADM_PCR.1(b) | Password controlled role v v
FIA_AFL.1 Authentication failure handling v v v
FIA_UAU.1(a) Timing of authentication v v v
FIA_UAU.1(b) Timing of authentication v v v
FIA_UAU.5 Multiple authentication mechanisms v v
FIA_UAU.6(a) Re-authenticating v v v
FIA_UAU.6(b) Re-authenticating v v v
FIA_UAU.7 Protected authentication feedback v v
FIA_UID.1(a) Timing of identification v v v
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Description
FIA_UID.1(b) Timing of identification v v v
FMT_MOF.1 Management of security functions behaviour v v
FMT_MSA.1(a) Management of security attributes v v v
FMT_MSA.1(b) Management of security attributes v v v
FMT_MSA.3 Static attribute initialisation v v
FMT_MTD.1(a) Management of TSF data v v v
FMT_MTD.1(b) Management of TSF data v v v
FMT_MTD.2 Management of limits on TSF data v
FMT_SMF.1 Specification of management functions v
FMT_SMR.1 Security roles v
FMT_SMR.3 Assuming roles v
FPT_RVM.1 Non-bypassability of the TSP
FPT_SEP.1 TSF domain separation

Note: S=Selection; A=Assignment; R=Refinement;drdtion; E=Explicitly Stated

Section 5.1 contains the functional components fittwen CC Part 2 with the operations completed. ther
conventions used in performing CC operations, pleater to Section 1.3.1.
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5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for théésiq level of audit; and
¢) [Communication errors with external IT devices; and
d) All actions resulting from the Proxy SFP

The following table lists the events specified bybj.

Table 9 — Basic-Level Auditable Events

Component Level Auditable Event

FAU_SAR.1 Basic Reading of the audit records

FAU_STG.4 Basic Actions taken due to audit storage failure

FDP_ACF.1 Basic All requests to perform an operation on an object covered by the
Administrative Access SFP

FDP_IFF.1 Basic All decisions on requests for information flow

FIA_AFL.1 Basic Reaching the threshold for account lockout; the action taken, and
the re-enabling of the account

FIA_UAU.1 Basic All use of the authentication mechanisms

FIA_UAU.5 Basic The result of each activated mechanism together with the final
decision

FIA_UAU.6 Basic All re-authentication attempts

FIA_UID.1 Basic All use of the user identification mechanisms, including the user
identity provided

FMT_MOF.1 Basic All modifications to the behavior of the functions in the TSF

FMT_MSA.1 Basic All modifications to the security attributes

FMT_MSA.3 Basic All modifications of the initial values of security attributes

FMT_MTD.1 Basic All modifications to the values of TSF data

FMT_MTD.2 Basic All modifications to the limits on TSF data
All modifications in the actions to be taken in case of violation of the
limits

FMT_SMF.1 Basic Use of the management functions

FMT_SMR.1 Minimal Modifications to the group of users that are part of a role
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Component Level Auditable Event
FMT_SMR.3 Minimal Explicit request to assume a role
FPT_STM.1 Minimal Changes to the time

FAU_GEN.1.2

The TSF shall record within each audit record ast¢he following information:

a) Date and time of the event, type of event, sulipkttity, and the outcome (success or failurehef t
event; and

b) For each audit event type, based on the audita@etedefinitions of the functional components
included in the PP/STfdr the Access Log, nothing; for the Event log,gharce IP address, first line
of traffic, and number of bytes returned to the Elsei.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_SAR.1(a) Audit review
Hierarchical to: No other components.
FAU_SAR.1.1(a)

The TSF shall provideFrivileged Administratofswith the capability to readd]l information in the System
Event Lod from the audit records.

FAU_SAR.1.2(a)
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1(b) Audit review
Hierarchical to: No other components.
FAU_SAR.1.1(b)

The TSF shall provideekternal IT entities configured as Access Log ugpldargets by Privileged
Administrator$ with the capability to readd|l information in Access Logifrom the audit records.

FAU_SAR.1.2(b)
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1 Protected audit trail storage

Hierarchical to: No other components.
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FAU_STG.1.1
The TSF shall protect the stored audit records fumauthorised deletion.
FAU_STG.1.2
The TSF shall be able tprevent unauthorised modifications to the stored audibrds in the audit trail.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3
FAU_STG.4.1

The TSF shalldverwrite the oldest stored audit recof@dsd [no other actionkif the audit trail is full.

Dependencies: FAU_STG.1 Protected audit trail storge
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5.1.2 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1

The TSF shall enforce the (#ninistrative Access SFBn [TOE administrators performing the operations
“establish an administrative session” and “requebe Privileged Administrator role” over the seledte
TOE interfacg

Dependencies: FDP_ACF.1 Security attribute based aess control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1
The TSF shall enforce th&diministrative Access SFB objects based on the following:
[
TOE administrator (subject) attributes:
1. Authenticated ldentity
2. Group Membership
3. Time of Day/Date
and attributes of the operation:

1. admin.access

FDP_ACF.1.2

The TSF shall enforce the following rules to deteenif an operation among controlled subjects and
controlled objects is allowed:

[

1. Establish an administrative session via the Seri@lonsole: evaluate (with
admin.access=READ) the <admin> layers of the camigl policy rules according to the
CPL specification and permit establishment if tesulting action is “allow”, otherwise deny
establishment.

2. Request the Privileged Administrator role via theri&8 Console: evaluate (with
admin.access=WRITE) the <admin> layers of the apmid policy rules according to the
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CPL specification and permit execution if the réiagl action is “allow”, otherwise prevent
execution

].
FDP_ACF.1.3
The TSF shall explicitly authorise access of suljéx objects based on the following additionaésul

[

1. Establish an administrative session: establishnieqtermitted if the TOE administrator has
credentials for “Administrator” role access.

2. Request the Privileged Administrator role: exeautie permitted if the TOE administrator
has the proper credentials for “Privileged Admim&br” role access.

].
FDP_ACF.1.4

The TSF shall explicitly deny access of subjectshifects based omo additional rules the-fassignment:

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_IFC.1 Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1
The TSF shall enforce th€foxy SFR on
[
1. (Subjects) external IT entities attempting to semwtrolled protocol traffic through the TOE,
2. (Information) controlled protocol traffic sent thugh the TOE to other subjects,
3. (Operations) passing controlled protocol trafficdigh the TOE to the other network.
1

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFF.1 Simple security attributes

! Note that execution of the “enable” command dassautomatically result in the Privileged Adminitor role
when using the Serial Console; an additional adit&tion step is required as specified by FIA_UAW(6) and
FIA_ADM_PCR.1.1(a).
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Hierarchical to: No other components.
FDP_IFF.1.1

The TSF shall enforce th@foxy SFP based on the following types of subject and infation security
attributes:

[
Subiject attributes:
1. Username
2. User group membership
Information attributes:
1. Source IP address
2. Destination IP address

3. Destination port

4. Protocol

5. URL

6. Time of day
7. Date

8. Originating application
9. MIME®type
10. Request method (the requested operation)
11. Any part of an HTTP request other than the body. (eeader fields?)
12. HTTP response header fields
13. HTTP response body
]
FDP_IFF.1.2

The TSF shall permit an information flow betweepamtrolled subject and controlled information via a
controlled operation if the following rules holdEyaluate the <proxy> and <cache> layers of the

12 MIME — Multipurpose Internet Mail Extensions

13 Field matching is achieved by defining a stringeft in the traffic which identifies informatiorf mterest, such
as a keyword for an HTTP header (for example, dedithe text of an HTTP header name and reading/ahge
that immediately follows it).
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configured policy rules and allow controlled protdcraffic to flow if the result of the evaluation
“allow”, otherwise controlled protocol traffic flovis not permittef

FDP_IFF.1.3

The TSF shall enforceo additional information flow control SFP rules the-fassignment—additional
informationflow-control- SFP-rules]

FDP_IFF.1.4
The TSF shall provide the followirgrtions that can be implemented as part of a ProxFP Rule:

[

1. Require authentication of the originating End Uer an information flow originating from
the Internal Network.

2. Rewrite a field of the information flow, e.g. URL.

3. Email a message to a specified address.

4. Strip active content from the information flow.

5. Provide a splash screen with a corporate messaglegtdnd User.

]
FDP_IFF.1.5

The TSF shall explicitly authorise an informatidaw based omo additional rules the-following-rules:

FDP_IFF.1.6

The TSF shall explicitly deny an information flowd®ed on the following rulestf the information flow is
from the External Network and the traffic is notr@sponse to a previous request forwarded by th@SG
to the External Netwoik

Dependencies: FDP_IFC.1 Subset information flow cdrol
FMT_MSA.3 Static attribute initialisation
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5.1.3 Class FIA: Identification and Authentication

FIA_ADM_PCR.1(a) Password controlled role

Hierarchical to: No other components.

FIA_ADM_PCR.1.1(a)
The TSF shall authenticate an Administrator untlerdonditions that the Administrator has requetied
Privileged Administrator role by entering the progassword at the “enable” command prompt on the

Serial Console.

Dependencies: No dependencies

FIA_ADM_PCR.1(b) Password controlled role

Hierarchical to: No other components.

FIA_ADM_PCR.1.1(b)
The TSF shall authenticate a Serial Console usamsigthe configured “setup” password under the
conditions that the Serial Console user has reqddgbe Setup Console Administrator role by selectire

Setup Console in the Serial Console menu.

Dependencies: No dependencies

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
FIA_AFL.1.1

The TSF shall detect wheiffiie] unsuccessful authentication attempts occur relate [authentication

attempts using accounts subject to automatic lockimee the unsuccessful authentication attemphisu
for this account has been reset by re-enablingat®&ount, changing the password, or a preset lemdth
time has passed since the last unsuccessful aithgon attemgt

FIA_AFL.1.2

When the defined number of unsuccessful authemditattempts has been met or surpassed, the THF sha
take one of the following actions according to theonfiguration:

[
1. Disable the account until it is manually re-enabled

2. Disable the account for 3600 seconds.

1

Dependencies: FIA_UID.1(a) Timing of identification
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FIA_UAU.1(a) Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1(a)

The TSF shall allowdnly actions that match a Proxy SFP Rule that dbrequire authenticatiohon
behalf of theEnd Useruserto be performed before the user is authenticated.

FIA_UAU.1.2(a)

The TSF shall require eaéind User userto be successfully authenticated before allowimg @ther TSF-
mediated actions on behalf of that user.

Dependencies: FIA_UID.1(a) Timing of identification

FIA_UAU.1(b) Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1(b)

The TSF shall allowdnly the selection of the Setup Console or CLIhenSerial Consoleon behalf of the
Serial Consoleuser to be performed before the user is autheaticat

FIA_UAU.1.2(b)

The TSF shall require ea&erial Consoleuser to be successfully authenticated before afigwiny other
TSF-mediated actions on behalf of that user.

Dependencies: FIA_UID.1(b) Timing of identification

FIA_UAU.5 Multiple authentication mechanisms
Hierarchical to: No other components.
FIA_UAU.5.1
The TSF shall provide
[
1. Username and password (configured or from the lasalr list) for Serial Console access
2. Configured “enable” password
3. Configured “setup” password
4. Authenticate.mode(proxy) with username and passivord local list
5. Authenticate.mode(origin-cookie-redirect) with ussame and password from local list

6. Authenticate.mode(origin-cookie-redirect) with sagate credential
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to support user authentication.
FIA_UAU.5.2

The TSF shall authenticate any user’s claimed ifeatcording to thdollowing rules:

[

1. On the Serial Console, verification of the confiegirconsole username and password
authenticates the user as an Administrator;

2. On the Serial Console, verification of the confgir‘enable” password entered by an
Administrator authenticates use of the Privilegetiministrator role;

3. On the Serial Console, verification of the usergsgword from the local user list (if allowed
by policy) entered by an Administrator authentisatise of the Privileged Administrator role;

4. On the Setup Console, verification of the configuteetup” password authenticates use of
the Setup Console Administrator role;

5. For End User requests, if the Proxy SFP specifithenticate.mode(proxy):

a. If the client supports proxy authentication, auttieattion shall follow the protocol
for proxy authentication from RP€ 2616, validating the offered username and
password against the local list.

b. Otherwise authentication shall follow the protodot server authentication from
RFC 2616, validating the offered username and pas$against the local list.

6. For End User requests, if the Proxy SFP specifigthenticate.mode(origin-cookie-redirect)
and the request contains a valid, unexpired surtegaedential, authentication will succeed
using the username as specified by the surrogateertial.

7. For End User requests, if the Proxy SFP specifigthenticate.mode(origin-cookie-redirect)
and the request does not contain a valid, unexpétedogate credential:

a. If the client supports HTTP redirects, the clienll Wwe redirected to the configured
virtual URL.

b. Otherwise authentication shall follow the protodot server authentication from
RFC 2616.

8. For End User requests, if the Proxy SFP specifigth@nticate.mode(origin-cookie-redirect)
and the request is to the configured virtual URLd afbes not contain a valid, unexpired
surrogate credential, authentication shall follohetprotocol for server authentication from
RFC 2616, validating the offered username and paskwagainst the local list. If
authentication is successful, a surrogate credénghall be generated and the client
redirected to the original URL with the surrogatedential.

I

Dependencies: No dependencies

4 RFC - Request for Comments
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FIA_UAU.6(a) Re-authenticating

Hierarchical to: No other components.

FIA_UAU.6.1(a)
The TSF shall re-authenticate tBmd User userunder the conditionstfjat (1) the user’s controlled
protocol traffic matches a Proxy SFP rule that rigga transparent authentication, as defined by

FDP_IFF.1.4 and (2) the surrogate credential is iegg or invalid|.

Dependencies: No dependencies

FIA_UAU.6(b) Re-authenticating
Hierarchical to: No other components.
FIA_UAU.6.1(b)

The TSF shall re-authenticat® Administrator the-usemnder the conditiongHat the Administrator has
requested the role “Privileged Administrator” byvioking the “enable” command on the Serial Conole

Dependencies: No dependencies

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components.
FIA_UAU.7.1

The TSF shall provide-enljno visual feedbagko the Serial Consoleuser while the authentication is in
progress.

Dependencies: FIA_UAU.1(b) Timing of authentication

FIA_UID.1(a) Timing of identification
Hierarchical to: No other components.
FIA_UID.1.1(a)

The TSF shall allowdnly actions that match a Proxy SFP Rule that dbrequire authenticatiohon
behalf of theEnd Useruserto be performed before the user is identified.

FIA_UID.1.2(a)

The TSF shall require eadtnd Useruserto be successfully identified before allowing asther TSF-
mediated actions on behalf of that user.

Dependencies: No dependencies

FIA_UID.1(b) Timing of identification
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Hierarchical to: No other components.
FIA_UID.1.1(b)

The TSF shall allowdnly the selection of the Setup Console or CLIhenSerial Consoleon behalf of the
Serial Consoleuser to be performed before the user is identified.

FIA_UID.1.2(b)

The TSF shall require eac®erial Consoleuser to be successfully identified before allowaryy other
TSF-mediated actions on behalf of that user.

Dependencies: No dependencies
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5.1.4 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviou
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tanpdify the behaviour pthe functions Proxy SFP and Administrative
Access SFRo [Privileged Administrators

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MSA.1(a) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(a)

The TSF shall enforce theAdiministrative Access SFRo restrict the ability to dueny] the security
attributes {iser group membersHipo [TOE administratork

Dependencies: FDP_ACC.1 Subset access control
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1(b) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(b)

The TSF shall enforce th&diministrative Access SIB restrict the ability torhodify, deletpthe security
attributes fiser group membership, user passwaodPrivileged Administrators

Dependencies: FDP_ACC.1 Subset access control
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.3 Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce thé&@ministrative Access SFR provide [estrictivgd default values for security
attributes that are used to enforce the SFP.

FMT_MSA.3.2
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The TSF shall allow theFfrivileged Administratorfsto specify alternative initial values to overridee
default values when an object or information isated.

Dependencies: FMT_MSA.1(b) Management of securityteiibutes
FMT_SMR.1 Security roles

FMT_MTD.1(a) Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1(a)

The TSF shall restrict the ability tgdery the [system configuration, Administrative Access SFRI an
Proxy SFR to [TOE administratork

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MTD.1(b) Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1(b)

The TSF shall restrict the ability tanpdify] the [system configuration, Administrative Access SFR an
Proxy SFR to [Privileged Administrators

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MTD.2 Management of limits on TSF data
Hierarchical to: No other components.
FMT_MTD.2.1
The TSF shall restrict the specification of theitgnior [audit log§ to [Privileged Administrators
FMT_MTD.2.2

The TSF shall take the following actions, if theFT&ata are at, or exceed, the indicated limdsefwrite
the oldest audit recordls

Dependencies: FMT_MTD.1(b) Management of TSF data
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.

FMT_SMF.1.1
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The TSF shall be capable of performing the follayvaecurity management functions:

[

1. Proxy SFP management

2.  Administrative Access SFP management

3. local user list management

4. system configuration (including settings for auditords and logs)

1.

Dependencies: No dependencies

FMT_SMR.1 Security roles

Hierarchical to: No other components.

FMT_SMR.1.1

The TSF shall maintain the role$Afiministrator”, “Privileged Administrator”, and “Setup Console
Administrator”, as identified in Table 10

Administrator

Table 10 — Authorized Roles

Role Method of Authentication

The user is a Serial Console user and authenticates to the
CLI using the configured Serial Console credentials.

The user is a Serial Console user and authenticates to the
CLI using a username and password that is allowed
access to the Administrator role by the Administrative
Access SFP rules.

Privileged Administrator

The user is a Serial Console user and authenticates to the
“enable” CLI command using the configured enable
password.

The user is an ordinary administrator, is allowed access to
the Privileged Administrator role by the Administrative
Access SFP rules, and re-authenticates to the “enable”
CLI command using the appropriate password.

Setup Console Administrator

The user is a Serial Console user and authenticates to the
Setup Console using the Setup Console password.

FMT_SMR.1.2

The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1(b) Timing of identification

FMT_SMR.3 Assuming roles
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Hierarchical to: No other components.
FMT_SMR.3.1

The TSF shall require an explicit request to asstimadollowing roles: Privileged Administrator (via the
Serial Console) and Setup Console Administjator

Dependencies: FMT_SMR.1 Security roles
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5.1.5 Class FPT: Protection of the TSF

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function nvithi
the TSC®is allowed to proceed.

Dependencies: No dependencies

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1.1

The TSF shall maintain a security domain for itsno@xecution that protects it from interference and
tampering by untrusted subjects.

FPT_SEP.1.2
The TSF shall enforce separation between the sgdoimains of subjects in the TSC.

Dependencies: No dependencies

15 TSC — TSF Scope of Control
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5.2 IT Environment Security Functional Requirements

Table 11 below lists the SFRs for the TOE IT erwinent, and indicates the ST operations (if appleab
performed on each requirement. The stated Seduuitctional Requirements on the IT Environmenthaf TOE
presented in this section have been drawn from Part CC Version 2.3 or have been explicitly state@iny
explicitly-stated requirements are noted in théetas well.

Table 11 — IT Environment Security Functional Requi  rements

Name Description S A R | E
FPT_ITC_ENV.1 TSF data confidentiality during transmission v
FPT_RVM_HW.1 Non-bypassability of the TSP for hardware v
FPT_SEP_HW.1 TSF domain separation for hardware v
FPT_STM.1 Reliable time stamps v

Note: S=Selection; A=Assignment; R=Refinement;drdtion; E=Explicitly Stated

5.2.1 Class FPT: Protection of the TSF

FPT_ITC_ENV.1 TSF data confidentiality during transmission
Hierarchical to: No other components.
FPT ITC_ENV.1.1

The IT Environment shall protect all TSF data framauthorized disclosure during transmission between
the TSF and a remote trusted IT product.

Dependencies: No dependencies

FPT_RVM_HW.1 Non-bypassability of the TSP for hardware
Hierarchical to: No other components.
FPT_RVM_HW.1.1

The hardware of the IT Environment shall ensuré 18P enforcement functions are invoked before each
function within the scope of control of the hardevés allowed to proceed.

Dependencies: No dependencies

FPT_SEP_HW.1 TSF domain separation for hardware
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Hierarchical to: No other components.
FPT_SEP_HW.1.1

The hardware of the IT Environment shall maintaépagate security domains that protect the TOE from
interference and tampering by untrusted subjects.

FPT_SEP_HW.1.2

The hardware of the IT Environment shall enforcgasation between the security domains of subjects i
the scope of control of the hardware.

Dependencies: No dependencies

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
FPT_STM.1.1
ThelT environment FSFshall be able to provide reliable time stampslier TOE's its-ewnuse.

Dependencies: No dependencies
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5.3 Assurance Requirements

This section defines the assurance requirementhdéof OE. Assurance requirements are taken frenCi@ Part 3
and comprise the requirements for an Evaluatiorursswe Level 2 (EAL2) augmented with ALC_FLR.1. blea

12 below summarizes the requirements.

Table 12 — Assurance Requirements

Class Assurance Requirements

Class ACM: Configuration Management

ACM_CAP.2 Configuration items

Class ADO: Delivery and Operation

ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up
procedures

Class ADV: Development

ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration

Class AGD: Guidance Documents

AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

Class ALC : Life Cycle Support

ALC_FLR.1 Basic flaw remediation

Class ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability Assessment

AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.1 Developer vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how TI@E meets the functional and assurance requirenusscribed
in previous sections of this ST.

6.1 TOE Security Functions

The table below provides a mapping of each TOE riggclunction to the security functional requirenternhat it
satisfies. This mapping serves to both illustthteassociation between the TSF and the SFRs andritrate that
every security function contributes to the satisfacof at least one TOE SFR.

Table 13 — Mapping of TOE Security Functionsto SFR s

TOE Security Function

Identification and Authentication

Protection of the TSF

NERYBRYERYRY Seccurity Audit
Security Management

User Data Protection

Security Functional
Requirements

FAU_GEN.1
FAU_SAR.1(a)
FAU_SAR.1(b)
FAU_STG.1
FAU_STG.4
FDP_ACC.1
FDP_ACF.1
FDP_IFC.1
FDP_IFF.1

FIA_ ADM_PCR.1(a)
FIA_ADM_PCR.1(b)
FIA_AFL.1
FIA_UAU.1(a)
FIA_UAU.1(b)
FIA_UAU.5
FIA_UAU.6(a)
FIA_UAU.6(b)

AN NE B NN

N I N N N N I N N RN
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TOE Security Function

Security Functional
Requirements

FIA_UAU.7
FIA_UID.1(a)
FIA_UID.1(b)
FMT_MOF.1
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.3
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_MTD.2
FMT_SMF.1
FMT_SMR.1
FMT_SMR.3
FPT_RVM.1 v
FPT_SEP.1 v

c
<}
=
@
o
=
=
[}
{=
£
S
<
©
c
@
c
2
=
o5}
o
=
=
=
()
=

Protection of the TSF

Security Audit
Security Management

User Data Protection

AN NN BN N AN Y N BN BN

The sections that follow describe each securitgtion and how it specifically satisfies each ofrdtated functional
requirements. This serves to both describe therggdunctions and to provide rationale that tleewrity functions
are suitable to satisfy the necessary requirements.

6.1.1 Security Audit

The SGOS Audit function generates audit records dbr system events related to audit, authentication
administration activities, and communication wittiegnal IT devices. These records are storederSystem Log.
These event records contain, at minimum, the falkgvinformation:

« Date and time of the event
e Type of event

¢ Identity of subject

¢ Qutcome of the event

The events stored in the System Log can be displagig the administrative interfaces; this functis restricted
to Privileged Administrators.

Blue Coat ProxySG Operating System v4.2.5.1 Page 38
© 2007 Blue Coat Systems, Inc.



Security Target, Version 0.94 October 19, 2007

All actions related to information flow protecti@me stored in the Access Log. These events raherdutcome of
every application of the Proxy SFP. These evesdrds include, at minimum, the following informatio

» Date and time of the event

* Type of event

» Identity of the subject

* Outcome of the event

» Source IP address

» First line of traffic

e The number of bytes returned to the End User

Each controlled protocol can create an Access lemprd at the end of each transaction for that padto The
ProxySG can create Access Logs in selectable logdts, and additional log types can be createdgusiistom or
W3C Extended Log File Format (ELFF) strings. Toe file formats supported are:

* NCSA Common

e SQUID (and SQUID-compatible)
» Custom (using selectable strings)
» SmartReporter (using ELFF)

» SurfControl (using ELFF)

* Websense (using ELFF)

Access Logs can be uploaded to another systemafer &nalysis. Configuring the target systems @exisions
regarding when and what to upload are restricte®rioleged Administrators. Additionally, the Sgat Log and
the Access Log are protected against unauthorigtatidn and modification. If the space for loggimeromes full,
the oldest stored records (on a per log basis)oeilbverwritten.

TOE Security Functional Requirements SatisfiedFAU_GEN.1, FAU_SAR.1(a), FAU_SAR.1(b), FAU_STG.1,
FAU_STG.4

6.1.2 User Data Protection

The SGOS allows authorized administrators to eef@overy flexible policy using the ProxySG CPL.gle 5
below shows a sample of CPL.
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<proxy>

client_address=10.25.0.0/16 authenticate(bankabc)

client_address=10.26.0.0/16 authenticate(bankxyz

<proxy>

[Rule] group="bankabc-execs”

allow

[Rule] group="bankabc-tellers”
allow url=intranet.bankabc.com/hr/benefits
deny url=intranet.bankabc.com/hr
deny url=intranet.bankabc.com/execs
allow url_domain=intranet.bankabc.com
allow url=www.123loans.com/rates
allow category=Investing
deny

[Rule] group="bankabc-hr"
block_category=(Sex,Criminal_Skills,Politicsligen)
deny url=intranet.bankabc.com/execs
allow url_domain=intranet.bankabc.com
deny

[Rule] group="bankabc-contractors”
allow url=intranet.bankabc.com/contractors

deny
<admin>
authenticate(administrators)
<admin>

group=privileged admin.access=write allow

deny

Figure 5 — Sample Configurable Policy

6.1.2.1 Administrative Access Control

Using CPL, an authorized administrator can craticfgs controlling administrative access by usersc(uding
Administrators authenticating with console credasti which are not subject to the Administrativecdgs Control
policy). This allows administrative access to banged or denied based on the username, the gtowplsich the
user belongs, and the time of day.

CPL also allows normal or privileged access to lbenggd or denied based on the same information. An
Administrator authenticating with console creddstlzecomes a Privileged Administrator by executheg“enable”
command and successfully authenticating via itssywasd challenge. A user from the local user listhw
administrative access also gains privileges viddnable” command; however, the allowed privileges subject to
policy control. The “enable” command will fail inediately if these Administrators are not allowedess for the
condition “admin.access=WRITE".

6.1.2.2 Information Flow Protection

Using CPL, an administrator can craft policies tmtcol the controlled protocol traffic exactly acdimg to the
deployment site’s security needs. The languadkexsble enough to allow rules based on subjeditaites like
username and group. The rules may also use infmmattributes such as all IP related informatibiRL, time,
date, source application, MIME type, required baiddhy content type, parts of the HTTP request, amg part of
the HTTP response. The actions that policies ake are allow, deny, require an authenticated cesstwrite a
portion of the traffic (e.g. URL redirect), striptave content, prompt a user with a message, aradl @warning. In
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addition, external controlled protocol traffic islp allowed through the TOE if it is in response @gprevious
request forwarded by the SGOS to the External Nitwo

TOE Security Functional Requirements SatisfiedFDP_ACC.1, FDP_ACF.1, FDP_IFC.1, FDP_IFF.1

6.1.3 Identification and Authentication

SGOS users are identified by their username anterevaluated configuration authentication is vipagsword.
Authentication is tied to the session, either tlimnistrative session or the End User session.

6.1.3.1 Administrator Authentication

When a terminal is connected to the Serial Consol@enu is offered presenting the options of theS€onsole
(used for installation) and the CLI (used for adistiration). In the evaluated configuration, theupeConsole
function is never used after the TOE is operationall its use is protected from End User accesa fsetup”
password. Serial Console users are directed tayalwhoose the CLI.

There are several authentication mechanisms forrastnators. SGOS makes use of a Serial Consae (ie.

Administrator) account that is set up during idatédn with a username and password. Administgator

authenticating with these credentials are Admiatstis, and are exempt from policy control. Witk #ppropriate
administrative policy rules in place, user accoumthe local user list can also be used for adstiaiion by using a
username from the local user list and supplyingasociated password; these users are “ordinamgiragtrators.

The Privileged Administrator role (the only way twake configuration or policy changes) is also stibje
authentication. To assume the Privileged Admiatsir role on the Serial Console, an authenticatéahiAistrator
must execute the “enable” command, which challeriges password. Administrator-role users autluand as
Privileged Administrators by supplying the “enablpassword that is part of system configuration. dicary
administrators authenticate to the “enable” commaiil their associated password from the local lisefaccess
to the “enable” command by ordinary administraiersontrolled by policy).

6.1.3.2 End User Authentication

End Users establish a session with SGOS when theagent in use establishes a TCP/IP connectiom thi

SGOS in preparation for accessing a resource orexternal Network. This session is initially unaemticated.
Requests for resources on the External Network vélipermitted on the unauthenticated connectiomighed the
request matches a Proxy SFP Rule that allows aceiissut authentication. The first time a requesquiring

authentication is made on the connection, the wilebe challenged for credentials. The informatidisplayed to
the End User during authentication depends on¢be agent the End User is using. Additional retpuesde using
the same session (TCP/IP connection) will be cemsidl authenticated.

In the evaluated configuration, the SGOS supparts authentication modes: proxy and origin-cookidinect.
Proxy authentication uses the protocol describethen HTTP 1.1 RFC (RFC 2616) for clients capableitof
otherwise it uses server authentication from timesRFC. Origin-cookie-redirect authentication redis clients to
a virtual URL followed by server authentication R2616) followed by redirect back to the origindRUwith a
proxy-generated surrogate credential (carried éngbery or a cookie). For clients incapable of HTrEdirects,
server authentication from RFC 2616 is used.

6.1.3.3 Automatic Account Lockout

In the evaluated configuration, automatic accowtkbut is enabled. The SGOS counts the number
authentication failures for a given user account & number of failed attempts reaches five, theocant will be
disabled. A disabled account cannot be used, @vre correct password is provided. No informatiabout
whether a submitted password is valid is obtainednfattempting to authenticate to a disabled adcourhe
account can be left disabled until manually re-édbor it can automatically re-enable after a ereisne of 3600
seconds. The failed authentication counter istteseero when the account is enabled or the passis@hanged.
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TOE Security Functional Requirements Satisfied:FIA_ADM_PCR.1(a), FIA_ ADM_PCR.1(b), FIA_AFL.1,
FIA_UAU.1(a), FIA_UAU.1(b), FIA_UAU.5, FIA_UAU.6(a) FIA_UAU.6(b), FIA_UAU.7, FIA_UID.1(a),
FIA_UID.1(b)

6.1.4 Security Management

SGOS security is managed by administrators, whae haarying degrees of authority to review and modifg
configuration of the security attributes of TOEeviels of administrative authority are based onctieelentials used
to authenticate and (for “ordinary” administratoasly associated policies defined in the Administeaf\ccess SFP
(refer to paragraph 6.1.3.1 for details regardimghentication methods for the various administigjtor All
administrators are allowed to review such attrisuds credentials, audit settings, network settiags, policies.
Privileged Administrators can also modify the TO&nhfiguration and define Administrative Access SHKi #he
Proxy SFP rules. Serial Console users that autisetusing the configured “enable” password at“greable”
command challenge are granted full read/write [@@ggs, while those administrators defined by tlwllaser list
that are allowed Privileged access are grantedlggis based on policy.

There is also a Setup Console Administrator ro#, tim the evaluated configuration of SGOS, is uselg for the
initial configuration of the TOE before installatiinto the target network; once setup is compléts,role (and this
function) is no longer used. The Setup Console iihtmator role allows for the specification of the address,
subnet mask, default gateway, DNS server, Seriais@le user credentials, and the Privileged Admisnist
password.

The attributes integral to the Proxy SFP and Adstiative Access SFPs are restrictive by defaufterAnstallation
and until a policy is loaded, the SGOS will not pasy controlled protocol traffic and only the Adhisirator
account is configured for use.

TOE Security Functional Requirements Satisfied: FMT_MOF.1, FMT_MSA.1(a), FMT_MSA.1(b),
FMT_MSA.3, FMT_MTD.1(a), FMT_MTD.1(b), FMT_MTD.2,AT_SMF.1, FMT_SMR.1, FMT_SMR.3

6.1.5 Protection of the TSF

The TOE is installed between an Internal and ExteNetwork such that all controlled protocol traffs presented
to the Internal Network interface on the TOE. Hiere, controlled protocol traffic must be handisdthe TOE to
move from one network to the other. The TOE iggied so that all controlled protocol traffic mis reviewed
by the policy enforcement engine before it is akhovto be retransmitted on a network interface.

The TOE protects itself from tampering by specifyithat only administrators can log in to the mamagyat
interfaces using a username/password combinati@htheat the Setup Console can be accessed onhypadgenting
the configured password for such access. Each S&ppiance is completely self-contained. Thererarexternal
interfaces into the TOE other than the physicatpprovided, each of which is carefully controlledlo general
purpose operating system, disk storage, or progiaghinterface is provided. The TOE protects itsnagement
functions by isolating them through authenticatioBGOS is a proprietary operating system that drscin a
single, dedicated security domain.

TOE Security Functional Requirements SatisfiedFPT_RVM.1, FPT_SEP.1

6.2 TOE Security Assurance Measures

EAL2+ was chosen to provide a basic level of incejemtly assured security. The following table jdeg a
mapping of the TOE assurance classes and compoottite TOE for a CC EAL2+ level of assurance te th
assurance measures used for the development antenaice of the TOE.
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Table 14 — Mapping of TOE Assurance Componentsto D  ocumentation

Assurance Class Assurance Component Docum ent
Configuration Management |ACM_CAP.2 Blue Coat Systems, Inc. ProxySG Operating System -
Configuration Management: Capabilities

Delivery and Operation ADO_DEL.1 Blue Coat Systems, Inc. ProxySG Operating System -
ADO_IGS.1 Delivery and Operation

Development ADV_FSP.1 Blue Coat Systems, Inc. ProxySG Operating System -
ADV_HLD.1 Development: Functional Specification, High Level
ADV_RCR.1 Design, and Representation Correspondence

Guidance Documents AGD_ADM.1 Blue Coat ProxySG Operating System v4.2.5.1
AGD_USR.1 Installation, Generation, Startup, and Administrative

Guidance Readme

Blue Coat ProxySG SGOS 4.2.5 CLI Reference
Blue Coat ProxySG SGOS 4.2.5 Configuration
Management Guide

Blue Coat ProxySG SGOS 4.2.3 Content Policy
Language Guide

Blue Coat ProxySG SGOS 4.2.3 Deployment Guide
Blue Coat ProxySG SGOS 4.2.3 Upgrade Guide

Life Cycle Support ALC _FLR.1 Blue Coat Systems, Inc. ProxySG Operating System -
Life Cycle Support: Flaw Remediation
Tests ATE_COV.1 Blue Coat Systems, Inc. ProxySG Operating System -
Tests: Coverage
ATE_FUN.1 Blue Coat Systems, Inc. ProxySG Operating System -
Tests: Functional Tests
Vulnerability Assessment AVA_SOF.1 Blue Coat Systems, Inc. ProxySG Operating System -
AVA_VLA.1 Vulnerability Assessment

The sections that follow describe the assurancesunesa (i.e. assurance documentation) that med&i@te security
assurance requirements.

6.2.1 Configuration Management

The Configuration Management document containsrassa component ACM_CAP.2, and provides a desoripti
of the various tools used to control the configioratitems and how they are used internally at Blwat. This
document provides a complete configuration itemdisd a unique referencing scheme for each corsigur item.
Additionally, the configuration management systsmdéscribed including procedures that are usedeigldpers to
control and track changes that are made to the TD®. documentation further details the TOE configion items
that are controlled by the configuration managernsgstem.

6.2.2 Delivery and Operation

The Delivery and Operation document contains asseracomponents ADO _DEL.1 and ADO_IGS.1.
ADO_DEL.1 provides a description of the securevdel procedures implemented by Blue Coat to prcagetnst
TOE maodification during product delivery.

The ADO_IGS.1 Installation, Guidance, and Startddigumentation details the procedures for instalthng TOE
and placing the TOE in a secure state offeringstiae protection properties as the master copyeoT@®E. The
Installation Documentation provides guidance to T Users(s) on configuring the TOE and how thiégch the
TSF.
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6.2.3 Development

The Blue Coat Development Document consists ofregvelated assurance components that addressQEeat
different levels of abstraction.

The ADV_FSP.1 Functional Specification provideseaatiption of the security functions provided bg fhOE and
a description of the external interfaces to the . T3Re Functional Specification covers the purpasé method of
use and a list of effects, exceptions, and erra@sages for each external TSF interface.

The ADV_HLD.1 High Level Design provides a top lewdesign specification that refines the TSF funudio
specification into the major constituent parts €dbems) of the TSF. The high-level design idergithe basic
structure of the TSF, the major elements, a lisbh@ll interfaces, and the purpose and methodsef for each
interface.

The ADV_RCR.1 Representation Correspondence demabestthe correspondence between each of the TSF
representations provided. This mapping is perfarmoeshow the functions traced from the ST desornipto the
High-Level Design.

6.2.4 Guidance Documents

The Guidance documentation contains assurance aomp AGD_ADM.1 and AGD_USR.1. Administrator
Guidance is given in AGD_ADM.1, and provides detdilprocedures for the administration of the TOE and
description of the security functions provided bg TOE.

The User Guidance documentation with component AGER.1 generally directs end users on how to opehate
TOE in a secure manner, and explains the userleisibcurity functions and how they need to be ésedc
However, end users direct interaction with the Ti©Hmited to the entry of a password for policyrtmlled access
to controlled-protocol traffic. Since the configtion of the policies is discussed in the Admimisir Guidance,
that document is considered to contain the Used&uie component as well.

6.2.5 Life Cycle Support

The Life Cycle Support documentation contains asste component ALC_FLR.1, and outlines the stelsntat
Blue Coat to capture, track and remove bugs asgbdheir basic flaw remediation process. Thisutoent shows
that all flaws are recorded and that the systeok#rghem to completion.

6.2.6 Tests

There are a number of components that make up #stsTdocumentation. The ATE_COV.1 Test Coverage
Analysis document demonstrates that testing isopmdd against the functional specification. lpallemonstrates
the extent to which the TOE security functions wirsted as well as the level of detail to which T@E was
tested. Test Plans and Test Procedures, whicli tletaoverall efforts of the testing effort andebk down the
specific steps taken by a tester, are also proviitedder to meet the assurance requirement ATE_.EWNnctional
Testing.

6.2.7 Vulnerability Assessment

The Vulnerability Assessment document contains rasse components AVA VLA.1 and AVA_SOF.1.
AVA_ VLA.1, the Vulnerability Analysis component, d®nstrates ways in which an entity could violate /8P
and provide a list of identified vulnerabilitiesAdditionally, this document provides evidence ofahthe TOE is
resistant to obvious attacks.

The AVA_SOF.1 Strength of TOE Security Function gament of the document demonstrates the strengtheof
probabilistic or permutational mechanisms emplot@grovide security functions within the TOE andahthey
exceed the minimum Strength of Function (SOF) negoénts.
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance klai

7.1 Protection Profile Reference

There are no protection profile claims for thisig#ty target.
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8 Rationale
This section provides the rationale for the sedectf the security requirements and objectiveshay telate to the
assumptions, organizational policies, and thre#tsparticular, it shows that the security requiesnts are suitable

to meet the security objectives, which in turn shewn to be suitable to cover all aspects of thd& ®@curity
environment.

8.1 TOE Security Objectives Rationale

This section traces each TOE security objectivekiacthe applicable threats and/or policies idéadifin this
Security Target. Table 15 demonstrates that thepmg of the TOE security objectives to the threatd policies
is complete.

Table 15 — Mapping of TOE Security Objectives to Th  reats and Policies

Security Objectives for the TOE
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T.EXTERNAL_NETWORK
T.MASQUERADE
T.TAMPERING
T.UNAUTHORIZED_ACCESS

\

P.ACTIVE_CONTENT
P.ADMIN Vv
P.AUDIT v
P.CONTENT_TYPE v
P.FILTERED_URLS v
P.MANAGE vV
P.NON_ANONYMOUS v
P.POST_TYPE v

8.1.1 Rationale for TOE Security Objectives Relatin g to Threats

Table 16 provides a detailed discussion regardiggrationale behind the objectives as they relaigk Ho the
threats.
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Table 16 — TOE Security Objectives Rationale Relati

Threat
T.EXTERNAL_NETWORK

A user or process on the Internal
Network may access or post content
on the External Network that has
been deemed inappropriate or
potentially harmful to the Internal
Network.

Objective
O.REMOVE_ACTIVE

The TOE must be able to remove
active content from HTML pages
delivered via a controlled protocol as
defined by the Proxy SFP.

ng to Threats

Rationale

O.REMOVE_ACTIVE ensures that
active content on HTML pages is
removed prior to being delivered to the
Internal Network, thereby minimizing
the risk of attack to the Internal
Network.

O.SCREEN_TYPE

The TOE must disallow controlled
protocol traffic of given content types
as defined by the Proxy SFP.

O.SCREEN_TYPE ensures that
controlled protocol traffic of the
specified content type(s) is disallowed,
thereby minimizing the risk of Internal
Network users accessing the External
Network for non-approved activities.

O.SCREEN_URL

The TOE must disallow controlled
protocol traffic for given URLs as
defined by the Proxy SFP.

O.SCREEN_URL ensures that
controlled protocol traffic from the
specified URL(s) is disallowed, thereby
minimizing the risk of Internal Network
users accessing the External Network
for non-approved activities.

T.MASQUERADE

A user or process may masquerade
as another entity in order to gain
unauthorized access to data or TOE
resources.

O.AUTHENTICATE

The TOE must require the
Administrator to authenticate before
gaining access to the administrative
interfaces of the TOE, and End Users
to authenticate if their controlled
protocol traffic matches a Proxy SFP
rule which requires authentication.

O.AUTHENTICATE ensures that
Administrators and End Users supply
login credentials (including strong
passwords) before being granted
access to services or information,
thereby reducing the risk of access by
masquerading.

T. TAMPERING

A user or process may be able to
bypass the TOE's security
mechanisms by tampering with the
TOE or TOE environment.

0.NO_TOE_TAMPER

The TOE must protect itself against
external interference or tampering by
untrusted subjects, or attempts by
untrusted subjects within the scope of
its control to bypass the TOE security
functions.

O.NO_TOE_TAMPER ensures that the
protection mechanisms of the TOE
designed to prevent tampering with
TOE IT assets are in place and
functioning properly, and that these
mechanisms cannot be bypassed.

T.UNAUTHORIZED_ACCESS

A user may gain access to security
data on the TOE for which they are
not authorized according to the TOE
security policy.

O.AUTHENTICATE

The TOE must require the
Administrator to authenticate before
gaining access to the administrative
interfaces of the TOE, and End Users
to authenticate if their controlled
protocol traffic matches a Proxy SFP
rule which requires authentication.

O.AUTHENTICATE ensures that users
supply login credentials (including
strong passwords) before being
granted access to any security-related
information, thereby reducing the risk of
unauthorized access.

O.MANAGE

The TOE must provide secure
management of the system
configuration, the Administrative
Access SFP and the Proxy SFP.

O.MANAGE provides the capability for
an administrator to properly configure
the management mechanisms of the
TOE designed to mitigate this threat.
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8.1.2 Rationale for TOE Security Objectives Relatin

g to Policies

Table 17 provides a detailed discussion regardiegrationale behind the objectives as they relaiek o the

organizational security policies.

Table 17 — TOE Security Objectives Rationale Relati

Policy
P.ACTIVE_CONTENT

The TOE shall provide a means to
remove active content (e.g. Java,
JavaScript, ActiveX) in HTML pages
delivered via controlled protocols.

Objective
O.REMOVE_ACTIVE

The TOE must be able to remove
active content from HTML pages
delivered via a controlled protocol as
defined by the Proxy SFP.

ng to Policies

Rationale

O.REMOVE_ACTIVE ensures that
active content delivered from the
External Network is removed as
defined by the Proxy’s policies,
minimizing the risk of this type of exploit

P.ADMIN

Only authorized individuals shall
have the ability to perform
administrative actions on the TOE.

O.AUTHENTICATE

The TOE must require the
Administrator to authenticate before
gaining access to the administrative
interfaces of the TOE, and End Users
to authenticate if their controlled
protocol traffic matches a Proxy SFP
rule which requires authentication

O.AUTHENTICATE ensures that
administrators enter credentials before
access to the administrative interfaces
of the TOE is granted.

O.MANAGE

The TOE must provide secure
management of the system
configuration, the Administrative
Access SFP and the Proxy SFP.

O.MANAGE ensures that only
administrators are given credentials
allowing access to the administrative
functions of the TOE.

P.AUDIT

The TOE shall record events of
security relevance at the “basic
level” of auditing. The TOE shall
record the resulting actions of the
Proxy SFP.

O.AUDIT

The TOE must record events of
security relevance at the “basic level”
of auditing. The TOE must record the
resulting actions of the Proxy SFP.

O.AUDIT ensures that events of the
appropriate security relevance are
recorded at the appropriate level.

P.CONTENT_TYPE

End Users shall not access
unauthorized content types via
controlled protocols on the External
Network.

O.SCREEN_TYPE

The TOE must disallow controlled
protocol traffic of given content types
as defined by the Proxy SFP.

O.SCREEN_TYPE ensures that End
Users are prevented from accessing
forbidden content types via controlled
protocols by disallowing such traffic.

P.FILTERED_URLS

End Users shall not access
unauthorized URLSs via controlled
protocols on the External Network.

O.SCREEN_URL

The TOE must disallow controlled
protocol traffic for given URLSs as
defined by the Proxy SFP.

O.SCREEN_URL ensures that End
Users are prevented from accessing
forbidden URLSs via controlled protocols
by disallowing such traffic.
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Policy
P.MANAGE

The TOE shall provide secure
management of the system
configuration, the Proxy SFP, and
the Administrative SFP.

Objective
O.MANAGE

The TOE must provide secure
management of the system
configuration, the Administrative
Access SFP and the Proxy SFP.

Rationale

O.MANAGE ensures that the TOE
provides a mechanism by which it can
be securely managed.

0.NO_TOE_TAMPER

The TOE must protect itself against
external interference or tampering by
untrusted subjects, or attempts by
untrusted subjects within the scope of
its control to bypass the TOE security
functions.

O.NO_TOE_TAMPER ensures that the
management mechanism remains
secured by preventing untrusted
subjects from tampering with the
security features of the TOE.

P.NON_ANONYMOUS

Access to some resources via
controlled protocols on the External
Network may be restricted to
particular End Users.

O.AUTHENTICATE

The TOE must require the
Administrator to authenticate before
gaining access to the administrative
interfaces of the TOE, and End Users
to authenticate if their controlled
protocol traffic matches a Proxy SFP
rule which requires authentication

O.AUTHENTICATE ensures that End
Users authenticate to the system
before being allowed access to
controlled protocol traffic (if required by
the Proxy SFP rules).

P.POST_TYPE

End Users shall not post
unauthorized content types to the
External Network using controlled
protocols.

O.SCREEN_TYPE

The TOE must disallow controlled
protocol traffic of given content types
as defined by the Proxy SFP.

O.SCREEN_TYPE ensures that End
Users cannot post unauthorized
content types (as defined by the Proxy
SFP rules) to the External Network via
controlled protocols.

8.2 IT Environment Security Objectives Rationale

This section traces each IT environment securityeailve back to the applicable threats, policiead/ar
assumptions identified in this Security Target. bl€al8 demonstrates that the mapping of the IT renument
security objectives to the threats, polices, asdia@ptions is complete.

Table 18 — Mapping of IT Environment Security Objec

Threats, Assumptions, and Policies
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Threats, Assumptions, and Policies

A.ENVIRON
A.INSTALL
A.NETWORK

A.NO_EVIL_ADMIN

A.PASSWORD
A.PLATFORM

A.SECURE_PATH

A.TIMESTAMP

P.AUDIT

8.2.1 Rationale for IT Environment Security Objecti

Security Objectives for the IT
Environment

Assumptions

N\ OE.ADMIN

2

N\ OE.ENVIRON

7

\E OE.PLATFORM
\ OE.SECURE PATH

\\j OE.NETWORK
N\ OE.NO HW TAMPER

\

N\ _OE.PASSWORD
N

N\ OE.TIMESTAMP

Policies

% v

0707777

ves Relating to Threats

Table 19 provides a detailed discussion regardirgdtionale behind the IT environment securityeotiyes as they

relate back to the threats.

Table 19 — IT Environment Security Objectives Ratio

Threat
T. TAMPERING

A user or process may be able to
bypass the TOE's security
mechanisms by tampering with the
TOE or TOE environment.

Objective
OE.ENVIRON
The physical environment must be

suitable for supporting a computing
device in a secure setting.

nale Relating to Threats

Rationale

OE.ENVIRON ensures that the physical
environment in which the TOE is
running is secure, protecting the TOE
from tampering attempts.

OE.NO_HW_TAMPER

The hardware platform hosting the
TOE must protect the TOE against
external interference or tampering by
untrusted subjects, or attempts by
untrusted subjects within the scope of
control of the hardware to bypass the
TOE security functions.

OE.NO_HW_TAMPER ensures that the
hardware platform on which the TOE
runs is sufficiently secure to protect the
TOE from tampering attempts.

Blue Coat ProxySG Operating System v4.2.5.1

© 2007 Blue Coat Systems, Inc.

Page 50




Security Target, Version 0.94

October 19, 2007

8.2.2 Rationale for IT Environment Security Objecti

ves Relating to Assumptions

Table 20 provides a detailed discussion regardirgdtionale behind the IT environment securityeotiyes as they

relate back to the assumptions.

Table 20 — IT Environment Security Objectives Ratio

Assumption
A.ENVIRON

The TOE is located in an
environment that provides physical
security, uninterruptible power, air
conditioning, and all other
conditions required for reliable
operation of the hardware. Physical
access to the appliance is restricted
to authorized persons.

Objective
OE.ENVIRON
The physical environment must be

suitable for supporting a computing
device in a secure setting.

nale Relating to Assumptions

Rationale

OE.ENVIRON ensures that the TOE IT
environment is suitable to ensure the
proper, secure, and on-going
functioning of the TOE.

OE.NO_HW_TAMPER

The hardware platform hosting the
TOE must protect the TOE against
external interference or tampering by
untrusted subjects, or attempts by
untrusted subjects within the scope of
control of the hardware to bypass the
TOE security functions.

OE.NO_HW_TAMPER ensures that the
hardware upon which the TOE
executes provides a measure of
physical security, protecting the TOE
from compromise resulting from
interference, tampering and TSF
circumvention.

A.INSTALL

The SGOS device has been
installed and configured according
to the appropriate installation
guides.

OE.ADMIN

The Administrator must be non-
malicious and competent, and must
follow all guidance.

OE.ADMIN reduces the risk of security
vulnerabilities by ensuring that the
administrator responsible for the SGOS
device installed and configured the
device according to the documented
guidance.

A.NETWORK

All plaintext controlled protocol
traffic between the Internal and
External Networks traverses the
SGOS device; there is no other
connection between the Internal and
External Networks for plaintext
controlled protocaol traffic.

OE.NETWORK

All plaintext controlled protocol traffic
between the Internal and External
Networks must traverse the SGOS
device.

OE.NETWORK ensures that the IT
environment is configured such that no
plaintext controlled protocol traffic can
travel between the Internal and
External Networks without traversing
the SGOS device.

A.NO_EVIL_ADMIN

Administrators are non-hostile and
follow all administrator guidance
when using the TOE.
Administration is competent and on-

going.

OE.ADMIN

The Administrator must be non-
malicious and competent, and must
follow all guidance.

OE.ADMIN ensures that the
administrator is trusted, educated,
competent, and has no malicious intent,
thereby addressing this assumption.
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Assumption
A.PASSWORD

Passwords for the Serial Console
Administrator and End User
accounts, and the “enable”
passwords, are at least eight
characters in length and comprise at
least one letter (from a set of 26
upper-case letters and 26 lower-
case letters), one special character
or symbol (from a set of 32), and
one number (from a set of 10).

Objective
OE.PASSWORD

Passwords for the Administrator and
End User accounts and the “enable”
password will be at least eight
characters in length and comprise at
least one letter (from a set of 26
upper-case letters and 26 lower-case
letters), one special character or
symbol (from a set of 32), and one
number (from a set of 10).

Rationale

OE.PASSWORD ensures that the
passwords selected by users are of
sufficient strength to provide the
desired level of security for TOE
access.

A.PLATFORM

The hardware platform used to host
the TOE supports all required
SGOS functions, and is dedicated to
supporting SGOS only.

OE.PLATFORM

The TOE hardware must support all
required SGOS functions; this
platform must be dedicated to
supporting SGOS processes only,
and must function according to the
documentation for the SGOS.

OE.PLATFORM ensures that the TOE
is hosted on a hardware platform
dedicated to (and appropriate for) its
proper functioning, maximizing its
ability to perform as documented.

A.SECURE_PATH

Security-related TOE data
transmitted to and from the TOE
over a network connection is
protected from compromise by
appropriate measures.

OE.SECURE_PATH

The IT environment must provide a
means to protect against the
compromise of security-related TOE

data transmitted to and from the TOE.

OE.SECURE_PATH ensures that
appropriate mechanisms and/or
protocols are in place in the TOE IT
environment to protect sensitive TOE
network traffic when transmitted
between the TOE and another IT
product.

A.TIMESTAMP

The IT environment provides the
TOE with the necessary reliable
timestamps.

OE.TIMESTAMP

The hardware platform hosting the
TOE must provide a reliable
timestamp for use by the TOE.

OE.TIMESTAMP ensures that the
hardware platform hosting the TOE can
provide a reliable timestamp for use by
the TOE, thereby addressing this
assumption.

8.2.3 Rationale for IT Environment Security Objecti

ves Relating to Policies

Table 19 provides a detailed discussion regardirgdtionale behind the IT environment securityeotiyes as they

relate back to the policies.

Table 21 — IT Environment Security Objectives Ratio

Policy
P.AUDIT

The TOE shall record events of
security relevance at the “basic
level” of auditing. The TOE shall
record the resulting actions of the
Proxy SFP.

Objective
OE.TIMESTAMP
The hardware platform hosting the

TOE must provide a reliable
timestamp for use by the TOE.

nale Relating to Policies

Rationale

OE.TIMESTAMP ensures that the
hardware platform hosting the TOE can
provide a reliable timestamp for use by
the TOE’s audit function, thereby
addressing this policy.
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8.3 Security Functional Requirements Rationale

This section traces each SFR back to the applicaaderity objective(s) identified in this Securitgrget. Table 22
demonstrates that the mapping of SFRs to the TO&risg objectives is complete. Table 23 demonstdhat the
mapping of SFRs to the IT environment security otiyes is complete. Taken together, these taldpsesent a
complete mapping, and demonstrate that all SFRstmapleast one objective.

Table 22 — Mapping of SFRs to TOE Security Objectiv  es

Security Objectives for
the TOE

O.AUTHENTICATE
O.NO TOE TAMPER
O.REMOVE ACTIVE
O.SCREEN TYPE
O.SCREEN URL

O.MANAGE

Security Functional
Requirements

FAU_GEN.1
FAU_SAR.1(a)
FAU_SAR.1(b)
FAU_STG.1
FAU_STG.4
FDP_ACC.1 v
FDP_ACF.1 v
FDP_IFC.1 vivlv
FDP_IFF.1 viviv
FIA_ADM_PCR.1(a)
FIA_ADM_PCR.1(b)
FIA_AFL.1
FIA_UAU.1(a)
FIA_UAU.1(b)
FIA_UAU.5
FIA_UAU.6(a)
FIA_UAU.6(b)
FIA_UAU.7
FIA_UID.1(a)
FIA_UID.1(b)
FMT_MOF.1
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.3

NEYEYERYERY O.AUDIT

AN NI N N N AN Y N B R N BN

NI NE BN AN
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Security Objectives for
the TOE

Security Functional
Requirements

FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_MTD.2
FMT_SMF.1
FMT_SMR.1
FMT_SMR.3
FPT_RVM.1 v
FPT_SEP.1 v

O.NO TOE TAMPER
O.REMOVE ACTIVE
O.SCREEN TYPE

O.AUTHENTICATE
O.SCREEN URL

O.AUDIT
NEYRYRAIRYRY O MANAGE

Table 23 — Mapping of SFRs to IT Environment Securi  ty Objectives

Security Objectives for the
IT Environment

OE.NO HW TAMPER
OE.PLATFORM

N OE.SECURE PATH
OE.TIMESTAMP

v
72
(©)
=
'_
i
Z
i
O

Security Functional
Requirements

FPT_ITC_ENV.1
FPT_RVM_HW.1
FPT_SEP_HW.1
FPT_STM.1

8.3.1 Rationale for SFRs Relating to TOE Security O  bjectives

The following table provides detailed evidence @ferage for each TOE security objective.

Table 24 — Rationale for SFRs of the TOE

Requirement Addressing

the Objective Rationale

Objective
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Obijective

Requirement Addressing

Rationale

O.AUDIT

The TOE must record events of
security relevance at the “basic level”
of auditing. The TOE must record the
resulting actions of the Proxy SFP.

the Objective
FAU_GEN.1

This requirement supports O.AUDIT by
requiring the TOE to produce audit records for
system security events and for actions caused
by enforcement of the Proxy SFP.

FAU_SAR.1(a)

This requirement supports O.AUDIT by
requiring the TOE to make the recorded audit
records available for review.

FAU_SAR.1(b)

This requirement supports O.AUDIT by
requiring the TOE to make the recorded audit
records available for review.

FAU_STG.1 This requirement supports O.AUDIT by
requiring the TOE to prevent unauthorized
deletion of the audit records.

FAU_STG.4 This requirement supports O.AUDIT by

requiring the TOE to mitigate audit data loss
due to hardware limitations such as disk full.

O.AUTHENTICATE

The TOE must require the
Administrator to authenticate before
gaining access to the administrative
interfaces of the TOE, and End Users
to authenticate if their controlled
protocol traffic matches a Proxy SFP
rule which requires authentication.

FIA_ADM_PCR.1(a)

This requirement supports O. AUTHENTICATE
by requiring a TOE administrator to enter the
proper password before assuming the
Privileged Administrator role.

FIA_ADM_PCR.1(b)

This requirement supports O. AUTHENTICATE
by requiring a Serial Console user to enter the
“setup” password before assuming the Setup
Console Administrator role (which allows
bypassing the TSF).

FIA_AFL.1

This requirement supports O. AUTHENTICATE
by ensuring that users’ passwords are
protected from brute-force guessing.

FIA_UAU.1(a)

This requirement supports O. AUTHENTICATE
by preventing unauthenticated End Users from
performing actions that require authentication.

FIA_UAU.1(b)

This requirement supports O. AUTHENTICATE
by ensuring that the only action permitted on
behalf of an unauthenticated Serial Console
user is the selection of the Setup Console or
the CLI on the Serial Console.

FIA_UAU.5

This requirement supports O. AUTHENTICATE
by defining the authentication mechanisms for
End Users and Serial Console users.

FIA_UAU.6(a)

This requirement supports O. AUTHENTICATE
by ensuring the End Users are authenticated
before any other TSF-mediated actions taken
on their behalf are performed. Only actions that
match Proxy SFP rules not requiring
identification are allowed before authentication
is performed.

FIA_UAU.6(b)

This requirement supports O. AUTHENTICATE
by ensuring that the only action permitted on
behalf of an unauthenticated Serial Console
user is the selection of the Setup Console or
the CLI on the Serial Console.
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Obijective

Requirement Addressing

Rationale

the Objective
FIA_UAU.7

This requirement supports O. AUTHENTICATE
by requiring that characters are not echoed
when administrators type their password on the
Serial Console.

FIA_UID.1(a)

This requirement supports O. AUTHENTICATE
by ensuring the End Users are identified before
any other TSF-mediated actions taken on their
behalf are performed. Only actions that match
Proxy SFP rules not requiring identification are
allowed before identification is performed.

FIA_UID.1(b)

This requirement supports O. AUTHENTICATE
by ensuring that the only action permitted on
behalf of an unidentified Serial Console user is
the selection of the Setup Console or the CLI
on the Serial Console.

O.MANAGE

The TOE must provide secure
management of the system
configuration, the Administrative

Access SFP and the Proxy SFP.

FDP_ACC.1

This requirement supports O.MANAGE by
including a policy language that enables
administrators to construct rules that control the
access of administrators to the administrative
interfaces of the TOE. The function then
enforces those rules and takes the action
specified.

FDP_ACF.1

This requirement supports O.MANAGE by
supporting several attributes that can be used
in the Administrative Access SFP to control
access to the administrative interfaces.

FIA_ADM_PCR.1(a)

This requirement supports O. MANAGE by
requiring a TOE administrator to enter the
proper password before assuming the
Privileged Administrator role for accessing
administrative functions.

FIA_ADM_PCR.1(b)

This requirement supports O. MANAGE by
requiring a TOE administrator user to enter the
“setup” password before assuming the Setup
Console Administrator role (which allows
bypassing the TSF) for accessing system
configuration functions on the Serial Console.

FMT_MOF.1

This requirement supports O. MANAGE by
specifying which functions of the TOE can be
managed, and defining who can manage those
functions.

FMT_MSA.1(a)

This requirement supports O.MANAGE by
allowing all TOE administrators to query the
security attribute user group membership.

FMT_MSA.1(b)

This requirement supports O.MANAGE by
allowing only Privileged Administrators to
modify and delete the security attributes user
group membership and user password.

FMT_MSA.3

This requirement supports O.MANAGE. Both
the Administrative Access and Proxy SFPs are
restrictive by default.
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Requirement Addressing

Obijective Rationale

the Objective

FMT_MTD.1(a) This requirement supports O.MANAGE by
permitting all TOE administrators to view the
system configuration, Administrative Access
SFP rules, and Proxy SFP rules.

FMT_MTD.1(b) This requirement supports O.MANAGE by
permitting only Privileged Administrators to
modify the system configuration, Administrative
Access SFP rules, and Proxy SFP rules.

FMT_MTD.2 This requirement supports O.MANAGE by
permitting Privileged Administrators to modify
the limit on the size of the audit logs.

FMT_SMF.1 This requirement supports O.MANAGE by
specifying that the TOE supports configuration
of the Proxy SFP.

FMT_SMR.1 This requirement supports O.MANAGE by
supporting three roles: Administrator, Privileged
Administrator, and Setup Console
Administrator.

FMT_SMR.3 This requirement supports O.MANAGE by
ensuring that Serial Console users can assume
the Privileged Administrator and Setup Console
Administrator roles on the Serial Console only
by executing the required command, and
providing the appropriate password.

O.NO_TOE_TAMPER FPT_RVM.1 This requirement supports
O.NO_TOE_TAMPER by ensuring that all

The TOE must protect itself against controlled protocol traffic received by the TOE

external interference or tampering by is subject to the Proxy SFP. This ensures non-

untrusted subjects, or attempts by bypassability of the TSF when it is invoked.

untrusted subjects within the scope of

its control to bypass the TOE security FPT_SEP.1 This requirement supports

O.NO_TOE_TAMPER by ensuring that there

functions. are no other processes in the TSC that have
access to the TSF or TSF data. The TOE itself
is a dedicated operating system that has no
other purpose but to provide the TSF.
O.REMOVE_ACTIVE FDP_IFC.1 This requirement supports
O.REMOVE_ACTIVE by including a policy
The TOE must be able to remove language that enables the administrator to
active content from HTML pages construct rules representing their site’s
delivered via a controlled protocol as information flow policy. The function then
defined by the Proxy SFP. enforces those rules and takes the action
specified.
FDP_IFF.1 This requirement supports
O.REMOVE_ACTIVE by supporting a wide
range of attributes that can be used in the
Proxy SFP to control the flow of information
between the Internal and External Networks.
O.SCREEN_TYPE FDP_IFC.1 This requirement supports O.SCREEN_TYPE
by including a policy language that enables the
The TOE must disallow controlled administrator to construct rules representing
protocol traffic of given content types their site’s information flow policy. The function
as defined by the Proxy SFP. then enforces those rules and takes the action
specified.
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Obijective

Requirement Addressing

Rationale

the Objective
FDP_IFF.1

This requirement supports O.SCREEN_TYPE
by supporting a wide range of attributes that
can be used in the Proxy SFP to control the
flow of information between the Internal and
External Networks.

O.SCREEN_URL

The TOE must disallow controlled
protocol traffic for given URLs as
defined by the Proxy SFP.

FDP_IFC.1

This requirement supports O.SCREEN_URL by
providing a policy language that enables
authorized administrators to construct rules
representing their site’s information flow policy.
The function then enforces those rules and
takes the action specified.

FDP_IFF.1

This requirement supports O.SCREEN_URL by
supporting a wide range of attributes that can
be used in the Proxy SFP to control the flow of
information between the Internal and External
Networks.

8.3.2 Rationale for SFRs Relating to IT Environment

Security Objectives

The following table provides detailed evidence @ferage for each IT environment security objective.

Table 25 — Rationale for SFRs of the IT Environment

Objective

Requirement Addressing

Rationale

OE.NETWORK

the Objective

FPT_RVM_HW.1

This requirement supports OE.NETWORK by
requiring that all controlled protocol traffic must
be routed through the TOE, ensuring that the
target traffic cannot bypass the security
functionality of the TOE hardware.

OE.NO_HW_TAMPER

FPT_RVM_HW.1

This requirement supports
OE.NO_HW_TAMPER by requiring that secure
access to the TOE can only be accomplished
using the defined interfaces, ensuring that TOE
security functions cannot be bypassed by
tampering or interfering with the TOE hardware.

OE.PLATFORM

FPT_SEP_HW.1

This requirement supports OE.PLATFORM by
requiring that the hardware platform hosting the
TOE be dedicated only to TOE functions and
processes.

OE.SECURE_PATH

FPT_ITC_ENV.1

This requirement supports OE.SECURE_PATH
by ensuring that the IT environment provides
mechanisms for the protection of TSF data being
transmitted between the TOE and another IT
product.

OE.TIMESTAMP

FPT_STM.1

This requirement supports OE.TIMESTAMP by
requiring the IT environment to provide a reliable
timestamp for the TOE's use.
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8.4 Explicitly-Stated Requirements Rationale

Table 26 below provides rationale regarding theafgbe explicitly-stated requirements found irstdocument.

Name
FIA_ADM_PCR.1(a)

Table 26 — Rationale for Use of Explicitly-Stated R

Description

Password controlled role

equirements

Rationale

This SFR was stated explicitly (rather than
using FIA_UAU.6) to specify that the re-
authentication process requires verification
against Privileged Administrator credentials
that are different that those that were
originally entered by the TOE administrator.

FIA_ADM_PCR.1(b)

Password controlled role

This SFR was stated explicitly (rather than
using FIA_UAU.6) to specify that the re-
authentication process requires verification
against the Setup Console Administrator
password that is different that those that
were originally entered by the TOE
administrator.

FPT_ITC_ENV.1

TSF data confidentiality during transmission

This SFR was stated explicitly (rather than
using FPT_ITC.1) to specify that the IT
environment (and not the TSF) is
responsible for maintaining the
confidentiality of TSF data being
transmitted between the TSF and another
IT product

FPT_RVM_HW.1

Non-bypassability of the TSP for hardware

This SFR was stated explicitly (rather than
using FPT_RMV.1) to specify the need for
the SGOS appliance to be placed in the
network environment such that controlled
protocol network traffic cannot bypass the
security functionality provided by the
appliance.

FPT_SEP_HW.1

TSF domain separation for hardware

This SFR was explicitly stated (rather than
using FPT_SEP.1) to specify the
responsibility of IT environment for
providing and maintaining separate network
paths for controlled protocol traffic and non-
controlled protocol traffic.

8.5 Security Assurance Requirements Rationale

EAL2+ was chosen to provide a low to moderate lesfelhssurance that is consistent with good comrakrci

practices. As such, minimal additional tasks dexgd upon the vendor assuming the vendor folleesanable
software engineering practices and can provide aupp the evaluation for design and testing efforThe chosen

assurance level is appropriate with the threatsneeffor the environment.

At EAL2+, the TOE wilave

undergone a search for obvious flaws to suppoimitsduction into the non-hostile environment.
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8.6 Dependency Rationale

This ST satisfies all the requirement dependencfethe Common Criteria. Table 27 lists each rezjnt to
which the TOE claims conformance with a dependeawcg indicates whether the dependent requirement was
included. As the table indicates, all dependenicéa®& been met. In instances where a dependenogtithrough a
component that is hierarchical to another compgrexqtianations are provided in the Rationale column

Table 27 — Functional Requirements Dependencies

SFR ID Dependency Dependency Met Rationale
FAU_GEN.1 FPT_STM.1 v
FAU_SAR.1(a) FAU_GEN.1
FAU_SAR.1(b) FAU_GEN.1
FAU_STG.1 FAU_GEN.1
FAU_STG.4 FAU_STG.1
FDP_ACC.1 FDP_ACF.1
FDP_ACF.1 FDP_ACC.1

FMT_MSA.3
FDP_IFC.1 FDP_IFF.1
FDP_IFF.1 FDP_IFC.1

FMT_MSA.3

FIA_ADM_PCR.1(a)

No dependencies

FIA_ADM_PCR.1(b)

No dependencies

FIA_AFL.1 FIA_UAU.1(a)
FIA_UAU.1(a) FIA_UID.1(a)
FIA_UAU.1(b) FIA_UID.1(b)
FIA_UAU.5 No Dependencies
FIA_UAU.6(a) No Dependencies
FIA_UAU.6(b) No Dependencies
FIA_UAU.7 FIA_UAU.1(b)
FIA_UID.1(a) No dependencies
FIA_UID.1(b) No dependencies
FMT_MOF.1 FMT_SMF.1
FMT_SMR.1
FMT_MSA.1(a) FDP_ACC.1
FMT_SMF.1
FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1
FMT_SMF.1
FMT_SMR.1

N I N N N I N I O NI N N N N N N N N NG N N N N N NI NI R NE BN N R R BN
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SFR ID Dependency Dependency Met Rationale

FMT_MSA.3 FMT_MSA.1(b) v

FMT_SMR.1 v
FMT_MTD.1(a) FMT_SMF.1 v

FMT_SMR.1 v
FMT_MTD.1(b) FMT_SMF.1 v

FMT_SMR.1 v
FMT_MTD.2 FMT_MTD.1(b) v

FMT_SMR.1 v
FMT_SMF.1 No dependencies v
FMT_SMR.1 FIA_UID.1(b) v
FMT_SMR.3 FMT_SMR.1 v
FPT_ITC_ENV.1 No dependencies v
FPT_RVM.1 No dependencies v
FPT_RVM_HW.1 No dependencies v
FPT_SEP.1 No dependencies v
FPT_SEP_HW.1 No dependencies v
FPT_STM.1 No dependencies v

8.7 TOE Summary Specification Rationale

8.7.1 TOE Summary Specification Rationale for the S  ecurity Functions

Each subsection in the TOE Summary Specificati@ctisn 6) describes a security function of the TOEach
subsection includes a set of requirements and iteschow the requirements are satisfied by aspefcthe

corresponding security function. Table 28 belowvies rationale as to how each SFR is met by $secated
security function. The correspondence that théetpbovides also demonstrates that all securityireqnents are
addressed and all security functions are necegsarythey correspond to at least one securityireqent). The
set of security functions work together to satiaflyof the SFRs. Furthermore, all of the secufitgyictions are
necessary in order for the TSF to provide the megusecurity functionality. This section, in camgtion with the
TOE Summary Specification section, provides evidetiat the security functions are suitable to fulfie TOE

security requirements.

Table 28 — Rationale for TOE Security Functions Mee ting SFRs

SFR Met Rationale

FIA_ADM_PCR.1(a)

TOE Security Function

The Identification and Authentication TSF meets
this requirement by ensuring that Administrators
use proper credentials to assume the Privileged
Administrator role.

Identification and
Authentication
Password controlled role
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TOE Security Function

SFR Met
FIA_ADM_PCR.1(b)

Password controlled role

Rationale

The Identification and Authentication TSF meets
this requirement by ensuring that Administrators
use proper credentials to assume the Serial
Console Administrator role.

FIA_AFL.1

Authentication failure handling

The Identification and Authentication TSF meets
this requirement by providing measures to handle
failed authentication attempts.

FIA_UAU.1(a)

Timing of authentication

The Identification and Authentication TSF meets
this requirement by ensuring that end users
provide credentials (if required by the Proxy SFP)
before being granted access to controlled actions.

FIA_UAU.1(b)

Timing of authentication

The Identification and Authentication TSF meets
this requirement by ensuring that Serial Console
users authenticate before being granted access
to Serial Console functions.

FIA_UAU.5

Multiple authentication mechanisms

The Identification and Authentication TSF meets
this requirement by providing multiple (based on
the login location and the desired role), well-
defined methods of authenticating to the TOE.

FIA_UAU.6(a)

Re-authenticating

The Identification and Authentication TSF meets
this requirement by ensuring that end users must
provide credentials for each access to controlled
protocol traffic requiring authentication.

FIA_UAU.6(b)

Re-authenticating

The Identification and Authentication TSF meets
this requirement by ensuring that TOE
Administrators re-authenticate (using a specific
password) before assuming the Privileged
Administrator role on the Serial Console.

FIA_UAU.7

Protected authentication feedback

The Identification and Authentication TSF meets
this requirement by displaying no feedback to the
Serial Console during the authentication process.

FIA_UID.1(a)

Timing of identification

The Identification and Authentication TSF meets
this requirement by ensuring that end users are
properly identified before allowing any other TSF-
mediated actions to be performed.

FIA_UID.1(b)

Timing of identification

The Identification and Authentication TSF meets
this requirement by ensuring that Serial Console
users are properly identified before allowing any
other TSF-mediated actions to be performed.

Protection of the TSF

FPT_RVM.1

Non-bypassability of the TSP

The Protection of the TSF TSF meets this
requirement by ensuring that the TSP
enforcement mechanisms must be executed
before allowing any TSF-mediated actions to be
performed.

FPT_SEP.1

TSF domain separation

The Protection of the TSF TSF meets this
requirement by ensuring that the TOE has a
separate, dedicated, and secure domain in which
to operate.

Security Audit

FAU_GEN.1

Audit data generation

The Security Audit TSF meets this requirement by
providing an audit generation capability that
records the necessary information about the
required events.
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TOE Security Function

SFR Met
FAU_SAR.1(a)

Audit review

Rationale

The Security Audit TSF meets this requirement by
providing Privileged Administrators with the ability
to read and interpret all information in the System
Events log.

FAU_SAR.1(b)

The Security Audit TSF meets this requirement by
providing a mechanism for Access Log upload

Audit review targets to read and interpret all information in the
Access Logs.
FAU_STG.1 The Security Audit TSF meets this requirement by

Protected audit trail storage

protecting stored audit records from unauthorized
deletion.

FAU_STG.4

Prevention of audit data loss

The Security Audit TSF meets this requirement by
providing a mechanism for overwriting older audit
records when the audit trail is full.

Security Management

FMT_MOF.1

Management of security functions
behaviour

The Security Management TSF meets this
requirement by restricting the ability to manage
the Proxy SFP and Administrative SFP to only
Privileged Administrators.

FMT_MSA.1(a)

Management of security attributes

The Security Management TSF meets this
requirement by enforcing administrative access
policies allowing TOE administrators to query on
the security attribute user group membership.

FMT_MSA.1(b)

Management of security attributes

The Security Management TSF meets this
requirement by enforcing administrative access
policies allowing only Privileged Administrators to
modify and delete information associated with the
security attributes user group membership and
user password.

FMT_MSA.3

Static attribute initialisation

The Security Management TSF meets this
requirement by providing restrictive default values
(which can be overridden by Privileged
Administrators) for attributes used to enforce the
TOE's security mechanisms.

FMT_MTD.1(a)

Management of TSF data

The Security Management TSF meets this
requirement by allowing TOE administrators to
query information regarding the system’s
configuration, Administrative SFP, and Proxy
SFP.

FMT_MTD.1(b)

Management of TSF data

The Security Management TSF meets this
requirement by allowing only Privileged
Administrators to change defaults and modify
information regarding the system’s configuration,
Administrative SFP, and Proxy SFP.

FMT_MTD.2

Management of limits on TSF data

The Security Management TSF meets this
requirement by allowing only Privileged
Administrators to set limits on audit log sizes, and
by providing a mechanism to overwrite the oldest
audit log records if that limit is reached or
exceeded.

FMT_SMF.1

Specification of management
functions

The Security Management TSF meets this
requirement by providing specific management
functions for administering the TOE.
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TOE Security Function SFR Met Rationale

FMT_SMR.1 The Security Management TSF meets this
requirement by maintaining the roles

Security roles Administrator, Privileged Administrator, and Setup
Console Administrator.

FMT_SMR.3 The Security Management TSF meets this
requirement by requiring that assuming the role of

Assuming roles Privileged Administrator (using the Serial

Console) or Setup Console Administrator can
only be accomplished via an explicit request.

User Data Protection FDP_ACC.1 The User Data Protection TSF meets this

requirement by enforcing access control policies

Subset access control on TOE administrators requesting the Privileged
Administrator role.

FDP_ACF.1 The User Data Protection TSF meets this
requirement by enforcing policy-based controls

Security attribute based access for objects based on certain security attributes of

control both the requesting subject and the requested
access operation.

FDP_IFC.1 The User Data Protection TSF meets this
requirement by enforcing proxy policies on the

Subset information flow control flow of controlled protocol traffic traversing the
TOE.

FDP_IFF.1 The User Data Protection TSF meets this
requirement by implementing and enforcing Proxy

Simple security attributes policies to control the flow of information based

on certain security attributes of both the
requesting subject and the information itself.

The only security mechanism that is realized byr@babilistic or permutational implementation is thessword
mechanism. For an analysis of the Strength of #amcrefer to section 8.8 of this document.

8.7.2 TOE Summary Specification Rationale forthe S  ARs

EAL2+ was chosen to provide a basic level of incejemtly assured security in the absence of readiadility of
the complete development record from the vendone Ghosen assurance level is consistent with tistulated
threat environment.

While the TOE may monitor a hostile environmenisiexpected to be in a non-hostile position antheded in
(or protected by) other products designed to addie®ats that correspond with the intended enmimt. The
chosen assurance level was also selected for enafare with the client’'s needs.

8.7.2.1 Configuration Management

The Configuration Management documentation proviaegescription of tools used to control the configion
items and how they are used at Blue Coat. Therdentation provides a complete configuration itest éind a
unique reference for each item. Additionally, tbenfiguration management system is described imojud
procedures that are used by developers to comibtrack changes that are made to the TOE. Thendewtation
further details the TOE configuration items that eontrolled by the configuration management system

Corresponding CC Assurance Components:

« ACM_CAP.2 — Configuration Items
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8.7.2.2 Delivery and Operation

The Delivery and Operation documentation providdsscription of the secure delivery procedures émanted by
Blue Coat to protect against TOE modification dgrproduct delivery. The Installation Documentatfmovided
by Blue Coat details the procedures for installimg TOE and placing the TOE in a secure stateioffehe same
protection properties as the master copy of the TQme Installation Documentation provides guidatzehe
administrator on the TOE configuration parameteid lzow they affect the TSF.

Corresponding CC Assurance Components:

 ADO_DEL.1 - Delivery Procedures
» ADO_IGS.1 - Installation, Generation and Start-Updedures

8.7.2.3 Development

The Blue Coat design documentation consists ofraévelated design documents that address the coemp® of
the TOE at different levels of abstraction. Thé#ofeing design documents address the Developmestirasice
Requirements:

e The Functional Specification provides a descriptidrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposé an
method of use and a list of effects, exceptiond,e&mors message for each external TSF interface.

e The High-Level Design provides a top level desigmecsfication that refines the TSF functional
specification into the major constituent parts &gbems) of the TSF. The high-level design idertithe
basic structure of the TSF, the major elements,adirekternally-visible TSF interfaces.

» The Correspondence Analysis demonstrates the pammdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.

Corresponding CC Assurance Components:

* ADV_FSP.1 - Informal Functional Specification
 ADV_HLD.1 - Descriptive High-Level Design
» ADV_RCR.1 - Informal Representation Correspondence

8.7.2.4 Guidance Documentation

The Blue Coat Guidance documentation provides adtrinor guidance on how to securely operate th&.T®he
Administrator Guidance provides descriptions of #eeurity functions provided by the TOE. Additiipait
provides detailed accurate information on how tmiadster the TOE in a secure manner and how tacediey use
the TSF privileges and protective functions.

This assurance class also requires the inclusienlder Guidance component to direct end usefseiptoper use

of the TOE. However, end users direct interactigtn the TOE is limited to the entry of a passwdod policy-
controlled access to controlled-protocol trafficSince the configuration of the policies is discdsse the
Administrator Guidance, that single document is sidered to contain both components. However, for
completeness, both assurance components are ndtegl bulleted list below.

Corresponding CC Assurance Components:

« AGD_ADM.1 — Administrator Guidance
e AGD_USR.1 - User Guidance
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8.7.2.5 Life Cycle Support

The Life Cycle Support documentation outlines tteps taken at Blue Coat to capture, track and renbags as
part of their basic flaw remediation process. Tdasument shows that all flaws are recorded antttigasystem
tracks them to completion.

Corresponding CC Assurance Components:

« ALC _FLR.1 - Basic Flaw Remediation

8.7.2.6 Tests

There are two components that make up the Testndewetation. The Coverage Analysis demonstratesetteng
performed against the functional specificational#o demonstrates the extent to which the TOErggdunctions
were tested as well as the level of detail to whith TOE was tested. Blue Coat Test Plans and Arestedures,
which detail the overall efforts of the testingagffand break down the specific steps taken bysteiteare also
provided.

Corresponding CC Assurance Components:

e ATE_COV.1 - Evidence of Coverage
e ATE_FUN.1 - Functional Testing

8.7.2.7 Vulnerability Assessment

The Vulnerability Assessment consists of two congmis. The Strength of TOE Security Function Anaglys
demonstrates the strength of the probabilisticesmutational mechanisms employed to provide sgctuiictions
within the TOE and how they exceed the minimum S€dquirements. A Vulnerability Assessment is preddo
demonstrate ways in which an entity could violate fTSP and provide a list of identified vulneralsk.
Additionally, the document provides evidence of hbe TOE is resistant to obvious attacks.

Corresponding CC Assurance Components:

e AVA _ SOF.1 — Strength of TOE Security Function Ealan
 AVA _VLA.1 - Developer Vulnerability Analysis

8.8 Strength of Function

A strength of function rating of SOF-basic was mlad for this TOE to meet the EAL2+ assurance requénts,
this SOF is sufficient to resist the threats idéediin Section 3. Section 4 provides evidencé deanonstrates that
TOE threats are countered by the TOE security ¢ibsz Section 8 demonstrates that the securiggctibes for
the TOE and the IT environment are satisfied by gbeurity requirements. The evaluated TOE is uhtento
operate in commercial and DoD low robustness enuirents processing unclassified information. Therall TOE
SOF claim is SOF-basic because this SOF is sufic@eresist the threats identified in Section 3.2.

The relevant security functions and security fuorai requirements which have probabilistic or paatianal
functions are:

 FIA_ADM_PCR.1(a) — Password controlled role
 FIA_ADM_PCR.1(b) — Password controlled role
 FIA_UAU.1(a) — User authentication before any attio
* FIA_UAU.1(b) — User authentication before any actio
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9 Acronyms
Table 29 lists the acronyms used throughout thésident.
Table 29 — Acronyms

Acronym Definition

CC The Common Criteria for Information Technology Security Evaluation

CEM The Common Methodology for Information Technology Security Evaluation

CLI Command Line Interface

CPL Content Policy Language

DNS Domain Name System

DOS Disk Operating System

DRTR Dynamic Real-Time Rating™

EAL Evaluation Assurance Level
ELFF Extended Log File Format

FTP File Transfer Protocol

HTML Hypertext Markup Language

HTTP Hypertext Transfer Protocol

ICP Internet Control Protocol

Information Flow Protection

Internet Protocol

Information Technology

Local Area Network

Multipurpose Internet Mail Extensions

Microsoft Media Server

National Center for Supercomputing Applications

Original Content Server

Object Linking and Embedding

Operating System

Peer-To-Peer

Protection Profile

RADIUS Remote Authentication Dial-In User Service

RFC Request for Comments

RPC Remote Procedure Call

RTSP Real Time Streaming Protocol

SAR Security Assurance Requirement

SFP Security Functional Policy

SFR Security Functional Requirement
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Acronym Definition

SGOS ProxySG Operating System

SMTP Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol

SOF Strength of Function

SSH Secure Shell

SSL Secure Sockets Layer

ST Security Target

IVAON@SE Terminal Access Controller Access Control System

TCP Transmission Control Protocol

TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Function

TSP TOE Security Policy

URL Universal Resource Locator

W3C World Wide Web Consortium

WCCP Web Cache Control Protocol
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