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1 Security Target Introduction

This section identifies the Security Target (STardget of Evaluation (TOE), and the ST organizatidhe Target of
Evaluation is the Netezza Performance Server v4Ni%5), and will hereafter be referred to as th&Troughout
this document. The TOE is a data warehousing mtothat provides support for a wide range of bussne
intelligence applications.

1.1 Purpose

This ST provides mapping of the Security Environbterthe Security Requirements that the TOE meetsder to
remove, diminish or mitigate the defined threatthim following sections:

» Security Target Introduction (Section 1) — Providebrief summary of the ST contents and describes t
organization of other sections within this documert also provides an overview of the TOE security
functions and describes the physical and logioahedor the TOE.

» Conformance Claims (Section 2) — Provides the iieation of any Common Criteria (CC), ST Protectio
Profile, and Evaluation Assurance Level (EAL) pagka&laims.

» Security Problem DefinitiofSection 3) — Describes the threats, policies,assimptions that pertain to the
TOE and its environment.

» Security Objectives (Section 4) — Identifies theusity objectives that are satisfied by the TOE idtsd
environment.

» Extended Components Definition (Section 5) — Ideginew components (extended Security Functional
Requirements (SFRs) and extended Security Assufdagairements (SARs)) that are not included in CC
Part 2 or CC Part 3.

» Security Requirements (Section 6) — Presents tlerBe Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE arilebyOE’s environment.

» TOE Summary Specification (Section 7) — Descrilbessecurity functions provided by the TOE thats$ati
the security functional requirements and objectives

» Rationale (Section 8) - Presents the rationale tfer security objectives, requirements, and SFR
dependencies as to their consistency, completeaedsuitability.

» Acronyms and Terminology (Section 9) — Definesdbgonyms and terminology used within this ST.

Netezza Performance Server v4.6.5 Page 5 of 97
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1.2 Security Target and TOE References

Table 1 - ST and TOE References

ST Title . .
Netezza Corporation Netezza Performance Server v4.6.5 Security Target

T Versi
STVersion Version 0.6

ST Author .
Corsec Security, Inc.

Amy Nicewick

ST Publication Date 2010-04-13

LIS Netezza Performance Server v4.6.5.build 10670

Keywords

Database, DBMS', Database Management System, Data Warehousing, Multi-level
Security, MLS?, basic robustness, access control, discretionary access control, DAC?

1.3 TOE Overview

The TOE Overview summarizes the usage and majarriseteatures of the TOE, providing a context foe TOE
evaluation by identifying the TOE type, describthg product, and defining the specific evaluateafigaration.

The TOE is a data warehousing product that provstegort for Business Intelligence (Bl) applicaiorEnd users
of this product include Chief Information Officelfme-of-business managers, and Chief Executivec&ff. The
TOE allows these types of users to analyze datas$rey processing massive amounts of data at ahghyspeed.
Analysis operations that may take days with otliedpcts can take seconds with the TOE architecture.

The TOE is designed for databases ranging fromoxppately two terabytes to hundreds of terabytepetding
on the model chosen. The TOE uses a proprietanyitacture to achieve short query times when costpao
traditional distributed data warehousing systerBy. combining database, server, and storage comp®iiemone
design, the product is able to process large amsmfriata faster than a traditional data warehgusystem. This
speed allows the product to perform efficient atiedy searches.

1.3.1 Brief Description of the Physical Components of the TOE

The TOE is a database appliance that integratestabalse, server, and storage into a single systehmitegture.
The architecture of the TOE database appliancessyded for query speed. Specifically, the TOHigecture is
designed to allow efficient, ad-hoc querying ofglramounts of data. The TOE employs a technoladigct
Asymmetric Massively Parallel Processing (AMPP) ebhcombines both Symmetric Multiprocessing (SMP) an
Massive Parallel Processing (MPP) architecturestaeeding high-level computing at slower speeats make

! DBMS - Database Management System
2 MLS - Multi-level Security
¥ DAC - Discretionary Access Control
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use of SMP, and data needing more speed can makaf MPP. This design enables efficient, high-sipeading
and ad-hoc querying of large amounts of data.

In a typical deployment of the TOE, data woulddieced into the TOE from a corporate data sourag @n e-
commerce transactional database, a corporate cestofiormation database, or a corporate wide datieation

system). Typically, end users of this product wiotiien access this data through a custom Busiméskigence
(BI) application. This BI application would provdhe user with mechanisms to perform queries aatyses on
sets of data. The Bl application accesses the afiance on behalf of the user through standar8C'DIDBC,

or OLE-DB’® interfaces to submit SQlqueries to the TOE.

The Netezza Performance Server contains three priczenponents:
* Host
* Snippet Processing Units (SPUs)
» Gigabit Ethernet Switch

These product components are deployed as showiguneFL.

* ODBC - Open Database Connectivity

®> JDBC - Java Database Connectivity

® OLE-DB — Object Linking and Embedding Database
"SQL - Structured Query Language

Netezza Performance Server v4.6.5 Page 7 of 97
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Figure 1 - NPS System

High-Performance Architecture: Asymmetric Massively Parallel Processing

Bl Applications Netezza Performance Server

Gigabit Massively Parallel
Ethernet Intelligent Storage

Host

1.31.1 Host

The Host provides ODBC, JDBC, and OLE-DB connetyitb Bl applications and client machines, provides
administrative and monitoring functionality, andmomunicates with individual SPUs for processing @gseand
storing user data. Before the system offers amyics to end users, those users are authentibgtede Host.
After successful authentication, a connection taldished via either ODBC, JDBC, or OLE-DB. Afwueries are
received by the TOE, they are transformed fromdstesh SQL to a query pl&n Next, the query plan is transformed
into an optimization plan to achieve the quickesdgible results. After the plan has been credtsdpassed on to
an execution engine to manage processing of theyqured any transactions that occur on the databasdual
execution of a query is handled by one or more SRlilk some intermediate and final processing @hbst.

All administrative functions of the system are hleddby the Host. Input may come from one of thdé&erent
administrative interfaces. These three interfaresthe NPS Web Admin (a web based administratiterface),
the nzAdmin, a Windows based Graphical User InterffGUI), and a Command Line Interface (CLI).
Additionally, all audit functions and audit recordse managed and stored on the Host. Audits @a&tent for a
variety of functions ranging from user access ®gtart up and shut down of the TOE. As auditalbknts occur
they are written to hard drives on the Host.

& Query plan — a set of steps the TOE uses to medificcess information in the database.

Netezza Performance Server v4.6.5 Page 8 of 97
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1.3.1.2 Snippet Processing Units

Snippet Processing Units (SPUs) are the basicafirstorage and provide query processing, datagtorand data
mirroring functionality. SPUs are hardware modutest perform the primitive functions of a querydasontrol all
aspects of reading from and writing to a hard dritgsach SPU contains a single hard drive, a deslicatocessor,
and firmware necessary to process each set of data.

When data is stored by the TOE, that data is distted among all SPUs. Additionally, each SPU dosta
dedicated processor. This allows query operatimn®ccur architecturally close to the storage devicBy
distributing data across all SPUs and providingasaje processors for each storage device, the TCHiecture
allows fast, efficient querying of user data. E&U also supports the NPS data mirroring schefmportion of
each disk acts as a primary disk, and a portios asta mirror for primary data on another disk. e TFOE
automatically copies data from a primary to mirpartions of each disk. Mirrors provide fault-t@dece because
they provide a redundant and consistent copy afah stored on each SPU.

1.3.1.3 Gigabit Ethernet Switch

Communication between the Host and the SPUs isnggiished by the third component, a gigabit Ethesvatch.
Each TOE rack includes at least one physical switthe switches connect the SPUs to the Networérfiate
Cards (NICs) installed on the Host.

1.3.2 Brief Description of the Functionality of the TOE

Database queries generated by Bl applications aseed to the TOE where they are processed, thamation
retrieved, and the results returned to the apjpdinatThe TOE implements Multi-level Security (ML&nctionality
to provide row-level security for sensitive datdLS allows the TOE to process and store informatiith
different sensitivities, or security levels (such Bop Secret, Secret, Classified, etc.). An MLStay permits
simultaneous access by users with different aceegBorities, and prevents users from obtaining ssde
information for which they do not have the propetharization. Individuals with a higher cleararare permitted
to access less-sensitive information, and sharerdents with less-cleared individuals after theyehbgen edited to
remove information that the less-cleared individuake not allowed to see.

1.3.2.1  Multi-level Security

Multi-level Security is a form of access controltla database row level, and is sometimes reféorad Row-level
Security or Label Security. Multi-level Security the TOE requires a multi-dimensional security elpthcluding
a security descriptor that defines a level, a ebborts, and a set of categories for each dgecplor table row. A
session security profile for each user or applicagalso called a “principal”) is also defined yetTOE to have a
level, a set of cohorts, and a set of categories.

A level is an indicator of the level of access @egi user is granted (e.g., secret, top secre}, dtligher levels are
more secure; lower levels are less secure. Adalgeet is assigned one level. An individual atténgpto access an
object must have a level greater than or equdiédavel of the object being accessed. The TOFiges two built-
in levels as defaults for when the customer do¢slefine any levels for a data object or user: BlBand OMNI.
PUBLIC level is the lowest possible level that denassigned. OMNI level is the highest possiblelle The TOE
supports approximately 32,000 levels, which areasgnted by a number in the range 1 to 32766.

A cohort is a hierarchical group assigned by theET&iministrator and is typically used to collected of users
together. For example, a person’s job title migdtermine the group to which he is assigned, sscltgecutive

Team”, or “Engineering”. A cohort is an “any-ofdbdel. A data object may have any number of “arfylaifels.

This means that the session security profile ofuder attempting to access the data object musthnzdtieast one
“any-of” label for access to be granted. If thstomer has not assigned a cohort to the securdigrigéor of a data
object, it will default to no cohort. If no cohad assigned then any principal’s security profil#d match that

security descriptor. Similarly, the cohort of @&pipal’s security profile will default to no cohtorThe TOE allows
for more than 64,000 cohorts.
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A category is a flat space of tags and is typicakgd to collect a set of data together. For exangpcategory
might be “cryptology files”, “nuclear weapons”, econnaissance”. A category is an “all-of” labé\. data object
may have any number of “all-of” labels. This med#mat the session security profile of the princigaémpting to
access the data object must match the entire setilasf’ labels for access to be granted. If astmmer has not
assigned a category to the security descriptor data object, it will default to no category. b ategory is
assigned, then any principal's security profilelvwaiatch that security descriptor. Similarly, thategory of a

principal’s security profile will default to no agory. The TOE supplies at least 64,000 categories

A session security profile is assigned each tinusex or a third-party application logs in to theEH.OWhenever a
user or application attempts to access a datalmasetiie TOE will compare the session security feofvith the
security descriptor for that row to determine wieethccess will be allowed.

Not all data objects will be required to have Midtvel Security. The customer is able to choos&lwHata objects
have Multi-level Security applied to them. In atlah, no system catalog has Multi-level Securitplagd to it; only
user objects will have Multi-level Security.

As an extension of the MLS model, the TOE exterds fgermission system to control the manipulatiorithef
Multi-level Security system, as follows:

Security descriptors and security profiles are alited security labels. Row secure tables arb easigned one of
the following permissions:

*» LABEL_ACCESS
* LABEL_RESTRICT
 LABEL_EXPAND

LABEL_ACCESS allows the principal attempting to ass the row to see the security label (securitgriesr) of
that row. LABEL_RESTRICT allows the principal taite the security label for a row, but only to makenore
restrictive. This means the principal can setghéi level, add one or more categories, or remae @ more
cohorts. LABEL_EXPAND allows the principal to weitthe security label for a row, but only to makdeis
restrictive. This means the principal can setwelolevel, remove one or more categories, or adsel @anmore
cohorts.

When a row is inserted into a table, a securityellamust be specified. The principal must have the
LABEL_RESTRICT or LABEL_EXPAND permission to spegié security label on an insert. If no securitydbis
specified by the principal, the label defaultsabdl of the principal.

When a row is updated, it retains its security lddyedefault. If the principal wishes to set thexgrity label on an
update, the principal must have the LABEL_RESTREETABEL EXPAND permission.

1.3.2.2 Secure Auditing

The TOE also implements secure auditing: the TQHeas query history data and information about
authentication attempts and administrative opemaficand captures them in one of three types oft dilés,
depending on the type of event:

» Linux OS log files contain events generated by@% such as changes to the system time;

» process-specific disk files on the Host, for preesssuch as the Backup and Restore Manager, coexain
log files;

* an audit database stored on the SPUs containssetteat reflect usage of the database by users and
administrators.

All logging is performed from the Host, and nonenfrthe SPUs.

The audit database is populated by an audit cagemeer process. The audit capture server praeegives and
buffers in memory audit data from other Host preess and then periodically flushes the data frormorg to disk.
The size of the buffer file is configurable by th@ministrator. If the audit disk files become faHe audit capture

Netezza Performance Server v4.6.5 Page 10 of 97
© 2010 Netezza Corporation



Security Target, Version 0.6 April 13, 2010

server process will be unable to write more logsthe files, and will return errors to the procestiest are
generating the log data. All further activity tlatjuires audit logging will fail until disk spaéer audit logging has
been freed. The TOE will protect the data frompganng by sequencing the data as it is generatethdyHost
processes. The audit capture server process titherf sequences the data as it writes it to diskaddition, the
audit trail is protected by the access controlgiteplace on the TOE, preventing unauthorized fications to the
audit trail.

After the data is written to disk by the audit aaptserver process, the audit loader process thkatates the two
levels of sequencing, and posts the informatio tf6OE log database in the SPUs on the local machirtgs
provides data integrity from generation to finarage.

The audit database enforces row-level securitye Sécurity label for each row is a combinationved tabels: the

label of the principal performing the audited acfiand the audit categories associated with thiatipal. The use
of the principal’s label is to allow only users whrce authorized to see the original data to alsw/the associated
audit data. The audit categories prevent the frahcesponsible for the specific audited actioonfrviewing the

associated audit data. This also allows the aladi to be categorized for viewing by more than aungitor.

1.3.2.3 Application Authentication Control

Application control of authentication functionality another feature of the TOE. The purpose of filnnctionality
is to allow an application to act on behalf ofutsers. Instead of authenticating every user tbegsses the TOE
through a third-party application, the TOE will hehticate the application session and grant adoett®e users of
that application as appropriate. The applicatidlhauthenticate the individual users, and the TWilt enforce the
permissions for those users.

When a user identifies and authenticates to anicgign, and the application identifies and autleatés to the
TOE, the user can issue a command to change therftwser’ of the application session. The vati&current
user’ in that session changes, and the sessios takthe security profile of the ‘current user’.h& the user issues
an end user command, the previous value of theentiuser’ is restored.

1.3.3 TOE Environment

Access to a Lightweight Directory Access Protod¢ddAP) server to do user authentication is also a feature of the
TOE. Many commercial customers require systemgnatteon with LDAP. Many government customers da no
want Netezza to provide integration with their auttication service. The common objective of thése
requirements is for the TOE to enforce user segubitit not to authenticate the end-users. To riegtobjective,

the TOE implements basic authentication of thirdypapplications, and then trusts that the appheahas done
authentication on the end users. When LDAP is ued TOE will support SSL on the connection to LIRAP
server.

1.4 TOE Description

This section will primarily address the physicatidogical components of the TOE included in theleathon.

1.4.1 Physical Scope

Figure 2 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbgr all of the
components of the TOE and the constituents of BE Environment.

° The terms “LDAP server” and “directory server” aiged interchangeably throughout this document.
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Figure 2 - Physical TOE Boundary

The TOE consists of seven hardware models runriegNPS v4.6 software. The seven models are th,520
10100, 10200, 10400, 10600, 10800, and 10050.

The three primary physical components that comphieel OE are:

* Host: The Host is the central intelligence componenthef TOE architecture. It provides administrative
functionality and interfaces with external entities

e SPUs Each SPU consists of a hard drive and a procesEhis is where low level processing of database
gueries occurs.

e Gigabit Ethernet Switch: The Host and each SPU communicate via an intere@ork provided by this
switch

Other components within the TOE are:

» The CAPP-certified operating system running onHlest: Red Hat Enterprise Linux AS Version 4 Update
4

* Internal audit database

» Power supply

«  KVM ¥ switch

* Host disk manager

» Host disk(s)

10KVM — Keyboard Video Mouse
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1.4.1.1 Guidance Documentation
The following guides are required reading and pathe TOE:

» Netezza Advanced Security Administrator’s Guide

» Netezza Performance Server Database User’s Guide

* Netezza Data Loading Guide

* Netezza Performance Server System Administratonisi€s

* Netezza Performance Server ODBC, JDBC and OLE BEliation and Configuration Guide
* Netezza Performance Server Release Notes

* Netezza Performance Server Guidance Documentatippl&ment

1.4.2 Logical Scope

The security functional requirements implementedhsy TOE are usefully grouped under the followirec®ity
Function Classes:

e Security Audit

e User Data Protection

» Identification and Authentication
e IT* Environment

» Security Management

« Protection of the TSE

» Resource Utilization

e TOE Access

1.4.2.1 Security Audit

One of the primary functions performed by the T@HEhie auditing of critical system events. All dutita is stored
in one of the various logs residing on the Hosinathe audit database residing on the SPUs. Log&ept which
contain the records of regular operations and &rrdthe system audits numerous functions rangiog fsoftware
state changes to the start up and shut down afystem. The TOE also records for each event tteeadal time an
event occurred, the type of event, the subjecttieor group (if applicable) and the outcome of #vent.

Audit logs are available to authorized users téewyand they may perform searches and sorts oautited data.
Administrators may select those events that afgetaudited based on the user identity, group idergvent type,
object identity, and outcome of the events.

The audit trail is protected from unauthorized tete and modification. Additionally, an alarm igrt to an
administrator if the space available for storing #udit trail exceeds a configured level. No ferthudits will be
recorded if the audit trail becomes full.

1.4.2.2 User Data Protection

User data protection defines how users of the T@Ea#lowed to perform operations on objects. TIGETs a
database and all user data stored by the systergasiized within individual database tables. TkETprovides a
both a set of discretionary access control rulesaaset of label-based access control rules toatesdiccess to this
data. These rights determine the types of opemstia user can perform on objects within the datbas
Additionally, users can be assigned membershipn® @ more groups. Access rights can then be ressitp

™ IT — Information Technology
12 TSF — TOE Security Function
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groups, thus providing a richer set of data rightsnagement. In addition, the TOE provides resithfakmation
protection upon allocation of resources.

1.4.2.3 Identification and Authentication

All local identification and authentication is maea by the Host component of the TOE. Remote atittegion is
handled by the Host and an LDAP server for all siscept those assigned as ‘ADMIN’. ‘ADMIN’ usaraist
authenticate locally.

All users of the TOE are assigned a username asglyoad. This username and password is then privddeng

the ODBC, JDBC, or OLE-DB protocol negotiation,tbrough one of the various management access appltis.

Users must authenticate themselves before thegrarged access to the TOE. There are three pessifbttomes
for any authentication attempt: the user authetiticaattempt is correct and the appropriate leviehecess is
granted, the user's attempt is incorrect, but thaye not yet submitted enough incorrect attemptgigger an
account lock, or the user has submitted a numbiercofrect attempts greater than the number defiryeithe admin
as acceptable, and the account is locked.

Administrators define password reuse, lifetime, andtent metrics to ensure passwords are suffigistitong to
prevent unauthorized access to the TOE. AlsoTtE provides only obscured feedback to the usen gmbering
the password, thereby preventing unauthorized ds@rsobtaining valid account and password infoliorat

Finally, a list of security attributes belongingitalividual users is maintained by the TOE, and¢hare associated
with users accessing the TOE. This ensures thattibns taken by a user can be traced to that use

1.4.2.4 IT Environment

The TOE operating system is compliant with the nexments of the Controlled Access Protection PedfCAPP),
version 1.d, in addition to applicable requiremesgiscified in this Security Target.

1.4.2.5 Security Management

Security Management is provided on the TOE throtigh NPS Web Admin, the nzAdmin, or the CLI. These
applications allow administrators with approprigtevileges to manage the creation and deletion s#rai and
groups. Additionally, this application allows adnainistrator to assign permissions to users andpgand to
revoke permissions from users and groups. This allows administrators to manage the audit fumetiof the
TOE, thresholds for authentication attempts by sjsdefine limits for resource usage on the TOErgividual
users, and specify the number of concurrent sessiach user is permitted to establish at one time.

1.4.2.6 Protection of the TSF

The TOE provides reliable timestamp information itsrown use. The time is set through the use Ne#awvork
Time Protocol (NTP) client, or manually to the Lin@perating System (OS). From there, other subsystare
able to retrieve the time for inclusion in auditeeds. Additionally, the TOE ensures that the damains
consistent between parts of the TOE.

1.4.2.7 Resource Utilization

The TOE enforces maximum quotas on the duraticanuger’s session, the duration of a query, the eurabrows
that can be returned from a single query, and gregmtage of contended system resources thatsaaflasers can
use.

1.4.2.8 TOE Access

The TOE allows only a limited number of concurré@E sessions for any user, and allows adminissatodefine
when a user may be denied access to the TOE. DieWwill also store and retrieve the date and tirhéhe last
successful and unsuccessful attempt to accessQRebY each user.
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1.4.3 Physical/Logical Features and Functionality N ot Included in the Evaluated
Configuration of the TOE

There are no hardware components explicitly exaulem the evaluated configuration. The followifeatures
may not be used.

» Password caching is not permitted in the evaluatediguration.
 HPiLO (Hewlett Packard's Integrated Lights-Outjvdee may not be used.

» User Defined Functions may not be used. Thesefuaretions written by end users and installed and
executed on the SPUs.

In the evaluated configuration, the following mhstimplemented:

e Only Authorized Administrators may be given Linug@ccounts.

e The “WITH GRANT OPTION” may only be used when griagt privileges to Authorized Administrators.
It may not be used when granting privileges to tagusers.
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2 Conformance Claims

This section provides the identification for any G@otection Profile (PP), and EAL package confarogaclaims.
Rationale is provided for any extensions or augetésns to the conformance claims. Rationale for &@d PP
conformance claims can be found in Section 8.1.

Table 2 - CC and PP Conformance

Common Criteria (CC)
Identification and
Conformance

Common Criteria for Information Technology Security Evaluation, Version 3.1, Revision 2,
September 2007; CC Part 2 extended; CC Part 3 conformant; PP claim; Parts 2 and 3
Interpretations from the Interpreted CEM™ as of 2008/09/14 were reviewed, and no
interpretations apply to the claims made in this ST.

PP Identification . ) . .
U.S. Government Protection Profile for Database Management Systems in Basic

Robustness Environments, Version 1.2

Evaluation Assurance
Level

EAL4+ Augmented with Flaw Remediation (ALC_FLR.3)

I Note: The U.S. Government Protection Profile for télsase Management Systems in Basic Robusiness
1 Environments, Version 1.2 contains one IT Enviramntecurity Functional Requirement requiring thie tiT |

1 Environment be compliant with the Controlled Acdesstection Profile or an Operating System ProtectProfile |

| at the Basic Level of Robustness or Greater. A4 8 the Common Criteria Standard does not pemmit
I Environmental SFRs, and the operating system isgfahis TOE, this SFR has been changed to a TRFEE S [

Note: The SFR FAU_GEN.1-NIAP-0410 from the PP waanged to the standard FAU_GEN.1, becauselthe
wording of the SFR in the PP was the same as #dredatd CC v3.1 SFR. Therefore, an extended SFRnatk
necessary to implement the difference in requirésnbetween the extended SFR from the PP and thdasthCClI
version 3.1 SFR. I

Note: The SFR FAU_GEN_(EXT).2 from the PP was obdrig FAU_GEN.2 and refined in this ST, becausé an
extended SFR was not necessary to implement feeediée in requirements between the extended SfRtfre PP!
and the standard CC version 3.1 SFR. !

I"Note: The SFR FAU_SEL.1-NIAP-0407 from the PP whasnged to FAU_SEL.1, because an extended SFR was no
necessary to implement the difference in requirésneetween the extended SFR from the PP and thdast CC'
version 3.1 SFR. :

13 CEM — Common Evaluation Methodology
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| Note: The SFR FDP_ACF.1-NIAP-0407 from the PP wamnged to FDP_ACF.1, because an extended SFR, was

| not necessary to implement the difference in reaqoénts between the extended SFR from the PP asthaiidard
1 CC version 3.1 SFR.
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3 Security Problem Definition

This section describes the security aspects okttvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It ptesithe statement of the TOE security environmehich
identifies and explains all:

» Known and presumed threats countered by eitheF @t or by the security environment
» Organizational security policies with which the T@tst comply
« Assumptions about the secure usage of the TORydimag} physical, personnel and connectivity aspects

3.1 Threats to Security

This section identifies the threats to the IT assglainst which protection is required by the T@bythe security
environment. The threat agents are divided inteetftategories:

» Attackers who are not TOE users: They have pubimatedge of how the TOE operates and are assumed
to possess a low skill level, limited resourceslter TOE configuration settings/parameters angmgsical
access to the TOE.

» TOE users: They have extensive knowledge of howT¥& operates and are assumed to possess a high
skill level, moderate resources to alter TOE canfigion settings/parameters and physical accesketo
TOE. (TOE users are, however, assumed not to Kfellyi hostile to the TOE.)

» TOE developers: They have extensive knowledge of thee TOE operates and are assumed to possess a
high skill level, moderate resources to alter TQiafiguration settings/parameters and physical actes
the TOE. (TOE developers are, however, assumetbriz willfully hostile to the TOE.)

All are assumed to have a low level of motivatiofhe IT assets requiring protection are the usta saved on or
transitioning through the TOE and the hosts onpitiéected network. Removal, diminution and mitigatof the
threats are through the objectives identified inti®a 4 - Security Objectives.

The following table of threats is applicable.

Table 3 - Threats

Name Description

T.ACCIDENTAL_ADMIN_ERROR | An administrator may incorrectly install or configure the TOE resulting in
ineffective security mechanisms.

T.MASQUERADE A user or process may masquerade as another entity in order to gain
unauthorized access to data or TOE resources.

T.POOR_DESIGN Unintentional errors in requirements specification or design of the TOE may
occur, leading to flaws that may be exploited by a casually mischievous user or
program.

T.POOR_IMPLEMENTATION Unintentional errors in implementation of the TOE design may occur, leading to

flaws that may be exploited by a casually mischievous user or program.
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Name Description

T.POOR_TEST Lack of or insufficient tests to demonstrate that all TOE security functions
operate correctly (including in a fielded TOE) may result in incorrect TOE
behavior being discovered thereby causing potential security vulnerabilities.

T.RESIDUAL_DATA A user or process may gain unauthorized access to data through reallocation of
TOE resources from one user or process to another.

T.TSF_COMPROMISE A user or process may cause, through an unsophisticated attack, TSF data, or
executable code to be inappropriately accessed (viewed, modified, or deleted).

T.UNAUTHORIZED_ACCESS A user may gain unauthorized access to user data for which they are not
authorized according to the TOE security policy.

T.UNIDENTIFIED_ACTIONS Failure of the authorized administrator to identify and act upon unauthorized
actions may occur.

T.RESOURCE An authenticated database user may consume global database resources, in a
way that compromises the ability of other database users to access the DBMS.

T.AUDIT_COMPROMISE A user or process may view audit records, cause audit records to be lost or
modified, or prevent future audit records from being recorded, thus masking a
user's action.

T.LBAC An authorized database user may access labeled information contained within
a database without having the authorization to access that information.

T.POOR_DEVELOPMENT_ENVI The TOE's development environment may not protect the TOE and its parts
RONMENT during development and maintenance, may not ensure the TOE meets its
SFRs, and may implement ill-defined, inconsistent, or incorrect development
tools to develop the TOE.

3.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a setseturity rules, procedures, or guidelines impobgdan
organization on the operational environment of Tl#. The following OSPs are presumed to be impogech the
TOE or its operational environment by any orgamimaimplementing the TOE in the CC evaluated canfigion.

Table 4 - Organizational Security Policies

Name Description
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Name Description

P.ACCOUNTABILITY

The authorized users of the TOE shall be held accountable for their actions
within the TOE.

P.ROLES

The TOE shall provide an authorized administrator role for secure
administration of the TOE. This role shall be separate and distinct from other
authorized users.

P.LABEL

Labels can be associated with subjects and with storage objects which are rows
within tables:

a) A label is composed of a hierarchical level (classification), a set of non-
hierarchic categories, and a set of hierarchic groups, as determined by the
organization that owns the information stored in the database.

b) A storage object label reflects the sensitivity of the information stored in the
object.

C) A subject label reflects the authorization of the subject to access the
organization's labeled information according to defined access rules.

P.INFOFLOW

Information flow from entity A to entity B shall be permitted only if it does not
result in a subject being able to observe labeled information that the subject is
not authorized to see.

P.OS_PP_VALIDATED

The underlying OS has been validated against an NSA-sponsored OS PP of at
least Basic Robustness.

Note regarding P.ACCOUNTABILITY: The TSF will regdhe process id of the client process and thed@ress,
of the client machine in the audit trail. Thesentfy the application that performs a given actioAll processey
run as “logical users” in the TOE. Therefore, ihis context, a “user” is a user object known to tii@tabase

3.3 Assumptions

This section describes the security aspects ofrttended environment for the evaluated TOE. Therafonal
environment must be managed in accordance withrassel requirement documentation for delivery, opemnaand
user guidance. The following specific conditioms eequired to ensure the security of the TOE arcaasumed to
exist in an environment where this TOE is employed.

Table 5 - Assumptions
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Name Description

A.NO_EVIL Sites using the TOE shall ensure that authorized administrators are non-hostile,
appropriately trained, and follow all administrator guidance.

A.NO_GENERAL_PURPOSE There are no general-purpose computing capabilities (e.g., compilers or user
applications) available on DBMS servers, other than those services necessary
for the operation, administration, and support of the DBMS.

A.PHYSICAL It is assumed that appropriate physical security is provided within the domain
for the value of the IT assets protected by the TOE and the value of the stored,
processed, and transmitted information.

A.MIDTIER To ensure accountability in multi-tier environments, any middle-tiers will pass
the original client ID through to the TOE.

A.DIR_PROT The directory server used by the TOE provides protection mechanisms against
unauthorized access to TSF data stored in the directory. This includes the
assumptions that queries are properly authenticated, that the TSF data stored
in the directory is protected by the access control mechanisms of the directory
server, that the TSF data in the directory server is properly managed by the
administrative personnel, and that the directory server as well as its network
connections are physically and logically protected from access and interference
by unauthorized persons.

A.DIR_MGMT The information about users stored in the directory (password verifier,
password policy, and privileges) is managed correctly by authorized personnel.

A.COM_PROT Internal TSF communication as well as communication between the TOE and
the directory server are protected from unauthorized access to the transmitted
data and ensure that the communication peers are the intended ones.
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4 Security Objectives

Security objectives are concise, abstract statesnanthe intended solution to the problem defingdhe security
problem definition (see Section 3). The set ofuség objectives for a TOE form a high-level sobrito the
security problem. This high-level solution is digd into two part-wise solutions: the securityeatijves for the
TOE, and the security objectives for the TOE’s agienal environment. This section identifies thexigity
objectives for the TOE and its supporting environimas well as providing a mapping of the objedive the
threats, OSPs, and assumptions included in theigepuoblem definition. This mapping also provideationale
for how the threats, OSPs, and assumptions aretigfity and fully addressed by the security objesgi

4.1 Security Objectives for the TOE

The specific security objectives for the TOE aréadisws:

Table 6 - Security Objectives for the TOE

Name Description

O.ACCESS_HISTORY The TOE will store and retrieve information (to authorized users) related to

previous attempts to establish a session.

O.ADMIN_GUIDANCE The TOE will provide administrators with the necessary information for secure

management.

O.ADMIN_ROLE The TOE will provide authorized administrator roles to isolate administrative

actions.

O.AUDIT_GENERATION The TOE will provide the capability to detect and create records of security

relevant events associated with users.

O.CONFIGURATION_IDENTIFIC
ATION

The configuration of the TOE is fully identified in a manner that will allow
implementation errors to be identified and corrected with the TOE being
redistributed promptly.

O.DOCUMENTED_DESIGN The design of the TOE is adequately and accurately documented.

O.INTERNAL_TOE_DOMAINS The TSF will maintain internal domains for separation of data and queries

belonging to concurrent users.

O.MANAGE The TOE will provide all the functions and facilities necessary to support the
authorized administrators in their management of the security of the TOE, and
restrict these functions and facilities from unauthorized use.

O.MEDIATE The TOE must protect user data in accordance with its security policy.

O.PARTIAL_FUNCTIONAL_TEST

The TOE will undergo some security functional testing that demonstrates that
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Name Description

the TSF satisfies some of its security functional requirements.

O.PARTIAL_SELF_PROTECTION

The TSF will maintain a domain for its own execution that protects itself and its
resources from external interference, tampering, or unauthorized disclosure
through its own interfaces.

O.RESIDUAL_INFORMATION

The TOE will ensure that any information contained in a protected resource
within its Scope of Control is not released when the resource is allocated.

O.TOE_ACCESS

The TOE will provide mechanisms that control a user's logical access to the
TOE.

O.VULNERABILITY_ANALYSIS

The TOE will undergo some vulnerability analysis to demonstrate that the
design and implementation of the TOE does not contain any obvious flaws.

O.RESOURCE

The TOE must provide the means of controlling the consumption of database
resources by authorized users of the TOE.

O.AUDIT_REVIEW

The TOE must provide the means of reviewing the audit log entries allowing
users with the required access rights to the audit log to evaluate the audit log
entries.

O.AUDIT_PROTECTION

The TOE will provide the capability to protect audit information.

O.ACCESS_LBAC

The TOE must provide the ability for labels to be associated with subjects and
database objects in accordance with the P.LABEL security policy. For entities
that have been associated with labels, the TOE must use these labels as a
basis for implementing an information flow control policy in accordance with the
P.INFOFLOW policy.

O.DEVELOPMENT_ENVIRONME
NT

The TOE's development environment will protect the TOE and its parts during
development and maintenance, ensure that the TOE meets its SFRs, and
prevent ill-defined, inconsistent, or incorrect development tools from being used
to develop the TOE.

0.0S_PP_VALIDATED

The underlying OS has been validated against an NSA -sponsored OS PP of at
least Basic Robustness.

4.2 Security Objectives for the Operational Environ

ment

4.2.1 IT Security Objectives

The following IT security objectives are to be sh#id by the environment:
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Table 7 - IT Security Objectives

Name Description

OE.NO_GENERAL_PURPOSE There will be no general-purpose computing capabilities (e.g., compilers or user
applications) available on DBMS servers, other than those services necessary
for the operation, administration, and support of the DBMS.

OE.PHYSICAL Physical security will be provided within the domain for the value of the IT
assets protected by the TOE and the value of the stored, processed, and
transmitted information.

OE.DIR_CONTROL The directory server must provide access control mechanisms to prohibit
unauthorized access to directory entries. The directory server must
authenticate users before it allows them to access TSF data stored in the
directory.

OE.COM_PROT The environment must provide protection mechanisms that prohibit
unauthorized access to data the TOE transfers over communication links. This
applies to data the TOE transmits to another part of itself as well as data
exchanged between the TOE and the external directory server. This protection
may be provided by physical protection, logical protection, or a combination of
both.

4.2.2 Non-IT Security Objectives
The following non-IT environment security objectvare to be satisfied without imposing technicgurements
on the TOE. That is, they will not require the lerpentation of functions in the TOE hardware andfaitware.
Thus, they will be satisfied largely through apation of procedural or administrative measures.

Table 8 - Non-IT Security Objectives

Name Description

OE.NO_EVIL Sites using the TOE shall ensure that authorized administrators are non-hostile,
appropriately trained, and follow all administrator guidance.

OE.USERS Those responsible for the TOE must ensure that users are assigned label
authorizations and policy privileges commensurate with the degree of trust
placed in them by the organization that owns, or is responsible for, the
information processed by or stored in the TOE.
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5 Extended Components Definition

This section defines the extended Security Funatid®equirements (SFRs) and extended Security Assera
Requirements (SARs) met by the TOE. These reqeinésnare presented following the conventions ifiedtiin
Section 6.1.1.

5.1 Extended TOE Security Functional Components

This section specifies the extended SFRs for th&.TO'he extended SFRs are organized by class. eTabl
identifies all extended SFRs implemented by the TOE

Table 9 - Extended TOE Security Functional Requirem  ents

Name Description

FIT_PPC_(EXT).1 IT environment protection profile compliance

FMT_MSA_(EXT).3 | Static attribute initialisation

FPT_TRC_(EXT).1 Internal TSF consistency

FTA_TAH_(EXT).1 TOE access history
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5.1.1 Class FIT: IT Environment

Note: The name of this extended requirement floenRP (FIT_PPC_(EXT).1) is misleading, as the O'pvagaI
System is part of the TOE, not the IT Environment. I
This class specifies functional requirements fer ifh environment. The extended component FIT_PBET}.1:
IT Environment Protection Profile Compliance wasdeled after the CC component FDP_ACC.1: Subsetsacc
control. This component was originally intendedatidress conformance to a protection profile byoperating
system in the IT environment. However, the TOErmary for this ST includes the operating systenthi& SFR
has been changed to a TOE SFR.

5.1.1.1 IT environment protection profile complianc e (FIT_PPC_(EXT))
Family Behaviour
This family identifies the protection profile conmpice claim for the specified component.

Component Leveling

FIT_PPC_(EXT): IT Environment Protection Profile Compliance — 1

Figure 3 — IT environment protection profile compli ance family decomposition
FIT_PPC_(EXT).1 requires that the stated compooemiply with the specified protection profile.
Management: FIT_PPC_(EXT).1
There are no management activities foreseen.

Audit: FIT_PPC_(EXT).1

There are no auditable events foreseen.

FIT PPC (EXT).1 IT environment protection profile compliance
Hierarchical to: No other components

Dependencies: No dependencies

FIT_PPC_(EXT).L1

The [assignment: componerjt shall be compliant with the requirements of [gasient: protection
profile].
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5.1.2 Class FMT: Security Management
Security management is intended to specify the gemant of several aspects of the TSF: securitjpatés, TSF
data, and functions. The different managemensratel their interactions, such as separation cdhilify, can be

specified. The extended component FMT_MSA_(EXT)Satic attribute initialisation was modeled aftee CC
component FMT_MSA.3: Static attribute initialisati

5.1.2.1 Management of security attributes (FMT_MSA_ (EXT))
Family Behaviour

This family allows authorized users control ovee thanagement of security attributes. This manageméht
include capabilities for viewing and modifying acurity attributes.

Component Leveling

FMT_MSA_(EXT): Management of security attributes — 3

Figure 4 - Management of security attributes family decomposition

FMT_MSA_(EXT).3 Static attribute initialisation egifies that the TSF shall provide restrictive @rrpissive
default values for security attributes that areduseenforce the named SEP

Management: FMT_MSA_(EXT).3
The following actions could be considered for thenagement functions in FMT:

a) Management of the group of database roles thaspacify initial values;
b) Management of the permissive or restrictive settihdefault values for a given SFP.

Audit: FMT_MSA_(EXT).3

There are no auditable events foreseen.

FMT_MSA_(EXT).3Static attribute initialisation

Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA (EXT).3.1

The TSF shall enforce the [assignmeniccess control SFP, information flow control §RB provide
[selection, choose one ofestrictive, permissive, [assignment: other prdgHrdefault values for security
attributes that are used to enforce the SFP.

14 SFP — Security Functional Policy
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5.1.3 Class FPT: Protection of the TSF
This class contains families of functional requissns that relate to the integrity and managementhef

mechanisms that constitute the TSF and to therityegf TSF data. The extended component FPT_TE&T].1:
Internal TSF consistency was modeled after the @@ponent FPT_TRC.1: Internal TSF consistency.

5.1.3.1 Internal TSF consistency (FPT_TRC_(EXT))

Family Behaviour

The requirements of this family are needed to enslie consistency of TSF data when such data ifcatgd
internal to the TOE.

Component Leveling

FPT_TRC_(EXT): Internal TSF consistency — 1

Figure 5 - Internal TSF consistency family decompos ition

This family consists of only one component, FPT_TREXT).1 Internal TSF consistency, which requireattthe
TSF ensure the consistency of TSF data that iscegptl in multiple locations.

Management: FPT_TRC_(EXT).1
There are no management activities foreseen.
Audit: FPT_TRC_(EXT).1

The following actions should be auditable if FAU_EBecurity audit data generation is included inRIREST:
a) Minimal: restoring consistency.

FPT_TRC_(EXT).1 Internal TSF consistency

Hierarchical to: No other components
Dependencies: No dependencies
FPT_TRC.1.1

The TSF shall ensure that TSF data is consistemtele® parts of the TOE by providing a mechanism to
bring inconsistent TSF data into a consistent stegetimely manner.
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5.1.4 Class FTA: TOE access

This class specifies functional requirements fontaaling the establishment of a user’'s sessiorhe Extended
component FTA TAH_(EXT).1: TOE access history wagdeled after the CC component FTA_TAH.1: TOE
access history.

5.1.4.1 TOE access history (FTA_TAH_(EXT))

Family Behaviour

This family defines requirements for the TSF taestand retrieve, upon successful session estaldistyra history
of the last successful and unsuccessful attempedess the user’s account.

Component Leveling

FTA_TAH_(EXT): TOE access history — 1

Figure 6 - TOE access history family decomposition

FTA _TAH_(EXT).1 TOE access history, provides tleguirement for a TOE to display information related
previous attempts to establish a session.

Management: FTA TAH_(EXT).1
There are no management activities foreseen.
Audit: FTA_TAH_(EXT).1

There are no auditable events foreseen.

FTA_TAH_(EXT).1 TOE access history
Hierarchical to: No other components
Dependencies: No dependencies
FTA_TAH_(EXT).1.1

Upon successful session establishment, the TSK stoa¢ and retrieve the [selectiomtate, timé of the
last successful session establishment to the user.

FTA_TAH_(EXT).1.2

Upon successful session establishment, the TSK stoa¢ and retrieve the [selectiomtate, timé of the
last unsuccessful attempt to session establisharahthe number of unsuccessful attempts sinceasite |
successful session establishment.
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5.2 Extended TOE Security Assurance Components

There are no extended SARs identified for this ST.
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6 Security Requirements

This section defines the Security Functional Rexjugnts (SFRs) and Security Assurance Requirem8ARS)
met by the TOE. These requirements are presealiewing the conventions identified in Section @.1.

6.1.1 Conventions

There are several font variations used within 8ils Selected presentation choices are discusseditiaid the
Security Target reader.

The CC allows for assignment, refinement, selectiod iteration operations to be performed on sicfunctional
requirements. All of these operations are usetliwihis ST. These operations are performed asrithesl in Parts
2 and 3 of the CC, and are shown as follows:

» Completed assignment statements are identifiedyyalicized text within brackels

» Completed selection statements are identified Usinderlined italicized text within brackéts

» Refinements are identified usimgld text. Any text removed is stricken (Example-FSFDatad should
be considered as a refinement.

» Extended Functional and Assurance Requirementsdargified using “ (EXT)” at the end of the short
name.

» lterations are identified by appending a letteparentheses following the component title. Fomeple,
FAU_GEN.1(a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Beistion organizes the SFRs by CC class. Tableldrtifies all
SFRs implemented by the TOE and indicates the ®fatipns performed on each requirement.

Table 10 - TOE Security Functional Requirements

Name Description

FAU_GEN.1 Audit Data Generation v v v

FAU_GEN.2 User identity association v

FAU_SAR.1 Audit review v

FAU_SAR.2 Restricted audit review

FAU_SAR.3 Selectable audit review v

FAU_SEL.1 Selective audit v v

FAU_STG.1 Protected audit trail storage v
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Name Description

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.4 Prevention of audit data loss
FDP_ACC.1 Subset access control

FDP_ACF.1 Security attribute based access control
FDP_IFC.1 Subset information flow control
FDP_IFF.2 Hierarchical security attributes
FDP_RIP.1 Subset residual information protection
FIA_AFL.1 Authentication failure handling
FIA_ATD.1 User attribute definition

FIA_SOS.1 Verification of secrets

FIA_UAU.1 Timing of authentication

FIA_UAU.7 Protected authentication feedback
FIA_UID.1 Timing of identification

FIA_USB.1 User-subject binding
;:IT_PPC_(EXT IT Environment

1

FMT_MOF.1(a)

Management of security functions behaviour

FMT_MOF.1(b)

Management of security functions behaviour

FMT_MSA.1(a)

Management of security attributes

FMT_MSA.1(b)

Management of security attributes
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Name Description
FMT_MSA_(EX | Static attribute initialisation
T).3

FMT_MSA.3 Static attribute initialisation

FMT_MTD.1(a)

Management of TSF data

FMT_MTD.1(b)

Management of TSF data

FMT_REV.1(a)

Revocation

FMT_REV.1(b)

Revocation

FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FPT_STM.1 Reliable time stamps

FPT_TRC_(EX | Internal TSF consistency

T).1

FRU_RSA.1 Maximum quotas

FTA_MCS.1 Basic limitation on multiple concurrent sessions
FTA_TAH_(EX | TOE access history

.1

FTA_TSE.1 TOE session establishment

Note: S=Selection; A=Assignment; R=Refinement; drdtion
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6.2.1 Class FAU: Security audit

FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
FAU_GEN.1.1

The TSF shall be able to generate an audit redattedollowing auditable events:

. Start-up and shutdown of the audit functions;

. All auditable events, for ther{inimunj level of auditlisted in Table 11 below; and

. [Start-up and shutdown of the DBMS;

. Use of special permissions (e.g., those often tseduthorized administrators to circumvent

access control policies); and

. Events at a minimal level of audit introduced bg thclusion of additional SFRs determined by
the ST author; events commensurate with a minieadllof audit introduced by the inclusion of
extended requirements determined by the ST guthor

i_Ngte:_ The audit functions run ;s_pa_rt of Ewe_D_BM_SCTioTwaﬁtyT For a normal ghatoﬂ)v;n,_th; a_ud_ilsﬂ_eite_ cﬂaﬁga
1 will reflect the shutdown of the audit functionslahe database. I

| |
i Note: There is no distinction between “specialrpissions” and “normal permissions” used by admirasbrs in |

i the TOE. All administrator actions are capturedtie audit log. I

Table 11 - Auditable Events

Component Auditable Event Additional Audit Record Contents
FAU_GEN.1 None None
FAU_GEN.2 None None
FAU_SAR.1 Reading of information from the DATABASE audit | None
records
FAU_SAR.2 Unsuccessful attempts to read information from None

the audit records

FAU_SAR.3 None None

FAU_SEL.1 All modifications to the audit configuration that The identity of the authorized administrator
occur while the audit collection functions are that made the change to the audit
operating configuration
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Component Auditable Event Additional Audit Record Contents
FAU_STG.1 None None
FAU_STG.3 Actions taken due to exceeding of a threshold None
FAU_STG.4 Actions taken due to audit storage failure None
FDP_ACC.1 None None
FDP_ACF.1 Successful requests to perform an operation on | The identity of the subject performing the

an object covered by the SFP operation
FDP_IFC.1 None None
FDP_IFF.2 All decisions on requests for information flow None
FDP_RIP.1 None None
FIA_AFL.1 The reaching of the threshold for the None
unsuccessful authentication attempts and the
actions (e.g., disabling of a terminal) taken and
the subsequent, if appropriate, restoration to the
normal state (e.g., re-enabling of a terminal)
FIA_ATD.1 None None
FIA_SOS.1 Successful and unsuccessful attempts to change | None
a user’s password
FIA_UAU.1 All use of the DATABASE user authentication None
mechanism, including success or failure of the
authentication attempt
FIA_UAU.7 None None
FIA_UID.1 All use of the DATABASE user identification None
mechanism, including the DATABASE user
identity provided
FIA_USB.1 Success and failure of binding of DATABASE None
user security attributes to a DATABASE subject
(e.g., success and failure to create a DATABASE
subject)
FMT_MOF.1(a) None None
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Component Auditable Event Additional Audit Record Contents
FMT_MOF.1(b) All modifications in the behaviour of the functions | None
in the TSF
FMT_MSA.1(a) All modifications of the values of security None
attributes
FMT_MSA.1(b) All modifications to security labels None
FMT_MSA_(EXT).3 | None None
FMT_MSA.3 Modifications of the default setting of permissive | None

or restrictive DATABASE OBJECT LABEL rules

All modifications of the initial value of security
attributes

FMT_MTD.1(a)

All modifications to the values of TSF data

The new value of the TSF data

FMT_MTD.1(b)

All modifications to the values of TSF data

None

FMT_REV.1(a)

Unsuccessful revocation of security attributes

Identity of individual attempting to revoke
security attributes

FMT_REV.1(b)

Unsuccessful revocation of security attributes

Identity of individual attempting to revoke
security attributes

FMT_SMF.1 Use of the management functions Identity of the administrator performing
these functions
FMT_SMR.1 Modifications to the group of users that are part of | Identity of authorized administrator
arole modifying the role definition
FPT_STM.1 Changes to the time™® None
FPT_TRC_(EXT).1 | Restoring consistency None
FRU_RSA.1 All attempted uses of the DATABASE resource None
allocation functions for resources that are under
control of the TSF
FTA_MCS.1 Rejection of a new session based on the None

limitation of multiple concurrent sessions

15 Changes to the time are captured in the systepmlutgn the audit database.
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Component Auditable Event Additional Audit Record Contents
FTA_TAH_(EXT).1 |None None
FTA_TSE.1 Denial of a session establishment due to the Identity of the individual attempting to
session establishment mechanism establish a session

FIT_PPC_(EXT).1 |As defined by CAPP or other operating system As defined by CAPP or other operating
protection profile at the basic level of robustness | system protection profile at the basic level of
or greater. robustness or greater.

FAU_GEN.1.2
The TSF shall record within each audit record astiehe following information:

. Date and time of the event, type of event, subghnttity (if applicable), and the outcome (success
or failure) of the event; and

. For each audit event type, based on the auditatdet alefinitions of the functional components
included in the PP/STirfformation specified in column 3 of Table 11 aove

Dependencies:. FPT_STM.1 Reliabletime stamps

FAU_GEN.2 User identity association
Hierarchical to: No other components.
FAU_GEN.2.1

For audit events resulting from actions of idestifiusersand/or identified groups, the TSF shall be able
to associate each auditable event with the ideaofitiie useand/or group that caused the event.

Dependencies:. FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_SAR.1 Audit review
Hierarchical to: No other components.
FAU_SAR.1.1

The TSF shall provideugers with read access to the audit rechrdsth the capability to reada]l
database audit information to which they have asidesm the audit records.

FAU_SAR.1.2
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies. FAU_GEN.1 Audit data generation
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FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
FAU_SAR.2.1

The TSF shall prohibit all users read access tatluit records, except those users that have heged
explicit read-access.

Dependencies: FAU_SAR.1 Audit review

FAU_SAR.3 Selectable audit review
Hierarchical to: No other components.
FAU_SAR.3.1

The TSF shall provide the ability to appkeprches and soit®f audit data based othe values of audit
data field$.

Dependencies: FAU_SAR.1 Audit review

FAU _SEL.1 Selective audit
Hierarchical to: No other components.
FAU_SEL.11

The TSF shall-be-ablallow only the administrator to select the set of audited events from the et o
auditable events based on the following attributes:

[

a) user identity and/or group identity;

b) event type;
C) object identity

d) none;

e) success of auditable security events;
f) failure of auditable security events;
0) no additional criteria;

1.

Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data

Netezza Performance Server v4.6.5 Page 38 of 97
© 2010 Netezza Corporation



Security Target, Version 0.6 April 13, 2010

Note: Every auditable event in the TOE produces awdit records: a prologue and an epilogue. 'blnelogue,
audit contains the data for an event that has reitexecuted, such as a query, and, as such doesondin an;
outcome. The epilogue contains the data for tremeafter it has executed, and includes the outcofike event,
The prologue and epilogue records are linked, al loe viewed as a set. Administrators can chomseidit only
successful or failed events, but will be able tevent only the (successful or failed) epilogue &irdim occurring.
This will result in the recording of single prologevents (without an associated epilogue). I

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU_STG.11
The TSF shall protect the stored audit recordfénaudit trail from unauthorised deletion.
FAU_STG.1.2
The TSF shall be able tprlevent unauthorised modifications to the stored audibrds in the audit trail.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.3 Action in case of possible audit data loss
Hierarchical to: No other components.
FAU _STG.3.1

The TSF shall takegenerate an alarm to the authorized administratibrthe audit trail exceedsthe
administrator-configurable limit on amount of spatcged to buffer the audit trail and the limit on Gumt
of space available for storing audit dgta

Dependencies. FAU_STG.1 Protected audit trail storage

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
FAU_STG.4.1

The TSF shallgrevent audited events, except those taken byutimrsed user with special rightand
[actions defined by FAU_STG i8the audit trail is full.

Dependencies. FAU_STG.1 Protected audit trail storage

Netezza Performance Server v4.6.5 Page 39 of 97
© 2010 Netezza Corporation



Security Target, Version 0.6 April 13, 2010

6.2.2 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1

The TSF shall enforce théDiscretionary Access Control SFPn [all subjects, all DMBS-controlled
objects, and all operations among tHem

Dependencies. FDP_ACF.1 Security attribute based access control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1
The TSF shall enforce th®iscretionary Access Control SFB objects based on the following:
[
a) the authorized user identity and/or group membersisisociated with a subject;
b) access operations implemented for DBMS-controllgdais;
C) object identity;
d) subject privileges, and
€) object accessprivileges
1.
FDP_ACF.1.2

The TSF shall enforce the following rules to detemenif an operation among controlled subjects and
DBM S-controlled objects is allowed:

[

The Discretionary Access Control policy mechanisiallseither by explicit authorized user/group acti
or by default, provide that database managementesyscontrolled objects are protected from
unauthorized access according to the following cedeaules:

a) If the requested mode of access is denied to thithbazed user, deny access;
b) If the requested mode of access is permitted toathttorized user, permit access;

c) If the requested mode of access is denied to eyeryp of which the authorized user is a member,
deny access;

d) If the requested mode of access is permitted togaoyp of which the authorized user is a member,
grant access;

Netezza Performance Server v4.6.5 Page 40 of 97
© 2010 Netezza Corporation



Security Target, Version 0.6 April 13, 2010

e) Else, deny access
]
FDP_ACF.1.3

The TSF shall explicitly authorise access of suljéaDBM S-controlled objects based on the following
additional rules: [

If the database subject has a database adminiseatiivilege® to override the database object access
controls for the requested access to the databbpn then the requested access is allowed;

]
FDP_ACF.1.4

The TSF shall explicitly deny access of subjectolgects based on thed additional explicit denial
ruled.

Dependencies. FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributeinitialization

Note: The Label-based Access Control SFP is adoetapplied to database subjects, objects, andatipes as
specified in SFR FDP_IFC.1.1 and SFRs FDP_IFF.2JDP_IFF.2.6. The Label-based Access Control &1|,FP
applies controls that are additional to the Disdogiary Access Control SFP.

FDP_IFC.1 Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1
The TSF shall enforce thedbel-based Access Control SFdh
[
a) Database subjects;
b) Labeled database objects;
c) All permitted operations on labeled objects by tablase subject covered by the SFP
1.
Dependencies: FDP_IFF.1 Simple security attributes

16 Database administrative privilege refers to theilpges granted to the owner of a given databaBkis is one
type of “administrator privilege” within the NPSstgm. Possible administrator privileges inclu@ackup, Create
Database, Create Group, Create Table, Create Useafe View, Reclaim, Restore, and Manage Systemong
others. For further explanation of these privieg@lease see théletezza Performance Server System
Administrator’'s Guide, Document Number: 20282-11.Re Software Release: 4.6.x, Revised: Februa3089
Chapter 8.
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FDP_IFF.2 Hierarchical security attributes
Hierarchical to: FDP_IFF.1 Simple security attributes
FDP_IFF.2.1

The TSF shall enforce thédbel-based Access Control SHfased on the following types of subject and
information security attributes:

[

a) Database subject security labels; and

b) Security labels of the database object containiregihformation

1 Note: Security labels shall include a hierarchiassification level and a (possibly empty) set afi-h@rarchic |
| categories and a (possibly empty) set of hierargnaps (cohorts). An object is to have exactly [abel. I

FDP_IFF.2.2

The TSF shall permit an information flow betweeramtrolled subject and controlled information via a
controlled operation if the following rules, based the ordering relationships between securitybaites,
hold:

[

a) A database subject may observe the contents ofabalse object only if, for every NPS policy that
applies to the object:

The session label of the database subject domiriateslabel of the database object;
And

b) A database subject may modify a database objegt infor every NPS policy that applies to the
object:

The subject has a session label that dominatesrdie label, and the subject has UPDATE
permissions on the table,

And
(

the subject is not changing the security labehefabject, or changing it to an equal value, and is
altering other columns;

Or

the subject has LABEL_RESTRICT permission, anduhgct is changing the security label to a
label that is greater than the existing label,

" This means that the principal has a level of great equal to the object (row) level, and the gipal has the
same or a superset of the categories of the olaect,the principal has at least one cohort in comnvith the
object.
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Or

the subject has LABEL_EXPAND permission, and tisestis changing the security label to a
label that is less than the existing label;

Or

the subject has LABEL_RESTRICT permission, andubgct has LABEL_EXPAND permission,
and the subject is changing the security label takeel that is mixed: parts greater, parts less

I Note: NPS policies assigned to objects shall spesfiich controls are to be applied when a subjdttrapts toi
I access an object. [

FDP_IFF.2.3
The TSF shall enforce the

[

capability to execute a stored procedure, functimnpackage at the executing user’s current session
label and with the set of label-based access coptiigileges given to the stored procedure, funetio
or package.

1.
FDP_IFF.2.4
The TSF shall explicitly authorise an informatidomi based on the following rules:
[nondg.
FDP_IFF.2.5
The TSF shall explicitly deny an information flowaded on the following rules:
[
None
1.
FDP_IFF.2.6

The TSF shall enforce the following relationshigs &ny two valid information flow control security
attributes(security labels):

. There exists an ordering function that, given tvatidssecurity labels, determines if theecurity
labels are equal, if onesecurity label is greater than the other, or if tlsecurity labels are
incomparable; and
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. There exists a “least upper bound” in the sesaofirity labels, such that, given any two valid
security labels, there is a validsecurity labels that is greater than or equal to the two valid
security labels, and

. There exists a “greatest lower bound” in the sefeafirity labels, such that, given any two valid
security labels, there is a validsecurity labels that is not greater than the two vasiecurity
labels.

""Note: The TSF is to enforce an ordering functiome'@ter than” whereby Labell is greater than Labéizabell |
dominates Label2 and Labell is not equal to Labelzabell and Label2 are incomparable if Labell does$

dominate Label2 and Label2 does not dominate Labell !

Dependencies:. FDP_IFC.1 Subset infor mation flow control
FMT_MSA.3 Static attributeinitialisation

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components.
FDP_RIP.1.1
The TSF shall ensure that any previous informationtent of a resource is made unavailable upon the

[allocation of the resource }dahe following objects: §chem&® objects (including non-scherfaobjects
that are stored in the sys schéfp

Dependencies. No dependencies

18 Schema objects are objects stored in databasethe TOE, these include tables, views, sequenses;defined
functions, user-defined aggregates, row securegabtc.

!9 Non-schema objects are global metadata objeath, asiusers, groups, categories, cohorts, andlabel

% gys schema refers to the SYSTEM database whenmétadata describing the schema objects and nawsch
objects is stored.
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6.2.3 Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
FIA_AFL.1.1

The TSF shall detect wherar administrator configurable positive integer viith[1 to infinite]]
unsuccessful authentication attempts occur reladefthe unsuccessful authentication attempts since the
last successful authentication to the Netezza Pedonce Servets

FIA_AFL.1.2

When the defined number of unsuccessful authemditattempts has beeméi, the TSF shalllpck the
user account until it is re-enabled by the admiaistr].

Dependencies. FIA_UAU.1 Timing of authentication

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
FIA_ATD.1.1
The TSF shall maintain the following list of setyrattributes belonging to individual users:
[
a) Database user identifier and group membersHjmnd
b) Permissionsgranted totheuser asdefined by security-relevant database roles; and
c) Object or system privilege; and
d) For each NPS Policy for which the user has autlatitn:
a. alevelindicator;
b. a (possibly empty) set of authorised categories;
c. a (possibly empty) set of authorised groups;
d. an initial session label;
e. a (possibly empty) set of label-based access copbiy privileges.
1.

Dependencies: No dependencies

2L All users are always members of the PUBLIC grodmministrators can add users to other groups asiha
users to a resource group. All users have a dser i
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Note: For this TOE, “group memberships” are logibakquivalent to “roles”. Groups provide the assigent of,
privileges to individual users. "

FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
FIA_SOS.1.1
The TSF shall provide a mechanism to verify thatets(passwords for local users) meet
[
Reuse, lifetime, and content metrics as defineahbguthorized administrative user
1.

Dependencies: No dependencies

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1

The TSF shall allowyser identification and password eritgn behalf of the user to be performed before
the user is authenticated.

FIA_UAU.1.2

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies. FIA_UID.1 Timing of identification

Note: Identification and Authentication claims didtin this ST apply to both administrative usersl aiatabase,
users. This functionality is provided by the datsd system, not the operating system. The opgragistem alsg
performs Identification and Authentication for soadministrative tasks. SFRs covering this funetiiy can be,
found in the Controlled Access Protection ProflAPP). I

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components.
FIA_UAU.7.1

The TSF shall provide onlyppscured feedbatko the user while the authentication is in pragre
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Dependencies: FIA_UAU.1 Timing of authentication

FIA_UID.1 Timing of identification
Hierarchical to: No other components.
FIA_UID.1.1

The TSF shall allowyser id entry and password eritgn behalf of the user to be performed before the
user is identified.

FIA_UID.1.2

The TSF shall require each user to be successfidigtified before allowing any other TSF-mediated
actions on behalf of that user.

Dependencies: No dependencies

FIA_USB.1: User-subject binding
Hierarchical to: No other components
FIA_USB.1.1:

The TSF shall associate the following user secuatitiybutes with subjects acting on the behalhatt user:

[
a) User identifier, object or system privileges, amdups;

b) Level indicator, set of authorized categories.&feduthorized groups, initial session label, andipo
privileges

1.
FIA_USB.12:

The TSF shall enforce the following rules on thigiahassociation of user security attributes watibjects
acting on the behalf of users:

[

a) Once a user has been successfully identified atiteaticated at the start of a session with the TSF,
the user’s identifier is accessible throughout thession;

b) An object or system privilege is effective at tiaetf a user session if it was previously grantedhe
user (and not subsequently revoked) directly, W@agublic user group, or granted to a user group in
which the user is a member;

¢) An NPS policy privilege will be effective for thelipy in an active user session immediately upon a
policy change;

d) At the start of a user session, the session labdldefault row label for each applicable NPS policy
are set to the user’s initial session label andiahidefault row label attributes.

1.
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FIA_USB.1.3:

The TSF shall enforce the following rules governaiginges to the user security attributes associgtad
subjects acting on the behalf of users:

[

a)

b)

1.

If an object of system privilege applying to a usegranted or revoked while the user has a current
session with the TSF, this change applies to thefdecally managed privileges effective the rigwe
the user logs on. This rule applies to privilegganted to the user directly or via the public user

group;

If a user executes a view or a program unit owngdamother user that was created with “definer’s

rights”, the privileges of the owning user are effee during the execution of the view or program
unit;

A local user can change the password associatdd twét user if the new password complies with the
configurable controls included in the password ngeraent information that applies to the user;

An NPS Policy privilege changed during a sessioly becomes effective at the start of the next user
session;

During the execution of a stored procedure, functior package, the security label of the stored
procedure, function, or package is effective. hg stored procedure, function, or package does not
have a defined security label, then the user’sisedabel is effective;

During the execution of a trigger, the session lad& the policy privileges of the user that invibke
the trigger are effective

Dependencies: FIA_ATD.1 User Attribute Definition
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6.2.4 Class FIT: IT Environment

FIT _PPC (EXT).1 IT Environment Protection Profile Compliance
Hierarchical to: No other components.
FIT_PPC_(EXT).1.1

The [TOE Operating Systgdmshall be compliant with the requirements dhd Controlled Access
Protection Profile or an Operating System ProtestRrofile at the Basic Level of Robustness or gngat

Dependencies. No dependencies

Note: This requirement can be met by providing evig (e.g., certificate) that the underlying opemgtsystem ig
compliant with the Controlled Access Protection fitecor with a protection profile at the Basic Léwd Robustness
or greater. 1

1
Note: The name of this extended requirement fileenRP is misleading, as the Operating System i @athe |
TOE, not the IT Environment. I
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6.2.5 Class FMT: Security Management

FMT_MOF.1(a) Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.1.1(a)

The TSF shall restrict the ability tdifable, enablethe functions felating to the specification of events to
be auditefito [authorized administratoits

Dependencies. FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MOF.1(b) Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.1.1(b)

The TSF shall restrict the ability tonpdify the behaviour pthe functions [abel-based Access Control
SFP functionpto [authorized administrative usérs

Dependencies. FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

Note: The term “modify the behaviour of” in this BRefers to the ability to define and change thbsuand
management activities for the Label-based AccesdrQIcSFP .

FMT_MSA.1(a) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(a)

The TSF shall enforce th®iscretionary Access Control SFRo restrict the ability torhanagé all the
security attributesstored and managed by the T$& [authorized administratots

Dependencies. [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

1 Note: The term “manage” in this SFR refers to th#lity to configure the values of the security diiites definedi
1 by FIA_ATD.1. I
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FMT_MSA.1(b) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(b)

The TSF shall enforce thédbel-based Access Control §RB restrict the ability torhodify] the security
attributes [abels and privilegdgo [authorized useis

Dependencies. [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

I Note: The term “modify” in this SFR refers to thbiliy to define and change the information contﬂmlcurlty
! attributes used in controlling access to databaseds.

FMT_MSA (EXT).3 Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA_EXP.3.1

The TSF shall enforce th®jscretionary Access Control SFR provide festrictivd default values for
security attributes that are used to enforce tHe. SF

Dependencies. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Note: This requirement applies to new containeeoty at the top-level (e.g., tables). When lowegel objects arg
created (e.g., rows, cells), these may inheritgaemissions of the top-level objects by defauit.other words, thg
permissions of the ‘child’ objects can take thenpiesions of the ‘parent’ objects by default. I

[
Note: The security attributes referred to by tleRSare object permissions. The default value e¢hattributes
must satisfy specific criteria, and not be blarikthe object permissions default to some value,hlue must bg
| restrictive, and cannot be overridden. 1

FMT_MSA.3 Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce thédbel-based Access Control SRB provide ho] default values fodatabase
object security attributes that are used to enforce fie. S

FMT_MSA.3.2

The TSF shall allow thenp database usédrdo specify alternative initial values to overritlee default
valuesfor Label-based Access Control security attributes when andatabase object-er-infermations
created.
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Dependenciess. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Note: The TSF is to ensure that, when a user csemteobject that is controlled by the Label-basedess Control;
SFP, a value must be specified for the label. Afke TSF is to ensure that when an object is eckdhat is,
controlled by the Label-based Access Control SERjatabase user can cause a value to be giverettatiel other;
than that specified for the label in conformancéhwine rules of the SFP.

FMT_MTD.1(a) Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1(a)

The TSF shall restrict the ability toinflude or exclude the [auditable evenisto [authorized
administrator$.

Dependencies. FMT_ SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MTD.1(b) Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1(b)

The TSF shall restrict the ability tpdrform operations drthe [TSF data as listed iffable 12 belojto
[authorized administratots

Table 12 - Management Events

Component Operation TSF Data
FAU_GEN.1 None None
FAU_GEN.2 None None
FAU_SAR.1 Maintenance (deletion, modification, addition) The group of database users with read

access rights to the database audit records

FAU_SAR.2 None None

FAU_SAR.3 None None

FAU_SEL.1 Maintenance of the right to view/modify The database audit events

FAU_STG.1 None None
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Component Operation TSF Data
FAU_STG.3 Maintenance a) The threshold
b) actions to be taken in case of
imminent audit storage failure
FAU_STG.4 Maintenance (deletion, modification, addition) Actions to be taken in case of audit storage
failure
FDP_ACC.1 None None
FDP_ACF.1 Managing The attributes used to make explicit
access- or denial-based decisions
FDP_IFC.1 None None
FDP_IFF.2 Manage The attributes used to make explicit
access- or denial-based decisions
FDP_RIP.1 None None
FIA_AFL.1 Management a) The threshold for unsuccessful
database authentication attempts
b) Actions to be taken in the event of a
database authentication failure
FIA_ATD.1 None None
FIA_SOS.1 Management The metric used to verify the database
secrets
FIA_UAU.1 Manage a) The database authentication data
FIA_UAU.7 None None
FIA_UID.1 Management The user identities
FIA_USB.1 None None
FIT_PPC_(EXT).1 None None
FMT_MOF.1(a) Manage Auditable events
FMT_MOF.1(b) Manage The group of roles that can interact with the

Label-based Access Control functions
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Component Operation TSF Data
FMT_MSA.1(a) Manage The group of database roles that can
interact with the database security
attributes
FMT_MSA.1(b) Manage The group of database roles that can
interact with the database object labels
FMT_MSA_(EXT).3 Manage a) The group of database roles that
can specify initial values
b) The permissive or restrictive
setting of default values for the
Discretionary Access Control SFP
FMT_MSA.3 None None

FMT_MTD.1(a) Include or exclude

Auditable events

FMT_MTD.1(b) Manage The group of database roles that can
interact with the TSF data

FMT_REV.1(a) None None

FMT_REV.1(b) None None

FMT_SMF.1 None None

FMT_SMR.1 Manage The group of database users that are part
of a database role

FPT_STM.1 Manage The time

FPT_TRC_(EXT).1 None None

FRU_RSA.1 Specify Maximum limits for a resource for database
groups or individual database users or
database subjects by a database
administrator

FTA_MCS.1 Manage The maximum allowed number of
concurrent database user database
sessions by a database administrator

FTA_TAH_(EXT).1 None None

FTA_TSE.1 None None
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Dependencies. FMT_ SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_REV.1(a) Revocation
Hierarchical to: No other components.
FMT_REV.1.1(a)

The TSF shall restrict the ability to revolsegurity attributepassociated with thedptabase usefsunder
the control of the TSF tdfe authorised administratpr

FMT_REV.1.2(a)
The TSF shall enforce ttiellowing rules:

[

Revocation of database administrative privilegeallstake effect prior to when the database useriteg
the next database session

]
Dependenciess. FMT_SMR.1 Security roles

FMT_REV.1(b) Revocation

Hierarchical to: No other components.

FMT_REV.1.1(b)
The TSF shall restrict the ability to revoksegurity attributel associated with theopject§ under the
control of the TSF tothe authorized administrator and database useralamsved by the Discretionary
Access Control SHP

FMT_REV.1.2(b)
The TSF shall enforce ttiellowing rules:

[

a) Revocation of database object access privileged &hiee effect prior to all subsequent attempts to
establish access to the database object;

b) Revocation of database administrative privilegeallstake effect prior to when the database user
begins the next database session

]
Dependenciess. FMT_SMR.1 Security roles
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FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayvimanagement functionsMpnagement of security
functions behavior (as outlined in FMT_MOF.1(a) afdMT_MOF.1(b)), Management of security
attributes (as outlined in FMT_MSA.1(a), FMT_MSA)1( FMT_MSA (EXT).3, FMT_MSA.3,
FMT_REV.1(a), FMT_REV.1(b), and FMT_SMR.1), and &fmment of TSF data (as outlined in
FMT_MTD.1(a), FMT_MTD.1(b))

Dependencies. No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1
The TSF shall maintain the roles:
[
a) authorized administrator (including ‘ADMIN’ role),
b) database user
1.
FMT_SMR.12
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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6.2.6 Class FPT: Protection of the TSF

FPT_STM.1 Reliabletimestamps
Hierarchical to: No other components.
FPT_STM.1.1
The TSF shall be able to provide reliable time gt&m

Dependencies. No dependencies

FPT_TRC_(EXT).1 Internal TSF consistency
Hierarchical to: No other components.
FPT_TRC.1.1

The TSF shall ensure that TSF data is consistemtele® parts of the TOE by providing a mechanism to
bring inconsistent TSF data into a consistent stegetimely manner.

Dependencies. No dependencies
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6.2.7 Class FRU: Resource Utilization

FRU RSA.1 Maximum quotas
Hierarchical to: No other components.
FRU RSA.1.1
The TSF shall enforce maximum quotas of the foltaywiesources:
[
a) Duration of a session;
b) Duration of a query;
c) Number of rows that can be returned from a singleryg; and
d) Percentage of contended system resodfdbat a class of usefscan use

]

that [an individual us€frcan use gver a specified period of tithe

Dependencies: No dependencies

2 Contended system resources are resources that sisame, such as CPU time, disk space, memoryetaronk
bandwidth.

2 A class of users is a user group that is designasethe resource group for a set of users. Res@roups are
used to control the percentage of resources thgpgran use, and are part of the Workload Managefnantion of
the TOE. Users are assigned to resource groupikebgystem administrator, the owner of the grouparmther
appropriately-privileged user. For more informatiabout resource groups, please refeNébezza Performance
Server System Administrator’s Guide, Document Numd@282-11 Rev. 1, Software Release: 4.6.x, Reévise
February 3, 2009Chapters 1, 5, 10, and 11.
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6.2.8 Class FTA: TOE Access

FTA_MCS.1 Basic limitation on multiple concurrent sessions
Hierarchical to: No other components.
FTA_MCS.1.1
The TSF shall restrict the maximum number of corentrsessions that belong to the same user.
FTA_MCS.1.2
The TSF shall enforce, by default, a limit ah[administrator-configurable number] @essions per user.

Dependencies: FIA_UID.1 Timing of identification

FTA TAH _(EXT).1 TOE access history
Hierarchical to: No other components.
FTA_TAH_(EXT).1.1

Upon successful session establishment, the TSH sttak and retrieve thedéte, timé of the last
successful session establishment to the user.

FTA_TAH_(EXT).1.2
Upon successful session establishment, the TSH sttak and retrieve thedéte, timé of the last
unsuccessful attempt to session establishment lachtamber of unsuccessful attempts since the last

successful session establishment.

Dependencies. No dependencies

FTA_TSE.1 TOE session establishment
Hierarchical to: No other components.
FTA TSE.1.1

The TSF shall be able to deny session establishimasd¢d on dttributes that can be set explicitly by
authorized administrators, including user identilyd/or group identity, time of day, day of the wesid
no additional attributel

Dependencies: No dependencies
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6.3 Security Assurance Requirements

This section defines the assurance requirementhéofOE. Assurance requirements are taken frenCi Part 3
and are EAL4 augmented with ALC_FLR.3. Table E&surance Requirements summarizes the requirements.

Table 13 - Assurance Requirements

Assurance Requirements

Class ASE: Security Target Evaluation |ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

Class ALC : Life Cycle Support ALC_CMC.4 Production support, acceptance procedures
and automation

ALC_CMS.4 Problem tracking CM coverage

ALC_DEL.1 Delivery Procedures

ALC_DVS.1 Identification of security measures

ALC_FLR.3 Systematic Flaw Remediation

ALC_LCD.1 Developer defined life-cycle model

ALC_TAT.1 Well-defined development tools

Class ADV: Development ADV_ARC.1 Security Architecture Description

ADV_FSP.4 Complete functional specification

ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.3 Basic modular design
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Assurance Requirements

Class AGD: Guidance documents AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

Class ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.2 Testing: security enforcing modules

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_VAN.3 Focused Vulnerability analysis
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7 TOE Summary Specification

This section presents information to detail how TiE meets the functional and assurance requirenusscribed
in previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assac@gscriptions correspond to the security functiodence, each
function is described by how it specifically satsfeach of its related requirements. This setwdsoth describe
the security functions and rationalize that theusiggfunctions satisfy the necessary requirements.

Table 14 - Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security Function SFR ID Description
Security Audit FAU_GEN.1 Audit Data Generation
FAU_GEN.2 User identity association
FAU_SAR.1 Audit review
FAU_SAR.2 Restricted audit review
FAU_SAR.3 Selectable audit review
FAU_SEL.1 Selective audit
FAU_STG.1 Protected audit trail storage
FAU_STG.3 Action in case of possible audit data
loss
FAU_STG.4 Prevention of audit data loss
User Data Protection FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access
control
FDP_IFC.1 Subset information flow control
FDP_IFF.2 Hierarchical security attributes
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TOE Security Function SFR ID Description
FDP_RIP.1 Subset residual information protection
Identification and Authentication FIA_AFL.1 Authentication failure handling
FIA_ATD.1 User attribute definition
FIA_SOS.1 Verification of secrets
FIA_UAU.1 Timing of authentication
FIA_UAU.7 Protected authentication feedback
FIA_UID.1 Timing of identification
FIA_USB.1 User-subject binding

Security Management

FMT_MOF.1(a)

Management of security functions
behaviour

FMT_MOF.1(b)

Management of security functions
behaviour

FMT_MSA.1(a)

Management of security attributes

FMT_MSA.1(b)

Management of security attributes

FMT_MSA_(EXT).3

Static attribute initialisation

FMT_MSA.3

Static attribute initialisation

FMT_MTD.1(a)

Management of TSF data

FMT_MTD.1(b)

Management of TSF data

FMT_REV.1(a) Revocation
FMT_REV.1(b) Revocation
FMT_SMF.1 Specification of management
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TOE Security Function SFR ID Description
functions
FMT_SMR.1 Security roles
Protection of TOE Security | FPT_STM.1 Reliable time stamps
Functions
FPT_TRC_(EXT).1 Internal TSF consistency
Resource Utilization FRU_RSA.1 Maximum quotas
IT Environment FIT_PPC_(EXT).1 IT Environment
TOE Access FTA_MCS.1 Basic limitation on multiple concurrent
sessions
FTA_TAH_(EXT).1 TOE access history
FTA_TSE.1 TOE session establishment

7.1.1 Security Audit

The TOE captures audit data in one of three typesidit files, depending on the type of event:

e Linux OS log files;
» process-specific log files stored on the Host;
» an audit database stored on the SPUs.

7.1.1.1 Linux OS Log Files

There are several Linux OS log files that contaididata generated by the OS, such as changke Bystem time.
These log files can only be accessed by a Linuxisidtrator.

7.1.1.2 Process-specific Log Files

All major software components that run on the Hbate an associated log. Log files have the folgwi
characteristics:

e Each log consists of a set of files stored in a ponent-specific directory. A separate directory lfig
files is kept for each process that creates aad#.| Some processes in the TOE are run on a gssia”
basis. These subsystems store individual log filesa per session basis with a naming scheme that
uniquely identifies which session is being logged.

» Each file contains one day of entries, for a defandximum of seven days.

» Each file contains entries that, at a minimum, hatenestamp, an entry severity type, and a message
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» If an event is related to a specific user or sesglmat information is stored with the log.

All logs have specified rules on how long each fibg is to be retained by the system. The follogvisecurity
relevant audit logs are kept by the TOE:

Table 15 - Security Relevant NPS Audit Logs

Security Relevant NP S Audit Logs

Backup and Restore Manager Logs all operations by the nzbackup and nzrestore commands

Bootserver Manager Logs startup and shutdown of the system and initialization events of all
SPUs on the system

Client Manager Logs all connection requests to the TOE

Database Operation System Logs all events related to SQL plans submitted to the system
Event Manager Logs all system level events between the Host and the SPUs
Host Statistics Generator Logs the starting and stopping of the statistics generator process
Postgres This is the main database log file. It records information about all

database level activities

Startup Server This log records the startup of all NPS processes and any errors
encountered

The logs may be read by an authorized user withiompjate privileges on the Linux OS where the rdsoare
stored. The Linux OS also protects the logs frarauthorized access and modification. If the atglapace for
audit storage exceeds a pre-configured level, amals sent to the designated administrators.hdf dudit trail
becomes full, no further audits will be recorded.

7.1.1.3 Audit Database

The audit database tracks information about userantions with the TOE data, and can be used iergée
statistics about users, actions, and data. Infbomaollected in the audit database includes:

« Successful authentication and session creation
« Failed authentication

« Account lock-out action

« All SQL operations

« All administrative operations

Audit database entries log the identity of the pescthat generated the information, the date amel ¢if the action,
the location of the action, the entire command QL Statement, objects accessed by the commandsesh# of
the command, and performance information.

Administrators may review the logs, performing sbkas and sorts based on the values of the audit fidds.
Administrators may also determine which eventstaree audited, based on the user identity, groaptity, event
type, object identity, and outcome of those events.
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The audit database is stored on the SPUs in tdiddsuse row-level security. Each row is giveralel derived
from combining two labels: the label of the pripei performing the action, and the audit categaEsociated with
that principal. The label of the principal providerotection for the audit data by restricting viregvof the audit to
only those users who are permitted to see thenaligiata. The audit categories prevent the praidipm viewing
the audit data, and allows the audit data to bttijpmed among auditors.

The audit database is populated by an audit cagemeer process. The audit capture server praoeessves and
buffers in memory audit data from other Host preess and then periodically flushes the data frormorg to disk.
If the audit disk files used by the audit captueever process become full, the audit capture seurazess will be
unable to write more logs to the files, and willur@ errors to the processes that are generatmdothdata. All
further activity that requires audit logging widlif until disk space for audit logging has beerfte

The TOE protects the data from tampering by sequgribe data as it is generated by the Host preses3he
audit capture server process then further sequeheedata as it writes it to disk. In additione thudit trail is
protected by the access control rules in placdnermTOE, preventing unauthorized modifications ®dldit trail.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_GEN.2, FAU_SAR.1, FAU_SAR.2,
FAU_SAR.3, FAU_SEL.1, FAU_STG.1, FAU_STG.3, FAU_S7G

7.1.2 User Data Protection

For the purpose of this evaluation, user datafinelé as database records stored in all the SPAdsiinistratively,
the TOE presents its implementation of Discretignaccess Control through the use of an Access ©@bMatrix
(ACM). For all objects in the database, this AC\dws the following access privileges to be assiyrabort, alter,
delete, drop, gen stats, list insert, select, @mtamcupdate. These objects may be individual datd or individual
table$* within a given database.

The TOE also maintains permissions in the AccesgrébMatrix that apply globally. These allow pdssions to
be granted to users or groups that do not relagpéaific tables or databases. The privileges ¢hatbe granted
with this mechanism are: backup, create table teregternal table, create group, create materthigreup, create
sequence, create table, create user, create véedware, restore, reclaim, system.

On any operation in the database, the defaultra@ito deny access unless access has been dygreinted by an
authorized administrator. Whenever a subject retgue perform an operation on an object, the AGMhiecked to
see if the appropriate privilege has been grantethe privilege has been granted to either thividlual or a group
of which the individual is a member, then the saobjs allowed to perform the operation on the objetf the
privilege has not been granted than the requagstitiorm the operation will be denied.

In addition, the TOE implements row-level secutityough its Label-based Access Control Securityckanal
Policy. Administrators determine which user datquires row-level security, and configures the &-Enforce its
rules upon that data.

The NPS system supports the concept of a grougroAp is categorized as a collection of accesdgititat have
been assigned by an administrator. Individualsisan then be given membership in one or more grolysers
who are members of a group inherit all access sitit have been assigned to that group. Therte isnit as to
the number of groups that can be created or thebaumf groups that an individual user can be a neznalb.

However, all users are at minimum a member of thegnamed “Public”.

All user data stored by the TOE exists as a datafdgect. This can take several forms, for examplPatabase,
Table, or data contained within one of those obkjedll access to this data is mediated by the BDE& subject to
access permissions as described above. No dgees@to memory or disk storage is provided tousmas of TOE.

% These objects may also be table-like objects:(eigws)
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The TOE also provides residual information protattupon allocation of resources to schema objeauts ren-
schema objects that are stored in the system schema

TOE Security Functional Requirements Satisfied: FDP_ACC.1, FDP_ACF.1, FDP_IFC.1, FDP_IFF.2,
FDP_RIP.1

7.1.3 ldentification and Authentication

There are two identification and authentication hasisms used by the TOE. A user may be required to
authenticate to the Linux OS in order to perforntaia administrative functions. In order to perfoqueries on the
TOE database data, the user must authenticate ®NHP Host Application.

7.1.3.1 Linux Identification and Authentication

System administration is performed using a combnadf Linux and NzCLI commands. In order to penfioall
administrative functions, an authorized administrahust be able to identify and authenticate toltimeix OS as
well as the NzCLI.

7.1.3.2 SMP Host Application Identification and Aut  hentication

The TOE performs identification and authenticatover each interface to the TOE. No system serviersept
user login) are available to a user prior to id@rgtion and authentication. A user can requestises through the
nzAdmin or nzCLI interface, directly or via applimns enable with the Netezza ODBC, JDBC, or OLE-SB®,
Over each of these interfaces the user is requoqurovide a username and password prior to gaiaoapss to
system services. When a user enters login infaomathe TOE obscures the password feedback soaunthorized
user cannot see the password as it is being entétégasswords must meet reuse, lifetime, andexmmetrics as
defined by authorized administrators.

Once the user submits the credentials, there dyetwn possible results: acceptance of a corretib$ username
and password, or a rejection. It is possible fier TOE to lock access to a user’s account if thebar of incorrect
authentication attempts meets a predefined nunghdrysthe Administrator.

A user’s identity is bound to one or more groufdis binding is used to determine which privilegleis user has
been granted. Users may also be granted privilegidgdually. All decisions on granting accessotgjects within
the TOE are handled by the mechanisms as desdriligser Data Protection.

The user’s credentials can be verified either lgoah the Host, or by an LDAP server connectechioiost via an
LDAPS connection. When using LDAP to authentiazters, the TOE passes the user’s credentials @mmerand
password) to the LDAP server. The LDAP server fiemithe credentials against the directory, andrnst a
“success” or “fail” indicator to the TOE. If theuthentication is successful, the TOE proceeds #mtgthe
appropriate privileges, as described above.

TOE Security Functional Requirements Satisfied: FIA_AFL.1, FIA_ATD.1, FIA_SOS.1, FIA UAU.1,
FIA_UAU.7, FIA_UID.1 FIA_USB.1

7.1.4 |IT Environment

The TOE operating system is compliant with the negents of the Controlled Access Protection Peofilersion
1.d (CAPP), in addition to applicable requiremespiscified in this Security Target. The securitgdiions for this
PP include requirements covering auditing, usera dattotection, identification and authenticationcisiy

% AP| — Application Programming Interface
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management, and protection of the TOE securitytfans. The requirements claimed in this ST araddition to
those claimed by the CAPP.

TOE Security Functional Requirements Satisfied: FIT_PPC_(EXT).1,

7.1.5 Security Management

This section discusses the TOE's role definitiod asle management functionalities. Strictly spagkithere are
only two “roles” enforced by the TOE. These are tADMIN account” and other “Administrator defingploups”.
The “ADMIN account” is a special account that pasa# rights and privileges available to the systehine other
“Administrator defined groups” can be divided intwo logical roles: administrators and databasersuse
Administrators are users that have at least somengstrative privileges. Database users have noimdtrative
privileges. When the TOE is first installed, tmstaller is logged in as ‘ADMIN’. This role haslifaccess to all
functionality in the TOE, and should only be usagting initial configuration to create other adminddive
accounts. The other administrative users can fihesh the TOE configuration and create the appetprdatabase
users and privileges.

All access rights within the TOE are granted bagsoh the User Data Protection mechanisms providedigh the
access control security functional policies. Thigileges that can be assigned through these psliare described
in more detail in section 7.1.2.

The ‘ADMIN’, or another user granted appropriatévipeges, can perform all administrative activitiescessary to
manage the TOE. By using an ACM instead of predefiroles, it is easier to maintain the concepteabt
privilege. Each user is only given the exact rigtitey need at that time and if an Administratoedseto assign
rights to a large number of users, they can stédhte a group, and assign the rights to the grolipis allows
administrators to customize groups to their speciéeds.

TOE Security Functional Requirements Satisfied: FMT_MOF.1(a), FMT_MOF.1(b), FMT_MSA.1(a),
FMT_MSA.1(b), FMT_MSA.3, FMT_MSA_(EXT).3, FMT_MTD(&), FMT_MTD.1(b), FMT_REV.1(a),
FMT_REV.1(b), FMT_SMF.1, FMT_SMR.1.

7.1.6 Protection of the TSF

The TOE provides several mechanisms for protedtingecurity functions. The system has redundariniease of
a hardware failure, and to protect data storecherSPUs.

The TOE provides reliable timestamp informationiferown use. The time is set through the usendf@P client,
or manually to the Linux OS. From there, othersysbems are able to retrieve the time for inclusioraudit
records.

TOE Security Functional Requirements Satisfied: FPT_STM.1, FPT_TRC_(EXT).1.

7.1.7 Resource Utilization

The TOE enforces maximum quotas on the duraticanuger’s session, the duration of a query, the eurabrows
that can be returned from a single query, and #regmtage of contended system resources thatsaaflasers can
use.

TOE Security Functional Requirements Satisfied: FRU_RSA.1.
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7.1.8 TOE Access

The TOE allows only an administrator-configurablaximum number of concurrent TOE sessions for ary.un
addition, TOE administrators may define when a usay be denied access to the TOE, based on ussityder
group identity, time of day, and day of week. TH@E will also store and retrieve the date and tohé¢he last
successful and unsuccessful attempts to acce3Besince the last successful session establishinyestich user.

TOE Security Functional Requirements Satisfied: FTA_MCS.1, FTA TAH_(EXT).1, FTA TSE.1.
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8 Rationale

8.1 Conformance Claims Rationale

This Security Target conforms to Parts 2 and 3hef Common Criteria Standard for Information Tecbgyl
Security Evaluations, version 3.1, revision 2. rEhare four extended SFRs contained within this ST:
FIT_PPC_(EXT).1, FMT_MSA_(EXT).3, FPT_TRC_(EXT).4nd FTA_TAH_(EXT).1. These were included to
define the Operating System PP compliance, manageautivities, internal TSF consistency, and TOEeas
history by the TOE. Although the PP lists an addiél four extended SFRS: FAU_GEN.1-NIAP-0410,
FAU_SEL.1-NIAP-0407, FAU_SEL.1-NIAP-0407, and FAUCK.1-NIAP-0407, the names were modified in this
ST to match the standard CC v3.1 SFR names. Thdingpof the PP SFRs was consistent with the wgrdinthe
standard SFRs, so using the extended SFR namesotvascessary.

This Security Target claims demonstrable conforreamith U.S. Government Protection Profile for Datsd
Management Systems in Basic Robustness Environm¥etsion 1.2. The following describes the dethile
rationale for demonstrable conformance for eadtverit section of the ST:

Security Problem Definition: All of the Threats, ganizational Security Policies, and Assumptionsiified in the
PP are included in this ST and are in accordandk thie requirements of the PP. Some additionakatst
Organizational Security Policies, and Assumptioasehbeen included in the ST that were not incluidettie PP.
The assumption A.OS_PP_VALIDATED was added becths®©S is part of the TOE.

Security Objectives: All the TOE Security Objectvand Environment Security Objectives identifiedhia PP are
included in this ST and are in accordance withrdtgiirements of the PP. Some additional SecuritieQives for
the TOE, IT Security Objectives, and Non-IT Seguf@bjectives have been included in the ST that were
included in the PP. The Environment Security OfbjecOE.OS_PP_VALIDATED was changed to Security
Objective O.0S_PP_VALIDATED because the OS is phthe TOE.

Security Functional Requirements: All the SFRantded in the PP are included in this ST (somehwitame
changes or notes), and all the operations apptethe SFRs derived from the PP are in accordante the
requirements of the PP. Some additional SFRs baga included in the ST that were not includedhaRP.

Security Assurance Requirements: All the Secukiitgurance Requirements identified in the PP aredied in this
ST and are in accordance with the requiremente®PP. Some additional Security Assurance Regeinés have
been included in the ST that were not includedh&RP.

8.2 Security Objectives Rationale
This section provides a rationale for the existesfceach threat, policy statement, and assumptiahdompose the
Security Target. Sections 8.2.1, 8.2.2, and 8.2i8monstrate the mappings between the threatszegoland

assumptions to the security objectives is compldtee following discussion provides detailed evideof coverage
for each threat, policy, and assumption.

8.2.1 Security Objectives Rationale Relating to Thr  eats

Table 16 - Threats: Objectives Mapping

Threats Objectives Rationale
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Threats

T.ACCIDENTAL_ADMIN_ERROR

An administrator may incorrectly

install or configure the TOE
resulting in ineffective security
mechanisms.

Objectives

O.ADMIN_GUIDANCE

The TOE will provide administrators
with the necessary information for
secure management.

Rationale

O.ADMIN_GUIDANCE helps to
mitigate this threat by ensuring the
TOE administrators have guidance
that instructs them how to administer
the TOE in a secure manner. Having
this guidance helps to reduce the
mistakes that an administrator might
make that could cause the TOE to be
configured insecurely.

T.MASQUERADE

A user or process may
masquerade as another entity in
order to gain unauthorized access
to data or TOE resources.

O.TOE_ACCESS

The TOE will provide mechanisms
that control a user's logical access to
the TOE.

The objective O.TOE_ACCESS
mitigates this threat by controlling the
logical access to the TOE and its
resources. By constraining how and
when authorized users can access the
TOE, and by mandating the type and
strength  of the authentication
mechanism, this objective helps
mitigate the possibility of a user
attempting to login and masquerade
as an authorized user. In addition,
this objective provides the
administrator the means to control the
number of failed login attempts a user
can generate before an account is
locked out, further reducing the
possibilty of a user gaining
unauthorized access to the TOE.

T.POOR_DESIGN

Unintentional errors in
requirements  specification  or
design of the TOE may occur,
leading to flaws that may be
exploited by a casually
mischievous user or program.

O.CONFIGURATION_IDENTIFICATI
ON

The configuration of the TOE is fully
identified in a manner that will allow
implementation errors to be identified
and corrected with the TOE being
redistributed promptly.

O.CONFIGURATION_IDENTIFICATI
ON plays a role in countering this
threat by requiring the developer to
provide control of the changes made
to the TOE's design.

O.DOCUMENTED_DESIGN

The design of the TOE is adequately
and accurately documented.

O.DOCUMENTED_DESIGN ensures
that the design of the TOE s
documented, permitting  detailed
review by evaluators.

O.VULNERABILITY_ANALYSIS

The TOE will undergo some
vulnerability analysis to demonstrate
that the design and implementation of
the TOE does not contain any obvious
flaws.

O.VULNERABILITY_ANALYSIS
ensures that the design of the TOE is
analyzed for design flaws.

T.POOR_IMPLEMENTATION

O.CONFIGURATION_IDENTIFICATI

O.CONFIGURATION_IDENTIFICATI
ON plays a role in countering this
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Threats

Unintentional errors in
implementation of the TOE design
may occur, leading to flaws that
may be exploited by a casually
mischievous user or program.

Objectives
ON

The configuration of the TOE is fully
identified in a manner that will allow
implementation errors to be identified
and corrected with the TOE being
redistributed promptly.

Rationale

threat by requiring the developer to
provide control of the changes made
to the TOE's design, although the
previous three objectives help
minimize the introduction of errors into
the implementation.

O.PARTIAL_FUNCTIONAL_TEST

The TOE will undergo some security
functional testing that demonstrates
that the TSF satisfies some of its
security functional requirements.

O.PARTIAL_FUNCTIONAL_TEST
increases the likelihood that any
errors  that do exist in the
implementation (with respect to the
functional specification, high-level,
and low-level design) will be
discovered through testing.

O.VULNERABILITY_ANALYSIS

The TOE will undergo some
vulnerability analysis to demonstrate
that the design and implementation of
the TOE does not contain any obvious
flaws.

O.VULNERABILITY_ANALYSIS helps
reduce errors in the implementation
that may not be discovered during
functional testing. Ambiguous design
documentation and the fact that
exhaustive testing of the external
interfaces is not required may leave
bugs in the implementation
undiscovered in functional testing.

T.POOR_TEST

Lack of or insufficient tests to
demonstrate that all TOE security
functions operate correctly
(including in a fielded TOE) may
result in incorrect TOE behavior
being discovered thereby causing
potential security vulnerabilities.

O.DOCUMENTED_DESIGN

The design of the TOE is adequately
and accurately documented.

O.DOCUMENTED_DESIGN helps to
ensure that the TOE's documented
design satisfies the security functional
requirements. In order to ensure the
TOE's design is correctly realized in
its implementation, the appropriate
level of functional testing of the TOE's
security mechanisms must be
performed during the evaluation of the
TOE.

O.PARTIAL_FUNCTIONAL_TEST

The TOE will undergo some security
functional testing that demonstrates
that the TSF satisfies some of its
security functional requirements.

O.PARTIAL_FUNCTIONAL_TEST
increases the likelihood that any
errors  that do exist in the
implementation (with respect to the
functional specification, high level, and
low-level design) will be discovered
through testing.

O.VULNERABILITY_ANALYSIS

The TOE will undergo some
vulnerability analysis to demonstrate
that the design and implementation of
the TOE does not contain any obvious
flaws.

O.VULNERABILITY_ANALYSIS

addresses this concern by requiring a
vulnerability analysis be performed in
conjunction with testing that goes
beyond functional testing. This
objective provides a measure of
confidence that the TOE does not
contain security flaws that may not be
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Threats

Objectives

Rationale

identified through functional testing.

While these testing activities are a
necessary activity for successful
completion of an evaluation, this
testing activity does not address the
concern that the TOE continues to
operate correctly and enforce its
security policies once it has been
fielded. Some level of testing must be
available to end users to ensure the
TOE's security mechanisms continue
to operate correctly once the TOE is
fielded.

T.RESIDUAL_DATA

A user or process may gain
unauthorized access to data
through reallocation of TOE
resources from one user or
process to another.

O.RESIDUAL_INFORMATION

The TOE will ensure that any
information contained in a protected
resource within its Scope of Control is
not released when the resource is
allocated.

O.RESIDUAL_INFORMATION
counters this threat by ensuring that
TSF data and user data is not
persistent when resources are
released by one user/process and
allocated to another user/process.

T.TSF_COMPROMISE

A user or process may cause,
through an unsophisticated attack,
TSF data, or executable code to
be inappropriately  accessed
(viewed, modified, or deleted).

O.INTERNAL_TOE_DOMAINS

The TSF will maintain internal
domains for separation of data and
queries belonging to concurrent users.

O.INTERNAL_TOE_DOMAINS
ensures the TOE will establish
separate domains for data belonging
to users.

O.MANAGE

The TOE will provide all the functions
and facilities necessary to support the
authorized administrators in their
management of the security of the
TOE, and restrict these functions and
facilities from unauthorized use.

O.MANAGE is necessary because an
access control policy is specified to
control access to TSF data. This
objective is used to dictate who is able
to view and modify TSF data, as well
as the behavior of TSF functions.

O.PARTIAL_SELF_PROTECTION

The TSF will maintain a domain for its
own execution that protects itself and
its resources from external
interference, tampering, or
unauthorized disclosure through its
own interfaces.

O.PARTIAL_SELF_PROTECTION
ensures the TOE is capable of
protecting itself from attack.

O.RESIDUAL_INFORMATION

The TOE will ensure that any
information contained in a protected
resource within its Scope of Control is

O.RESIDUAL_INFORMATION is
necessary to mitigate this threat,
because even if the security
mechanisms do not allow a user to
view TSF data, if TSF data were to
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Threats

Objectives

not released when the resource is
allocated.

Rationale

reside inappropriately in a resource
that was made available to a user,
that user would be able to view the
TSF data without authorization.

T.UNAUTHORIZED_ACCESS

A user may gain unauthorized
access to user data for which they
are not authorized according to the
TOE security policy.

O.ACCESS_HISTORY

The TOE will store and retrieve
information (to authorized users)
related to previous attempts to

establish a session.

O.ACCESS_HISTORY is important to
mitigate this threat because it ensures
the TOE will be able to store and
retrieve the information that will advise
the user of the last successful login
attempt and actions performed without
their knowledge.

O.MEDIATE

The TOE must protect user data in
accordance with its security policy.

O.MEDIATE ensures that all accesses
to user data are subject to mediation,
unless said data has been specifically
identified as public data. The TOE
requires successful authentication to
the TOE prior to gaining access to any
controlled-access  content. By
implementing strong authentication to
gain access to these services, an
attacker's opportunity to conduct a
man-in-the-middle or password
guessing attack successfully is greatly
reduced. Lastly, the TSF will ensure
that all configured enforcement
functions  (authentication, access
control rules, etc.) must be invoked
prior to allowing a user to gain access
to TOE or TOE mediated services.
The TOE restricts the ability to modify
the security attributes associated with
access control rules, access to
authenticated and unauthenticated
services, etc. to the administrator.
This feature ensures that no other
user can modify the information flow
policy to bypass the intended TOE
security policy.

T.UNIDENTIFIED_ACTIONS

Failure of the authorized
administrator to identify and act
upon unauthorized actions may
occur.

O.ADMIN_GUIDANCE

The TOE will provide administrators
with the necessary information for
secure management.

The threat of an authorized
administrator failing to know about
malicious audit events produces the
objectives of the authorized
administrator having the facilities and

knowing how to use them
(O.ADMIN_GUIDANCE).
O.MANAGE The threat of an authorized

The TOE will provide all the functions
and facilities necessary to support the
authorized administrators in their
management of the security of the

administrator failing to know about
malicious audit events produces the
objectives of the authorized
administrator having the capability to
use the mechanisms (O.MANAGE) to
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Threats Objectives Rationale

TOE, and restrict these functions and | review audit records.

facilities from unauthorized use.
T.RESOURCE O.RESOURCE The objective O.RESOURCE ensures

that individual users cannot use more

An authenticated database user | The TOE must provide the means of | of specific resources than defined in
may consume global database | controling the consumption of | their quota. An  authorized
resources, in a way that | database resources by authorized | administrator that can assign quotas

compromises the ability of other
database users to access the
DBMS.

users of the TOE.

to users can use this function to
ensure that a sufficient amount of
resources of a specific kind is always
available, allowing authorized users to
use the DBMS at any time they are
allowed by the TOE policy to use it.

T.AUDIT_COMPROMISE

A user or process may view audit
records, cause audit records to be
lost or modified, or prevent future
audit records from being recorded,
thus masking a user's action.

O.AUDIT_PROTECTION

The TOE will provide the capability to
protect audit information.

The objective
O.AUDIT_PROTECTION helps to
mitigate the threat
T.AUDIT_COMPROMISE by
protecting the audit trail from

unauthorized access and loss of audit
records.

T.LBAC

An authorized database user may
access labeled information
contained within a database
without having the authorization to
access that information.

O.ACCESS_LBAC

The TOE must provide the ability for
labels to be associated with subjects
and database objects in accordance
with the P.LABEL security policy. For
entities that have been associated
with labels, the TOE must use these
labels as a basis for implementing an
information flow control policy in
accordance with the P.INFOFLOW

policy.

The objective O.ACCESS_LBAC
helps to mitigate the threat T.LBAC by
ensuring that labels are associated
with subjects and database objects in
accordance with the P.LABEL security
policy, and must therefore be subject
to the P.INFOFLOW policy.

T.POOR_DEVELOPMENT_ENVI
RONMENT

The TOE's development
environment may not protect the
TOE and its parts during
development and maintenance,
may not ensure the TOE meets its
SFRs, and may implement ill-
defined, inconsistent, or incorrect
development tools to develop the
TOE.

O.DEVELOPMENT_ENVIRONMENT

The TOE's development environment
will protect the TOE and its parts
during development and maintenance,
ensure that the TOE meets its SFRs,
and prevent ill-defined, inconsistent,
or incorrect development tools from
being used to develop the TOE.

O.DEVELOPMENT_ENVIRONMENT
ensures that the TOE's development
environment protects the TOE from
improper development and
maintenance by requiring that well-
documented tools and techniques are
employed. In addition, a life-cycle
model is employed, and the
environment is secure physically and
procedurally. Finally, only authorized
employees are able to access the
TOE and its parts in the development
environment.

Every Threat is mapped to one or more Objectivdbértable above. This complete mapping demoresttaiat the
defined security objectives counter all defineckéts.
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8.2.2 Security Objectives Rationale Relating to Pol

icies

Table 17 - Policies: Objectives Mapping

Policies

P.ACCOUNTABILITY

The authorized users of the TOE
shall be held accountable for their
actions within the TOE.

Objectives

O.AUDIT_GENERATION

The TOE will provide the capability to
detect and create records of security
relevant events associated with users.

Rationale

O.AUDIT_GENERATION addresses
this policy by providing the authorized
administrator with the capability of
configuring the audit mechanism to
record the actions of a specific user,
or review the audit trail based on the
identity of the user. Additionally, the
administrator's ID is recorded when
any security-relevant change is made
to the TOE (e.g., access rule
modification, start-stop of the audit
mechanism, establishment of a
trusted channel, etc.).

O.TOE_ACCESS

The TOE will provide mechanisms
that control a user's logical access to
the TOE.

O.TOE_ACCESS supports this policy
by requiring the TOE to identify and
authenticate all authorized users prior
to allowing any TOE access or any
TOE mediated access on behalf of
those users.

O.AUDIT_REVIEW

The TOE must provide the means of
reviewing the audit log entries
allowing users with the required
access rights to the audit log to
evaluate the audit log entries.

O.AUDIT_REVIEW helps to address
this policy by providing authorized
administrators with the ability to
selectively review the audit log
information.

P.ROLES

The TOE shall provide an
authorized administrator role for

O.ADMIN_ROLE

The TOE will
administrator

provide authorized
roles to isolate

The TOE has the objective of
providing an authorized administrator
role for secure administration. The
TOE may provide other roles as well,

secure administration of the TOE. | administrative actions. but only the role of authorized
This role shall be separate and administrator is required
distinct from other authorized (O.ADMIN_ROLE).

users.

P.LABEL O.ACCESS_LBAC O.ACCESS_LBAC addresses this

Labels can be associated with
subjects and with storage objects
which are rows within tables:

a) A label is composed of a
hierarchical level (classification), a

The TOE must provide the ability for
labels to be associated with subjects
and database objects in accordance
with the P.LABEL security policy. For
entities that have been associated
with labels, the TOE must use these

policy by providing the ability for labels
to be associated with subjects and
database objects according to the
P.LABEL policy.
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Policies

set of non-hierarchic categories,
and a set of hierarchic groups, as
determined by the organization
that owns the information stored in
the database.

b) A storage object label reflects
the sensitivity of the information
stored in the object.

C) A subject label reflects the
authorization of the subject to
access the organization's labeled
information according to defined
access rules.

Objectives

labels as a basis for implementing an
information flow control policy in
accordance with the P.INFOFLOW

policy.

Rationale

OE.USERS

Those responsible for the TOE must
ensure that users are assigned label
authorizations and policy privileges
commensurate with the degree of trust
placed in them by the organization
that owns, or is responsible for, the
information processed by or stored in
the TOE.

OE.USERS supports this OSP by
ensuring that administrators assign
appropriate label authorisations and

P.INFOFLOW

Information flow from entity A to
entity B shall be permitted only if it
does not result in a subject being
able to observe labeled
information that the subject is not
authorized to see.

O.ACCESS_LBAC

The TOE must provide the ability for
labels to be associated with subjects
and database objects in accordance
with the P.LABEL security policy. For
entities that have been associated
with labels, the TOE must use these
labels as a basis for implementing an
information flow control policy in
accordance with the P.INFOFLOW

policy.

policy privileges to users in
accordance with P.LABEL.
O.ACCESS_LBAC addresses this

policy by providing the ability for labels
to be associated with subjects and
database objects, and requiring that
the TOE use these labels as a basis
for implementing an information flow
control policy in accordance with
P.INFOFLOW. This prevents subjects
from seeing labeled information that
the subject is not authorized to see.

OE.USERS

Those responsible for the TOE must
ensure that users are assigned label
authorizations and policy privileges
commensurate with the degree of trust
placed in them by the organization
that owns, or is responsible for, the
information processed by or stored in
the TOE.

OE.USERS supports the OSP by
ensuring that administrators assign
appropriate label authorisations and
policy privileges to users.

P.OS_PP_VALIDATED

The underlying OS has been
validated against an NSA-
sponsored OS PP of at least Basic
Robustness.

0.0S_PP_VALIDATED

The underlying OS has been validated
against an NSA -sponsored OS PP of
at least Basic Robustness.

The TOE's OS must be validated to at
least basic robustness to ensure it
provides an appropriate level of
protection for the DBMS. The OS
must provide domain separation, non-

bypassability, audit review, audit
storage, and identification and
authentication.

Every policy is mapped to one or more Objectivethintable above. This complete mapping demomrstithiat the
defined security objectives enforce all definedges.
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P.OS PP _VALIDATED was changed from an assumptios (iated in the PP) to a policy because
0.0S_PP_VALIDATED cannot map to an assumption. $.PP_VALIDATED was changed from an
environmental objective (as listed in the PP) beeathe operating system is part of the TOE, not &

environment.

8.2.3 Security Objectives Rationale Relating to Ass

umptions

Table 18 - Assumptions: Objectives Mapping

Assumptions

Objectives

Rationale

A.NO_EVIL

Sites using the TOE shall ensure
that authorized administrators are
non-hostile, appropriately trained,
and follow all administrator
guidance.

OE.NO_EVIL

Sites using the TOE shall ensure that
authorized administrators are non-
hostile, appropriately trained, and
follow all administrator guidance.

All authorized administrators are
trustworthy individuals, having
background investigations

commensurate with the level of data
being protected, have undergone
appropriate admin training, and follow
all admin guidance.

A.NO_GENERAL_PURPOSE

There are no general-purpose
computing capabilities (e.q.,
compilers or user applications)
available on DBMS servers, other
than those services necessary for
the operation, administration, and
support of the DBMS.

OE.NO_GENERAL_PURPOSE

There will be no general-purpose
computing capabilities (e.g., compilers
or user applications) available on
DBMS servers, other than those
services necessary for the operation,
administration, and support of the
DBMS.

The DBMS server must not include
any general-purpose commuting or
storage capabilities. This will protect
the TSF data from malicious
processes.

A.PHYSICAL

It is assumed that appropriate
physical security is provided within
the domain for the value of the IT
assets protected by the TOE and
the value of the stored, processed,
and transmitted information.

OE.PHYSICAL

Physical security will be provided
within the domain for the value of the
IT assets protected by the TOE and
the value of the stored, processed,
and transmitted information.

The TOE, the TSF data, and protected
user data is assumed to be protected
from physical attack (e.g., theft,
modification, destruction, or
eavesdropping). Physical attack could
include unauthorized intruders into the
TOE environment, but it does not
include physical destructive actions
that might be taken by an individual
that is authorized to access the TOE
environment.

A.MIDTIER

To ensure accountability in multi-
tier environments, any middle-tiers
will pass the original client ID
through to the TOE.

OE.NO_EVIL

Sites using the TOE shall ensure that
authorized administrators are non-
hostile, appropriately trained, and
follow all administrator guidance.

OE.NO_EVIL requires that any
middle-tier must pass the original
client ID through to the TOE, and
advises the administrator how to
configure this functionality correctly.

A.DIR_PROT

The directory server used by the

OE.DIR_CONTROL

The directory server must provide

OE.DIR_CONTROL ensures that the
directory server used to store
information for users is protected from
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Assumptions

TOE provides protection
mechanisms against unauthorized
access to TSF data stored in the
directory. This includes the
assumptions that queries are
properly authenticated, that the
TSF data stored in the directory is
protected by the access control
mechanisms of the directory
server, that the TSF data in the
directory server is  properly
managed by the administrative
personnel, and that the directory
server as well as its network
connections are physically and
logically protected from access
and interference by unauthorized
persons.

Objectives

access control mechanisms to prohibit
unauthorized access to directory
entries. The directory server must
authenticate users before it allows
them to access TSF data stored in the
directory.

Rationale

unauthorized access and managed
correctly, thereby upholding this
assumption.

A.DIR_MGMT

The information about users
stored in the directory (password
verifier, password policy, and
privileges) is managed correctly by
authorized personnel.

OE.DIR_CONTROL

The directory server must provide
access control mechanisms to prohibit
unauthorized access to directory
entries. The directory server must
authenticate users before it allows
them to access TSF data stored in the
directory.

OE.DIR_CONTROL allows
administrators to restrict access to the
information on users stored in the
directory to defined users, thereby
upholding this assumption.

A.COM_PROT

Internal TSF communication as
well as communication between
the TOE and the directory server
are protected from unauthorized
access to the transmitted data and
ensure that the communication
peers are the intended ones.

OE.COM_PROT

The environment must provide
protection mechanisms that prohibit
unauthorized access to data the TOE
transfers over communication links.
This applies to data the TOE transmits
to another part of itself as well as data
exchanged between the TOE and the
external directory server. This
protection may be provided by
physical protection, logical protection,
or a combination of both.

OE.COM_PROT ensures that
communication links between
distributed parts of the TOE, as well
as communication links between the
TOE and the external directory server
are protected, thereby upholding this
assumption.

Every assumption is mapped to one or more Objestiveghe table above. This complete mapping deinates
that the defined security objectives uphold alimksd assumptions.

8.3 Rationale for Refinements of Security Functiona

| Requirements

The following refinements of Security Functionalgr@ements from CC version 3.1 have been madearifyckhe
content of the SFRs, and make them easier to read:
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FAU_GEN.2.1: The terms “and/or identified groumsid “and/or group” have been added to the SFRdude
audited events that are identified by Group ID eathan user id.

FDP_ACF.1.1: The terms “subject privileges” anthjaxt access privileges” have been added for glafisecurity
attributes referred to in FMT_REV.1(b).

FDP_IFF.2.6: The term “security attribute” wasimefl to “security labels” to better identify thetrdgutes in
guestion.

FIA_ATD.1.1: The phrase “Permissions granted te tiser as defined by” has been added to clarifyattieal
capabilities of the TOE with regard to this SFRhisTwording enhances the understanding of the TubEtfonality,
while retaining the spirit of the SFR as intendgdte Protection Profile.

FMT_MSA.3.1: The term “database object” was adtledhe SFR to better identify the security attrésuin
guestion.

FMT_MSA.3.2: The term “for Label-based Access @ohsecurity attributes” was added to better idgntie
values in question; the term “an object or inforimr@t was refined to “a database object” to bettentify the
object in question.

8.4 Rationale for Extended Security Functional Requ  irements

Four extended TOE SFRs were created to specifiaaljress functionality that is not fully representsy the
standard Common Criteria requirements.

8.4.1 Rationale for TOE Extended Security Functiona | Requirements

FIT_PPC_(EXT).1 is necessary to ensure the TOE helrunning on an OS that is at least as robugtea§ OE
itself.

The CC does not allow the ST author to specifyridste values that are not modifiable. FMT_MSAXB.3
eliminates the element FMT_MSA.3.2 from the comprfeMT_MSA.3 and makes the component more secure by
requiring the security attributes of the objectscomation to be restrictive and not allowing angru® be able to
override the restrictive default values.

FPT_TRC_(EXT).1 has been created to require tincelysistency of replicated TSF data. Although thera
Common Criteria requirement that attempts to addréms functionality, it falls short of the need$ the
environment in this ST.

Specifically, FPT_TRC.1.1 states, “The TSF shalura that TSF data is consistent when replicatégd®sn parts
of the TOE.” In the widely distributed environmaeaftthis ST's TOE, this in an infeasible requiremefRor TOEs
with a very large number of components, 100 perd&# data consistency is not achievable and iexpécted at
any specific instant in time.

Another concern lies in FPT_TRC.1.2 that stateswhen replicated parts of the TSF are “disconriEctine TSF
shall ensure consistency of the TSF replicated dg@n “reconnection”. Upon first inspection, tlésems
reasonable, however, when applying this requirenitebecomes clear that it dictates specific mectrasi to
determine when a component is “disconnected” from rest of the TSF and when it is “reconnectedhisTis
problematic in this ST's environment in that it nst the intent of the authors to dictate that thsted TSF
components keep track of connected or disconnecteghonents.

In general, to meet the needs of this ST, it iseptable to only require a mechanism that provid&§ Tata
consistency in a timely manner after it is deterdithat it is consistent.
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This ST does not require the TOE to contain a tliefherefore, the ST cannot require the clientisplay a
message. FTA _TAH_(EXT).1 has been modified to iregine TOE to store and retrieve the access lyiststead

of displaying it.

8.5 Rationale for Extended TOE Security Assurance R

equirements

No extended Security Assurance Requirements hase dhefined for this Security Target.

8.6 Security Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.6.1 Rationale for Security Functional Requirement

Objective

S

Table 19 - Objectives:SFRs Mapping

Requirements the

Objective

Addressing

of the TOE Objectives

Rationale

O.ACCESS_HISTORY

The TOE will store and retrieve
information (to authorized users)
related to previous attempts to
establish a session.

FTA_TAH_(EXT).1

TOE access history

The TOE must be able to store and
retrieve information about previous
unauthorized login attempts and the
number of times the login was
attempted every time the user logs
into his account. The TOE must also
store the last successful authorized
login. This information will include the
date, time, method, and location of the
attempts. When  appropriately
displayed, this will allow the user to
detect if another user is attempting to
access her account. These records
should not be deleted until after the
user has been notified of his access
history.

O.ADMIN_ROLE

The TOE will provide authorized
administrator roles to isolate
administrative actions.

FMT_SMR.1

Security roles

The TOE will establish, at least, an
authorized administrator role. The
authorized administrator will be given
privileges to perform certain tasks that
other users will not be able to perform.
These privileges include, but are not
limited to, access to audit information
and security functions.

O.AUDIT_GENERATION

The TOE will provide the capability
to detect and create records of
security relevant events
associated with users.

FAU_GEN.1

Audit Data Generation

FAU_GEN.1 defines the set of events
that the TOE must be capable of
recording. This requirement ensures
that the administrator has the ability to
audit any security-relevant events that
take place in the TOE. This
requirement  also  defines  the
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Requirements  Addressing the

Objective Objective Rationale

information that must be contained in
the audit record for each auditable
event. This requirement also places a
requirement on the level of detail that
is recorded on the additional security
functional requirements the ST author
has added to the PP.

FAU_GEN.2 FAU_GEN.2 ensures that the audit
records associate a user or group
User identity association identity with the auditable event. In

the case of authorized users, the
association is accomplished with the
user ID. In the case of authorized
groups, the association is
accomplished with the group ID.

FAU_SEL.1 FAU_SEL.1 allows the administrator
to configure which auditable events
Selective audit will be recorded in the audit trail. This

provides the administrator  with
flexibility in recording only those
events that are deemed necessary by
site policy, thus reducing the number
of resources consumed by the audit

mechanism.
FMT_MTD.1(a) FMT_MTD.1(a) ensures that
authorized administrators have the
Management of TSF data ability to include or exclude auditable

events from the audit trail.

FPT_STM.1 FPT_STM.1 ensures that a reliable
date and time is available for use in
Reliable time stamps the audit records.
O.MANAGE FMT_MOF.1(a) FMT_MOF.1(a) requires that the

ability to wuse particular TOE
The TOE will provide all the | Management of security functions | capabiliies be restricted to the

functions and facilities necessary | behaviour administrator.
to  support the authorized
administrators in their
management of the security of the | FMT_MSA.1(a) FMT_MSA.1(a) requires that the
TOE, and restrict these functions ability to perform operations on
and facilities from unauthorized | Management of security attributes security attributes be restricted to
use. particular roles.
FMT_MSA_(EXT).3 FMT_MSA_(EXT).3 requires that
default values used for security
Static attribute initialisation attributes are restrictive.
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Objective

Requirements the

Objective

Addressing

FMT_MTD.1(a)

Management of TSF data

Rationale

FMT_MTD.1(a) requires that the
ability to manipulate TOE content is
restricted to administrators.

FMT_MTD.1(b)

Management of TSF data

FMT_MTD.1(b) requires that the
ability to manipulate TOE content is
restricted to administrators.

FMT_REV.1(a)

Revocation

FMT_REV.1(a) restricts the ability to
revoke attributes to the administrator.

FMT_REV.1(b)

FMT_REV.1(b) restricts the ability to
revoke attributes to the administrator

Revocation and authorized database users.
FMT_SMF.1 FMT_SMF.1 identifies the
management functions that are
Specification of management | available to the authorized
functions administrator.
FMT_SMR.1 FMT_SMR.1 defines the specific
security roles to be supported.
Security roles
O.MEDIATE FDP_ACC.1 The FDP requirements were chosen
to define the policies, subjects,
The TOE must protect user data in | Subset access control objects, and operations for how and
accordance with its security policy. when mediation takes place in the
TOE.
FDP_ACC.1 defines the Access
Control policy that will be enforced on
a list of subjects acting on the behalf
of users attempting to gain access to
a list of named objects. All the
operations between subject and
object covered are defined by the
TOE's policy.
FDP_ACF.1 FDP_ACF.1 defines the security
attribute used to provide access
Security attribute based access | control to objects based on the TOE's
control access control policy.

FPT_TRC_(EXT).1

Internal TSF consistency

Replicated TSF data that specifies
attributes for access control must be
consistent across distributed
components of the TOE. The
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Objective

the

Requirements

Addressing
Objective

Rationale

requirement is to maintain consistency
of replicated TSF data.

O.RESIDUAL_INFORMATION

The TOE will ensure that any
information  contained in a
protected resource within its
Scope of Control is not released
when the resource is allocated.

FDP_RIP.1

Subset residual information protection

FDP_RIP.1 is used to ensure the
contents of resources are not
available to subjects other than those
explicitly granted access to the data.

O.TOE_ACCESS

The TOE will provide mechanisms
that control a user's logical access
to the TOE.

FIA_AFL.1

Authentication failure handling

FIA_AFL.1 ensures that a user cannot
keep entering an invalid password in
attempts to login; this will prevent a
brute force attack to crack a user's
password.

FIA_ATD.1

User attribute definition

FIA_ATD.1 defines the attributes of
users, including a user ID that is used
by the TOE to determine a user's
identity and/or group memberships
and enforce what type of access the
user has to the TOE.

FIA_SOS.1

Verification of secrets

FIA_SOS.1 ensures that passwords
for local users meet defined metrics.

FIA_UAU.1

Timing of authentication

FIA_UAU.1 requires that all users
must authenticate before they are
given access to the TOE.

FIA_UAU.7

Protected authentication feedback

FIA_UAU.7 ensures that only
obscured feedback is given to the
user while attempting to authenticate
to the TOE.

FIA_UID.1

Timing of identification

FIA_UID.1 requires that users must
uniquely identify themselves before
they are given access to the TOE.

FIA_USB.1

User-subject binding

FIA_USB.1 ensures that the TOE will
bind users' security attributes with the
users, and enforce rules on the initial
association of those security attributes
to the users, and changes to those
security attributes.
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Objective

Requirements the

Objective

Addressing

Rationale

FMT_MTD.1(b)

Management of TSF data

FMT_MTD.1(b) ensures that only
authorized administrators have the
ability to manage the TSF data.

FTA_MCS.1

Basic limitation on multiple concurrent
sessions

FTA_MCS.1 ensures that users may
only have a maximum of a specified
number of active sessions open at any
given time.

FTA_TSE.1

TOE session establishment

FTA_TSE.1 allows the TOE to restrict
access to the TOE based on certain
criteria.

O.RESOURCE

The TOE must provide the means
of controlling the consumption of
database resources by authorized
users of the TOE.

FRU_RSA.1

Maximum quotas

FRU_RSA.1 ensures that the TSF

enforces maximum  quotas for
specified resources on individual
users.

O.AUDIT_REVIEW

The TOE must provide the means
of reviewing the audit log entries
allowing users with the required
access rights to the audit log to
evaluate the audit log entries.

FAU_SAR.1 FAU_SAR.1 ensures that users with
read access to the audit records are

Audit review able to review audit records for which
they have access.

FAU_SAR.2 FAU_SAR.2 ensures that the audit

Restricted audit review

trail is protected so that
authorized users may access it.

only

FAU_SAR.3

Selectable audit review

FAU_SAR.3 ensures that the TSF
provides the capability to audit the
actions of an individual user, and
allows administrators to review those
actions.

FPT_STM.1

Reliable time stamps

FPT_STM.1 ensures that the time
stamp associated with the audit
records is reliable.

O.AUDIT_PROTECTION

The TOE will provide the capability
to protect audit information.

FAU_STG.1

Protected audit trail storage

FAU_STG.1 ensures that the stored
audit records are protected from
unauthorized deletion or modification,
thereby allowing administrators to
review the audit logs.

FAU_STG.3

Action in case of possible audit data

FAU_STG.3 ensures that authorized
administrators are alerted when the
audit trail reaches a configurable limit
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Objective

the

Requirements

Addressing
Objective

loss

Rationale

on size, thereby allowing the
administrators to take action to protect
the audit trail.

FAU_STG.4

Prevention of audit data loss

FAU_STG.4 ensures that audited
events will no longer be generated
when the audit trail is full, allowing
administrators to view all audit records
before they are overwritten.

O.ACCESS_LBAC

The TOE must provide the ability
for labels to be associated with
subjects and database objects in
accordance with the P.LABEL
security policy. For entities that
have been associated with labels,
the TOE must use these labels as
a basis for implementing an
information flow control policy in
accordance with the P.INFOFLOW

policy.

FDP_IFC.1

Subset information flow control

FDP_IFC.1 ensures that the Label-
based Access Control SFP attributes
and rules have a defined scope of
control.

FDP_IFF.2

Hierarchical security attributes

FDP_IFF.2 ensures that the attributes
and rules for the Label-based Access
Control SFP are defined.

FMT_MOF.1(b)

Management of security functions

FMT_MOF.1(b) ensures that only
authorized administrators have the
ability to modify the behaviour of the

behaviour Label-based Access Control SFP
functions.
FMT_MSA.1(b) FMT_MSA.1(b) ensures that only

Management of security attributes

suitably privileged users have the
ability to modify the labels and
privileges enforced by the Label-
based Access Control SFP.

FMT_MSA.3

Static attribute initialisation

FMT_MSA.3 ensures that no default
values for database object security
attributes are defined for the Label-
based Access Control SFP, and that
no database users are permitted to
specify alternative initial values for
Label-based Access Control SFP
security attributes when a database
object is created.

0.0S_PP_VALIDATED

The underlying OS has been
validated against an NSA -
sponsored OS PP of at least Basic
Robustness.

FIT_PPC_(EXT).1

IT Environment

FIT_PPC_(EXT).1 states the TOE's
OS must be validated against an OS
PP of at least basic robustness.
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8.6.2 Security Assurance Requirements Rationale

EAL4+ was selected because it is best suited toeadohg the stated security objectives. EAL4+ lehges
vendors to use best (rather than average) comnhereictices. EAL4+ allows the vendor to evaludte product at
a detailed level while avoiding the non-trivial exse and rigor of higher assurance levels andostilefitting from
the Common Criteria Recognition Agreement. Thesehnoassurance level is appropriate for the thigefiaed in
the environment.

The augmentation of ALC_FLR.3 was chosen to giveatgr assurance of the developer’s on-going flaw
remediation processes.

Table 20 - Objectives: SARs Mapping

Requirements  Addressing  the

Objective Objective Rationale

O.ADMIN_GUIDANCE ALC_DEL.1 ALC_DEL.1  ensures that the

administrator is provided
The TOE will provide | Delivery procedures documentation that instructs him how
administrators with the necessary to ensure that the delivery of the TOE,
information for secure in whole or in parts, has not been
management. tampered with or corrupted during

delivery. This requirement ensures
the administrator has the ability to
begin her TOE installation with a clean
(e.g., malicious code has not been
inserted once it has left the
developer’s control) version of the
TOE, which is necessary for secure
management of the TOE.

AGD_PRE.1 AGD_PRE.1 ensures the
administrator has the information
Preparative procedures necessary to install the TOE in the

evaluated configuration. Often times
a vendor’s product contains software
that is not part of the TOE and has not
been evaluated. @ The Preparative
User Guidance (AGD_PRE)
documentation ensures that once the
administrator has followed the
installation and configuration guidance
the result is a TOE in a secure

configuration.
AGD_OPE.1 AGD_OPE.1 mandates the developer
provide the administrator  with
Operational user guidance guidance on how to operate the TOE

in a secure manner. This includes
describing  the interfaces  the
administrator uses in managing the
TOE, security parameters that are
configurable by the administrator, how
to configure the TOE'’s rule set, and
the implications of any dependencies
of individual rules. The
documentation also  provides a
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Objective

the

Requirements

Addressing
Objective

Rationale

description of how to set up and
review the auditing features of the
TOE. The guidance must show the
administrator how to wuse the
functionality available, review the
results of any tests or alerts, and act
accordingly.

AGD_OPE.1

Operational user guidance

AGD_OPE.1 is also intended for non-
administrative users, so it could be
used to provide guidance on security
that is common to both administrators
and non-administrators (e.q.,
password management guidelines).

AGD_OPE.1

Operational user guidance

AGD_OPE.1 and AGD_PRE.1
analysis during evaluation will ensure
that the guidance documentation is
complete and consistent, and notes all

The configuration of the TOE is
fully identified in a manner that will
allow implementation errors to be
identified and corrected with the
TOE being redistributed promptly.

procedures and automation
ALC_CMS.4

Problem tracking CM coverage

AGD_PRE.1 requirements for external security
measures.
Preparative procedures
O.CONFIGURATION_IDENTIFIC ALC_CMC.4 ALC_CMC.4 and ALC_CMS.4
ATION address this objective by requiring that
Product support, acceptance | there be a unique reference for the

TOE, and that the TOE is labeled with
that reference. They also require that
there be an automated CM system in
place, and that the configuration items
that comprise the TOE are uniquely
identified. ~ This provides a clear
identification of the composition of the
TOE.

ALC_FLR.3

Systematic flaw remediation

ALC_FLR.3 addresses this objective
by requiring that there be a
mechanism in place for identifying
flaws subsequent to fielding, and for
distributing those flaws to entities
operating the system and to registered
users of the system.

O.DOCUMENTED_DESIGN

The design of the TOE s
adequately and accurately
documented.

ADV_FSP.4

Complete functional specification

ADV_FSP.4  requires that the
interfaces to the TOE be documented
and specified.

ADV_TDS.3

Basic modular design

ADV_TDS.3 requires the high-level
and low-level design of the TOE be
documented and specified, and that
said design be shown to correspond
to the interfaces. In addition, there
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Objective

the

Requirements

Addressing
Objective

Rationale

must be a correspondence between
adjacent layers of the design
decomposition.

O.INTERNAL_TOE_DOMAINS

The TSF will maintain internal
domains for separation of data and
queries belonging to concurrent
users.

ADV_ARC.1
Security architecture description
ADV_IMP.1

Implementation representation of the
TSF

ADV_ARC.1 provides the security
architecture description of the security
domains maintained by the TSF that
are consistent with the SFRs.
ADV_IMP.1 provides the
implementation representation of the
TSF. Since self-protection is a
property of the TSF that is achieved
through the design of the TOE and
TSF, and enforced by the correct
implementation of that design, self-
protection will be achieved by that
design and implementation.

O.PARTIAL_FUNCTIONAL_TEST

The TOE will undergo some
security functional testing that
demonstrates the TSF satisfies
some of its security functional
requirements.

ATE_COV.2

Analysis of coverage

ATE_COV.2 requires that there be a
correspondence between the tests in
the test documentation and the TSF
subsystems as described in the TOE
design.

ATE_DPT.2

Testing: security enforcing modules

ATE_DPT.2 requires that there be a
correspondence between the tests in
the test documentation and the TSF
modules as described in the TOE
design.

ATE_FUN.1

Functional testing

ATE_FUN.1  requires that the
developer provide test documentation
for the TOE, including test plans, test
procedure descriptions, expected test
results, and actual test results. These
need to identify the functions tested,
the tests performed, and test
scenarios. They require that the
developer run those tests, and show

that the expected results were
achieved.
ATE_IND.2 ATE_IND.2  requires that the

Independent testing — sample

evaluators test a subset of the TSF to
confirm correct operation, on an
equivalent set of resources to those
used by the developer for testing.
These sets should include a subset of
the developer run tests.

O.PARTIAL_SELF_PROTECTION

ADV_ARC.1

ADV_ARC.1 provides the security
architecture description of the security
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Objective

The TSF will maintain a domain for
its own execution that protects
itself and its resources from
external interference, tampering,
or unauthorized disclosure through
its own interfaces.

Requirements

Addressing  the
Objective

Security architecture description

Rationale

domains maintained by the TSF that
are consistent with the SFRs. Since
self-protection is a property of the TSF
that is achieved through the design of
the TOE and TSF, and enforced by
the correct implementation of that
design,  self-protection  will be
achieved by that design and
implementation.

O.VULNERABILITY_ANALYSIS

The TOE will undergo some
vulnerability analysis to
demonstrate the design and
implementation of the TOE does
not contain any obvious flaws.

AVA_VAN.3

Focused vulnerability analysis

The AVA_VAN.3 component provides
the necessary level of confidence that
vulnerabilities do not exist in the TOE
that could cause the security policies
to be violated. AVA_VAN.3 requires
the evaluator to perform a search for
potential vulnerabilities in all the TOE
deliverables. For those vulnerabilities
that are not eliminated by the
developer, a rationale must be
provided that describes why these
vulnerabilities cannot be exploited by
a threat agent with a basic attack
potential, which is in keeping with the
desired assurance level of this TOE.
This  component  provides the
confidence that security flaws do not
exist in the TOE that could be
exploited by a threat agent of
enhanced-basic attack potential to
violate the TOE's security policies.

O.DEVELOPMENT_ENVIRONME
NT

The TOE'’s development
environment will protect the TOE
and its parts during development
and maintenance, ensure that the
TOE meets its SFRs, and prevent
ill-defined, inconsistent, or
incorrect development tools from
being used to develop the TOE.

ALC_DVS.1
Identification of security measures
ALC_LCD.1
Developer defined life-cycle model
ALC_TAT.1

Well-defined development tools

ALC_DVS.1 requires that physical,
procedural, personnel, and other
security measures be used in the
development environment to protect
the TOE and its parts, ensuring the
confidentiality and integrity of the TOE
design and implementation in its
development environment.

ALC_LCD.1  requires that the
developer establish a life-cycle model
for the development and maintenance
of the TOE, ensuring that the TOE
meets all of its SFRs.

ALC_TAT.1  requires that the
developer select tools and institute
techniques in the development
environment are well-defined and
appropriate for the development of the
TOE.
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8.6.3 Dependency Rationale

This ST does satisfy all the requirement depen@snaf the Common Criteria. Table 21 lists eachiireqnent to
which the TOE claims conformance with a dependemog indicates whether the dependent requirement was
included. As the table indicates, all dependenté® been met.

Table 21 - Functional Requirements Dependencies

Dependency
Dependencies Met Rationale
FAU_GEN.1 FPT_STM.1 v
FAU_GEN.2 FAU_GEN.1 v
FIA_UID.1 v
FAU_SAR.1 FAU_GEN.1 v
FAU_SAR.2 FAU_SAR.1 v
FAU_SAR.3 FAU_SAR.1 v
FAU_SEL.1 FAU_GEN.1 v
FMT_MTD.1 v FMT_MTD.1(a) and FMT_MTD.1(b) satisfy this
dependency.
FAU_STG.1 FAU_GEN.1 v
FAU_STG.3 FAU_STG.1 v
FAU_STG.4 FAU_STG.1 v
FDP_ACC.1 FDP_ACF.1 v
FDP_ACF.1 FDP_ACC.1 v
FMT_MSA.3 v FMT_MSA_(EXT).3 satisfies this dependency.
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Dependency
Dependencies Met Rationale
FDP_IFC.1 FDP_IFF.1 v FDP_IFF.2 is hierarchical to FDP_IFF.1, so the
inclusion of FDP_IFF.2 satisfies this
dependency.
FDP_IFF.2 FDP_IFC.1 v
FMT_MSA.3 v
FDP_RIP.1 No dependencies
FIA_AFL.1 FIA_UAU.1 v
FIA_ATD.1 No dependencies
FIA_SOS.1 No dependencies
FIA_UAU.1 FIA_UID.1 v
FIA_UAU.7 FIA_UAU.1 v
FIA_UID.1 No dependencies
FIA_USB.1 FIA_ATD.1 v
FIT_PPC_(EXT).1 No dependencies
FMT_MOF.1(a) FMT_SMF.1 v
FMT_SMR.1 v
FMT_MOF.1(b) FMT_SMR.1 v
FMT_SMF.1 v
FMT_MSA.1(a) FMT_SMF.1 v
FDP_ACC.1 v
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Dependency
Dependencies Met Rationale
FMT_SMR.1 v
FMT_MSA.1(b) FDP_IFC.1 v
FMT_SMF.1 v
FMT_SMR.1 v
FMT_MSA_(EXT).3 FMT_MSA.1 v This dependency is satisfied by
FMT_MSA.1(a).
FMT_SMR.1 v
FMT_MSA.3 FMT_MSA.1 v This dependency is satisfied by
FMT_MSA.1(b).
FMT_SMR.1 v
FMT_MTD.1(a) FMT_SMF.1 v
FMT_SMR.1 v
FMT_MTD.1(b) FMT_SMF.1 v
FMT_SMR.1 v
FMT_REV.1(a) FMT_SMR.1 v
FMT_REV.1(b) FMT_SMR.1 v
FMT_SMF.1 No dependencies
FMT_SMR.1 FIA_UID.1 v
FPT_STM.1 No dependencies
FPT_TRC_(EXT).1 No dependencies
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Dependency
Dependencies M et Rationale
FRU_RSA.1 No dependencies
FTA_MCS.1 FIA_UID.1 v
FTA_TAH_(EXT).1 No dependencies
FTA_TSE.1 No dependencies
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9 Acronyms and Terminology
9.1.1 Acronyms
Table 22 - Acronyms
Acronym Definition

ACM Access Control Matrix

AMPP Asymmetric Massively Parallel Processing

API Application Programming Interface

Bl Business Intelligence

Controlled Access Protection Profile

Common Criteria

Common Evaluation Methodology

Command Line Interface

Discretionary Access Control

Database

Database Administrator

Database Management System

Evaluation Assurance Level

Graphical User Interface

High Availability

Identifier

Information Technology

Java Database Connectivity

Keyboard Video Mouse
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Acronym Definition

LDAP Lightweight Directory Access Protocol

MLS Multi-level Security

MPP Massive Parallel Processing

NIC Network Interface Card

NPS Netezza Performance Server

NSA National Security Agency

NTP Network Time Protocol

ODBC Open Database Connectivity

OLE-DB Object Linking and Embedding Database

(O Operating System

Organizational Security Policy

Protection Profile

Security Assurance Requirement

Security Functional Policy

Security Functional Requirement

Symmetric Multiprocessing

Snippet Processing Units

Structured Query Language

Security Target

Target of Evaluation

TOE Security Function
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9.1.2 Terminology

Common Criteria Policy — The term ‘policy’ in Commdriteria is used to refer to a Security Functidpalicy
(SFP), which is the security policy enforced byastigular Security Function (SF).

NPS Policy — The term ‘policy’ in TOE guidance ised to refer to policies established by a databds@nistrator
to specify how Label-based Access Control is tef®rced on a database. Such a policy will alwzeyseferred to
in this document via the phrase “NPS policy”.

Discretionary Access Control — A kind of accesstimrthat restricts access to objects based ondiity of the
subjects or groups to which they belong, and incvlsubjects are capable of passing their own psrams on to
any other subjects.

Label-based Access Control — A kind of access obttiiat constrains the ability of a subject to ascer perform
operations on objects.

Schema objects - objects stored in databasesheliTOE, these include tables, views, sequences;deseed
functions, user-defined aggregates, row securegsabtc.

Non-schema objects - global metadata objects, asielsers, groups, categories, cohorts, and labels.

Sys schema - the SYSTEM database where the metdestabing the schema objects and non-schematshgec
stored.
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