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1 Security Target Introduction

This section identifies the Security Target (STardget of Evaluation (TOE), ST conventions, ST comi@nce
claims, and the ST organization. The Target oflation is the QNX Neutrino® Secure Kernel v6.4d amill
hereafter be referred to as the TOE throughoutdb@iment. The TOE is a secure kernel @ddnguage library
for the QNX Neutrino® Realtime Operating System ((5).

1.1 Purpose

This ST provides mapping of the Security Environtrterthe Security Requirements that the TOE meetsder to
remove, diminish or mitigate the defined threatthim following sections:

Security Target Introduction (Section 1) — Providebrief summary of the ST contents and describes t
organization of other sections within this document

TOE Description (Section 2) — Provides an overviginthe TOE security functions and describes the
physical and logical boundaries for the TOE.

Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE tand i
environment.

Security Objectives (Section 4) — Identifies thew#y objectives that are satisfied by the TOE dsd
environment.

Security Requirements (Section 5) — Presents therle Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE arilebYOE’s environment.

TOE Summary Specification (Section 6) — Descrilessecurity functions provided by the TOE thatsati
the security functional requirements and objectives

Protection Profile Claims (Section 7) — Provides itlentification of any ST Protection Profile clairas
well as a justification to support such claims.

Rationale (Section 8) — Presents the rationaletlier security objectives, requirements, and the TOE
summary specifications that relate to their coesisy, completeness, and suitability.

Acronyms (Section 9) — Defines the acronyms uselimvthis ST.

QNX Neutrino® Secure Kernel v6.4 Page 5 of 52

© 2008 QNX Software Systems



Security Target, Version 1.1 December 15, 2008

1.2 Security Target, TOE and CC Identification and = Conformance

Table 1 - ST, TOE, and CC Identification and Confor mance

ST Title QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Security Target

ST Version Version 1.1

Corsec Security, Inc.
Nathan Lee

TOE Identification QNX Neutrino® Secure Kernel v6.4

Author

Common Criteria for Information Technology Security Evaluation, Version 2.3, August
2005 (aligned with ISO/IEC 15408:2005); CC Part 2 conformant; CC Part 3 conformant;
PP claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of February
25, 2008 were reviewed, and no interpretations apply to the claims made in this ST.

Common Criteria (CC)

Identification and
Conformance

Protection Profile (PP) None.
Identification

Evaluation Assurance EAL4+ (augmented with ALC_FLR.1)
Level

Keywords Realtime operating system, RTOS, kernel

1.3 Conventions and Terminology

1.3.1 Conventions

There are several font variations used within 8iIs Selected presentation choices are discusseditaid the
Security Target reader.

The CC allows for assignment, refinement, seleciod iteration operations to be performed on sgcfunctional
requirements. These operations are performedsasided in Parts 2 and 3 of the CC, and are shewallws:

» Completed assignment statements are identifiedyyalicized text within bracke}s

» Completed selection statements are identified Uginderlined italicized text within brackéts

» Refinements are identified usimgld text. Any text removed is stricken (Example-FSFDatad should
be considered as a refinement.

» lIterations are identified by appending a letteparentheses following the component title. Fomexa,
FAU_GEN.1(a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.2 Terminology

This document assumes that the reader is alreadiida with fundamental computer science and progréng
concepts and terminology, and so does not defiem there. However, the following terminology cledtions are
provided due to the specialized nature of the T@&this Security Target document:

» Process A non-schedulable entity, which defines the adsirgpace and a few data areas. A process must
have at least one thread running in it.

* Thread: The schedulable entity under QNX Neutrino. Aet is a flow of execution. Each thread exists
within the context of a single process.

» User. A thread with a priority from 1-63, which lacksot privileges.

* Administrator : A thread with a priority from 64-255, which pesses root privileges.

QNX Neutrino® Secure Kernel v6.4 Page 6 of 52
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e CPU Bandwidth: CPU bandwidth refers to the available portiorthef CPU available to the AP at a given
time. CPU bandwidth does not reflect the totaktion number of CPU cycles that a process or thusad.

QNX Neutrino® Secure Kernel v6.4 Page 7 of 52
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2 TOE Description

The TOE Description provides an overview of the TOHhis section describes the general capabilitiebs security
functionality of the TOE. The TOE description pighes a context for the TOE evaluation by identifythe product
type, describing the product, and defining the gjpeevaluated configuration.

2.1 Product Type

The QNX Neutrino® Secure Kernel provides the miemmlel for the QNX Neutrino Realtime Operating Syste
QNX Neutrino provides a memory-protected microkéraechitecture for reliable, scalable, and realtime
performance for embedded applications.

2.2 Product Description

The QNX Neutrino RTOS is designed for applicatioeguiring nonstop, 24 hours a day, 365 days a gpearation.
It implements POSIX-compliant users, groups, pesioiss, usermasks, processes, threads, and psoritie

» Users: On QNX Neutrino and other Unix-like opergtsystems, users are identified within the kernel b
an integer value called a "user identifier", oftavbreviated as "UID" or "user ID". Permissions ¢en
assigned to individual users. As implied in Seattlh3.2 above, users in the context of this TOE are
threads executing within the kernel.

* Groups: On QNX Neutrino and other Unix-like systemmiltiple users can be categorized into groups,
which allows system permissions to be delegategrdops of users in an organized fashion. Groups ar
identified within the kernel by an integer valuedlled a "group identifier", often abbreviated adDGor
"group ID".

» Permissions: Users and groups can be granted ggesl on the system in the form of permission bits.
Permissions indicate what actions that user orgreallowed to perform.

» Usermasks: Each user (and each process associdtedhat user) has a usermask (often abbreviated
“umask”) which limits what permission bits a prosesay set when creating an object in the pathname
space. If a bit is “on” in the user’s umask thesultino will not allow the corresponding permissiorbe
set for objects created by that user.

» Processes: Processes, defined in Section 1.3.2 abontain threads.

e Threads: Threads, also defined in Section 1.3.2glare the primary “agents” that act on usersabeds.
Threads are contained in processes.

» Priorities: A priority is an attribute of processawd threads, in the form of an integer in the ea®g- 255,
that determines how “important” that particular gges or thread is. Processes or threads with lower
priorities are “less important” than processestoeads with higher priorities, and Neutrino’s sakied
function uses each process’ and thread’s priogtg aomponent in determining how much CPU bandwidth
each process and thread should receive. Eachgsr@ed thread has two types of priority: aatual
priority and aneffectivepriority. The actual priority is the priority sby the process or thread itself, and
indicates to the kernel how important the procesthiead considers itself to be. The effectiveorty,
however, is the priority that Neutrino’s schedulenction is currently using to schedule that praces
thread for access to controlled resources — thectidfe priority is adjusted up and down by the scher
on a regular basis, while the actual priority i¢ycadjusted by the process or thread itself.

» Pathname space: The QNX pathname space is andlsirdainer that holds a logical grouping of umiqu
identifiers (pathnames). All devices, filesysterand other addressable system entities are codtéine
and addressed via the pathname space. Since QNiXileis a distributed, microkernel OS with virtiya
all non-kernel functionality provided by user-inkthle programs, objects in the pathname space are

QNX Neutrino® Secure Kernel v6.4 Page 8 of 52
© 2008 QNX Software Systems



Security Target, Version 1.1 December 15, 2008

managed by user-level or kernel-level server pnograalled “resource managers”. A resource manager
registers with the Process Manager to manage dfispportion of the pathname space, and then all
accesses to that portion of the pathname spaamedi@ated by that resource manager (that is, thmures
manager determines what to do with the access squ&he only resource manager contained withén th
TOE boundary of the QNX Neutrino Secure Kernel vi6.the shared memory resource manager, which is
part ofprocnta

QNX Neutrino® RTOS is built on a true microkernethitecture. The QNX Neutrino Secure Kernel opera® a
self-contained, protected microkernel within the XQNeutrino RTOS. With the QNX Neutrino RTOS, every
driver, application, protocol stack, and file systeuns outside the QNX Neutrino Secure Kernelhi@ safety of
memory-protected user space. This modularity hasprimary benefits:

1. The QNX Neutrino Secure Kernel can be used as a sgstem building block that can be deployed in
conjunction a variety of optional operating systemhnologies such as networking stacks or fileesyst
This gives the flexibility of tailoring the set NX Neutrino RTOS components, or customer developed
components that can be used to implement a system.

2. Virtually any component can fail and be automatjcetstarted without affecting other componentshar
QNX Neutrino Secure Kernel. This inherently moduligsign allows administrators and developers to
dynamically upgrade modules, introduce new featuoesdeploy bug fixes without costly downtime or
system outages.

The adaptive partitioning feature of the QNX NeutriSecure Kernel provides CPtime guarantees to provide a
level of protection (known as partitions) betweeaups of processes and threads. To achieve testigevel of
performance, adaptive partitioning allows applioas to use all available CPU cycles under normaratmg
conditions. During overload conditions, adaptivertiianing enforces hard resource guarantees, ewgpur
applications receive their budgeted share of CRig.ti

The QNX Neutrino Secure Kernel symmetric multiprggiag (SMP) feature allows user processes to exemut
any CPU core in a SMP complex.

2.3 TOE Boundary and Scope

This section will primarily address what physicaldaogical components of the TOE are included ialaation.
Figure 1 illustrates the TOE boundary:

1 CPU: Central Processing Unit

QNX Neutrino® Secure Kernel v6.4 Page 9 of 52
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Legend:
| ToE Boundary |
e ¢ o — —
i . lib.c .
I |
procnto I
Hardware

Figure 1 - TOE Boundary

2.3.1 Physical Boundary
The TOE is a software-only product comprising fliecnto RTOS kernel and thkb/c C-language library. It is
installed along with various other external suppmrinponents as part of a full operating systemajepént as
depicted in Figure 1 above. The TOE runs on theviohg CPU architectures:

e ARM9

« ARM11

* x86 Multicore

2.3.1.1 TOE Environment

The TOE Environment consists of the following coments:
» Other operating system components
e Applications
* Hardware

2.3.1.1.1 Security Considerations in the TOE Enviro nment:

The TOE is a RTOS kernel and C language suppadriiband is intended to be embedded in an apmiavith
other utility software — it is not designed forrafaalone deployment. Its architecture focusesromiging reliable
execution of realtime, mission-critical applicatiprand for this reason the TOE itself does not émant the
traditional set of IT security checks-and-balan@estead leaving these up to the TOE Environm&yihen the TOE
is deployed as part of a larger, properly configusgstem it will perform its functions as designedre must be
taken by the TOE administrators to ensure thahdrdware on which the TOE is installed, and theeotperating
system components with which it interacts, are priypdesigned, configured, and deployed.

QNX Neutrino® Secure Kernel v6.4 Page 10 of 52
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In order to build the TOE, the TOE administratorsiuse the appropriate build file and build optiofihese are
detailed in theQNX Neutrino® Secure Kernel v6Cbmmon Criteria Guidance Supplemelticument. The build
file is a text file containing instructions thategjfy the contents and other details of an OS intagecan be built
with automated tools. The build file and build @pi$ ensure that the source code that constitweS@HE is built in
a manner that provides the security and configomathat was evaluated. The build file should bgesged and
controlled by the TOE administrator at all timestsure that the TOE is properly built and configlr

In order to operate the TOE in the CC-compliantfiumation, TOE administrators must ensure thagglplication
interactions wittprocntoare mediated by and occur through lth& library — applications are not allowed to access
or communicate witfprocntodirectly.

2.3.2 Logical Boundary

The TOE comprises the functionality provided by girecnto microkernel and thdib/c library when they are
compiled in the CC-compliant configuration as sfiediin the Common Criteria Guidance SupplementwoT
notable features of the CC-compliant configuratadrprocnto are Adaptive Partitioning (AP) and zeroization of
released memory.

The TOE's logical boundary includes all of the nlad TSFs. The SFRs implemented by the TOE arepgrbu
under the following Security Function Classes:

e FDP User Data Protection

* FIA Identification and Authentication
e FMT Security Management

e FPT Protection of the TSF

 FRU Resource Utilization

These functions are discussed in greater det&ieation 6.1 below.

2.3.3 Physical and Logical Features and Functionali ty Not Included in the
Evaluated Configuration of the TOE

Although the TOE can be acquired as a stand-aloodupt from QNX, it is more commonly distributed aise
component of the QNX Neutrino RTOS development pgek This package includes many optional software
components which are not utilized by all developeffie TOE boundary excludes these optional comuisrend
includes onlyprocntoandlib/c in order to provide developers with the broadaste of CC-compliant development
options.
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3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It piesithe statement of the TOE security environmehich
identifies and explains all:

« Assumptions about the secure usage of the TORidimag} physical and personnel aspects
» Known and presumed threats countered by eitheF @t or by the security environment
» Organizational security policies with which the T@ttst comply

3.1 Assumptions

This section describes the security aspects ofritended environment for the evaluated TOE. Theragonal
environment must be managed in accordance witlrasse requirement documentation for delivery, opemaand
user guidance. The following specific conditioms sequired to ensure the security of the TOE archasumed to
exist in an environment where this TOE is employed.

Table 2 - Assumptions

Name Description
A.MANAGE There is one or more competent individuals (administrators) assigned to

manage the TOE.

A.NOEVIL The people administering the TOE and writing processes and threads for
execution by the TOE are non-hostile, appropriately trained, and follow all
guidance.

A.PHYSICAL It is assumed that the non-IT environment provides the TOE with appropriate
physical security commensurate with the value of the IT assets protected by the
TOE.

A.TRUSTED_INDIVIDUAL It is assumed that any individual allowed to perform procedures upon which the
security of the TOE may depend is trusted with assurance commensurate with
the value of the IT assets.

3.2 Threats to Security

This section identifies the threats to the IT assgfainst which protection is required by the T@bythe security
environment. The threat agents are divided into ¢ategories:

» TOE administrators: They have extensive knowledgww the TOE operates and are assumed to possess a
high skill level, moderate resources to alter TQibfiguration settings/parameters and physical actes
the TOE. (TOE administrators are, however, assumogtlo be willfully hostile to the TOE)

» Misbehaving processes or threads which the TOEuesc They are created by programmers who have
extensive knowledge of how the TOE operates andaaseimed to possess a high skill level, limited
resources to alter TOE configuration settings/p&tans and no physical access to the TOE.

TOE Administrators are assumed to have no motimatoattack the TOE, and misbehaving processdweads are
assumed to be created by programmers with low mibdiv to attack the TOE. The IT assets requirirggztion

are the user data transitioning through the TOEthagrocesses and threads being executed by tke Re@moval,
diminution and mitigation of the threats are thriotilge objectives identified in Section 4 - Secuftyjectives.

The following threats are applicable:
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Table 3 - Threats

Name Description
T.DENIAL_OF_SERVICE A misbehaving thread may block others from system resources (i.e., processing

time) via a resource exhaustion attack.

T.INSTALL An administrator may incorrectly install or configure the TOE, resulting in
ineffective security mechanisms.

T.UNAUTHORIZED _ACCESS A process or thread may gain access to resources or TOE security
management functions for which it is not authorized according to the TOE
security policy.

3.3 Organizational Security Policies

There are no Organizational Security Policies.
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment. The sgcobjectives
identify the responsibilities of the TOE and itsyigonment to meet the TOE's security needs.

4.1 Security Objectives for the TOE

The specific security objectives are as follows:

Table 4 - Security Objectives for the TOE

Name Description
O.ACCESS The TOE will ensure that processes and threads gain only authorized access to
resources.
O.EXECUTION_PRIORITY The TOE will provide mechanisms that ensure that processes and threads with

higher priorities and higher Adaptive Partitioning budgets are given more
access to CPU time than processes and threads of lower priorities or lower AP

budgets.

O.FAILURE_ISOLATION The TOE will prevent a failure of one process or thread from affecting other
unrelated processes and threads.

O.RESIDUAL_INFORMATION The TOE will ensure that any information contained in a resource is not
released to processes or threads when the resource is reallocated.

O.RESOURCE_ALLOCATION The TOE will provide mechanisms that enforce constraints on the allocation of
resources.

O.SUBJECT_ISOLATION The TOE will provide mechanisms to protect each process or thread from

unauthorized interference by other processes or threads.

4.2 Security Objectives for the Environment

4.2.1 IT Security Objectives

The are no IT security objectives are to be satisfiy the environment.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectvare to be satisfied without imposing technicgureements
on the TOE. That is, they will not require the lepentation of functions in the TOE hardware andfofitware.
Thus, they will be satisfied largely through apation of procedural or administrative measures.

Table 5 - Non-IT Security Objectives

OE.ADMIN_GUIDANCE The TOE will provide administrators with the necessary information for secure

management of the TOE.

OE.INSTALL_GUIDANCE The TOE will be delivered with the appropriate installation guidance to establish
and maintain TOE security.
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Name Description

OE.MANAGE Sites deploying the TOE will provide competent, non-hostile TOE administrators
who are appropriately trained and follow all administrator guidance. TOE
administrators will ensure the system is used securely.

OE.PHYSICAL Physical security will be provided for the TOE by the non- IT environment
commensurate with the value of the IT assets protected by the TOE.

OE.TRUSTED_INDIVIDUAL Any individual allowed to perform procedures upon which the security of the
TOE may depend must be trusted with assurance commensurate with the value
of the IT assets.

OE.INSTALL Those responsible for the TOE must ensure that the TOE is delivered, installed,
managed, and operated in a manner that prevents disclosure, modification,
destruction, and other threats to the TOE that result from a deficiency in
delivery or customer site security.
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5 Security Requirements

This section defines the Security Functional Rezrugnts (SFRs) and Security Assurance Requirem8&RY)
met by the TOE as well as Security Functional Regoénts met by the TOE IT environment. These requénts
are presented following the conventions identifire&ection 1.3.1.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. Beigtion organizes the SFRs by CC class. Tableifdes all
SFRs implemented by the TOE and indicates the Sfatipns performed on each requirement.

Table 6 - TOE Security Functional Requirements

Name Description S A R |
FDP_ACC.1 Subset access control v
FDP_ACF.1 Security attribute based access control v v
FDP_IFC.1 Subset information flow control v
FDP_IFF.1 Simple security attributes v v
FDP_RIP.2 Full residual information protection v v
FIA_ATD.1 User attribute definition v v
FIA_UID.2 User identification before any action v
FMT_MOF.1 Management of security functions behavior v v
FMT_MSA.1(a) | Management of security attributes v v v
FMT_MSA.1(b) | Management of security attributes v v v
FMT_MSA.1(c) | Management of security attributes v v v v
FMT_MSA.3 Static attribute initialisation v v v
FMT_SMF.1 Specification of management functions v
FMT_SMR.1 Security roles v v
FPT_FLS.1 Failure with preservation of secure state v
FPT_RVM.1 Non-bypassability of the TSP
FPT_SEP.1 TSF domain separation
FRU_FLT.1 Degraded fault tolerance v
FRU_PRS.1 Limited priority of service v v
FRU_RSA.1 Maximum quota v v

Note: S=Selection; A=Assignment; R=Refinement;drdtion
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Section 5.1 contains the functional components fritwe Common Criteria (CC) Part 2 with the operation
completed. For the conventions used in perforn@@goperations please refer to Section 1.3.1.
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5.1.1 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1
The TSF shall enforce thadcess control SHRN [

e Subjects: listed in Table 7

e Objects: listed in Table 7

» Operations: listed in Table]7
Dependencies: FDP_ACF.1 Security attribute based aess control

Table 7 — Access Control Matrix

Subject Subject Attribute  Operation Object Object Protection Offered

(Control Parameter) (Resource) Attribute

Threads Effective priority Use CPU bandwidth | None If running the Adaptive Partitioning
(AP) Scheduler, groups of threads are
executed based on their effective
priorities and their AP assignments.

I Application Note:Table 7 provides a matrix detailing which operasothreads (“subjects” in CC—terminoIog)')
! may attempt to perform on resources (called “olgead CC-terminology), and what attributes of eaate used to!

I determine whether or not to allow the operationisTimatrix is referred to by FDP_ACC.1 and FDP_ACF.h '

I short: a thread’s use of CPU time is mediated lgyttiread’s effective priority, which is calculated the Schedulet
f using the thread’s self-set actual priority as agraeter.

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1

The TSF shall enforce thadcess control SHRo objects based on the following: [
* Subjects: listed in Table 7
e Subject attributes: listed in Table 7
» Objects: listed in Table 7
e Object attributes: listed in Tablg.7

FDP_ACF.1.2
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The TSF shall enforce the following rules to deteenif an operation among controlled subjects and
controlled objects is allowedif[the thread currently has the highest effectivionty of all threads, as
determined by the Scheduler, then grant the thezaess to CPU time, otherwise deny the agcess

FDP_ACF.1.3
The TSF shalhot epr|C|tIy authorlse access of subjects to ob&amd—en%heieﬂemmgﬁddmenal—mles

FDP_ACF.1.4

The TSF shalhot explicitly deny access of subjects to objects-Hamethe [assignment—+ulesbased on
security-attributes,that-explicitly-deny-accessubjects-to-objeets]

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

| Application Note:FDP_ACC.1 and FDP_ACF.1 describe the mechanisrd teseetermine whether or not a thl’eqid
| is allowed to access a shared memory object. ¢mtsh the thread’s associated user ID has pernasshen allow,
1 the access, otherwise deny the access. I

FDP_IFC.1 Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1
The TSF shall enforce thanformation flow control SFPon [
* Subjects: listed in Table 8
* Information: listed in Table 8
» Operations: listed in Table]8

Dependencies: FDP_IFF.1 Simple security attributes
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Table 8 — Information Flow Control Matrix

Subject Subject Attribute  Operation Object Object Protection Offered
(Control Parameter) (Resource) Attribute
Threads Usermask Create Symbol in the Permission |Used to determine the default
pathname bits permissions when an object is created
spalce2 in the pathname space. This operation

can be attempted by any thread;
however, its success or failure will
depend upon the thread’s permissions
to access that part of the pathname
space, as determined by the resource

manager.
User ID and Group | Access, Symbol in the Permission | Threads must have appropriate
ID® Creat pathname bits permissions (either explicit
reate spalce2 permissions, or implicit permissions

due to running as root) to access
symbols in the pathname space, as
determined by the applicable resource
manager.

Appllcatlon Note:Table 8 provides a matrix detailing which operasothreads (“subjects” in CC- termmolog))
may attempt to perform on symbols in the pathngmaees (which, in the CC-evaluated configuration, ahared'
memory objects), and what attributes of each amdu® determine whether or not to allow the opemntlThls

: matrix is referred to by FDP_IFC.1 and FDP_IFF.In short:

1 * A thread’'s usermask is used to determine what @siom bits are applied to an object created by that
| thread in the pathname space. Threads may creatdals in the pathname space hierarchy and apply
| access restrictions to them in the form of perraisdits. Any thread may create a new symbol injthe
I “root” of the pathname space hierarchy (as longths root of the pathname space is not being mangged
I by another thread or process). A thread may creasgmbol under a pre-existing symbol (a “brancbf),

I the pathname space if the branch is owned by tirgat or process, or if the permission bits on tpat
I branch (including the pathname space root, if ib&ng managed by another thread or process) aljow
I symbol creation to the thread. I

: e Athread’s user ID and group ID is used to detemnivhether or not it has permission to access auumn:

| in the pathname space, based on the object's psionisbits. “Access” permission includes bgth
| permission to read or write to pre-existing symbenisl permission to create symbols under a pre-iegist
I symbol. The resource manager (in the case of @, The shared memory resource managerocntg ,

2 In the CC-evaluated configuration, symbols in paéhname space are shared memory objects, anégbarce
manager for shared memory objects is containedmjittocnta

% The Real User ID and Group ID are inherited fréwa ¢alling primitive {or k, vf or k, exec, orspawn). The
effective User ID and Group ID are also determitigsl way for the or k primitive. Forvf or k, exec andspawn,
effective User ID and Group ID can be determinediguments passed by the calling primitive. See
http://gnx.com/developers/docs/6.4.0/neutrino/sksh/aroc.htmifor more information. Additional information on
each primitive can be found fattp://gnx.com/developers/docs/6.4.0/neutrino/léf/s'spawn.html
http://gnx.com/developers/docs/6.4.0/neutrino/ldd/fffork. html,
http://gnx.com/developers/docs/6.4.0/neutrino/lédf/w/vfork.html and
http://gnx.com/developers/docs/6.4.0/neutrino/léf/a/execl.html A description of what each User ID and Group
ID means can be found lattp://gnx.com/developers/docs/6.4.0/neutrino/ugegide/accounts.html
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maintains a list of access permissions for the abjeinder its control and determines whether ortno}
allow an access attempt.

FDP_IFF.1 Simple security attributes
Hierarchical to: No other components.
FDP_IFF.1.1

The TSF shall enforce thénformation flow control SFPbased on the following types of subject and
information security attributes: [

e Subjects: listed in Table 8

»  Subject attributedlisted in Table 8

* Information: listed in Table 8

« Information attributes: listed in Tabl€g.8
FDP_IFF.1.2

The TSF shall permit an information flow betweenamtrolled subject and controlled information via a
controlled operation if the following rules hold: [

« Pathname space symbol creation: use the usermagieahread to determine what permission
bits to set on the newly-created symbol

» Pathname space symbol access: if the permissisnobithe shared memory allow access to the
thread’s user ID or group ID, or if the thread isat, then allow the access, otherwise deny the
acceshk

'_Ag_pli:aﬁoﬁ Note:The “EatTm;m_e gp;cg s?/m_bo_l c_regtio_n”_orjer;\tign_m?naae?np_tea b_y ;n; tﬁre_ad_; h_ovVev_er,-I its

! success or failure will depend upon the threadsrpssions to access that part of the pathname space

FDP_IFF.1.3

The TSF shall enforoceo additional rules the

FDP_IFF.1.4

The TSF shall provideo additional SFP capabilitiesthefollowing-fassignment:list of additional SFP
bilties]

FDP_IFF.1.5

The TSF shalhot explicitly authorise an information flow-basedihe-followingrules: fassignment+rules,
ha ecurity-attributes,that-explicity-aud®information-flows]

FDP_IFF.1.6

The TSF shalhot explicitly deny an information flow-based-en-thaldwingrules:[assignment—rules,
I ) | ' licithy it ion flows]
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Dependencies: FDP_IFC.1 Subset information flow cdrol
FMT_MSA.3 Static attribute initialisation

FDP_RIP.2 Full residual information protection
Hierarchical to: FDP_RIP.1
FDP_RIP.2.1

The TSF shall ensure that any previous informationtent of avolatile memory resource is made
unavailable upon thelgallocation of the resource frdrall objects.

Dependencies: No dependencies
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5.1.2 Class FIA: Identification and Authentication

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
FIA_ATD.1.1

The TSF shall maintain the following list of sedyrattributes belonging to individual-usprocesses or
threads: [

» user mask

e UserlID

e Group ID

e actual priority

» effective priority

» list of associated Adaptive Partitioning assignnsgnt

Dependencies: No dependencies

:_Ap_plfzaﬁoﬁ l\_lotrezgro_ce;s_ar;j ?hrgaas_ha:/e_oﬁle_r a_ttri_l:)u_te; vv_hic_m Em‘_ingd _in _str_ucnt_ hr_eaa_e_nt_ry_an_d gtraca
process_entry. The attributes listed in FIA_ATD.1 are the ditries specifically used to implement the TPOE
functionality described in this Security Target. [

|
|

|

| |
i Note that processes and threads have two typepmdrities” “actual” priority and “effective” prio rity. The
| actual priority is a value that is set by the preseor thread itself and indicates to the schedtitew important” |
| the process or thread currently considers itselb# the effective priority is a value calculateyl the scheduley
i which indicates “how important” the scheduler cuntéy considers that process or thread to be. Tdheduler useg
| the actual priority as a parameter when calculatihg value of the effective priority, and only #féective priority,
| is used by the scheduler to make scheduling desisio I
I
I

Note also that processes and threads may be askignenore than one Adaptive Partition (thus, theleable I

attribute above is “list of associated Adaptive B@wning assignments”).

FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1
FIA_UID.2.1

The TSF shall require each-ugeocess or threadto identify-itselfbe identified before allowing any other
TSF-mediated actions on behalf of thatys®ercess or thread

Dependencies: No dependencies
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5.1.3 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviou
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability taenpdify the behaviour pthe functions §reate a process or thread, kill
a process or threddo [the process or thread itself, other threads witthie same process, or a process or
thread with root privilegds

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MSA.1(a) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(a)

The TSF shall enforce thénformation Flow Control SFPto restrict the ability torhodify] the security
attributes {iser mask, User ID, Group |@o [a process or thread with root privileges (basedtsrpriority
as defined in FMT_SMR]1)

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1(b) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(b)

The TSF shall enforce thé¢cess Control SHRo restrict the ability torhodify] the security attributes
[effective priority, list of associated Adaptive B#wning assignmenido [no rold.

Dependencies: [FDP_ACC.1 Subset access control or

FDP_IFC.1 Subset information flow control]

FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles
Application Note:The effective priority is not, in fact, modifieg &ny role, but rather is adjusted (calculated) by
the TOE itself as a way of performing schedulingdkkeeping.” For this reason, it is listed as lpimodified byl
“no role”. The list of associated Adaptive Partitiing assignments is specified by the process’rarogier as part
of the process itself, and is not modified duringtime. 1
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FMT_MSA.1(c) Management of security attributes
Hierarchical to: No other components.

FMT_MSA.1.1(c)
The TSF shall-enforce-thé\fcess-ControBFR-to restrict the ability to rhodify] the security attributes

[actual priority] to [the process or thread itself, or another procesthoead with root privileges (based on
its priority as defined in FMT_SMR]1)

Dependencies: [FDP_ACC.1 Subset access control or

FDP_IFC.1 Subset information flow control]

FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles
Application Note:The actual priority can be modified by the processhread itself, and any other process lor
thread running with root privileges. This restia is due to the design of the TOE itself, rattiem an arbltrary
SFP, and so the SFR has been refined to reflext thi

FMT_MSA.3 Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce theAgcess Control SFP and Information Flow Control $RB provide
[permissivédefault values for security attributes that asedito enforce the SFP.

FMT_MSA.3.2

The TSF shall allow thepfocesses and threads with root privileges, or phecess or thread itsélto
specify alternative initial values to override thefault valuegexcept for the default value of the object’s
effective priority, which may not be overridden by any subject) when an object or information is
created.

Dependencies: FMT_MSA.1 Management of security atiibutes

FMT_SMR.1 Security roles
_Ap_pI;:an; ﬁot_e Eagh_prac;ss_ a;d_th_rez;d_ha_ve_at_trlt;u'@s_wacTw d;m;ea ;1 gtrl:ct_ hr_eag e_ntTy_an_d Etract
process_entry when the process or thread is created. The aited listed in FIA_ATD.1 are the attrlbut%s
specifically used to implement the TOE functiogadiscribed in this Security Target.

Each process and thread has an “actual” and “effeet priority. At process or thread creation, arad all times:
afterward, the scheduler function pfocnt o is able to override the “actual” priority of a pess or thread by
changing its’ “effective” priority to a value caldated by the scheduler, using the “actual” prioriag a calculation
parameter.

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.

FMT_SMF.1.1
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The TSF shall be capable of performing the follayisecurity management functionsopfigure a
subject’s effective priority; configure a subjecfislaptive Partitioning assignments; create a preces
thread; kill a process or thredd

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1
The TSF shall maintain the rolgs
*  Priority O: idle thread

» Priorities 1 — 63: subjects without root privileges subjects with root privileges choosing to run
at a lower priority

e Priorities 64 — 255: subjects with root privileges
FMT_SMR.1.2
The TSF shall be able to associptecesses and threadaserswith roles.

Dependencies: FIA_UID.1 Timing of identification
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5.1.4 Class FPT: Protection of the TSF

FPT_FLS.1 Failure with preservation of secure state
Hierarchical to: No other components.
FPT_FLS.1.1

The TSF shall preserve a secure state when thenioly types of failures occura[failure of a thread in
one process will not cause threads in another ateel process to fdil

Dependencies: ADV_SPM.1 Informal TOE security polig model

_Ap_pli:aﬁoﬁ Not_e:l_:PTI'__FL_S.I refers to the fact that the TOE rﬁaﬁﬁa_m_pa?atTorT of r;ano_ry_ad_dr_esg s_pz;':es
between unrelated processes. Thus, threads inutwelated processes — that is, two processes ihatod share al
shared memory object — cannot corrupt the resoubsdsnging to the other thread or otherwise integfevith the!
operation of the other thread. !

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function nvithi
the TSC is allowed to proceed.

Dependencies: No dependencies

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1.1

The TSF shall maintain a security domain for itsno@xecution that protects it from interference and
tampering by untrusted subjects.

FPT_SEP.1.2
The TSF shall enforce separation between the sgdoimains of subjects in the TSC.

Dependencies: No dependencies
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5.1.5 Class FRU: Resource Utilization

FRU_FLT.1 Degraded fault tolerance
Hierarchical to: No other components.
FRU_FLT.1.1

The TSF shall ensure the operationathpr unrelated processes and threlagbhen the following failures
occur: failure or other execution errors by a processtmead.

Dependencies: FPT_FLS.1 Failure with preservationfesecure state

FRU _PRS.1 Limited priority of service
Hierarchical to: No other components.
FRU_PRS.1.1
The TSF shall assign a priority to each subjethéTSF.
FRU_PRS.1.2

The TSF shall ensure that each acces€R bandwidth shall be mediated on the basis of the subgect
assigned priorityand the CPU time budget of its assigned Adaptivedetition .

Dependencies: No dependencies

FRU _RSA.1 Maximum gquotas
Hierarchical to: No other components.
FRU_RSA.1.1

The TSF shall enforce maximum quotas of the follmwesources:GPU bandwidth that [subject$ can
use pver a specified period of tirhe

Dependencies: No dependencies
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5.2 Security Functional Requirements on the IT Envi

There are no security requirements for the TOE’siVironment.

5.3 Assurance Requirements

ronment

This section defines the assurance requirementhdéof OE. Assurance requirements are taken frenCi@ Part 3
and are EAL4 augmented with ALC_FLR.1. Table 9ssérance Requirements summarizes the requirements.

Table 9 — Assurance Requirements

Assurance Requirements

Class ACM:
Configuration management

ACM_AUT.1 Partial CM automation

ACM_CAP.4 General support and acceptance procedures

ACM_SCP.2 Problem tracking CM coverage

Class ADO:
Delivery and operation

ADO_DEL.2 Detection of modification

ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV:
Development

ADV_FSP.2 Fully defined external interfaces

ADV_HLD.2 Security-enforcing high-level design

ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD.1 Descriptive low-level design

ADV_RCR.1 Informal correspondence demonstration

ADV_SPM.1 Informal TOE security policy model

Class AGD:
Guidance documents

AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

Class ALC:
Life cycle support

ALC_DVS.1 Development security

ALC_FLR.1 Basic flaw remediation

ALC_LCD.1 Developer defined Life cycle model

ALC_TAT.1 Well-defined development tools
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Assurance Requirements

Class ATE: ATE_COV.2 Analysis of coverage
Tests

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: AVA_MSU.2 Validation of analysis
Vulnerability assessment

AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.2 Independent vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how TI@E meets the functional and assurance requirentkscribed

in previous sections of this ST.

6.1 TOE Security Functions

Each of the Security Functional Requirements (SFRs) the associated descriptions correspond taseaharity
functions. Hence, each function is described by hospecifically satisfies each of its related uggments. This
serves to both describe the security functions mimnalize that the security functions satisfy thecessary

requirements.

Table 10 — Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security Function SFR ID Description
User Data Protection FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control
FDP_IFC.1 Subset information flow control
FDP_IFF.1 Simple security attributes
FDP_RIP.2 Full residual information protection
Identification FIA_ATD.1 User attribute definition
FIA_UID.2 User identification before any action
Security Management FMT_MOF.1 Management of security functions behaviour

FMT_MSA.1(a)

Management of security attributes

FMT_MSA.1(b)

Management of security attributes

FMT_MSA.1(c)

Management of security attributes

FMT_MSA.3 Static attribute initialisation
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

Protection of TSF FPT_FLS.1 Failure with preservation of secure state
FPT_RVM.1 Non-bypassability of the TSP
FPT_SEP.1 TSF domain separation

Resource Utilization FRU_FLT.1 Degraded fault tolerance
FRU_PRS.1 Limited priority of service
FRU_RSA.1 Maximum quotas
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6.1.1 User Data Protection

The User Data Protection TSF is primarily concernéth ensuring that processes and threads canamugss the
resources for which they have the appropriate psions or attributes.

When built with the CC-approved configuratfpthe TOE overwrites the contents of a resourceedtin volatile
memory (such as RARJ before re-allocating that memory space to anatesource. This ensures that the previous
information content is not available to other piss®Es or threads.

The TOE enforces the following Security FunctioRalicies (SFPs):

6.1.1.1 Access Control SFP

The Access Control SFP is concerned with mediaougss to CPU time, and supports the FRU_RSA.1 iiflax
guotas” SFR. The Access Control SFP can be géyetated in the following mannerlf‘a thread currently has
the highest effective priority of all threads, astetmined by the Scheduler, then grant the threambss to CPU
time, otherwise deny the accés3he Access Control SFP is applied to procesard their associated threads) and
CPU time based on the attributes listed in Talddave.

6.1.1.2 Information Flow Control SFP

The Information Flow Control SFP can be generaliyesi in the following mannerA‘thread may access a shared
memory object if the thread’s user ID or group lBshthe appropriate permissions. When a thread tese@a
shared memory object, the thread’s usermask is tssdt the initial permission bits of the newlgated object.
The Information Flow Control SFP is applied to mrsses (and their associated threads) based oretimspion
bits of the shared memory and the process or ttweadr mask, user 1D, and group ID.

A shared memory object is a range of memory wiscdllocated for simultaneous access by more tharpoocess.
Shared memory objects are accessed via a corréagasydnbol in the pathname space hierarchysatem which

is implemented by the shared memory resource manemgained within the TOE (other “filesystems” are
implemented by resource managers which are outdittee TOE). Each shared memory object has peionidsts
which indicate what process user masks are allaeedsses. When a thread attempts to access a sheneory
object,procntocompares the thread’s user ID (and the groupfli2duired) to the permission bits of the objed an
determines whether to allow or deny the access.

Threads may create symbols in the pathname spacarthy (corresponding to shared memory objects)agply
access restrictions to them in the form of permisdiits. Any thread may create a new symbol in“tbet” of the
pathname space athnem So long as shremis not being managed by another thread or procésthread may
create a symbol under a pre-existing symbol (arithd) of the pathname space if the branch is owmgdhat
thread or process, or if the permission bits om bihanch (including the pathname space root,if ieing managed
by another thread or process) allow symbol creatoithe thread. Attempts by threads to create sbared
memory objects are governed fapcntq which determines whether or not the thread’s U3daend the group ID, if
required) is authorized to create new shared memobigcts in the requested branch of the pathnamaeesp
Threads running as “root” are always allowed tdfqren any requested actién.

TOE Security Functional Requirements Satisfied: FDPACC.1, FDP_ACF.1, FDP_IFC.1, FDP_IFF.1,
FDP_RIP.2.

* For details, see the Common Criteria SupplemeidéSu

> RAM: Random Access Memory

® A process or thread is considered to be runningasif it has an effective UID of “0” and an eftéve GID of
‘0.
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6.1.2 Identification

The “users” of the TOE are processes and thre®imcesses are “containers” for one or more thredgéach
process has an associated user mask, User ID, GBgugctual priority, effective priority, and ligtf associated
Adaptive Partitioning assignmefitsand these attributes are inherited by the prodessads. The User ID
indicates the user that “owns” (is responsible thgt process, and associates the permissionsadsig that user
with that process. The Group ID similarly indicatee user group that the process owner belongstbassociates
the related group permissions with that processe dser mask determines the default permissionsaiisbe set
on any object that the process creates in the patbnspace. The actual priority indicates the jtyidhat the
process or thread itself (or another thread runmifty root privileges) wishes itself to run withThe effective
priority indicates the current calculated priothat is being used by the ocnt o scheduler to schedule the process
for access to CPU bandwidth; it uses the actua@ripyias a parameter when calculating this valJée list of
Adaptive Partitioning assignments determines indkavhich AP partitions the process is assigneand, is used
by the scheduler when making scheduling decisions.

Each thread inherits all of these attributes fregrpiarent process. Process and threads haveatthibutes which
are defined in struathr ead_ent ry and strucprocess_entry. The attributes listed in FIA_ATD.1 are the ditries

specifically used to implement the TOE functionatiiescribed in this Security Target. The uniguentdier for a

process is its process ID; the unique identifierafdhread is the combination of its process ID igmthread ID. All

attributes are assigned at the moment that theepsoor thread is created — it is impossible to hayeocess or
thread without an ID. This ensures that no TSFiated actions are performed for a process or thbedare it is

identified.

TOE Security Functional Requirements Satisfied: FIA ATD.1, FIA_UID.2.

6.1.3 Security Management
The TOE provides four security management functions
» Create a process or thread
» Kill a process or thread
» Configure a process’ or thread'’s effective priority
«  Configure a process’ Adaptive Partitioning assigntsie

The TOE implements “roles” as process and threautipes, where higher numbered priorities are gaéged more
access to resources than lower numbered prioritiegority “0” is the idle thread — no other threathy have
priority 0. Priorities 1 — 63 are threads with@abt privileges, or threads with root privilegesttinave currently
chosen to run at a lower priority. Priorities 6255 are threads with root privileges. Processéstlareads actually
have two priorities — an “actual” priority and agffective” priority. The actual priority is a vauhat is set by the
process or thread itself and indicates to the adbed(an entity withinpr ocnt o) “how important” the process or
thread currently considers itself to be; the effecpriority is a value calculated by the schedtivat indicates “how
important” the scheduler currently considers thacpss or thread to be. The scheduler uses thalguoiority as a
parameter when calculating the value of the effegpiriority, and only the effective priority is usby the scheduler

" Note that processes and threads may be assigmearéothan one Adaptive Partition.
8 This includes management of CPU time budget. ghssent of an adaptive partition includes the assigmt of an
associated CPU bandwidth limit (see Terminologyhe CPU bandwidth limit dictates the CPU time budgk
other words, CPU bandwidth limit is an attributeAafaptive Partitioning assignments.
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to make scheduling decisions. Threads may chargje diwvn actual priority at any time, and they maluat the
actual priority of another thread if they have rpavileges. The scheduler functionfocnt o can “override” the
actual priority of a thread by adjusting its effeetpriority for scheduling purposes.

Any process or thread may create a new processead, which will inherit the applicable securityributes of the

process that created it. Permission to kill a psscor thread is limited to the process or thresadfj other threads
contained in the process that spawned the threatlt@threads with root privileges. The ability iwodify the

actual priority of a process or thread is limitecthie process or thread itself and to other threadsing with root

privileges. The ability to modify the effectiveiquity of a process or thread is limited to theedhler.

The TOE manages the SFPs discussed in Sectionahave by restricting the ability to modify the gdi security
attributes that can be modified to no TOE role, fthecess or thread itself, or another process reathwith root
privileges, as appropriate:

e The actual priority can be modified by the processhread itself and by other threads running witbt
privileges.

* The list of Adaptive Partitioning assignments ahd effective priority cannot be modified by any TOE
role. Note that, although the effective priorigncbe modified by the scheduler functiorpoécnt o, such
modification is performed as part of the normaldiimning of the TOE and cannot be directly manipeda
by any TOE role.

e The other attributes specified in FIA_ATD.1 (useagk, User ID, Group ID) are typically set and mathg
outside of the TOE, although they can also be nexdliby processes or threads running with root
privileges.

The TOE also manages the SFPs by providing penmigifault values for the security attributes tat used to
enforce the SFPs — the security attributes definddA_ATD.1 are specified by the process or thriaelf when it
is created. The scheduler can override the deddfigittive priority value and specify an alternatiwitial value.

TOE Security Functional Requirements Satisfied: FMT MOF.1, FMT_MSA.1(a), FMT_MSA.1 (b),
FMT_MSA.1(c), FMT_MSA.3, FMT_SMF.1, FMT_SMR.1.

6.1.4 Protection of the TSF

The TOE maintains its own protected memory spaevdigd to the kernel), which is kept separate fittuen
memory spaces allocated to the threads it execltbis separation allows the TOE to protect itéalfn tampering
and interference by the threads it executes, shed OE does not allow the threads it executestess or modify
its protected memory unless they are running as’rdithe TOE also maintains the separation of the mgispaces
of each thread it executes.

The TOE cannot execute a thread unless agk oént o’s functions (such as the scheduler, memory manage:)
are functioning properly — this ensures that theET&ecurity Policy (TSP) enforcement functions aneoked and
succeed before threads are executed.

The TOE's scheduling and separation functions enthat failures in executed threads will not caus$ailure in the
TOE itself — all TOE functions will continue norrhal

TOE Security Functional Requirements Satisfied: FPTFLS.1, FPT_RVM.1, FPT_SEP.1.

® Care must be taken to ensure that threads erdrusite root privileges do not maliciously overwriternel
memory.
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6.1.5 Resource Utilization

The TOE's scheduling and separation functions enthat failure of a thread in one process — whederto poor
design or malicious behavior — will not directlyuse threads in another process tofail.

Each thread has a priority and an “effective” gtiorthe priority is the “actual” priority (that jghe priority that the
thread “would like to have”), while the “effectivgiriority is changed dynamically by the schedulerorder to
implement quotas as defined by FRU_RSA.1. CPU timellocated to each thread based on their efecti
priorities — threads with higher priorities are giv“more” access to CPU time then threads with topréority;
however, higher priority threads cannot “starvelvés priority threads within a different AP partitic- CPU time
allocation is determined by the scheduler, whicbsua thread’s priority as well as the thread’s Alrtifion CPU
time budget as variables when determining the ation schedule. Threads are allocated CPU timehey
scheduler. For a detailed explanation of the saleechnd Adaptive Partitioning, please refer to dficial QNX
manuals.

Quotas are enforced on the total amount of CPU Wighhd that any particular AP can use. CPU bandwiédfers to
the available portion of the CPU available to tHe @t a given time. Quotas do not reflect totaktion number of
CPU cycles that a process or thread uses.

TOE Security Functional Requirements Satisfied: FRUFLT.1, FRU_PRS.1, FRU_RSA.1.

6.2 TOE Security Assurance Measures

EAL4+ was chosen to provide a basic level of incejemtly assured security. This section of the Bicliarget
maps the assurance requirements of the TOE for BAIG+ level of assurance to the assurance meassesfor
the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate
documentation to the TOE assurance requirements.

Note to Evaluator: The final versions of these doents have not yet been produced. The version ensmbll be
completed when the evaluation is close to compietial the documents have been finalized.

Table 11 - Assurance Measures Mapping to TOE Securi  ty Assurance Requirements (SARS)

Assurance Assurance Measure

Component
ACM_AUT.1 |QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Configuration
Management

ACM_CAP .4

ACM_SCP.2

ADO_DEL.2 |QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Secure Delivery

19t is possible that a thread in a separate proséish relies on actions performed by the failingead could fail
due to poor coding practices. For example, thersgthread might assume that the first thread neller fail, and
could then itself fail due to lack of error cheakinHowever, consideration of these types of isssidmyond the
scope of this CC certification. Care should alwlhggaken to use good coding practices.
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Assurance
Assurance Measure
Component

ADO_IGS.1 | QNX Neutrino® Secure Kernel v6.4 Installation Guidance

ADV_FSP.2 | QNX Software Systems QNX Neutrino® Secure Kernel v6.4 TOE Architecture:
Functional Specification, High Level Design, Low Level Design, and
Representation Correspondence

ADV_HLD.2

ADV_LLD.1

ADV_RCR.1

ADV_IMP.1 | QNX Software Systems QNX Neutrino® Secure Kernel v6.4 - Implementation
Representation

ADV_SPM.1 |QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Informal Security
Policy Model

AGD_ADM.1 |QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Common Criteria
Supplement Guide

AGD_USR.1

ALC_DVS.1 |QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Life Cycle Support

ALC_FLR.1™

ALC_LCD.1

ALC_TAT.1

ATE_COV.2 |QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Functional Tests,
Coverage, and Depth Analysis

ATE_DPT.1

ATE_FUN.1

ATE_IND.2 [Performed by testing laboratory]

AVA_MSU.2 |QNX Software Systems QNX Neutrino® Secure Kernel v6.4 Vulnerability Analysis

AVA_SOF.1

December 15, 2008

1 Augmentation to EAL 4+ assurance level.
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Assurance
Component

Assurance Measure

AVA_VLA.2
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7 Protection Profile Claims

There are no protection profile claims for thisig#y target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the secur@yuirements are suitable to meet the securitgatives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

Table 12 below provides a mapping of assumptidngats, and security functional requirements todjectives
for the TOE and TOE Environment, showing that thapping is complete.

Table 12 - Relationship of Security Threats to Obje  ctives

O.RESIDUAL_INFORMATION
OE.ADMIN_GUIDANCE
OE.INSTALL_GUIDANCE
OE.TRUSTED_INDIVIDUAL

ANllO.RESOURCE_ALLOCATION
O.SUBJECT_ISOLATION

AN O.EXECUTION_PRIORITY
AN O. FAILURE_ISOLATION

T.DENIAL_OF_SERVICE

T.INSTALL

T.UNAUTHORIZED_ACCESS

A.MANAGE

A.NOEVIL

A.PHYSICAL

%)
c
(]

=
o
<
S
73
%)

<

A.TRUSTED_INDIVIDUAL

FDP_ACC.1

FDP_ACF.1

FDP_IFC.1

FDP_IFF.1

FDP_RIP.2

FIA_ATD.1

FIA_UID.2

Security Functional Requirements

FMT_MOF.1

FMT_MSA.1(a)
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FMT_MSA.1(b)

FMT_MSA.1(c)

FMT_MSA.3
FMT_SMF.1
FMT_SMR.1
FPT_FLS.1
FPT_RVM.1
FPT_SEP.1
FRU FLT.1
FRU_PRS.1

FRU_RSA.1

O.RESIDUAL_INFORMATION

AN O.EXECUTION_PRIORITY
O. FAILURE_ISOLATION
O.RESOURCE_ALLOCATION

AW O.ACCESS

O.SUBJECT_ISOLATION

OE.ADMIN_GUIDANCE
OE.INSTALL_GUIDANCE
OE.TRUSTED_INDIVIDUAL

8.1 Security Objectives Rationale

This section provides a rationale for the existesfogach assumption and threat that compose th&ietarget.

8.1.1 Security Objectives Rationale Relating to Thr

Threats
T.DENIAL_OF_SERVICE

A misbehaving process or thread
may block others from system
resources (i.e., processing time)
via a resource exhaustion attack.

Objectives
O.EXECUTION_PRIORITY

The TOE will provide mechanisms
that ensure that processes and
threads with higher priorities and
higher Adaptive Partitioning budgets
are given more access to CPU time
than processes and threads of lower
priorities or lower AP budgets.

eats

Table 13 - Threats:Objectives Mapping

Rationale

O.EXECUTION_PRIORITY ensures
that a process or thread with a higher
priority or AP budget will be given
more access to CPU time than a
process or thread with a lower priority
or AP budget.
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Threats

Objectives
O.FAILURE_ISOLATION

The TOE will prevent a failure of one
process or thread from affecting other
unrelated processes and threads.

Rationale

O.FAILURE_ISOLATION contributes
to mitigation of this threat by ensuring
that a failure of one process or thread
does not cause a denial of service for
another unrelated process or thread.

O.RESOURCE_ALLOCATION

The TOE will provide mechanisms
that enforce constraints on the
allocation of resources.

O.RESOURCE_ALLOCATION
contributes to mitigation of this threat
by ensuring that the TOE allocates
system resources to subjects
according to the total amount of CPU
time each subject is using
simultaneously.

T.INSTALL

An administrator may incorrectly
install or configure the TOE,
resulting in ineffective security
mechanisms.

OE.ADMIN_GUIDANCE

The TOE will provide administrators
with the necessary information for
secure management of the TOE.

OE.ADMIN_GUIDANCE ensures that
the necessary information to securely
manage the TOE be provided to
administrators of the TOE.

OE.INSTALL_GUIDANCE

The TOE will be delivered with the
appropriate installation guidance to
establish and maintain TOE security.

OE.INSTALL_GUIDANCE ensures
that the appropriate information to

securely install and maintain TOE

security be provided as part of the

delivered TOE.

OE.INSTALL

Those responsible for the TOE must
ensure that the TOE is delivered,
installed, managed, and operated in a
manner that prevents disclosure,
modification, destruction, and other
threats to the TOE that result from a
deficiency in delivery or customer site
security..

OE.INSTALL ensures that
administrators will deliver, install,
manage, and operate the TOE in a
manner that prevents disclosure,
modification, destruction, and other
threats to the TOE that result from a
deficiency in delivery or customer site
security.

OE.MANAGE

Sites deploying the TOE will provide
competent, non-hostile TOE
administrators who are appropriately
trained and follow all administrator
guidance. TOE administrators will
ensure the system is used securely.

OE.MANAGE ensures that
administrators will follow all
administrator guidance, are non-
hostile, and will ensure that the
system is used in a secure manner.

T.UNAUTHORIZED _ACCESS

A process or thread may gain
access to resources or TOE
security management functions for
which it is not authorized
according to the TOE security

policy.

O.ACCESS

The TOE will ensure that processes
and threads gain only authorized
access to resources.

O.ACCESS ensures that processes
and threads can gain access only to
those resources for which they are
authorized.

O.RESIDUAL_INFORMATION

The TOE will ensure that any
information contained in a resource is
not released to processes or threads
when the resource is reallocated.

O.RESIDUAL_INFORMATION
ensures that residual information
contained in a resource, once
disassociated from one process or
thread, is not accessible when the
resource is allocated to another
process or thread.
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Threats

Objectives
O.SUBJECT_ISOLATION

The TOE will provide mechanisms to
protect each process or thread from
unauthorized interference by other
processes or threads.

Rationale

O.SUBJECT_ISOLATION ensures
that a process or thread cannot
interfere with another process or
thread by accessing resources for
which it is not authorized.

OE.PHYSICAL

Physical security will be provided for
the TOE by the non- IT environment
commensurate with the value of the IT
assets protected by the TOE.

OE.PHYSICAL establishes physical
controls that restrict physical access
to the TOE to only authorized
personnel.

8.1.2 Security Objectives Rationale Relating to Ass

umptions

Table 14 - Assumptions:Objectives Mapping

Assumptions
A.MANAGE

There is one or more competent
individuals (administrators)
assigned to manage the TOE.

Objectives
OE.INSTALL

Those responsible for the TOE must
ensure that the TOE is delivered,
installed, managed, and operated in a
manner that prevents disclosure,
modification, destruction, and other
threats to the TOE that result from a
deficiency in delivery or customer site
security.

Rationale

OE.INSTALL ensures that the TOE
will be installed correctly and
configured securely.

OE.MANAGE

Sites deploying the TOE will provide
competent, non-hostile TOE
administrators who are appropriately
trained and follow all administrator
guidance. TOE administrators will
ensure the system is used securely.

OE.MANAGE ensures that the TOE
will be managed by competent, non-
hostile administrators who will
configure the system securely to limit
access to the TOE's configuration
data.

A.NOEVIL

The people administering the TOE
and writing processes and threads
for execution by the TOE are non-
hostile, appropriately trained, and

follow all guidance.

OE.INSTALL

Those responsible for the TOE must
ensure that the TOE is delivered,
installed, managed, and operated in a
manner that prevents disclosure,
modification, destruction, and other
threats to the TOE that result from a
deficiency in delivery or customer site
security.

OE.INSTALL ensures that the TOE
will be installed correctly and
configured securely.

OE.MANAGE

Sites deploying the TOE will provide
competent, non-hostile TOE
administrators who are appropriately
trained and follow all administrator
guidance. TOE administrators will
ensure the system is used securely.

OE.MANAGE ensures that the TOE
will be managed by competent, non-
hostile administrators who will
configure the system securely to limit
access to the TOE's configuration
data.
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Assumptions
A.PHYSICAL

It is assumed that the non-IT
environment provides the TOE
with appropriate physical security
commensurate with the value of
the IT assets protected by the
TOE.

Objectives
OE.PHYSICAL

Physical security will be provided for
the TOE by the non- IT environment
commensurate with the value of the IT
assets protected by the TOE.

Rationale

OE.PHYSICAL addresses this
assumption by requiring the non-IT
environment to provide physical
security for the TOE that is
commensurate with the value of the IT
assets protected by the TOE.

A.TRUSTED_INDIVIDUAL

It is assumed that any individual
allowed to perform procedures
upon which the security of the
TOE may depend is trusted with
assurance commensurate with the
value of the IT assets.

OE.TRUSTED_INDIVIDUAL

Any individual allowed to perform
procedures upon which the security of
the TOE may depend must be trusted
with assurance commensurate with
the value of the IT assets.

OE.TRUSTED_INDIVIDUAL
addresses this assumption by
requiring that any individual who is
allowed to perform procedures that
affect the security of the TOE be
trusted with assurance commensurate
with the value of the IT assets.

8.2 Security Functional Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.2.1 Rationale for Security Functional Requirement

Objective
O.ACCESS

The TOE will ensure that
processes and threads gain only
authorized access to resources.

Table 15 - Objectives:SFRs Mapping

Requirements Addressing the
Obijective

FDP_ACF.1

Security attribute based access
control

s of the TOE Objectives

Rationale

FDP_ACF.1 specifies the attributes
used to enforce the access control
SFP.

FDP_IFF.1

Simple security attributes

FDP_IFF.1 specifies the information
flow control SFP.

FIA_ATD.1

User attribute definition

FIA_ATD.1 specifies the process and
thread attributes which are used for
enforcing the access control SFP.

FIA_UID.2

User identification before any action

FIA_UID.2 specifies that the TOE may
perform no actions for a process or
thread before it is identified.

FMT_MSA.3

Static attribute initialisation

FMT_MSA.3 specifies how the default
security attributes for process and
threads are determined and
overridden.

FDP_ACC.1

Subset access control

FDP_ACC.1 requires the TSF to
enforce the access control SFP.
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Objective

Requirements Addressing the
Objective

FMT_SMF.1

Specification of management
functions

Rationale

FMT_SMF.1 requires the TSF to
provide capability to configure a
process' or thread’s security attributes
and to create or Kill it.

FMT_MOF.1

Management of security functions
behavior

FMT_MOF.1 requires the TSF to
restrict the capability to configure a
process' or thread’s security attributes
and to create or kill it to other
appropriate processes or threads.

FPT_RVM.1
Non-bypassability of the TSP

FPT_RVM.1 requires that the security
functions be non-bypassable.

FMT_MSA.1(a), FMT_MSA.1(b),
FMT_MSA.1(c)

Management of security attributes

The iterations of FMT_MSA.1 require
the TSF to restrict the modification of
process or thread security attributes to
authorized entities.

O.EXECUTION_PRIORITY

The TOE will provide mechanisms
that ensure that processes and
threads with higher priorities and
higher Adaptive Partitioning
budgets are given more access to
CPU time than processes and
threads of lower priorities or lower
AP budgets.

FMT_SMF.1

Specification of management
functions

FMT_SMF.1 requires the TSF to
provide capability to configure a
process’ or thread's priority.

FIA_ATD.1

User attribute definition

FIA_ATD.1 specifies the process and
thread attributes which are used to
determine the priority of service that a
process or thread should receive.

FMT_MSA.1(a), FMT_MSA.1(b),
FMT_MSA.1(c)

Management of security attributes

The iterations of FMT_MSA.1 require
the TSF to restrict the modification of
process and thread security attributes
to authorized entities.

FRU_PRS.1

Limited priority of service

FRU_PRS.2 requires the TSF to use
each thread's priority when
determining how to utilize CPU time.

FMT_MSA.3

Static attribute initialisation

FMT_MSA.3 specifies how the default
security attributes for processes and
threads are determined and
overridden.

FMT_SMR.1

Security roles

FMT_SMR.1 specifies the roles
maintained by the TSF.

O.FAILURE_ISOLATION

The TOE will prevent a failure of
one process or thread from
affecting other unrelated
processes and threads.

FPT_FLS.1

Failure with preservation of secure
state

FPT_FLS.1 requires the TSF to
preserve a secure state when a
process or thread encounters an error.

FPT_RVM.1
Non-bypassability of the TSP

FPT_RVM.1 requires that the security
functions be non-bypassable.
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Requirements Addressing the
Objective Objective Rationale

FRU_FLT.1 FRU_FLT.1 requires the TSF to
prevent a failure of one process or
thread from causing the TOE to stop
rendering services to all other
processes and threads.

Degraded fault tolerance

O.RESIDUAL_INFORMATION FDP_RIP.2 FDP_RIP.2 requires the TSF to
destroy the contents of a volatile
memory resource before reallocating
the memory to another resource.

The TOE will ensure that any Full residual information protection
information contained in a
resource is not released to
processes and threads when the
resource is reallocated.

O.RESOURCE_ALLOCATION FRU_RSA.1 FRU_RSA.1 requires the TSF to
The TOE will provide mechanisms | Maximum quota enforce maximum guotas on
- resources.
that enforce constraints on the
allocation of resources.
O.SUBJECT_ISOLATION FDP_IFC.1 FDP_IFC.1 requires the TSF to
The TOE will provide mechanisms | Subset information flow control grllzfgrce the information flow control
to protect each process or thread )
from unauthorized interference by o . .
FDP_IFF.1 FDP_IFF.1 specifies the information

other processes or threads.
. . . flow control SFP.
Simple security attributes

FPT_SEP.1 FPT_SEP.1 requires that the TOE
protect its subjects (processes and
threads) from interference and
tampering by untrusted subjects.

TSF domain separation

FRU_FLT.1 FRU_FLT.1 requires the TSF to
prevent a failure of one process or
thread from causing the TOE to stop
rendering services to all other
processes and threads.

Degraded fault tolerance

8.3 Security Assurance Requirements Rationale

EAL4+ was chosen to provide a basic level of incejemtly assured security and thorough investigaticthe TOE
and its development. As such, minimal additiomsks are placed upon the vendor assuming the vdoliimwns
reasonable software engineering practices and warnde support to the evaluation for design andirngsefforts.
The chosen assurance level is appropriate withhiteats defined for the environment. The TOE igeeted to be
in a non-hostile position and embedded in or ptettby other products designed to address thrieatsorrespond
with the intended environment. At EAL4+, the TOHIWave incurred an independent vulnerability as#é to
support its introduction into the non-hostile eoniment.

The augmentation of ALC_FLR.1 was chosen to giveatgr assurance of the developer's on-going flaw
remediation processes.
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8.4 Rationale for Refinements of Security Functiona | Requirements

The following refinements of Security Functionalge@ements from CC version 2.3 have been madeatifickhe
content of the SFRs, and make them easier to read:

* FDP_ACF.1: Refined to clarify that there are noitddal rules.
* FDP_IFF.1: Refined to clarify that there are noitiddal rules.
 FDP_RIP.2: Refined to say specify that only vodatiemory is destroyed when de-allocated.

« FIA_ATD.1: Refined to replace "user" with "procemsthreads" since the TOE does not directly support
human users.

* FIA_UID.2: Refined to replace "user" with "processthreads" since the TOE does not directly support
human users. Replaced “identify itself” with “bdentified” to indicate that the identification isagsive
rather than active.

e FMT_MSA.1(c): Refined to strike the mention of aesjfic SFP, since the restriction on modifying a
thread’s actual priority is implemented by the dasif the TOE rather than an arbitrary SFP.

« FMT_MSA.3: Refined to clarify that the effectiveiguity of an object may not be overridden by any
subject.

e FMT_SMR.1: Refined to clarify that priorities arbet "roles"; also replaced "user" with "process or
threads" since the TOE does not directly suppamdmusers.

« FRU_PRS.1: Refined to clarify that Adaptive Pastitbudgets are also used to mediate access.

8.5 Dependency Rationale

This ST does satisfy all the requirement depen@snaf the Common Criteria. Table 16 lists eacluiregnent to
which the TOE claims conformance with a dependeawcg indicates whether the dependent requirement was
included. As the table indicates, all dependencss® been met.

Table 16 - Functional Requirements Dependencies

SFR ID Dependencies Dependency Met?
FDP_ACC.1 FDP_ACF.1 v
FDP_ACF.1 FDP_ACC.1 v

FMT_MSA.3 v
FDP_IFC.1 FDP_IFF.1 v
FDP_IFF.1 FDP_IFC.1 v

FMT_MSA.3 v
FDP_RIP.2 none v
FIA_ATD.1 none v
FIA_UID.2 none v
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SFR ID Dependencies Dependency Met?

FMT_MOF.1 FMT_SMF.1 v

FMT_SMR.1 4
FMT_MSA.1(a) | FMT_SMR.1 4
FMT_MSA.1(b)

FDP_ACC.1 v
FMT_MSA.1(c)

FDP_IFC.1 v

FMT_SMF.1 v
FMT_MSA.3 FMT_MSA.1 4

FMT_SMR.1 4
FMT_SMF.1 none v
FMT_SMR.1 FIA_UID.1 v

(by FIA_UID.2, which is hierarchical to FIA_UID.1)

FPT_FLS.1 ADV_SPM.1 v
FPT_RVM.1 none v
FPT_SEP.1 none v
FRU_FLT.1 FPT_FLS.1 v
FRU_PRS.1 none v
FRU RSA.1 none v

8.6 TOE Summary Specification Rationale

8.6.1 TOE Summary Specification Rationale for the S ecurity Functional

Requirements

Each subsection in the TOE Summary Specificati@ciiSn 6) describes a security function of the TOEach
description is organized by set of requirement$ wétionale that indicates how these requirememrgsatisfied by
aspects of the corresponding security function.e $at of security functions works to satisfy alltbé security
functions and assurance requirements. Furtherratiref the security functions are necessary ireoifdr the TSF
to provide the required security functionality. iglsection, in conjunction with the TOE Summary Sfeation
section, provides evidence that the security fmstiare suitable to fulfill the TOE security requirents.

Table 17 identifies the relationship between ségugquirements and security functions, showind #ilasecurity
requirements are addressed and all security furstise necessary (i.e., they correspond to at tewestsecurity

requirement).

Table 17 - Mapping of Security Functional Requireme  nts to TOE Security Functions
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TOE Security Function SFR
User Data Protection FDP_ACC.1
FDP_ACF.1
FDP_IFC.1
FDP_IFF.1
FDP_RIP.2
Identification FIA_ATD.1
FIA_UID.2
Security Management FMT_MOF.1

FMT_MSA.1(a), FMT_MSA.1(b), FMT_MSA.1(c)

FMT_MSA.3

FMT_SMF.1

FMT_SMR.1

Protection of TOE Security FPT_FLS.1
Functions

FPT_RVM.1

FPT_SEP.1

Resource Utilization FRU_FLT.1

FRU_PRS.1

FRU_RSA.1

8.6.2 TOE Summary Specification Rationale for the S ecurity Assurance
Requirements

EAL4+ was chosen to provide a basic level of indelemitly assured security. The chosen assuranes iev
consistent with the postulated threat environmérie TOE is expected to operate in a non-hostiktion and be
embedded in or protected by other products designedddress threats that correspond with the imend
environment.

8.6.2.1 Configuration Management

The Configuration Management documentation provigedescription of tools used to control the configion
items and how they are used by QNX. The documientatrovides a complete configuration item list andnique
reference for each item. Additionally, the configion management system is described includingquhores that
are used by developers to control and track chatg¢sre made to the TOE. The documentationdurdietails the
TOE configuration items that are controlled by toafiguration management system.
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Corresponding CC Assurance Components:

» Generation support and acceptance procedures
* Partial CM automation
* Problem tracking CM coverage

8.6.2.2 Secure Delivery and Operation

The Delivery and Operation documentation providdsscription of the secure delivery procedures émanted by
QNX to protect against TOE modification during puatl delivery. The Installation Documentation pa»d by
QNX details the procedures for installing the TO#Rd gplacing the TOE in a secure state offering thmes
protection properties as the master copy of the TQme Installation Documentation provides guidatwehe
administrator on the TOE configuration parameteis lzow they affect the TSF.

Corresponding CC Assurance Components:

» Delivery Procedures
» Installation, Generation, and Start-Up Procedures

8.6.2.3 Development

The QNX design documentation consists of sevetatag design documents that address the compooé e
TOE at different levels of abstraction. The follogy design documents address the Development Asseira
Requirements:

» The Functional Specification provides a descriptifrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,&mors message for each external TSF interface.

 The High-Level Design provides a top level desigmecsfication that refines the TSF functional
specification into the major constituent parts &gbems) of the TSF. The high-level design iderttithe
basic structure of the TSF, the major elementistiag of all interfaces, and the purpose and nebibfouse
for each interface.

e The Low-Level Design describes each security supmpmodule in terms of its purpose and interaction
with other modules. It describes the TSF in teahmodules, designating each module as either #ggcur
enforcing or security-supporting. It provides dgogithmic description for each security-enforcimgpdule
detailed enough to represent the TSF implementation

* The Implementation Representation unambiguouslindefthe TSF to a level of detail such that the TSF
can be generated without further design decisidnalso describes the relationships between atiqgues of
the implementation.

e The Security Policy Model provides an informal T8®Bdel and it demonstrates correspondence between
the functional specification and the TSP model ligveing that all of the security functions in theanétional
specification are consistent and complete witheesfp the TSP model. The TSP model describeruthe
and characteristics of all policies of the TSP ttat be modeled. The model should include a raliothat
demonstrates that it is consistent and complete rggpect to all policies of the TSP that can beeted.

» The Correspondence Analysis demonstrates the pomdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.

Corresponding CC Assurance Components:

» Functional Specification with Complete Summary
» Security-Enforcing High-Level Design

» Descriptive Low-Level Design

* Implementation of the TSF

» Informal TOE Security Policy Model

» Informal Representation Correspondence
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8.6.2.4 Guidance Documentation

The QNX Guidance documentation provides administrahd user guidance on how to securely operatd @te.

The Administrator Guidance provides descriptionshef security functions provided by the TOE. Adudiglly, it
provides detailed accurate information on how tmiadster the TOE in a secure manner and how tacediey use

the TSF privileges and protective functions. TheetGuidance provided directs users on how to tpéne TOE

in a secure manner. Additionally, User GuidangalaRrs the user-visible security functions and hbey are to be
used and explains the user’s role in maintainirg TOE’s Security. QNX provides single versionsdotuments
which address the administrator Guidance and UseiddBce; there are no separate guidance documents
specifically for non-administrator users of the TOE

Corresponding CC Assurance Components:

» Administrator Guidance
» User Guidance

8.6.2.5 Life Cycle Support Documents

The Life Cycle Support documentation describeshallphysical, procedural, personnel, and otherrggaueasures
that are necessary to protect the confidentialitg @ntegrity of the TOE design and implementation itis
development environment. It provides evidence these security measures are followed during tiveldpment
and maintenance of the TOE. It provides evidertt& these security measures are followed during the
development and maintenance of the TOE. The feawediation procedures addressed to the TOE devslape
provided and so are the established proceduresdoepting and acting upon all reports of secuiiyv$é and
requests for corrections of those flaws. The ftamediation guidance addressed to TOE users isdqatyv The
description also contains the procedures used by @Ntrack all reported security flaws in each esle of the
TOE. The established life-cycle model to be usethé development and maintenance of the TOE isirdented
and explanation on why the model is used is alsmahented. The selected implementation-dependeinspof
the development tools are described.

Corresponding CC Assurance Components:

» Identification of Development Security Measures
» Flaw Reporting Procedures

» Developer Defined Life Cycle Model

* Well-defined Development Tools

8.6.2.6 Tests

There are a number of components that make upekedbcumentation. The Coverage Analysis demdestthe

testing performed against the functional speciiicat The Coverage Analysis demonstrates the quoresence
between the tests identified in the test documimtatnd the TSF as described in the functional ifipation. The

depth analysis demonstrates that the tests idenhiifi the test documentation are sufficient to destrate that the
TSF operates in accordance with its high-levelglesind low-level design. QNX Test Plans and Test&dures,
which detail the overall efforts of the testingaetfand break down the specific steps taken bysterteare also
provided. The Independent Testing documentationiges an equivalent set of resources to thosentbe used in
the developer’s functional testing.

Corresponding CC Assurance Components:

» Analysis of Coverage
» High-Level Design
* Functional Testing
* Independent Testing
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8.6.2.7 Vulnerability and TOE Strength of Function  Analysis

The Strength of TOE Security Function Analysis dasimtes the strength of the probabilistic or peational
mechanisms employed to provide security functiorithizv the TOE and how they exceed the minimum SOF
requirements. The Independent Vulnerability An@lyslocumentation describes the analysis of the TOE
deliverables performed to search for ways in whdalser can violate the TSP, and the dispositiahefdentified
vulnerabilities.

Corresponding CC Assurance Components:

» Strength of TOE Security Function Evaluation
* Independent Vulnerability Analysis

8.7 Strength of Function

No Strength of Function (SOF) claim is applicabde this TOE since there are no security functionsecurity
functional requirements which have probabilistigppermutational functions.
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9 Acronyms
Table 18 - Acronyms
Acronym Definition

AP Adaptive Partitioning

CC The Common Criteria for Information Technology Security Evaluation

Central Processing Unit

Identification; Identifier

Information Technology

Protection Profile

Random Access Memory

Realtime Operating System

Security Functional Requirement

Symmetric Multiprocessing

Strength of Function

Security Target

Target of Evaluation

TOE Security Function

TOE Security Policy

TOE Scope of Control
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