
 

 

 

 

CCEVS APPROVED ASSURANCE CONTINUITY MAINTENANCE 
REPORT 

 ASSURANCE CONTINUITY MAINTENANCE REPORT FOR 

______________________________________________________________________ 

Emerson Network Power Secure KVM and Matrix 

 

Maintenance Report Number: CCEVS-VR-VID10705-2017 

Date of Activity: 30 March 2017 

References: National Information Assurance Partnership / Common Criteria Evaluation and 
Validation Scheme Publication #6 “Assurance Continuity: Guidance for 
Maintenance and Re-evaluation” Version 3, September 12, 2016 

 Common Criteria document CCIMB-2004-02-009 “Assurance Continuity: CCRA 
Requirements” Version 1, February 2004 

 Impact Analysis Report for Emerson Network Power Secure KVM and Matrix 
Vertiv Name Change Peripheral Switch Protection Profile, Version 1.0, March 28, 
2017 

Documentation Updated:  Emerson Network Power Secure KVM and Matrix Security Target, 
Version 3.18, January 28, 2016 

Assurance Continuity Maintenance Report: 

Vertiv Company submitted an Impact Analysis Report to CCEVS for approval on February 28, 2017. The 
IAR is intended to satisfy requirements outlined in Common Criteria Evaluation and Validation Scheme 
Publication #6 “Assurance Continuity: Guidance for Maintenance and Re-evaluation” Version 3, 
September 12, 2016. In accordance with those requirements, the IAR describes the changes made to the 
certified TOE, the evidence that was updated as a result of those changes, and the security impact of 
those changes. 

Changes to TOE:  

The products outlined in the original TOE and delineated in Table 3 of the Security Target have been 
changed, replacing the corporate name Emerson Network Power with the new corporate name Vertiv.  
There are no changes being made to the hardware, software or firmware. The changes only affect the 
company name, logos and branding information as described below.  



None of the changes were security related, and no changes were made to the development environment. 

The changes: 
 

• The products outlined in the original TOE and delineated in the Security Target Table 3 have 
been changed to reflect replacing references to Emerson Network Power with the new corporate 
name Vertiv.  

• The logo images and accent colors of the units have been changed. 
• Name and logo changes have also been made on all relevant product documentation, labeling 

and packaging. 
 
The vendor has classified all the changes as minor, “It is important to note that no changes have been 
made to the electronics or firmware on any of the TOE models; the model names and manufacturing 
numbers remain the same.”   

 
Conclusion: The changes to the TOE are limited to the corporate rebranding from Emerson to Vertiv. 
The vendor claims that all known publicly-disclosed cybersecurity vulnerabilities applicable to versions of 
the TOE prior to the changed TOE have been mitigated.  

The validators reviewed the changes and concur that they should be classified as minor and that 
certificate maintenance is the correct path for assurance continuity. Therefore, CCEVS agrees that the 
original assurance is maintained for the above cited version of the product. 

 


