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References:

e Common Criteria Evaluation and Validation Scheme Publication #6, Assurance
Continuity: Guidance for Maintenance and Re-evaluation, version 2.0, 8
September 2008;

e FireEye EX Series Impact Analysis Report For Common Criteria Assurance
Maintenance, Version 1.0, August 15, 2019

e collaborative Protection Profile for Network Devices, Version 1.0, 27-Feb-2015

Documentation reported as being updated:

e FireEye EX Series Appliances, Version 1.4, July 2019

Assurance Continuity Maintenance Report:

FireEye, Inc., submitted an Impact Analysis Report (IAR) to Common Criteria Evaluation
Validation Scheme (CCEVS) for approval on August 15, 2019. The IAR is intended to satisfy
requirements outlined in Common Criteria Evaluation and Validation Scheme Publication #6,
Assurance Continuity: Guidance for Maintenance and Re-evaluation, version 2.0. In accordance
with those requirements, the IAR describes the changes made to the certified TOE, the evidence
updated because of the changes, and the security impact of the changes.

The 1AR identified no hardware and no software changes to the TOE. The only update for this IAR
IS to correct typographical errors in the ST related to the disk space associated with several of the
appliances.

The evaluation evidence consists of the Security Target and the Impact Analysis Report. The
Security Target was revised to indicate that each of the EX appliances is configured with 4 x 2TB
of hard drive disk space.
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The evaluation was done against the collaborative Protection Profile for Network Devices and the
ST referenced validated FIPS certificates. No changes were made in the processor, so no
modifications were required in any of the valid NIST certificates.

Changes to TOE:

The only changes to the TOE were to correct the configured hard disk space associated with each
of the evaluated models in the ST.

Changes to Evaluation Documents:

e ST: Updated ST Table 2, EX Series Appliances, to correct typographical errors in the
size of the hard disk drives.

Testing:

No updates were made to the hardware and software of the TOE, so no further testing was
performed.

Conclusion:

CCEVS reviewed the description of the changes and the analysis of the impact upon security and
found them to be minor. The typographical errors in the ST does not impact any of the security
functions claimed in the ST.

The CCTL also reported that there were no vulnerabilities associated with any of the models. A
vulnerability assessment was conducted on August 20, 2019 and found no vulnerabilities applicable
to the TOE.

Therefore, CCEVS agrees that the original assurance is maintained for the product.



