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1 Executive Summary

The evaluation of the RSA Keon CA System Version 6.5 commenced on 04-12-02 and was
completed on 12-06-2002. The RSA Keon CA System Version 6.5 evaluation was performed
by Science Applications International Corporation (SAIC) in the United States. The evaluation
was conducted in accordance with the requirements drawn from the Common Criteria CCv2.1,
Part 2, and Part 3 Evaluation Assurance Level (EAL4) requirements.

The RSA Keon CA System product identified in this Validation Report has been evaluated at an
accredited testing laboratory using the Common Methodology for IT Security Evaluation
(Version 1.0) for conformance to the Common Criteriafor IT Security Evaluation (Version 2.1).
This Validation Report applies only to the specific version of the RSA Keon CA System Version
6.5. The evaluation has been conducted in accordance with the provision of the NIAP Common
Criteria Evaluation and V alidation Scheme and the conclusions of the testing laboratory in the
evaluation technical report are consistent with the evidence produced. This Validation Report is
not an endorsement of the RSA Keon CA System Version 6.5 product by any agency of the U.S.
Government and no warranty of the product is either expressed or implied.

Science Applications International Corporation (SAIC) is certified by the NIAP validation body
for laboratory accreditation. The CCTL has presented CEM work units and rationale that are
consistent with the CC [Common Criterial, the CEM [Common Evaluation Methodology] and
CCEV S publication number 4 Guidance to CCEV S Approved Common Criteria Testing
Laboratories. The CCTL evaluation team concluded the requirements from Common Criteria
CCv2.1, Part2 and Part 3 Evaluation Assurance Level (EAL4) requirements have been met.

1.1 Evaluation Details

Dates of Evaluation: 04-12-02 to 12-06-02

Evaluated Product: RSA Keon CA System Version 6.5

Developer: RSA Security, Inc.

CCTL: SAIC Inc. Columbia, MD

Validation Team: Donald W. Phillips, Richard White, Mitretek Systems Inc.,

Falls Church, VA

Evaluation Class: EAL4 augmented with ALC_FLR.2

PP Conformance: Certificate Issuing and Management Components (CIMC) Protection Profile
Version 1.0 (Security Level 3) 31 October 2001

1.2 Interpretations

The Evaluation Team performed an analysis of the CCIMB and NIAP interpretations regarding
the CC and the CEM and identified those that were applicable as of 12 April, 2002, the start date
of the evaluation.
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NIAP Interpretations

[-0407 Empty Selections Or Assignments

[-0409 Other Properties In FMT_MSA .3 Should Be Specified By
Assignment

1-0410 Auditing of Subject Identity For Unsuccessful Logins

[-0415 User Attributes To Be Bound Should Be Specified

[-0416 Association of Access Control Attributes With Subjects and
Objects

[-0418 Evaluation of The TOE Summary Specification: Part 1 Vs Part
3

1-0422 Clarification Of “Audit Records’

1-0423 Some Modifications To The Audit Trail Are Authorized

1-0425 Settable Failure Limits Are Permitted

1-0426 Content Of PP Claims Rationale

1-0427 |dentification of Standards

[-0429 Selecting One Or More

CCIMB

I nter pretations

RI-3 Unique identification of configuration itemsin the
configuration list

RI-4 ACM_SCP.*.1C Requirements unclear

RI-38 Use of “asaminimum’ in C& P elements

RI-43 What does “ clearly stated” mean?

RI-51 Use of documentation without C& P elements

RI-84 Aspects of objectivesin TOE and environment

RI-85 SOF level is optional, not mandatory

RI-116 I ndi stinguishable work unitsfor ADO_DEL

1.3 Threatsto Security

Name (T = Threat)

Threat

T.Administrative errors of omission | Administrators, Operators, Officers or Auditors

fail to perform some function essential to
security.

or hostile actions

T.Administrators, Operators, An Administrator, Operator, Officer or Auditor
Officers and Auditors commit errors | commits errors that change the intended security

policy of the system or application or
maliciously modify the system’s configuration to
allow security violations to occur.

T.Critical system component fails Failure of one or more system components

resultsin the loss of system critical functionality.

keys

T.Disclosure of private and secret A private or secret key isimproperly disclosed.
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T.Flawed code A system or applications developer delivers code
that does not perform according to specifications
or contains security flaws.

T.Hacker gains access A hacker masguerades as an authorized user to
perform operations that will be attributed to the
authorized user or a system process or gains
undetected access to a system due to missing,
weak and/or incorrectly implemented access
control causing potential violations of integrity,
confidentiality, or availability.

T.Hacker physical access A hacker physically interacts with the system to
exploit vulnerabilities in the physical
environment, resulting in arbitrary security
COMpPromises.

T.Mailicious code exploitation An authorized user, IT system, or hacker
downloads and executes malicious code, which
causes abnormal processes that violate the
integrity, availability, or confidentiality of the
system assets.

T.Message content modification A hacker modifies information that is intercepted
from a communications link between two
unsuspecting entities before passing it on to the
intended recipient.

T.Modification of private/secret A secret/private key is modified.
keys

T.Sender denies sending information | The sender of a message denies sending the
message to avoid accountability for sending the
message and for subsequent action or inaction.

T.Socia engineering A hacker uses social engineering techniquesto
gain information about system entry, system use,
system design, or system operation.

T.User abuses authorization to User abuses granted authorizations to improperly
collect and/or send data collect and/or send sensitive or security-critical
data.

T.User error makes data inaccessible | User accidentally deletes user data rendering
user datainaccessible.

2. ldentification

ST — RSA Keon CA System V6.5 Security Target Version 2.0 — 05 December 2002

TOE Identification — RSA Keon CA System Version 6.5

CC Conformance — Common Criteriafor Information Technology Security Evaluation, Version
2.1, Part 2 — August 1999, CC Version 2.1 Part 2 — extended, Common Criteriafor Information
Technology Security Evaluation, Version 2.1, Part 3 — August 1999, CC Version 2.1 Part 3 —
augmented.
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PP Conformance — Certificate Issuing and Management Components (CIMC) Protection Profile
Version 1.0(Security Level 3) October 31, 2001.

Assurance Level - Evaluation Assurance Level 4 augmented with ALC_FLR.2 asrequired by
CIMCPPSL3

Keywords— Public Key Infrastructure, PK1, Certificate Issuing and Management Component,
CIMC. Certificate Authority, CA.

2.1 1T Security Environment

The CIMC PP levies requirements on the TOE as well asthe IT Environment. In the case of this
TOE the IT Environment is the Operating System on which the software isrunning. The TOE
relies on configuration files and audit capabilities which are protected by the Operating System
(IT Environment). The IT Environment provides an interface to configuration files used to
control and configure the TOE’ s functionality. The IT Environment provides TLS facilities
leveraged by the TOE to secure the communications between internal and external components
of the TOE. The IT Environment defines three roles to control access to the system:
Administrator, Officer, and Auditor.

2.2 Operating System

The TSP is enforced by the TOE, and the Security Functional Requirements (SFRs) are
completely satisfied by TOE functions (with the exception of those with environmental
dependencies). The Keon CA System runs on Sun Solaris 8. The operating system which the
TOE interfaces, is assumed to be trusted, meaning it can be relied upon to correctly execute the
TOE functions. Sun Solaris 8 has received Common Criteria EAL4 validation.

2.3 Hardwar e Security Module

A hardware security module, HSM, is part of the TOE IT Environment. The Keon CA System
relies on the nCipher nShield HSM to provide all FIPS 140-1 approved cryptography and key
management. The HSM isinstalled in the physical machine on which the Keon CA Systemis
installed. Many of the TOE components rely on the HSM to provide all the security-relevant
cryptographic services necessary for the TOE to perform its functions.

2.4 Hardwar e Platform

The Keon CA System software for Sun Solaris 8 requires the following minimum system
requirements:

Sun Enterprise Ultra 10S or equivalent

At least 256 MB of memory (RAM)

Minimum free hard disk space of at least 100 MB free for basic program
installation. Additional space would be needed for the storage of certificates.



Validation Report Version 1.3

3. Security Policy

3.1 Secure Audit Log Server

The TOE collects data for internal user actions, provided the ability to review audit log, and
restricts access to the audit logs. The TOE tracks any actions taken to a certificate (creation,
revocation, deletion), authentication attempts, changes to user’srolesand access.

3.2 Access Control

The TOE enforces user roles and access control whenever users access TOE-provided functions.
To enforce its security policy, the TOE relies on the roles set per user and the access control list
set per function. Both roles and access control lists are set by the Administrator. Access Control
is primarily enforced by restricting the options presented to users on the Web management
interface. The user’s certificate is verified during the initial establishment of the TLS connection
to the Web server from a browser. Accessto TOE resources are controlled by the access control
list (ACL) for each directory structure and Web page.

3.3 Backup and Recovery

The TOE provides configurable backup functionality, as well as system recovery features, to
allow the operators to restore the CA System and maintain the storage of logs and current
certificates stored.

3.4 Secure Import/Export

The TOE isresponsible for importing and exporting certificates, public keys, certificate status,
and other data. The TOE protects these data transfers through a trusted path using the TLS
protocol.

3.5 Cryptographic Support and Key Management

The TOE provides access to the hardware security module (HSM). The TOE relies on the HSM
inthe IT Environment for key generation, signing and encryption, and key destruction through
zeroization. The HSM, the nCipher nShield —is a FIPS 140-1 validated module as mandated by
the CIMC PP requirements. No private or secret keys are stored in the TOE; the TOE accesses
the HSM to perform operations with the keys stored on the HSM.

3.6 Certificate Management

The TOE manages and securely stores all certificates that have been signed using the private key
of any of theinterna CAs. The TOE provides for functionality to issue, suspend, reinstate,
reissue, renew, revoke and delete certificates, report status of certificates, and generate CRLs and
OCSP responses. All these certificate services are provided in a secure manner, protecting the
integrity of the certificate administrative data. Additionally, the TOE enforces proof of origin
and verification of origin of certificate status information at al times.

3.7 ldentification and Authentication

The TOE requires identification and authentication before performing any security-relevant
functions. CIMC maintains a secure database of authorized operators of the TOE, including all
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certificate information and roles that can be assumed. Users of the TOE are authenticated during
the establishment of the mutually authenticated TL S connection.

4. Assumptions

4.1 Personnel Assumptions

A.Auditors Review Audit Logs

Audit logs are required for security-relevant
events and must be reviewed by the Auditors.

A.Authentication Data Management

An authentication data management policy is
enforced to ensure that users change their
authentication data at appropriate intervals and to
appropriate values (e.g., proper lengths, histories,
variations, etc.) (Note: this assumption is not
applicable to biometric authentication data.)

A.Competent Administrators,
Operators, Officers and Auditors

Competent Administrators, Operators, Officers
and Auditors will be assigned to manage the
TOE and the security of the information it
contains.

A.Cooperative Users

Users need to accomplish some task or group of
tasks that require a secure I'T environment. The
users require access to at least some of the
information managed by the TOE and are
expected to act in a cooperative manner.

A.CPS

All Administrators, Operators, Officers, and
Auditors are familiar with the certificate policy
(CP) and certification practices statement (CPS)
under which the TOE is operated.

A.Disposal of Authentication Data

Proper disposal of authentication data and
associated privileges is performed after access
has been removed (e.g., job termination, change
in responsibility)

A.Mailicious Code Not Signed

Mailicious code destined for the TOE is not
signed by atrusted entity.

A.Notify Authorities of Security
Issues

Administrators, Operators, Officers, Auditors,
and other users notify proper authorities of any
security issues that impact their systems to
minimize the potential for the loss or
compromise of data

A.Socia Engineering Training

General Users, administrators, operators, officers
and auditors are trained to techniques to thwart
socia engineering attacks.
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4.2 Physical Assumptions

A.Communication Protection The system is adequately physically protected
against loss of communicationsi.e., availability
of communications.

A.Physical Protection The TOE hardware, software, and firmware
critical to security policy enforcement will be
protected from unauthorized physical
modification.

4.2 Logical Assumptions

A.Operating System The operating system has been selected to
provide the functions required by this CIMC to
counter the perceived threats for the appropriate
security level identified in thisfamily of PPs.

5. Architectural Information

The TOE boundary includes multiple components that make up the RSA Keon CA System and
arerelied on for the correct enforcement of the TSP. Asthe TOE is not a hardware product the
physical boundary is not easily represented. The boundary of the TOE should be drawn to
encompass al RSA-provided Keon Software, the configuration files associated with the Keon
CA component of the TOE, the audit files that are created by the Keon CA component, the Log
Server executable, and Database Backup Signing Tool executable. At the perimeter of the TOE
Boundary are sub-components of the TOE that interact with non-TOE components. The Web
Front End User Interface viaweb browser provides the user of the system access to configure
and operate the TOE. Additionally the Web Front End interacts with the HSM for cryptographic
services provided by the HSM. The Log Server, the PKI Server, and the Data Integrity Monitor
also interact with the HSM for cryptographic services provided by the HSM. The Log Server,
the PK1 Server, and the Data Integrity Monitor also interface with the HSM for cryptographic
services. Additionally, as all these programs are running on an Operating System, at a detailed
level all software programsin the TOE are interfacing with the Operating System for low level
calls.

6. Test Documentation

The test documentation includes atop-level test plan (RSA Keon CA System version 6.5
Functional Testsfor Common Criteria Evaluation against the CIMC PP Test Plan), atest
requirements analysis document (RSA Keon® CA System version 6.5 Tests: Coverage, Depth,
and Functional Tests, Independent Testing), and a series of test procedures documents:

10
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RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Certificate Management

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Management of Security Functions Behavior

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Import and export of data

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Certificate Status Export

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Certificate Revocation List

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Backup and Recovery

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Access Control

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Identification & Authentication

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Key Management

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Protected Audit Trail Storage

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Prevention of Audit Data Loss

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Reliable Time Stamps And Audit Log Signing Event

RSA Keon CA System version 6.5 Functional Tests for Common Criteria Evaluation
Against the CIMC PP: Audit Data Generation

7. I'T Product Testing

The purpose of this activity was to determine whether the TOE behaves as specified in the design
documentation and in accordance with the TOE security functional requirements specified in the
ST for an EAL4 evauation, augmented with ALC_FLR.2.

7.1 Developer Testing

RSA’ s approach to testing is security function oriented. A set of test procedures has been
developed, each of which corresponds to a single security function — though some security
functions are addressed by multiple test procedures. Each test procedure is subdivided into test
scenarios and/or test cases that target specific security behavior associated with a security
function.

11
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The test procedures are designed to be exercised manually, using the web client interfaces and
command line interfaces of the TOE as well as the command-line interfaces of the IT
environment and the use of some custom testing tools designed for use both on the client
machines and the hosting Solaris operating system. The test procedures are documented with
some additional columns for note taking and recording results — to produce alog of the actual
testing results.

7.2 Evaluation Team Independent and Penetration Testing

The evaluation team applied each EAL 4 ATE CEM work unit. The evaluation team ensured
that the TOE performed as described in the design documentation and demonstrated that the
TOE enforces the TOE security functional requirements. Specifically, the evaluation team
ensured that the vendor test documentation sufficiently addresses the security functions as
described in the functional specification and high level design specification. The evaluation
team performed a sample of the vendor test suite, and devised an independent set of team tests
and penetration tests. The vendor tests, team tests, and penetration tests substantiated the security
functional requirementsin the ST.

8. Evaluated Configuration

The evaluation team executed the entire set of vendor test procedures on two RSA Keon CA
Systems configured per the evaluated configuration. The following configurations were used
during testing:

1
Test Monitor and | Moniior and Test
. Keyboard1 | Keyhoand 2 .
Configuration 1 | Configuration 2
2 - Sun Ultra 10 ¢
Sun Uhira 10 | b SPARCT ¢ OMBION, ¢ O
EPARC].COLLION. &0k : N1
w011 : —
: =5 ;
I —IN- 1 .
._—'—_. -—--—u.—.a—\ e _—_-u-..;;— .
wopwens || < || FEEECE | EEETE Ciphes HSM
|
1
1

WIRETTZ.COMRIO N, 0L
WIANTL.COMBIOR. GO WIAIEL & OLEOR. 0N WIFIE? & OMMOR. (0 10014
wp13

015 unle

Fig 1 Test configuration

12
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8.1 Evaluated Hardware
The following Hardware is used to create the test configurations:

Sparcl: Sun Ultra10 system: Ultrasparc Ili 440 MHz 256 MB RAM 8Tb IDE
HD (including power cords, keyboard, and monitor)

Sparc2: Sun Ultra 10 system: Ultrasparc I1i 300 MHz 256 MD RAM 18Gb SCSI
HD including power cords, keyboard, and monitor)

4 Sony Laptops (including power supplies and network adaptors)

2.

3.

4.

Laptop 1. Sony F540, Pi11 500 128 MB RAM 6 GB HD 589D PCMCIA
Network Card 10 MBs DvD CD ROM

Laptop 2: Sony F430, PIII 128 MB RAM 6 Gb HD 589D PCMCIA
Network Card 10 MBs DvD CD ROM

Laptop 3: Sony F540, PI11 500 128 MB RAM 6 Gb HD 589D PCMCIA
Network Card 10 MBs DvD CD ROM

Laptop 4: Sony F430, PIII 128 MB RAM 6 Gb HD 589D PCMCIA
Network Card 10 MBs DvD CD ROM

1 port hub/switch: Linksys 8 port Hub
2 nCipher nShield units FIPS 140-1 level 3 capabilities
nCipher smart cards

8.2 Evaluated Software
The following Software is required to be installed on the machines used for the test:

Sun Ultra 10 systems:

Solaris 2.8 Operating System

DNS Server: BIND V8.3.3

Email server sendmail/imap 4 revision 1

Adobe Acrobat Reader V5.06

nCipher, nShield Software Version 5.59 for Solaris
RSA Keon CA System V6.5

Sony Laptop Systems (2 of the 4 systems):

Windows NT Server 4.0 with Service Pack 6a Operating System
Microsoft Internet Explorer 5.5 with JavaScript enabled

Sony Laptop Systems (2 of the 4 systems):

Windows 2000 Server Series with Service Pack 3
Microsoft Internet Explorer 6.0 with Service Pack 1

9. Reaults of the Evaluation
The Evaluation Team conducted the evaluation in accordance with the CC and the CEM.

The Evaluation Team assigned a Pass, Fail, or Inconclusive verdict to each work unit of each
EAL4, assurance component, augmented with ALC_FLR.2. For Fail or Inconclusive work unit

13
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verdicts, the Evaluation Team advised the developer of the issue that needed to be resolved or
the clarification that needed to be made to the particular evaluation evidence.

The Evaluation Team accomplished this by providing Notes, Comments, or Vendor Actionsin
the draft ETR sections for an evaluation activity (e.g., ASE, ADV) that recorded the Evaluation
Team'’s evaluation results and that the Evaluation Team provided to the developer. The
Evaluation Team also communicated with the developer by telephone and electronic mail. If
applicable, the Evaluation Team re-performed the work unit or units affected. In thisway, the
Evaluation Team assigned an overall Pass verdict to the assurance component only when all of
the work units for that component had been assigned a Pass verdict. Verdicts were not assigned
to assurance classes.

Section 5, Results of Evaluation, in the Evaluation Team's ETR, Part 1, states:

The results of the assurance requirements are generally described in this section and are
presented in detail in the proprietary ETR.

A verdict for an assurance component is determined by the resulting verdicts assigned to the
corresponding evaluator action elements. The evaluation was conducted based upon CC
version 2.1 ([1], [2], [3] and [4]) and CEM version 1.0 ([5], [6], and [7]). The Evaluation
Team determined the RSA Keon CA System TOE to be Part 2 conformant, and to meet the
Part 3 Evaluation Assurance Level (EAL 4) augmented with ALC_FLR.2 requirements. The
rational e supporting each CEM work unit verdict is recorded in the "Evaluation Technical
Report for the RSA Keon CA System V6.5 Part 2" which is considered proprietary.

Section 6, Conclusions, in the Evaluation Team’'s ETR, Part 1, states:

Section 6.1: Each verdict for each CEM work unit inthe ASE ETR isa*“Pass’
Therefore, the RSA Keon CA System Version 6.5 Security Target, Version 2.0, 05 December
2002 isa CC compliant ST.

Section 6.2;: The verdicts for each CEM work unit in the ETR sections included in Section
15 areeach “Pass’. Therefore, when configured according to the following guidance
Documentation:

RSA Keon Certificate Authority 6.5 Installation Guide, 2™ Draft

RSA Keon CA System v6.5 Delivery and Operation: Installation, Generations and
Start-up, Version 1.6, 22 November 2002.

RSA Keon Certificate Authority 6.5 Administrators Guide
RSA Keon CA System version 6.5 Guidance Documents: Administrator’s Guide
— Release Notes, Version 1.7, 26 November 2002.

The RSA Keon CA System version 6.5 TOE satisfies the RSA Keon CA System
version 6.5 Security Target, Version 2.0, 05 December 2002.

14
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10. Validation CommentsRecommendations

The Validation Team observed that the evaluation and all of its activities were performed in
accordance with the CC, the CEM, and CCEV S practices. The Validation Team agrees that the
CCTL presented appropriate rationales to support the Results presented in Section 5 of the ETR
and the Conclusions presented in Section 6 of the ETR.

The Validation Team, therefore, concludes that the evaluation and Pass result for the TOE
identified below is complete and correct:

RSA Keon CA System V6.5

11. Glossary
See the Glossary of definitions already defined by the ST, CC or CEM.
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